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Abstract

:

The escalating mass influx of people to Europe in the 21st century due to geopolitical and economic reasons as well as food crises ignites significant challenges for national health care services. The lack or disruption of cross-border, e-transferred, health-related data negatively affects the health outcome and continuous care, particularly in medically compromised individuals with an unsettled status. Proposal: The urgent need of a structured database, in the form of a health-related data register funded by the European Union that allows a swift exchange of crucial medical data, was discussed to flag ever-increasing migrants’ health problems, with a primary aim to support an adequate health care provision for underserved people who are at risk of deteriorating health. The data security information technology aspects, with a proposed and drafted structure of an e-health register, were succinctly highlighted. Conclusions: Focusing on long-term benefits and considering future waves of mass relocation, an investment in a health-related data register in Europe could vastly reduce health care disparities between minority groups and improve epidemiological situations with regard to major illnesses, including common, communicable diseases as well as oncological and infectious conditions. Commissioners, policymakers, and stakeholders are urged to continue a collective action to ensure vulnerable people can access health services by responding to the ongoing global migration crisis.
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1. Introduction


1.1. The Crisis of Population Displacement in Europe


In light of the recent mass movements of people who have been migrating from African countries, such as Syria, Morocco, Algeria, Tunisia, and Sudan, and transiting across Europe, in addition to those who are relocating from Ukraine, many have experienced a restricted cross-border transfer of medical records that affects the individuals’ health status and health care provision for diverse underserved populations, resulting in the curtailment of health care [1,2,3]. According to United Nations High Commissioner for Refugees (UNHCR) data [4], the most recent conflict in Ukraine caused the displacement of more than 6 million people (updated 26 July 2022) across Europe, leaving them in peril of unsecure health care support. A vast number, 3,744,925 refugees from Ukraine, were registered for national protection schemes in Europe [4]. By the end of July 2022, the main directions of migration of Ukrainian refugees within Europe [4] were Poland (1,246,315), Germany (915,000), Czech Republic (400,559), Italy (154,710), Spain (130,160), France (92,156), Slovakia (87,027), Republic of Moldova (86,880), and Romania (84,384). The provision of critical services for Ukrainian refugees, with a special focus on health care, was prioritized in neighboring refugee-hosting countries. On the other hand, during the post-pandemic (COVID-19) period, there has been a continuous increase in first-time asylum applications in the EU member states and Norway, with a significant 28.2% increase in 2021, compared to 2020 [5]. According to the European Migration Network [5], the top five citizenships of first-time asylum applicants (EU and Norway) include Syria (98,895), Afghanistan (83,760), Iraq (25,995), Pakistan (21,020), and Turkey (20,400).



Amid the increasing influx of migrants and refugees, the broad sharing of vital information about individuals’ health between health care providers based in different countries should be considered an integral element of the global public health response to secure basic human rights, regardless of origin and ethnicity [6]. A current situation in East Europe [7] revealed that uninterrupted e-access to medical records in all European countries would provide cost-effective support that may, in some instances, save lives. Populations of migrants with unmet multifactorial and multifaceted health needs [8] tend to turn to community support and self-management of medical issues with unpredictable consequences. These increasing challenges are alarmingly exacerbated in undocumented migrants [9].



A great opportunity exists for authorities and commissioners to promptly implement modern digital technologies tailored specifically to helping refugees resolve their health-related problems and to supporting health care services deliver a broad range of comprehensive care across the continent for persons fleeing from areas of conflicts. The joint political and public health efforts to mobilize the decision-makers to address the unmet health needs of refugees are urgently required while coping mechanisms employed to tackle the crisis need further enhancement. Reportedly, because of the constant influx of forcibly misplaced people to the European continent, health care providers are convinced that ad hoc, not a structured health care provision, is not sufficient [3,10]. Ultimately, an e-transformation within the European health care systems by profound integration of their information technology (IT) infrastructure can make a real difference to underserved and underprivileged people [11,12].




1.2. Transiting Borders by Vulnerable Individuals Who Require Health Assistance and Complex Care


Since refugees tend to cross multiple borders within the continent of Europe before obtaining a settled status, assuming that they can seek some form of medical care in transiting countries, a smart electronic medical data transfer between health care providers and health boards operating in specific healthcare systems (public/private/mixed) would allow effective and timely diagnostic regimes, treatment, diseases monitoring, specialist consultations, and vaccination status check. This particularly implies the continuation of complex therapeutic protocols by multidisciplinary medical teams from different countries. The enhanced e-access to such data by hospitals, general practices, medical institutes, university hospitals, and any other health care providers on various levels of reference will inevitably improve the medical information transfer and, as a direct consequence, will facilitate the optimal healthcare, regardless of public health systems variations (Figure 1).





2. A Central Electronic Register Integrating Health-Related Data in Europe


European countries who have agreed to support and host refugees, allowing a relocation of thousands of people, are obliged to provide adequate health/dental care on multiple levels for refugees fleeing from their country of origin, particularly children [13,14]. It has been reported that refugees experience numerous problems, especially accessing specialist health care [15]. Therefore, the concept of a health-related data e-register (HDR) in Europe, comprising medical/health records, medical history, treatment protocols, diagnostic results, pharmacotherapy, and vaccination details for displaced migrants with an unsettled status could substantially underpin various health care systems and enable clinical data to be shared across the continent. This initiative encapsulates well and aligns with the World Health Organization (WHO) policies as a part of the strategy for supporting systems worldwide to achieve ‘universal health coverage’ [16] and inclusive primary healthcare. The most recent report of WHO [15] “demonstrated critical gaps in data and health information systems regarding the health of refugees and migrants and they are fragmented and not comparable across countries”. It can be clearly noted that migrants’ health statistics are often missing in global datasets used for public health monitoring. Reportedly, such data collection and monitoring systems should guide effective interventions among diverse groups of migrants to reduce health outcome disparities and address their health needs [13,17].



The main purpose of the central register deployed collectively by European countries to address the immigration crisis aims to enable secure, real-time access to crucial clinical information. It is expected that an inclusive e-register designed to integrate various health-related datasets, functioning as a clinical data sharing e-warehouse, intends to collect and store clinical information across different health care services [18,19] to be a core part of the safety e-network to improve the quality and continuity of care as well foster research projects. Preferably, an HDR should incorporate already existing internally-funded clinical/research registries in European countries and similar external databases outside the European Union (EU) governed by others, e.g., WHO. The inter-relationship among them must be clearly specified, with strict legislative measures for personal, sensitive data protection. While a most recent pandemic enabled a mass collection of information about billions of individuals during COVID-19 vaccination programs, the big data associated with the introduced EU digital vaccine e-passport might underpin the success of a central e-register launch campaign. By default, such an e-health database that stores information from medical services needs to be distinguished from other services, particularly those belonging to the social care sector. Whilst the existing state-based e-registries in EU and non-EU countries utilize heterogeneous IT infrastructures, the vast majority of them are not deemed compatible. It is assumed that currently functioning non-uniform digital systems across Europe, with different levels of electronic protection, are susceptible to data security breaches.



The crucial coded data contained on the central European e-register should include patient’s identifiers (patient’s full name, date of birth, nationality, contact information—if applicable, next of kin, emergency contact information, insurance, medical record number, i.e., unique patient’s ID), demographic information (age, gender, ethnicity, marital status, education), social data (occupation, smoking status, employment, socio-economic status, housing conditions), unstructured clinical notes, vital signs, encoded and standardized coded diagnoses (International Classification of Diseases, Diagnostic and Statistical Manual of Mental Disorders, Systematized Nomenclature of Medicine), pharmacotherapy (generic names, National Drug Codes, Systematized Nomenclature of Medicine, RxNorm), procedures (primary care procedures, minor and major surgery, operative procedures, radiology, pathology, diagnostic procedures), and additional and laboratory results (tests) [19,20,21]. In the light of a modern inclusive approach toward minority populations, disclosing information about race/ethnicity background does not seem necessary, and only the basic personal details, along with medical data, should be prioritized during the data uploading/input process. Arguably, the group of ‘undocumented’ migrants and refugees without valid proof of their personal data, who fail to secure their identity, can also be eligible for the e-registration process following a cross-check and further verification within the international databases once they obtain an identification document/national identity number. The process of digital e-health account registration to obtain valid, informed consent must be robust, transparent, and, more importantly, voluntary, with the unconditional option to withdraw consent at any time. This process may require a suitable level of ‘digital competency’ in persons involved (a potential limitation). Hence, the multilanguage, professional interpreting services are intended to play an essential role while translating the register-related terms and conditions.



As the primary e-hub in Europe, an HDR appears especially useful as a source of information to manage potentially life-threatening diseases, oncological conditions, rare genetic disorders, and severely infectious diseases [22]. The development of the interoperable e-health hub is expected to be linked with existing registries designed for public health data collection and biomedical research. This approach is already reflected in the long-term strategies of the e-health agenda of the EU Commission [23] while the main priority of the digital transformation of health is “to secure citizens’ access to their health data, including across borders, enabling citizens to access their health data across the EU” [24]. Predictably, the EU e-health policy will address the anticipated migration crisis that is likely to arise as a consequence of geopolitical instabilities and food shortages.



Fundamentally, the EU is expected to provide a firm legislative basis, hardware, software, and maintenance of the HDR. A proposed HDR network and recommended infrastructure is presented in Figure 2. Noticeably, a customized, comprehensive IT architecture of country-based health registries that act as gateways to the HDR are necessary elements of its connectivity and functionality.



In fact, the concept of a centralized e-health database can be particularly important considering the ongoing COVID-19 pandemic, new waves of SARS-CoV-2 or other variants outbreaks, and the vaccination status of a huge number of misplaced and relocated people crossing European borders. The exchange of crucial medical/public health information, including medical history, such as primary medical conditions, allergies, medications taken, vaccination status, and/or tests results, is paramount during an unprecedented large movement of populations in the 21st century.



In July 2022, the World Health Organization (WHO) announced a ‘report on the health of refugees and migrants’ [17], stating that “many migrants and refugees face poorer health outcomes than the host populations” and “addressing their needs is, therefore, a global health priority and integral to the principle of the right to health for all”. As currently available evidence on the health of these groups appears, unfortunately, insufficient, the “comparable data across countries and over the time are urgently needed to track progress towards the health-related United Nations Sustainable Development Goals (UNSDG) 2030”. The idea of an HDR meets this such recommendation as it resembles the main goal of the United Nations Sustainable Development, i.e., good health and well-being (goal 3) [25].



Additionally, actively supporting European countries declare considerable challenges in obtaining relevant documentation and barriers in health-related data sharing with other health care providers abroad, which is deemed highly restricted or frequently impossible. Inevitably, considering the dynamic scenario associated with the mass transrelocation of people via multiple countries, the real-time, uninterrupted access to health-related information could facilitate a decision-making process regarding the diagnosis, therapy, and preventive measures for primary and secondary health care services. The concept of electronic cross-border health services and e-health digital service is deemed a priority for the European Commission [26]. EU member states have already use large-scale digital technologies, online platforms, electronic registration systems, and new remote procedures for border migration management, including the Enter−Exit System and European Travel Information and Authorization System. Expectedly, this IT infrastructure could support the implementation of a health-related data register. The usefulness of a central HDR is presented in Table 1.



Potential Constraints and Implications of Broad Online Data Sharing


The fundamental problems associated with the health-related data register development and its practical implementation include [27,28,29] informatics aspects, adequate IT infrastructure and expertise of health care providers, IT digital security issues, personal data protection (de-identified vs. identifiable), patients’ privacy, ethics, exposure to cyber-attacks, language discrepancy, informed consent, missing medical documentation, lack of identifying documents, and an unknown status of a young person below the age of 16 without an accompanying person possessing a legal responsibility towards the child. The question arises whether health care providers require a valid consent from the individual to receive access to the personal record. This aspect must be prioritized when establishing standard operating procedures for the HDR to function, considering the risks and benefits rate, with the time factor having a significant impact in allowing instant access to an individual medical record. Countries involved in rescue missions helping refugees, guided and supervised by local and European Union authorities, should be responsible for the digital data safety storage and international e-transfer, if applicable. The rules related to health-related data sharing require a strict regulatory governance, which can be challenging as a result of the variation in national health care systems. Undoubtedly, personal and sensitive medical data protection prevails over the other secondary aspects, underpinned by a structured legislative framework that is supposed to specify the criteria for persons who are eligible to access database, predominantly health care workers and clinical medical/dental personnel directly involved in patients’ care.



Ultimately, the security of digital ‘big data’ of individuals’ health status can be additionally enhanced by using highly encrypted data/files, a virtual private network, peer-2-peer systems, and a multilevel verification of the patient’s identity as a genuine account holder. Arguably, the adoption of the newest digital security certificates for medical records and documentation (radiographs, tests results, etc.), such as non-fungible tokens, as well as the cryptographic assets on the blockchain technology with a unique identification code and metadata [30,31,32] will allow users to distinguish and recognize health data attributed to individuals. Equally, the healthcare provider accessing the HDR should be carefully verified prior to using the database containing sensitive data. In fact, the maintenance, updating, security tools, and scaling up of the HDR compose the main challenges. The unlimited and unrestricted online access to personal e-health account determines the likelihood of the e-health register’s successful implementation and digital data broad distribution among health care services. In addition, the other, non-IT-related reasons may preclude and restrict the migrants’/refugees’ e-registration, including fear of deportation, abscondence, and stigma as well as cultural, religious, and gender identity issues. These factors equally apply to avoidance of medical/dental treatment in the first place in people translocated from various cultural backgrounds. Lastly, the expected successful launch of a health-related e-register depends on the relevant campaign reaching minority groups and supplying sufficient information regarding the unprecedented benefits of modern digital data exchange to secure individuals’ health.



The process of setting up a ‘pan-European’ e-health register requires joint efforts of committed organizations and cost-effective measures to capture complex, comprehensive medical data, collect adequate information in a safe manner, and share them between involved HCPs. Safeguarding data security, especially sensitive information regarding medical status, therapies, and genetic profile, are deemed the essential constraint of the central e-register development and workflows.





3. Proposed Action to Initiate a Central European E-Health Database Rollout


The recommended steps allowing the implementation of a central e-register, applicable for both public and private health care providers, include:




	
Wide-scale upgrade of currently functioning health registries and e-systems in European countries on local, regional, and national levels.



	
Identification of crucial, compatible IT infrastructures to allow a unification of data exchange.



	
EU legislation approving a centralized health-related data storage system, with an open collaboration of all European countries, also not formally members of European Union.



	
Allocation of individual health care numbers allowing the access to public health care for persons with formal migrant/refugee status.



	
Implementation of individual e-health account and/or mobile appt, including copies of medical records (translation options).



	
Integration of local health care providers’ databases linked to the EU; legally approved and commissioned central online storage database of healthcare records. Data can be imported and exported between EU countries.



	
Optimization and standardization of e-data exchange between countries based on advanced IT infrastructure.








On a local level, we urge governments to develop/extend secured medical data e-storages that are protected from cyber threats and allow swift data exchange and communication between health care providers functioning in different national public health systems. This should be executed in the context of local and national priorities for funding and developing health care services, responsible for both acute/emergency and elective care. Practitioners and professionals are expected to fully engage while using the centralized health-related data register, taking patients’ needs, preferences, and values into account. Other humanitarian organizations, such as United Nations Refugee Agency, UNICEF, and Doctors Without Borders, may actively solicit data exchange and external support.




4. Conclusions


The current pending conflicts in Africa, the Middle East, and Eastern Europe as well as an increasing risk of escalation in the Balkans region have accelerated the global efforts of considering the management of healthcare needs of misplaced people and reflected discrepancies in European health care systems. The mass influx of people triggered concerns among public health services about unequal access to health care services because of a lack of medical e-data sharing between non-compatible IT infrastructures. Providers across Europe outlined critical public health resources, such as a safe exchange of crucial data navigated by a central e-register, to enable its international integration.



As humans’ health and well-being is an utmost priority, only joined international efforts, firmly backed by financial resources, can succeed in an unstable area of mass peoples’ relocations. Western governments, regardless of their specific political agendas, are required to protect individuals’ well-being and health amid recurrent refugees’ crises. Equally, health care providers have a responsibility to enable and secure data transfer to improve health care outcomes. Individuals holding migrant and refugee status have a legitimate right to receive high quality, integrated health and social care services to ensure coordinated care across regions. Innovative strategies that seek to reach out unsettled populations are urgently needed to mitigate ever-increasing health disparities.







Author Contributions


Conceptualization, A.D.; validation, A.R. and S.A.; resources, A.D.; writing—original draft preparation, A.D.; writing—review and editing, A.R. and M.T.; visualization, A.D.; supervision, A.D. All authors have read and agreed to the published version of the manuscript.




Funding


This research received no external funding.




Institutional Review Board Statement


The study did not require ethical approval.




Informed Consent Statement


Not applicable.




Conflicts of Interest


The authors declare no conflict of interest.




References


	



Kamenshchikova, A.; Margineau, I.; Munir, S.; Knights, F.; Carter, J.; Requena-Mendez, A.; Ciftci, Y.; James, R.A.; Orcutt, M.; Blanchet, K.; et al. Health-care provision for displaced populations arriving from Ukraine. Lancet Infect. Dis. 2022, 22, 757–759. [Google Scholar] [CrossRef]

	



Murphy, A.; Fuhr, D.; Roberts, B.; Jarvis, C.I.; Tarasenko, A.; McKee, M. The health needs of refugees from Ukraine. BMJ 2022, 377, o864. [Google Scholar] [CrossRef] [PubMed]

	



Lewtak, K.; Kanecki, K.; Tyszko, P.; Goryński, P.; Bogdan, M.; Nitsch-Osuch, A. Ukraine war refugees—Threats and new challenges for healthcare in Poland. J. Hosp. Infect. 2022, 125, 37–43. [Google Scholar] [CrossRef] [PubMed]

	



United Nations High Commissioner for Refugees. Operational Data Portal. Ukraine Refugees Situation. Available online: https://data.unhcr.org/en/situations/Ukraine (accessed on 30 July 2022).

	



European Migration Network. Annual Report on Migration and Asylum in 2021. June 2022. Available online: https://home-affairs.ec.europa.eu/networks/european-migration-network-emn/emn-publications/emn-annual-reports_en (accessed on 27 September 2022).

	



Chiesa, V.; Chiarenza, A.; Mosca, D.; Rechel, B. Health records for migrants and refugees: A systematic review. Health Policy 2019, 123, 888–900. [Google Scholar] [CrossRef] [PubMed]

	



Jankowski, M.; Gujski, M. Editorial: The Public Health Implications for the Refugee Population, Particularly in Poland, Due to the War in Ukraine. Med. Sci. Monit. 2022, 28, e936808. [Google Scholar] [CrossRef]

	



Su, Z.; McDonnell, D.; Cheshmehzangi, A.; Ahmad, J.; Šegalo, S.; Pereira da Veiga, C.; Xiang, Y.T. Public health crises and Ukrainian refugees. Brain Behav. Immun. 2022, 103, 243–245. [Google Scholar] [CrossRef]

	



Platform on International Communication on Undocumented Migrants (PICUM). Available online: www.picum.org/publications (accessed on 27 September 2022).

	



Holt, E. Growing concern over Ukrainian refugee health. Lancet 2022, 399, 1213–1214. [Google Scholar] [CrossRef]

	



Odone, A.; Buttigieg, S.; Ricciardi, W.; Azzopardi-Muscat, N.; Staines, A. Public health digitalization in Europe. Eur. J. Public Health 2019, 29 (Suppl. 3), 28–35, Erratum in Eur. J. Public Health 2021, 31, e1. [Google Scholar] [CrossRef]

	



Baltaxe, E.; Czypionka, T.; Kraus, M.; Reiss, M.; Askildsen, J.E.; Grenkovic, R.; Lindén, T.S.; Pitter, J.G.; Rutten-van Molken, M.; Solans, O.; et al. Digital Health Transformation of Integrated Care in Europe: Overarching Analysis of 17 Integrated Care Programs. J. Med. Internet Res. 2019, 21, e14956. [Google Scholar] [CrossRef]

	



Kumar, B.N.; James, R.; Hargreaves, S.; Bozorgmehr, K.; Mosca, D.; Hosseinalipour, S.M.; AlDeen, K.N.; Tatsi, C.; Mussa, R.; Veizis, A.; et al. Meeting the health needs of displaced people fleeing Ukraine: Drawing on existing technical guidance and evidence. Lancet Reg. Health Eur. 2022, 17, 100403. [Google Scholar] [CrossRef]

	



Ludvigsson, J.F.; Loboda, A. Systematic review of health and disease in Ukrainian children highlights poor child health and challenges for those treating refugees. Acta Paediatr. 2022, 111, 1341–1353. [Google Scholar] [CrossRef]

	



Butenop, J.; Brake, T.; Mauder, S.; Razum, O. Gesundheitliche Lage in der Ukraine vor Kriegsbeginn und ihre Relevanz für die Versorgung ukrainischer Geflüchteter in Deutschland: Literaturdurchsicht, Risikoanalyse und Prioritätensetzung [Health Situation in Ukraine Before Onset of War and Its Relevance for Health Care for Ukrainian Refugees in Germany: Literature Review, Risk Analysis, and Priority Setting]. Gesundheitswesen 2022, 84, 679–688. [Google Scholar] [CrossRef] [PubMed]

	



World Health Organization. Mapping Health Systems’ Responsiveness to Refugee and Migrant Health Needs. 2021. Available online: https://www.who.int/publications/i/item/9789240030640 (accessed on 29 April 2022).

	



World Health Organisation. WHO Report Shows Poorer Health Outcomes for Many Vulnerable Refugees and Migrants. Available online: https://www.who.int/news/item/20-07-2022-who-report-shows-poorer-health-outcomes-for-many-vulnerable-refugees-and-migrants (accessed on 30 July 2022).

	



Zenner, D.; Méndez, A.R.; Schillinger, S.; Val, E.; Wickramage, K. Health and illness in migrants and refugees arriving in Europe: Analysis of the electronic personal health record system. J. Travel Med. 2022, 2, taac035. [Google Scholar] [CrossRef] [PubMed]

	



Ehrenstein, V.; Kharrazi, H.; Lehmann, H.; Taylor, C.O. Obtaining Data from Electronic Health Records. In Tools and Technologies for Registry Interoperability, Registries for Evaluating Patient Outcomes: A User’s Guide, 3rd ed.; Gliklich, R.E., Leavy, M.B., Dreyer, N.A., Eds.; Chapter 4; Agency for Healthcare Research and Quality (US): Rockville, MD, USA, 2019. Available online: https://www.ncbi.nlm.nih.gov/books/NBK551878/ (accessed on 8 August 2022).

	



Office of the National Coordinator for Health Information Technology (ONC), Department of Health and Human Services. Health information technology: Standards, implementation specifications, and certification criteria for electronic health record technology, 2014 edition; revisions to the permanent certification program for health information technology. Final rule. Fed. Regist. 2012, 77, 54163–54292. [Google Scholar]

	



Chan, K.S.; Fowles, J.B.; Weiner, J.P. Review: Electronic health records and the reliability and validity of quality measures: A review of the literature. Med. Care Res. Rev. 2010, 67, 503–527. [Google Scholar] [CrossRef] [PubMed]

	



Langlois, E.V.; Haines, A.; Tomson, G.; Ghaffar, A. Refugees: Towards better access to health-care services. Lancet 2016, 387, 319–321. [Google Scholar] [CrossRef]

	



European Commission. Commission Makes It Easier for Citizens to Access Health Data Securely across Borders. Available online: https://ec.europa.eu/commission/presscorner/detail/en/IP_19_842 (accessed on 30 July 2022).

	



European Commission. Digital Health Europe. Citizens’ Secure Access to and Sharing of Health Data across Borders. Available online: https://digitalhealtheurope.eu/multi-stakeholder-communities/citizens-access/ (accessed on 30 July 2022).

	



United Nations Sustainable Development. Department of Social and Economic Affairs. The 17 Goals. Available online: https://sdgs.un.org/ (accessed on 8 August 2022).

	



European Commission. Electronic Cross Border Health Services. Available online: https://health.ec.europa.eu/ehealth-digital-health-and-care/electronic-cross-border-health-services_en (accessed on 8 August 2022).

	



Xiang, D.; Cai, W. Privacy Protection and Secondary Use of Health Data: Strategies and Methods. Biomed Res. Int. 2021, 2021, 6967166. [Google Scholar] [CrossRef]

	



McGraw, D.; Mandl, K.D. Privacy protections to encourage use of health-relevant digital data in a learning health system. NPJ Digit. Med. 2021, 4, 2. [Google Scholar] [CrossRef]

	



Jensen, P.B.; Jensen, L.J.; Brunak, S. Mining electronic health records: Towards better research applications and clinical care. Nat. Rev. Genet. 2012, 13, 395–405. [Google Scholar] [CrossRef] [PubMed]

	



Kostick-Quenet, K.; Mandl, K.D.; Minssen, T.; Cohen, I.G.; Gasser, U.; Kohane, I.; McGuire, A.L. How NFTs could transform health information exchange. Science 2022, 375, 500–502. [Google Scholar] [CrossRef]

	



Zhang, A.; Lin, X. Towards Secure and Privacy-Preserving Data Sharing in e-Health Systems via Consortium Blockchain. J. Med. Syst. 2018, 42, 140. [Google Scholar] [CrossRef] [PubMed]

	



Cernian, A.; Tiganoaia, B.; Sacala, I.; Pavel, A.; Iftemi, A. PatientDataChain: A Blockchain-Based Approach to Integrate Personal Health Records. Sensors 2020, 20, 6538. [Google Scholar] [CrossRef] [PubMed]








[image: Ijerph 19 13720 g001 550] 





Figure 1. The implications of the introduction of a European register collecting health-related data and its impact on refugees’ well-being. 
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Figure 2. The proposed multilevel structure of the conceptual integrated network of registries containing health-related data (own interpretation, based on [19]). 
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Table 1. Expected benefits of a central health-related data register governed by the European Union Council and associated institutions.
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Reduction of health care inequalities by enabling access to individuals’ medical records by any health care providers to facilitate efficient care, urgent and elective treatment, and diagnostic measures. Instant data exchange between various health care services in different countries.



	
Coordination of complex care for underserved populations.



	
Support for local authorities, commissioners, and health care providers in primary, secondary, and tertiary sectors.



	
Opportunity to set up international network/council of medical professionals consulting most challenging cases.



	
Medical supply and medical aid support on an international scale.



	
Environmentally sustainable health care network.



	
Elimination of unlawful discrimination in accessing health care services.



	
Impetus and incentive for epidemiological and biomedical research. Fostering access to big data sources, boosting research of health-related projects.



	
Prevention of human trafficking.



	
Active surveillance of vaccination/testing and infectious diseases data.



	
Verification tool for person’s identity.



	
High level of digital security of confidential data.
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