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Abstract: (1) Background: This paper combines lifestyle-routine activities (L-RAT) and self-control
(SCT) theories along with the literature on smartphone addiction in a joint model that addresses the
multiple vulnerabilities that make the smartphone user a potential victim of cybercrime. This model,
which we call the dual vulnerability model of cybercrime victimization, was subjected to empirical
testing on a nationally representative sample of smartphone users. (2) Methods: Data from 2837
participants from a nationally representative sample of Spanish smartphone users were modeled
using Mplus causal modeling software. (3) Results: The results of the study confirm the predictions
of L-RAT and SCT in explaining cybercrime victimization (higher cybercrime victimization under
conditions of high exposure, proximity, and suitability, relative absence of capable guardian, and
low self-control). A significant effect of smartphone addiction on cybercrime victimization was
also observed above and beyond L-RAT and SCT predictors. (4) Conclusions: The potential victim
of cybercrime presents a double vulnerability, on the one hand, those identified by criminological
theories such as L-RAT and SCT, and on the other hand, those derived from the deregulated-addicted
use of the Internet access device (smartphone in our work).

Keywords: cybercrime victimization; lifestyle-routine activities theory; self-control theory; smart-
phone addiction; national sample; dual vulnerabilities model of cybercrime victimization

1. Introduction

One of the most fertile theoretical approaches to cybercrime victimization in recent
years has been the lifestyle-routine activities theory (L-RAT). This theory comes from the
combination of two theories with a strong situational emphasis: the routine activities theory
(RAT) and the lifestyle-exposure theory (LET). Consistent with rational choice theory [1],
RAT focuses on the characteristics of crime rather than on those of the actual offenders [2].
RAT argues that crime events are produced by the intersection in time and space of a
motivated offender, an attractive target, and a lack of capable guardianship [2]. While
some authors focus on how opportunity for crime is structured by large-scale shifts in
routine daily activity [2], LET theorists explain the differential risk of victimization as a
function of the variation in lifestyles that can potentially expose people to offenders [3,4].
Those most at risk of crime victimization are more likely to have lifestyles that consist
of spending more time in public (especially at night), more time away from family, and
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greater proximity to high-risk groups (e.g., young men). The L-RAT proposes that the
risk of crime victimization is a function of the extent to which individuals are exposed to
motivated offenders, live in proximity to motivated offenders, exhibit target suitability,
and lack capable guardianship. The L-RAT has been supplemented with Hirsch’s theory
of self-control (SCT) [5,6]. This later addition had its origin in the need for researchers of
L-RAT to explain why some individuals engage in routines or lifestyles that exposes them
to increased risk of victimization. The impact of low self-control on crime victimization is
likely to be indirect, in large part by encouraging poor lifestyle choices that make people
most vulnerable to crime [7].

Literature Review

The key concepts of L-RAT such as capable guardian, proximity to offenders, target
suitability, or exposure have a particular meaning when applied to street crime. When
moving to the world of the Internet, however, some important clarifications are neces-
sary [8,9]. Firstly, the concept of capable guardian changes substantially when L-RAT is
used to explain cyber-crime: on the Internet, the guardian is basically the user, who is
able to monitor their movements through certain mechanisms. These mechanisms include
active and passive security strategies [10]. Active strategies refer to the set of actions that
users carry out to try to minimize security threats (e.g., accessing dangerous websites,
installing unverified software, downloading files with an unknown sender, etc.). Passive
strategies refer to the installation of security barriers on devices that seek to protect the
user from external threats (e.g., antivirus software).

Secondly, L-RAT highlights the fact that exposure to offenders may be more likely in
certain risk situations. For example, spending a lot of time outside the home, and especially
at night. In cyberspace this concept also needs to be translated to reflect the fact that there
is something in the person’s cyber lifestyle that makes them more likely to be victimized
(because they are more proximal and more exposed to offenders) [11]. Thus, those who
interact in certain forums or frequently visit certain websites may be more exposed to
potential cyber-criminals.

Thirdly, target suitability represents the attractiveness that a person, place, or object
has for a would-be offender. These are characteristics that indicate to the offender that his
attempts will be successful. For example, an old woman alone on the street with a handful
of money bills is a very suitable target from the offender’s point of view. Translated into
the online world where cybercrime takes place, the suitability of the target provides the
offender with information on the potential success of his or her offense. Individuals who
readily provide personal information online, or who have personal information publicly
available may be easier targets for cyber criminals who are trying to build a profile for the
would-be victim.

Fourthly, an additional element that L-RAT and other related situational theories have
included in their explanations is the tendency of individuals to become involved in the
type of situations that precisely increase their potential as victims. On this point, L-RAT
scholars have borrowed from self-control theory (SCT) [5] the idea that people with an
inability to consider the consequences of impulsively seeking immediate gratification (low
self-control) will put themselves at greater risk of being victimized. L-RAT theorists have
adapted this intrapersonal tendency to their postulates, in terms of a fundamentally indirect
relationship [10]. People with low self-control tend to be more victimized because they are
more exposed, more attractive to criminals, and more often neglect security measures. As a
result, people with low self-control are more likely to be victimized.

These elements (exposure, proximity, suitability, absence of capable guardian, and
low levels of self-control) currently constitute one of the most widely used conceptual
frameworks to explain cybercrime victimization (see [10] for an analysis). These studies,
however, do not usually take into account the fact that the entire conceptual framework
applied to cybercrime also relies on the device through which the cyber space is accessed
and the general use that the user makes of that device. In this vein, deregulated use of the
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device is in itself a risk factor for cybercrime victimization, an aspect that has important
consequences for the potential cybercrime victimization of the user.

Therefore, the use of the smartphone has special relevance since it is probably the
preferred device for users to interact in cyberspace. Thus, deregulated or addictive use of
the smartphone may be a central element of the user’s vulnerability, making them prone to
cybercrime victimization. Recent literature on smartphone addiction has pointed to the
personality of the users (low conscientiousness and low agreeableness) and their emotional
health (i.e., high depressive symptomatology, negative affect, etc.) [11] as being at the core
of the personal factors that can foster addiction, while the lack of social connectedness
(e.g., low social support) is an important social factor that can nurture addiction [12,13].
These persistent personal and social elements of the addicted user might make him or
her psychosocially vulnerable, and this vulnerability must also be taken into account
as an antecedent that activates habits of use and security that make them, in turn, also
vulnerable to cybercrime victimization. It has been found, for example, that the terminals
of smartphone addicted users tend to be more damaged in terms of the greater number of
malware attacks and their harmful nature for the terminal [14,15], which suggests a direct
relationship between addiction and neglect of safety.

While it may be true that the dispositional factor of low self-control may lead users to
interact impulsively and without properly gauging the consequences (leading to a greater
likelihood of being victims of cybercrime), smartphone addiction can help uncover other
types of user vulnerabilities that can also make them prone to cybercrime victimization
beyond low self-control. Feeling depressed, or relatively socially isolated can lead users
to interact on the wrong sites, with the wrong people, provide them with highly sensitive
information or neglect their most basic protection when interacting in cyberspace. High
levels of smartphone addiction will therefore affect virtual lifestyles, and thus, potential
cybercrime victimization. Although it has been highlighted that low self-control is a key
element of addiction (the lower the self-control, the higher the addiction), this relation-
ship is far from universal. Some studies have pointed out, for example, that self-control
can simultaneously show both negative and positive relationships with addiction [16].
Therefore, low levels of self-control and addiction to the smartphone cannot be considered
equivalent, although they are related. Additionally, although low self-control may be an
important antecedent to addictive behavior, it does not necessarily lead to it. The addictive
behavior adds new components with a potential positive relationship with cybercrime
victimization, as is the case of a high psychosocial vulnerability (poor emotional health and
low social connectedness). For example, a user with high levels of addiction may neglect
his or her safety very occasionally in order to meet a compelling emotional need because he
or she feels lonely, or because he or she feels very depressed, even if that user consistently
monitors his or her safety on a daily basis.

Although of undoubted scientific interest because of its ability to link two usually
separate traditions of investigation (cybercrime victimization and smartphone addiction),
this line of research has barely been explored. In this study, we analyzed the cybercrime
victimization (cyber-fraud) of a national sample of smartphone users based on a dual
user vulnerability model of cybercrime victimization: (a) the vulnerabilities proposed
by L-RAT and SCT; and, (b) the vulnerabilities stemming from smartphone addiction
(see Figure 1). The model in Figure 1 reflects a process of dual vulnerability of the user
that might increase their potential cybercrime victimization. On the one hand, the model
assumes the predictions of L-RAT theorists that certain situational aspects can lead to
increased cybercrime victimization (exposure, proximity, suitability, and absence of a
capable guardian). Additionally, the model includes dispositional aspects (low self-control)
that may lead users to engage in such risky situations. The model also includes the way
in which the internet access devices are used (the smartphone) and suggests that some
of the vulnerabilities associated with deregulated use of the device could also affect the
cybercrime victimization process.
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Figure 1. Vulnerabilities stemming from self-control theory (SCT), smartphone addiction and lifestyle-routine activities
(L-RAT) and cyber fraud: the user’s dual vulnerability model of cybercrime victimization.

According to our literature review, current studies on cybercrime victimization have
paid little attention to the effect that smartphone addiction may have. Our research hypoth-
esis is that smartphone addiction is an important element to consider in the explanation of
cybercrime victimization along with the explanations proposed by L-RAT and SCT. The
study had two objectives: (a) to contrast the effect of the vulnerabilities proposed by L-RAT
and SCT on cybercrime victimization; and (b) to incorporate the vulnerabilities associated
with the smartphone addiction in the prediction of cybercrime victimization.

2. Materials and Methods
2.1. Participants

We used data from the 2019 second semester Cybersecurity and Confidence in Spanish
Households national survey (CCSHNS) conducted by the National Observatory of Telecom-
munications and Information Society of the Spanish Ministry of Industry for this study
(see [17–20] for a detailed description). The data were collected between September and
December 2019. Participants belonged to a representative sample of the Spanish population
of Internet users over 15 years old, sampled within households. A total of 2837 respondents
participated in the study.

The households were the primary sampling units and the secondary sampling units
were the individuals within the households. The sample of households was representative
in terms of autonomous communities, size of the locality, social class and number of people
in the household. Secondly, Internet users over 15 years were identified and selected within
households. A database with the study variables is available upon request to the authors.

2.2. Materials
2.2.1. Dependent Variable

The dependent variable is cyber fraud. The survey evaluates cyber fraud with a
dichotomous response question (0 = no, 1 = yes) addressed to participants: “Have you
suffered any financial loss in the last 6 months due to possible cyber fraud?” About 10% of
participants claimed to have suffered cyber fraud in the last 6 months (9.6%).

2.2.2. Covariates

L-RAT covariates. (a) Exposure to motivated offenders. Exposure to motivated offend-
ers was measured with five dichotomous response items (0 = no, 1 = yes) that evaluated
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the use during the last six months of various internet services with potential risk: file
downloads, free content downloads, file sharing, visits to adult entertainment sites, and
gambling services. Cronbach’s Alpha = 0.65; McDonald’sω = 0.70. (b) Proximity to moti-
vated offenders. To measure proximity to motivated criminals, we used seven items with
a dichotomous response (0 = no, 1 = yes) that evaluated the extent to which users had
suffered from cybercrime victimization attempts: requested user passwords, unsolicited
service offers, unsolicited mail, suspicious or directly fraudulent job offers, offers from
suspicious or false web pages, access to web pages that pretended to be banks, and having
been registered for unsolicited services. Cronbach’s Alpha = 0.67; McDonald’s ω = 0.68.
(c) Target suitability. Participants were asked whether they would provide personal in-
formation online via email or instant messaging and how much confidence they would
have in doing so. Category responses were recoded so that higher scores reflected higher
suitability (1 = No confidence to 5 = Much confidence). Since this was an attitudinal
measure and not necessarily informative of the behaviors performed, we analyzed the
relationship between the target suitability scores and the following item on social net-
works: “What kind of profile settings do you have applied regarding your visibility and
security level?” (1 = My information can only be seen by some friends/contacts to 4 = My
information can be seen by any user of the social network). Pearson’s zero order bivariate
correlation (r = 0.08, p < 0.001, n = 2134) suggested that distrust of providing information is
indeed related to a more restricted range of people allowed to access it on social networks.
Thus, our measure of target suitability was informative of the tendency of the person to
provide sensitive information on the Internet. (d) Capable guardianship. Participants
responded about whether they used any of the following security measures on their device:
unlocking pattern, automatic blocking, backup, and anti-virus (M = 2.60; SD = 1.15). Only
a small percentage of participants reported not using any of the four security measures
(n = 152, 5.4%).

SCT covariates. The CCSHNS measured self-control indirectly through two of the Big
Five personality traits, agreeableness, and conscientiousness, which are thought to capture
many elements (e.g., insensitivity to others and impulsivity) of self-control [5]. In this study
we followed an approach consistent with using agreeableness and conscientiousness as
indicators of self-control [21] (see [22] for an analysis). For this, we used the abbreviated
version of the Big Five Inventory (BFI) [23], which measures with four items, agreeableness
(2 items) (M = 3.36, SD = 0.79), and conscientiousness (2 items) (M = 3.74, SD = 0.76)
(Cronbach’s α ≥ 0.65; McDonald’s ω ≥ 68). Recent research has found moderate to
large correlations between agreeableness, conscientiousness, and self-control (r’s > 0.68,
p < 0.001) [24]. Higher scores in agreeableness and conscientiousness were indicative of
higher levels of self-control.

Smartphone addiction. The survey used eight items from the smartphone addiction
symptoms scale (SAPS) [25] that are most conceptually equivalent to Young’s screening
instrument of Internet addiction [26]. Scores from 1 to 5 (1—not true to 5—extremely true)
were first dichotomized as 4 (true) or 5 (extremely true) = 1 and all remaining response
categories = 0. Items were summed (M = 1.63, SD = 2.24) (Cronbach’s Alpha = 0.85;
McDonald’sω = 0.90).

2.2.3. Control Variables

Sociodemographic. Sex. A total of 48.71% of participants were male (n = 1382) and
51.28% were female (n = 1455). Age. Age was measured in five age groups years: 15 to
24 years (9.2%), 25 to 34 years (17.9%), 35 to 44 years (28.9%), 45 to 54 years (24.6%), and
more than 55 years (19.4%) (M = 3.27, SD = 1.22).

Social Desirability. The short form of the Marlowe-Crowne social desirability
scale [27,28] was used to control for potential response bias. This short form has shown
adequate psychometrical properties and consists of 10 true-false items from the original
33-item scale (1 = True, 2 = False). Negative items were reversed so that higher scale
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scores reflect greater levels of social desirability. Scores on all 10 items were summed and
averaged (M = 1.55, SD = 0.19).

2.2.4. Statistical Analyses

The model in Figure 1 was estimated by including sex, age, and social desirability as co-
variates (these relationships are not shown in Figure 1). For this, all the remaining variables
of the model were predicted by the sociodemographic variables and social desirability. Co-
variations among sociodemographic variables and social desirability were freely estimated
resulting in coefficients statistically controlled for the effect of the control variables [29].
All covariance among predictors were also freely estimated. The significance of indirect
effects was evaluated with biased-corrected bootstrapped 95% confidence intervals [30].
It should be noted that the model in Figure 1 contains relationships that are evaluated by
logistic regression (for the dependent variable “cyber fraud”) and linear regression (all
other relationships in the model, except for the indicated covariations) techniques. The
statistical package Mplus 8.2 [31] was used for the evaluation of the relationships presented
in Figure 1.

3. Results

No evidence of multicollinearity was detected among the predictor variables (variance
inflator factor (VIF) less than 2, and tolerance greater than 0.80). The results are presented
in Table 1. As expected, all dimensions of L-RAT were directly and significantly related to
cyber fraud. Users with greater exposure (OR = 1.12, 95% CI (1.01, 1.25)) and proximity
(OR = 1.42, 95% CI (1.29, 1.57)) to cyber-criminals, more suitable as victims (OR = 1.34, 95%
CI (1.21, 1.47)) and with fewer security measures (capable guardian) (OR = 0.88, 95% CI
(0.80, 0.98)) showed a greater tendency to suffer cyber fraud.

Table 1. Unstandardized and standardized parameter estimates of L-RAT, SCT, and smartphone addiction predictors of
cyber fraud in a national representative sample of users (n = 2837).

Cyber Fraud

Variables Direct Effects
(Odds Ratio) 1

Direct Effects
(Stand. Coefficient) 1 Indirect Effects Total Effects

L-RAT
Exposure 1.12 [1.01, 1.25] 0.06 [0.01, 0.10] - 0.06 [0.01, 0.10]
Proximity 1.42 [1.29, 1.57] 0.17 [0.12, 21] - 0.17 [0.12, 21]
Suitability 1.34 [1.21, 1.47] 0.15 [0.10, 0.20] - 0.15 [0.10, 0.20]
Guardian 0.88 [0.80, 0.98] −0.07 [−0.13, −0.01] - −0.07 [−0.13, −0.01]

SCT 2

Agreeableness
Conscientiousness

0.80 [0.67, 0.95]
0.67 [0.57, 0.78]

−0.08 [−0.14, −0.02]
−0.15 [−0.21, −0.10]

0.01 [0.00, 0.02]
−0.01 [−0.02, 0.00]

−0.07 [−0.13, −0.01]
−0.16 [−0.22, −0.11]

Smartphone addiction 2 1.20 [1.16, 1.26] 0.20[0.16, 0.25] 0.05 [0.04, 0.07] 0.25 [0.22, 0.30]
1 Logistic regression odds ratio and 95% bias-corrected bootstrapped 95% Confidence Interval in brackets. 2 SCT variables and smartphone
addiction coefficients on cyber-fraud are standardized logistic regression coefficients [95% bias-corrected bootstrapped interval in brackets].
To facilitate the comparison of the total effects, the standardized coefficients are presented. For L-RAT variables, the direct and total effects
are identical, which allows us to find the total effect of these variables on cyber-fraud in terms of odds ratio.

Smartphone addiction presented a statistically significant association with all di-
mensions of L-RAT (not shown in Table 1): exposure to a motivated offender (β = 0.18,
p < 0.001), proximity (β = 0.15, p < 0.001), target suitability (β = 0.15, p < 0.001), and capable
guardian (β = 0.07, p < 0.01). Finally, both levels of self-control: agreeableness (OR = 0.80,
95% CI (0.67, 0.95)) and conscientiousness (OR = 0.67, 95% CI (0.57, 0.78)) and smartphone
addiction (OR = 1.20, 95% CI (1.16, 1.26)) were directly related to cybercrime victimization.

The model in Figure 1 also incorporates the analysis of total and indirect effects (along
with the direct ones already mentioned). The total effects indicate the absolute relationship
of a variable with the dependent variable, while the direct and indirect effects suggest some
paths by which this relationship could be explained.
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Regarding the total effects of the model variables, higher rates of cyber fraud were
observed in conditions of higher addiction to the smartphone (b = 0.25, p < 0.001), and
lower self-control, especially for conscientiousness (b = −0.16, p < 0.001). In the case of the
L-RAT variables, their total effects on cyber-fraud were equivalent to their direct effects on
that variable. In the specific case of self-control and addiction, there were indirect effects,
the breakdown of which is given below.

For the self-control variables, it was observed that the indirect effects of agreeableness
and conscientiousness on cybercrime victimization were close to marginal (agreeable-
ness, b = 0.04, 95% C.I. (0.01, 0.07); conscientiousness, b = −0.03, 95 % C.I. (−0.01, 0.05)).
Specifically, agreeableness showed a marginal positive indirect effect while the effect of
conscientiousness was not significant. Smartphone addiction also showed an indirect
effect on cybercrime victimization (b = 0.05, 95% C.I. (0.03, 0.06)), through its effect on all
dimensions of L-RAT already analyzed. Finally, the model explained 20% of the variability
of the dependent variable.

In general, these results were indicative that both L-RAT and SCT make correct
predictions about cybercrime victimization, while other complementary explanations
(smartphone addiction) should also be taken into account.

Other results that also help to understand the analyzed model are the relationships
observed among L-RAT and SCT components, and smartphone addiction. All L-RAT
dimensions were significantly intercorrelated (r’s ≥ 0.08, p’s < 0.001) with two exceptions.
Proximity and suitability were negatively correlated (r = −0.11, p < 0.001) and suitability
and capable guardian were statistically unrelated (r = −0.01, ns.). SCT dimensions were
significantly intercorrelated (r = 0.18, p< 0.001). Both agreeableness (r = −0.08, p < 0.001)
and conscientiousness (r = −0.15, p < 0.001) were related to smartphone addiction, in line
with other research [19].

4. Discussion

The empirical literature has shown some success in predicting cybercrime victimiza-
tion from two theoretical approaches (RAT and LT), which researchers have integrated into
L-RAT [10]. According to L-RAT, victims of cybercrime tend to show greater exposure and
proximity to cybercriminals. In addition, these potential victims of cybercrime show a ten-
dency to provide personal and sensitive information on the Internet (suitability), along with
a lack of capable guardianship (negligence in cyber-security measures). A dispositional
factor has also been identified that could explain the tendency of some users to interact
under these potentially risky circumstances: low self-control (SCT). The combination of
these three theoretical perspectives (RAT, LT, and SCT) has become one of the main areas
of research in cybercrime [8,10]. However, these theoretical approaches tend to neglect an
important factor; the relationship of the user with the device he or she interacts with on the
Internet may largely condition this process. The smartphone is now the device of choice
for most users, and addiction to this device has been linked to some vulnerabilities tradi-
tionally unattended by L-RAT and SCT researchers: showing poor emotional health, and
low social connectedness, among the most important. In this study with 2837 smartphone
users from a national representative sample, we incorporated smartphone addiction into
the explanation of cybercrime victimization (cyber fraud) together with the main elements
already highlighted by L-RAT and SCT.

The study had two objectives: (a) to contrast the effect of the vulnerabilities proposed
by L-RAT and SCT on cybercrime victimization, and (b) to incorporate the vulnerabilities
associated with the smartphone addiction to detect cybercrime victimization. All this was
done with the help of statistical models that enabled the identification of the specific effect
of each of these vulnerabilities on cybercrime victimization.

The achievement of the first objective confirmed the predictions of L-RAT and SCT
almost completely. The greater the exposure, the proximity, and the suitability of the
potential victim of cybercrime, and the relative absence of a capable guardian showed a
clear predictive power for cybercrime victimization. Furthermore, these four elements of
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L-RAT were statistically associated with low self-control. As some scholars have predicted,
the effect of low self-control on cybercrime victimization is eminently indirect in nature;
low self-control enhances exposure, proximity and suitability while relaxing security
measures (capable guardian) [8]. Our results do not seem to offer strong support for
this hypothesis. On the contrary, most of the total effect of self-control on cybercrime
victimization was direct; the greater the self-control in the dimensions of agreeableness and
conscientiousness, the lesser the cyber-victimization. Although the original formulations of
the SCT maintained that self-control was a one-dimensional disposition [5], this view has
been challenged [32–36]. According to this view, the different dimensions of self-control
might show a pattern of very diverse associations with the elements of L-RAT, so that
indirect effects tend to be counterbalanced. According to our results, for example, the
high self-control derived from high agreeableness is associated with a slight increase in
proximity while the high self-control derived from high conscientiousness is related to low
suitability. In this way, both positive and negative relationships were observed between
some components of self-control and the main components of L-RAT.

The scientific literature in this field has pointed out that these two dimensions of
personality reflect different forms of self-control. While agreeableness would relate to
levels of insensitivity to others, conscientiousness would relate to levels of impulsivity, two
different elements of self-control [21,22]. A comprehensive analysis of the differential effect
of the various elements of self-control on cybercrime victimization is outside the scope of
this study and future research should analyze these aspects in greater depth.

Perhaps the most unique contribution of this work is related to the second objective:
addiction to the device used to access the Internet can lead to additional vulnerabilities to
those considered by L-RAT and SCT that make users susceptible to cybercrime victimiza-
tion. Our results confirmed that smartphone addiction is a very relevant explanatory factor
and that its effect is independent of the effect found for the elements of L-RAT and SCT.
Smartphone addiction was directly and positively related to higher cybercrime victimiza-
tion rates (direct effect), but smartphone addiction was also positively related to greater
exposure, greater proximity, and greater suitability. This indirect effect was substantial
(around 20% of the total effect), which would give scientific support to the idea that in
order to know in greater detail the tendency of users to put themselves in risk situations
such as those indicated by L-RAT, research should also focus on the potential compulsive
use of the device, Additionally, this effect would go beyond that found for low self-control.
Regarding the unexpected positive relationship found between capable guardian and
smartphone addiction, there is literature that has found a positive relationship between
previous cybercrime victimization and capable guardian over time [37]. From this point of
view, it is possible that users with higher addiction rates, and with a tendency to have been
previously victimized by cybercrime, have developed some preventive security measures
to avoid possible episodes of cybercrime victimization.

However, most of the effect found for smartphone addiction and cybercrime victim-
ization was direct. It is interesting to note at this point that the observed influence of
smartphone addiction on cybercrime victimization goes beyond low self-control, an aspect
that has been consistently linked to addiction [38–40]. This fact leads us to believe that the
psychosocial vulnerabilities associated with smartphone addiction play a very important
role, as our results suggest. So regardless of the levels of self-control or the possible risk sit-
uations in which the user interacts, there is a very important differential element that turns
addicted users into potential cyber victims. These distinctive elements include the poor
emotional health and low social connectedness that characterize the addicted users [41].

According to this, even in users with high self-control who also monitor their inter-
action on the internet in an adequate way (they expose themselves little, they stay away
from potential cybercriminals, they are reserved in the information they provide, or they
take care of their cyber security) it is possible to find risks of cybercrime victimization
if their use of the smartphone is deregulated to attend, probably, to more urgent needs
of a psychosocial nature (poor emotional health and low social connectedness, for exam-
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ple). This opens up new avenues of research in the study of cybercrime victimization by
incorporating psychosocial vulnerability into the equation.

Strengths and Limitations

This paper presents some potential strengths. First, the participants belong to a
nationally representative sample of Internet users, which is not common in this field, where
convenience samples (e.g., university students) are the rule rather than the exception.
This circumstance undoubtedly helps the potential generalization of the results. Secondly,
variables from different conceptual perspectives (L-RAT, SCT, smartphone addiction) have
been incorporated into the study, which has allowed us to obtain a more precise overview
of cybercrime victimization. Related to the above, and thirdly, we believe that the attempt
to combine various theoretical perspectives in the explanation of cybercrime victimization
may help to broaden the development of this field of study.

Despite these strengths, the work also has potential limitations. First, a temporary
panel design is needed to test the proposed model. Because variables were measured
in the same time interval, the choice of the directionality of the relationships may seem
arbitrary. In this sense, the fact that the observed statistical relationships were consistent
with our conceptual predictions makes us confident in the plausibility of the model. Future
work in this area should deepen the study of relationships over time. Secondly, the
operationalization of the model may have had some influence on the results obtained.
When L-RAT is applied to the study of cybercrime victimization, there is no consensus as to
the operationalization of the main elements of these theories, that is, exposure, proximity,
suitability, and capable guardian. Furthermore, our operationalization of self-control
through agreeableness and conscientiousness may also have had some effect on the model.
While SCT initially proposed that self-control was a disposition of a one-dimensional
nature, there is currently some objection among researchers to assume this premise of
the theory. In fact, some of the main self-control scales elaborated to reflect SCT have
proved to be multidimensional, which supports our orientation [21], on which we have
based this part of our study. Undoubtedly, new studies with a different perspective on
operationalization of the variables are necessary to advance in this field.

5. Conclusions

Our study combines two research traditions with common, but traditionally separate
interests. On the one hand, research that has focused primarily on the study of situational
explanatory factors (L-RAT) of cybercrime victimization and later extended with the contri-
butions of SCT, and on the other hand, research focused on the disruptive consequences of
smartphone addiction, among which, those that have dealt with the relationship between
deregulated smartphone use and cyber security stand out [18].

This study contributes to the empirical literature in this field in two ways. On the one
hand, the results of the study give strong empirical support to the predictions of L-RAT. In
the case of SCT, the support is partial since we have not been able to fully verify the indirect
effect of SCT on cybercrime victimization through its effect on the components of L-RAT.
Our results point to a significant direct effect of low self-control on cybercrime victimization.
On the other hand, the results of the study allowed us to identify smartphone addiction
as an important predictor of cybercrime victimization. This effect is important and occurs
in two ways: it affects the L-RAT components (indirect effects), and directly influences
cybercrime victimization (direct effect). This direct effect is particularly relevant as it
suggests that regardless of whether users show a propensity for cybercrime victimization
in the terms envisaged by L-RAT and SCT, users with greater addiction to the smartphone
also show a greater tendency to cybercrime victimization.
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