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Abstract: The need to fight a highly aggressive virus such as SARS-CoV-2 has compelled governments
to put in place measures, which, in the name of health protection, have constrained many freedoms
we all enjoy, including freedom of movement, both nationally and within the European Union. In
order to encourage and facilitate the return to free movement, the European Parliament has launched
a “COVID-19 digital certificate”. A spirited debate centered around the use of this certificate is still
ongoing among scholars, many of whom have pointed out the uncertainties relative to COVID-19
immunity, privacy issues and the risk of discriminatory effects. The authors, while highlighting some
critical aspects, argue that the COVID digital certificate in its current approved version can effectively
help prevent the spread of the infection and promote free movement, while upholding the right to
health as much as possible. However, they also stress the need for a thorough information campaign
to illustrate the advantages and limitations of this document in order to avoid creating a false sense
of security in the public opinion, who may wrongly assume that the emergency has been overcome
for good.

Keywords: COVID-19; vaccine; COVID digital certificate; EU regulation; proportionality; privacy;
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1. Introduction: The Role of the European Union in Terms of Managing Free Movement
during the Pandemic

The COVID-19 pandemic has triggered a global health emergency, by infecting
63,091,712 people, with 1,248,038 deaths in Europe alone, as of 18 August 2021 [1]. More-
over, the infection has led to strained, overcrowded hospitals, which has caused dangerous
delays in the care and treatment of other diseases [2,3]. In the first phase of the emergency,
the European Union has appeared more concerned with protecting public health than with
upholding freedom of movement or the stability of the Schengen system [4]. Consequently,
the EU has allowed Member States to introduce measures aimed at restricting free move-
ment within the Union, by requiring, for instance, those returning from certain countries,
including EU countries, to produce a certificate documenting a negative test result or by
imposing quarantine. On 12 August 2020, for example, the Italian government via the
Ministry of Health issued a decree requiring travelers from Croatia, Greece, Malta and
Spain to produce a negative test result on their return into the country, while remaining
under home isolation, although it is rather unclear how to comply with such requirements
and who should provide oversight. Other EU nations have chosen to ban citizens of certain
countries from entering their territory: this is the case of Bulgaria, for example, whose
government on 28 July 2020 phased in restrictions to travelers from Italy, Spain, France,
Germany and some other countries heavily affected by the pandemic [5]. The restrictive
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measures have produced a decrease in infections, which has led the European institutions
to revoke or loosen the measures limiting freedom of movement [6]. Unfortunately, de-
spite the travel restrictions at the national level, the 2020 summer spent in conditions of
near normalcy has caused the infection rate to rise again. Hence, in the autumn of 2020,
a “second wave” of the disease broke out, exacerbated by the spread of the variants. In
fact, “during December 2020, an unexpected increase in the number of COVID-19 cases in
the United Kingdom and South Africa was found to be associated with the emergence of
the new SARS-CoV-2 variants of concern (VOC) 501Y.V1 (B.1.1.7) and 501Y.V2 (B.1.351),
respectively. Such variants had mutations (N501Y) at the receptor-binding domain of the
spike protein associated with an apparent increase in viral transmission of 40-70%, and
possibly an even higher degree of clinical severity [7]”. At the beginning of 2021, such
variants spread further, forcing the implementation of new air travel restrictions [8].

Outside of the European Union, Israel was the first country to move in the direc-
tion of establishing a “green pass”, introduced on 21 February 2021 for vaccinated or
fully recovered individuals as part of a set of incentive/penalization measures related
to vaccination, such as the exemption from quarantine and access to cultural, social and
sporting events [9]. Against such a backdrop, some southern European member states,
such as Cyprus, Greece, Portugal, Spain and Italy, got worried about the risk of harming
the summer hospitality industry, which is essential for their national economies, and have
themselves devised COVID passes that can grant bearers exemption from restrictions [10].
These passes enabled the tourism industry to restart along with traveling, in particular
airline traffic, which had suffered the most due to the obvious difficulty in guaranteeing
compliance with distancing requirements in small and closed spaces. Such a certificate
was valid for travel on the national territory. Therefore, in order to travel abroad, people
still had to adhere to the national regulations of each individual country of destination,
which still required, depending on the case, a negative test carried out in the hours prior to
departure, or quarantine upon arrival [11,12].

It is fairly obvious that if each state chooses the type of document certifying the
vaccination status, a negative test or recovery, it becomes all but impossible to achieve
a European standardization, which should instead be a primary objective in consideration
of the pandemic nature of the COVID-19 emergency [13]. Furthermore, the various different
national passes have created difficulties in ascertaining their validity when traveling within
the EU. It is no coincidence that Interpol has reported cases of illicit sales of counterfeit
negative COVID-19 test certificates, both online and offline, involving organized forgery
groups [14].

2. COVID Digital Certificate’s Distinctive Traits

Aiming for a European common strategy for managing the health crisis, on 14 June
2021, the European Parliament approved the “EU Digital COVID Certificate” [15], the result
of lengthy negotiations among Member States. The Regulation is binding and directly
applicable throughout the European Union from 1 July to 30 June 2022. It is not a “passport”
in the strict sense (Article 3 paragraph 5), because the principle of free movement must be
always guaranteed, but rather a tool designed to facilitate movements within the EU during
the COVID-19 pandemic and prevent individual states from putting in place uneven and
discriminatory measures (Article 1). The COVID Digital Certificate allows EU citizens
and residents to move more easily, avoiding the restrictions that individual states could
independently impose, such as quarantine or mandatory testing. According to the newly
approved rules, EU states will not be able to impose further travel restrictions on certificate
holders—such as quarantine, self-isolation or testing—"unless they are necessary and
proportionate to safeguard public health” and, in that case, they will have to keep account
of the scientific evidence, “including epidemiological data published by the European
Center for the Prevention and Control of Diseases” (art.11 co.1). The state that decides to
adopt the aforementioned restrictions must inform the Commission and the other member
states 48 h prior to the entry into force of such new rules (Article 11 paragraph 2). The
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underlying assumption is that the free movement of those deemed immune to SARS-CoV-2
and who cannot transmit the disease should not be restricted, since such a penalization is
not necessary to achieve the ultimate goal: the protection of public health in compliance
with the principles of proportionality, subsidiarity and non-discrimination.

3. Main Characteristics of COVID Passes

The document includes three types of certificates: vaccination certificates, test certifi-
cates and recovery certificates (Article 3). Specifically, the vaccination certificate, which
documents the successful administration of an anti-COVID-19 vaccine, must contain the
name of the holder of the vaccine patent, the number of doses administered and the date of
the last dose received. (Article 5, Annex 1). Individual states may possibly consider valid
the certificate showing vaccination with other vaccines not approved by the European
Drug Authority (e.g., the Russian Sputnik). In this case, they must accept the relevant
certificates issued in other Member States. The test certificate has to document the result of
a PCR test or a rapid antigen test among those included in a special list agreed on within
the Health Security Committee on 17 February 2021 [16]. Such a document must report the
type and name of the test, the date, the time, the facility in which the test was carried out
and the result found (Article 1 paragraph 3). Finally, the certificate of recovery proves that
the holder of the certificate has recovered from a SARS-CoV-2 infection. This certificate
can be issued no earlier than eleven days after the date on which the person underwent
a test certifying recovery (art. 7) and is valid up to a maximum of 180 days after the test.
Both tests must be carried out by healthcare professionals or qualified personnel in the
Member State issuing the certificate. The COVID Digital Certificate must be issued to all
European citizens, including citizens of cross-border states, and therefore, also to citizens
or residents of the Principality of Monaco, the Vatican City, the Republic of San Marino
and the Principality of Andorra, regardless of the state in which they were vaccinated, as
long as it is an European Medicines Agency (EMA)-approved vaccine. For other coun-
tries, it will be up to the Commission to establish whether the certificates of an extra-EU
country comply with the guarantees of the Union regulatory framework and whether that
country in turn acknowledges the certificates issued by the Union under conditions of
reciprocity [17]. The regulation also requires that the COVID Digital Certificate must be
issued free of charge, in digital or paper format, at the choice of the holder, or in both
formats to facilitate “persons with limited access to digital technologies.” It must have a QR
code that certifies its authenticity. The COVID Digital Certificate is interoperable at the
European level through the technological systems internationally established (Article 4).
In order to facilitate European interoperability, the certificate must be drawn up at least in
the official language (or languages) of the issuing member state and in English, reporting
the information in a clear and legible format (Article 3 paragraph 2). The Commission will
set up a gateway to ensure that certificates can be verified throughout the EU and will
help Member States in the technical implementation of certificates. The main essential
characteristics of COVID passes are summarized in Table 1.

Table 1. Main characteristics of COVID passes.

(1) Digital and/or paper based

(2) QR code

(3)  Free of charge

(4) In the national language of issuing country and English
(5) Safe and forgery-proof

(6) Acknowledged as valid in all EU member states

4. COVID Digital Certificate and Privacy Safeguards

There is no denying that the wide circulation of personal and health data limits
the right to the protection of personal data, enshrined in art. 8 of the EU Charter of
Fundamental Rights and, in more detail, by Regulation (EU) 2016/679. Of course, balancing
the two rights, health and privacy, is not a simple operation. It is no coincidence that
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various documents approved within the Council of Europe and the European Union
have established some fundamental points by which to strike such a balance in a manner
consistent with the needs of a democratic society inspired by respect for the dignity of
the person and human rights [18-21]. The principle that the regulation is meant to affirm
is that the limitation of privacy is legitimate if it serves to safeguard a greater interest
of public health and social security [22]. Already in the first months of the pandemic,
tools for tracing contacts with positive subjects had been used to contain the spread of the
disease, and since then, the thorny issue of balancing the right to health with the right
to privacy had already manifested itself [23,24]. The regulation asserts that no personal
data of the certificate holders will pass through the gateway, nor will it be stored by the
Member State carrying out the verification (recital 16). In order to protect the privacy of
the citizenry, “the unique certificate identifier is composed of an alphanumeric string and
Member States should ensure that it does not contain any data linking it to other documents
or identifiers, such as to passport or identity card numbers, in order to prevent directly
identifying the holder. The unique certificate identifier should be used only for its intended
purposes, which include requests for the issuance of a new certificate if a certificate is no
longer available to the holder and the revocation of certificates. In addition, the use of
a unique certificate identifier avoids the need to process other personal data that would
otherwise be necessary to identify individual certificates” (Recital 19). Indeed, in adherence
to the principle of minimization of processing provided for by EU Regulation 2016/679°,
the COVID digital certificate must contain only the information for the issuance of the
certificate itself, such as name, date, country of birth, date of issuance, a limited number of
health data, relevant vaccine/test/recovery information and unique identifier. All health
data are stored in the issuing Member State and may not be stored or retained when
a certificate is verified in another Member State. For verification purposes, only the validity
and authenticity of the certificate must be checked, ascertaining by whom it was issued
and signed. The information contained in the certificate must be kept only for the time
strictly necessary to serve its purpose, and by no means beyond the period during which
the certificates can be used to exercise the right of free movement within the European
Union (Article 10 co. 3 and 4). The measures laid out in the COVID Digital Certificate
regulatory framework will be discontinued once the COVID-19 pandemic is over, since
there will be no sensible reason to require citizens to submit health documents to exercise
their right of free movement. By the same token, however, the regulation holds that the
regulations will be put back in place if the WHO declares another pandemic due to the
spread of COVID-19 or a variant thereof, or similar infectious diseases with a pandemic
potential. Therefore, the effectiveness of the strategies to combat the epidemic are legitimate
in principle, as they protect a relevant public interest, provided that they abide by the
principles of proportionality and provisionality, i.e., they are applied in an emergency
situation and only for the duration of the emergency [25].

5. COVID Digital Certificate between Freedom of Movement and Health Protection

By proposing three types of certification, the European legislator has introduced the
possibility for EU citizens to document compliance with public health standards with
methods other than vaccination. The COVID Digital Certificate guarantees equal freedom
of movement not only to those who have not yet been able to get vaccinated or to those
who, in any case, for health reasons, will not be able to get vaccinated, but also to those
who have chosen not to. In fact, a citizen can in fact refuse to be vaccinated and/or tested:
in such cases, they are not stripped of their freedom of movement, but must be subjected
to restrictions such as quarantine or self-isolation. The COVID Digital Certificate does not,
therefore, introduce any mandatory vaccination, in accordance with the indications of the
Council of Europe Commission for Social Affairs, Health and Sustainable Development,
which has remarked that the obligation is a useless, if not counterproductive, imposition,
and instead calls on Member States to develop strategies based on trust and thorough
communication, which is considered more effective than coercive methods [26,27].
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6. Discussion

The historical context in which the COVID Digital Certificate is placed, characterized
by the pandemic and globalization, sets it apart as a very significant historical innova-
tion. Not surprisingly, this certificate has sparked mixed reactions [28], in the scientific
community as well as among the general public. Some have argued in its favor, because
it allows people not infected with SARS-CoV-2 to move without other restrictions [29],
although such a position ought to be evaluated with a grain of salt, given the fact that
vaccines undoubtedly provide invaluable protection against severe COVID-19, but vac-
cinated individuals may still contract the infection and pass it on to others, as in cases of
so-called vaccine breakthrough infections [30]. Currently, there are not enough studies to
quantify such a risk, particularly in regards to the Delta variant. Those opposed to the
certification system, on the other hand, point to the allegedly higher risk of discrimination
that such a system may bring about. In fact, global repercussions are feared for middle and
low-income countries, unable to carry out mass vaccination and consequently, inevitably
discriminated against [31,32]. The COVID Digital Certificate could lead to discrimination
when, for example, the vaccine doses available are not enough to treat the entire population.
In this case, there would be a potential discrimination linked to the inequality between
those who have had the opportunity to get vaccinated and those who have not. Lingering
doubts such as the length of vaccine-induced immunity and, consequently, the appropriate
validity of COVID passes issued after vaccination are still far from being clarified. Ac-
cording to EU sources, there is no maximum validity as yet determined for vaccination
certificates, as that time span will depend on emerging scientific evidence pertaining to the
length of protection of each vaccine available [33]. As a result, Belgium [34] and Switzer-
land [35] (whose COVID certificate is recognized by the EU/EFTA states and can, therefore,
be used throughout the EU and the EFTA area) have set the validity at 365 days from the
second dose, whereas Croatia [36] and Italy [37] have opted for 270 day validity (9 months),
although as of this writing, the Italian government is reportedly mulling an extension to
1 year. If the duration were set at 6 months, that could lead to wealthy countries offering
third doses as boosters before developing countries can immunize their citizens with even
a first round [38]. Furthermore, even in countries that can rely on a quantity of vaccine
doses sufficient to meet the needs of the entire population, vaccination certification require-
ments will have to take into account those who cannot be vaccinated through no fault of
their own, due to medical conditions [39].

In our opinion, the alternation of the three certifications satisfies the principle of non-
discrimination. In fact, those who possess the pass can travel without further obligations,
and those who do not have it can travel, but under the conditions set by the states of arrival,
such as quarantine. The restrictions codified in the COVID Digital Certificate appear
reasonably balanced because they protect both the freedom of movement of European
citizens and the right of everyone to decide for their own body, as well as health.

As it is well-known, the vaccine made in December 2020 by Pfizer and BioNTech
(international nonproprietary name: tozinameran), sold under the brand name Comirnaty,
is the first fully tested means of immunization approved for emergency use [40], and
targeted studies focused on safety, immunogenicity and the rate of protection produced
reassuring results [41]. Studies have shown that antibodies after infection last for several
months [42], while the duration of immunity acquired with the vaccine is still uncertain [43].
In fact, even the vaccinated person can get sick, usually not seriously, and can be a source
of contagion, albeit to a lesser degree. Therefore, as mentioned earlier, vaccination does not
necessarily rule out that the individual can host and pass on the virus [44]. Furthermore,
the degree of vaccination effectiveness against certain variants, both the ones already
spreading and those that may arise in the future [45], is unclear. At the time being, however,
there is little doubt that the anti-COVID-19 vaccine constitutes the most important tool
for the protection of individual and collective health. Moreover, the free movement of
vaccinated people is reconciled with the objective of protecting public health only if the
vaccinated account for a significant percentage of the population overall [46]. Not even
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a serological test that reflects the amount of antibodies present in the blood can rule out the
risk of a new infection and disease, even though it can strongly reduce it. Moreover, in this
case, the duration of the acquired natural immunity is not certain. The serological test, on
the other hand, only expresses humoral immunity, but does not measure cellular immunity
(B cells, T lymphocytes and macrophages) as well as immunological memory [47]. The
polymerase chain reaction (PCR) test, on the other hand, only certifies the absence of
infection at the time it is carried out, but it does not rule out false negatives nor, above
all, the possibility that the person may become ill immediately after having undergone
testing with a negative result [48]. The tests currently available (rapid antigenic tests and
PCR tests) have different degrees of sensitivity and are moderately invasive. The issue of
invasiveness could pose a problem for children (currently excluded from vaccination) if
they need to be tested repeatedly in the short term. Testing is certainly valuable for tracing
purposes, particularly when it is necessary to check the health conditions of individuals
with respect to a specific event, such as gatherings, parties, ceremonies and the like. In
reality, only the certificate of recovery (which cannot be issued before the eleventh day from
the first positive test result and is valid for 180 days) can ensure that the patient has both
acquired immunity and is not a vehicle for infection. Further critical issues of ethical nature
could arise from organizational and allocation-related problems, such as the difficulty
of ensuring the availability of enough vaccines, which was highlighted by EMA [49], in
a timely fashion. Besides, managing the enormous demand for COVID tests is in itself
problematic, given the need to guarantee widespread usability at low costs or free of charge
and to ensure continuity of supply. Furthermore, the psychological element should not
be overlooked. Since it is not possible to completely eliminate the risk of contagion, the
mere possession of the COVID Digital Certificate could generate a false sense of security,
leading to reckless behaviors that could endanger the health of the individual and of
those with whom he or she comes into contact [50]. Another risk worth considering is the
abrupt failure of computer systems, either as a result of a virus or cybercrimes. In such
an eventuality, government authorities in charge of managing the information could not
carry out the checks and, therefore, free movement would be suspended, causing damage
to citizens, and it might be necessary to get back to a travel-and-quarantine approach,
with all the impractical aspects it entails, compared to one based on digital certification,
verifiable within seconds. For example, a person who for any reason is abroad may not
be in a position to return to his or her country if, due to a possible temporary disabling of
computer systems linked to the control framework, it became impossible to issue or check
the validity of the certificate, or they would have to quarantine to be cleared for traveling.
Finally, it is worth bearing in mind that all forms of COVID pass, although not solely tied to
vaccination such as that developed at European level, are bound to incentivize vaccination
uptake. One may, therefore, wonder whether that is ethically acceptable or instead may be
an unacceptable form of coercion, detrimental to the right to free self-determination, which
is guaranteed for any medical treatment, thus coming to resemble a sort of roundabout
coercion. In our view, however, such an incentivizing purpose appears to be completely
legitimate both from an ethical and practical point of view, and is fundamentally driven
by the fact that the free movement of vaccinated individuals is feasible with a limited
and reasonable risk only if, as mentioned earlier, the vaccinated account for a relevant
percentage of the population. It should therefore be explicitly declared, in order to defuse
the accusation of pursuing untold objectives, i.e., compulsory vaccination.

7. Conclusions

By establishing a common system of interoperable certifications that can be used in
all Member States, the European green pass legislation introduces a common system that
prevents national authorities from putting in place restrictions on the right of movement
in an inconsistent and uneven fashion. The COVID Digital Certificate allows for the
possibility of traveling, albeit conditioned, which constitutes an indisputable advantage
compared to an absolute and indiscriminate prohibition, which would severely penalize
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citizens and would likely be deemed intolerably intrusive. Naturally, the COVID Digital
Certificate is justified by the exceptional nature of the current pandemic scenario, after
which it should be immediately discontinued. Ultimately, this form of COVID pass appears
to be fully legitimate to foster free movement, without disproportionately constraining
such a right for the sake of health protection. Furthermore, such a framework requires
widespread, thorough and understandable information campaigns, planned by experts
that clearly and truthfully highlight the reasons, conditions, opportunities, purposes and
limits of this documentation, in order to raise awareness among the population as to the
distinctive traits of the various certifications contained in the COVID pass and the relevant
differences in terms of safety, reliability and effectiveness. Only if these conditions are
met will it be possible to stave off the risk that the COVID Digital Certificate may result
in a false sense of security, leading to the ill-advised abandonment or loosening of non-
pharmacological measures for stemming the pandemic, such as social distancing, hand
hygiene and mask wearing.
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