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Abstract

Impersonation attacks causing online fraud are a growing challenge for digital services,
demanding the integration of biometric and behavioral factors into traditional authentica-
tion methods. Behavioral impersonation detection during online sessions is particularly
critical for online banking, and the existing solutions focus mostly on mouse and keyboard
dynamics. We study behavioral patterns extracted from standard web-server logs and
claim that our methods are applicable in a banking scenario. Using a Siamese neural
network, we classify pairs of web sessions from the same user with 90% accuracy. Exper-
iments conducted on real-world intranet weblogs, serving as a proxy for banking data,
highlight challenges in filtering and aggregating data. To address variability in website
technologies and browsing behaviors, we introduce an automated procedure for grouping
requested pages based on a low-rank approximation of the user browsing matrix. This
approach consistently improves classification accuracy while reducing reliance on costly,
error-prone manual log analysis, offering a scalable, viable approach for fraud detection in
online services.

Keywords: Siamese network; intruder detection; weblog; low-rank factorization

1. Introduction

Impersonation fraud in online banking is just one example, though an extreme one,
of an impostor scam that results in the interception of a customer’s credentials. The problem
grows yearly as new communication media and new cheating scenarios appear, as reported
by [1,2]. The impostor scam has been identified in [3] (2023) as one of its four top challenges,
ranking far ahead of other fraud types and resulting in USD 2.6 bln in direct losses in 2022.
Wary of the threat, banks and national security agencies roll out appropriate fraud-detection
software and run customer campaigns. However, almost every new money-related and
public activity, be it a refund scheme, charity fundraising, or tax exemption law, can become
an original vector of attack. Therefore, the ultimate line of defense lies in the banking
application backend, where various systems scrutinize customers for actions that do not
seem their own.

Consequently, online services, banks in particular, are rolling out extra user authen-
tication and emulation detection methods, like one-time passwords and human-friendly
simple tasks—cf. [4,5]. However, behavioral authenticity verification is on the rise because
it relieves users from extra authentication effort and reveals their individual traits for
automated identity verification.
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Behavioral detection of an intruder that has falsely logged into a web application may
use modalities such as mouse movements, keyboard typing, sequence of pages visited,
etc.—individually or combined. Data collection of fine-grained behavior, such as mouse
or keyboard, is performed on the client device, thus introducing a considerable overhead,
both in client application code loading and execution phases. Last but not least, it raises
privacy concerns because user behavioral features needed by, e.g., online banking intrusion
detection systems, once collected, may later be used to identify the same users in other or
third-party services where they want to stay anonymous.

In this study, we design and verify an algorithm that may be used to detect an impostor
interacting with a website and trying to carry out an impersonation attack. We achieve
this through an examination of web-server activity logs only. The core model used by the
algorithm is a Siamese neural network because it can handle training scenarios with few
samples and because such a model does not perform aggregation of user behavior into a
feature vector of any sort. Instead, the model learns transition patterns between visited
webpages that distinguish users the most. Such a model can be applied only to compare
the current web session to previous ones. Therefore, it has limited applications beyond
the website for which it was trained. Siamese networks were initially used for comparing
written signatures by [6] and have since become a recognized modeling approach.

The abilities of the proposed model depend strongly on the way a website is built.
In particular, the architecture and framework chosen for the client side determine the
amount and value of data in the log. Also, the inherent responsiveness of the framework
used on a website affects model operating conditions. However, when used in an ensemble
with other approaches, the model can provide useful hints about user behavior. Finally,
to circumvent the need for expert knowledge in preliminary log structure analysis, refor-
matting, and filtering, we propose an automated approach for grouping webpages based
on low-rank matrix factorization.

The rest of the paper is divided into three sections. In Section 2, we review similar
work, and in Section 3, we present our data, the Siamese model, and an automated webpage
request grouping proposal. Section 4 contains the main results and their discussion. We
conclude our work in Section 5.

2. Related Work

The aim of the work presented here falls in a vast category of user identification tasks
performed in specific scenarios, such as user authentication, additional verification of an
already authenticated user, or matching a user’s multiple identities. User authentication
implies comparing the presented credentials against a database, which must at least par-
tially be static to serve as multifactor authentication in the first stage. Additional user
verification, also termed continuous authentication, comprises surveillance of an individual
who has logged in, in search of suspicious behavior; i.e., that differs from his/her previ-
ously observed traits. This set of historical activity, called the gallery [7], may contain raw
samples of former interactions or higher-level user features. Finally, matching user profiles
aims to detect duplicate identities created by the same user and associate them based on
similar behavior.

Accomplishing the above goals requires adequate types of data as well as user activity
modeling; a comprehensive overview of the subject can be found e.g., in these works [8-10].
The traits used for verification are broadly divided by [9] into physiological and behavioral
ones. Features of the face, ear, iris, fingerprints, and other body parts, as well as elementary
and body signals (EEG, ECG), are considered physiological traits, while body part and
equipment movement (gait, keystroke, speaking etc.) are considered behavior-related ones.
Collecting physiological traits requires specialized hardware, which is why it is addressed
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so sparingly in papers. Most of the studies feature mouse and keyboard behavioral traits,
as the works reported below that have inspired us in our research.

2.1. User Input-Driven Approaches

Mouse dynamics data lie closest to handwriting biometrics in terms of frequency and
semantic level—yet their acquisition does not require specialized hardware or software
privileges. That is why it is widely used as a standalone method or as a modality for
user identification. Yi et al. [11] show, in an experiment, that mouse dynamics are highly
user-specific and clearly depend on the user’s emotional state, and that these two aspects
can be processed separately and for different purposes, in particular for user impersonation
detection. The authors use a random forest model with cursor velocities as its input.
Wang et al. [12] also use random forests to build individual user profiles, but also include
specific, non-semantic web session attributes, such as typical activity hours, the fraction of
a webpage read, or user display ratio. Both studies were conducted with volunteer users.

Keyboard dynamics technically provide samples at a lower frequency than a mouse,
but the information per sample is far richer due to the number of keys and differing physical
and logical key layouts. Similarly to mouse data studies, the published works are mainly
carried out as controlled experiments where a number of users are prompted to type out
passphrases that are their own, others’, or random ones. Giot et al. [13] record intervals
between key events for each letter of a fixed password and show that typing manner
distinguishes users in a control group. The Siamese network (described in detail later) is the
chosen model that compares two samples and returns the likelihood that they were typed
by the same person. This approach has been extended by [14] by making the controlled
group type masked passwords and inferring user identity from the way selected password
characters are typed in. The model class used is the Siamese network again. Recently,
models with convolutional and recurrent neural layers topped the list of the 2023 Keystroke
Verification Challenge contest, as summarized by [15]. Interestingly, an approach that is
the opposite of applying deep neural networks with memory layers is presented by [16].
Named ITAD, for instance-based tail area density, it operates by comparing timings of
keyboard events in the current session vs. cumulative distribution functions (CDF) formed
by its counterparts in the user’s gallery i.e., the history of past interactions. Evidence exists
that ITAD can easily deliver business-grade performance, yet with almost no preliminary
data processing, such as model training.

Varnosfaderani et al. [17] jointly analyze mouse and keyboard behavior to identify
users who have registered with multiple identities. In order to discover them, the authors
apply a variational autoencoder network, i.e., a model that is required to replicate its input
on its output, but an information bottleneck is designed in the normally distributed middle
layer so that effective compression and behavior abstraction must happen there if the
model is to reach the goal. Statistics of mouse clicks and keyboard hits are presented at
model input, along with some browsing-specific data, such as the last login time, the num-
ber of backspaces during login, and the browser type. The experiment was carried out
in a controlled environment of volunteer users of GWDR, a German academic services
aggregator and single authentication point. Consequently, a sequence of services visited
after login was added to the model input. The user-generated data was augmented to
reach 30,000 samples; the model used did not contain recurrent layers. It appears that
those modalities get merged directly at the model input, which is rather an unconventional
approach. According to [9], the respective model parts usually process separate modalities.
Their fusion occurs either at the level of feature vectors (i.e., somewhere in the middle
of the deep neural network architecture) or only at score level (i.e., at the very last phase
judging user identity).
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2.2. User Navigation-Driven Approaches

The study by [17] introduces the topic of user identification based solely on activity in
web-server logs. It receives well-deserved attention, probably because this user activity
data is abundant, semantically rich, and available instantly. Unlike, e.g., keyboard or mouse
dynamics, collecting it does not require the development and injection of JavaScript code,
which often raises privacy, security, and performance concerns—concerns expressed by
both the service provider and its customers. Introducing continuous user authentication by
weblog analysis is non-intrusive. It can be applied as the first step in service improvement,
with a low entry barrier, or added later as reinforcement to an existing user-scoring system.
However standard the weblog format is, the actual level of detail depends strongly on the
page design—but the minimum information available comprises a timestamp, the browser
type, the HTTP request type, and the URL of the resource a user interacts with. The level of
semantic information extracted from those data, especially URLs, varies across approaches
in the literature. In one of the early works, ref. [18] distinguishes several classes of user
actions, namely, interactions with specific website functionality. Sequences of actions from
Markov models, extracted for individual users, are used for continuous identification.
However, such a modeling approach is feasible only for small classes and short browsing
history. In later works, ref. [19] likewise reduce user activity space to typical actions
(popup, view, search, login, submit etc.) but enrich model input by percent of page viewed,
timestamps, or display ratio, similarly to [12]. The model class used was XGBoost, trained
on 18 selected users’ natural activity over a year. Jin et al. [20] employ SimHash, a concept of
efficient data hashing, cf. [21], to histograms of visited webpages’ features to create unique
user profiles. The features considered are time spent on a page, user device type, webpage
address, webpage rank in the network, and so on. The study by Sudhakar et al. [22] is
similarly based on weblog analysis alone, but the authors point out other relevant traits:
hovering the mouse over a link, text selection, window scrolling speed, bookmarking,
saving, and printing a page. They use long short-term memory (LSTM) layer at the model
input, achieving promising results on an example public dataset.

Another approach to user identification based on weblog analysis, by [23], also uses
the LSTM layer but stands out because, first, it has been successfully applied to broad
real-world data from many users and with versatile websites, and second, because it is
based only on high-level semantics of URLs in sequence. The semantics were retrieved by
URL address tokenization and representation as a bag of embeddings. The LSTM layer
forms a part of a Siamese network. Since the task was to match duplicate user identities
based on their behavior, the authors report a notorious imbalance in the positive/negative
example counts when pairs of samples for model input are drawn at random. It is relatively
unlikely that a random pair will belong to the same individual—which the authors address
by proper weighing applied to training loss and performance evaluation functions.

A dual approach to user identification by [24] is based on fingerprinting webpages
rather than users. Webpage features get attributed by sequence patterns, i.e., explicit rules
that capture page-visiting patterns by all users. The rules are expressed in temporal logic
and have been tested by the authors on logs of users browsing commercial product review
pages. Finally, users are distinguished on the fly by the fingerprints of the pages they are
currently browsing, without any other personal info being stored. The authors’ final best
classification model is random forest.

3. Materials and Methods
3.1. The Dataset and Pre-Processing

The research reported here was carried out on a dataset comprising WWW server logs
from an intranet site within an organization. We have limited the scope of our study to just
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one modality for both practical and strategic reasons: first, analysis of such rich and self-
contained data is prospective and popular, as was shown above; second, our research was of
complementary character to developed commercial models using other modalities. Yet we
claim that an intranet site can serve as a good proxy for a real online banking service: users
must log in to perform authorized operations, such as downloading specific documents or
posting data via HTML forms. Their interaction with services in both scenarios falls in a
range of social behavior—from almost none while logging in, to fully interpersonal while
sending a message, or money. Also, the degree of similarity between the two scenarios
varies accordingly. Therefore, the model development procedure for an online banking
website should derive from our approach with varying degree of confidence. Functional
and technical similarities between the intranet website and selected banking websites have
been provided in Table 1. The considered banks have 4 to 11 million customers, most of
them using their e-banking services and competing in the same market. The table shows a
bigger picture that online banks use a plethora of implementation approaches to provide
typical functionalities. Many of these technical solutions work similarly in terms of user
interface and network communication to the operation of Confluence, the framework that
was used to run the corporate website of our interest. Two common observations are of
particular interest and consequence to further modeling. First, user activity can be sent to
the server after he/she has completed a form—but also in smaller chunks, during typing.
The result is that a weblog can contain activity records of varying granularity. Second,
the communication is mostly directed to one backend service, meaning that most activity
data is stored in one place. (Otherwise, preliminary aggregation of logs from accompanying
services has to be done before feeding them into the model.)

Table 1. Exemplary functional and technical analogies between a corporate website and three national
banks, ordered in rows by decreasing similarity. Functional analogies are written in regular font.
Technical similarity is conveyed through italicized references to specific implementation and commu-
nication techniques. The last two rows demonstrate exemplary actions that have no counterparts.

User Action on the Intranet Website User Action on Website of

Bank#1 Bank#2 Bank#3
log in log in
a a aeg a
look up a person look up a beneficiary
a f ac daf
free-text search search past money orders
bf bf ac daf
submit an opinion ask for help
ac abdg ad abdg
mention someone in a post place money order to someone

bd abc ac cf
— buy/sell currency

acg cef ceg

display organization scheme —

g

a—form data is sent to the server only after the “send” button has been pressed; b—form data is sent during
typing; c—multifield static form is used; d—a form with a single text field is used; e—partial communication
happens with more than one servers; f—form data is fully or partially pre-loaded; g—form or page content
changes dynamically, in response to user actions.

The user activities subject to our analysis spanned from February to June 2023, when
the organization and the surrounding social and business conditions were stable. Let us
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define a single weblog record as a tuple v; = (c,t,U), where c is a user identifier, ¢ is a
timestamp, and U is a URL string. Records are ordered chronologically.

Figure 1 demonstrates two main phenomena in the data that obstruct behavioral
modeling: machine-to-machine (m2m) communication and user interest drift. The earlier
one is caused by JavaScript (JS) code being downloaded by a browser from a webpage and
executed locally. The pattern is now commonplace; the JS can trigger extra HTTP requests in
response to more subtle user behavior, such as hovering the mouse cursor over a hyperlink,
or page scrolling, thus providing extra behavioral data directly to the weblog; cf. [22].
But on the other hand, m2m can litter the weblog with records unrelated to the user’s
spontaneous actions, and so obstruct analysis. For instance, in Figure 1, one can observe
an anomaly in the distribution, just above the 0100 sec. bar, which may be generated by
automated keepalive requests. Similarly, automated requests but with different timing
have also been spotted on the Bank#2 (cf. Table 1) website. Due to anomalies like that,
the distribution in Figure 1a does not match any class of probability distributions typically
used to model stochastic arrival processes (Poisson, Weibull, etc.) frequently used in
telecommunications traffic analysis.

] April
1000 March P

244
178 -

600
27

16 28

Number of HTTP requests

2004
183

Time [s] May
(a) (b)

Figure 1. (a) Distribution of HTTP request inter-arrival time and (b) set intersection of unique URLs
requested in three subsequent months, with their sizes.

The phenomenon of user interest drift is shown in Figure 1b; the circles’ intersecting
areas represent the number of common unique URLs in the subsequent three months.
The non-stationary aspect of user activity is evident and persistent. It may be driven by
many factors: new content placed on the website, users’ coordinated activity caused by
company management directives, and changes in the technology behind some webpages on
the site. Although real critical applications, like online banking, do not exhibit such a degree
of content variability as in our case, it is reported that their front-end components have a
lifecycle of only 18 months and get replaced individually [25]. This results in considerably
abrupt dynamics in banking website content and operation, which should be handled by
re-training the model.

We filtered out m2m communication in the preparatory stage by setting the maximum
accepted inter-arrival time to 256 s. By doing so, rare keepalive requests that occupy
the distribution tail (not shown in Figure 1a; observe semilog axes scale) were removed.
The remaining records (which originally did not contain a session ID) can now be neatly
arranged into sessions of reasonable duration. The timeout value was intentionally aligned
to 256. Such a value is, on one hand, similar to a typical 5 min online banking session expiry
time and, on the other hand, being a power of two, it matches the intended logarithmic
dynamics encoding in our model.

We address the interest drift as shown in Figure 1b using two alternative approaches,
both resulting in a representation of the URL string U as a vector x of constant size. The first
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and original one is to group URLs into semantic categories—and from that time on, to see
user activity in terms of categories visited rather than individual URLs. The specific
procedure in our case was as follows.

1.  Expert inspection and cleaning of weblogs. Entries that carry noise or informa-
tion excessive to our interest—like request tokens, sequence identifiers, and similar
machine-generated artifacts—are identified by manual log browsing and filtered out
by regular expression matching.

2. URL distribution tail inspection. Rare URLs are examined manually with the aim of
finding unusual human requests or remaining machine-generated activity that has
been overlooked previously. Suppressing URL distribution tail reduces web requests
versatility, eliminating exotic request classes that would impede further machine
learning process.

3. Assessment of the number of possible request classes vs. the number of samples in
each class and for each user. Requests are assigned intents by an expert; an intent is
finally encoded by a set of regular expressions, usually matching a part of the URL. It
is an iterative procedure, aiming to end up with a manageable number of meaningful
classes and with enough samples in each class.

In the case of our dataset, we eventually distinguished eleven broad categories of user
activity, ordered below from more specific to more general:
* login;

. log out;

¢  liking someone’s post;

e displaying a PDF document;

¢ displaying a DOCX document;

*  browsing employees’ profiles;

*  searching employees;

e free text search on website;

*  browsing yet unloaded webpage part;

*  browsing yet unloaded tab on a webpage;
*  browsing any other webpage.

Quite a few of the above activities can be considered functional counterparts of
online banking actions; cf. Table 1. The remaining ones cover other user actions in
broader categories.

Performing such semi-manual data curation is laborious and requires a trained ex-
pert. It also provides considerable insight into requests, both qualitative and quantitative.
While informative, the approach may, in certain circumstances, reveal too much about
what is happening in the network and should be applied with caution, regardless of
its effectiveness.

The second analytic approach is to automatically organize requested webpages into
groups that represent frequent browsing patterns. It is presented in detail in Section 3.3.

3.2. Siamese Network

The term “Siamese network” was coined in [6], but the idea of employing twin neural
networks for time-series analysis dates back to the late 1980s in [26]. The essence of the
idea is to train a network to distinguish between pairs of input samples that belong to
the same or different categories. Formally, a network performs a mapping y = F(x) of
input vector x into output vector y. The network always operates on pairs of input vectors
(x,x")—hence its name. In the training procedure, a mapping is sought that minimizes the
distance d(y,y’) of its output vectors for x and x” being in the same class, and maximizes
the distance otherwise. The function d(-) can be a classic one, e.g., Euclidean or cosine,
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or calculated by a non-linear formula, for instance, by another neural network layer. Thus,
instead of an unrealistic one-class-per-user classification task, the Siamese network provides
simple similarity metrics for pairs of user-generated inputs. The approach turns out to be
useful, especially when the number of samples per user is small (as in our case)—yet the
number of pairs of samples is large enough to make proper machine learning viable.

Specifically, in order to detect temporal patterns in user activities, we follow [22,23] and
provide sessions. A session is encoded as a sequence of vectorized identifiers of subsequent
pages visited by a user, x = (x1,X2,...), and x’ likewise. Such a pair of same-length
sequences of uniform vectors constitutes a single sample. To handle such sequences, a layer
with memory (RNN/LSTM/GRU) is placed immediately after the input normalization
layer. The last two layers are the dropout and densely connected ReLU; cf. Figure 2b. It is,
in fact, a minimal, reasonable configuration that can process sequences, transform them into
vector output, and include an elementary protection mechanism against overfitting. Finally,
distance d(-), i.e., the model output, gets calculated by the last dense layer containing,
in fact, a single perceptron with a sigmoid activation function. The perceptron input z is a
vector of pairwise distances between the outputs of two branches, z; = |y; — /.

Input 1

Input 2

[ RNN/LSTM/GRU ] [ RNN/LSTM/GRU ]

I 1
I I
I I
I 1
1 L
i i i i
. A :
[ — ! : _1 ; Dropout Dropout
= | | I I
| | I I
| | I I
| | ] |
! ! ! !
77777 T 1 === r
I I I I
I | I I I
I | I I I
I I I I I
| 1 | I I -
””” ! : . : Distance
I I I I I
| | i i i ¢
1 1 1 1 1
T T, T3 T, Ts Ve
training periods validation
input x period _Output
(@ (b)

Figure 2. (a) Partitioning of sessions into training (green) and validation (pink) pairs—with light
green and chequered areas as training and validation variants; (b) the architecture of model used.

Unlike [23], we vectorize page identifiers by one-hot encoding visited URL groups
rather than using word2vec URL embeddings—because we do not find them well suited
to our weblogs, which may contain many page IDs generated automatically by a content
management system (CMS). As it turns out, such a circumstance is quite common and
distinguishes our case from the wide web address analysis performed in [23], where
meaningful URLs prevail. For similar reasons, we employ neither user agent data nor page
rank as extra input features, as in [24]; both mentioned studies aim at identifying user
sessions in a wide space of URLSs, which calls for semantic insight into addresses for the sake
of their diversity, and the processing of user device features, for the sake of user diversity.
As regards URL semantics, we considered it superfluous and uninformative in the case of
our particular intranet service; as regards client device metadata, first, the devices were
only corporate personal computers, and second, collecting such data would require website
server reconfiguration that was administratively prohibited.

For the purpose of network training, we partitioned users’ sessions chronologically
into six periods, or folds, of approximately equal cardinality. During model preparation,
we used one period for validation and the remaining periods for proper training. An
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exemplary partition is shown in Figure 2a. There, the last period is used for validation,
which corresponds to a hypothetical deployment scenario in which the model is first
trained on past user sessions and then used for inference on new vs. old data. However,
technically, data chronology should not matter because the user request process is not
self-dependent, and any drift comes from external factors, which are considered here
as unobservable disturbances. Their nature is, to some extent, revealed in Figure 1b.
The unique and common URLs in subsequent months exhibit a clear, symmetrical pattern,
with no particular preference for URL variety in the last month, May. For this reason, we
also consider partitioning with other periods used for validation in our experiments.

Each training or validation sample is, in fact, a pair of sessions, (x,x’). The pairs can
be picked up from the available dataset using various approaches. Our base scenario is to
sample unique pairs of sessions within a given period, i.e.,, x € T; and x’ € T;, and x > x’
(with chronological order assumed). Training subsets extracted this way are depicted in
Figure 2a as a series of ragged green triangles under the diagonal. Such a practice of training
by using different users’ samples that are neighbors in some sense (here, chronologically)
has already been proven effective in Siamese model training by [27,28], by presenting
“closest-negative” pairs on model input. This approach is not only more challenging in
terms of model working; it also severely limits the number of available training pairs. Note
in Figure 2a that the light green large area covers potential training pairs if one is going to
drop the rigor of chronological bucketing. On the other hand, the bucketing approach may
serve better if there is trend in the data—which is exactly our case, cf. Figure 1b.

It is also worth mentioning another training case where the overall number of sessions
is really low, so that following strictly such partitioning may yield a number of unique
samples, i.e., session pairs, still inadequate for proper training of more complex models.
Getting extra data from other services is an option only if they have exactly the same
architecture, but the final obstacle is user privacy protection laws. On the other hand, we
see no reasonable in-house data augmentation policy here. However, in such a situation,
we recommend also utilizing the mixed pairs drawn from training and validation data
(chequered area in Figure 2b) for model validation. They conform with the deployment
scenario as well, because a session from the remote past (i.e., used for training) may serve
as well as a specimen of user behavior as a recent sample. We claim that the recycling of
old sessions in this manner, while formally being outside the model training paradigm
not to use training data for evaluation, is viable in practice. This is because both training
and evaluation phases are carried out on pairs, and we guarantee that in the validation
phase, at least one session in a pair is brand new, which means that the pair constitutes
a new stimulus in model evaluation effectively. To our knowledge, no studies exist that
evaluate the potential impact of such an approach on time-series data in a quantitative way,
which also implies that it should be applied with care.

Following the recent study by [29], one observes that both the number of users and
the number of samples per user are important for successful Siamese network training.
However, a bigger number of users helps the model generalize the differences between
users, therefore boosting its sensitivity to detect an impostor, which is, in our case, more
important than model specificity. By applying the criteria that a user must have logged
in at least 24 times, and the session must contain at least five page requests, we selected
10 users as suitable to provide model training data.

3.3. Grouping Automation

As shown, machine-to-machine communication, user interest drift, and website up-
dates or upgrades all contribute to the non-stationary nature of individual user behavior.
Many of those factors can be effectively mitigated by expert insight into weblogs, resulting
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in requested webpages being a priori clustered into groups. However, it requires adequate
domain knowledge, continuous supervision, and data curation, which may turn out in-
convenient, ineffective, error-prone and costly, rendering our approach not viable as a
ready-to-use product, thus jeopardizing its massive adoption for intrusion detection tasks.

As a solution to that, we propose the approach of automatic URL grouping by low-rank
factorization of the user’s browsing history, a technique widely used, e.g., in recommenda-
tion systems by [30]. Let ;; be the number of URL U; visits by user c;, forming a so-called
ranking matrix Ry« . M and N denote the number of unique URLs and the number of
users, respectively, and the matrix itself collects user preferences to visit URLs. Here we
assume that R, i.e., browsing statistics deprived of chronology, contains patterns common
with regard to users and/or URLs. Therefore, R can be compressed, and the problem
involves finding matrices Fy.x and Py such that R ~ FP and K is less (preferably,
much less) than M and N. Matrices F and P are said to contain URL features and users’
preferences, respectively, in a space of K dimensions. By adequate choice of K, we can strike
the right balance between fidelity to users’ actions and generalization capability. Usually,
the choice of K is based on the explained variance ratio of the original data R with regard to
K, as shown in Figure 3a. Commonly, the reduced dimension is set so that about 90% of the
original variance is explained—which results in K = 6 in the case of our activity dataset.

Once URL attributes get projected onto that K-dimensional feature space, we cluster
them into an arbitrary number of k groups using the k-means grouping algorithm. An exem-
plary clustering of URLs into 40 groups is presented in Figure 4, after t-SNE mapping into
a two-dimensional plane. Each group has been marked with a different color and encircled
for presentation clarity. URLs in the same group have similar features, although abstract
ones, and match the preferences of certain users who have visited them. Unlike in manual
grouping, we cannot securely assign a physical interpretation to the features. However,
if we look closely at the formed groups, we can easily see the certain patterns they follow.
Some of the most populous ones contain requests that were made just once or a few times.
The semantics of these requests are often not related to each other in any way. For instance,
a group of requests for news on the website has emerged—such content is very coherent,
but because news gets added every now and then, it is not the type of content that users
return to. Another group of requests of a similar nature contains requests for viewing
or downloading PDF files. As mentioned earlier, these files are not directly related to
each other but denote specific, distinct user actions. Other examples of groups contain,
e.g., common actions, such as a sequence in the login process, or all requests related to a
particular project run by the organization. Such groups, however, are marginal.
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Figure 3. (a) Explained variance ratio for subsequent principal components; (b) classification perfor-
mance with regard to number of groups k.
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Figure 4. t-SNE projection of k-means URL clustering into 40 groups.

The original dataset with actual URLs replaced by IDs of the 40 groups, and after
further anonymization steps, is made available to the public, along with Python 3.9 code
for model creation and training. The reference is provided in the “Data Availability State-
ment” paragraph.

4. Results and Discussion

After extensive trials with various neural network model structures and metaparam-
eters, in the following sections, we compare and discuss in detail the most relevant and
informative results. We consider the method of grouping one of our main research contri-
butions, while the model metaparameters have undergone a typical check. Specifically,
all experiments use a uniform model structure, with a Siamese network branch consisting
of an input normalization layer, a memory layer (RNN, LSTM or GRU) with 32 units,
a dropout layer with a rate value of 0.3, and a dense layer with 64 units and the ReLU
activation function. As for the training parameters, in our case, the learning rate was set to
0.0001 (with the Adam optimizer), the batch size was set to 256, and the number of epochs
was set to 30.

The discussion below follows the way the model data have been prepared.

4.1. Models Trained on Data Grouped Manually with Expert Insight

A compilation of the performance of various tested models is provided in Table 2.
Model accuracy, i.e., the fraction of correctly identified validation samples, is the perfor-
mance measure of our choice because it does not favor any output class. However, it
matters which data subset is used for validation. Our models get evaluated by “k-fold”
validation, i.e., cross-validation with validation data taken from one of the six equal subsets,
ordered by time. Consequently, results in column 6 refer to a more realistic case i.e., with a
model trained on past data and evaluated on the current ones.

Note that although validation on the latest data (i.e., in col. 6), while being closer
to a real usage scenario, still has one systemic drawback. Groups of URLSs in the dataset
are made based on all available requests in history, while in reality model is to work on
completely unseen data, potentially not matching any of the previously made groups. If the
importance of this observation were to be assessed, another subset, a test subset made
of the very latest data should have been carved out and used. We considered such an
overarching evaluation of the scope of our study, first, because our data has a strong trend
indeed, which we believe is not so prominent in, e.g., an online banking case. Second,
because the data used by us is rather scarce—however, in Section 3.2, we address the issue
and propose ways to extend the usable dataset.
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Table 2. Comparison of accuracy, in percent, of models with various types of the recurrent 2nd layer
(RNN/LSTM/GRU) and in variants when browsing dynamics are, or are not, included (time/no
time). All models were trained on data with web requests grouped manually. Numbered columns
contain results for validation subsets V; to Vg, respectively (cf. Figure 2a). The best solution is marked
in bold face.

. Period Used for Validation
Model Variant 1 > 3 4 5 6 Mean Stdev

notime 52 49 51.6 56 54.7 53.8 529 49
time 49.3 51 56.6 56.4 544 54.8 53.8 52

LsSTM M© time 63.7 64.4 64.8 59.7 60.9 56.3 61.6 4.1
time 64.7 65.3 64.8 60.3 62.4 57.2 62.4 3.8

notime 59.9 62.6 62 62.1 61.7 57.5 61 4.9
time 61.6 60.9 65 61.8 63.1 58.1 61.7 4.9

RNN

GRU

Table 2 shows the results of the models split according to the input data format and
the network architecture used. We provide the input data either without time (basic) or
with time (extended). An example of data without time is simply a sequence of five queries
generated by the user at a certain time (as mentioned earlier), stored as a sparse, one-hot-
encoded matrix. In the case of data with time, each of the input matrices representing a
given session was expanded by adding a row with logarithms of inter-request times.

As for the breakdown by network architecture, classical Recurrent Neural Networks
(RNN) and their extension, i.e., Gated Recurrent Units (GRU) and LSTM, were considered
as the second layer of the model in the course of experiments. Recurrent neural networks
are well-suited to handle sequential data and meet our goals. However, they suffer from
a vanishing gradient problem, which requires special extensions to address it. GRU and
LSTM use special memory cells to store information and gates to control which transitions
in the sequence are important enough to store.

Evaluation results in Table 2 for manual URL grouping are not satisfactory. None of
the configuration options provide accuracy that is significantly better than its counterpart,
and the accuracy reaches at most 65% for the LSTM variant with dynamics included, which
is definitely too low for a standalone solution. However, the model can already provide
useful scores as a part of a more complex intruder detection system. From a technical point
of view, it is also worth observing that validation done in the 6th period yields results lower
than average for LSTM and GRU variants—but the differences are minor.

4.2. Models Trained on Data After Automated Grouping of URLs

Results in Table 3 show that automated grouping of URLs leads to models of con-
sistently much higher quality of at least 10 percentage points over any result in Table 2,
and of at least 17 percentage points in mean terms. All configurations, except RNN with
user dynamics, are of equal quality, with differences safely within the standard deviation.
The similarity of the results across configuration parameters may indicate that proper
dataset quality and preprocessing are key factors in model effectiveness.

Table 3. Accuracy of models trained on data with web requests grouped automatically. Key best
solutions are marked in bold face.

. Period Used for Validation
Model Variant 1 » 3 4 5 6 Mean Stdev

notime 83.6 81 83.4 74.4 76.7 754 79.1 4.5
time 74.3 70.3 76.9 73.8 70.6 70.0 72.6 4.1

RNN

https:/ /doi.org/10.3390/526020473


https://doi.org/10.3390/s26020473

Sensors 2026, 26,473 13 of 19
Table 3. Cont.
. Period Used for Validation
Model Variant 1 » 3 4 5 6 Mean Stdev
LsTM MO time 80.6 79.9 84.2 75.3 79.8 74.2 79.0 4.6
time 81.0 80.3 85.1 76.0 80.4 74.7 79.6 4.4
GrRy Mo time 83.6 81.1 83.5 74.4 76.6 75.5 79.1 4.5

time 83.1 80.5 82.7 76.7 77.3 78.1 79.7 3.6

4.3. Model Verification with User Galleries and Other Insights

Although classification models like ours are designed to compare a current session
with a reference one, in industry practice they are employed to compare the current session
with each of a user’s historical sessions, stored in a so-called gallery—cf. [7,16]. In Table 4,
we provide model accuracy computed in such a way. Each validation sample x; € V
was compared with all training samples by user c that constitute the gallery, i.e., x;. eT,
producing similarity scores d;;. Sample x; € V was classified as genuine only if the mean
of scores was above threshold p, and the maximum of scores was above threshold 6.
The parameters were set to ¢ = 0.6 and 6 = 0.5, which is rather a strict setting with regard
to u, which is the condition that is often dropped in industry applications.

Table 4. Accuracy of models trained on data grouped automatically, calculated by comparison on
validation samples against a user gallery consisting of training samples. Sensitivity of the optimal
model with regard to its structure and data pre-processing rules, is provided in the last three rows.

Period Used for Validation

Model Variant 1 > 3 4 5 6 Mean Stdev
RNN no time 91.4 88.5 88.1 80.2 86.2 84.8 86.5 4.7
time 83.4 78.5 84.3 79.3 77.8 83.4 81.1 4.8
LSTM no time 88.2 86.1 88.8 81.4 87.3 83.9 85.9 44
time 86.7 86.6 89.3 82.2 874 85.2 86.2 3.6
no time 91.4 88.3 88.1 80.2 86.2 85 86.5 4.7
GRU time 90.7 89.3 88.5 82.8 86.8 87.1 87.5 3.9

—10% cutoff time  88.8  89.2 89.6 833 863 845 8.9 3.1
+50% users  81.8 836 819 896 867 798 839 4.0
no Dropout 88.6 891 901 817 865 87.0 872 3.9

Obtained results systematically beat previous ones and consistently point to the GRU
model with user dynamics included as the best one. The mean accuracy score nears 90%,
which we consider a border value for standalone practical applications.

We also decided to perform a minimal ablation study by starting with the best model
configuration and removing the dropout layer from our architecture. The results are
summarized in Table 4, where the last row, in italics, represents the dropout ablation
within ‘GRU+time’ variant. We observe a minimal yet almost consistent (save for Period 3)
performance decrease, which proves that the application of best engineering practices adds
value to the model—especially that the dropout layer does not burden the training with
extra parameters.

Other experiments, shown in italics in Table 4, examine the sensitivity of the best
model with regard to the interarrival cutoff time (initially, of 256 s), and to the increased
number of users (initially, 10). Shortening the packet inter-arrival time that determines
session continuity from the initial 256 by 10 percent yielded results shown in row ‘—10%
cutoff time’. Except for Period 3 again, the accuracy decreases by a minimal amount. Due
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to the highly discrete impact of the cutoff value on raw data filtering, one should expect
high variability in results when this parameter is reduced more aggressively.

By relaxing the minimum number of login sessions per user from 24 to 18, we were
able to increase the number of valid users from 10 to 15 and assess how this affected the
accuracy of the best model. The results are provided in row ‘+50% users’. The accuracy falls
almost consistently across folds, with a mean change of 3.6 percentage points. Alternatively,
if we take a complementary approach, the ratio of misclassified samples increases by
(100 —83.9) /(100 — 87.5) =~ 1.29, with the number of users growing by a factor of 1.5. While
the accuracy deterioration with a growing user population is undeniable, its character is
not proportional to the population, and, with the data available, we cannot examine it at
scale. It should also be noted that, due to data scarcity, the number of sessions per user in
the larger population had to be limited, contributing negatively to the results.

Ultimately, the interpretation of classifier effectiveness depends on its usage context.
For non-critical applications, such as mail spam filters, specificity will be the goal—lest false-
positive messages be lost, even at the cost of much spam passing through the filter. In critical
applications, like luggage security scans, sensitivity will be the goal because security staff
can easily examine false positives. The trade-off between sensitivity and specificity is
typically drawn as a receiver operating characteristic (ROC) and false acceptance vs false
rejection rate graphs (FAR vs FRR). Such graphs are provided for the best-performing
model evaluated on the latest user activity (accuracy of 78.1% in Table 3) in Figure 5.
As explained in Section 4.1, such a method of evaluation resembles real operation the most.
Both graphs look typical, with area under curve (AUC) value of 0.8 for ROC. The equal
error rate (EER) for FAR and FRR is around 0.35. However, the best accuracy is observed for
a threshold value of 0.5—i.e., the default value for which comprehensive model evaluation
in Tables 2 and 3 was performed.
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Figure 5. (a) ROC curve (blue, vs. dashed random-guess line); (b) false acceptance rate (FAR) and
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false rejection rate (FRR) plotted versus the similarity threshold. The equal error rate (EER) is shown
as a cross point of FAR and FRR.

It is worth noting that the FAR graph is more slanted for ERR than for FRR, which
means that raising the threshold to 0.5 may substantially improve specificity at the marginal
cost of reduced sensitivity. While the increased sensitivity may be annoying in the spam-
filtering scenario mentioned above, it is indeed quite acceptable in the banking scenario,
where extra user authentication is now commonplace and compliant with policies requiring
out-of-band verification for transactions [31].

In the case of model evaluation against user galleries, as summarized in Table 4,
we introduce actually two threshold types, 4 and 6. Consequently, model accuracy and
FRR/FAR analyses become two-dimensional, as shown in Figure 6. The layout of both
graphs helps to assess at a glance the importance of both thresholds. As for the accuracy
(Figure 6a), we observe the dominant role of the mean similarity to gallery probes, providing
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the best results for y = 0.6, with no real impact of  (until & > 0.7 where the accuracy
degrades). The result is contrary to application practice, which typically seeks the maximum
similarity to any gallery item.
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Figure 6. Model evaluation results for operation on user galleries, with threshold parameters y for

the mean similarity, and 6 for best similarity to probes in the gallery. (a) Model accuracy (in percent).
(b) FAR (blue) and FRR (orange) contour plots.

The analysis is further split into FAR/FRR graphs in Figure 6b, being a 2D counterpart
of Figure 5b. In the two-dimensional case, there can be many (., 0) pairs resulting in ERR.
An important part of such (y, ) set displayed in the graph is the common border of the
two shaded areas—the orange and gray ones denoting small FRR and FAR, respectively.
The border, lying at 4 ~ 0.48, marks an ERR of 0.155. Going further to the right, the two
shaded areas diverge, meaning, in our case, that ERR is increasing and stays in the un-
colored, hence less favorable, area. A two-dimensional EER imaging like this one may
help decide about useful threshold values in an actual application scenario, analogously to
Figure 5b.

5. Conclusions

The aim of the research reported here was to construct a behavioral model that classifies
pairs of HTTP sessions as originating from the same user or two different users. Our work
was inspired by similar studies made on various behavioral modalities (keyboard, mouse,
URL request—cf. Section 2) as well as the fact that the model class of Siamese networks has
also been successfully used in similar tasks focused on URL semantics. Our contributions
are as follows:

*  collecting and post-processing of standard WWW server logs from a real environment;

* development and testing of the Siamese network model;

* proposal and testing of automated grouping of URLs, based on low-rank matrix
approximation;

* releasing of the dataset and code related to model training on automatically grouped
URLSs to the public.

The novelty of the proposed algorithm lies in the automated clustering of URLs in
abstract space inspired by low-rank factorization used in recommender systems. The ap-
proach relieves web service operators of the manual investigation of weblogs to perform
grouping tailored to the current website configuration. The algorithm’s similarity score can
be (and should be) fused with other modality-specific models to improve overall quality.
Additionally, the Siamese network model does not encode traits of individual users in any
way and preserves user privacy most, to the best of our knowledge.

The data pre-processing phase revealed that special account must be taken for machine-
to-machine communication, thereby obliterating the user’s spontaneous activity. The par-
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ticular extra traffic pattern will heavily depend on the WWW framework running on the
server; one has to be wary that in the extreme case, no or very little traffic can be observed
on standard HTTP/HTTPS ports as the bulk of communication is going via dedicated
channels that are unknown to WWW server. This, however, can be accounted for by
investigating auxiliary logs, depending on the framework used.

The procedure for the automated grouping of requested webpages derives directly
from data compression and user preference generalization, first applied in text information
retrieval and later in recommendation systems. The low-rank approximation is now an
established unsupervised machine learning approach that is fast and effective in many
fields. Our data pre-processed this way has proven to be of better quality for the chosen
model class, outperforming the standard manual approach by at least 10 percentage points
in terms of model accuracy. All three examined model structures handle sequences in the
input layer and perform similarly. Providing inter-request dynamics as additional model
input data improves performance only marginally.

One has to take into account that remarkably good accuracy was obtained in this study
only for a moderate number of users, allowing them to be distinguished with only five
requests per session. We are aware that, if deployed in a large organization, the model
would perform worse and have no potential to improve due to tight limits on session
length. Fraud detection on longer sequences would be more effective, but fraud prevention
would be less efficient, as longer sequences leave an intruder more space to complete a
fraud. Still, our approach would be attractive, possibly as a part of a bigger IDS, and for
other security-related reasons. This is because individual user behavior traits are not
embedded into the Siamese network; rather, the model learns which parts of session
information best distinguish users. Consequently, the only real user-related information
that needs to be collected to identify him/her later is the history of past sessions. A service
operator processes such short sequences of requests in the gallery solely to accomplish user
identity verification. Therefore, the proposed approach performs processing user activity
data in a minimal way and does not perform personal data profiling at all (following
definitions in Articles 4 and 25 of General Data Protection Regulation, GDPR.eu). The strive
to conform to GDPR regulations, which require an operator to store only data relevant to
its tasks, is evident in medical studies. Interestingly, depending on the training approach,
Siamese networks can be used there malevolently to identify patients’ identity from medical
imagery, as reported by [32], as well as to rightfully detect specific patients’ traits (e.g., sex)
yet obliterating other features so that patient identity stays protected—cf. [33].

Observations of this kind lead us to another, final conclusion: model robustness against
a kind of adversarial reverse engineering aimed at extracting bits of the training data should
be measured and considered another important model parameter, along with sensitivity,
specificity, and the like. While defining measures and evaluation of robustness of our
model in quantitative terms is beyond the scope of this study, we can assess weaknesses
of our approach with regard to the typical attack methods. First and foremost, since
the Siamese model operates on the backend, access to its weights, vector outputs, user
gallery, or intermediate vector distances is impossible. Therefore, typical attack approaches
to an existing model, such as weight stealing, approximating the output vector space,
or constructing a reverse mapping from the input space to the output space, remain
out of question. Next, poisoning the model during training with manipulated samples
could be considered effective only if carried out on a massive scale and in a coordinated
manner. In such a scenario, an attacker would behave differently in each session, adding
noise to authentic behavioral patterns and impairing the model’s sensitivity. It can be
addressed by identifying outlier users and excluding their inputs from model training.
Finally, monitoring network traffic appears to be the ultimate attack strategy: the attacker
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observes the visited addresses and their timing to impersonate the victim’s behavioral
traits. However, while the request timing is indeed observable, only the URL domain name
is visible during an HTTPS session. Therefore, the only way to inspect the details of request
timings is to examine either the client’s browser history or the web server’s log.

While the empirical results show that the proposed design approach leads to a so-
lution that appears stable under small perturbations in the operating environment (e.g.,
the number of users or the session inactivity limit), the analogy between online banking
and intranet activity data is approximate. Phenomena such as the trend and architec-
tural changes may differ in the real banking scenario from those in this study, requiring
additional data preprocessing or more frequent model training.

The ongoing work following this study is focused on practical verification of the model
presented in the online banking scenario. Also, more complex strategies of comparing the
current session with a set of historical ones are under investigation. Early results from other
application domains show that learning the comparison strategy is a promising future
research direction.
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