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Abstract

We propose a navigation signal authentication scheme for civilian GNSS receivers that
exploits the intermodulation components introduced by constant envelope modulation
without relying on modernized authenticatable signals or direct access to authorized spread-
ing codes. Since the product of multiple authorized spreading codes is unpredictable and
does not reveal the original codes, the spreading code of the intermodulation component
can serve as an authentication feature similar to that of authorized signals. The receiver
obtains the intermodulation spreading code via a communication link, then authenticates
the GNSS signal by detecting the presence of this code through a correlation-based hy-
pothesis test. We analyze the scheme using the operational GPS L1 signal as an example
and compare its performance with Chimera (proposed for GPS), OSNMA (proposed for
Galileo), and authorized spreading code authentication in PROSPA. Results show that the
proposed scheme achieves robustness and security comparable to Chimera, while avoid-
ing the authorization restrictions associated with authorized codes. Under a 63.82 kbps
communication rate and a civilian signal C/ Ny of 30 dB-Hz, its authentication efficiency
exceeds Chimera’s fast channel, with substantially lower data storage requirements.

Keywords: GNSS signal authentication; intermodulation component; spreading code
authentication; constant envelope modulation; spoofing detection

1. Introduction

The global navigation satellite system (GNSS) is widely used in safety-critical applica-
tions, which makes its security a pressing concern. Since the Volpe Report [1] identified the

R Cheok for undat vulnerability of GNSS to spoofing, numerous spoofing attacks have been demonstrated
S against ships [2], vehicles [3], and unmanned aerial systems [4]. These incidents show that
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navigation message [8], spreading code [9], or carrier phase [10]. Communication-assisted
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authentication uses data exchanged between a receiver and a server to verify signal au-
This article is an open access article

distributed under the terms and thenticity [11-16]. Authorized signal processing relies on the assumption that spoofers
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However, three limitations persist in current communication-assisted approaches:
(i) schemes that depend on authorized spreading codes, such as PROSPA, are restricted
to authorized users; (ii) remote-processing architectures, such as ASPIRE, have limited
service capacity because each user’s data must be processed individually; and (iii) sample-
transmission methods, such as the GPS P(Y)-code correlation approach, suffer from noise
in the transmitted samples, which degrades detection performance.

We propose a scheme that uses the intermodulation components of operational GNSS
signals for authentication. The key observation is that constant envelope modulation, used
to multiplex multiple signal components on operational satellites whose power amplifiers
have limited linearity, inherently produces intermodulation components. The spreading
code of such a component is the product of the spreading codes of several navigation
signal components. When at least two of these are authorized codes, the product is
cryptographically unpredictable yet does not reveal the individual authorized codes.

This property rests on the cryptographic design of authorized spreading codes. Taking
the GPS M-code as an example, its test-phase version is reportedly generated using AES
in a sequential cipher mode, and the Modernized Navstar Security Algorithm (MNSA)
in the official version is designed to be no weaker than AES. A standard property of
such ciphers is that XORing a cipher-generated keystream with plaintext yields secure
ciphertext, and an adversary who obtains only the XOR result cannot recover either input.
Since the intermodulation component’s spreading code is the product (XOR-equivalent) of
at least two authorized codes, the original codes remain protected, while the product itself
serves as an unpredictable authentication feature. This provides authentication capability
comparable to that of an authorized signal, but without authorization restrictions.

The main contributions of this work are as follows:

1.  We show that the intermodulation components introduced by constant envelope modu-
lation can serve as authenticatable features for civilian GNSS signals, and we derive the
conditions under which they can be used without compromising authorized code security.

2. We design a receiver architecture for this scheme and formulate the authentication detec-
tion as a binary hypothesis test, enabling quantitative analysis of detection performance.

3. We present three approaches for generating the required spreading code—via the GNSS
control segment, via high-gain antenna estimation, and via multikey homomorphic
encryption—each trading off real-time availability against authorization requirements.

4. Using the operational GPS L1 signal as a case study, we show that the scheme achieves
robustness and security comparable to Chimera, stronger SCER protection than OS-
NMA, and substantially lower receiver storage requirements than Chimera, with-
out modifying the navigation signal or accessing authorized codes.

The remainder of this paper is organized as follows. Section 2 establishes the system
model. Section 3 presents the proposed authentication scheme. Section 4 evaluates the
scheme using the operational GPS L1 signal and compares it with existing approaches.
Section 5 discusses implications and limitations. Section 6 concludes the paper.

2. System Model and Problem Formulation

Throughout this paper, we use the term “authorized signal” to refer to any GNSS signal
component whose spreading code is not publicly documented and whose use requires
authorization, including GPS P(Y)-code and M-code, BeiDou B3Q and B3A, Galileo PRS
and CS encrypted signals, and GLONASS secured signals. The term “authorized spreading
code” refers to the spreading code of such a signal component.

This section describes the signal model and establishes the conditions under which
intermodulation components can be used for authentication. We use the operational GPS
L1 signal broadcast by Block II-F and earlier satellites as a concrete example throughout.
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2.1. Constant Envelope Modulation

GNSSS satellites typically transmit multiple signal components at the same carrier fre-
quency. Some are civilian signals with publicly documented spreading codes, while others
are authorized signals with cryptographically generated codes. Because the satellite power
amplifier has limited linearity and total transmission power, these components are combined
using constant envelope modulation techniques, which keep the signal envelope at a fixed
amplitude. Constant envelope modulation introduces additional sighal components, known
as intermodulation components, to satisfy the power and phase constraints of the individual
components. A general model of a constant-envelope-modulated navigation signal is:

N
s(t) = ) si(t) + IM(t) ey
i=1

where N is the total number of navigation signal components. IM(t) is the intermodulation
component introduced by the constant envelope modulation. s;(t) is the navigation signal
component with index 7, and can be represented as follows:

si(t) = \/Ficfd)(t)ef@”fc“rfl’z‘) @)

(@)
1
code modulated with the navigation message. The constant envelope property requires

where j = \/—1 is the imaginary unit, P; is the signal power, and C;" (t) is the spreading

that the signal satisfy:
17
Ty < T, 2 _odt =P
VI < Ty T/ S _odt = P, @)
1

where the constant P; is the total power of the GNSS signal. The constant envelope
characteristic causes the constellation points of a GNSS signal to lie on the unit circle.
For example, the operational GPS L1 signal contains one civilian signal component, L1C/A,
and two authorized signal components, L1P(Y) and L1M [18]. The normalized constellation
diagram for this signal is shown in Figure 1.
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Figure 1. Normalized constellation diagram of the operational GPS L1 signal. The signal contains
three navigation signal components—L1C/A, L1P(Y), and LIM—multiplexed by constant envelope
modulation. The power ratio is obtained from Partridge et al. [19] and verified through signal
observations with a high-gain antenna.
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Multiple algorithms can achieve constant envelope modulation, such as majority
logic [20], coherent adaptive subcarrier modulation (CASM) [21], and phase-optimized
constant-envelope transmission (POCET) [22]. GPS Block IIR-M and Block II-F satellites use
the CASM technique to achieve constant envelope modulation [19]. Most constant envelope
modulation techniques introduce intermodulation components; thus, such components are
inherent to multi-signal constant-envelope signals.

2.2. Intermodulation Components

If a navigation signal comprises N signal components, the maximum number of
intermodulation components Njps introduced by constant envelope modulation is given by

N N
N1M=Z<N>=ZM\§V'1)'_2N N-1 (4)

i=2 i=2

The intermodulation component with index i can be represented as follows.

SIMi(t) = PIMiCIMi(t) exp[j(anct—i—quMl.)] (5)

where Ppy;, > 0 and ¢pp, € [0,27r) are the power and phase of the intermodulation

component, respectively. Cjyy, is the spreading code of the intermodulation component. It

is the product of the spreading codes of at least two navigation signal components, which
can be expressed as

d

Ca (1) = [T €0(0) ©®)

=1 N

where {K(i)} is the index set, indicating which navigation signal component spread-

ing codes compose the spreading code of the intermodulation component with index i.

|x® ()

]
the index set. The aggregate intermodulation signal can then be expressed as

is the j-th element in

Nim Nim

M(t) =Y sim,(t) Z\/PIM
i1

In practice, the number of intermodulation components may be fewer than the the-

] explj(2nfet+ o)) ()

oretical maximum Njps. In the operational GPS L1 signal broadcast by Block IIR-M and
Block II-F satellites, the authorized signal components L1P(Y) and L1M have opposite
phases and are in quadrature with the civilian L1C/A component [19]. The civilian L1C/A
component and the authorized L1P(Y) component share the same LNAV navigation mes-
sage. The CASM technique introduces a single intermodulation component, yielding the
following baseband signal model:

= /Pp(v)Cp(y)(t)D(t) eXP(f?p(Y))
+ v/ PuSpoc()Cm () Dum(t) exp(jom) ®)
+V/Pc/aCcya(t)D(t) exp(jpc/a)
+ V/PimCe/ a(t)Cpy) (1) Spoc () Cum () D (t) exp(jorm)
where Pp(y), Pus, Pcya, and Prpp are the power of L1P(Y), L1M, L1C/A, and the inter-
modulation component. Cpy) (t) and Cps(t) are cryptographically generated authorized
spreading codes. Spoc(t) is the square-wave subcarrier of binary offset carrier (BOC) mod-

ulation in the L1IM component. C¢, 4(t) is the public civilian spreading code of the L1C/A
component. D(t) is the LNAV navigation message shared by L1P(Y) and L1C/A [18].
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D)y (t) is the navigation message of the L1IM component. ¢p(y), m, ¢c/ 4, and @1y are the
fixed phase offsets of L1P(Y), L1M, L1C/A, and the intermodulation component. Table 1
lists the power and phase of each component in the operational GPS L1 signal.

Table 1. Power and phase of signal components in the operational GPS L1 signal broadcast by Block
IIR-M and Block II-F satellites. The power ratio is obtained from Partridge et al. [19]; the reference
power of the civilian signal is specified in the GPS interface specification [18].

Component Label Power (dBW) Phase (rad)
L1P(Y) —161.5 0
L1IM —158.0 T
L1C/A —158.5 /2
L1IM —161.0 /2

The power spectral density of the signal is shown in Figure 2. The observed power
spectrum from satellite PRN-03 (Block II-F), sampled by a parabolic high-gain antenna,
confirms the correctness of the GPS signal composition described in Section 2.2.
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Figure 2. Power spectral density of the operational GPS L1 signal broadcast by Block IIR-M and
Block II-F satellites. The green curve shows the observed spectrum from data collected by a parabolic
high-gain antenna at the authors” affiliation. The signal was sampled on 24 July 2021 from PRN-03
of the GPS constellation. The asymmetry on the right side of the observed spectrum is caused by
receiver filtering in that frequency band. The dashed and solid black curves are computed from the
theoretical model using the power ratios reported by Partridge et al. [19].

2.3. Signal Authentication via Intermodulation Components

Not all intermodulation components are suitable for signal authentication. If all factors
that constitute the spreading code of an intermodulation component are civilian codes,
the resulting sequence is predictable and cannot serve as an authentication feature. If the
product contains only one authorized spreading code and the remaining factors are publicly
known civilian codes, the intermodulation component’s spreading code is, at the autho-
rization level, equivalent to that authorized code—authentication via such a component
inherits the same authorization restrictions as direct authorized code authentication.

The intermodulation components useful for authentication are those whose spreading
codes are the product of at least two different authorized spreading codes. Because different
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authorized spreading codes are generated independently, their product is independent of
each original code. Recovering any of the original authorized codes from the product is
cryptographically infeasible, while the product itself remains unpredictable. Thus, when
the spreading code of an intermodulation component contains at least two authorized
spreading codes, it provides authentication capability comparable to that of an authorized
signal component while eliminating authorization constraints.

A subtle point concerns whether revealing the XOR of two encrypted spreading codes
weakens authorized signal security. An attacker who observes the XOR result can determine
whether the two encrypted chips have the same or opposite polarity, which reduces the
C/ Ny required for chip guessing. However, because encrypted chips are publicly broadcast
and no longer confidential once transmitted, there is no mandate to prevent access to the
sequence. Therefore, this reduction in guessing difficulty does not materially compromise
authorized signal security.

Based on the structural analysis of the constant envelope modulation and the resulting
intermodulation components, the intermodulation component in the operational L1 signal
broadcast by GPS Block IIR-M and Block II-F satellites can be modeled as follows.

sim(t) = v/ PimCeya(t)Cpry) (£)Spoc (t)Cam () D (t) exp(j(27tfet + o))

9
= /PrmCc/a(t)Cp(t)Cw(t)Spoc (t)Cm(t) Dm(t) exp(j(27tfet + ¢o)) ©

where the P(Y) code is obtained by multiplying the 10.23 Mcps public P-code with an
approximately 511.5 keps cryptographically generated W-code, i.e., Cp(y)(t) = Cp(t) Cw(t).
This intermodulation component contains exactly two authorized spreading codes (W-
code and M-code), whose product Cyy (t) Cps(t) is an unpredictable sequence suitable for
authentication. The code rate of this product is the higher of the two, namely 5.115 Mcps of
the M-code.

Note that the W-code and M-code have different chipping rates. This creates a
risk: an attacker who correctly guesses the polarity of a single W-code chip can, with
50% probability, guess the M-code sequence during the same chip interval. To mitigate
this, the server should distribute only one higher-rate spreading code chip per chip in-
terval of the lower-rate code. For instance, the server distributes only the M-code chip at
the start of each W-code chip period. This prevents leakage of the higher-rate sequence
during the lower-rate chip interval. Although this makes the authentication spreading
code non-contiguous, the feasibility of authentication is unaffected: since authentication
is performed after the signal has been stably tracked, sufficient detection energy can be
accumulated by summing correlation results over multiple coherent integration intervals.
Because the receiver does not need to cache signal samples outside the authenticated code
window, this code-provisioning strategy does not alter the detection performance relative
to the continuous-code case.

The proposed scheme authenticates the spreading code, which protects the ranging
measurement against spoofing. Navigation message authentication, which is a separate
function, can be achieved more easily over the same communication link because of the
low message data rate. The scheme therefore focuses on the more challenging problem of
ranging authentication.

The principle described above for the GPS L1 signal is not limited to this signal. Other
GNSS signals that carry at least two restricted-access components at the same carrier
frequency—such as GPS L2 and potentially certain Galileo signals—can also support this
authentication method.

https:/ /doi.org/10.3390/s26134047


https://doi.org/10.3390/s26134047

Sensors 2026, 26, 4047

7 of 18

3. Proposed Authentication Scheme

This section presents the proposed intermodulation component authentication scheme.
We describe the receiver architecture, formulate the authentication detection problem as a
binary hypothesis test, and introduce three complementary approaches for generating the
required intermodulation component spreading code.

3.1. Overall Structure

An intermodulation component authentication receiver can be constructed by aug-
menting a conventional GNSS receiver with an authentication correlator and an authentica-
tion spreading code generation/reception unit coupled to the tracking module. A typical
architecture is shown in Figure 3.

Provide
threshold
Track - reference SRR,
oise power entication
—> ¢ PO —> o
estimation result
Strip carrier & Hypothesis test T
remove phase —
Antenna bias Baseband | Correlation Authentlc?tlon
A4 —P ——»| correlation
samples
result
AD Received
signal )
8 Correlation
Feed
Authentication | material Code Extract | Intermodulation
—_— > —_— > .
server generator spreading code

Figure 3. Overall structure of an authenticatable GNSS receiver for intermodulation component-
based authentication.

The receiver first receives and tracks the civilian component of the GNSS signal.
Using the tracking channel observations, the carrier and signal dynamics can be stripped,
and the intermodulation component at the corresponding phase can be extracted. The noise
power can be estimated through a noise branch in the tracking module. At the same
time, the receiver obtains the code generation material from the authentication server
through the communication link, and the code generator uses this material to produce
the authentication spreading code (i.e., the intermodulation component spreading code).
The receiver then correlates the authentication spreading code with the baseband samples.
The correlation result is compared against a constant false alarm threshold derived from
the noise power estimate provided by the noise branch, yielding a hypothesis test for signal
authentication. Through this process, spoofing detection is achieved.

The core prerequisite of the proposed authentication scheme is the availability of a
data communication link between the receiver and the server. This prerequisite is readily
satisfied by modern receivers equipped with communication capabilities, such as mobile
smart devices.
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3.2. Hypothesis Testing for Authentication Detection

Authenticating the signal reduces to detecting whether the unpredictable spreading
code (the product of authorized codes) is present in the received signal. This can be
formulated as a binary hypothesis test:

Hy :s(t) = sp(t) +n(t)

(10)
Hy :s(t) = sp(t) +su(t) +n(t)

where s, (t) is the predictable (civilian) signal component, s, (t) is the unpredictable inter-
modulation component, and #n(t) is additive white Gaussian noise. We use a matched-
filter correlator f(s(n)) = Y. s;(n)s(n), where s;(n) is the locally reconstructed inter-
modulation component sample. Under each hypothesis, the detector output follows a
different distribution.

Assuming the intermodulation spreading code is orthogonal to the civilian code,
the correlation noise reduces to Gaussian white noise. The detector output distributions
under the two hypotheses are then:

p(F(s(m)[Ho) ~ N (0,02)

) a1
pUf(s(m)IH1) ~ N (VP 02)
where P is the signal power. 02 = kT /Ty, is the noise power. T, is the coherent accumu-
lation time of the correlator. According to the model discussed above, the constant false
alarm detection threshold Th(Pg,4) for signal authentication can be expressed as follows.

Th(Pra) = 0uQ(Pra) (12)

where Q(x) = f;oo \/% exp (—%t2> dt is the right-tail probability function of the standard
normal distribution. The noise power can be estimated using the noise branch of the

tracking loop.

3.3. Authentication Spreading Code Generator

The intermodulation component spreading code is derived from the product of mul-
tiple authorized spreading codes and is pseudorandom with no predictable period. This
section describes three methods for generating the intermodulation component spreading
code. Other methods beyond these three can also produce the required codes. Different
generation methods affect the feasibility and performance of authentication; however, none
should compromise the security of the underlying authorized spreading codes.

3.3.1. Generation via Authorized Devices and Transmission

Service centers cooperating with the GNSS constellation operator can obtain the
intermodulation component spreading code directly from the control segment. A data
link connects the GNSS control segment to the service center, which receives the required
product of authorized spreading codes generated by authorized devices in the control
segment. This approach is illustrated in Figure 4.

In this approach, only the authorized spreading code generator at the control segment
requires authorization and management. The unpredictable sequence can be distributed in
advance of the signal broadcast time without strict authorization constraints, enabling the
receiver to perform real-time authentication without buffering signal samples.

https:/ /doi.org/10.3390/s26134047
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Figure 4. System connection for obtaining the authentication spreading code of the intermodulation
component through the GNSS control segment.

The key advantage is that authorized users receive the intermodulation component
spreading code ahead of time, enabling real-time processing with locally stored codes
and reducing implementation cost. The disadvantage is that if an attacker can also obtain
the spreading code in advance, they could construct spoofed signals. This necessitates
user identity management, which limits the scheme’s large-scale deployment. This code-
provisioning method is therefore best suited for highly trusted users, such as secure financial
infrastructure and critical power-grid nodes.

3.3.2. Estimation via High-Gain Antennas and Transmission

For users independent of the GNSS control segment, a high-gain antenna observation
system can be deployed to observe the authorized signal components and estimate the
authorized spreading codes. The estimates of multiple authorized codes are then multiplied
to produce the intermodulation component spreading code, which is transmitted to the
user. This approach is illustrated in Figure 5.

The advantage of this approach is that no authorization is required: the M-code and
P(Y)-code can be observed simultaneously and transmitted to the user, providing strong
authentication capability. However, the unpredictable sequence obtained lags behind the
GNSS signal, so the receiver must buffer signal samples and complete authentication after
receiving the spreading code. This introduces a time delay between signal reception and
authentication—a characteristic common to many authentication schemes. For example,
OSNMA requires reception of an entire navigation message frame, Chimera’s slow channel
requires collection of complete digital signatures, and PROSPA requires waiting to receive
authorized spreading codes. The feasibility of the proposed scheme under this generation
method is comparable to these established approaches, with the added advantage of
requiring no modification to the navigation signal and no impact on authorized spreading
code security.
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Figure 5. System connection for obtaining the authentication spreading code of the intermodulation
component through estimations from high-gain antenna observations.

3.3.3. Generation via Multikey Homomorphic Encryption

A forward-looking approach for generating intermodulation component spreading
codes exploits multikey homomorphic encryption techniques [23]. If different authorized
signal components employ the same multikey homomorphic cryptosystem to generate
spreading codes, the cryptosystem can produce a homomorphic key group satisfying the
following property:

ency, (d ® dp) = ency, (d1) @ ency, (d2) (13)

where ency(d) denotes encryption of data d under secret key k, and & is the bitwise XOR
operation. The key k, for generating the intermodulation component spreading code
can be derived from the keys of the two authorized spreading codes k; and k. via a key
derivation function:

ks = KD(ky k) (14)

The service center can directly distribute the homomorphic key corresponding to
the intermodulation component spreading code to the receiver. The receiver generates
the product of the authorized spreading codes using this key without accessing the in-
dividual authorized codes. This approach offers the highest efficiency among the three
methods. However, it requires that authorized signal spreading codes be generated by an
algorithm compatible with the multikey homomorphic cryptosystem, which is not the case
for operational navigation signals. This method is therefore forward-looking.

4, Performance Evaluation

This section evaluates the proposed scheme along four dimensions: robustness, se-
curity, efficiency, and cost. Robustness measures the receiver’s ability to reliably detect
spoofing. Security assesses the difficulty for an attacker to compromise the authentica-
tion mechanism. Efficiency captures how frequently authentication can be performed.
Cost encompasses the implementation overhead for receivers, the GNSS constellation,
and supporting infrastructure.

We take the operational GPS L1 signal as a concrete example and compare our scheme
with three representative authentication schemes that are close to practical deployment:

https:/ /doi.org/10.3390/s26134047
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Chimera (proposed for GPS) [9], OSNMA (proposed for Galileo) [8], and authorized
spreading code authentication in PROSPA [14] of the EXPLORERS program [15].
Table 2 summarizes the key parameters used in the performance comparison.

Table 2. Key parameters of each authentication scheme used in the performance comparison.

Parameter Proposed Chimera OSNMA PROSPA
Authentication signal IM (GPS L1) L1C/A marker — E1-A PRS snippet
Authentication code rate 5.115 Mcps 1.023 Mcps — 2.5575 Mcps
Duty factor 100% 5% — 100%
Pra 10-3/10°° 103/10°° — 10-3/10°
Civilian C/ Ny 30 dB-Hz 30 dB-Hz 30 dB-Hz 30 dB-Hz

4.1. Robustness

Robustness is measured by the detection probability at a fixed false-alarm
probability—the probability of correctly detecting a spoofed signal when the probabil-
ity of falsely flagging an authentic signal is held constant. Using the detection theory from
Section 3.2, the detection probability as a function of C/Nj is shown in Figures 6 and 7.

—}— 5% Chimera @ 50ms
—E— 5% Chimera @ 150ms
5% Chimera @ 300ms
Military authentication @ 2.5ms
—>¢— Military authentication @ 7.5ms
Military authentication @ 15ms
Proposed @ 2.5ms
Proposed @ 7.5ms
Proposed @ 15ms

CIN, [dBHz]

Figure 6. Detection probability of different authentication schemes. The false alarm probability is set
to Ppyg = 1073,

The performance gap between intermodulation component authentication and L1M
authorized spreading code authentication is mainly due to the power difference: the in-
termodulation component in the operational GPS L1 signal has a power of —161 dBW,
versus —158 dBW for the L1M authorized component. Consequently, the C/ Ny required
for equivalent detection performance is approximately 3 dB higher for the intermodula-
tion component.

Since both the proposed scheme and Chimera are spreading code authentication
methods, their robustness can be related through an equivalence relationship. Let DF
denote the duty factor of Chimera authentication, and let ajp; = Pjp1/ Pric be the relative
power of the intermodulation component to the civilian signal component hosting Chimera
markers. The equivalence between the signal collection time of Chimera Lcyjper, and that
of the proposed scheme Ly is:
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Lim = Lchimera X E (15)
XM
For example, with a Chimera marker duty factor of 5% and the intermodulation com-
ponent being 2.5 dB weaker than the civilian signal component, the ratio of signal collection
times required for the same detection probability is approximately 0.0889. The suggested
Chimera collection time of 150 ms thus corresponds to approximately 13.33 ms for the
proposed scheme.

1

—}— 5% Chimera @ 50ms
—E— 5% Chimera @ 150ms
09h- 5% Chimera @ 300ms
Military authentication @ 2.5ms
—»— Military authentication @ 7.5ms
08l Military authentication @ 15ms
Proposed @ 2.5ms
Proposed @ 7.5ms
07+ Proposed @ 15ms
0.6
a2 05F
04+
0.3
0.2
0.1

GN, [dBHz]

Figure 7. Detection probability of different authentication schemes. The false alarm probability is set
to Pry = 1070,

4.2. Security

Security concerns the scheme’s resistance to two classes of attacks: cryptographic
analysis and security code estimation and replay (SCER) [24].

4.2.1. Cryptographic Analysis Attack

Without access to the cryptographic keys, the intermodulation component spread-
ing code is unpredictable, so an attacker cannot directly synthesize a counterfeit signal.
A cryptographic analysis attack attempts to predict future spreading code values from past
observations. Using a secure cipher with an adequate key length makes such prediction
computationally infeasible. Since the authentication spreading code inherits the structure
of the authorized code, its resistance to cryptographic analysis is the same as that of the
underlying authorized signal.

4.2.2. Security Code Estimation and Replay (SCER) Attack

An SCER attack is designed specifically to bypass navigation signal authentication.
If successful, the attacker can produce a spoofed signal that passes authentication verification.

In an SCER attack, the attacker first receives and tracks the authentic GNSS signal.
The authentication symbols are treated as information-bearing elements, and an estimator
is set up to recover their values. These estimates are then used to construct a spoofed
signal [24].

Unlike simple re-transmission spoofing, SCER attacks can achieve negative
latency—the spoofed signal can precede the authentic one while carrying the recovered
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authentication symbols, thereby passing authentication verification. The attack proceeds as
follows: before the estimation is complete, random values fill the corresponding position
in the spoofed signal. Once the estimator recovers the symbol, the estimated value is
inserted for the remainder of that symbol’s duration, and the spoofing signal power is
raised. The effectiveness of this attack depends critically on the symbol duration: a longer
symbol width allows more accurate estimation and greater temporal freedom for forgery.

SCER attacks pose a significant threat to authentication signals. In the absence of
additional countermeasures, the primary defense is to minimize the unpredictable sym-
bol width (USW) in the authentication signal. USW is therefore the principal metric for
evaluating SCER resistance.

Table 3 shows the USWs of the proposed scheme, Chimera, OSNMA, and the autho-
rized signal LIM. The table shows that the proposed scheme achieves a SCER protection
level similar to that of Chimera and authorized signals, and higher than that of OSNMA,
which relies solely on navigation message authentication.

Table 3. USWs of the proposed scheme, Chimera, OSNMA, and the authorized signal L1M.

Scheme USW
Chimera proposed for GPS 0.9775 us
OSNMA proposed for Galileo 4 ms
Authorized signal authentication 0.1955 pus
Proposed authentication scheme 0.1955 us

4.3. Efficiency
Authentication efficiency is assessed mainly through the time to first authenticated fix
(TTFAF) and the time between authentications (TBA). These are related as follows:

TTFAF = @ +TBA (16)

The relationship between TBA and average TBA is given by

==+ IBA
TBA = —— (17)
Pp
The communication link data rate directly affects TBA and, consequently, TTFAF. As-
suming the receiver requires a signal collection time of N to perform robust authentication

and the communication link rate is Ry, the TBA can be expressed as:

& -1, Ry <Ry
TBA = { Rv (18)
0, R, > Ry

Here, Ry, is the data rate of the unpredictable spreading code, which is 5.115 Mcps for
the operational GPS L1 signal. The efficiency of intermodulation component authentication
is identical to that of LIM authorized spreading code authentication. Figure 8 shows the
TTFAF and average TBA of the proposed scheme as functions of the communication rate,
evaluated at a civilian signal C/ Ny of 30 dB-Hz.

As shown in Figure 8, a communication rate of 0.54 kbps is sufficient to achieve a
TBA of 180 s, matching Chimera’s slow channel. Matching the 1.5 s TBA of Chimera’s fast
channel requires at least 63.82 kbps. These values are evaluated at a civilian signal C/ Ny of
30 dB-Hz with Py = 103, Compared with OSNMA, the proposed scheme achieves an
average TBA of 30 s (the designed TBA of OSNMA) at a communication rate of 3.28 kbps.

https:/ /doi.org/10.3390/s26134047


https://doi.org/10.3390/s26134047

Sensors 2026, 26, 4047 14 of 18

Average TBA of proposed @ 2.5ms

—— TTFAF of proposed @ 2.5ms

‘ Average TBA of proposed @ 7.5ms
—— TTFAF of proposed @ 7.5ms

Average TBA of proposed @ 15ms

TTFAF of proposed @ 15ms

Rb=54.3bps - = —TBA of Chimera slow channel

TBA=180.34s - — —TBA of Chimera fast channel

— — —TBA of OSNMA

=)
R

Rb=3.28kbps
TBA=29.84s

Average TBA [s]

Rb=63.82kbps i
TBA=1.525

A
T

10°= ;
10 20 30 40 50 60 70 80 90
F('J [kbps]

Figure 8. TTFAF and average TBA of the proposed scheme as functions of the communication rate,
evaluated at a civilian signal C/ Ny of 30 dB-Hz.

4.4. Cost

The main implementation cost of intermodulation component authentication consists
of communication link overhead and receiver storage overhead (for caching either signal
samples or authentication spreading codes). Because the scheme requires no modification
to the navigation signal, it does not affect civilian signal reception or processing. The com-
munication overhead has been analyzed in the Section 4.3; Section 4.4 focuses on storage
requirements. Since the storage overhead is identical to that of authenticating via the LIM
authorized signal component, we compare the proposed scheme only with Chimera.

The storage overhead arises from caching either signal samples (when the authenti-
cation spreading code lags behind the GNSS signal) or the authentication spreading code
(when it is received in advance). This tradeoff is analogous to that in Chimera. Figure 9
shows the storage requirement for a receiver with 2-bit quantization and a 10 MHz sampling
rate, achieving a detection probability of 99.5% at Pry = 1073.

As shown in Figure 9, the storage requirement of the proposed scheme is substantially
smaller than that of Chimera. This advantage arises because Chimera’s authentication
markers are sparsely distributed (a typical duty factor of 5%), so only a small fraction of
the signal collection time contributes to authentication. In contrast, although the intermod-
ulation component has lower signal power, all spreading code chips within the collection
interval participate in authentication.

6 T

—+— 5% Chimera

—6— Proposed (cache samples)
ﬁ Proposed (cache code)

Storage requirement [Mbyte]
w

¢

R SRR~ ——R—R—PD

25 30 35 40
C/N, [dBHz]

Figure 9. Storage requirement of a receiver with 2-bit quantization and 10 MHz sampling rate.
A detection probability of 99.5% is achieved at Pry = 1073.
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5. Discussion

The proposed intermodulation component authentication scheme offers a pathway to
authenticatable navigation for civilian receivers without requiring either modernized GNSS
signals or access to authorized spreading codes. Several aspects merit further discussion.

5.1. Applicability to Other GNSS Constellations

The proposed method is applicable to any GNSS signal where at least two authorized
signal components are multiplexed at the same carrier frequency using constant envelope
modulation. We analyze the applicability across the four major GNSS constellations.

GPS. Both the L1 and L2 frequencies carry two authorized signal components—P(Y)-
code and M-code—satisfying the applicability condition. The GPS L1 signal, used as the
primary example in this paper, is one such case.

BeiDou (BDS). The BDS-3 B3 band (1268.52 MHz) carries the open service signal B3I
alongside two authorized signal components, B3Q and B3A [25]. Since B3Q and B3A share
the same carrier frequency, constant envelope multiplexing produces intermodulation
components whose spreading codes contain at least two authorized codes. The proposed
scheme is therefore applicable to BDS B3 signals.

Galileo. The E6 band (1278.75 MHz) carries the PRS signal (E6-A, government-
authorized access) alongside the Commercial Service signals (E6-B and E6-C), which
employ encrypted spreading codes. Their constant envelope multiplexing produces inter-
modulation components suitable for authentication.

GLONASS. Traditional GLONASS uses frequency division multiple access (FDMA),
where each satellite transmits on a slightly different carrier frequency; the intermodula-
tion mechanism described in this paper does not apply in that configuration. The newer
GLONASS-K2 satellites transmit CDMA signals on L1 and L2 with both open service and
secured components at the same carrier frequency [26]. However, only one secured compo-
nent per frequency has been observed to date. Moreover, K2 currently transmits FDMA
and CDMA signals through separate antenna arrays, so constant envelope multiplexing
between them is not required. Future GLONASS satellites are expected to adopt a single
navigation antenna, which will require constant envelope multiplexing of FDMA and
CDMA signals through a common amplifier chain [26]. In that configuration, intermodu-
lation between the FDMA secured signal and the CDMA secured signal would produce
components suitable for the proposed method. The applicability to GLONASS is therefore
prospective, pending the deployment of single-antenna satellites.

Table 4 summarizes the applicability analysis.

Table 4. Applicability of the proposed authentication scheme to the four major GNSS constellations.

Constellation Frequency Authorized Components Status
GPS L1, L2 P(Y)-code, M-code Applicable
BeiDou B3 (1268.52 MHz) B3Q, B3A Applicable
Galileo E6 (1278.75 MHz)  E6-A (PRS), E6-B/C (CS) Applicable
GLONASS L1, L2 CDMA Secured + FDMA P-code Prospective

The specific performance parameters (e.g., required signal collection time, storage
requirements) would need to be recomputed for each signal based on the power ratios of
the intermodulation components.

5.2. Limitations and Future Work

The proposed scheme has several limitations that warrant further investigation. First,
the authentication efficiency depends on the communication link data rate; receivers with-
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out broadband connectivity may experience a longer TBA. Second, the code-generation
approach via high-gain antenna estimation introduces a latency between signal reception
and authentication, although this latency is comparable to that of existing schemes such as
Chimera’s slow channel. Third, the multikey homomorphic encryption approach, while of-
fering the highest efficiency, requires authorized signals to adopt a compatible cryptosystem;
this is not the case for current constellations. For operational signals, the control-segment
and high-gain-antenna approaches remain the practical options.

The experimental results reported in this paper are based on real GPS L1 signal
observations collected using a parabolic high-gain antenna (see Section 2.2). A natural next
step is to deploy a prototype server infrastructure and conduct long-term field trials to
evaluate the scheme under diverse spoofing scenarios and environmental conditions.

6. Conclusions

This paper proposed a communication-assisted authentication scheme for civilian
GNSS receivers that exploits the intermodulation components inherently introduced by con-
stant envelope modulation. Unlike existing approaches, the scheme requires neither mod-
ernized authenticatable signals nor direct access to authorized spreading codes. The princi-
pal findings are as follows:

1.  The intermodulation component produced by constant envelope modulation of multi-
ple authorized signals carries an unpredictable spreading code that can serve as an
authentication feature, provided the code is the product of at least two authorized
spreading codes. Revealing the product does not materially compromise the security
of the underlying authorized codes.

2. The proposed receiver architecture supports detection of the intermodulation compo-
nent spreading code through binary hypothesis testing, with performance analytically
characterized under varying C/ Ny conditions.

3. Performance evaluation on the operational GPS L1 signal demonstrates that the
scheme achieves: (a) robustness and security comparable to Chimera; (b) stronger
SCER protection than OSNMA; (c) authentication efficiency exceeding Chimera’s
fast channel at a communication rate of 63.82 kbps and a civilian signal C/Ny of
30 dB-Hz; and (d) substantially lower receiver storage requirements than the sug-
gested Chimera configuration.

These results establish intermodulation component authentication as a viable and
practical approach for protecting civilian GNSS signals against spoofing attacks, particularly
in applications where receivers have communication capabilities but cannot be granted
access to authorized spreading codes.
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Abbreviations
The following abbreviations are used in this manuscript:

GNSS Global navigation satellite system

DOA Direction of arrival
IMU Inertial measurement unit
PRS Public regulated service

CASM  Coherent adaptive subcarrier modulation
POCET Phase-optimized constant-envelope transmission
SCER Security code estimation and replay

Usw Unpredictable symbol width

TTFAF  Time to first authenticated fix

TBA Time between authentications
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