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Abstract

The article presents an overview of knowledge in the field of energy microgrids as smart
structures enabling energy self-sufficiency, with particular emphasis on decarbonisation.
Based on a review of the literature and technical solutions, the characteristics have been
classified and, emphasising the potential for integrating different technologies within
microgrid structures, the role that microgrids and their users can play in the functioning
of the energy system has been defined. Energy microgrids can be the pillar on which
smart energy structures and smart grids, including energy systems using multiple energy
carriers, will be based. Microgrids can guarantee energy self-sufficiency within their area
of operation and support the entire energy system in this respect. Sensors that respond to
both electrical and non-electrical quantities must play a special role in such structures, as
they form the technical basis for the functioning of the smart energy sector.

Keywords: microgrids; smart grid; decarbonisation; energy management system; energy
storage; distributed generation; ancillary services

1. Introduction

Microgrids are currently regarded as an element of modern, transforming energy
systems. They are associated with concepts such as microgeneration, distributed generation,
renewable energy sources, energy storage, energy management, demand response, and
above all, smart grids.

The history of energy microgrids dates back to the beginning of the history of electrical
power engineering. The first structure supplying electricity using DC systems, built by T.
Edison in 1882, was in fact a microgrid [1,2].

Small systems were also the starting point for the energy industry in other parts of
the world. In Europe, in 1882, De Bolltes supplied 1.5 kW generated by a steam engine at
the Miesbach coal mine to an area 57 km away via a direct current line at a voltage that
today would be classified as medium voltage [3]. In 1897, the Sidrapong hydroelectric
power station in India was commissioned to serve local loads [4]. Small systems were
gradually connected into a larger network, creating more complex power systems operating
synchronously and now covering entire continents. The modern network operating within
the power system is one of the greatest achievements of modern engineering, a huge,
man-made machine on an intercontinental scale with thousands of generators and millions
of customers [5].

After the famous blackout in the USA in 2003 and later after Hurricane Sandy in 2012,
installations with diesel generators as a backup power source began to gain popularity,
enabling effective power supply to facilities for a longer period of time without the need to
draw energy from the grid [1,6].
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Such structures can be considered microgrids. History thus comes full circle. Interest
in the concept of microgrids and its clear development came after the first decade of the
21st century. This development was driven by advances in renewable energy technologies,
small-scale generation, energy storage systems and power electronics [7,8]. The result of
the growing popularity and development of the microgrid concept during this period is a
non-linear increase in the number of scientific publications in the field of energy containing
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the keyword ‘microgrid” (Figure 1).
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Figure 1. Number of articles (in thousands, logarithmic scale) in the Scopus database in the field
of energy (SUBJAREA(ENER)) concerning ‘microgrids’ (or ‘microgrid’); ‘nanogrids’ (or ‘nanogrid’);
picogrids (or ‘picogrid’), published in subsequent years—annual increases (a), cumulative values
(b) as of 27 July 2025.

The scale of scientific interest in the area of distributed energy systems is clearly
focused on microgrids, which are seen as the most versatile and scalable solution. The
number of publications using the concept of microgrids is by far the largest, with more
than 123,000 papers in 2025. Since 2008, we have seen an exponential increase in interest
in this issue. Nanogrids and minigrids are gaining attention as solutions for specific con-
texts, and although the number of publications using these concepts is steadily increasing
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(reaching around 3000 and 60 entries, respectively, in 2025), it is orders of magnitude
smaller compared to publications on microgrids. Picogrids remain in the realm of concep-
tual considerations and do not have a significant impact on mainstream energy research
(approximately 30 publications by 2025)—Figure 1.

Due to the individual and distributed character of projects, the small size of a single
investment, the lack of mandatory reporting and, in addition, the lack of a universal
definition and thus the lack of a uniform methodology, detailed and up-to-date global
statistics on microgrid deployments are not widely available. In 2019, they were estimated
to number more than 4500 [9]. There are also discrepancies in estimates of the size of the
global microgrid market. According to [10] the global microgrid market was valued at
USD 22.9 billion in 2024. The market is expected to grow from USD 28.9 billion in 2025 to
USD 140.7 billion in 2034, at a CAGR of 19.2%. According to [11], the global Microgrid
market size is USD 42.6 billion in 2024 and will expand at a compound annual growth rate
(CAGR) of 21.6% from 2024 to 2031. According to [12] experts predict the global microgrid
market will expand significantly, from $43.19 billion in 2024 (share of North America: 41%,
Europe: 28%, Azja Pacific: 23%) to approximately $236.18 billion by 2034 (Figure 2). This
growth represents a CAGR of 18.52% over the decade, which demonstrates the growing
importance of microgrids in the global energy sector. Such developments are driven
by, among other things, the growing demand for renewable energy sources, the need to
increase the resilience of energy infrastructure and the development of energy storage
technologies and grid management systems.
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Figure 2. Number Microgrid global market size to 2034 (according to [12]).

It is worth noting that the rate of growth accelerates in the second half of the decade
under review, with the market growing by more than USD 30 billion per year after 2030.
This may indicate accelerated global microgrid adoption and increased investment in the
energy sector (Figure 2).

Microgrids are becoming a key element in the global energy transition, with their
number and installed capacity growing at an impressive rate. The increase in the num-
ber and installed capacity of microgrids reflects the growing demand for local, flexible
energy solutions.

The aim of this article is to present and analyse knowledge about specific structures,
namely energy microgrids, in the context of the energy sector’s transition towards solutions
based on zero-emission generation, with particular emphasis on the role of various sensors
in the implementation of smart grid solutions. The review methodology consisted of
searching scientific databases and conference materials. From these searches, the most
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relevant and recent items on the functioning and management of microgrids were selected.
The search focused on the basic components of microgrids, with particular emphasis on
new trends in energy management, enabling energy self-sufficiency, taking into account
the issue of decarbonisation.

A narrative literature review methodology was chosen. This approach seems to us
to be more appropriate for this topic, given the multifaceted nature that has grown up
around the issue of the development of microgrid structures. The criteria for inclusion of
publications in this review consisted of two conjunctive conditions, namely: (1) must refer to
the concept of microgrids; (2) must come from reliable sources (scientific literature and grey
literature, but in the form of industry organisation reports, articles from recognised industry
portals, government documents and standards); (3) must address the issue of finding an
efficient form of energy distribution and use with a view to ensuring energy sufficiency.
In terms of condition (3), more detailed criteria were formulated for the content on an
alternative operator basis, namely concerning: (a) the history of the development of energy
structures; (b) the definition of concepts; (c) systematics and structure types; (d) structure
construction and components; (e) energy management; (f) sensors; (g) decarbonisation and
energy transition; (h) energy technology integration; (i) energy self-sufficiency. A departure
from direct reference to the concept of microgrids in the cited publications occurred in the
part of the article discussing examples of sensor applications to illustrate existing solutions
that could potentially also be used in microgrid structures.

Using a Boolean search strategy, the search terms used to select items are (microgrid®)
AND (power OR energy) AND (histor* OR definition* OR systematic* OR topolog* OR
example* OR component* OR structure* OR formation* OR management* OR sensor*
OR decarboniation* OR “energy transformation” OR integration OR self-sufficeincy). A
literature search was conducted in the Scopus database. The selection of publications was
limited to items no older than 2004 due to the significant increase in popularity of the idea
of microgrids that has occurred in the last 20 years.

The selection process involved restricting the items to English language, energy area
and open access, yielding almost 33,000 items. From this database of items, using the tool
available in Scopus “Refine search”, further keywords related to the themes discussed in
the paper were entered, yielding a few to several dozen publications each time, from which
titles and abstracts were searched, followed by full texts. In situations where publications
referred to other works or documents, the content was confronted with grey literature or
other works. Based on the collected materials, an analysis of the situation and the expected
role of microgrid-based structures was carried out.

Of the many issues covered, microgrid review papers tend to focus mainly on issues of
schemes, mechanisms and control strategies for microgrids ([8,13-16]), energy management
in microgrids ([17-20]) microgrid architectures ([17,21,22]), economic and market consider-
ations ([13,19,21]) the specifics and need for microgrid interoperability with energy storage
systems ([15,16,18,23]) RES generation technology issues in microgrids ([14,15,17,19,20])
equipment, security and/or communication methods in microgrids ([15,16,18,21,22]). The
works cited do not address the use of sensors in microgrids more extensively. An example
of the few review articles comprehensively addressing the use of sensors in the energy
management process in microgrids is the paper [24], which does not address the role and
importance of microgrids, nor does its scope include a discussion of microgrid functionality.
No publications have been encountered in the literature that critically address the definition
and classification of structures commonly referred to as microgrids. This article, in contrast
to the aforementioned ones, seeks to present and complete the current picture of the key
components of the microgrid category as a modern, intelligent and self-sufficient energy
structure, a structure adapted to the challenges of the energy transition. The comprehensive-
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ness of this review relates to the level of potential frameworks for energy self-sufficiency of
microgrids based on the use of a variety of sensors.

The article is structured as follows: after the introduction (Section 1), the problem
of defining the concept of microgrids is analysed (Section 2), followed by a discussion
of possible classifications of microgrids (Section 3). Section 4 analyses the basic compo-
nents that make up the structure of a microgrid. Section 5 is dedicated to the issue of
using sensors in microgrids. Section 6 analyses the functioning of microgrids in the con-
text of the challenges associated with the energy transition, with particular emphasis on
decarbonisation. Section 7, based on the information presented in the previous sections,
discusses the expected role that microgrids and their users may play in a smart power
system with signalling of research directions. The whole is concluded by Section 8 with
summary conclusions.

2. Definition of a Microgrid

In addition to microgrids, structures comprising smaller installations and energy net-
works are also referred to as nanogrids, picogrids [25] and minigrids. Picogrids, nanogrids,
and microgrids are types of electrical grids typically associated with individual households,
buildings, and neighbourhoods, respectively, and are ultimately connected to the main
power distribution grid or to another microgrid [21].

A picogrid is a small-scale energy network that distributes power at the device level,
utilising devices with storage capabilities as decentralised energy storage units. One
key advantage of picogrids is their ability to supply power specifically suited to the
requirements of individual appliances [26,27].

Nanogrid refers to a single small power system with features such as: residential, small
industrial or commercial site; small in size (<50 kW); behind a single meter; includes the
generating source, in-house distribution, and energy storage functions (thermal/electric),
also obtained with electric vehicles [28].

The energy distribution system for a single house/building can be called a ‘nanogrid’,
while the distribution system for multiple houses/buildings can be called a “microgrid’,
consisting of interconnected nanogrids [29]. A nanogrid is a compact version of a micro-
grid, usually designed to supply power to a single building or individual load. Whereas
microgrids function as foundational components of a smart grid, nanogrids act as the cell
units within a microgrid [30]. Minigrids are small-scale power generation systems that
supply electricity to a limited group of users. Their generation capacity typically ranges
between 50 kW and 1 MW. They offer an effective solution for providing electricity in
rural areas [30].

However, there is currently no consensus on the precise terminology and categori-
sation of concepts, especially in terms of the installed capacity of structures assigned
to pico-, nano-, micro- and milli-grids [21]. The most popular concept in this context
is microgrid, and attempts are being made to fully define and standardise it. Micro-
grids are the subject of dedicated standards (e.g., IEC TS 62898 series). Although there is
still no consensus on a strict definition of microgrids in terms of control, operation, and
energy/power management [31].

The IEC defines a microgrid as “group of interconnected loads and distributed energy
resources (DER) with clearly defined electrical boundaries that acts as a single controllable
entity with respect to the grid and can connect and disconnect from the grid to enable it to
operate in both grid-connected or island mode.” [32].

CIGRE C6.22 Working Group’s Microgrid Evolution Roadmap, TEEE standard
2030.7 [33] and U.S. Department of Energy (DOE) all define microgrid in similar terms—
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loads, distributed energy resources (generation, storage and load control), and the concept
of operating with or without a grid [34-37].

The IEEE 2030.7-2017 standard reduces the complexity of microgrids to two fixed
operating modes (Steady State Grid Connected and Stable Island) and four types of transi-
tions (Transition from Grid Connected to Steady State Island—Planned; Grid Connected to
Steady State Island—Unplanned; Steady State Island reconnect to Grid; Black Start into
Steady State Island). These definitions do not mention a control unit for facilitating the
system’s features (e.g., seamless transfer and working as a supplementary power sup-
ply) [38]. None of the sector definitions specifies the minimum time for which a microgrid
should be able to operate efficiently without being connected to the power grid. Nor do
the definitions say anything about the size of the distributed energy resources used or the
types of technology that may be implemented.

It can be concluded that microgrids are distributed energy resources that can operate
autonomously. Microgrids are defined by their function, not by their size. The size of a
microgrid depends basically on the peak power required by the loads [39]. Microgrids are
anticipated to include all the fundamental elements of a conventional power system on
a smaller scale, excluding certain non-essential components like transmission lines and
substations. The primary concept behind a microgrid is to integrate a limited number of
distributed generation units and manage them efficiently without forming a complicated
network. Key elements of a microgrid include a hierarchical control structure, a point of
common coupling (PCC), distributed control based on local data, and a defined area that
facilitates the organised integration of distributed generation units to ensure the system
operates reliably [38].

A microgrid is a possible future energy system paradigm formed by the intercon-
nection of small, modular generation units, storage devices and controllable loads in
distribution systems [40]. Microgrids offer an effective platform for energy harvesting and
load-side energy management, contributing to energy savings [41].

In view of the above definitions, a microgrid should be treated as a structure enabling
the distribution of energy within a specific limited area, which may include various carriers
and forms of useful energy, at least partly originating from its own generation sources
classified as distributed generation or microgeneration technologies. A microgrid can
be equated with a small, physically connected, fully functional, self-controlling and au-
tonomously operating energy system, which may or may not have an active connection to
the external national power system. The term ‘small” system is vague, and in the absence of
criteria currently agreed upon by energy experts (regarding the range of installed capacity),
the criterion of the voltage used in the network should be considered, namely, within a
range not higher than that corresponding to medium voltages. Any connection to the
national power system should therefore be at the level of the power distribution network
(low voltage, seldom medium voltage). If a microgrid is to operate in island mode in the
long term, it must meet high requirements in terms of having sufficient energy storage
capacity or relying on high flexibility of internal energy demand. Consumers are open to
participating in demand side response (DSR) programmes, offering their own energy usage
flexibility in exchange for specific bonuses [42].

It should be noted that a microgrid itself cannot be considered part of the public
distribution network. A microgrid does not exchange energy with the external network in
a disorderly manner, like an inflexible prosumer, but in a properly controlled manner. From
the network operator’s point of view, an intelligently managed microgrid can be treated as
a flexumer [43]. Aggregator models that disregard the physical locations of generators and
loads (e.g., virtual power plants) are not microgrids [44].
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Microgrids can be hierarchically composed of smaller networks or installations with
characteristics of autonomous management and, at least partial, self-balancing, and can
also be combined into larger structures [45] (sharing energy, e.g., within a community [16]).

A microgrid operator is more than just an aggregator of small generators, a network
service provider, a load controller or an emissions regulator—it performs all these functions
and serves multiple economic, technical and environmental objectives. One of the main
advantages of the microgrid concept over other ‘smart’ solutions is its ability to deal with
the conflicting interests of different stakeholders in order to achieve a globally optimal
operational decision for all players involved.

Microgrids are increasingly recognised as a game-changing solution to today’s energy
challenges, driven by the need for efficient, resilient and sustainable energy systems.
It is considered that the smart grid is an advanced form of the microgrid, enhanced
by information and communication technology (ICT) to improve grid operations and
customer service [15,46].

3. Types of Microgrids

Due to the lack of a universally recognised classification and their lesser popularity,
‘picogrid’, ‘nanogrid’, ‘minigrid” and ‘miligrid” will not be distinguished in the rest of
this article, and all structures with the above-mentioned characteristics will be referred to
as ‘microgrids’.

As technical facilities, energy microgrids can be categorised according to various
criteria characterising their structure and resulting from their functionality, so there is a
wide variety and multitude of practical solutions. Microgrids are used in various sectors,
including residential areas, shopping centres, industrial facilities, and even transport hubs
such as airports and ports [47] (Table 1).

Table 1. Examples of classification criteria for microgrids.

Category Realisations

houses, buildings, campuses, factories, industrial parks, storage
halls, agricultural farms, social activity areas, logistics bases,

Area/application military bases, tourist camps, research and survey stations,
vehicles, aircraft and ships
Location urban, remote
Boundary static, dynamic
. residential, industrial, commercial, agriculture, public, special,
Scenario

remote, on-chip, nano-satellite

Energy carriers

electricity: DC, AC (single-phase, three-phase, multi-phase),

hybrid (AC/DC);

heat and/or cooling, hydrogen, fuels (gaseous, liquid)

Mode of operation

islanded (off-grid), grid-connected

Types of energy sources

emission-free, conventional, mixed

Character

embedded, mobile, temporary

Scale (generation capacity)

small (<10 MW), medium (10-100 MW), large (>100 MW)

Control

centralised, decentralised, distributed

Types of architectures

radial, parallel, star, ring, mesh

Source: own work, based on: [8,15,17,22,38,48-54].
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One of the distinguishing features of a microgrid is its connection to the external

power grid. A microgrid may comprise a single installation or a conglomerate of multiple

facilities belonging to different entities (see Table 2).

Table 2. Examples of microgrid implementation.

Examples

Fully Autonomous (Off-Grid)

Cooperating with the Power System
(On-Grid, Sometimes Off-Grid)

Objective: to Enable an
Independent Power Supply

Objective: Improving Power
Quality and Reliability

Research stations in hard-to-reach

Hospitals, data centres, shopping

Covering installation in a

single facility

centres, warehouses, production
facilities (e.g., continuous operation),
apartment blocks, large-scale
buildings, buildings of strategic
importance,

areas, tourist shelters, masts
(observation, telecommunications,
measurement, etc.), mines, special
production plants (close to deposits)

Covering multi-site installations

Remote villages, settlements, offshore
islands, camps, military bases,
outdoor event venues, remote

industrial areas, etc.

Campuses/towns (business,
university, medical), parks
(industrial, warehouse, storage), etc.

Source: own elaboration.

Among the various types of microgrids, certain configurations demonstrate a signifi-
cantly higher predisposition toward achieving energy self-sufficiency. The most prominent
are off-grid (islanded) systems, which by design must ensure continuous, independent
energy supply, often in the absence of any connection to the public grid. Such systems are
commonly deployed in remote or inaccessible locations, including isolated settlements, re-
search stations, or military installations, where autonomy is a necessity rather than a choice.
Similarly, microgrids based on renewable energy sources (such as solar, wind, hydro or
biomass), when supported by sufficient storage capacity and effective energy management,
are inherently well-suited for self-sufficient operation. High levels of autonomy are also
characteristic of mobile or temporary microgrids, which are intended to function indepen-
dently in field conditions, for instance during emergency response operations or military
deployments. Furthermore, distributed control architectures increase the resilience and
local decision-making capability of microgrids, making them more robust against external
disruptions and more conducive to autonomous operation. In contrast, grid-connected
microgrids, particularly those operating in urban or industrial settings, generally prioritise
energy efficiency, reliability, and cost optimisation over full independence, although many
retain the capability to operate in island mode temporarily. Consequently, the degree of
energy self-sufficiency is closely related to the microgrid’s operational mode, location, and
strategic purpose.

4. Microgrid Components

Microgrids, as platforms integrating energy supply units (microgeneration), consump-
tion units (controlled loads) and energy storage units within their own local distribution
network, must have a structure management system in order to intelligently utilise the
opportunities offered by the interaction of these components and achieve energy self-
sufficiency for users. In modern civilisation, the most popular and useful form of energy is
electricity, so a microgrid should primarily include electricity conversion and distribution
systems. The basic components that make up an energy microgrid are discussed below.
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4.1. Management System

Microgrids in the field of electricity distribution can use hybrid AC/DC networks to
integrate multiple energy sources and energy storage systems. At the heart of this integra-
tion are energy management systems (EMS), which support control, energy management
and the reliability of such an integrated system [55].

The management system does not operate in an isolated environment and cannot
ignore a number of factors, which can be divided into [18,19,56-58].

e Internal, resulting from the technical conditions for the correct operation of the microgrid:

@) Energy level in storage facilities (e.g., batteries, heat storage tanks);

O Quality requirements for the energy supplied;

O Rules for operating the microgrid (e.g., voltage conditions, load limits on
power lines, possibilities for regulating flows and reactive power, permissible
parameters for the storage and transmission of other energy carriers).

e  External, resulting from the environment in which the microgrid operates:

@) Availability of carriers, supply of primary energy resources (including
weather conditions);

O Requirements of the external distribution network operator (in the case of
cooperation with the national power system).

e  Resulting from the specific nature of the activity served by the microgrid:

O Instantaneous power demand of consumers;
O Optimisation of operating costs.

User requirements depend on the expected functionality of the facilities (e.g., resulting
from production processes—for industrial microgrids, municipal and residential needs—for
microgrids in buildings).

A comprehensive energy management solution incorporates process data from control
and data acquisition systems, network monitoring, inverters, system automation, and
other components. Additionally, the remote cards are designed as plug-and-play devices,
allowing for fast and easy installation of the management system [53].

A microgrid requires an effective EMS to oversee the operation of its intricate network
of electrical, thermal, and mechanical components. This system should deliver both short-
term results—by adjusting to fluctuations in demand and production—and long-term
benefits—by extending the lifespan of the most expensive and sensitive microgrid elements.
Ultimately, this leads to lower system costs and greater overall benefits [59].

The technical and mechanical aspects of EMS must be carefully maintained to improve
system reliability by effectively managing both user and utility sites. An optimisation
technique is essential for EMS to regulate the actions of consumers, stakeholders, and
utilities concerning production, consumption, market demand, and cost [15].

Microgrid optimisation aims to maximise the instantaneous power output of genera-
tors, extend the lifetime of the energy storage system (ESS), and minimise environmental
impact and operating costs. To achieve this, it is necessary to define constraints and
objective functions that address the microgrid’s operating costs.

A broader approach to decision-making by EMS includes, in addition to model-
based methods (such as distributed optimisation based on consensus algorithms, game
theory, and MPC (model predictive control) algorithms, data-driven methods whose
main feature is the lack of a model of the system to perform energy management
(e.g., stochastic, robust, distributionally robust optimisation algorithms, deep neural
networks, reinforcement learning) [45].
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For such a management system to work efficiently, it must be based on new technolo-

gies that enable multi-criteria optimisation in changing conditions, taking into account

multiple parameters in real time. Methods and techniques based on Al, technologies using

Blockchain and IoT (under the collective name BloT) are used here. Various optimisation
techniques are used [20,59]—Table 3:

Table 3. Modern methods, techniques and instruments for energy management in microgrids.

Methods or Techniques

Instruments

Classical (Linear and Non-linear Programming)
Metaheuristics (e.g., Genetic Algorithms, Particle
Swarm Optimisation, Grey Wolf Optimisation, Ant
Colony Optimisation, Bacterial Foraging
Optimisation, Artificial Immune System, Artificial
Bee Colony, Crow Search Algorithm)

e  Dynamic programming
e  Stochastic and robust programming
e  Predictive control )
e  Multiagent e Real-Time Energy Management RTEM
e Artificial intelligence (e.g., Fuzzy Logic, Rough sets ~ * Grid-Interactive Efficient Buildings/Object GEBs
analysis, Artificial Neural Networks (Deep, *  Demand Side Response DSR )
Convolutional, Recurrent, etc.), Generative * E(,:C (Er}ergy Control Centres): EMS + SCADA
Adversarial Network, Machine Learning, e  Microgrid Control System MCS
Reinforcement Learning, Deep Learning, Game
Theory, Analytic Hierarchy Process, Entropy
Weight Method)
e  Other techniques (e.g., based on a Rolling Time
Horizon, Q-Iteration Algorithm based on Markov’s
Decision Process, Generalised Reduced-Gradient
Algorithm, etc.)
Blockchain and Internet of Things BloT
ICT
Source: own elaboration.

The system has three main control models, each with its own advantages and disad-
vantages. Distributed control may be a good compromise, providing satisfactory quasi-
optimal solutions at reasonable computational costs and communication layer complexity
(see Table 4).

Table 4. Types of control within the microgrid management system.
Centralised Decentralised Distributed
Main type of control Hierarchical Master-slave Multi-agent cooperative
Communication
infrastructure not .
required e Reduced computational
High reliability complexﬁ}{ .
Advantages A globally optimum solution Low computational Greater reliability

Greater scalability

complexit
by Easy function in real time

Higher scalability
Acceptable function in
real time
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Table 4. Cont.
Centralised Decentralised Distributed

Reliable communication
infrastructure require Suboptimal soluti
Stability dependent on Cu optima io ution
communication network . . ¢ ommunicaton

Disadvantages High computational Failure to ack}leve the mfra.sjcructure required
effort global optimum e  Stability dependent on

Low scalability communication network

Complex function in
real time

Source: own work, based on [8,14,21,53,60-62].

Centralised control is often used in scenarios where a high level of coordination is
required, such as in grid-connected microgrids where the central controller can manage
power flow and ensure stability [63,64]. Decentralised approach is suitable for islanded
microgrids or scenarios where reliability and fault tolerance are critical, such as in remote
or off-grid locations [65-67].

Distributed control is suitable for complex microgrid configurations, including net-
worked microgrids and hybrid AC/DC microgrids, where coordination among multiple
distributed energy resources (DERs) is necessary [68,69]. The distributed control scheme
allows for a combination of centralised and decentralised control to a certain extent. In this
approach, each local controller gathers information such as voltage and frequency from
nearby units. This local data exchange, facilitated through two-way communication links,
supports the central controller in achieving a global solution [62].

In simple terms, it can be said that centralised control is effective for small-scale
microgrids, while decentralised control is better suited for large-scale microgrids. [16].
However, the choice of control strategy in microgrids depends on the specific application
scenario, desired reliability, and system complexity. Centralised control is suitable for
highly coordinated tasks, decentralised control excels in reliability and fault tolerance, and
distributed control offers a balanced approach for complex and scalable systems.

An example of a central microgrid controller project, integrating metering, monitoring
and energy management, is presented in [70]; it cooperates with, among other things, an
energy demand forecasting module and an energy storage system. The paper [71] presents
experience with the design and implementation of a microgrid in a commercial building,
based on a centralised hierarchical control strategy to optimise its functionality. The
implementation of the microgrid significantly reduced the electricity costs for connected
loads in the building by 19.5%. Case studies comparison table for decentralised and
distributed control strategies for microgrids can be found in [69].

Energy management objectives and strategies in a microgrid are shaped by user
preferences. Because microgrids are modular and highly customizable, each one has distinct
goals influenced by factors like geographic location, the types of installed equipment and
loads, energy tariff structures, government policies, and the available energy storage and
generation options within the microgrid [20].

An additional issue is emergency management strategies, which should be anticipated
by the microgrid management system. These strategies are designed to increase the reliabil-
ity of the microgrid in the event of potential random events, such as N-1 events, N-2 events,
overloads, excessive generation, and short circuits. Emergency management strategies
can be divided into preventive measures, protection against failures, and management of
power outages [72].
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4.2. Energy Sources

Another group of mandatory components of a microgrid structure are its own energy
generation units, whereby a microgrid can be a multi-energy structure, i.e., in addition to
electricity sources, it can also include sources of other forms of energy [73]. These sources
are characterised by belonging to distributed generation sources with a single source
capacity of less than 100 MW. The diversity of technologies promotes diversification, with
zero-emission technologies being desirable, and modular SMR (Small Modular Reactors)
are also being considered for use in microgrids [74].

Technologies used in a microgrid encompass both emerging and established solutions.
These include innovative concepts like combined heat and power (CHP), micro wind
turbines (MWTs), photovoltaic (PV) systems, microturbines, and fuel cells, alongside
well-established technologies such as synchronous generators powered by DC engines,
single-phase and three-phase induction generators, and small-scale hydroelectric systems.
Dedicated chapters are devoted to the use of renewable sources in energy generation for
microgrids, e.g., [75,76].

A special form of zero-emission energy generation in microgrids, which distributes
heat in addition to electricity, is the recovery of thermal energy [77-79]. Heat recovery
is an increasingly popular method in industry for reducing energy costs and minimising
environmental impact. Heat recovery involves capturing and reusing heat generated
during industrial processes, thereby reducing the amount of energy that would otherwise
be wasted (Table 5).

Table 5. Waste heat recovery technologies.

Devices Action

Heat exchangers, economisers, waste heat boilers,
air heaters

Transferring heat from one medium to another, e.g., from
exhaust gases, industrial liquids, air, hot surfaces or waste
streams in drying and cooling processes.

Recovery of heat (which would otherwise be lost) from

Recuperators ventilation air (e.g., from production halls, where ventilation

exchanges heat with fresh air)

Use electricity to transport heat from one place to another,

Heat pumps capturing heat from the air, water, and ground
Electricity and heat in a single process, significant recovery of
Combined heat and power (CHP) systems waste heat that can be reused in the technological process or

for heating

Steam turbines and generators

Recovery of waste heat from industrial processes (process
steam) to drive steam turbines with a (synchronous) generator

Absorption cooling systems Use of waste heat for cooling

Source: own work based on [80-83].

4.3. Energy Storage

Energy storage systems are tools that facilitate the self-balancing of microgrids. The en-
ergy storage system is crucial in regions with unpredictable weather conditions because of
its ability to store energy and maintain a balance between energy supply and demand [59].

Technologies enabling effective storage in the short term (between times of day or a
maximum of several days) and in the longer term (between seasons) are used. Storage can
take the form of electricity (electrochemical, electromagnetic field), heat or fuel (including
hydrogen)—Table 6.
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Table 6. Energy storage technologies.

Technology Features

Short-term energy storage

Fast response time (milliseconds), high energy density,

Lithium-ion batteries (Li-Ion) decreasing production costs

Other electrochemical cells (BES), e.g., nickel-metal
hydride (NiMH), lead-acid (PbA, CLAB),
sodium-sulphur (NaS)

Mature technology, relatively short lifetime, high
energy density

Fast charging and discharging at high power (power
Supercapacitors (UC, EDLC): fluctuations in the network), very fast response time, long
service life (millions of cycles), high instantaneous power

Store kinetic energy in rotating mass, providing rapid delivery
Flywheels (FES) of power pulses (usually for up to several minutes), a source of
inertia for the power grid

High heat capacity, durability, low storage costs, particularly
effective in combination with cogeneration systems, possibility
of integration with heating systems

Thermal energy storage (TES), e.g., molten salts,
sand as a heat storage medium

Technologically advanced—the phenomenon of phase change

Phase change materials (PCM) in a material to absorb and release thermal energy

Solid-state batteries Greater capacity, longer service life than lithium-ion batteries

Flow batteries, including vanadium redox flow batteries

Other technologies (VRFB); superconducting coils (SMES), liquid air LAES
Long-term energy storage
Hydrogen tanks Water electrolysis + fuel cells to generate electricity PEM,

MCEFC, SOFC

Storage of large amounts of energy in an easily transportable
form, high energy density, retain their energy value for months
or years; use in vehicles and as an industrial raw material

Synthetic fuels (ammonia PtA, methane PtN, liquid
PtL, methanol)

Storage in tanks/caverns, release as expansion air/gas to drive
CAES compressed air, pressure stores turbines, possibility of achieving high energy density, energy
storage time dependent on the tightness of the installation

Source: own work based on [15,48,84-90].

4.4. Controllable and Categorised Loads
The microgrid has to manage the loads by accomplishing the following tasks [91]:

e Load monitoring, analytics, and prediction.

e Load balancing and demand response.

e Load shedding for non-crucial loads to fulfil the net import or export power in
on-grid mode.

e  Stabilise the voltage and frequency in the islanded mode.

e  Enhance the power quality and reliability of critical loads.

e Load scheduling and resource planning for the resilient operation.

Loads can be categorised into four types: noncontrollable, shiftable, controllable
comfort-based, and controllable energy-based loads. Controllable loads, often referred
to as smart loads, combine noncritical loads—capable of tolerating short-term voltage or
frequency fluctuations—with a power electronic interface that electrically isolates the load
from the power source [59].



Sensors 2025, 25, 6707

14 of 51

The simplest classification of loads divides them into two categories: critical loads,
which must operate to ensure the safety of microgrid users, and other (non-critical)
loads—Table 7.

Table 7. Basic classification of loads in microgrid.

Type Definition Examples
Loads requiring high quality and Loads b ed o hospitals, m111ta1y
reliability of power suoply. loads wh bases, critical infrastructure, security
Critical load el y Of POWET Supp’y, foacs whose and fire protection installations,

failure to operate may cause significant

. . water infrastructure or the
economic, social or health damage.

communications sector

Non-critical load

These are usually household goods
and appliances such as washing
machines, dryers, dishwashers,

lighting, air conditioning and heating.
In industrial installations, appliances
that can be considered non-critical
are determined by the specific nature
of the production process.

Load devices that do not require high
power supply reliability, as their
operation does not affect life-sustaining
functions, and their failure to operate at
a specific time will not cause significant
economic losses or significantly reduce
user comfort.

Source: own elaboration.

4.5. Microgrid Equipment to Support the Achievement of Energy Self-Sufficiency

Achieving energy self-sufficiency through a microgrid requires not only the presence
of basic components such as energy sources, storage systems and management systems, but
also their proper integration and ability to operate autonomously in dynamically changing
conditions. It is crucial to equip microgrids with technologies that enable:

e independence from external energy suppliers

e  full control of the local energy balance,

e flexible supply and demand management,

e dynamic adaptation to environmental conditions,
e use of locally available energy resources,

e response to emergency and crisis situations.

Self-sufficiency begins at the level of local, low-emission energy sources, whose op-
eration is supported by systems that enable them to adapt flexibly to changing weather
conditions. To this end, microgrids are equipped with AC/DC converters and multi-
channel inverters, including grid-forming inverters, which allow different energy sources
to interact in a hybrid AC/DC structure [92]. In addition, optimising production involves
the use of control systems such as solar tracking systems and MPP (Maximum Power
Point) controllers for PV systems, which enable real-time maximisation of solar panel effi-
ciency [93], or automatic control systems for the direction and angle of microturbine blades.

Energy storage in a self-sustaining microgrid acts not only as a time buffer, but also as
an element to stabilise grid parameters. For this purpose, it can be used [94-96]:

e Integrated Multi-Modal Storage Systems, combining, e.g., Li-lon batteries with Ther-
mal Energy Storage (TES) and hydrogen storage, so that energy can be balanced in
different forms,

e  Energy storage management systems (BMS/ESS Controller) interfacing with the EMS,
allowing intelligent charging, discharging and reserving of resources depending on
demand forecasts and scenarios,

e Inertial stabilisation resources (e.g., flywheels or supercapacitors) to provide rapid
responses to voltage or frequency spikes, critical in islanding mode.
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At the heart of the self-sustaining microgrid is the decision-making system, supported
by an extensive measurement and control infrastructure. Key elements include:

e A network of energy sensors monitoring real-time generation, consumption, energy
quality and equipment condition parameters

e  Demand and production forecasting systems (e.g., based on machine learning), taking
into account weather factors, equipment operating schedules and historical data,

o  Local automation systems (PLC, HMI, SCADA), enabling instantaneous responses to
system changes and control of resources without human intervention,

e  Cybersecurity systems to protect user data and guarantee the integrity of EMS decisions.

Self-sufficiency requires not only ensuring energy supply, but also optimising con-
sumption, coordinating the management of different types of energy resources in a
given community to minimise energy costs [97]. To this end, the microgrid should be
equipped with:

e  Dynamic load management (DR/DSM) systems, allowing demand shifting and critical
consumption reduction (load shedding),

e Managed loads with adaptive comfort functions—e.g., HVAC systems or lighting
systems that react to occupant presence or energy availability,

e Intelligent terminal devices to communicate with the EMS and control energy con-
sumption according to an optimisation algorithm,

A fundamental aspect of microgrid self-sufficiency is the ability to operate in island
mode. This requires:

e Automation to separate the microgrid from the host network, while maintaining the
stability of network parameters

e  Mechanisms to automatically re-establish the connection (re-synchronisation) with the
power system, while ensuring the technical conditions for synchronisation,

e Backup control logic and emergency systems, operating independently of the
external network.

5. Sensors in Microgrids
5.1. Overview

Intelligent sensors are key to real-time monitoring and control of microgrid compo-
nents, ensuring efficient and reliable operation [24,98]. Sensors enable coordinated and
automated responses to changes in energy demand and supply [98,99]. They are used to
collect and store data on energy production, consumption and storage, which is essential
for predictive maintenance and optimisation of energy resources [98,100]. Thanks to the
integration of smart sensors and advanced control systems, microgrids can significantly
improve energy efficiency and reduce operating costs [101]. However, the huge amount
of data generated by sensors requires robust data management and analytics to optimise
energy management [100,102].

Various types of voltage and current sensors are installed in the smart grid to detect
and identify system or line faults. With the support of Information and Communication
Technology (ICT) and the Internet of Things (IoT), these sensors enable automatic fault
recovery actions to be initiated promptly [15].

To maintain the reliability and safety of power transmission and distribution systems,
various sensors are utilised. Current and voltage sensors are crucial for detecting faults,
evaluating the performance of relays, and protecting the electrical grid. For example,
non-contact inductive current sensors identify faults by detecting changes in current flow.
Additionally, when high current loads cause transmission line temperatures to rise, surface
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acoustic temperature sensors [103] are used to monitor these increases, helping to prevent
overcurrent issues.

Furthermore, issues like short circuits, wiring errors, or lightning strikes can cause
power quality problems, leading to voltage and current fluctuations that could harm con-
sumer devices. To address this, online sensors such as power quality monitors control the
quality of the power supply, thereby contributing to reductions in power outages and load
shedding. Fibre-optic sensors offer comprehensive monitoring of overhead transmission
lines, tracking parameters like stress, strain, tension, magnetic fields, acceleration, and
temperature. Finally, smart continuity grid sensors are employed to optimise electricity
usage and enhance overall availability.

Smart Meters are equipped for real-time data collection, directly measuring key elec-
trical parameters such as voltage, current, frequency, and phase angle. Thanks to their
bidirectional communication, this recorded data is then securely and continuously trans-
mitted to both the service provider and the customer. A crucial feature of Smart Meters is
their ability to remotely manage the power supply-to-demand balance; they can connect or
disconnect loads and control end-user power usage to help decrease overall consumption.

Current transformers and voltage transformers act as essential connections between
measurement equipment—such as data acquisition systems and phasor measurement
units—and the power system. However, harsh weather and challenging operating condi-
tions can speed up transformer ageing, raising the likelihood of saturation. If transformer
saturation is not properly managed, it can negatively impact the online monitoring, control,
and protection mechanisms of microgrids [104,105].

Intelligent resource management involves responding to the effects of changing factors.
Appropriately selected sensors are used to monitor these factors. The following types of
sensors are used in microgrids, listed in order of popularity [24]: temperature, current,
voltage, power, humidity, gas, frequency, pressure, vibration, and light. Examples of
different types of sensors that can be used in smart microgrids are listed in Table 8.

Table 8. Sensors and their use in microgrids.

Sensor Types (Measures) Examples of Use

Voltage

Monitoring: voltage levels, power quality, network stability and performance,
triggering of protective relays, participation in voltage regulation, fault
detection, cooperation with Battery Management Systems:

Loads [106]

Generation [107,108]

Energy storage [109-111]

Energy distribution [112-115]

Current

Monitoring: power quality, loads, triggering of protections in case of overloads,
participation in flow optimisation, fault detection, cooperation with Battery
Management Systems:

Loads [116,117]

Generation [107]

Energy storage [23,118]

Energy distribution [112,114,115,119,120]
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Table 8. Cont.

Sensor Types (Measures)

Examples of Use

Smart metering, energy settlement, smart device control, cooperation with
EMS, stability assessment, security triggering

Power (active and reactive) Loads [121-124]

Generation [124-126]
Energy storage [124]
Energy distribution [115,127,128]

Frequency

In AC systems monitoring of the energy balance, initiation of synchronisation
with the external system [129-131]

Touch

Manual control of components [132]

Vibration

Equipment diagnostics, identification of maintenance needs
Loads [133,134]
Generation [135-137]
Energy storage [138]
Energy distribution [139,140]

Acoustic

Equipment diagnostics
Loads [141]
Generation [142-144]
Energy distribution [145-147]

Temperature

Device diagnostics, support for proper operation, temperature as a control
signal
Loads [148-152]
Generation [153-156]
Energy storage [111,157,158]
Energy distribution [159,160]

Speed

Measurement of fluid velocity (water, air, fuels) to improve the efficiency of
generation based on the availability of these fluids, Monitoring of infrastructure
operating conditions (exposed to wind gusts, for example) [161,162]

Pressure

Internal pressure monitoring in energy storage systems [163,164], in liquid and
gas distribution systems, and leak detection

Gas

Monitoring gas emissions, detecting fire hazards, monitoring combustion
effects in boiler systems, detecting leaks and other damage and
by-products. [165,166]

Humidity

Generation monitoring—humidity affects the performance of PV panels and
turbines (including wind turbines) [167-169], monitoring in battery
rooms—preventing loss of performance or damage

Light

Sunlight intensity as a signal controlling artificial lighting [170], control of
generation from solar sources (solar tracking) [171]

Location

Predicting energy consumption according to the location of users and their
devices [172,173], estimating the volume of available raw materials (e.g.,
biomass transport), utilising the available battery potential in EVs, locating
equipment and service teams

Source: own elaboration.

Sensors play a crucial role in the operation and management of energy microgrids,
contributing to their efficiency, reliability, and sustainability. Sensors enable the collection
of real-time data on power characteristics, such as voltage, current, frequency, and power
generation. This data is essential for monitoring and controlling the microgrid’s opera-
tions [174-176]. Advanced sensors, such as Waveform Measurement Units (WMU s), are
used to detect disturbances and faults within the microgrid. These sensors provide GPS-
synchronised measurements that help in quickly identifying and locating faults [177,178].
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Sensors that monitor the condition of equipment, including partial discharge, in-
frared and vibration sensors, play a key role in maintaining the reliability and efficiency
of microgrids. These sensors, combined with advanced communication and control sys-
tems, enable real-time monitoring and proactive maintenance, ensuring stable and secure
microgrid operation.

Partial discharge (PD) measurement is a widely accepted method for assessing the
health of electrical equipment, particularly for insulation systems in power components
like generators, transformers, and switchgear [179,180]. PD sensors such as high-frequency
E-field (D-dot) sensors, Rogowski coils, and loop antennas are effective due to their high
signal-to-noise ratio and accuracy [179]. Low-cost RF detectors for PD monitoring provide
a scalable solution for wide-scale deployment without extensive wiring, making them
suitable for microgrids [181]. Infrared photoelectric sensors are used to detect temper-
ature changes in electrical equipment, which can indicate insulation faults or excessive
temperature rise [182]. Vibration sensors are crucial for monitoring mechanical conditions
in microgrids. Sensors with AC outputs are preferred for detailed analysis using FFT (Fast
Fourier Transform) to assess vibration amplitude and nature, while DC output sensors are
used for machine protection, providing velocity or acceleration data [183]. Various sensors,
including piezoelectric, electrodynamic, and magnetic sensors, are employed for vibration
monitoring, each suited to specific applications and environmental conditions [184]. Super-
visory Control and Data Acquisition (SCADA) systems are integrated into microgrids for
centralised monitoring and control, using wired and wireless sensor networks to track vital
parameters and operational status [185,186].

An energy management model for microgrids involves data acquisition systems,
supervised control, human—machine interface (HMI), and monitoring and analysis of
meteorological variable data [18]. Sensors facilitate the optimisation of energy resources by
providing accurate data for energy management systems (EMS). This helps in balancing
the energy supply and demand, ensuring stable and efficient operation [62,187]. The data
collected by sensors can be logged and analysed to predict future energy needs and costs,
allowing for better planning and utilisation of renewable energy sources [174]. A closed-
loop mechanism in EMS involves continuous data collection, analysis, and feedback to
optimise energy management. Sensor networks play a pivotal role by providing real-time
data on energy consumption and production [188]. The intricate design of a microgrid
system necessitates the use of various sensors and monitoring devices, which generate
diverse types of data—including structured data from traditional power systems, semi-
structured data such as images from cameras, and unstructured data from sources like
weather information, network configurations, and maps [62].

The connection of a large number of small and technically diverse energy sources in
a microgrid can lead to voltage regulation problems, which poses a challenge for EMS.
The article [189] proposes several sensor selection schemes that aim to improve voltage
measurement efficiency in microgrids, extend the service life of sensor networks, and ensure
real-time communication between distributed sensors and an intelligent control centre.

The EMS, thanks to a system of wireless sensors designed to monitor various variables
from renewable sources, can effectively conduct balance energy demand and production
and support the efficient use of energy resources [24,190]. Modern EMS leverage big data
and predictive analytics to enable real-time system control and actionable insights [191].
The integration of data from diverse sources, such as smart meters and wireless sensors,
enhances the management of decentralised energy systems, including electrical storage
and renewable energy generation [192].
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A review of applied sensor, communication and monitoring technologies for micro-
grids with case studies, to demonstrate the importance of mutual knowledge awareness
between the power grid domain and the communication network was made in [193].

Sensors are integral in managing distributed energy resources (DERs) such as solar
panels and wind turbines. They help in monitoring the generation patterns and optimising
the use of renewable energy [99,194,195]. The integration of Internet of Things (IoT)
technologies with sensors enhances the real-time monitoring and control of renewable
energy systems, improving the overall efficiency of the microgrid [196,197].

Wireless Sensor Networks enable the deployment of sensors without existing infras-
tructure, facilitating the efficient and reliable transport of data. This is crucial for the
continuous monitoring and control of microgrid operations [198]. Sensors combined with
cloud computing can handle large volumes of data, providing a scalable solution for data
processing and control in microgrids [199]. Dedicated solar sources can also be used to
power wireless sensor networks for intelligent monitoring of isolated microgrids for energy
scheduling using simultaneous wireless transmission of information and energy, but the
problem of optimising scheduling and optimising the placement of photovoltaic cells needs
to be solved here [200].

By optimising the use of renewable energy and improving the efficiency of energy
management, sensors help in reducing operational costs and electricity bills [187,201].
Effective sensor-based monitoring and control systems contribute to minimising carbon
emissions by ensuring the optimal use of renewable energy sources [201].

Developing fault-tolerant control strategies for sensors is essential to maintain robust
performance and enhance the stability of microgrids [178]. Continuous advancements
in sensor technologies, such as self-powered sensors and multi-parameter sensors, are
expected to further improve the efficiency and reliability of microgrids [202].

In the context of future sensor technology solutions dedicated to microgrids, it is
worth taking a look at the latest technologies that are currently being considered. One
example is quantum sensors, which can provide unmatched levels of sensitivity, precision
and durability. Their use is being considered in areas of urban infrastructure, including en-
ergy [203], and therefore they have potential applications in microgrids. In turn, microgrids
in which energy use is linked, for example, to the presence of users or specific facilities,
can utilise modern flexible sensor technology [204,205]. The growing number of sensors
also increases the demand for energy to power them, which will increase the load on the
microgrid itself. However, there is a solution here too, namely the noteworthy technology
of self-powered sensors [206,207].

5.2. Fundamental Value of Sensor Technology in Improving Microgrid Efficiency

Microgrids need to be able to collect, process and respond to real-time data in order
to maintain stable, reliable and cost-effective operations. Sensors provide the necessary
data-driven information to enable intelligent decision-making in several operational as-
pects, from power generation to demand management. The value of sensor technology in
enhancing microgrid performance manifests itself in the following aspects:

e  Real-time monitoring and control—sensors can detect voltage or frequency fluctua-
tions, providing early warning signals for control systems that can react proactively
to avoid disruptions; by monitoring energy distributions, they help the management
system optimise decisions regarding energy distribution and storage; monitoring
environmental variables (e.g., humidity, temperature), ensures that equipment perfor-
mance is maintained within optimum ranges, preventing overheating or degradation
of the stability and efficiency of equipment components.
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Predictive maintenance and fault detection—by continuously tracking parameters such
as system temperature, vibration and electrical anomalies, sensors can identify early
signs of wear or malfunction in electro-environmental equipment (distribution, storage,
generation and transformation of energy carriers); this data can be analysed using
advanced machine learning algorithms to predict failures before they occur, enabling
pre-emptive action rather than reactive repair, reducing downtime and extending the
life of assets, resulting in cost savings and increased overall system efficiency.
Demand response and load optimisation—in microgrids, managing energy consump-
tion and matching it to supply is key to maintaining self-sufficiency and ensuring that
resources are not over- or under-utilised; sensors in smart meters and IoT-enabled
devices (sensors of energy parameters and parameters affecting energy consumption)
allow demand management by providing real-time data on the energy consumption
of homes or businesses and transmitting it to a smart energy management system
(EMS) to optimise energy allocation and avoid overloading the microgrid, also re-
ducing consumption during peak hours or shifting the load to periods with excess
renewable energy.

Renewable energy integration and forecasting—the predictive capability of sensor
systems helps improve the integration of different energy resources. Sensors track
weather patterns and environmental factors, providing accurate predictions of renew-
able energy generation. By integrating this data with energy management systems,
microgrids can better predict the availability of renewable energy and adjust storage or
consumption accordingly. Advanced algorithms, using sensor data, can further predict
the output of renewable energy sources and adjust storage management strategies,
increasing microgrid efficiency.

Fault tolerance and grid resilience—sensor information enables rapid fault detection
and self-repair of the microgrid; sensors can quickly identify the location of a fault and
contribute to isolating it; sensors in the control system can provide signals to regulate
network voltage and frequency in response to external disturbances or load changes.
With a high-density sensor network across the microgrid, the system can automatically
reconfigure itself to bypass faulty areas or sources of failure, thereby improving both
resilience and performance, even under extreme conditions.

5.3. The Role of Sensors in Achieving Energy Self-Sufficiency in Microgrids

The use of sensor technology in microgrids not only improves their operational ef-

ficiency, but is also a key factor in achieving energy self-sufficiency. This involves the

appropriate integration of various sensors into the smart grid structure in order to create

intelligent security strategies capable of processing and analysing large amounts of data,

which facilitates real-time decision-making and precise fault detection [208]. Sensors form

the basis of this capability through the following mechanisms:

Balancing local energy production and consumption—sensors enable microgrids to
continuously measure in real time both supply (from PV systems, wind turbines, CHP,
etc.) and energy demand (homes, industrial facilities, critical infrastructure) [209].
This data allows dynamic adjustment of microgrid operation and ensures that the
energy produced is used locally with minimal losses.

Real-time energy management—by integrating sensor data with EMS and SCADA
systems [210], microgrids can automatically adjust the operation of energy sources,
energy storage and loads, using the potential of users/flexumers.

Efficient use of energy storage resources—sensors monitoring voltage levels and other
operating parameters enable intelligent management of the charging and discharging



Sensors 2025, 25, 6707

21 of 51

cycles. Maintaining storage units in optimum operating conditions extends their
lifespan and allows them to efficiently collect surplus energy from RES. [211].

e Autonomous response to disturbances—voltage, current, frequency and power quality
sensors enable rapid fault detection and initiation of corrective action without the
need for external intervention. In this way, the microgrid can autonomously maintain
stable operation under fault conditions or disconnection from the master network.
Synchronised sensor technologies help solve the event location identification problem,
for different types of steady-state and transient events [212].

e Autonomous monitoring of microgrid operating parameters—measurement of electri-
cal quantities (e.g., as part of smart metering) at selected locations, enabling estimation
of operating conditions, maintenance of reliability and safety of energy use, minimisa-
tion of losses and location of faults [213].

6. Microgrids in a Transforming Energy Sector
6.1. Decarbonisation

Decarbonisation of the economy is a global trend, especially in developed countries,
due to the inclusion of carbon footprints in economic calculations and the possibility of
gaining a competitive advantage in ‘green” investments. Full decarbonisation is possi-
ble, but difficult in terms of full technical and organisational implementation. In this
respect, microgrids can be a tool for decarbonisation, as a place for the application of
zero-emission technologies, the electrification of various branches of the economy and
means of production. Optimisation in microgrids through EMS promotes energy efficiency
by reducing the demand for energy from non-renewable sources, leveraging energy storage
and load management.

In the context of the ongoing development of microgrids and their anticipated role
in future power grids, the plan for developing new solutions can be divided into three
closely related areas: (1) integration of energy storage systems (EES) in microgrids and
power plants, (2) active demand management, and (3) improvement of microgrid control
and monitoring capabilities [126]. All these tasks can be carried out in such a way that
energy based on microgrid structures does not depend on fossil fuels.

Microgrids play a positive role in the decarbonisation of the energy sector, enabling
greater penetration of renewable energy sources and reducing dependence on fossil fu-
els [214]. The use of renewable energy sources in microgrids contributes to the reduction
in greenhouse gas emissions and supports global sustainable development goals [215].
For example, the microgrid project for KENTECH in South Korea aims to achieve up
to 100% self-sufficiency and a 60% reduction in CO; emissions [216]. Simulations of
microgrid operation confirm the effectiveness of such a structure as a tool for reducing
CO; emissions [217,218].

Advanced energy storage solutions help capture and utilise energy during peak
production periods, ensuring a reliable power supply even when renewable energy sources
are unstable [219].

Microgrids are composed of different distributed energy resources, which are operated
differently from individual sources. Studies presented in the literature, e.g., [220] shows
the theoretical maximum benefits of microgrids (with own renewable energy sources) in
energy efficiency improvement and GHG emissions reduction compared to conventional
energy supply systems.

Support for decarbonisation through electrification within an industrial microgrid
may consist, in particular, of:

e  Using heat pumps instead of fossil fuels to produce low- and medium-temperature
indirect heat.
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e  Using electrolysers to produce hydrogen from water electrolysis instead of natural gas.
e  Electrification of transport within the area covered by the microgrid.

Another goal of decarbonisation is related to sustainable development and improving
competitiveness. Here, too, EMS tools come into play. This involves intelligent management
of zero-emission resources, optimisation to improve energy efficiency, and the use of
price arbitrage to reduce energy costs. Own generation near consumption points means
independence from energy supplies from the power system and external commodity
markets, as well as reduced energy transmission losses. All this contributes to lower
operating costs and thus improves competitiveness. In addition, thanks to the flexibility of
energy resources integrated into microgrids, it is possible to provide additional services to
the power grid and generate income (Table 9).

Table 9. Decarbonisation objectives affecting sustainability that can be pursued by the microgrid.

Objectives Measures

Integration of renewable energy sources and local zero-emission

Cleaner energy sources

EMS—intelligent resource management

Reduction in network losses

Improving energy efficiency EMS—resource optimisation

Use of load flexibility

Diversification, energy security

Reduced dependence on centralised infrastructure (national
power grid)
Own generation and on-site storage
Integration of various generation technologies

Reducing energy costs

Own sources—independence from energy markets
EMS—price arbitrage

New jobs, services and sources of income

Ancillary services for the power system (resulting from the
flexibility of the integrated microgrid structure)
Need for an energy manager (in addition to or instead of the
company’s chief power engineer)
Outsourced energy management and supply—Energy as a
Service/Microgrid as a Service (EaaS/MaaS) formula

Source: own elaboration.

In the context of energy transition, it is worth noting the characteristics of a hybrid
microgrid, namely that thanks to control systems and EMS, such a structure does not
operate chaotically, but thanks to adapted inverters, especially GFM (Grid Forming Inverter)
type, which simulate the operation of a physical synchronous machine and, in cooperation
with energy storage, can become a reservoir of artificial inertia for the power system.

Furthermore, generators used in microgrids, operating in cogeneration and biogas
systems, are usually synchronous machines, i.e., they provide inertia [221]. These systems
are also sources of short-circuit power, which translates into grid resilience. Therefore, a
properly constructed and managed microgrid has the potential to support the power system
in its normal operation and in emergency situations. Inertia resources are particularly
desirable in systems with high RES generation (mainly PV), where traditional units based
on synchronous generators, connected directly to the grid, are being replaced by units
connected to the grid via inverter systems.

This issue is related to the problem of changing the operating paradigm of electric-
ity network operators, both distribution and transmission. In a structure consisting of
autonomous microgrids connected by distribution lines, the operator will be a neutral,
physical aggregator of these microgrids, maintaining system traffic within a given area. The



Sensors 2025, 25, 6707

23 of 51

operator will manage the energy exchange platform between prosumers or microgrids [222].
One of the major advantages interconnected microgrids offer is the distributed structure,
which improves the reliability of the distribution network [223].

6.2. Integration of Different Energy Technologies
6.2.1. Overview

A microgrid can combine different energy technologies and can be considered at
various stages of energy transformation—from generation through distribution to the
obvious end use of energy. In terms of electricity, both AC and DC distribution technologies
can be used within it. Integration can also involve combining different energy carriers,
including within polygeneration.

The integration of different energy technologies in microgrids refers to the structured
incorporation of multiple technologies into a single, coordinated system that can operate
both in connection with the main grid and independently. Despite its limited size, the
structure can combine multiple technical and organisational solutions. Technology integra-
tion can take place at the level of energy generation, storage, distribution and conversion,
as well as billing for usage [224]. These technologies are coordinated to optimise the ef-
ficiency, reliability and sustainability of the local energy supply system. This integration
is facilitated by advanced power converters and energy storage devices, which increase
the efficiency and reliability of microgrids [225,226]. In a microgrid that interconnects
various power generation systems utilising different technologies and power capacities, it
is essential to adopt a hierarchical control framework aimed at reducing operational costs
while enhancing efficiency, reliability, and controllability [126].

Microgrids facilitate the integration of renewable energy sources such as solar, wind
and biomass, which are essential for reducing carbon dioxide emissions and achieving sus-
tainable development goals [47,76]. For example, a typical microgrid may use photovoltaics
and wind turbines for primary renewable energy generation, diesel generators for backup,
batteries for energy smoothing and peak load reduction [227], and Vehicle-to-Grid (V2G)
systems to handle bidirectional energy flows as an additional form of storage [228]. In
addition to battery management, hydrogen fuel cells are used as long-term, clean, backup
power sources. Batteries and hydrogen storage facilities help manage the instability of
renewable energy supplies and ensure a stable power supply [229,230]. The aim is to
ensure stable, resilient and low-carbon local energy systems that can adapt to changing
load requirements and generation profiles [1,88,231].

Active cooperation with the network or island operation requires flexibility in both
generation units and consumption. Such a structure requires intelligent management;
hence, the microgrid management system is a crucial component [53]. Hybrid AC/DC
architectures enable simultaneous operation of AC and DC systems, facilitating the effective
integration of a wider range of technologies [55]. Networked or clustered microgrids enable
energy sharing between multiple microgrids, further increasing reliability and enabling
greater participation of renewable energy sources [232].

Intelligent management of an extensive microgrid, collecting data from multiple sen-
sors, and the operation of a management system that maintains energy balance in conditions
of variable consumption and generation from renewable energy sources requires real-time
data analysis. Edge computing, i.e., a model of local data processing on end devices, net-
work gateways or microservers, can be used here, which significantly reduces delays [233].
Edge computing assists in real-time energy management, load balancing, and proactive
maintenance of renewable energy sources like solar panels and wind turbines [234]. In [235],
a microgrid-oriented architecture was proposed, including edge-cloud collaboration for
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data processing, network communication, and security mechanisms, demonstrated in a
rural community in Central China.

The development of advanced control strategies, including artificial intelligence (AI)
and machine learning (ML), is crucial for optimising the operation of microgrids. These
technologies enable real-time monitoring, predictive maintenance and adaptive control,
thereby improving the stability and resilience of the network [236]. The increasing digitisa-
tion of building management and the transition to smart grids are improving the assessment
and optimisation of energy efficiency in real time in microgrids [237,238]. New technologies
such as artificial intelligence and quantum computers are expected to further optimise
energy management and increase the capabilities of microgrids [239]. Artificial intelligence
and machine learning are increasingly being used for energy management, improving
the efficiency and reliability of microgrids by predicting energy demand and optimising
resource allocation [240]. Modern microgrids use smart grid technologies, peer-to-peer
energy markets, and advanced energy management systems to optimise efficiency and
effectively integrate different energy sources [47,241].

An analysis of the operation of microgrids using artificial intelligence, including an
analysis of bottlenecks and trends in the development of artificial intelligence, together with
a proposal for an artificial intelligence application system enabling the smart microgrids,
the main element of which is a digital twin, is presented in [242].

Al-based control strategies, such as adaptive learning and distributed control archi-
tectures, increase the resilience and sustainability of microgrids. These strategies support
predictive energy management and intelligent decision-making processes. A review of
recent research [243] highlights the effectiveness of artificial intelligence in overcoming
key challenges related to the operation and management of microgrids. These include
distributed control strategies, intelligent decision-making processes supported by advanced
algorithms, and communication frameworks. The current state of Al use in microgrid
management, based on an analysis of 187 relevant articles in the Scopus database, indicated
that India, China and the United States have made the greatest contribution to research in
this area [244]. Adaptive systems and optimisation algorithms are key research topics in
this field.

An example of the implementation of a proactive energy management system in a
microgrid in tribal settlements in India, with IoT components providing real-time data
on energy production and consumption and using Al techniques, to forecast weather
conditions, is described in [245]. The Al-machine learning-based management system
controls resources between solar and biodiesel systems, with surplus energy stored through
hydrogen production by electrolysis. The design has enabled a reduction in CO, emissions
of 11,680 kg and savings of 46 tonnes of carbon per year.

Based on a review of 200 scientific papers, research and a review of solutions for the
implementation and optimisation of microgrid energy management systems (EMS) using
artificial intelligence (AI) were presented in [246]. The research highlights the importance
of hybrid systems, demand management and energy storage in addressing the instability
of renewable energy sources, which will improve the sustainability of microgrids. The
importance of deep learning methods for load forecasting and reinforcement learning for
control optimisation has been emphasised.

The authors of the paper [247] analyse the role of Al in various areas of microgrids,
such as design, where the emphasis is on optimal scaling; control, where a hierarchical
structure is used; and maintenance, including condition monitoring, diagnostics and fore-
casting. The article also highlights the integration of the Internet of Things (IoT) to improve
connectivity and data exchange, and blockchain technology to enhance cybersecurity.
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The concept of blockchain in the energy sector is gaining popularity, offering new
opportunities for secure and efficient energy transactions, including within microgrids [248-251].
The development of renewable distributed sources and microgrids requires a secure and
transparent transaction system in which blockchain technology enables real-time peer-
to-peer (P2P) exchanges between users without intermediaries. However, this carries
the risk of attacks (so-called 51% attacks), in which a single entity can gain majority
control over the network and manipulate transactions, energy production and consumption
data, and even lead to instability in energy supply at the community level [252]. The
paper [253] proposes the integration of a hybrid Proof of Work_Proof of Stake (PoW /PoS)
consensus mechanism with a Long Short-Term Memory (LSTM) model to detect anomalies
in blockchain-based microgrids in order to address issues in blockchain systems such
as 51% attacks, double spending and high energy consumption, by optimising energy
consumption and increasing security.

In the context of applying blockchain technology to peer-to-peer energy trading within
microgrids, the article [254] discusses the necessary actions and implementation efforts
in the areas of pricing mechanisms, privacy constraints, scalability, and the requirements
of an overarching energy management system. The feasibility of the market mechanism
and settlement process for direct electricity transactions between distributed generation
units and consumers based on blockchain technology in the specific case of microgrids was
presented in [255]. The issue of generation distribution and prosumption is linked to the
problem of effective financial settlements between users within cooperating structures such
as microgrids. Dedicated cryptocurrencies linked to renewable energy flows may prove to
be an innovative solution [224].

Practical challenges related to the integration of technology within microgrids include [13]:

e Power quality, voltage, and frequency must be maintained within defined thresholds.

e Intermittent DERs may not provide consistent output, requiring more energy storage
devices, which in turn demand additional space and frequent maintenance.

e  Reconnecting and coordinating the microgrid with the main grid after a fault is a
significant technical hurdle.

e Developing a reliable protection system poses a major engineering challenge.

e  Microgrid performance can be negatively affected by net metering and idle costs.

e  Appropriate standards for interconnection need to be developed.

Depending on the degree of development of the microgrid, various telecommunica-
tions technologies related to the transmission of measurement data and control signals can
be used and integrated within its structure. The selection of communication technologies
for microgrids in remote, residential, and rural regions is primarily determined by deploy-
ment costs and data transmission rates. Technologies such as WiFi, Bluetooth, Z-Wave, and
Zigbee are commonly employed in these settings. Additionally, passive optical networks,
along with 4G or 5G technologies, are utilised in microgrids serving public utilities [20].

The sensor nodes can utilise short-range wireless communication for information
transmission. A Zigbee self-network is capable of performing data acquisition, storage, and
communication in complex environments. The GPRS network facilitates data transmission
between the aggregation node and the data monitoring centre. The microgrids monitoring
centre is equipped with a database and microprocessor to store all collected data, analyse it,
process the information, and support decision-making [256].

6.2.2. Analytical Perspectives

In the context of microgrid applications, the integration of sensor technologies, opti-
misation algorithms, and energy storage systems (ESS) is crucial for ensuring efficiency,
resilience, and sustainability. To achieve these objectives, it is essential to employ analytical
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perspectives that focus on monitoring, controlling, and optimising the interactions between
these components in real-time.

Contemporary sensor portfolios span tightly time-synchronised phasor measurements
(WPMUs), high-resolution inverter telemetry, smart meters and breaker/relay status, and
an array of asset-level sensors that monitor cell voltage, temperature, and other health
indicators. Exogenous sensing—irradiance, wind, ambient temperature, EV arrival events,
and market signals—completes the picture required for predictive control.

Classical topology-aware placement techniques should be augmented with control-
aware value-of-information: sensors placed not merely to minimise state estimator variance,
but to maximise expected closed-loop performance (reduced constraint violation probability,
lower energy cost, or reduced battery ageing). Time synchronisation, streaming quality
checks, and compression/error-bounded transport protocols are essential to preserve
the information content that advanced state estimators and controllers expect. Sensors
should be placed where closed-loop performance sensitivity is highest. For example,
installing tPMUs at nodes whose voltage or phase angle uncertainty has the largest effect
on constraint violations or reserve activation accuracy maximises the operational return on
sensing investment.

At the algorithmic level, state and parameter estimation must fuse heterogeneous
streams under nontrivial physics. Anomaly classification—distinguishing sags, transients,
cyber intrusions, and equipment faults—benefits from waveform analytics and model-
based residuals that can be used to switch control modes (for instance, invoking conserva-
tive reserves or islanding) when trust in telemetry drops.

Real-time twins calibrated with live telemetry enable rapid validation of control
policies, including injection of sensor faults and cyberattacks to test graceful degradation
strategies. Twins also allow surrogate model validation and derivation of trust regions
where lower-order models are acceptable.

The energy storage systems (ESS) portfolio for microgrids is diverse: Li-ion variants
(LFP, NMC, LTO) offer high power density and fast response; flow batteries and hydrogen
enable long-duration storage; supercapacitors and flywheels address sub-second stabilisa-
tion. Inverters can operate in grid-forming or grid-following modes, and ESS play roles
ranging from synthetic inertia and fast frequency response to arbitrage and black-start
capability. Hybrid ESS (HESS)—combining fast, low-energy devices (supercaps) with
slower, high-energy batteries—is an effective architectural pattern. Optimal power/energy
splitting between components is framed within joint model predictive control formulations
that explicitly minimise a weighted sum of operational cost, service shortfall risk, and
degradation. Co-sizing problems, solved in planning stages, are multi-objective: capex,
life-cycle cost, and emissions must all be balanced.

Optimisation for resilience is mixed integer in nature (sequence scheduling, feeder
energisation order) but can be relaxed into tractable approximations or solved offline to
produce fast, precomputed plans for emergency use. Rigorous evaluation must report
operational, economic, asset, and cyber-physical key performance indicators (KPIs): en-
ergy not supplied, frequency/voltage violation rates, reserve activation accuracy, total
cost (including degradation), battery life consumption, thermal excursions, and detection
delays/false positive rates for sensor anomalies. Comparative ablations—with and without
uPMUs, with centralised versus distributed optimisation, with and without degradation-
aware dispatch—reveal the true value of the integration. Hardware-in-the-loop tests and
digital-twin stress scenarios (sensor dropout, spoofing, high-renewable ramps) should be
standard practice prior to field rollout.

High-quality, time-synchronised sensing unlocks the observability required for ad-
vanced estimators; those estimators enable model predictive and robust optimisation that
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properly account for uncertainty and asset degradation; and these optimisation decisions
realise the operational value of ESS while preserving their life. The engineering objective is
therefore holistic co-design: place and secure the measurements that matter, choose models
and algorithms with the right fidelity for each time scale, and embed degradation and
resilience explicitly in dispatch.

6.3. The Question of Energy Self-Sufficiency Through Microgrids
6.3.1. Comprehensive Framework

Microgrids play a key role in achieving energy self-sufficiency, increasing resilience
and promoting environmental sustainability. By utilising local renewable energy sources
and advanced energy management systems, microgrids can provide reliable and cost-
effective energy solutions tailored to the specific needs of areas and regions [52,216,219].
These features together provide microgrid users with reliable and efficient energy supplies,
making them virtually self-sufficient in terms of energy [59,257,258].

The issue of energy self-sufficiency through microgrids can be considered on two
levels: systemic and local-individual. The individual level is related to the supply of energy
to consumers within the microgrid’s area of operation from its own local sources and energy
storage facilities. The system level is related to the possibility of utilising the potential of
intelligently controlled microgrids in terms of their flexibility and generation from various
sources to support the functioning of the system to which the microgrid is connected.

The main advantage of microgrids is their ability to generate and consume energy
locally, which reduces the need for long-distance electricity transmission and increases
energy efficiency [257,259]. This local generation capacity is crucial for maintaining a high
level of self-sufficiency, especially in remote or isolated areas [258,260]. By generating and
storing energy locally, microgrids can reduce energy costs and provide economic benefits
to communities and businesses [52,261,262].

Microgrids can achieve a high level of self-sufficiency by using local renewable energy
sources. For example, in the Netherlands, microgrids can operate self-sufficiently for 58%
of their operating hours using photovoltaic panels, generators and batteries [263].

Microgrids can operate independently of the main grid (island mode) during power
outages or crises, increasing the resilience and reliability of local energy supplies [52,227].
This option is particularly beneficial for remote or rural areas with limited access to cen-
tralised energy networks [219,264], and in areas with complex energy needs [265], including
those adapted to the specific characteristics of diverse urban areas [239]. Furthermore, mi-
crogrids are emerging as a viable solution for rural electrification, providing sustainable and
reliable access to energy for remotely located communities [264,266-268]. Microgrids are
designed to provide reliable power during extreme weather events and other disruptions,
making them a key component of resilient energy infrastructure [269].

A microgrid performs four core functions [72]:

e Information interaction—involving energy data analysis, privacy preservation, sys-
tem state estimation, alarm and situational awareness, and forecasting of load
and generation.

e  Control and scheduling—covering uncertainty management, plug-and-play device in-
tegration, coordination of multiple energy sources, transitions between grid-connected
and islanded modes, voltage and frequency control, and scheduling optimisation.

e Resilient operation—including proactive responses, emergency handling, system
recovery, relay protection coordination, and cybersecurity measures.

e Ancillary services—which encompass market participation, demand response, conges-
tion relief, spinning reserve provision, black start capabilities, and seamless integration
with the main grid.
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Specifically, ancillary services that can be provided by microgrids can be divided into
the following categories, according to the operation modes of microgrids [44,126]:

e  Grid-connected operation:

Frequency control support.
Voltage control support.
Congestion management.
Inertia emulation.

Power oscillation damping.
Unbalance compensation.

OO O0OO0OO0O0O0

Reduction in grid losses.
O Improvement of power quality (voltage dips, flicker, compensation of harmonics).

e Islanded operation:

@) Black start.
O Grid-forming operation:

— Frequency control.
— Voltage control.

Microgrid users have the potential to participate in demand response programmes,
optimising energy consumption and contributing to grid stability by adjusting consumption
based on supply conditions [261,270].

Microgrid design involves complex configurations due to project-specific parameters
such as stakeholder needs, resource availability, and existing infrastructure. Optimisa-
tion methodologies such as simulated annealing and particle swarm optimisation can
help increase the degree of self-sufficiency [259,271]. The variability of renewable energy
sources continues to pose a challenge to maintaining stable energy supplies. Advanced
energy storage technologies and smart energy management systems are key to solving
this problem [219,272].

Microgrids can optimise energy costs through effective energy management systems
and demand response strategies. These systems help balance generation and consumption
profiles, reducing net running costs and increasing economic benefits [273-275]. At the
current stage of development, ensuring the economic viability of a self-sufficient microgrid
requires careful consideration of investment costs, payback periods and incentive amounts.
This period depends on individual circumstances, but due to technological developments
and availability, payback periods are becoming shorter. For example, in Sivas, Turkey, a
multi-carrier microgrid system using wind, solar and biomass energy has shown a payback
period of less than 6.5 years [276].

6.3.2. Conceptual Framework

To further analyse the issue, a framework for the self-sustainability and resilience of
microgrids and the integrated optimisation of their performance is proposed below.

Self-sufficiency of microgrids goes beyond local energy generation and storage, it also
requires a comprehensive approach that includes energy flexibility, storage management
and interaction with the grid. To structure this understanding of the problem, we propose
a framework for optimising microgrid self-sufficiency along the following dimensions:

1.  Dynamic sizing and location, optimal deployment and technology selection of renew-
able sources and energy storage. This can be achieved through advanced optimisation
techniques based on computational intelligence.

2. Generation and load prediction and forecasting. Techniques based on machine learn-
ing models can be used to predict daily and seasonal changes in renewable energy
generation and user energy use preferences.
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Integration with smart grids. Utilising the Internet of Things (IoT) and machine
learning techniques, microgrids should be equipped with adaptive controllers that
can dynamically adjust energy flows based on the current state of the system, external
weather conditions and grid demand.

Edge Computing for Real-Time Decision-Making: In cases where microgrids operate
autonomously (especially during islanded modes), edge computing can enable real-
time data processing and quick decision-making without relying on distant cloud-
based servers, reducing latency.

Blockchain for secure energy trading. To maximise economic viability, microgrids can
integrate with local energy markets or demand response programmes. Blockchain
technology can be used to provide secure, transparent and decentralised trade of
surplus energy between consumers and the grid or other microgrids.

Collaborate with other microgrids and prosumers not directly physically intercon-
nected but connected to the national electricity system (on a VPP—virtual power
plant—basis). The VPP can aggregate microgrid resources and create a flexible, dis-
patchable energy pool, improving the self-sufficiency of the area, while allowing
participation in wider energy markets.

Microgrids provide resilience by facilitating local generation during power outages,

but resilience also depends on how quickly and efficiently a microgrid can recover from

a disruption (e.g., an extreme weather event). Based on existing microgrid functions, we

propose the following framework for microgrid resilience.

1.

Predictive maintenance and failure detection. With IoT sensors and real-time analytics,
microgrids can adopt predictive maintenance strategies to identify system failures
before they occur. Techniques such as predictive analytics and digital twins (virtual
microgrid models) can enable accurate failure prediction and resource allocation.
Optimising distributed energy resources (DER). Optimisation algorithms can ensure
that microgrids have sufficient energy resources from complementary stable, local
DERs to quickly restore power in islanding mode. These DERs can include distributed
storage units, such as battery systems, combined heat and power (CHP) units or fuel
cells, which are critical during extended outages.

Grid-Forming Inverters. To improve resilience, microgrids can incorporate grid-
forming inverters, allowing the system to initiate its own power generation and
manage frequency/voltage stability without external support.

Self-Healing Networks. A “self-healing” microgrid uses automation and intelligent
controls to restore power automatically following a disruption. This could involve self-
healing algorithms, which prioritise the restoration of critical loads while maintaining
the stability of the system.

Dual-Mode Operation (Grid-Connected and Islanded). For hybrid operation, a frame-
work should be developed to facilitate smooth transitions between grid-connected
and islanded modes. This requires the ability to share ancillary services with the main
grid, such as frequency regulation, voltage support, and power quality enhancement,
while maintaining independence in critical times

7. Discussion

In relation to the gradually gaining popularity of small, autonomous and self-balancing

energy networks, the general term ‘microgrids’ is used. The common meaning of this term

does not include a specific criterion for the installed capacity of such a network. The term

microgrid is usually limited to a restricted area of operation, covering at most a selected

campus, building complex, park, settlement or housing estate.
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There is no generally accepted classification criterion for the less commonly used terms
nano-, pico- and mini-grids, and at the current stage of development of such structures,
it does not seem necessary to distinguish between them. The term microgrids, which
has gained the highest popularity, seems to be sufficient as a common and only inclusive
term for all such structures for use in the literature. The criteria for belonging to nano-,
pico-, micro-, mili-and mini-grids, particularly in terms of power capacity, should take into
account the conditions and specific characteristics of the energy sector in a given country
(different conditions for local energy use due, among other things, to a society’s wealth
and level of development or climatic conditions), so they cannot be absolute and precise,
which may lead to misunderstandings. This approach should therefore not be the basis
for international standardisation. These misunderstandings can hinder understanding
at the stage of describing and analysing phenomena in these structures. They may also
translate into a design and technology selection process that is dependent on quantitative
parameters (including capacity), leading to the selection of standardised components that
prove to be size-unsuitable for the actual scope of local microgrids. In such a case, the
design and component selection process should be individualised each time. However,
with the development of technology and the ubiquity of prosumer solutions, standardised
standards will be needed for the design and operation of the distinguishable structures now
collectively referred to as microgrids. Classification of these structures should be based on
functionality rather than size. Potential directions requiring standardisation of microgrids
are signalled in Table 10.

Table 10. Expected key directions for standardisation of microgrids.

Area of Standardisation Objective
Definitions, classification, terminology Unambiguous identification of network types and their components,
and documentation consistency of communication between branches

Functionality and interfaces, system
performance indicators

Interoperability and reliability of systems, unified criteria for assessing
functionality, reliability, power quality, tech-economic evaluation,
commissioning, and conformance and acceptance test

Cooperation with sensors Creating an intelligent, fully automated interoperable structure

Safety requirements Operational safety and comfort

Scope and equipment requirements

Connection requirements of microgrids to main grid and micro-sources or

devices into microgrid; standards and codes addressing the installation of

the system; criteria for measuring and expressing the performance of the
system, microgrids interconnectivity

Enabling operations: microgrids black start, coordinated operation with

Modes of operation main grid, coordinated operation of multi-microgrids, participation in

ancillary service,

Modelling, simulation, design and
implementation process

Harmonisation of the technical approach

Source: own elaboration.

Within the IEC organisation, issues of standardisation of smart electronic devices in
power systems, including data models for microgrids and distributed energy sources, are
dealt with by a working group in Technical Committee TC57, as well as by the IEC System
Committee Smart Energy providing guidelines for the planning and design of microgrids,
as well as their energy management systems. In the IEEE organisation, microgrid issues are
addressed by working groups within the Power and Energy Society (PES). The extent of
microgrid standardisation is and should be market-driven. It can be foreseen that attention
will be paid to open microgrid structures, plug & play functionality and the ability to
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seamlessly combine RES and energy storage systems into an autonomous network. The
complexity, diverse structures and lack of standardisation of newly developed microgrid
structures make such deployments complex and costly, and thus furthermore dependent
on state subsidies.

At the current stage of transformation and development of engineering practice, the
single term ‘microgrid’ fully reflects the idea of these structures. The general definitions
in the standards cited in Section 2 appear to be consistent, which should not lead to
any serious misunderstandings in the designation of the concept. Microgrids are small,
local energy systems that can operate independently (island mode) or in connection with
the main grid (grid-connected mode). This dual functionality allows them to ensure
continuity of supply even during power outages from the main grid, increasing reliability
and energy resilience [52,88,260].

The growing interest in microgrid structures stems from the increasing popularity
of distributed generation structures, which are more resilient to situations that could
immobilise a generation unit (disasters, terrorist attacks and war). A blackout over a
larger area is much more likely when energy is supplied from a single direction, from a
few large sources. In the case of microgrids, the operating philosophy is different. Many
smaller sources using different technologies can back each other up and supplement each
other, with energy storage providing additional value in the form of stabilising the energy
supply. Different microgrids can be connected to each other via a cyber-physical energy
structure (networked microgrids). The linkage between microgrids can either restrict
certain unfavourable characteristics or enable mutual support [45], enriching the national
power system and, as such, be treated as an additional component of the transforming
system, increasing the reliability and quality of power supply. Analyses carried out in
connection with the war situation in Ukraine, where the national energy infrastructure is
being brutally attacked, indicate the legitimacy and necessity of developing and deploying
microgrid structures [277,278].

The development and spread of microgrid structures will require a paradigm shift
in the functioning of network operators. They will transition from being monopolists to
neutral infrastructure providers and digital operators of a new distribution system between
microgrids. The system managed by such an operator will change from a vertical pyramid
to a horizontal network of connections between active and flexible users. The tasks of the
operator of such a system may include, in particular:

Connection management

Flexibility management (supervision of service provision by flexumers)

Enabling energy exchange between users—prosumers and flexumers

Providing information on the state of the network, load forecasting

Resource coordination, area balancing, and maintaining power quality parameters

Cooperation with other network operators.

The intelligence of an object, such as an energy system, means its ability to respond to
changing factors. In order to determine whether such factors have occurred, devices are
needed to record or measure characteristic values, i.e., the foundation of a properly function-
ing microgrid within a smart grid is appropriately selected and distributed sensors. This
involves the use of electrical and non-electrical sensor technologies, working in conjunction
with optimisation, estimation and prediction tools that use advanced Al methods.

In a new energy microgrid environment, sensor nodes can be categorised based on
the type of information they collect into fixed nodes and mobile nodes. Fixed nodes are
responsible for gathering data from specific devices within the microgrid, while mobile
nodes are utilised to ensure the safety of on-site operations. Wireless charging technology,
derived from wireless power transmission principles, uses electromagnetic resonance or
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electromagnetic coupling to transfer electrical energy from the power source to electrical
equipment without the need for physical connections, enabling convenient energy transfer.

Sensors play a vital role in the functioning of energy microgrids by delivering real-time
data essential for monitoring, controlling, optimising, and integrating renewable energy
sources. They are key to enhancing the economic and environmental performance of
microgrids, and continued advancements in sensor technology are expected to drive even
further progress.

As smart grid solutions, including microgrids as specific components, develop and
grow in popularity, the demand for various types of sensors will increase. A microgrid
management system that meets user objectives, which boil down to reliable energy supply
at the lowest possible cost while maintaining basic user comfort and/or maximising profits,
must be based on reliable, up-to-date data and information that influences decisions
regarding the control of microgrid components. As energy is a fundamental factor in
activity and a means of production [279], the stage of managing it becomes particularly
important and must take into account diverse technologies and methods [280].

Contemporary microgrids, striving to achieve full energy self-sufficiency, cannot limit
themselves to implementing sensors as passive monitoring instruments. The data generated
by these sensors is important—its quality, reliability and usefulness in decision-making
processes. A key aspect of the functioning of modern microgrids is the ability to quickly
and reliably acquire, transmit and process information in real time. This requires not only a
properly designed communication infrastructure, but also intelligent analytical systems
capable of dynamically responding to changes in energy demand, production or emergency
situations. Data thus becomes the basis for microgrid autonomy, enabling optimised
energy resource management, predictive infrastructure maintenance and adaptation to
changing environmental and operational conditions. In this context, the role of sensors goes
beyond mere measurement—they become an integral part of the decision-making system,
supporting the continuity of operation, energy efficiency and operational independence of
the microgrid.

The way energy is used is influenced by an increasing number of factors, which should
be measured objectively, and this is where sensor systems play a huge role. Sensors in such
an extensive structure can participate in the verification of assumptions and predictions
(made using Al methods) of factors affecting energy demand. These factors can range from
behavioural and social, through weather and climate, and economic, to strictly technical,
related to the condition and capabilities of the available infrastructure. Smart energy, based
on microgrids, will constitute a huge segment of applications for sensor technology in the
near future. This will enable the achievement of a reasonable level of energy self-sufficiency
at the local level.

Energy microgrids, being systemic solutions for combining energy consumption with
on-site generation that can be integrated into the professional energy grid, can become
one of the foundations for increasing energy security. Other benefits that can be seen in
connection with the operation of microgrids can be considered on many levels—Table 11.

Implementing energy microgrids involves navigating a complex landscape of techni-
cal, economic, political, and social (including user acceptance) challenges—Table 12. While
microgrids hold considerable promise for advancing energy resilience and sustainability,
overcoming these challenges requires coordinated efforts across sectors, including inno-
vation in energy technologies, supportive government policies, and active engagement
with local communities. Addressing these challenges head-on will pave the way for the
successful deployment of microgrids as a cornerstone of the future energy landscape.
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Table 11. Potential benefits of microgrids.

Character

Examples

Energetic

Improving power supply reliability (security and stability)

Controlling energy quality

Diversifying power sources

Achieving independence

Enabling effective energy carrier management (harmonisation with production/core
business)

Reduction in energy carrier transmission losses

Tool for electrification (convenience, efficiency) of economic sectors

Opportunity to participate in the energy services market (flexumer)

Financial

Independence from energy carrier markets (own sources)
Possibility of additional income from energy flexibility (services for the National
Power System—flexumption, generalisation of DSR/DSM):

- Active power and frequency regulation (systemic)
- Voltage and reactive power regulation (local)

- Participation in system restoration (black start)

- Power and inertia reserve

New forms and models of settlement:

- P2P between microgrids—prosumers
- Blockchain and dedicated cryptocurrencies (exchangeable for fiat currency)
- Outsourcing—EaaS formula (subscription for availability, not for kWh)

Lower delivery and generation costs (on-site and from RES)

Environmental

More efficient use of energy:

Optimisation of resources
Dynamic management of surpluses
Reduction in transport of energy carriers

Decarbonisation tool:

Reduction in pollutant emissions
Cleaner air
Lower carbon footprint

Organisational and
image-related

Environmental responsibility

Social responsibility

Compliance with ESG criteria

Synergy between various industries and the energy sector

It is easier to secure (physically and cybernetically) small local microgrids, which are
not an attractive target for such attacks anyway

Ongoing energy exchange on digital trading platforms

Economy

A place for energy efficiency tools

4D: decarbonisation, diversification, decentralisation, digitalisation

Rationalisation of energy carriers and resources

New business niches in the energy sector (aggregators, VPPs, EaaS providers, P2P
settlement intermediaries—infrastructure/solution providers)

A new paradigm for the functioning of the power system: energy from user to user
Relief for transmission networks, lower investment requirements

Source: own elaboration.
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Table 12. Practical challenges in implementing microgrids.

Character

Examples

Technical

Integration with the Main Grid:

Synchronisation—microgrids (on-grid mode) must synchronise their frequency and voltage with the
main grid to avoid system faults. This requires advanced grid-forming inverters and precise

control systems.

Bidirectional flow—managing the flow of electricity in both directions between the microgrid and the
utility grid requires sophisticated smart grid technologies, capable of real-time load balancing, and
fault detection.

The need for reliable, efficient, and scalable energy storage systems:

Cost and efficiency—current battery storage technologies like lithium-ion batteries are expensive and
have limited capacity for long-duration storage. While costs have decreased, they are still a significant
component of microgrid investments.

Optimal sizing—sizing storage systems is a complex task—too much storage leads to unnecessary cost,
while too little compromises system reliability. Dynamic energy management, often using Al-based
optimisation algorithms, is essential to balance energy generation, storage, and consumption.

State of charge management—advanced energy management systems are required to optimise the
charging and discharging cycles of storage systems to maximise efficiency and prolong the lifespan of
storage devices.

Modularity and scalability are key factors in designing systems that can evolve with changing
energy demands:

Interoperability of components—integrating various distributed energy resources (DERs) requires high
levels of standardisation to ensure compatibility between different manufacturers” equipment.
Communication and control—the Internet of Things (IoT) and edge computing are used for monitoring
and control, but ensuring real-time communication between all components, and managing a large
number of devices effectively, can be technically challenging.

Key role of the management system using data from distributed sensors and intelligent algorithms.

Economic

The initial capital investment and upfront costs of setting up a microgrid system (comprising energy
generation, storage, control systems, and infrastructure) can be prohibitively high, especially in areas that lack
the necessary financial resources:

Infrastructure costs—building or upgrading the local energy infrastructure to support a microgrid
requires significant investment in smart meters, controllers, and cabling.

Technology costs—advanced technologies for energy storage, control systems, and sensors often come
with high acquisition and installation costs. Though prices have been falling for renewable energy
systems and batteries, the cost of energy management software and advanced inverters remains
relatively high.

Although the operating costs of microgrids are generally lower than centralised grids due to reduced
transmission losses and fuel consumption, ongoing maintenance and operation costs still pose challenges:

Labour costs—regular maintenance of microgrid components (such as solar panels, wind turbines,
inverters, etc.) requires skilled labour, which may be scarce in remote or rural areas

System upgrades—as new technologies emerge, the microgrid infrastructure may need to be upgraded to
incorporate advancements in energy storage, energy management systems, or renewable generation.
Such upgrades add to the lifecycle costs.

The economic viability of microgrids is closely tied to the payback period on investments. In some cases,
the initial investment may take several years to recover, particularly in areas where energy prices are low
or government incentives are insufficient. This is a result of high initial costs and the need for substantial
energy savings or revenue generation through demand response or energy trading to break even.
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Table 12. Cont.

Character

Examples

Political and
regulatory
constraints

Regulatory Uncertainty and Policy Support:

Permitting and licencing—in many regions, establishing a microgrid requires navigating complex
permitting and regulatory processes, including compliance with utility regulations and grid connection
standards. The lack of standardised frameworks for microgrid operation in different jurisdictions
increases delays and costs.

Interconnection rules—the process for connecting a microgrid to the national or regional grid can be
time-consuming and costly, particularly when there are differences in grid codes, technical standards,
and interconnection requirements.

Incentive Structures—while some regions provide government incentives for renewable energy projects,
others lack the necessary subsidies or tax incentives to make microgrid investments financially attractive.
This lack of consistent policy support can discourage both private and public sector investments in
microgrid infrastructure.

Energy market structures:

Market participation—in many jurisdictions, microgrids are not allowed to participate in energy markets
or provide ancillary services like frequency regulation and voltage support. This limits the economic
opportunities for microgrids to become financially viable.

Tariffs and grid fees—in some cases, microgrid operators may face high fees for using the existing grid
infrastructure, or they may be restricted in their ability to sell excess power back to the grid.

Political will and local governance:

Political instability—in some regions, political instability and lack of long-term policy commitment make
it difficult to implement large-scale infrastructure projects like microgrids.

Local community buy-in—without local political and community support, microgrid projects can be
delayed or cancelled. Strong governance, including transparency and community involvement, is needed
to ensure that microgrids meet local energy needs

Social

Public awareness and education:

Lack of understanding—many communities are unfamiliar with the technical aspects of microgrids,
including how they function, their costs, and their role in ensuring energy security.

Cultural acceptance—in some regions, local populations may resist change, particularly if they are
accustomed to a centrally managed power grid system. Education campaigns and transparent
communication are vital to fostering public support.

Stakeholder engagement and social acceptance:

Equity and fairness—if not carefully designed, microgrids can exacerbate social inequalities. For example,
wealthy communities may disproportionately benefit from the microgrid’s lower energy costs, while
poorer, rural communities may not have equal access.

Participation in decision-making—ensuring that all relevant stakeholders (including local residents,
businesses, and governments) have a voice in the planning and design of microgrid projects is essential
for building social acceptance.

Source: own elaboration.

Addressing these challenges requires innovative solutions and supportive policies [215,281].
Appropriate policies at the national and regional level can drive the development of
microgrids (as has been the case in the United States [282]). These policies support the
integration of microgrids into existing infrastructure and promote the implementation of
alternative renewable energy sources [239]. The successful implementation of microgrids
also depends on community engagement and acceptance, which can be supported through
education and participatory planning [19].

Public—private partnership (PPP) mechanisms play a key role in providing financial
and infrastructural support for the implementation of microgrids. Countries such as Ger-
many and India have successfully used PPPs to develop smart microgrid technologies [239].

Ongoing research focuses on increasing the efficiency, scalability and integration of
microgrids, with a particular emphasis on overcoming technical, economic and regulatory
challenges [19,47]. While the technical, economic and environmental potential of microgrids
is well documented, emerging industry needs that focus on cybersecurity, blockchain-based
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energy markets, dynamic regulation and social justice still need to be addressed. These
challenges offer new research opportunities and real-world applications for innovators, de-
velopers and policymakers working to accelerate the deployment of microgrids—Table 13.
Exploring these areas, which are still being researched, will not only increase the efficiency
of microgrids, but also ensure their role in creating sustainable, resilient and inclusive
energy systems in the future.

Table 13. Issues and directions for desired research.

Description

Need for Research

Industry Needs

Cybersecurity in Multi-Microgrid Ecosystems

The security implications of
interconnected microgrids—especially
in regions where multiple microgrids
may form a distributed
network—remain largely unexplored.
In scenarios where multiple microgrids
are interconnected to share resources or
act as part of a virtual power plant
(VPP) or market trading mechanism,
the complexity and attack surface of
cyber threats increases exponentially

There is a need to develop a multi-layer
cybersecurity framework specifically
designed for microgrids and their clusters. In
this context, attention should be paid to
solutions using 5G technology, which allows
for the connection of a significantly larger
number of sensors and devices per square
kilometre, which means more potential entry
points for attacks and may also increase the
difficulty of managing and monitoring
security. Furthermore, the origin of critical 5G
components from external suppliers may be a
vector for geopolitical or hardware risk.

Real-time threat detection,
decentralised security measures and
blockchain for secure data transactions
and peer-to-peer energy trading are
potential areas for enhancing
microgrid cybersecurity

Blockchain and Smart Contracts for Distributed Energy Trading

While blockchain technology has been
proposed in the context of energy
markets, its practical integration into
microgrid systems for peer-to-peer
(P2P) energy trading and smart
contracts remains underdeveloped.
There is a gap in research and industry
tools for scalable decentralised energy
markets for microgrids.

There is a need to explore how blockchain can
enable microgrid users to trade energy
directly, bypassing traditional intermediaries.
Smart contracts can automate invoicing,
billing and dispute resolution, but their legal
and technical framework is still at an
early stage.

A robust, user-friendly platform for
energy transactions, including the
integration of microgrids with national
or global energy markets, can unlock
new revenue streams and
opportunities to increase
microgrid efficiency

Dynamic Regulation for Autonomous Operations

Regulatory frameworks often lag
behind technological innovation,
especially in relation to autonomous
microgrid operations and their role in
energy markets. Microgrids operating
in islanded or hybrid mode face
challenges in complying with grid
regulations (such as frequency control
or voltage regulation) when
transitioning between autonomous and
grid-connected modes

Research is needed to develop dynamic
control models that can facilitate the adaptive
principles of real-time microgrids as they
autonomously manage generation, storage
and load balancing. These models could be
based on the principles of flexibility, resilience
and transparency in response to real-time
system dynamics.

A change in the regulatory framework
is needed to allow microgrids to
manage themselves, especially in areas
prone to frequent power outages or
energy crises. The industry requires
new guidelines for microgrids that
operate outside traditional
utility boundaries.

Advanced Fault Detection and Predictive Maintenance for Hybrid Systems

While fault detection in traditional
energy systems is a well-studied area,
hybrid microgrid systems—involving

multiple sources of generation and

storage and complex energy
management systems—still face
challenges in real-time fault detection,
fault prediction and
maintenance planning.

More predictive maintenance algorithms,
integrated with machine learning, are needed
to predict distributed energy resource (DER)
failures. The focus should be on detecting
early signs of system degradation before they
lead to full-scale failures, especially in remote
areas where maintenance may require long
lead times.

Tools that can provide predictive
analysis of system status and
automated decision-making for
maintenance scheduling would
optimise downtime and repair costs,
contributing to greater reliability of
microgrid operations in different
modes of operation
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Table 13. Cont.

Description

Need for Research

Industry Needs

Integrating Microgrids with Demand Side Management (DSM) and Smart Homes

The integration of microgrids with
advanced demand-side management
(DSM) and smart home technologies is
explored in publications, but usually
not in the context of real-time adaptive
demand management, in which the
microgrid dynamically adjusts energy
consumption based on current grid
conditions or local generation.

Research is needed into the potential of IoT
devices and real-time sensors to enable
microgrid-driven DSM, in which smart homes
and businesses can dynamically adjust energy
consumption based on available local energy
or external grid conditions. This can be
extended to Al-based learning models that
improve energy efficiency and reduce costs
over time.

The industry requires software
platforms and algorithms capable of
connecting home and industrial
automation systems directly to the
microgrid, enabling automatic
scheduling of appliances based on
real-time renewable
energy availability.

Resilience in Microgrids for Climate Change and Extreme Weather Events

Climate resilience is a key criterion for
larger infrastructure projects, but
microgrids designed for extreme

weather events—such as hurricanes,
floods and fires—still face gaps in
design and operational resilience. In
particular, there is insufficient research
on weather resilience and climate
adaptation for
renewable-based microgrids.

Research should explore design principles
that address specific climate risks in regions
prone to extreme events. This could include

weatherproof solar panels, wind turbines and

battery storage systems that can withstand
higher levels of environmental stress.

Industries involved in microgrid
development need tools for climate
risk assessment and real-time
environmental monitoring to ensure
that microgrids can adapt to rapidly
changing weather patterns and remain
operational during disruptions caused
by extreme weather events.

Customisation and Standardisation of Microgrid Solutions

Adapting microgrid solutions to
different geographical, cultural and
economic contexts is important to
achieve widespread adoption,
especially in developing countries and
remote rural areas. However, the
industry lacks standardised approaches
to adapting microgrid systems to
local needs.

Research is needed to create modular
microgrid designs that can be adapted to
different climates, energy demands and
economic contexts. This includes a study of
local resource availability, local grid
infrastructure and user preferences for
energy services.

The industry needs more open-source
platforms that allow users and
developers to easily customise

microgrid systems, integrate locally
available resources and provide
affordability with high performance

Energy Equity and Social Impact Evaluation Models

There is insufficient research on their
social impact, particularly in relation to
energy equality. Microgrids offer a
unique opportunity to empower
marginalised communities, but
comprehensive models for assessing
social impact and ensuring inclusive
energy access are still lacking.

New methodologies are needed to assess how

microgrids can contribute to social

sustainability. This includes the development

of impact indicators on job creation,
education, health outcomes and community
empowerment in microgrid projects.

Energy developers and policymakers
need tools to assess the wider societal
benefits of microgrids, especially in
terms of reducing energy poverty,
improving access to healthcare and
supporting socio-economic
development in underserved areas.

Source: own elaboration.

8. Conclusions

The evolution of the energy sector towards distributed solutions should not, however,
weaken integrated national and continental systems, unless circumstances necessitate it
(e.g., distance). These structures can complement and interact within a transformed energy
sector, enabling the exchange of energy between areas on market terms. However, this
requires a new role for existing distribution and transmission network operators and new
functions at the user structure level. An energy manager function may be needed. This
is a new business niche for providers of energy solutions—not only technology, but also
comprehensive management of the customer’s structure (Energy/Microgrid as a Service).
The development of smart energy structures means an increase in demand for sensors and
measurement technology—intelligence needs data and its own senses to respond correctly.
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Microgrids are not only flexible emergency power supply systems, but they are a
new dimension of energy transformation taking place on the consumer side. They are
not a concept of disconnecting from the national grid, but a way for the local grid to
function as an autonomously managed part, offering flexibility for the entire power system.
Microgrids are becoming a key element of the ongoing energy transition, responding to the
demand for more sustainable, reliable and decentralised energy systems. By integrating
renewable energy sources, microgrids reduce dependence on fossil fuels and greenhouse
gas emissions. Advanced technologies, such as smart meters and sensors, control systems
and energy management strategies, are an integral part of microgrids, enabling efficient
energy distribution and consumption, and helping users achieve energy self-sufficiency.

From the point of view of the user or investor, they have the ability to manage energy
production and consumption in order to optimise usage costs, while from the point of
view of the energy grid, they can positively influence electricity parameters by providing
ancillary services. Microgrids can reduce electricity costs for consumers by optimising the
use of renewable energy sources and minimising dependence on the main grid. In addition,
they contribute to sustainable environmental development by integrating renewable energy
sources and reducing carbon dioxide emissions.

An intelligently managed microgrid, thanks to optimisation algorithms and control
strategies, enables independent operation in the event of grid failures or crises, increasing
the resilience and reliability of energy systems. Microgrids can co-optimise multiple energy
services to ensure system stability. In this case, microgrid generation units, together with
energy storage facilities, can ensure frequency stability in the system by providing inertia
(including artificial inertia) and participating in regulation services (primary, secondary
and tertiary). In addition, in particular, they can increase short-circuit power, ensuring grid
rigidity, and, within a local range but affecting the correct operation of the system, regulate
reactive power and voltage. This approach is not possible in traditional grids, leading to
inefficient energy use and higher operating costs. Furthermore, energy storage systems in
microgrids help manage fluctuations in energy generation and ensure a smooth transition
between grid-connected and island mode operation. Without these systems, grids cannot
effectively vary energy consumption to optimise supply and demand.

A well-designed energy system based on microgrids offers consumers:

e  Security of supply even in the event of a national grid failure, and energy self-
sufficiency over a longer period of time.

Stable, predictable energy prices regardless of global crises

Automatic consumption management through intelligent systems

The possibility of additional income from energy consumption flexibility.

In the case of an industrial microgrid—energy security for the company’s continued
development, success and innovation.

Increased property or company assets.
e A clearer conscience thanks to the use of local, green energy.

Microgrids are a transformation technology that uses sensor technologies and pro-
motes energy self-sufficiency, supporting the transition to a more sustainable and resilient
energy system. They enable the integration of renewable energy, increase grid reliability,
and offer economic and environmental benefits, making them a desirable component of the
future energy landscape.

Sensors, being essentially tools for obtaining reliable data, are a critical functional
component of microgrids. Their effective use within data collection and interpretation
systems, reliability, quality and transfer speed determine the efficiency of microgrid op-
eration. There are several areas in which research and practical applications should be
continuously expanded:
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Integration of advanced AI/ML for sensor data analytics—research can focus on
developing Al-based control systems that use sensor data to continuously learn and
improve optimisation algorithms, making microgrids more autonomous and adaptive.
Standardisation of sensor technologies—research is needed to develop standardised
sensor platforms that can be universally applied to microgrid systems, facilitating
integration and reducing the costs associated with multi-vendor ecosystems.
Enhancing sensor reliability and durability in harsh environments—research should
include more durable, weatherproof sensors that can operate under extreme conditions
such as prolonged high temperatures, varying humidity, exposure to dirt and water.
Cybersecurity for sensor networks—research into secure communication protocols
for sensor networks, such as encryption and data authentication, is key to protecting
against cyber threats that could compromise the operation of microgrids.
Optimising energy storage via sensor data—research into the intelligent management
of energy storage systems through sensor-based, real-time monitoring could lead to
advances in storage efficiency.

Full self-sufficiency of microgrids is only possible with a comprehensive set of compo-

nents that interact intelligently, autonomously and adapt to local conditions. This includes

not only energy generation and storage technologies, but also advanced control, sensor,

communication and utility infrastructure.
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Abbreviations

The following abbreviations are used in this manuscript:

AC
Al
CHP
DC
DER
DSM
DSR
EaaS
EMS
ESG
ESS
EV
GHG
GPS
ICT

Alternating Current

Artificial Intelligence

Combined Heat and Power

Direct Current

Distributed Energy Resource

Demand Side Management

Demand Side Response

Energy as a Service

Energy Management System
Environmental, Social, and Governance
Energy Storage System

Electric Vehicle

Greenhouse Gas

Global Positioning System

Information and Communication Technology
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IoT Internet of Things
P2p Peer-to-peer
PD Partial discharge
PMU Phasor measurements (unit)
pPP Public—private partnership
PV Photovoltaic
RES Renewable Energy Source
SCADA  Supervisory Control and Data Acquisition
VPP Virtual Power Plant
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