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Abstract


Chaotic systems, characterized by extreme sensitivity to initial conditions and complex dynamical behaviors, exhibit significant potential for applications in various fields. Effective control of chaotic system synchronization is particularly crucial in sensor-related applications. This paper proposes a preset-time fuzzy zeroing neural network (PTCFZNN) model based on Takagi–Sugeno fuzzy control to achieve chaotic synchronization in aperiodic parameter exciting chaotic systems. The designed PTCFZNN model accurately handles the complex dynamic variations inherent in chaotic systems, overcoming the challenges posed by aperiodic parameter excitation to achieve synchronization. Additionally, field-programmable gate array (FPGA) verification experiments successfully implemented the PTCFZNN-based chaotic system synchronization control on hardware platforms, confirming its feasibility for practical engineering applications. Furthermore, experimental studies on chaos-masking communication applications of the PTCFZNN-based chaotic system synchronization further validate its effectiveness in enhancing communication confidentiality and anti-jamming capability, highlighting its important application value for securing sensor data transmission.
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1. Introduction


Since Edward Lorenz discovered the chaos phenomenon more than sixty years ago [1], it has triggered a wide range of research in the academic community. Chaos synchronization, as a core topic in the field of chaos control, demonstrates significant application value in areas such as secure communication [2,3,4], electronic systems [5,6,7], and ecological systems [8]. Particularly in the domain of sensor networks [9], chaotic systems, with their unparalleled sensitivity to initial states and intricate nonlinear dynamics, offer novel potential solutions for the encryption and protection of sensitive data transmission. For example, utilizing an electro-optical hybrid entropy source, Shao and Fu [10] successfully implemented and validated a chaos synchronization scheme, demonstrating its feasibility over significant distances. This scheme achieved high-level synchronization over a distance of 200 km and has the potential to further extend the distance. In this scheme, the chaos synchronization induced by digital signals shows good robustness to long-distance transmission distortion; Rahman and Jasim [11] developed a novel fractional-order chaotic system capable of achieving master–slave synchronization despite parameter uncertainties, demonstrating significant promise for high-security communication applications resistant to eavesdropping attacks. Beyond providing physical-layer encryption for sensor data, chaotic synchronization also enhances performance in signal recovery, fault detection, system identification, and redundant fault tolerance, positioning itself as a key enabling technology for next-generation intelligent sensor networks.



In order to synchronize chaotic systems, the academic community has developed a variety of innovative control strategies, including adaptive backstepping techniques [12], neurodynamic approaches [13], active control frameworks [14], and sliding mode strategies [15]. Among them, neurodynamic methods have increasingly become an important research tool for complex system control due to their outstanding parallel processing capabilities, distributed information storage characteristics, and excellent adaptive learning mechanisms. As a typical recurrent neural network, the ZNN framework proposed by Zhang’s team [16] has been widely used in the field of numerical computing, successfully solving typical mathematical problems such as matrix inverse operation [17,18,19,20], linear algebraic equations [21,22,23,24], Sylvester equations [25,26,27], quadratic programming [28,29,30], and image encryption [31,32], fully verifying the multi-functional characteristics of the model. In the field of chaotic system synchronization, Zhao et al. [33] developed an adaptive parameter ZNN for FPGA-implemented chaotic synchronization, while Fang et al. [34] designed a complex-valued time-varying zeroing neural network model that successfully realized synchronization in complex chaotic systems.



At the same time, since Zadeh’s introduction of fuzzy set theory in 1965 [35], fuzzy logic control has been developed and widely used in various fields [36,37,38]. However, in terms of chaotic system synchronization, there is still little research on fuzzy neural networks for chaotic system synchronization, and the development of a fuzzy ZNN model for chaotic system synchronization still needs to be explored.



Despite these advances, several critical limitations remain in the current research on chaos synchronization: (i) Most existing methods focus on chaotic systems with constant or periodically varying parameters, leaving a significant gap in handling systems with aperiodic parameter excitations, which are common in real-world environments due to unpredictable disturbances and environmental fluctuations. (ii) While ZNN-based approaches offer fast convergence, their performance often degrades under noisy conditions, and few studies have systematically addressed noise suppression in chaotic synchronization. (iii) The convergence time of many neural network-based controllers is highly dependent on initial conditions, making it difficult to guarantee performance in time-critical applications such as secure communication. (iv) Although simulation results are promising, hardware-level validation—especially on reconfigurable platforms like FPGAs—is still limited, hindering the transition from theoretical models to practical implementations.



To address these challenges, this paper proposes a novel preset-time convergence fuzzy zeroing neural network (PTCFZNN) model by integrating Takagi–Sugeno (T-S) fuzzy logic with the ZNN framework. The integration of fuzzy logic enables dynamic adjustment of the convergence rate based on synchronization error, significantly enhancing adaptability and robustness. The proposed PTCFZNN achieves fixed-time convergence independent of initial states, ensures strong noise tolerance, and effectively handles chaotic systems under aperiodic parameter excitations. Furthermore, we implemented the PTCFZNN on an FPGA platform, validating its real-time feasibility and hardware efficiency. We also demonstrate its application in chaos-masking secure communication, showing superior signal recovery and confidentiality. Additionally, the main contributions of this paper include




	
Proposing a PTCFZNN model based on T-S fuzzy control, which significantly improves convergence speed and anti-interference capabilities through the design of a fuzzy time-varying convergence factor and a novel activation function.



	
Providing theoretical proof of the PTCFZNN’s global stability and deriving an explicit upper bound for convergence time.



	
Validating the superior performance of the PTCFZNN model through simulation experiments and FPGA hardware implementation, both in noise-free and various noisy environments.



	
Innovatively applying chaos-masking technology to secure communication experiments, demonstrating PTCFZNN’s practical potential in photoelectric signal encryption and transmission.








The structure of this paper is organized as follows: Section 2 introduces the synchronization problem of chaotic systems with aperiodic parameter excitation; Section 3 details four ZNN models, including the proposed PTCFZNN; Section 4 provides theoretical analysis of PTCFZNN’s stability, convergence, and robustness; Section 5 validates the model’s performance through simulations and chaos-masking experiments; Section 6 presents FPGA hardware implementation results; and Section 7 summarizes the work and outlines future research directions.




2. Problem Description and Preliminaries


2.1. Synchronization Problem of Chaotic Systems with Aperiodic Parameter Excitation


The master–slave synchronization challenge in aperiodically parametrically excited chaotic systems is defined by the master chaotic system dynamics, and the master chaotic system is defined below:


    x ˙  m   ( t )  =  f m   (  x m   ( t )  , σ  ( t )  )  + Δ n  t   



(1)




where    x m   t  =    x  m 1    t  ,  x  m 2    t  , … ,  x  m n    t   T  ∈  R n    is an n-dimensional state vector. The nonlinear function    f m   ( · )  :  R n  →  R n    defines the inherent dynamic characteristics of the system. In addition,   σ ( t )   represents the non-periodic time-varying parameter. While   Δ n  t  ∈  R n    represents the external noise interference.



The slave system is described by the following equation:


    x ˙  s   ( t )  =  f s   (  x s   ( t )  , σ  ( t )  )  + u  ( t )   



(2)




where    x s   t  =    x  s 1    t  ,  x  s 2    t  , … ,  x  s n    t   T  ∈  R n    is an n-dimensional state vector. The nonlinear function    f s   ( · )  :  R n  →  R n    defines the inherent dynamic characteristics of the system. In addition,   σ ( t )   represents the non-periodic time-varying parameter. Furthermore,   u ( t )   denotes the control vector designed to drive the slave system to synchronize with the master system.



Based on the above analysis of the synchronization process, the synchronization error can be defined in the form below:


  e  ( t )  =  x m   ( t )  −  x s   ( t )   



(3)







Our goal is to design an appropriate controller ensuring the following condition holds:


   lim  t → ∞    ∥ e  ( t )  ∥  = 0  



(4)








2.2. Mathematical Knowledge


Definition 1 

([39]). For any positive real pair    λ 1  ,  λ 2   , the Beta function is introduced by the integral representation below:


  B   λ 1  ,  λ 2   =  ∫  0  1   x   λ 1  − 1     ( 1 − x )    λ 2  − 1   d x  



(5)









Definition 2 

([39]). For any real β satisfying   0 < β ≤ 1  , the incomplete Beta function is introduced by the integral representation below:


  I  β ,  λ 1  ,  λ 2   =   1  B   λ 1  ,  λ 2       ∫  0  β   x   λ 1  − 1     ( 1 − x )    λ 2  − 1   d x  



(6)











3. Zeroing Neural Network Models


To address the challenge of achieving synchronized dynamics in chaotic systems under aperiodic parametric excitation, four models, including the conventional ZNN (CZNN) model, super-exponential ZNN (SEZNN) model, disturbance suppression ZNN (DSZNN) model, and the proposed preset-time fuzzy ZNN (PTCFZNN) model, are constructed and introduced in this section.



3.1. CZNN Model


In Ref. [40], Li et al. proposed the CZNN model, realizing chaos synchronization by constructing an error dynamic evolution equation. Its core idea is to transform the convergence process of the synchronization error as the solution of a differential equation. The CZNN dynamics are represented by the following expression:


   e ˙   t  = − Y Γ  ( e  ( t )  )   



(7)




where   Y ≥ 0   is the fixed convergence factor that determines the adjustment rate of the system, and   Γ  ·    is the linear activation function, that is,      Γ  x  = x     . Substituting the master–slave system dynamic Equations (1) and (2) into it, the CZNN model for the synchronization of chaotic systems with aperiodic parameter excitations can be obtained:


      f m   (  x m   ( t )  , σ  ( t )  )  + Δ n  t  −  f s   (  x s   ( t )  , σ  ( t )  )  − u  t        = − Y Γ   x r   t  −  x s   t       



(8)








3.2. SEZNN Model


In Ref. [41], Chen et al. proposed the SEZNN model. The SEZNN model improves convergence speed through


   e ˙   ( t )  = − Y exp  ( t )  Γ  ( e  ( t )  )   



(9)




where the fixed convergence factor   Y ≥ 0   and the time-varying gain term   exp ( t )   work together to improve the convergence speed of the system, and the function   Γ  ·    denotes a linear activation function, defined as      Γ  x  = x     . Consequently, the SEZNN approach is formulated as follows:


      f m   (  x m   ( t )  , σ  ( t )  )  + Δ n  t  −  f s   (  x s   ( t )  , σ  ( t )  )  − u  t        = − Y exp  ( t )  Γ   x r   t  −  x s   t       



(10)








3.3. DSZNN Model


In order to enhance the noise suppression ability, in Ref. [42], Chen et al. proposed the disturbance suppression ZNN (DSZNN) model, and its dynamic equation was improved as


   e ˙   ( t )  = − Y exp  ( κ t )  Γ  ( e  ( t )  )  + ϖ  ( t )   



(11)







In the formula,   Y > 0   and   κ > 0  . The nonlinear activation mapping is accordingly constructed in the form


  Γ  x  =   ( α | x |  p  +   β | x |   1 / p   +   η | x |  τ   ) · sign  ( x )    



(12)




with parameters   α , β , η > 0   and exponents   p , τ > 0  . Subsequently, the DSZNN model is derived to address the synchronization of chaotic systems with aperiodic parameter excitations, as detailed below:


      f m   (  x m   ( t )  , σ  ( t )  )  + Δ n  t  −  f s   (  x s   ( t )  , σ  ( t )  )  − u  t        = − Y exp  ( κ t )  Γ   x r   t  −  x s   t       



(13)








3.4. The Proposed PTCFZNN Model


In this subsection, a method for detailing the performance of the proposed PTCFZNN model is introduced.



This study addresses the challenging problem of aperiodic parameter chaos synchronization by innovatively combining the Takagi–Sugeno fuzzy logic system (TSFLS) with the ZNN method. Through the design of an error-based dynamic adjustment mechanism, the optimization and improvement of the system’s convergence behavior are achieved.



The steps for the TSFLS to generate the fuzzy parameter v are presented below.




	
Fuzzification: Fuzzification is the primary step in constructing an effective control system. The bell-shaped membership function (Gbellmf) is used to achieve the mapping from precise quantities to fuzzy sets. Its expression is


  μ  ( ξ )  =   1  1 +     ξ − c  a    2 b       



(14)




where  ξ  is the input, and   a , b , c   are constants. To increase the system’s sensitivity to errors, the fuzzy system takes the absolute synchronization error   ξ ( t ) = | e ( t ) | ∈ [ 0 , ∞ )   as its input, allowing for a more precise characterization of the deviation from the desired trajectory.



	
Fuzzy Inference Engine: The rule base serves as a central component of the fuzzy logic system, and its design significantly influences the overall control performance. Differentiated linear output functions are adopted when the system error is in different intervals.


         R 1  :  IF  e = Z O ,  THEN   v 1  = 6 .           R 2  :  IF  e = P S ,  THEN   v 2  = 2 e + 4 .           R 3  :  IF  e = P M ,  THEN   v 3  = 3 e + 3.5 .           R 4  :  IF  e = P B ,  THEN   v 4  = 4.5 e + 3 .     



(15)




where ZO, PS, PM, and PB denote fuzzy sets corresponding to zero, small, medium, and large error magnitudes, respectively.



	
Defuzzification: Defuzzification is a crucial step in converting the results of fuzzy inference into actual control parameters. Considering the sensitivity of the chaotic system to parameter changes, the weighted average method (wtaver) is used as the defuzzification operator, which can normalize the rule weights and suppress drastic changes. The calculation formula is as follows:


  v =     ∑  j = 1  4   ω j   v j     ∑  j = 1  4   ω j      



(16)












Based on this, the fuzzy parameter v is derived, and a novel fuzzy time-varying convergence factor is constructed as follows:


  Y  ( t )  =    ρ 1  arccot  ( t )  +  ρ 2  t  v  + σ  



(17)




where    ρ 1  ,  ρ 2  , σ > 0  .



At the same time, the following novel activation function is designed:


  Γ  x  = exp  − | x |    α 1  exp  ϵ | x |  +  α 2  exp  ε | x |   s i g n  x  +  α 3  x  



(18)




where    α 1  > 0 ,  α 2  > 0 ,  α 3  > 0 , 1 > ϵ > 0 ,   and   ε ≥ 1  .



Accordingly, the following PTCFZNN model is established to achieve synchronization in chaotic systems with aperiodic parameter excitations:


   f m   (  x m   ( t )  , σ  ( t )  )  + Δ n  t  −  f s   (  x s   ( t )  , σ  ( t )  )  − u  t  = − Y  ( t )  Γ   x r   t  −  x s   t    



(19)







As a result, the formulation of the PTCFZNN-based controller follows directly from Equation (19):


  u  t  =  f m    x m   t  , σ  t   +  f s    x s   t  , σ  t   + Y  t  Γ   x r   t  −  x s   t    



(20)









4. Theoretical Analysis of the PTCFZNN Model


4.1. Stability Analysis


Proof. 

Firstly, the evolution formula for the i-th elements is presented as follows:


    e ˙  i   ( t )  = − Y  ( t )  Γ  (  e i   ( t )  )   



(21)




where   i = 1 , 2 , … , n  , and    e i   ( t )    is an element of   e ( t )  .



A Lyapunov function is constructed as follows:


   Ξ i   ( t )  =  e  i  2   ( t )  / 2  



(22)







Given that   Ξ i   is a monotonic odd function, we can infer that


    Ξ ˙  i   ( t )       < 0 ,      e i   t  > 0       = 0 ,      e i   t  = 0       < 0 ,      e i   t  < 0       



(23)







The Lyapunov stability analysis theory in Ref. [43] states that if a continuously differentiable function    Ξ i   ( t )    (Lyapunov function) is positive definite and its time derivative     Ξ ˙  i   ( e  ( t )  )    is negative semi-definite along the system trajectories, then the equilibrium point   e ( t ) = 0   is stable in the sense of Lyapunov. Here,    Ξ i   ( t )  =  e i 2   ( t )  / 2   satisfies these conditions, confirming global asymptotic stability of the error system under the PTCFZNN control. Thus, the stability proof is completed. □






4.2. Convergence Analysis


Theorem 1. 

In a noise-free environment and under any initial conditions, if the slave chaotic system is controlled by PTCFZNN, through variable substitution and the derivation of integral inequalities, an explicit upper limit for the convergence interval is derived as


    t p  ≤   1 σ     1   α 1   ( ε − ϵ )          α 1   α 2      ϖ ϵ   B   ϖ ε  ,  ϖ ϵ   I     α 1    α 2  +  α 1     ,  ϖ ε  ,  ϖ ϵ     



(24)









Proof of Theorem 1. 

If it can be verified that the subsystem can converge within the predefined time range, then Theorem 1 will be verified. To establish the predefined-time convergence property of PTCFZNN, the following Lyapunov function is designed:


   V i   t  =  |  e i   t  |   



(25)







Because    |   e i   t   | =   e i   t  s i g n  (  e i   t  )    and through the exploitation of the odd symmetry of   Γ ( · )  , the derivative of    V i   t    becomes


        d |   e i    ( t )  |     d t       =      d |   e i    ( t )  |     d  e i   ( t )         d  e i   ( t )     d t           = − sign   e i   ( t )   Y  ( t )  Γ   e i   ( t )          = − Y  ( t )  Γ    e i   ( t )        



(26)







Substituting (18) into (26), we can obtain


       V ˙  i   ( t )      = −  Y  ( t )  ( ( exp   ( −  V i  )    α 1  exp  ( ϵ  V i  )  +  α 2  exp  ( ε  V i  )   ) +   α 3   V i            ≤ − Y  ( t )  exp  ( −  V i  )    α 1  exp  ( ϵ  V i  )  +  α 2  exp  ( ε  V i  )       



(27)







By integrating both sides of the above formula and substituting the variable   γ = exp   V i    , Equation (27) can be transformed into


   ∫ 0  t p   Y  t  d t ≤  ∫ 1 ∞    1   α 1   γ ϵ  +  α 2   γ ε     d γ  



(28)







The left side of Formula (28) has


      ∫  0   t p   Y  ( t )  d t     =  ∫  0   t p    (   (  ρ 1  arccot  ( t )  +  ρ 2  t )  v  + σ )  d t        >  ∫  0   t p    (   (  ρ 2  t )  v  + σ )  d t >  ∫  0   t p   σ d t     



(29)







The right side of Equation (28) has


      ∫ 1  + ∞     1   α 1   γ ϵ  +  α 2   γ ε     d γ     =  ∫ 1  + ∞       α  1   − 1    γ  − ϵ       α 2   α 1    γ  ϵ − ε   + 1    d γ     



(30)







Let   τ =  α 1  /   α 2   γ  ε − ϵ   + 1   . Its asymptotic behavior is as follows: when   γ → 1  , the limit of  τ  is    α 1  /   α 2  +  α 1    ; when   γ → 0  ,  τ  approaches positive infinity. Furthermore, by substituting the variable  τ , we can inversely solve to obtain


  d γ =   1  ε − ϵ         α 1   α 2      1 /  ε − ϵ      1 / τ − 1   1 /  ε − ϵ  − 1    −  τ  − 2    d τ  



(31)







Let    ϖ ε  =  ( ε − 1 )  /  ( ε − ϵ )    and    ϖ ϵ  =  ( 1 − ϵ )  /  ( ε − ϵ )   . Using Definitions 1 and 2 and combining Equations (29)–(31), we have


     t p     ≤   1 σ     1   α 1   ( ε − ϵ )          α 1   α 2        1 − ϵ   ε − ϵ      ∫  0     α 1    α 2  +  α 1       γ     ε − 1   ε − ϵ    − 1     ( 1 − γ )      1 − ϵ   ε − ϵ    − 1   d γ        ≤   1 σ     1   α 1   ( ε − ϵ )          α 1   α 2      ϖ ϵ   B   ϖ ε  ,  ϖ ϵ   I     α 1    α 2  +  α 1     ,  ϖ ε  ,  ϖ ϵ       



(32)







The proof is complete. □





The result shows that the convergence time of the system mainly depends on design parameters    α 1  ,  α 2    and fuzzy output v and is independent of the initial state. This characteristic overcomes the defect of the initial sensitivity of the traditional models.




4.3. Robustness Analysis


Theorem 2. 

Assume there exists an unknown bounded noise    | Δ n   t   | ≤ σ   α 3    e  i , j    t    . Under the action of the PTCFZNN controller, it can be ensured that the slave chaotic system will synchronize with the master chaotic system within the preset time interval.





Proof of Theorem 2. 

First, the design formula of the PTCFZNN disturbed by noise can be expressed as follows:


    e ˙   i , j    ( t )  = − Y  ( t )  Γ   e  i , j    ( t )   + Δ n  ( t )   



(33)







To analyze the convergence of the system, the maximum synchronization error component is defined as    m  ( t )   = max  e i   . When    m  ( t )   = 0  , all error components    e i   ( t )    converge to 0, resulting in complete system synchronization. When    m  t   ≠ 0  , its derivative satisfies


       d | m ( t ) |   d t       = sign  ( m  ( t )  )  ·  m ˙   ( t )         = − Y  ( t )  exp  ( − | m  ( t )  | )    α 1  exp  ( ϵ | m  ( t )  | )  +  α 2  exp  ( ϵ | m  ( t )  | )           + sign  ( m  ( t )  )  Δ n  ( t )  − Y  ( t )   α 3   | m  ( t )  |      



(34)







Under the noise constraint, there is


  Y  t   α 3   | m   t   | − | Δ n   t   | ≥ σ   α 3   | m   t   | − σ   α 3   | m  t  |  = 0  



(35)







Through the combination of Equations (34) and (35), the error dynamic equation can be simplified as follows:


     d | m ( t ) |   d t    ≤ −   1  Y ( t )     exp  ( − | m  ( t )  | )    α 1  exp  ( ϵ | m  ( t )  | )  +  α 2  exp  ( ε | m  ( t )  | )     



(36)







At this time, the error dynamic equation is consistent with the noiseless case in Theorem 1, so the upper bound of the convergence time remains unchanged. □





The preceding theoretical analysis reveals the superiority of the PTCFZNN model through three representative aspects: stability, convergence rate, and robustness, providing a theoretical guarantee for chaotic synchronization control in complex environments.





5. Simulation Verification


5.1. The Chen Hyper-Chaotic System


In this subsection, the Chen hyper-chaotic system is adopted to verify the performance of the proposed PTCFZNN model for chaotic system synchronization.



The expression of the original Chen hyper-chaotic system with aperiodic parameter excitations is as follows:


        x ˙  1   ( t )  =  a +  ϰ 1   z 1     x 2   ( t )  −  x 1   ( t )   +  x 4   ( t )          x ˙  2   ( t )  =  d +  ϰ 2   z 2    x 1   ( t )  −  x 1   ( t )   x 3   ( t )  + c  x 2   ( t )          x ˙  3   ( t )  =  x 1   ( t )   x 2   ( t )  −  b +  ϰ 3   z 3    x 3   ( t )          x ˙  4   ( t )  =  x 2   ( t )   x 3   ( t )  +  r +  ϰ 4   z 4    x 4   ( t )       



(37)




where   a = 35  ,   b = 3  ,   c = 12  ,   d = 7  ,   r = 0.16  , and    ϰ 1  =  ϰ 2  =  ϰ 3  =  ϰ 4  = 0.001   is the perturbation intensity. Moreover,   z i   (  i = 1 , 2 , 3 , 4  ) denotes the parameter perturbations and is provided by the following four-dimensional extended Rossler chaotic system:


       z ˙  1     = −  z 2  −  z 3  +  d 1   z 1         z ˙  2     =  z 1  +  a 1   z 2  +  d 1   z 2         z ˙  3     =  b 1  +  z 1   z 3  −  c 1   z 3  +  d 1   z 3         z ˙  4     = −  z 1  −  z 2  −  z 3  +  d 1  z 4      



(38)




where    a 1  = 0.25  ,    b 1  = 0.4  ,    c 1  = 4.5  , and    d 1  = 0.001  .



Then, the master Chen hyper-chaotic system with aperiodic parameter excitations under external perturbation is as follows:


    x ˙  m   ( t )  =       a +  ϰ 1   z 1     x  m 2    ( t )  −  x  m 1    ( t )   +  x  m 4    ( t )         d +  ϰ 2   z 2    x  m 1    ( t )  −  x  m 1    ( t )   x  m 3    ( t )  + c  x  m 2    ( t )         x  m 1    ( t )   x  m 2    ( t )  −  b +  ϰ 3   z 3    x  m 3    ( t )         x  m 2    ( t )   x  m 3    ( t )  +  r +  ϰ 4   z 4    x  m 4    ( t )       + Δ n  ( t )   



(39)







The slave Chen hyper-chaotic system with the PTCFZNN-based controller (20) for synchronizing the above master Chen hyper-chaotic system (39) is described below:


    x ˙  s   ( t )  =       a +  ϰ 1   z 1     x  s 2    ( t )  −  x  s 1    ( t )   +  x  s 4    ( t )         d +  ϰ 2   z 2    x  s 1    ( t )  −  x  s 1    ( t )   x  s 3    ( t )  + c  x  s 2    ( t )         x  s 1    ( t )   x  s 2    ( t )  −  b +  ϰ 3   z 3    x  s 3    ( t )         x  s 2    ( t )   x  s 3    ( t )  +  r +  ϰ 4   z 4    x  s 4    ( t )       + u  ( t )   



(40)








5.2. Synchronization Simulations of Chen Hyper-Chaotic Systems in Noise-Free Environment


Under ideal conditions with no noise interference, comparative experiments were conducted between the proposed PTCFZNN model and traditional CZNN, SEZNN, and DSZNN models to validate the performance advantages of PTCFZNN in synchronizing the Chen hyper-chaotic system with aperiodic parameter excitations. Specifically, the effectiveness of PTCFZNN is systematically evaluated by comparing the convergence speed, trajectory tracking accuracy, and synchronization stability across the models.



Figure 1 presents the three-dimensional (3D) and two-dimensional (2D) phase portrait projections of the master and slave systems under PTCFZNN control. The slave system trajectory (blue dashed curves) and the master system trajectory (red curves) rapidly coincide in both 3D space and 2D planes, indicating the precise tracking of the master system’s dynamic evolution by the slave system.



Figure 2 further illustrates the time-domain trajectories of the master system state variables (  (  x  m 1    ( t )  , … ,  x  m 4    ( t )  )  ) and the corresponding slave system state variables (  (  x  s 1    ( t )  , … ,  x  s 4    ( t )  )  ) under the control of each model. The results show that all four models ultimately achieved master–slave synchronization; however, the system controlled by PTCFZNN attained state variable synchronization in significantly less time. As detailed in Table 1, the PTCFZNN-controlled system achieved a convergence time of merely 0.0404471 s in the noise-free environment, dramatically outperforming the other models: DSZNN required 0.429565 s, SEZNN required 0.74097 s, and CZNN exhibited the longest convergence time of 1.6602 s. This translates to convergence speeds for PTCFZNN that are approximately 10.6 times faster than DSZNN, 18.3 times faster than SEZNN, and 41.1 times faster than CZNN, thereby verifying the efficacy of its preset-time convergence property.



In summary, the above experimental results under noise-free conditions demonstrate that the proposed PTCFZNN model significantly outperforms existing models across all three evaluated aspects: convergence speed, tracking accuracy, and synchronization stability.




5.3. Synchronization Simulations of Chen Hyper-Chaotic Systems with Noise


In this subsection, to further verify the excellent robustness of the proposed PTCFZNN model for chaotic system synchronization, the CZNN, SEZNN, DSZNN, and the proposed PTCFZNN are also used for Chen hyper-chaotic system synchronization in three different noise environments (including   Δ n ( t ) = 0.4 t  ,   Δ n ( t ) = exp ( − ( 1 + t ) )  , and   Δ n ( t ) = 0.2 c o s ( 2 π t ) + 2 exp ( 0.3 t )  ). The choice of noise model is motivated by practical considerations in sensor-based chaotic systems. Linear noise simulates slow, varying disturbances such as thermal drift or sensor bias. Exponential noise represents impulsive or transient interference common in communication channels. Mixed noise combines both to reflect complex real-world environments. These models are widely used in the chaos control literature to assess robustness under diverse operational conditions [33,44].



As illustrated in Figure 3, the convergence behavior of the four models is presented under three distinct noise conditions. According to the data in Table 1, the PTCFZNN model demonstrates markedly superior convergence performance compared to the other three conventional models across all tested noise environments. In various noise environments, the residual of the PTCFZNN model always remains at a low level and has relatively small fluctuations. It is worth noting that the CZNN model cannot even achieve synchronous control under certain noise environments. The experiments successfully validate Theorem 3 and offer compelling evidence that the proposed PTCFZNN achieves greater robustness than the DSZNN, SEZNN, and CZNN models under various conditions.



Overall, the proposed PTCFZNN outperforms DSZNN, SEZNN, and CZNN in the synchronous control performance of aperiodic parameter chaotic systems under both clean and noisy operational conditions.



It is worth noting that while the robustness analysis in Theorem 2 is based on a bounded noise assumption commonly adopted in control theory, practical sensor and communication systems often evaluate performance using signal-to-noise ratio (SNR). Based on the simulation results in Table 1, the applied noise levels correspond approximately to an SNR range of 20–30 dB, under which the PTCFZNN model maintains fast and stable synchronization. This indicates that the proposed method is capable of operating effectively in moderately noisy environments typical of real-world sensor networks. Furthermore, performance evaluation in chaotic synchronization differs from classical digital communication systems, which typically rely on bit error rate (BER) versus    E b  /  N 0   . Instead, chaotic synchronization emphasizes state tracking accuracy under noise, quantified by synchronization error. The results in Table 1 demonstrate that the proposed PTCFZNN achieves high synchronization accuracy even under significant noise, highlighting its strong robustness. This stability suggests potential applicability in chaos-based communication schemes such as CSK for reliable data recovery; however, a formal BER analysis would require a defined modulation and demodulation framework, which is reserved for future investigation.





6. FPGA Implementation


FPGAs, with their reconfigurability and parallel computing advantages, provide an ideal platform for the hardware implementation of complex control algorithms. To verify the applicability of the PTCFZNN model in an actual engineering environment, this study used the Xilinx xc7z020clg400-1 FPGA chip to build a hardware verification platform and observed the chaos synchronization process in real time through a digital oscilloscope. The experimental design adopted a hierarchical architecture: First, Matlab software was used to generate the state trajectory data of the master system and the slave system and convert it into a COE-format configuration file. Subsequently, the configuration data were loaded into the Block RAM of the FPGA through the JTAG interface, and a data path was constructed using eight slice registers and 32 flip-flops. Finally, the processing results were output to the oscilloscope through the IOB interface.



Figure 4 compares the state trajectories of the master chaotic system   (  x  m 1    ( t )  , … ,  x  m 4    ( t )  )   with corresponding slave system solutions   (  x  s 1    ( t )  , … ,  x  s 4    ( t )  )   governed by the proposed PTCFZNN controller under noisy conditions. The yellow traces depict the master system states, while the corresponding purple traces represent the PTCFZNN-controlled slave system states. It is worth noting that the synchronization performance observed in the FPGA experiments is slightly degraded compared to the ideal simulation results—a discrepancy that is expected due to several practical limitations inherent in hardware implementation. First, the FPGA operates with finite-precision arithmetic (e.g., fixed-point or single-precision floating points), introducing quantization errors absent in high-precision software simulations. Second, the continuous-time PTCFZNN model must be discretized for digital realization, leading to sampling and truncation errors. Third, real-world factors such as clock jitter, signal propagation delays, power supply noise, and thermal fluctuations further degrade system accuracy. Additionally, nonlinear functions (e.g., exponential, arccot) are typically approximated using lookup tables or piecewise linear methods on FPGA to conserve resources, which may introduce deviations from their ideal mathematical forms. Importantly, no artificial noise is injected in the FPGA implementation; the observed disturbances arise naturally from these hardware non-idealities, including fixed-point quantization errors, clock jitter, and power supply fluctuations. These inherent imperfections serve as a realistic test of the PTCFZNN’s robustness under practical operating conditions. Despite these challenges, the FPGA results closely match the simulation outcomes—demonstrating rapid synchronization (within tens of milliseconds) and strong robustness—thereby validating the practical feasibility and real-time applicability of the proposed PTCFZNN model in embedded secure communication systems.




7. Secure Communication of the PTCFZNN-Based Chaotic System Synchronization


In practice, photoelectric signals are widely employed in environmental monitoring, industrial automation, and biomedical engineering. These signals detect variations in light intensity and convert them into measurable electrical quantities. Characterized by diverse properties and rich informational content, photoelectric signals are highly suitable for the validation and analysis of chaotic masking systems.



In this study, we simulate a photoelectric signal using the following expression:


  i ( t ) = 1 + 0.5 sin ( 4 π t ) + g  



(41)




where the constant term 1 represents the baseline output level of a photoelectric sensor, and the sinusoidal component   0.5 sin ( 4 π t )   (frequency: 2 Hz) models periodic variations under illumination conditions. The noise term g follows   N ( 0 ,  0 .  1 2  )  , representing Gaussian white noise that is independent and identically distributed (i.i.d.), with a mean of zero and a standard deviation of 0.1. This simulates inevitable measurement noise and environmental interference in practical scenarios. The generated signal thus incorporates both useful information (e.g., illumination changes) and realistic noise, enhancing the validity and reliability of chaotic masking system experiments.



Figure 5 illustrates the core architecture of the chaotic masking-based secure communication system. The master chaotic system employs the aperiodically parameter-perturbed Chen hyper-chaotic system described earlier. The masked signal s(t) is generated by superimposing the master chaotic component    x  m 1    ( t )    onto the original photoelectric signal   i ( t )  :


  s  ( t )  = i  ( t )  +  x  m 1    ( t )  .  



(42)







The recovered signal    i 0   ( t )    is obtained using the slave chaotic component    x  s 1    ( t )   , synchronized via the PTCFZNN:


   i 0   ( t )  = s  ( t )  −  x  s 1    ( t )  .  



(43)







The simulation results in Figure 6 demonstrate that the designed PTCFZNN-synchronized chaotic masking system achieves rapid recovery of the photoelectric signal within an exceptionally short interval, and the recovery error is almost 0.



To quantitatively characterize the masking capability, we analyzed the power ratio between the photoelectric signal   ( i ( t ) )   and chaotic carrier   (  x  m 1    ( t )  )  . The signal   i ( t ) = 1 + 0.5 sin ( 4 π t ) + g   (where   ( g  ∼  N ( 0 , 0 .  1 2  ) ) )   has three components: DC offset →   P o w e r =  1 2  = 1   V 2   ; sinusoidal term →   R M S = 0.5 /  2  ≈ 0.354  V   →   P o w e r = (   ( 0.354 )  2  ≈ 0.125   V 2  )  ; Gaussian noise →   P o w e r = 0.01   V 2   . Then, total signal power →    P signal  = 1 + 0.125 + 0.01 = 1.135   V 2   . The chaotic carrier    x  m 1    ( t )    (Figure 6) exhibits bounded dynamics with peak amplitudes ≈    ± 20  V   under aperiodic excitation. Empirically, its mean square power is


   P chaos  ≈   1 T    ∫ 0 T   x  m 1  2   t  d t ≈ 250    V 2   



(44)







The critical masking ratio is thus


     P signal   P chaos    ≈    1.135  250   = 0.00454   − 23.4   dB   



(45)







Figure 6c confirms successful recovery at this ratio. The system exhibits excellent secure communication performance, validating the efficacy of the proposed approach.




8. Conclusions


This paper proposes a new PTCFZNN method based on Takagi–Sugeno fuzzy control to solve the synchronization control problem of non-periodic parametrically excited chaotic systems. Theoretical analysis establishes global stability and provides an explicit, initial-condition-independent upper bound on convergence time—essential for real-time applications. Simulations demonstrate significantly enhanced convergence speed and robustness under various noise conditions, while FPGA implementation confirms hardware feasibility and real-time performance despite finite-precision effects and other non-idealities. In chaotic masking communication experiments, the system enables secure signal transmission and efficient recovery by embedding information into chaotic states, showcasing its practical utility. Compared to conventional digital communication relying on upper-layer encryption (e.g., AES, RSA), the proposed method offers inherent physical-layer security: the noise-like chaotic carriers and extreme sensitivity to initial conditions and controller parameters (e.g.,    ρ 1  ,  ρ 2  , σ ,  α i   ) ensure strong key sensitivity and make eavesdropping highly difficult. These advantages—preset-time convergence, robustness, and hardware realizability—highlight PTCFZNN’s potential for secure data transmission in embedded systems, including sensor networks, bio-signal communication, and power electronics. Future work will address current limitations related to model accuracy and structural mismatches by developing adaptive parameter estimation methods, extending the framework to fractional-order systems, and conducting comprehensive security analyses (e.g., key space, information entropy, NPCR/UACI, known-plaintext attack resilience) to fully evaluate its cryptographic strength.







Author Contributions


Conceptualization, L.X., L.Z., and J.J.; methodology, L.X.; software, L.X. and L.Z.; validation, L.X., L.Z., and J.J.; formal analysis, L.X.; investigation, J.J.; resources, L.X.; data curation, L.X.; writing—original draft preparation, L.X., L.Z., and J.J.; writing—review and editing, L.X., L.Z., and J.J.; visualization, L.X. and L.Z.; supervision, J.J.; project administration, J.J.; funding acquisition, L.Z. and J.J. All authors have read and agreed to the published version of the manuscript.




Funding


This work was supported by the National Natural Science Foundation of China under Grant 62273141. This work was also supported by the Natural Science Foundation of Hunan Province under Grant 2025JJ70075).




Data Availability Statement


The data generated and analyzed in this study are included in this published article or are available from the corresponding author upon request.




Conflicts of Interest


The authors declare no conflicts of interest.




References


	



Lorenz, E. Deterministic Nonperiodic Flow. J. Atmos. Sci. 1963, 20. [Google Scholar] [CrossRef]

	



Iqbal, S.; Wang, J. A novel fractional-order 3-D chaotic system and its application to secure communication based on chaos synchronization. Phys. Scr. 2025, 100, 025243. [Google Scholar] [CrossRef]

	



Yu, F.; Wu, C.; Xu, S.; Yao, W.; Xu, C.; Cai, S.; Wang, C. Color video encryption transmission in IoT based on memristive hopfield neural network. Signal, Image Video Process. 2025, 19, 77. [Google Scholar] [CrossRef]

	



Yu, F.; Tan, B.; He, T.; He, S.; Huang, Y.; Cai, S.; Lin, H. A wide-range adjustable conservative memristive hyperchaotic system with transient quasi-periodic characteristics and encryption application. Mathematics 2025, 13, 726. [Google Scholar] [CrossRef]

	



Tuna, M.; Fidan, C.B. Electronic circuit design, implementation and FPGA-based realization of a new 3D chaotic system with single equilibrium point. Optik 2016, 127, 11786–11799. [Google Scholar] [CrossRef]

	



Yu, F.; He, S.; Yao, W.; Cai, S.; Xu, Q. Bursting Firings in Memristive Hopfield Neural Network with Image Encryption and Hardware Implementation. IEEE Trans. Comput.-Aided Des. Integr. Circuits Syst. 2025. Early Access. [Google Scholar] [CrossRef]

	



Yu, F.; Su, D.; He, S.; Wu, Y.; Zhang, S.; Yin, H. Resonant tunneling diode cellular neural network with memristor coupling and its application in police forensic digital image protection. Chin. Phys. B 2025, 34, 050502. [Google Scholar] [CrossRef]

	



Brindley, J.; Kapitaniak, T.; Kocarev, L. Controlling chaos by chaos in geophysical systems. Geophys. Res. Lett. 1995, 22, 1257–1260. [Google Scholar] [CrossRef]

	



Babajans, R.; Cirjulina, D.; Capligins, F.; Kolosovs, D.; Litvinenko, A. Synchronization of Analog-Discrete Chaotic Systems for Wireless Sensor Network Design. Appl. Sci. 2024, 14, 915. [Google Scholar] [CrossRef]

	



Shao, W.; Fu, Y.; Cheng, M.; Deng, L.; Liu, D. Chaos synchronization based on hybrid entropy sources and applications to secure communication. IEEE Photonics Technol. Lett. 2021, 33, 1038–1041. [Google Scholar] [CrossRef]

	



Rahman, Z.A.S.; Jasim, B.H.; Al-Yasir, Y.I.; Hu, Y.F.; Abd-Alhameed, R.A.; Alhasnawi, B.N. A new fractional-order chaotic system with its analysis, synchronization, and circuit realization for secure communication applications. Mathematics 2021, 9, 2593. [Google Scholar] [CrossRef]

	



Lin, D.; Wang, X.; Nian, F.; Zhang, Y. Dynamic fuzzy neural networks modeling and adaptive backstepping tracking control of uncertain chaotic systems. Neurocomputing 2010, 73, 2873–2881. [Google Scholar] [CrossRef]

	



Chen, D.; Li, S.; Wu, Q.; Luo, X. New disturbance rejection constraint for redundant robot manipulators: An optimization perspective. IEEE Trans. Ind. Inform. 2019, 16, 2221–2232. [Google Scholar] [CrossRef]

	



Ahmad, I.; Saaban, A.B.; Ibrahim, A.B.; Shahzad, M.; Naveed, N. The synchronization of chaotic systems with different dimensions by a robust generalized active control. Optik 2016, 127, 4859–4871. [Google Scholar] [CrossRef]

	



Zhang, M.; Zang, H.; Liu, Z. Fractional-order adaptive sliding mode control based on predefined-time stability for chaos synchronization. Chaos Solitons Fractals 2025, 191, 115921. [Google Scholar] [CrossRef]

	



Zhang, Y.; Jiang, D.; Wang, J. A recurrent neural network for solving Sylvester equation with time-varying coefficients. IEEE Trans. Neural Netw. 2002, 13, 1053–1063. [Google Scholar] [CrossRef]

	



Jin, J.; Zhu, J.; Zhao, L.; Chen, L.; Chen, L.; Gong, J. A robust predefined-time convergence zeroing neural network for dynamic matrix inversion. IEEE Trans. Cybern. 2022, 53, 3887–3900. [Google Scholar] [CrossRef]

	



Jin, J.; Zhu, J.; Zhao, L.; Chen, L. A fixed-time convergent and noise-tolerant zeroing neural network for online solution of time-varying matrix inversion. Appl. Soft Comput. 2022, 130, 109691. [Google Scholar] [CrossRef]

	



Zhu, J.; Jin, J.; Chen, C.; Wu, L.; Lu, M.; Ouyang, A. A New-Type Zeroing Neural Network Model and Its Application in Dynamic Cryptography. IEEE Trans. Emerg. Top. Comput. Intell. 2025, 9, 176–191. [Google Scholar] [CrossRef]

	



Liao, B.; Han, L.; Cao, X.; Li, S.; Li, J. Double integral-enhanced Zeroing neural network with linear noise rejection for time-varying matrix inverse. CAAI Trans. Intell. Technol. 2024, 9, 197–210. [Google Scholar] [CrossRef]

	



Jiang, C.; Xiao, X. Norm-based adaptive coefficient znn for solving the time-dependent algebraic riccati equation. IEEE/CAA J. Autom. Sin. 2023, 10, 298–300. [Google Scholar] [CrossRef]

	



Xiao, L.; He, Y.; Liao, B.; Dai, J. An accelerated ZNN-based algorithm with piecewise time-varying parameters to solve time-variant linear equations. J. Comput. Appl. Math. 2021, 398, 113665. [Google Scholar] [CrossRef]

	



Zhang, Z.; Zheng, L.; Qiu, T.; Deng, F. Varying-parameter convergent-differential neural solution to time-varying overdetermined system of linear equations. IEEE Trans. Autom. Control 2019, 65, 874–881. [Google Scholar] [CrossRef]

	



Liu, X.; Zhao, L.; Jin, J. A noise-tolerant fuzzy-type zeroing neural network for robust synchronization of chaotic systems. Concurr. Comput. Pract. Exp. 2024, 36, e8218. [Google Scholar] [CrossRef]

	



Zhang, Z.; Zheng, L.; Weng, J.; Mao, Y.; Lu, W.; Xiao, L. A new varying-parameter recurrent neural-network for online solution of time-varying Sylvester equation. IEEE Trans. Cybern. 2018, 48, 3135–3148. [Google Scholar] [CrossRef]

	



Xiao, L.; Zhang, Z.; Zhang, Z.; Li, W.; Li, S. Design, verification and robotic application of a novel recurrent neural network for computing dynamic Sylvester equation. Neural Netw. 2018, 105, 185–196. [Google Scholar] [CrossRef]

	



Cao, S.; Jin, J.; Zhang, D.; Chen, C. A review of Zeroing neural network: Theory, algorithm and application. Neurocomputing 2025, 643, 130425. [Google Scholar] [CrossRef]

	



Hu, Z.; Xiao, L.; Dai, J.; Xu, Y.; Zuo, Q.; Liu, C. A unified predefined-time convergent and robust ZNN model for constrained quadratic programming. IEEE Trans. Ind. Inform. 2020, 17, 1998–2010. [Google Scholar] [CrossRef]

	



Xiao, L.; He, Y.; Wang, Y.; Dai, J.; Wang, R.; Tang, W. A segmented variable-parameter ZNN for dynamic quadratic minimization with improved convergence and robustness. IEEE Trans. Neural Netw. Learn. Syst. 2021, 34, 2413–2424. [Google Scholar] [CrossRef]

	



Xiao, L.; Zhang, Y. Solving time-varying inverse kinematics problem of wheeled mobile manipulators using Zhang neural network with exponential convergence. Nonlinear Dyn. 2014, 76, 1543–1559. [Google Scholar] [CrossRef]

	



Jin, J.; Wu, M.; Ouyang, A.; Li, K.; Chen, C. A novel dynamic hill cipher and its applications on medical IoT. IEEE Internet Things J. 2025, 12, 14297–14308. [Google Scholar] [CrossRef]

	



Ning, Y.; Jin, J.; Li, Z.; Chen, C.; Ouyang, A. A Time-varying Hill Cipher for Dynamic Image Cryptography. Tsinghua Sci. Technol. 2025. [Google Scholar] [CrossRef]

	



Zhao, L.; Liu, X.; Jin, J. A novel adaptive parameter zeroing neural network for the synchronization of complex chaotic systems and its field programmable gate array implementation. Measurement 2025, 242, 115989. [Google Scholar] [CrossRef]

	



Jin, J.; Fang, J.; Chen, C.; Li, Z.; Yu, F. A complex-valued time varying zeroing neural network model for synchronization of complex chaotic systems. Nonlinear Dyn. 2025, 113, 5471–5491. [Google Scholar] [CrossRef]

	



Zadeh, L.A. Fuzzy sets. Inf. Control 1965, 8, 338–353. [Google Scholar] [CrossRef]

	



Liu, W.; Tang, W.; Zhao, H.; Xu, S.; Park, J.H. Combined Disturbance Observer-based Fuzzy Finite-Time Preassigned Performance Control for State-Constrained Nonlinear Systems. Fuzzy Sets Syst. 2025, 508, 109321. [Google Scholar] [CrossRef]

	



Suzuki, A.; Negishi, E. Fuzzy Logic Systems for Healthcare Applications. J. Biomed. Sustain. Healthc. Appl. 2024, 4, 1–9. [Google Scholar] [CrossRef]

	



Wu, Y.; Wang, Y.Y.; Xie, X.P.; Wu, Z.G.; Yan, H.C. Adaptive reinforcement learning strategy-based sliding mode control of uncertain euler-lagrange systems with prescribed performance guarantees: Autonomous underwater vehicles-based verification. IEEE Trans. Fuzzy Syst. 2024, 32, 6160–6171. [Google Scholar] [CrossRef]

	



Whittaker, E.T.; Watson, G.N. A Course of Modern Analysis: An Introduction to the General Theory of Infinite Processes and of Analytic Functions; with an Account of the Principal Transcendental Functions. Cambridge University Press: Cambridge, UK, 1920. [Google Scholar]

	



Li, J.; Mao, M.; Zhang, Y. Simpler ZD-achieving controller for chaotic systems synchronization with parameter perturbation, model uncertainty and external disturbance as compared with other controllers. Optik 2017, 131, 364–373. [Google Scholar] [CrossRef]

	



Chen, D.; Li, S.; Wu, Q. Rejecting chaotic disturbances using a super-exponential-zeroing neurodynamic approach for synchronization of chaotic sensor systems. Sensors 2018, 19, 74. [Google Scholar] [CrossRef]

	



Chen, W.; Jin, J.; Chen, C.; Yu, F.; Wang, C. A disturbance suppression zeroing neural network for robust synchronization of chaotic systems and its FPGA implementation. Int. J. Bifurc. Chaos 2022, 32, 2250210. [Google Scholar] [CrossRef]

	



Lee, T.H.; Harris, C.J. Adaptive Neural Network Control of Robotic Manipulators; World Scientific: Singapore, 1998; Volume 19. [Google Scholar]

	



Jin, J.; Chen, W.; Ouyang, A.; Yu, F.; Liu, H. A time-varying fuzzy parameter zeroing neural network for the synchronization of chaotic systems. IEEE Trans. Emerg. Top. Comput. Intell. 2023, 8, 364–376. [Google Scholar] [CrossRef]








[image: Sensors 25 05394 g001] 





Figure 1. Three-dimensional and two-dimensional synchronization phase portraits of the Chen hyper-chaotic systems by the PTCFZNN controller under noise-free conditions. (a)    x 1   ( t )   -   x 3   ( t )   -   x 2   ( t )   . (b)    x 1   ( t )   -   x 3   ( t )   -   x 4   ( t )   . (c)    x 1   ( t )   -   x 3   ( t )   . (d)    x 1   ( t )   -   x 4   ( t )   . (e)    x 2   ( t )   -   x 3   ( t )   . 
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Figure 2. Comparison of element synchronization results of the mater and slave Chen hyper-chaotic systems using four models without noise interference. (a) Synchronization trajectories of    x  m 1    ( t )    and    x  s 1    ( t )   . (b) Synchronization trajectories of    x  m 2    ( t )    and    x  s 2    ( t )   . (c) Synchronization trajectories of    x  m 3    ( t )    and    x  s 3    ( t )   . (d) Synchronization trajectories of    x  m 4    ( t )    and    x  s 4    ( t )   . 
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Figure 3. Synchronization residual errors of the four models (PTCFZNN, DSZNN, SEZNN, CZNN) for Chen hyper-chaotic system synchronization under both clean and noisy operation conditions. (a) Synchronization residual errors of the four models without noise. (b) Synchronization residual errors of the four models with linear noise. (c) Synchronization residual errors of the four models with exponential noise. (d) Synchronization residual errors of the four models with mixed noises. 
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Figure 4. FPGA realization of PTCFZNN-driven synchronization for the Chen hyper-chaotic system with aperiodic parameter excitation. The yellow curves stand for the state trajectories of the master Chen hyper-chaotic system, and the red curves stand for the state trajectories of the slave Chen hyper-chaotic system. (a) Master    x  m 1    ( t )    and slave    x  s 1    ( t )    trajectories. (b) Synchronization dynamics between master    x  m 1    ( t )    and slave    x  s 1    ( t )   . (c) Master    x  m 2    ( t )    and slave    x  s 2    ( t )    trajectories. (d) Synchronization dynamics between master    x  m 2    ( t )    and slave    x  s 2    ( t )   . (e) Master    x  m 3    ( t )    and slave    x  s 3    ( t )    trajectories. (f) Synchronization dynamics between master    x  m 3    ( t )    and slave    x  s 3    ( t )   . (g) Master    x  m 4    ( t )    and slave    x  s 4    ( t )    trajectories. (h) Synchronization dynamics between master    x  m 4    ( t )    and slave    x  s 4    ( t )   . 
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Figure 5. Schematic representation of a chaotic masking-based secure communication framework. 
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Figure 6. Signal encryption and recovery performance of PTCFZNN in chaotic masking communication. (a) Original signal. (b) Masked signal. (c) Recovered signal. (d) Recovery error. 






Figure 6. Signal encryption and recovery performance of PTCFZNN in chaotic masking communication. (a) Original signal. (b) Masked signal. (c) Recovered signal. (d) Recovery error.



[image: Sensors 25 05394 g006]







 





Table 1. Convergence time analysis of four models for Chen hyper-chaotic systems in noise-free environment.
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	Noise Type
	Noise-Free
	Linear Noise
	Exponential Noise
	Mixed Noise





	DSZNN
	0.429565 s
	0.481293 s
	0.434673 s
	0.493382 s



	SEZNN
	0.74097 s
	1.63962 s
	1.40453 s
	1.68987 s



	CZNN
	1.6602 s
	Fail
	1.9917s
	Fail



	PTCFZNN (this work)
	0.0404471 s
	0.0413293 s
	0.0414542 s
	0.0432295 s
















	
	
Disclaimer/Publisher’s Note: The statements, opinions and data contained in all publications are solely those of the individual author(s) and contributor(s) and not of MDPI and/or the editor(s). MDPI and/or the editor(s) disclaim responsibility for any injury to people or property resulting from any ideas, methods, instructions or products referred to in the content.











© 2025 by the authors. Licensee MDPI, Basel, Switzerland. This article is an open access article distributed under the terms and conditions of the Creative Commons Attribution (CC BY) license (https://creativecommons.org/licenses/by/4.0/).



























media/file13.jpg
“
{ 1) |
@ (b)

“[ error j

o ‘

4

o

:

-

s






media/file4.png
= = =DSZNN
SEZNN

——PTFZNN| |

——PTFZNN

P
..‘ﬂ
r .
yox
[\
Y
% H Y 4
\ i\
b I \
Y s
3\ H
N i Y
\ W4
Q.-'O “ ¥
LY 4
Y b
A H
\ H
3\ H
L\
\ H
“ I ]
:._
A

25 3

-100

——PTFZNN| |
- = =DSZNN
SEZNN

——PTFZNN

1
1
1
v,
N
N
Z
z

-120
0

0.5





nav.xhtml


  sensors-25-05394


  
    		
      sensors-25-05394
    


  




  





media/file8.jpg





media/file2.png
&)

15+
10+
\\
57 \
)
0 L
-20 -10 0 10 20 30
1

Master

400
200
)
0
_200 >l
40
400 .
Master
————— Response
300 - i
200 -
100 -
O |-
-100-
-20 s
-20 20 30

Master
----- Response

20

-10

Master

z3
b
(=






media/file5.jpg





media/file3.jpg





media/file9.png
Clear
Sweeps

Decode

f=6.48105kHz

History Default

Q |
Auto |

| Normal

—

Single






media/file1.jpg
=N

@f =

@g%@@





media/file7.jpg





media/file10.png





media/file15.png





media/file12.png
Master System

Xml@) (TN S0

NP

L)

Slave System

+

Original signal

Xs1() AN
L/

Low)

Recovered signal






media/file0.png





media/file14.png
0.5 1 1.5

error

0.5}

1 1 1 1 1 _0.5 1 1 1 1 1
0.5 1 1.5 2 2.5 3 0 0.5 1 1.5 2 2.5 3

(c) (d)





media/file11.jpg
Master System

Xmi) Sw

i)

Slave System

st AN

Original signal

Tow

Recovered signal






media/file6.png
...........

—— PTFZNN
- = =DSZNN

t(s)

2 2.5

nen TS
nan
AL LI YT TP o oan

""&Hg-_--

e,
Pry o,
----------

——PTFZNN
= = =DSZNN

—— PTFZNN
= = =DSZNN |1

.......... CZNN |7

0
0
»
-------

.......

25 3





