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Abstract: Increased interest in the development and integration of navigation and positioning services
into a wide range of receivers makes them susceptible to a variety of security attacks such as Global
Navigation Satellite Systems (GNSS) jamming and spoofing attacks. The availability of low-cost
devices including software-defined radios (SDRs) provides a wide accessibility of affordable platforms
that can be used to perform these attacks. Early detection of jamming and spoofing interferences is
essential for mitigation and avoidance of service degradation. For these reasons, the development of
efficient detection methods has become an important research topic and a number of effective methods
has been reported in the literature. This survey offers the reader a comprehensive and systematic
review of methods for detection of GNSS jamming and spoofing interferences. The categorization
and classification of selected methods according to specific parameters and features is provided
with a focus on recent advances in the field. Although many different detection methods have been
reported, significant research efforts toward developing new and more efficient methods remain
ongoing. These efforts are driven by the rapid development and increased number of attacks that
pose high-security risks. The presented review of GNSS jamming and spoofing detection methods
may be used for the selection of the most appropriate solution for specific purposes and constraints
and also to provide a reference for future research.

Keywords: GNSS; spoofing; jamming; detection methods; machine learning models; software-
defined radio

1. Introduction

It is almost impossible to imagine navigating modern life without the use of Global
Navigation Satellite Systems. Applications for navigation and positioning have become
unavoidable, whether we are traveling somewhere, looking for something, or doing our
job as bus, truck, taxi, ship, or plane crew. Stable and precise synchronization is of key
importance in mobile networks for the successful connection of base stations and real-time
data transmission, as well as for navigation and positioning services. Mobile networks must
be synchronized so that base stations whose coverage overlaps do not interfere with each
other causing call drops or service degradation. Due to the loss of synchronization, there is
a deterioration in the quality of mobile transmission, a drop in the number of successful
calls, and a decrease in the number of users. One of the important sources of reference
signals for synchronization and provision of navigation and positioning services is GNSS.
Constant improvement of existing systems ensures better precision. However, due to the
increasing use of satellite navigation systems, there are an increasing number of threats
and risks such as malicious attacks targeting these systems [1].

In this review paper, we consider jamming and spoofing attacks in GNSS. Before the
arrival of recent advances in communication and information technologies, the generation
of such interferences required sophisticated knowledge and equipment. However, today
these attacks can be carried out by almost anyone due to cheap equipment and the availabil-
ity of various instructions. The most commonly used device for performing these attacks is
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a cheap software-defined radio (e.g., Universal Software Radio Peripheral (USRP), HackRF
One, LimeSDR). Jamming is the deliberate interference, caused by emissions intended
to render unintelligible or falsify the whole or part of a wanted signal according to the
International Organization for Standardization (ISO) [2]. It is the transmission of a high
radio frequency signal that is equal to or close to the frequencies at which GNSS receivers
operate. According to the European Telecommunications Standards Institute (ETSI) TS 103
246-5 V1.3.1 (October 2020) specification [3], a spoofing attack is the transmission of signals
intended to deceive location or timing processing into reporting false location or timing
target data. The impact of a spoofing attack on a GNSS receiver is reflected in taking over
the navigation system and spoofing the location of the receiver.

Navigation applications mostly rely on GNSS systems rendering them even more
sensitive to threats [4]. Navigation systems are exposed to security risks in the face of
spoofing attacks [5] and consequences in people’s lives. The GNSS community did not pay
enough attention to these threats in the open literature until Humphreys et al. [6] developed
a system for performing spoofing attacks. The spoofing attack is successfully performed
and tested on a commercial standard receiver. The strategy for detecting spoofing attacks
on cryptographically protected GNSS signals is presented in [7,8].

This paper gives a brief overview of, to the authors’ best knowledge, state of the art
jamming and spoofing detection methods. In comparison with other similar papers, we
also provide an overview of jamming detection methods and jamming and spoofing com-
bination detection methods researched in the last few years. Potential detection methods
include signal processing methods [9], data bit methods, position methods, and machine
and deep learning (DL) methods recently.

Considering the available works, it can be concluded that in the last few years, the most
popular methods for the detection of GNSS jamming and spoofing attacks are machine
learning (ML) methods. The performances of a few different machine learning methods are
compared in [10]. Their results show that classification and regression decision tree models
have the best performance for the detection and classification of Global Positioning System
(GPS) spoofing attacks when compared with other supervised and unsupervised models.
In [11], the authors compare a few ML methods and show that Support Vector Machine
(SVM) gives the best GPS spoofing detection results. On the other hand, authors in [12]
also make a comparison of a few ML methods and show that K-Nearest Neighbors (KNN)
gives better results in comparison to SVM. Authors in [13,14] agree with Shafique et al. [11]
that SVM is a promising approach for spoofed signal detection. Chen et al. show that their
multiparameter spoofing detection method on the dataset which is the combination of
publicly available Texas Spoofing Test Battery (TEXBAT) and Oak Ridge Spoofing and
Interference Test Battery (OAKBAT) datasets, gives a significant improvement compared
to traditional methods. Most of the spoofing detection algorithms use a single publicly
available dataset. Some publicly available datasets with spoofing scenarios are also used in
the papers for ML methods training and testing as well as datasets created with simula-
tors [14-16]. The application of Neural Networks (NN) is also often used, as demonstrated
in previous studies [17-19].

Besides machine and deep learning methods, there is also detection by using Time of
Arrival (ToA) [20], Direction of Arrival (DoA) [21], and National Marine Electronics Associ-
ation (NMEA) messages analysis [22] which belong to data bit methods. There are signal
processing methods where correlation peak monitoring [23], power-based methods [24] and
antenna-based methods [25] belong. The method with pseudoranges measurements based
on integrity check among different pseudorange measurements is described in [26,27]. Ra-
dio Frequency Fingerprinting (RFF) methods are widely used in the context of the Internet
of Things, Wi-Fi, and cellular networks but not in the context of GNSS. Authors in [28-31]
use RFF methods for detection of spoofed signals.

Many of these methods are also used to detect GNSS jamming signals, but also in
situations where jamming and spoofing attacks are employed in combination.
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This paper is organized as follows. Section 1 gives an introduction and related works.
Jamming and spoofing principles are described in Section 2. In Section 3, spoofing detection
methods are presented, and jamming detection methods in combination with spoofing
detection methods are presented in Section 4. Finally, Section 5 concludes the paper.

2. GNSS Jamming and Spoofing Principles

The main principles of jamming and spoofing attack are shown in Figure 1. The spoofer
(left) transmits fake signals, which are similar to authentic signals to the receiver. Fake
signals are transmitted at higher power than authentic ones in order to trick the receiver into
picking up those signals and subsequently begin tracking the fake satellites. The outcome of
this attack is taking over the receiver’s navigation system and falsifying its location. In the
case of a jamming attack (right), the jammer interferes with the authentic satellite signals
and prevents the receiver from collecting and tracking authentic signals by transmitting
the signals at the frequency near L1, L2, and L5 bands.
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Figure 1. Main principle of spoofing and jamming attack.

2.1. Jamming Attack

Jamming is an intentional transmission of a high-power radio frequency signal equal
to or very close to the frequency of the device whose operation is to be prevented. It aims
to prevent the receiver from collecting and tracking GNSS signals and navigating using
GNSS signals. Jamming occurs due to the transmission of high-power radio frequencies
near the L1, L2, and L5 frequency bands on which GNSS receivers operate. Jamming
frequencies are intended to overload the receivers to the point that the receivers lose lock
on the satellites, and have the main effect of rendering the GNSS system ineffective or
degraded for users in the jammed area [32]. Because many devices transmit on frequencies
close to GNSS receivers, it is possible that some of these devices unintentionally interfere
with GNSS signals. Jamming is even more problematic than spoofing because GPS jammers
are relatively much simpler in comparison to spoofing devices. In addition, they are easier
to make than spoofing devices. Even small jammers that fit in the palm of a hand can
have a range of several meters. A jammer can block all radio communications on any
device operating on radio frequencies within its range and emit radio frequency waves
that prevent the target device from establishing or maintaining the connection. Spoofing
is more complex since the fake signal’s structure should be imitated and similar to the
authentic one [5].
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Authors in [33] classify jamming as follows:

1.  Suppression jamming—the satellite navigation signal is suppressed by transmitting
a jamming signal that has high power in the frequency band of the satellite naviga-
tion signal. In addition, the signal-to-noise ratio of the receiver is reduced and the
satellite navigation signal is annihilated with the jamming signal. As a result, receiver
positioning accuracy is reduced or unable to work properly. There are three types of
suppression jamming:

¢  Single-frequency jamming is the simplest jamming type in suppression jamming.
J(t) = Acos(27f.t) (1)

where J(t) is jamming signal, A is the amplitude of the single-frequency jamming
signal, and f. is the carrier frequency of jamming signal.

¢ Pulse jamming is the type in which a jamming signal is composed of continuous
ideal rectangular pulses.

J(t) = Acos(27ft)s(t) ()

where A is the amplitude of the pulse jamming signal, f. is the carrier frequency
of the satellite navigation signal, and s(t) is the ideal rectangular wave signal.

¢ Sweep jamming has a similar form as single-frequency jamming. The difference
is that the carrier frequency of sweep jamming changes with time, while the
carrier frequency of single-frequency jamming is fixed.

J(t) = Acos(27t(fe + foweept)t) 3)

where A is the amplitude of the sweep jamming signal, f, is the carrier frequency
of the satellite navigation signal, and fsweep is the sweep frequency.

2. Deception jamming works in a way that the source generates a deception signal which
is similar to the real satellite navigation signal. The deception signal has a power
slightly higher than the real signal. There is one more way to perform such an attack:
the source repeats the real satellite or navigation signal in space. With this attack,
the attacker achieves that the receiver “picks up” wrong information about the time
and location and sends it as such.

There are two types of deception jamming;:

*  Generated deception jamming is a jamming method in which the attacker gen-
erates and transmits the deception signal. The generated signal has the same
structure as the real navigation signal. It gradually replaces the real signal in the
tracking loop under the signal control strategy and power advantage. After that,
it controls the tracking loop to achieve the purpose of deception.

*  Repeater deception jamming adds a certain time delay based on receiving the
real satellite navigation signal. After that, it repeats the signal through power
adjustment to make the satellite navigation receiver receive the repeater signal,
and thus a false signal is transmitted.

2.2. Spoofing Attack

GNSSS spoofing attack refers to the intentional transmission of fake GNSS signals
to deceive the receiver to misinterpret fake signals as authentic ones, and to falsify the
receiver’s location. The basic tasks of GNSS receivers are to receive and separate signals
from satellites, calculate pseudoranges for each satellite based on signal reception time,
demodulate the navigation message to obtain ephemeris data, and estimate the Position,
Velocity, and Time (PVT) solution. In [34,35], the authors show that it is easy to spoof
smartphone locations using a simplistic spoofing attack. The proposed approach is simple
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and economical because the spoofing attack is performed using a low-cost SDR (HackRF
One) and an open simulator GPS-SDR-SIM.

In general, received GNSS signals can be described mathematically as a combination
of several signals [36]

y(t) = Re{ﬁAiDi[t — (1] Ci[t — Ti(t)]ellwet—i(?)] } i=1,...,N (4)
i=1

where N is the number of signals constituting the spreading code, A; is the amplitude of the
i-th signal, D; is the data bit stream (data bits of each open-service GNSS signal) of the i-th
signal, C; is i-th signal’s spreading code—a sequence of pulses that GNSS uses to spread
the spectrum of the transmitted signal (mostly Binary Phase Shift Keying Pseudo-Random
Noise Code—BPSK PRN code), 7;(t) is the i-th signal’s code phase, w, is the nominal
carrier frequency, and ¢;(t) is the beat carrier phase of the i-th signal. Spreading code C;
is transmitted as part of the navigation message and allows the receiver to identify the
satellite from which he received the signal.

Spoofer sends similar fake signals and replicates the carrier, PRN code, and data bits
of each open-service GNSS signal, and the fake signal can be shown as follows

Ns )
ys<t>—Re{ZAsz-Di[t—rsxt)]ci[t—rsiunef[wff‘Psf“”}, i=1..,Ns (5
i=1

where T,(t), ¢si(t), Asi are code phase (compares the PRN codes to detect the distance
between the satellite and the receiver), carrier phase (the phase of the carrier at the receiver),
and amplitude of fake signals. Their values depend on the type of attack and differ from the
authentic signal values. N; = N is the number of fake signals that is equal to the number
of authentic signals. Each fake signal should have the same spreading/PRN code as the
corresponding authentic signal to deceive the receiver and perform a successful spoofing
attack, and usually, it broadcasts its best estimate of the same data D; [36].
The total received signal during a spoofing attack is equal to

Yeor(ry = Y(t) +ys(t) +o(t) (6)

where v(f) is the received noise, which can be classified as internal and external to the
receiver. External sources of noise are received by the antenna and include atmospheric
noise, cosmic noise, human-made noise, and interference noise created from other users
in an adjacent channel or in the same channel (it may be source of noise received from
the transmitter (spoofer)). Internal noise is generated by components inside the receiver.
This noise is the result of random processes such as the flow of charges in a device, or at
a more fundamental level, the thermal vibrations in any component at a temperature
above absolute zero. Radio receivers are made of components that generate noise. All
components, passive (such as resistors), or active (transistor-based circuits) generate noise.
The noise in active components actually limits the useful operating range of the device.
Sources of white noise in GNSS receivers are usually characterized by receiver and antenna
temperature noise. The antenna temperature models the noise entering the antenna from
the sky as previously explained, while the receiver temperature models the thermal noise
due to charge movement within the device such as the front end of the receiver. The
receiver front end comprises the antenna, amplification, filtering, mixing, and conversion
to quantized samples needed to convert received electromagnetic waves at one or more
carrier frequencies into digitized waveforms at baseband or an intermediate frequency for
signal processing. Additional noise occurs during the signal propagation from the antenna
to the receiver as the noise of an active (amplifier) or passive (cable) component.
There are three different types of spoofing attacks.
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A simplistic spoofing attack is shown in Figure 2a. This attack is based on using a
GNSS signal simulator to create a fake signal and transmit it to fool the receiver. This type
of attack is very easy to implement because cheap equipment is used. A simplistic attack is
easy to detect, considering that a high strength of the fake signal is needed for the receiver
to ignore the authentic satellite signal and take the fake one, and the fake signal is not
synchronized with the satellite constellation. Typically, these attacks are performed by first
jamming the authentic GNSS signal to force the receiver to re-acquire and lock onto the
fake signal. The result of a simplified attack is mostly jumps in PVT calculations [37].

GNSS
simulator

= RX X RX

S
w5 7oy

RX

AN

/

N
g

//

Figure 2. Types of spoofing attack: (a) simplistic, (b) intermediate, (c) sophisticated [37].

An intermediate spoofing attack or receiver-based attack is shown in Figure 2b. In this
type of attack, the spoofer (receiver/transmitter) has a built-in receiver that monitors and
collects the parameters of the authentic satellite signal to generate the fake signal following
the certain authentic signal and transmit it to the target receiver. This type of attack is
complex because fake signals need to be synchronized with authentic signals. The feasibility
of this attack has been proven as well as the possibility of changing the position of the
receiver without lifting warnings or creating the discontinuities in the PVT solution [6].

A sophisticated spoofing attack is the most complex type of attack shown in Figure 2c.
This type of attack uses several middle-level attackers that generate and transmit fake
GNSS signals [37]. In this case, the attack cannot be easily detected by looking at the
angle of arrival of the signal because the signals come from different angles and different
attackers. These attacks have a much higher level of complexity due to the synchronization
and communication process between each transmitter, which makes it very difficult to
implement and unsuitable for real-time scenarios. Also, a sophisticated spoofing attack is
not profitable from the economic point of view, because it requires additional and expensive
equipment (several attackers, i.e., transmitters and antennas) [36].

3. Spoofing Detection Methods

GNSS signal spoofing detection methods have the primary goal of detecting spoofing
attacks to alert the receiver that its location and time data are not correct. It is necessary to
understand the characteristics of different attacks to develop a good defense against the
attack itself. There are different methods of fake signal detection:

e  methods based on observation of Carrier-to-Noise Ratio (C/Np),

e  pseudoranges, signal correlation functions,

* methods based on hardware simulator (e.g., simulator like Spirent) which are not
economical [38],

¢  methods based on the use of an array of antennas,

*  methods using NMEA messages [22],

*  machine and deep learning methods.

A user device that receives fake signals and believes they are authentic can trigger
dangerous behavior due to incorrect location or timing corrections. An example of this
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attack is shown in [4], where GPS signal spoofing is used to misdirect a drone into an
unplanned dive and to divert a yacht off course. Therefore, spoofing defenses focus on
detecting the attack to alert the attacked receiver that its calculated position and clock offset
are unreliable. Table 1 shows the categories of spoofing detection methods in this review

paper. A detailed categorization of spoofing detection methods is found below.

Table 1. Categories of Spoofing Detection Methods [24].

Method Type Description Reference
Signal Quality
Monitoring (SQM),
Monitoring the
Correlajclon. Peak dlStrlbL.ItIOn of [23,39-44]
Monitoring correlation peak
Signal Processing and function
Methods Signal power,
Power-based Automatic Gain
Methods Control (AGC) and [24,45-48]
C/ Np monitoring
Antenna Array Sp(?ofmg detection by [25,49-54]
Processing using antenna array
Calculating the
signal’s time
ToA propagation from the [20,55]
sender to the receiver
Monitoring the
Data Bit Methods DoA dlrect.lon from Wthh [21,56-59]
the signals arrive at
the receiver
consistency check
NMEA Mes.sages among satellite [22,60]
Analysis -
navigation messages
integrity check
Positioning Methods Pseudorange among different [26,27,61]
Measurements pseudorange
measurements
Model training and
. . testing by using
. Different machine .
Machine and Deep . different parameters
Learning Methods and deep learning and a different [10-15,17,18,48,62-66]

methods

machine and deep
learning methods

3.1. Signal Processing Methods

Signal processing methods include correlation peak monitoring, power-based, and an-
tenna array processing methods.

3.1.1. Correlation Peak Monitoring

Method for GNSS signals spoofing detection based on correlation peaks SOM and
phase difference between fake and authentic signal is used in [23,39,40]. The paper [23] is
focused on spoofing detection with low delay using the KNN machine learning method.
Detection of the number of signal peaks is a key step for spoofed signal detection. The de-
tection is based on fake signal detection by estimating the number of peaks that exceed a
preset threshold when the receiver catches the signal. If there is only an authentic GNSS
signal in the received signal, the value of only one correlation peak will exceed the preset
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threshold as shown in Figure 3. When there are spoofed signals, then there are two or
more correlation peaks that are greater than the set threshold (Figure 3) and this method
of detecting spoofed signals is valid when the phase difference between the fake signal
and the authentic signal is large, i.e., larger than two chips. When the phase difference
between real and spoofed signal is, for example, one chip, which is the case in Figure 4,
the number of peaks is still one, so it is difficult to detect fake signals. The experimental
results carried out in this paper showed that the proposed algorithm can detect spoofed
signals with a delay greater than 0.6 chips and that has high accuracy. The authors in [39]
show that the generative adversarial network (GAN) can reach more than 98% accuracy
when the phase difference between the fake and authentic signal exceeds 0.5 chips and can
be applied to situations where the fake signal is highly synchronized with the authentic
signal. Authors in [40] also present a spoofing detection method based on correlation peaks.
They propose a method which is based on spoofing correlation peak cancellation (SCPC).
Their solution works by estimating the spoofing signal from the baseband sampling se-
quence and generating an inverse cancellation sequence, thereby countering the spoofing
attack. The paper [41] presents a new metric developed by the authors due to limitations of
SQM—its detection performances are limited when it is needed to detect spoofed signals
which are heavily overpowered and with significant code phase shifts. With the help of the
TEXBAT dataset, the effectiveness of the proposed detector is verified.

%108

Peak amplitude
[\ (A
I

-

3000

2000

Doppler shift 0 o Pseudo-code phase

Figure 3. Real satellite signal in the capture phase [23].
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G
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(=]
A
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Figure 4. A spoofed signal exists in the capture phase with a delay of 100 chips [23].
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Since traditional SQM methods lack low detection accuracy and poor robustness,
authors in [42] present a novel enhanced SQM method based on the application of the
statistical Kolmogorov—Smirnov (KS) test. KS test monitors the correlator’s output of the
GNSS receiver to identify the distortions in the correlator’s function. This method is tested
on TEXBAT scenarios and the results show the accuracy improvement in the spoofing
detection under the different power advantages. Furthermore, it can monitor the power
variations caused by spoofing attacks, provides great detection sensitivity and robustness
under different spoofing attack modes, and has low computational complexity.

Another enhanced approach for spoofing detection based on abnormal quadrature (Q)
channel energy of correlators, which uses the estimation of the noise level as a parameter is
proposed in [43]. Compared to the traditional SQM metrics, the Q energy detector has an
overall detection ratio improvement by at least 20% when the C/ Ny exceeds 32 dB-Hz. This
approach is also tested on all TEXBAT scenarios and it outperforms the traditional SQM in
all of them, especially in overpowered scenarios and dynamic scenarios. The results show
that increasing the power of the fake signal improves the relative detection performance of
the Q energy detector compared to other SQM detectors, and it can be an effective spoofing
detection method without the need to modify baseband correlators.

The authors in [44] focus on the classification of GNSS signals and classify them into
classes: authentic, multipath, spoofed or jammed. The features they use to classify signals
are average power and correlation distortion. Different machine learning methods were
tested using an accuracy test and confusion matrix. Spoofed and jammed signals are easily
distinguished from authentic signals due to their high average power and high degree of
correlation distortion. Therefore, in the case of intentional disturbances (interference), this
classification method is a powerful tool for navigation applications that use a GNSS receiver.

3.1.2. Power-Based Methods

Signal strength monitoring is the simplest way to detect spoofing attacks because the
strength of a fake signal is much higher than the strength of the authentic signal. A particu-
lar class of spoofing attack is meaconing. According to ETSI [3] TS 103 246-5 V1.1.1 (January
2016) specification, meaconing is the interception and rebroadcast of the navigation signals,
typically with power higher than the authentic signal, to falsify positioning. Meaconing
records the authentic GNSS signals and replays the signals through a transmitter with
enough gain to overwhelm the authentic signal at the victim’s antenna [36]. In addition to
the higher signal strength, the fake signal can be detected by the constant Doppler shift
because the attacker is in the same location. In real satellite signals, the Doppler shift is dy-
namic and constantly changes depending on movement towards or away from the satellite.
Additional parameters by which fake signals can be recognized are a constant pseudo-
distance and a constant elevation angle because the attacker is transmitting from a fixed
location. In the case of a dynamic attack, there should be several locations from which the
attacker transmits and then it would be more difficult to detect fake signals. A traditional
spoofed signal detection based on C/Nj is proposed in [24], where the measured C/Nj
of received GNSS signals is compared to a known or expected value. The authors show
that using the absolute power tracking technique significantly reduces the vulnerability
area of the receiver in comparison to techniques that track C/Nj. The signal strength
of GNSS signals is subject to physical degradation in unintentional (natural changes) or
intentional ways [45]. In [67], in addition to C/Nj for the detection of spoofing attacks,
the authors also monitor pseudoranges. On the other hand, the authors in [48] consider the
correlation distortion function together with pseudoranges and signal strength. Authors
in the paper [68] use a combination of several methods—they focus on spoofing detection
based on C/ Ny measurements, but after the jamming attack is prevented with the help of
the antenna array.

A simplistic spoofing attack is carried out in [69] using software-defined radio. GPS
signals are collected and replayed on smartphones. The GPS Test application is used for
the tracking the results of the attack. The GPS Test application is used to monitor the
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attack results, i.e., parameters: available satellites and their C/Njy. In cases where C/Nj
discrimination has limited effectiveness, the receiver can measure the absolute strength of
the correlation peaks, so this method is effective for detecting and discriminating attack
sources. The authors in [46] show that monitoring the absolute signal strength significantly
reduces the sensitivity range of the receiver compared to C/ Ny monitoring. On the other
hand, authors in [47] propose spoofing detection based on the Improved Ratio combined
with Carrier-to-Noise Moving Variance (C/Ny — MV). This method gives the best results
when the fake signal has 5 dB over the authentic signal with a detection rate of 98% whereas
the classical SQM method gives only 30%.

In [39], authors use a combination of a few methods for spoofing detection. Spoofed
GNSS signals were detected based on correlation peaks and phase differences between fake
and authentic signals. Experimental results of smartphone susceptibility to a simplified
spoofing attack are presented in [70]. Figure 5 shows the comparison of C/ Ny values for GPS
PRN 1 and PRN 3 during (top) and without (bottom) a spoofing attack for Xiaomi Redmi 8.
During a spoofing attack, the C/Nj for both satellites is in the range of 35-55 dB-Hz
while in conditions without an attack, a noticeable difference is visible in which C/Nj
has values of 20-40 dBHz with a slight trend of decrease and discontinuity at lower
values. The correlation between values for both cases is confirmed by linear regression and
Pearson’s correlation coefficient.

C'/Ny during spoofing period Spoofing period

iz =0.99 »ﬁ._._--;"'
45 v,«-‘-""”
— s
Z e
[ A
Ay 40 -
-
-
1 L L L L L L 15 e
0 10 15 20 25 0 s 40 45 50 40 45 50
PRN 3
C' /Ny during non spoofing period Non spoofing period
T T T T T T T - N
Ma = —0.76
366Nt
_ )
o 36.4
& P
=~ 36.2 P
36 :

447 448 449 45 451
PRN 3

.
10 15 20 23 30 35 40 45 s0
Window Time [s]

Figure 5. Comparison of C/ N for different satellites with and without spoofing attack [70].

In the case of a spoofing attack, there is a higher correlation between the values with a
coefficient of 0.99, while without an attack there is a low correlation with a coefficient of
—0.76 due to data discontinuity and different trends. The sensitivity effects of smartphones
are reflected through their raw measurements of, e.g., C/ Ny, pseudorange, and position
estimates. The impact of spoofing attacks on smartphones is analyzed in [71]. The authors
suggest techniques to increase security such as using cheap acceleration sensors.

3.1.3. Antenna Array Processing

In addition to spoofing detection with one antenna, an approach with the antenna
array is also often used. Antenna array is often intertwined with spoofing detection with the
help of DoA, which will be discussed later. Authors in the paper [25] present their antenna
array-based method for spoofing detection. Their method for spoofing detection is based on
the estimation of the DoAs of the received signal using compressed sensing methodology.
The authors conduct their research on sophisticated spoofing attack scenarios and use a
GNSS receiver with an array antenna and a spoofer with its own GNSS receiver. They
suppose that the location of the target is known by the spoofer. DoAs of real and spoofed
signals are estimated by the target GNSS receiver. The target GNSS receiver uses the spatial
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characteristics of the spoofing signal to estimate its direction of arrival. By using computer
simulations, the authors confirm that their method can detect spoofing attacks successfully.
In the paper [49], authors also focus on antenna array detection methods and use spatial
components—their method for spoofing detection is based on a comparison of steering
vectors related to received spatial components. The success of the proposed method is also
confirmed with simulations. In the paper [51], the authors propose the use of three low-cost
collinear antennas to detect GNSS spoofing. This approach is suggested for two reasons:
traditional multi-antenna counterfeit detection methods are limited in application scenarios
and using more antennas brings high costs. Simulation results for this method have high
effectiveness. Unlike them, authors in [52] use a six-array spoofing-interference-monitoring
array antenna. Their antenna successfully detects and identifies spoofing interference
sources by monitoring the relevant peaks and combining an airspace-trapping algorithm.
Authors in [53] use a multi-antenna GNSS receiver, and propose a model for spoofing
detection in a way to compare and statistically test the measured DoAs in relation to the
expected DoAs.

Authors in [54] use moving array antenna to localize GNSS spoofing sources. Firstly,
the deceptive signals are separated from authentic signals based on a double-differenced
carrier phase and then the original carrier phase single-difference data of the spoofing
signal from multiple observation points is fused through a moving antenna array to directly
localize the spoofing interference. This approach effectively avoids data correlation of
the traditional two-step methods for DoA estimation parameters. Also, it provides the
location accuracy of spoofing interference and the robustness of the method. Unlike the
other approaches, authors in [50] propose a coprime array-based method for spoofing
detection with a small time offset. This approach also estimates the DoA for the fake signal
and indicates the spoofing source presence. Compared with other methods, this method
achieves better performance in DoA estimation accuracy and does not perform the complex
despreading and acquisition stage of the receiver since it is implemented on raw digital
baseband signals.

3.2. Data Bit Methods
3.2.1. Time of Arrival (ToA)

Authors in [20] say that GNSS positioning is based on ToA ranging. ToA is based on
calculating the signal’s time propagation from the sender to the receiver. Spoofed signals
have a longer time of arrival than real signals. Authors in the paper [55] propose a spoofing
detection system based on time difference of arrival estimation (TDOAE). Their system
consists of two receivers. Figure 6 shows the difference between the real and spoofed signal
in accordance with the ToA.

TOA of real GNSS signal: t1 = Lo/c
TOA of fake GNSS signal: t2 + tm= (L1 + Ly)/c

*tm is modification time of the real GNSS signals
in the spoofer

real GNSS signal
Lo

()

modified (fake) GNSS @
signal ~ _
Ly -

receiver

spoofer

Figure 6. Time of arrival of real and fake GNSS signal (* denotes that tm is modification time of the
real GNSS signals in the spoofer).
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3.2.2. Direction of Arrival (DoA)

Spoofing detection is especially hard when a high-quality spoofer is used for the
spoofing attack. It is not easy to discriminate between authentic and fake satellite signals in
cases where all simulated signals have high fidelity. In cases like this, Controlled reception
pattern antennas (CRPA) are used as the best option for defense—spoofer generates and
transmits all simulated (spoofed) signals from the same location (one source), unlike
authentic satellite signals which come from different sources (different satellites) from the
sky. CRPA antenna rejects the signals if they come from the same direction because those
kind of signals are probably fake ones.

Authors in [21] rely on the monitoring of two characteristics for the detection of spoofing:

1.  The signal power from the spoofer compared to the power of the real satellites. This
is discussed below in another section.

2. The DoA of the fake signals is different compared to the DoA of signals that come
from the real satellites. Because of this claim, the authors in this paper compare the
expected DoAs from different PRNs to detect if spoofing is present. Simulation results
show that their presented algorithm detects spoofing well in spoofing scenarios with
a single source of spoofing and even in scenarios with multiple sources of spoofing.

In the paper [56], the authors present a prototype of equipment for detecting spoofing
attacks and determining the DoA and show that the presented prototype effectively detects
spoofed signals in open environments even though the presented prototype is based
on Low-Cost Commercial Board Components. The use of low-cost components is even
mentioned as an advantage of the presented prototype. The implementation of a direction-
finding curve is no longer limited to expensive antenna arrays. One of the disadvantages
is that in low-elevation situations, the accuracy of the DoA calculation is relatively poor,
which may be limited by the planar geometric configuration of the antennas in their article.

Since current detection methods based on DoA require multiple antennas/receivers,
which leads to high costs and complexity, authors in [57] use a single rotating antenna
for spoofing detection based on the intersection angle between two directions of arrival
(IA-DoA). IA-DoA is estimated between a pair of signals by using the C/ Ny and Carrier
Phase Single Difference (CPSD) of the received signal. This method proves effective for
spoofing detection and performance detection improvement. Authors in [58] also use a
single rotating antenna for signal spoofing detection. The proposed method is based on the
improved probabilistic neural network (IPNN) which is used for classification. An accuracy
of 98.84% is achieved.

In addition to all the mentioned ways of using DoA for detecting spoofing signals,
the authors in [59] use DoA in combination with other methods to detect spoofing signals.

3.2.3. NMEA Messages Analysis

The authors in [22] propose an approach based on the use of NMEA messages from
GNSS receivers (smartphones and commercial ublox receivers) for the detection and identi-
fication of suspected potentially fake signals. NMEA 0183 messages contain information
about visible satellites, the position of the receiver, speed and time, and their processing
does not require significant processing. By using NMEA messages, the large computer
loads required for obtaining and processing raw measurements are bypassed. Table 2
shows the types of NMEA messages and their descriptions. Three different scenarios were
observed: in the first scenario the attacker emulated a drive that starts from a building
and makes a loop around the nearby area, in the second scenario the attacker moves away
from the building and returns to the start and the third scenario is the same as the second
except that the attacker has additional damping. In the first scenario, the locations of all
smartphones are successfully spoofed. Although the smartphones were in a stationary
position on a table inside the building, the NMEA messages recorded that the devices were
in motion in the surrounding area. For the second scenario, the spoofing attack affected
the positioning accuracy but the fully expected fake trajectory was not observed, while
for the third scenario, the spoofing attack was successful and the expected fake trajectory
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was observed. Although the devices are in a stationary state, logs noted that they are in a
dynamic state under a spoofing attack. NMEA messages are also used for spoofing detec-
tion in maritime networks. In [60], authors present a novel low-cost framework MAritime
Nmea-based Anomaly detection (MANA) for GPS spoofing detection also based on NMEA
0183 messages.

Table 2. Definition of NMEA messages provided by GNSS receivers [22].

NMEA Message Type Description
GSV GNSSS satellites in view—PRN, Elevation, Azimuth, C/ N
GSA GNSS Dilution of Precision (DOP) and active satellites
GGA GNSS fix data—Time, Position, DOP
RMC Recommended minimum specific data—Time,
Position, Velocity
VTG Track made good and ground speed—Velocity, Heading
GRS (not available for smartphones) Range residuals for active satellites

3.3. Positioning Methods Based on Pseudorange Measurements

Pseduorange is an approximation of the distance between a satellite and a GNSS
receiver and is used to resolve positioning errors. GNSS receiver attempts to measure the
ranges of (at least) four satellites as well as their positions when their positional data were
transmitted. Pseudoranges are calculated by multiplying the speed of light with the time
needed for each signal to reach the receiver.

Since spoofing can mislead the target receiver in reporting the wrong position and time,
and fake signals that come from the different emitting sources are difficult to detect, authors
in [61] propose spoofing detection by using pseudo-range double-differences (PRDD)
measurements of two receivers. This approach detects spoofing signals by analyzing the
differences between PRDD measurements and expected PRDD estimations with a detection
probability of 99.99% and a false alarm rate of 0.001.

Most works focus on identifying the spoofing when it is under attack that is from
the individual receiver side. A novel spoofing network monitoring (SNM) mechanism
that detects the spoofing within an area and based on a different time difference of arrival
(TDOA) between fake and authentic signals is proposed in [26]. TDOA is measured as the
differential pseudorange to carrier frequency ratio. TDOAs of fake signals coming from
the common spoofer are identical while those of authentic signals from different directions
are dispersed.

Considering that array antenna methods use more than one antenna/receiver, in [27]
authors present a method for detecting all kinds of spoofing attacks based on pseudorange
differences for a single receiver. The authenticity of the signal is verified by comparing
the results of the proposed method with the traditional least squares method. If spoofing
is present, the comparison results of these two methods differ. Simulation results on the
TEXBAT dataset confirm the feasibility and effectiveness of the proposed method.

Spoofing detection based on pseudorange measurements, used as features in machine
learning methods is presented in the following subsection.

3.4. Radio Frequency Fingerprinting

Radio Frequency Fingerprinting in a GNSS system is a method used to identify and
discriminate between authentic and spoofed signals by analyzing unique signal features
to detect anomalies that indicate spoofing attacks. Lately, RFF methods become very
popular for the purpose of identifying authentic transmitters and discriminating them
from malicious transmitters, such as spoofers and jammers, especially in the context of
non-GNSS transmitters (Wi-Fi, Internet of Things, etc.). In the context of GNSS transmitters,
these methods are still in their infancy and have not been addressed so much to the
best of the authors” knowledge. Authors in [28] present an overview of RFF methods
for spoofing detection in GNSS receivers. Also, they propose an approach for the RFF-
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based pre-correlation spoofing detection and transmitter identification. Their approach
consists of four steps: relevant features identification, feature-extraction transform, data
pre-processing, and classifier stage. The fourth step is based on machine and deep learning
classification methods (SVM, KNN, CNN). Their analysis shows that a combination of
different features in the SVM method gives the best results. In [29], authors also use machine
learning methods—SVM and logistic regression for fingerprints (features) classification to
identify if the recorded signal is authentic or spoofed. They achieve very high accuracy
above 90% with the applied methods. SVM is also used in the RFF concept in [30] for
pre- and post-correlation classifications of authentic and fake signals on three different
datasets. Pre-correlation classification has higher accuracy (99.99%) than post-correlation
classification (87.72%) due to the harder discrimination of RF fingerprints in the post-
correlation domain (because of the additional filtering stages). Authors in [31] propose
their framework based on a convolutional autoencoder for spoofing detection with high
accuracy in the post-correlation domain. They verify their framework by performing three
comparative experiments on the TEXBAT dataset. In [72], authors propose a GNSS spoofing
detection method for RFF identification through simulations in ideal conditions. Compared
to other methods, their method extracts the RFF from the received signals autonomously
by exploiting deep learning, and manual feature selection is avoided with this approach.
Two classification methods based on deep learning for RFF identification are evaluated.
The first method uses only deep learning to learn the physical layer characteristics of the
signal and the second one aims to extract RFF in the time-frequency domain. Their results
show that the proposed method is efficient for the spoofing detection.

3.5. Machine and Deep Learning Methods

Machine learning can be combined with classical observation parameters and using a
software-defined radio. For example, in the paper [70] the authors present experimental
results of smartphone sensitivity to simplified spoofing attacks. The effects of smartphone
sensitivity are manifested through raw measurements of parameters such as C/ Ny, AGC,
pseudorange, and position estimates. The authors reproduce two scenarios of a simplified
spoofing attack. The spoofing attack lasts from 0 to 350 s. At the moment t = 350 s when
the attack by faking it closes, the AGC value increases to its initial level as can be seen
from the picture. The jump in AGC values for the Redmi 8 device may be due to the loss
of hooking to authentic signals and re-tracking and hooking to fake signals. The great
strength and durability of fake signals may be a factor in determining gaps in measurements.
For example, if the fake signal is sufficiently strong and stable, the GNSS receiver may
lose connection or “hang” on the signals for a long period, which results in a gap in
GNSS measurements. On the other hand, if the spoofed signal is weak and less persistent,
the receiver can keep latching onto the authentic signals and produce a continuous output,
despite the presence of spoofed signals. Different receivers have different sensitivities and
other features that affect resistance to spoofing attacks. A variety of datasets have been
used in ML studies. These datasets can be publicly available (can be verified) or private (not
shared with other researchers). The most popular publicly available datasets for spoofing
scenarios and detection are TEXBAT and OAKBAT. Many papers use these datasets for the
validation and verification of their methods. There are three categories of datasets [63]:

1.  Real data includes raw data from smartphones, GNSS stations, and receivers.
2. Simulated data include SDR and software receiver, e.g., Spirent simulator [38].
3. Combination of real and simulated data is the most common case.

Figure 7 shows the flow chart of the machine learning model for signal classification.
The first step is to collect a dataset (authentic and fake signals). In the second step, the pa-
rameters that will be used to classify the signal are extracted. The last step is the application
of machine learning methods, i.e., training and testing the model on the collected data.
As a result, the model classifies the signals into authentic and fake based on the parameters
used for training and testing. The described steps can be applied to all ML methods.
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Figure 7. Block diagram for spoofing detection using ML methods [15].

In [10], the authors compare the performance of several supervised models with the
performances of unsupervised models in terms of accuracy, detection probability, fake
detection probability, fake alarm probability, processing time, training time, prediction
time, and memory size. The results show that classification and regression decision tree
models outperform other supervised and unsupervised models in detecting and classifying
GPS spoofing attacks. In [11,12], the authors compare the performance of several ML
algorithms in detecting GPS signal spoofing attacks. The authors in [11] perform K-fold
analysis to select the best ML algorithm among several ML algorithms. Based on their
results, the SVM method with a polynomial kernel outperforms other methods. On the
other hand, the results and analysis of ML algorithms in [12] show that algorithms based
on decision trees give better results compared to SVM (linear and radial), KNN, and other
analyzed algorithms.

In [62], the authors propose the detection of fake GNSS signals using the SVM machine
learning method with the combination of real and simulated datasets to verify and validate
the machine learning algorithms. The results show that the SVM method is a promising
approach for fake signal detection. However, this research does not analyze the reasons for
choosing certain parameters and the combination and preference for certain features. Most
existing spoofing detection algorithms use the existing TEXBAT dataset published by the
University of Texas [73], with relatively fixed scenarios. Albright et al. from Oak National
Laboratory Ridge, USA, published another ready-made OAKBAT dataset [74] containing
fake signals GPS and Galileo, providing multiple test scenarios to investigate the detection
of spoofing attacks.

The authors in [14] propose a GNSS multi-parameter joint detection method that is
also based on the SVM method by processing and comparing the TEXBAT and OAKBAT
datasets. The obtained results show a significant improvement in the performance of
fake signal detection compared to traditional one-parameter methods. Authors in [15]
compare the results of classification for 2 datasets—their own and publicly available SatGrid
dataset [75]. On the other hand, the authors in Part I [16] use three synthetically generated
(simulated) fake signal datasets with the Spirent simulator for training and verification
and two datasets for model validation created using software-defined radios LimeSDR and
HackRF. The authors use the C-SVM method of supervised machine learning to detect fake
signals. In Part II [13], the authors supplement the experiments and results obtained in
Part I. In addition to the laboratory-generated fake signal datasets used in Part I to train
the model, real-time fake signal datasets were added in the training phase of the C-SVM
method. Figure 8 shows the confusion matrix for the spoofing attacks detection using
different parameters—(a) and a combination of different parameters—(b). It is evident from
the pictures that the accuracy of SVM methods improved in case seven, in which all nine
parameters were used, with 75.82% to 95.54%. SVM is proven as the most accurate method
for the classification of signals in SatGrid dataset [15] with an accuracy of 99.7%. Next to
SVM, KNN has an accuracy of 99.67%. In [66], authors also use a couple of supervised
ML methods to detect GNSS fake signals on different scenarios of used datasets. Several
of the ML methods have a classification f1-score exceeding 99% and the best results are
achieved with Linear Regression and KNN for scenario 1 in which training and testing
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Figure 8. (A,B) Confusion matrix for spoofing attack detection in TEXBAT dataset [14].

In a review paper [63], recommendations for researchers were given and it is con-
cluded that ML methods are a promising approach for application in GNSS systems. Since
unmanned aerial vehicles (UAV) are very sensitive to this type of attack, the authors in [64]
give a comparison of several tree-based supervised machine learning models to detect
spoofing attacks and collect real GPS signals using SDR. In [65], the authors evaluate
five instance-based machine learning models for detecting fake GPS signals. Also, the au-
thors use an SDR unit to collect and extract features of satellite signals and simulate three
types of spoofing attacks (simplistic attack, intermediate attack, and sophisticated attack).
The results show that Nu-SVM has the best performance. The authors in [48] propose
navigation in the environment where a GNSS spoofing attack occurs of the signal taking
into account the received power, correlation distortion function, and pseudoranges. Both
real and fake measurements are used in the dataset. Machine learning displays authentic
measurements from the available set using parameters such as received power and correla-
tion function distortion. Several machine learning methods were used in the paper for the
classification and detection of fake signals. Neural networks and linear SVM were shown
to be the best methods with an accuracy of 98.20%.

To detect false signals at different power levels, authors in the paper [17] use Con-
volutional Neural Networks (CNNs). In their research, they generate the signal with
the help of an advanced simulator and use different devices to interfere with the signal.
They compare the effect of 5 pre-trained CNNs—AlexNet, GoogleNet, VGG-16, ResNet-18,
and MobileNet-V2. The MobileNet-V2 method stands out compared to other techniques
with an accuracy of 99.80%.

Authors in [18] also use deep neural networks for spoofing attack detection. They
use Cross Ambiguity Function (CAF) images for signal spoofing detection. CAF gets
computed by GNSS receivers. The authors implement a data-driven classifier through
an image segmentation process. In addition, they consider a Gaussian mixture model
approach to determine the number of false signals. The method they propose requires the
use of multiple neural network models, which makes it computationally more demanding.
Finally, the obtained results show that the proposed method has a very high success rate
in detecting spoofing signals compared to previously known methods, and it stands out
especially when it comes to moderate to high signal-to-noise ratios. In paper [19], authors
use the neural network multi-layer perceptron neural network on selected metrics and
combined datasets to classify artificially created spoofing scenarios.
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4. Jamming and Spoofing Combination Detection Methods

Since jamming and spoofing represent the main threats and security risks in the
GNSS community, detection methods for these threats are similar and based on the same
parameters. In the paper [76], the authors describe how the aforementioned parameters
can be used to distinguish between fake and interfering signals. If both AGC and C/ Ny
decrease, a jammed signal is more likely, and if AGC decreases and C/ Ny remains constant,
a spoofed signal is more likely. If the AGC is constant, then any form of interference is
unlikely, and a weak signal can be attributed to attenuation. In the paper [77], the authors
propose a solution for the detection of jamming and spoofing attacks using the original
parameters (among others AGC and C/ Np) of the location within Android. This solution
increases the robustness of position and time calculations in Android systems and is
implemented in the GNSSAlarm Android application that contains indicators for AGC
and C/Nj. If the AGC drops below the set threshold and the C/Ny drops to an equal
amount or more, interference is likely and the corresponding indicators turn yellow as
shown in the figure. If the same scenario occurs and the C/ Ny does not drop proportionally,
the indicators turn red and warn of a spoofing attack as shown in Figure 9.

In [78], the authors propose a method for the detection of spoofing and signal jamming
attacks based on automatic gain control and C/ Ny observations. A spoofing attack is likely
to be detected when the AGC value decreases, and the C/ Nj is relatively constant or even
increased. However, AGC is not sufficient to detect the presence of a fake signal, but only
to raise a warning. Therefore, AGC should be used in combination with C/Nj.

Attenuation Trend .
A e e e e e e Nominal

AGC
Spoofing Trend
A o -

CIN,

Figure 9. Expected trend for AGC and C/Nj [77].

Authors in [79] present their two-stage GNSS interference suppression scheme based
on antenna arrays and show that it can successfully detect jamming and spoofing signals.
Antenna array detection methods are one of the methods used for both jamming and
spoofing detection. In the first phase, the authors focus on jamming removal by adopt-
ing subspatial projection for high-power jamming signals removal. In the second phase,
the authors focus on low-power spoofing signals. In these low-power signals, the cyclo
stationarity of the navigation signals was fully investigated to detect false signals and
estimate the spatial power spectrum before the downscaling process. Subspatial projection
mitigates spoofing signals and beamforming for all satellites and thus ensured that the
strength of authentic signals was not overpowered by spoofing signals. This scheme even
maximizes the power of the authentic signals. To prevent the loss of authentic signals,
the authors in [80] present a method to find differences in background noise and delay
between authentic and spoofed signals.

Table 3 shows an overview of the papers that use machine and deep learning methods
discussed in our work. The table contains features and parameters used in the papers,
the accuracy of applied methods, and the type of interference detected.
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Table 3. ML and DL methods with used parameters and accuracy in the state of art.

ML / DL Method Features/Parameters Accuracy in % Reference Interference
average power, .
SVM, NN correlation distortion 98.20 (48] spoofing
KNN phase difference gifggigday greater than [23] spoofing
phase difference, .
GAN correlation peaks %8 (391 spoofing
Kernel Naive Bayes, average powet, . . .
Boosted Trees correlation distortion 80.75 [44] jamming & spoofing
greater than 98.48, for
Decision Trees C/Ny C/ Ny between 40 dBHz [12] spoofing
and 50 dBHz
SVM (radial basis .
function) C/Ny 97.8 [62] spoofing
correlation function,
C/ Ny, pseudorange
SVM Doppler consistency, PVT  97.24 [14] spoofing
solving residuals, clock
difference, clock drift
lock time, pseudoranges,
C-SsVM C/ Ny, carrier Doppler 98.77 [16] spoofing
frequency
C/ Ny, pseudoranges,
carrier phase, receiver .
XGBoost time, prompt, early and 95.52 [64] spoofing
late correlator
C/ Ny, pseudoranges,
) carrier phase, carrier .
Nu-SVM Doppler, receiver time, 92.78 [65] spoofing
early and late correlator
MobileNet-V2 CNN power level on scalogram g4 g, (17  jamming
images
Deep neural network cco/rﬁlatlon function, not applicable [18] spoofing
0
Multi-Layer Perceptron 8713 aln;z;\erll S—leli\:[emﬁgég 82 [19] spoofin,
(MLP) neural network o y P P &
metric
C/ Ny, carrier phase, .
SVM carrier Doppler 99.7 [15] spoofing
()
SVM, CNN 70% of the strongest 94.90 and 91.36 [81]  jamming
features used
phase, energy and
multi-layer NN correlation distribution 99.3247 [82] spoofing
function
Long Short-Term signal to noise ratio, .
Memory (LSTM), CNN correlation function 100 [83] spoofing
Twin SVM algorithm C/ Ny, correlator output, . .
(TWSVM) correlator output power 100 [84] different types of interferences
CNN 13 different structure 100 [85] jamming
parameters
MLP 14 different features 98.9 [86] jamming
Distance Measuring . . .
Equipment (DME) 6 different features over 99 [87] jamming
CNN withSVM and LR~ ImageNet dataset 98 [88] jamming

Like spoofing, the simplest method for jamming detection is based on observing power
measurements usually through AGC and C/ Ny parameters [89]. C/Ny measurements and
sometimes AGC are provided by all grades of GNSS receivers, from low-cost to profes-
sional. The crowdsourcing method for jamming detection is proposed in [90]. Installing a
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GPS jam-to-noise detector in cellphones is suggested to detect jamming in time. Axell et al.
in [91] also use smartphones as receivers for detecting jamming. They propose C/Ny-based
Android application detectors and conclude that these detectors can work well in static
scenarios since smartphones rely only on C/Nj as an indicator. Proposed detectors are
suitable in dynamic scenarios since they cannot distinguish between decreased GPS signal
strength and increased interference. Another mobile phone crowdsourcing approach for
jamming detection also called the J911 system, is presented in [92]. This system crowd-
sources the measurements from different smartphones and discriminates the natural signal
degradation from intentional jamming based on AGC and C/Ny. The value of nominal
AGC voltage needs to be known in order to be used (each device has its own nominal value).
This system is tested on GPS and GLONASS signals. When the jammer turns on and gets
closer to the smartphone, C/ Ny for both GPS and GLONASS decreases in a similar pattern.
When the jammer moves away from the smartphone, C/Ny returns to nominal values.
C/ Ny measurements are validated by comparison to AGC measurements. Field trials show
the usefulness of the specified approach. Since the jammer localization algorithm is not
explicitly proposed in [92], Olsson et al. in [93] propose a novel jamming localization
algorithm that is based on participatory sensing. The proposed algorithm automatically
estimates all parameters and does not need any prior knowledge of the jammer or path loss
model, and uses AGC and C/ N estimates or their combination from commercial receivers.
Authors in [94] extend the algorithm from [93] for jammer localization by including only
the received data during times when jamming is detected. On the other hand, in [93]
all data is used and it might also include clean data that may affect the estimations in a
bad way.

Previously mentioned papers refer to the static scenarios. In [95], authors present a
novel Bayesian probabilistic method for jamming detection and localization on cellphones
in static and dynamic scenarios. This approach can cope with multiple jammers and does
not need prior information about the jammer’s power. The authors also introduce the
GNSS coverage map that can help detect potential jammers within a city.

Osman et al. in [96] propose another approach for jamming detection based on DOA
elevation and azimuth angle estimation for GPS jamming signals in challenging envi-
ronments. DOA estimation is based on the fast orthogonal search (FOS) method. Their
approach has significant improvement in the accuracy of detecting the number of jammers
and their DOAs. Figure 10 shows the successful detection of three jammers arriving at
jamming to signal ratio (JSR) of 45 dB. Power-based and direction-finding detectors for
in-lab validation are considered in [97]. Considered detectors have good detection proba-
bilities for JSR above —10 dB. Just as the widespread availability and affordability of SDRs
has significantly advanced the development and deployment of GNSS spoofing detection
systems, it has also advanced the development and deployment of GNSS jamming detec-
tion systems, as authors in [98] show. They also propose the use of signal powers from
software-defined radio for real-time jamming detection.

Jamming threats are not rare even in maritime traffic. Authors in [99] give an overview
of jamming threats and countermeasures techniques in order to improve navigation and
positioning in maritime traffic. The authors emphasize the most advanced methods of
signal processing, antenna array-based methods, and sensor fusion as the most effective
methods for the mentioned problem. The German authorities have given permission to
conduct an experiment on the Baltic Sea in which a jamming attack is carried out in
maritime traffic. This experiment looks like one vessel is anchored and acts like the attacker,
and the victim’s vessel is performing maneuvers in the vicinity of the attacker. The results
of the conducted experiment showed that the area of influence of interference exceeds a
radius of three kilometers, although its effect is not uniform.

As well as for spoofing, machine learning methods are also used for jamming signal
detection. In the paper [81], the authors propose a classification method using SVM and
CNN on the dataset composed of 61,800 different images and different jammer types. They
suggest classifying the received signal into 6 classes. Using the SVM classifies the received
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signals into six classes and it does this with a very high accuracy of 94.90%. The use of
neural networks gives a slightly lower classification accuracy of 91.36%. High classification
accuracy is achieved on small dataset of images and not very complex parameters/network
layer architectures. CNN is also used in [85] for single jamming classification with a
classification accuracy of almost 100%. Other papers use multi-layer NN [82] with 99.3247%,
SVM [100], CNN in [88], LSTM and CNN with the accuracy of 100% for both models
without fading, with fading LSTM has a lower accuracy [83].
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Figure 10. FOS DOA estimation for three jammers [96].

TWSVM algorithm is proposed in [84] for real-time jamming monitoring. Results
indicate that TWSVM is faster than SVM in training (millisecond level) and classification
speed (microsecond level).

MLP with particle swarm optimization is used in [101] for spoofing detection with
the accuracy improvement of 2% and 4% compared to multihypothesis Bayesian classifier
and Bayes-optimal rule classification. Features used for Signal power and correlation
distortion function are features used for classifying signals into categories: multipath,
jammed, spoofed, or interference-free signals.

Unmanned Aerial Vehicles are also compromised in terms of navigation and posi-
tioning. So, authors in [86] also use machine learning classification for signal jamming
detection. Seven multi-class machine learning models with multiple outputs are trained
and their training and testing are carried out. MLP model has optimal performance with a
detection rate of 98.9%.

In the paper [87], it is also shown that machine learning methods give great results for
signal jamming detection. In this paper, the use of federated learning (FL) is investigated.
Authors use federated learning to train jamming signal classifiers locally on each device
and thereby achieve privacy-preserving data training while collecting a huge amount of
user’s data. The authors present results for the image classification of the spectrogram of
the simulated GNSS signal under the threat of six different types of jammers. DME jammer
provides the best accuracy of 99%.

5. Discussion and Conclusions

In this review, we deal with the topic of GNSS interferences and present methods
for jamming and spoofing interference detection. In addition to an overview of spoofing
detection methods, which some authors have already covered, e.g., [8], in this paper we also
cover methods for jamming detection and jamming and spoofing combination detection
methods in the last few years. The discussed papers highlight machine and deep learning
methods, signal strength, and C/Np monitoring, and antenna array-based methods as
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reliable and widely used methods for jamming and spoofing detection. Machine learning
methods enable users to detect and classify the signal in order to prevent interferences,
especially in urban areas where such attacks are more common.

In this paper, the methods for detecting spoofing are discussed in detail and divided
into several categories: signal processing methods, data bit methods, positioning methods,
and machine and deep learning methods. Each category contains different types of meth-
ods. Besides machine and deep learning methods, signal strength and C/ Ny monitoring,
and antenna array-based methods which we highlight as the most frequently used, there
are more methods that we present and describe in this paper. Spoofing detection by ToA,
DoA, and NMEA message analysis are data bit methods that are also often used. Except for
spoofing, DoA usage for signal jamming detection is widespread. Detection with correla-
tion peak monitoring and pseudoranges measurements are also described in this paper.
Considering that Radio Frequency Fingerprinting methods have not been investigated and
used much in the context of GNSS, application and further development of these methods
have a great potential for contribution to the GNSS community.

Since GNSS systems are very complex and may have multiple potential sources of dif-
ferent interferences like jamming, spoofing, multipath, and unintentional interference from
electronic devices, the simultaneous occurrence of all interferences or combination of multi-
ple interferences makes it difficult to monitor and detect them in real-time. As jamming
and spoofing technology develops rapidly and becomes a security risk in all aspects of life,
especially in navigation and positioning applications, aircraft, and maritime, its detection
becomes more challenging for the GNSS community. All these applications require high
levels of reliability and accuracy to provide accurate positioning, navigation, and timing
information at each moment. Another reason for focusing on detecting the combination
of different interferences is improving signal processing techniques that can improve the
robustness of GNSS receivers and make them more resistant to different interferences.
The most important reason is related to security especially in the military when proactive
and fast responses to spoofing and jamming attacks are required. Real-time detection
enables fast responses to these threats and needed countermeasures can be deployed im-
mediately. One of the future directions and challenges for the GNSS research community
should be research and investigation for detecting combinations of different interferences in
real time to ensure the reliability, accuracy, and robustness of GNSS systems for the reasons
stated above. Different detection and localization methods may be combined to improve
the detection, classification, and localization accuracy with an emphasis on machine and
deep learning methods which are currently trending and promising in their use in GNSS.
On the other hand, ML and DL methods still have a limited use in the industry.

One of the limitations for researchers is the lack of publicly available datasets. To the
authors’ best knowledge, two relevant and high-quality datasets are mostly used for validation
and verification, TEXBAT and OAKBAT. These datasets represent different spoofing scenarios.
However, the GNSS community will benefit from datasets that will include the combinations
of different interferences and this may be a potential direction of research.

Some detection methods use a large amount of equipment which results in high costs,
but advances are seen in the form of the use of less interference detection equipment and
the use of low-cost components. It is believed that in the future hardware costs will be
minimized as much as possible. In addition, there are not many approaches that rely on a
single rotating antenna so using the stated approach instead of array antenna technology
would reduce the costs.

Table 4 compares jamming and spoofing according to some criteria such as the
impact on the system, cost, required equipment, mechanism of attack, and detection
complexity. It can be concluded that jamming is less complex, easier to detect, and re-
quires simple equipment.

Table 5 presents a comprehensive overview of nine different jamming and spoofing
detection methods, analyzing their working principles, spoofing/jamming detection ability,
advantages and disadvantages. Each method has specific characteristics that make it suit-
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able for certain scenarios and needs. In conclusion, the spoofing/jamming method choice
should be based on specific system requirements, including the required level of precision,
the ability to detect different threats, the available resources and the environment in which
the system operates. Combining multiple methods often provides the best protection, al-
lowing for a balance between the advantages and disadvantages of individual techniques.
Another interesting approach that may be used for interference detection is different statis-
tical methods that can monitor the distortions in correlation function and detect different
fluctuations in the power of signal caused by different interferences. This approach has low
computational complexity because there is no need for additional changes in the receiver’s
configuration, which has a great potential application in receivers equipped with blocks for
detecting interferences.

Table 4. Jamming and spoofing comparison.

Criteria Jamming Spoofing
Definition Emission of interfering signals Creation of fake signals
Impact on System Complete/partial communication loss Incorrect data, unnoticed for longer periods
Cost Lower cost Higher cost
Resources Required Simple equipment Sophisticated equipment
Mechanism of Attack Overpowers with noise or signals Generates fake but convincing signals
Detection Complexity Easier to detect due to signal loss, less complex Harder to detect, signal strength remains, more complex
Table 5. Comparison between jamming and spoofing detection methods.
Method Principle Spoofing Detection  Jamming Detection Advantage Disadvantage
o hard to discriminate
. monitoring sudden . .
Signal Power : . . between jamming
o changes in Yes Yes Easy implementation
Monitoring . , and natural
signal’s power . .
signal variations
. high values reveal the may not detect
Carrier-to-Noise Ratio observing .C/ No Yes Yes presence of sophisticated
degradations . .
spoofed signals spoofing attacks
. can detect spoofing
. o very simple, -
Automatic monitoring No Yes inteeration into the when used in
Gain Control AGC levels e . combination with
existing receivers
another parameter
Correlation Peak monitoring detgctmg spoofing hard to detect
Monitoring correlation peaks of Yes No with abnormal sophisticated spoofing
GNSS signals correlation peaks
complex
. X . . . , able to detect fake implementation and
Direction of Arrival comparison of signals . . )
- . Yes No signals from high cost since
Monitoring angles of arrivals . N .
different directions multiple antennas
are required
Time of Arrival monitoring the high accuracy in requires precise time
T expected time of Yes No detecting spoofed synchronization and
Monitoring . . . .
arrival of signals signals reference signals
. high cost and
. . comparing data o
Multi-Receiver . . complexity since
. from multiple Yes No high accuracy : .
Techniques - multiple receivers
GNSS receivers ‘
are required
monitoring the
alignment and high accuracy in requires complex
Code and Carrier consistency between detecting both algorithms and high
o Yes Yes - .
Phase Monitoring the code phase and spoofing computational re-
carrier phase of and jamming sources
the signal
using different
Machine Learning machine lea‘rnmg for Yes Yes ‘hlgh computationally
detecting detection accuracy complex

interferences
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Abbreviations

The following abbreviations are used in this manuscript:

AGC Automatic Gain Control

BPSK Binary Phase Shift Keying

CAF Cross Ambiguity Function

C/Ny Carrier-to-Noise Ratio

C/Np — MV  Carrier-to-Noise Moving Variance

CNN Convolutional Neural Networks

CPSD Carrier Phase Single Difference

CRPA Controlled Reception Pattern Antenna

DoA Direction of Arrival

DL Deep Learning

DME Distance Measuring Equipment

DOP Dilution of Precision

ETSI European Telecommunications Standards Institute
FL Federated Learning

FOS Fast Orthogonal Search

GAN Generative Adversarial Network

GNSS Global Navigation Satellite System

GPS Global Positioning System

IA-DoA Intersection Angle between Two Directions of Arrival
IPNN Improved Probabilistic Neural Network

ISO International Organization for Standardization
JSR Jamming-to-Signal Ratio

KNN K-Nearest Neighbors

KS Kolmogorov-Smirnov test

LST™M Long Short-Term Memory

ML Machine Learning

MLP Multi-Layer Perceptron

NMEA National Marine Electronics Association
OAKBAT Oak Ridge Spoofing and Interference Test Battery
PRDD Pseudo-Range Double-Differences

PRN Pseudo-Random Noise Code

PVT Position, Velocity, and Time

RFF Radio Frequency Fingerprinting

SCPC Spoofing Correlation Peak Cancellation

SDR Software Defined Radio

SNM Spoofing Network Monitoring

SQM Signal Quality Monitoring

SVM Support Vector Machine
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TDOA Time Difference of Arrival

TDOAE Time Difference of Arrival Estimation
ToA Time of Arrival

TEXBAT Texas Spoofing Test Battery

TWSVM Twin SVM Algorithm

UAV Unmanned Aerial Vehicles

USRP Universal Software Radio Peripheral
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