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Abstract: Covert communications have arisen as an effective communications security measure
that overcomes some of the limitations of cryptography and physical layer security. The main
objective is to completely conceal from external devices the very existence of the link for exchanging
confidential messages. In this paper, we take a step further and consider a scenario in which a covert
communications node disguises itself as another functional entity for even more covertness. To
be specific, we study a system where a source node communicates with a seemingly receive-only
destination node which, in fact, is full-duplex (FD) and covertly delivers critical messages to another
hidden receiver while evading the surveillance. Our aim is to identify the achievable covert rate at
the hidden receiver by optimizing the public data rate and the transmit power of the FD destination
node subject to the worst-case detection error probability (DEP) of the warden. Closed-form solutions
are provided, and we investigate the effects of various system parameters on the covert rate through
numerical results, one of which reveals that applying more (less) destination transmit power achieves
a higher covert rate when the source transmit power is low (high). Since our work provides a
performance guideline from the information-theoretic point of view, we conclude this paper with a
discussion on possible future research such as analyses with practical modulations and imperfect
channel state information.

Keywords: physical layer security; covert communications; low probability of detection; full duplex;
covert rate; detection error probability

1. Introduction

Wireless technology has revolutionized the way people live in various ways [1].
However, behind the proliferation of wireless communications are cyberattacks that leave
users open to information leakage [2]. To cope with this, cryptography has widely been
adopted, which encrypts and decrypts data using secret keys [3]. Nevertheless, this
approach has certain limitations, e.g., high complexity for generating secret keys and
vulnerability to eavesdroppers with stronger computational power, which are particularly
unfavorable for the Internet of Things (IoT) devices. These downsides have led researchers
to examine the possibility of utilizing physical layer security [4]. Its main characteristic is
that a wireless link from legitimate entities to eavesdroppers can be effectively obstructed,
either by nullifying beamforming with multiple antennas, or by disruption with artificial
noise (AN) [5]. Hence, the dependency on secret key agreements and the need of avoiding
high-powered adversaries can be greatly alleviated.

Still, some applications require an even more strict level of confidentiality. A recon-
naissance troop would require reporting its surroundings to the operation center without
being detected by enemies in the middle of a military mission [6], or closed networks in
security facilities need to make sure that any classified information over the air is concealed
from any external party. An adequate technology for such situations is covert communi-
cations or low-probability-of-detection communications that hide the existence of a critical
communications link [7].

Covert communications have also been extensively studied for full-duplex (FD) sys-
tems. A basic three-node system with a covert transmitter and an FD receiver that simulta-
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neously emits AN was studied in [8]. The authors of [9,10] further treated specific channel
properties where only channel distribution information of the transmitter-warden link is
available, and where every link is non-coherent with channel distribution information for
slow or fast fading, respectively. An antenna selection at the receiver was studied in [11],
and a transmission time selection and power control strategy were presented by [12] based
on channel state information (CSI). The authors in [13] also verified the effectiveness of
a truncated channel inversion power control that ceases covert transmission when the
channel of the transmitter-receiver is low. A delay-constrained covert communications
with a fixed AN power was investigated in [14], and joint AN power and receiver position
optimization problems were discussed in [15,16]. Uncertain locations of a warden node
were also taken into consideration in [17]. On top of the AN, a random covert channel
selection by the transmitter was studied in [18] to aggravate the confusion of the warden.
The maximum detection error probability (DEP) subject to the age of information constraint
was identified by [19].

As for more complex FD systems, an FD amplify-and-forward (AF) relay was consid-
ered by [20], and the authors in [21] designed an energy harvesting FD decode-and-forward
(DF) relay-based covert communications protocol in which the relay forwards and harvests
energy simultaneously. Moreover, for integrated satellite—terrestrial communications, an
FD relay-aided covert communications from a satellite to a ground node was explored
in [22].

For intelligent reflecting surface (IRS)-aided covert communications, a transmit beam-
forming vector and the reflecting coefficients are jointly optimized when an FD receiver
broadcasts random AN to confuse the warden in [23]. An uplink covert communications
with the aid of an IRS was also investigated by [24]. Utilizing an active IRS, which is
naturally FD, for covert communications between a pair of users was discussed in [25]. The
age of information was minimized in [26] when a receiver covertly transmits confidential
messages to the transmitter, shielded under public transmissions from the transmitter to
the receiver with the aid of an IRS.

For an FD unmanned aerial vehicle (UAV) that collects data from a scheduled user and
interferes with unscheduled users with AN, the maximum lowest average covert rate was
obtained in [27]. In [28], the location of a covert transmitter UAV was optimized with the
help of an FD ground receiver that confuses the warden, and in [29], covert communications
with a hovering FD UAV relay assuming Rician air-ground channel was studied. The
authors of [30] considered an FD DF UAV relay to aid in covert communications where
multiple sensors deliver messages to a remote base station in orthogonal time slots.

Moreover, in a cognitive radio system, covert communications between secondary
users in the presence of FD eavesdroppers that interfere with the secondary receiver with
AN were examined by [31]. The work in [32] studied covert rate maximization with a half-
duplex (HD)/FD mode switching device-to-device (D2D) covert receiver in the presence of
an uplink spectrum-sharing cellular network. Both secrecy and covert rates were optimized
when an untrusted FD AF relay delivers the covert message to an FD base station that emits
AN to the warden in [33].

In the IoT environment, the authors of [34] studied a covert transmitter with an
optimized transmission probability, which is wirelessly charged by the AN from an FD
receiver. Furthermore, covert uplink transmissions of devices towards FD IoT gateways
were optimized based on the mean-field Stackelberg game approach in [35]. With an
ambient backscatter system, a radio frequency tag modulates an ambient signal into a
covert signal for an FD receiver that concurrently broadcasts AN [36].

Most of past works have assumed that the surveillance nodes have a perfect knowledge
of the hardware specifications of covert nodes. However, the covert nodes could disguise
themselves as other functional entities for even more covertness. For instance, an original
FD node that secretly transmits confidential messages may disguise itself as a receive-only
HD node. To the best of the author’s knowledge, there are not enough studies on covert
communications that consider such disguised tactics.
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In this paper, we study a covert communications system where a source node com-
municates with a disguised FD destination node. Supposedly receive-only, the destination
node covertly delivers critical messages with an invisible extra antenna to another hid-
den receiver while evading the surveillance of a warden node as much as possible. We
identify the optimal public data rate and the transmit power of the FD destination node
that maximizes the covert rate at the hidden receiver. Closed-form solutions are provided,
and we investigate the effects of various system parameters on the covert rate through
numerical results.

Our main contributions are summarized as follows:

¢  Different from past works which assume that the surveillance party is confident of
the hardware specifications of covert nodes, we take a step further and consider a
practical scenario in which a covert communications node disguises itself as another
functional entity for even more covertness.

¢ The worst-case DEP is derived in the presence of noise uncertainty at the warden node.

*  Noting that covert communications typically suffer from a low data rate due to the
stringent DEP requirements, we focus on maximizing the covert rate at the hidden re-
ceiver by optimizing the public data rate and the transmit power of the FD destination
node subject to the worst-case DEP of the warden.

*  We investigate the effects of various system parameters on the covert rate through
numerical results, one of which reveals that applying more (less) destination transmit
power achieves a higher covert rate when the source transmit power is low (high).

*  Since our work provides a performance guideline from the information-theoretic point
of view, we suggest analyses with practical modulations and imperfect CSI as valuable
future research topics.

2. System Model
2.1. Received Signals

Figure 1 illustrates the considered system model where the source node S sends a
public message to the destination node D. In the meantime, the seemingly receive-only
destination node executes a covert transmission via an invisible extra antenna to the hidden
receiver R in an FD manner when the warden node W keeps monitoring the existence of
any such unexpected communications.

v "~ Hidden receiver, R

.

% Covert message

-----
’ 23 .,

A . Self-interference

Source, S Disguised FD destination, D
Warden, W
Figure 1. System model.

First, the received signal at the disguised FD destination node is expressed by

Yp = hspv/Psxp + ooy Poxc +zp, (1)
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where hixy stands for the channel coefficient between node X and Y for X,Y € {S,D,R, W},
hpp ~ CN(0,03) specifies the residual self-interference channel after self-interference
cancellation, xp ~ CN(0,1) and xc ~ CN(0,1) denote the public and covert messages,
respectively, Ps and Pp indicate the transmit power at the source node and destination
node, respectively, and zx ~ CN(0, 02) represents the additive noise at node X. Note that
the destination node can keep the CSI of the source node ks since the covert transmission
occurs internally under the normal S-D communications. The hidden receiver can also
easily estimate the CSI of the source and destination nodes, hisz and hpg, during channel
estimation duration if pilot sequences are informed from the destination node in advance.
As for the availability of CSI on the warden node, we assume the worst-case covert com-
munications scenario in this work, meaning that the warden has the perfect knowledge
of the CSI from the destination and hidden receiver to identify the worst-case achievable
covert rate as a performance guideline in practice.

The source node follows an adaptive transmission policy by which the public data
rate 7p p is adjusted based on the feedback from the destination, and the achievable public
data rate 7p p at the destination can be written as [37]

hep | P.
7op = log, 1+~|§# . )
Fiop|*Po + 02

The hidden receiver then receives both a public message through the direct link from
the source node and a covert message from the destination node as

Yr = hsev/Psxp + hprv/Poxc + 2. 3)

Therefore, the hidden receiver needs to successfully decode and eliminate public messages
before retrieving covert messages. This implies that the public data rate is also limited by
the achievable public data rate 75 at the hidden receiver as

. 15z P

7pr =log, [ 1+ . 4)
( |hpg|*Po + 02

The resulting achievable covert rate after removing xp from yx can also be calculated as

ho|*P,
rer = log, (1 + rox| B D(RT|2 D). (5)

R

2.2. Covert Message Detection

At the same time, the warden node receives
Yw = hswv Psxp + hpwv/ Ppxc + zw. (6)

It first excludes public messages from y,, to obtain the effective residual signal z,, =
Yw — hsw V/Psxp, assuming it perfectly knows hgy and Ps [38]. We then have the following
two hypotheses:

Ho:
Hl:

e b

w ZW/ (7)
w = hpwv/Ppxc + zw,

where the null hypothesis H, assumes that there does not exist a covert message, and the
alternative hypothesis H; presumes that the source node did not send a covert message.
This work considers a radiometer [39] as a detection means at the warden, and the sufficient
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test statistic T for (7) after observing N — co number of signals reduces to the average
residual power E[|Z,|*] as [40]

Hy: T=o03,

Hi: T=|how|*Po+02 ®
1 = |[npw| I'D W

The warden node makes a decision that a covert transmission exists when T > T and

otherwise when T < T with some threshold 7.

We consider the uncertainty in the noise variance 02 at the warden node as in [39,41].
Concretely, 02, 45 ~ U(0Z 45 — Can, 02 45 + Cas) in decibel scale with 72 4, and {gp > 0 set to
the mean and bounded range, respectively. We then derive the DEP Pr(e) that consists of
the false alarm and miss probabilities as

Pr(e)=Pr(T >1|H,) Pr(H,)+Pr(T < t|H,) Pr(H,), )
N—————— ~———
False alarm Miss

in which the warden node conjectures that the covert transmission randomly takes place
with Pr(H,) = Pr(H;) = 0.5 [42]. Making use of the cumulative distribution function (CDF)
of o2 (Appendix A),

Fa (v) = ﬁ <ln1/ — 1n‘_7g2v>,u € [‘Tg“gaﬂ (10)

the false alarm and miss probability are specifically written by

Pr(T > 1|Hy) =1— FU%V(T),T S (11)
Pr(T < T|H)) = Fa (T = [howlPo), T € T, (12)

respectively. Here, 7y 2 [62/7,(02] and T; 2 [|hpw|*Pp + 62/, |how|*Po + (03]
We have two different cases depending on the value of |hDW|2 and Pp. If
gog < |hDW|2PD +0%/¢,

0 TeT, (13)

{ IPr(T >1|H,)) T€T,
iPr(T<7|H) T€T,

where T; £ [C52, \hDW|2PD + 02 /). In contrast, if {72 > |hDW|2PD +02/C,

IPr(T>7|Hy), €T,
Pr(e)=¢ 1(Pr(T>7|Hy) +Pr(T<7|H,)),T€Ts, (14)
Pr(T<7|H), =

with 73 £ (03 /¢, |how[*Po +%/C], T5 £ [[how|*Po + 0%/¢,¢0%) and Ts £ [¢03, [how|®
Py + §o3i].

The warden node may desire a particular 7 that can minimize the DEP. To this end,
we first see that (11) and (12) are monotonic from 1 to 0 for T € T;and Oto 1 for T € 7,
respectively. Moreover, the first derivative of Pr(T > t|H,) + Pr(T < 7|H,) is calculated as

1 [pw|* Po

2IHCT(7_ |hDW‘2PD>. (15)
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This is always positive for T € Ts; therefore, the optimal threshold 7* for the warden node
in both (13) and (14) is determined by the boundary between 7; and 7, or 7; and 75 as

1_
T = |hpw|*Po + Zagv. (16)

Note that (16) provides the worst-case minimum DEP assuming that the warden node
knows the exact value of Pp.

3. Problem Formulation

In this work, we aim to identify the optimal public data rate and transmit power of
the FD destination node that maximizes the covert rate at the hidden receiver as

(P1): {jnarx Tcr, (17a)
D/'p

subject to: rp < 7pp, (17b)
rp < Fpp, (17¢)

rp = Tp, (17d)
Pr(error)|,._.. > ¢, (17e)

1_
o7 > |how|*Pp + Z‘TVZV’ (176)
0< Py < Pp. (17g)

Constraint (17b) guarantees that the hidden receiver successfully decodes and eliminates
a public message prior to decoding a covert message, and (17c) indicates the achievable
public data rate up to which the destination node can notify the source node to adjust. A
minimum quality of service 7, for the public transmission is considered in (17d), and (17¢)
with (17f) assures the non-zero minimum DEP for 0 < ¢ < 0.5. Lastly, (17g) shows the
power budget P, at the disguised FD destination node.

4. Proposed Solutions

We first note that the covert rate in (17a) is an increasing function of Pp while the upper
limits of rp in (17b) and (17c) are decreasing functions of Pp. This means that the covert rate
cannot exceed a value at which one of the upper limits becomes 5, i.e., ¥p = min(7pr, 7p,p ).
Therefore, it is optimal for  to be as low as possible for the maximum covert rate as

We now simplify (P1) using the monotonicity of logarithms as

(P1.1): rr})gx Py, (19a)
subject to: Pp < |hD1R2 <|2hrSPR_21;S — (7[%) , (19b)
P, < ’ﬁ;‘z (';foflf - aé), (19¢)

P, < (é““‘” - é) IhZiIZ (19d)

Po< (- 7) |h"i2 (19)

0< P, <Py (191)
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The right-hand side of (19d) is larger than or equal to that of (19¢) for 0 < e < 0.5, implying
that satisfying (19d) automatically fulfills (19¢). Therefore, the optimal transmit power can
be obtained by taking the minimum of the upper bounds from (19b)—(19d) and (19f) as

1 (P 5\ 1 [ |ho*Ps 5 ( 4 1\ 2
P}=min: - -0t |, - —2 ), ()22 p b (0)
D {|hDR2 <2rp —1 R ’ITIDD}Z 27p 1 D é |hDW|2 D

Remark 1. When the D-R link is extremely strong, i.e., |hDR|2 — 0o, we have Py — 0 since the
hidden receiver cannot eliminate a source message in the presence of a dominant covert message,

which is a prerequisite. When there exists excessive FD self-interference, i.e., fiop |2 — 00, we also
have P} — 0 for the public data rate, which cannot reach the given threshold 7p. Lastly, when the
channel gain of the D-W link is exceptionally high, i.e., |hDW|2 — oo, we have P3 — 0 as well,
since the absence and existence of covert transmission will cause a large difference in the received
power at the warden, making it easier to detect any covert transmissions.

5. Numerical Results

We evaluate the proposed solutions for covert communications with the disguised
FD node through numerical results. The effects of various system parameters such as the
source transmit power, disguised FD destination transmit power budget, noise uncertainty
bound, and minimum DEP threshold on the achievable covert rate 7 in (5) with the
derived optimal destination transmit power P} in (20) are examined in the upcoming
figures. We also focus on verification that P} fulfills the DEP requirements for any desired
threshold ¢ in (17¢) and compare with baseline schemes to stress the significance of Pj.

The distance-dependent channel model is adopted for hixy [43]. Concretely, we let
|hXY|2 = ny|flxy|2, where Lyy £ Lo(dxy/ do)’ﬁ indicates the path loss between X and Y.
Here, L, stands for the path loss at a reference distance d, = 1 m, § represents the path loss
exponent, and dxy indicates the distance between X and Y. Also, the small-scale channel
variable fixy follows CN (0,1). The four nodes are placed with certain distances from the
origin O = (0,0) in a Cartesian coordinate system such that the coordinates of S, D, R,
W are (—dos,0), (dop,0), (0,dor), (0, —dow), respectively (Figure 2). The overall system
parameters are fixed as follows unless otherwise stated: the bandwidth B = 20 MHz,
dox = 100 m, source transmit power Ps = 23 dBm, destination transmit power budget
Pp = 23 dBm, public message quality of service 75, = 0.1 bps/Hz, mean noise power at the

warden node 2, = —160 dBm/Hz, noise uncertainty bound { = 5 dB, noise power at the
destination node and hidden receiver 03 = 02 = —160 dBm/Hz, residual self-interference

02 = —100 dB, minimum DEP threshold & = 0.45, and pathloss exponent 8 = 3.5.

Figure 3 shows the average covert rate rc; as the source transmit power Ps varies.
Motivated by the fact that the destination transmit power Pp should be much lower than
Ps for successful covert transmissions, we compare the optimal scheme with “a% Ps” in
which Py, is fixed as min(a% of Ps, Pp). We notice that the proposed public data rate in (18)
and destination transmit power in (20) result in the highest covert rate for every Ps value,
indicating the importance of optimizing rp and Pp.

We also observe from the “a% Ps” schemes that applying more P to a covert transmis-
sion induces a higher covert rate when Ps is low, while less Py, is preferred when Ps is high.
First, when Ps is low, the public data rate constraints in (17b) and (17c) dominate determin-
ing P3 from (20). If v 2 min(E{[hse |2/ (|hor|* (27 — 1))], Ellhso|?/ (| |*(277 — 1))]), then
any “a% Ps” schemes with a% > v are likely to be infeasible on average. It can be inferred
from Figure 3 that that v > 5% for our system setup since “5% Ps” performs the best among
the other fixed P, schemes.



Sensors 2023, 23, 6515

8of 13

100 - v
Hidden receiver
_. 504
E
@
[%]
=
[1v]
2 o+—@ o £
=
= Source Disguised
8 FD
E destination
Z  _501
—100 + ik
Warden
T T T T T
=100 —=50 0 50 100

Horizantal distance [m]

Figure 2. Node placements
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Source transmit power, Ps [dBm)]

Figure 3. The average covert rate 7. versus the source node power Ps: Applying more (less) Py, is
preferred when Ps is low (high).

On the other hand, when P; is high, the DEP constraint in (17e) and the power budget
Pp dominate deciding Pj. Hence, only the “a% Ps” schemes with sufficiently low a% can
meet these requirements and be feasible on average. This explains the reason why “0.1%
Ps” outperforms those with higher a% in Figure 3 in the high Ps region.

Figure 4 compares the average covert rate rz as the destination transmit power
budget Py changes. It can be seen that “5% Ps” and random Pp schemes perform close to
the optimal scheme when P, is low. The reasons are that P} is dominated by Py, in this
region and that fixed or randomly chosen P;, in the compared schemes is reduced to Pp if
Py > DPp. For the rest of the Py regions, our proposed solutions achieve the highest covert
rate which once more highlights the necessity of optimizing the r» and Pp.
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Figure 4. The average covert rate r.; versus the destination node power budget P,: Close perfor-
mance among the presented schemes for low P, since the optimal P, is dominantly limited by P;,.

Figure 5 demonstrates the average covert rate rcy for different noise uncertainty
bounds ( at the warden node. Quantitatively, a larger { widens the upper bound for P}
in (20) so that the covert rate, which is proportional to Pp, has more chance to be enhanced
on average. Also, from the qualitative aspect, the larger { there is, the more confusion the
warden node undergoes in deciding the existence of covert communications.
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Noise uncertainty bound, ¢ [dB]

Figure 5. The average covert rate ¢ ; versus the noise uncertainty bound ¢ [dB]: The more unsettled
{ is, the easier it is to perform covert transmissions.

Figures 6 and 7 illustrate the average covert rate rc x and DEP, respectively, when the
minimum DEP threshold e changes. The covert rates decline in a monotonic manner as ¢
increases and eventually become zero when a perfect DEP of 0.5 is imposed on. Figure 7 also
verifies that the proposed optimal solutions provide just enough DEP above the threshold e
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in general, while the other baseline schemes achieve unnecessarily high DEP by sacrificing

the covert rate.

.
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Figure 6. The average covert rate 7y versus the minimum DEP threshold e.
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Figure 7. The average DEP versus the minimum DEP threshold &: The optimal scheme benefits from
the best trade-off between the covert rate and DEP for a given e.

6. Discussion
6.1. Performance

The numerical results from Figures 3-7 confirmed that the optimized transmit power
at the disguised FD destination node has a significant impact on the covert rate perfor-
mance. Furthermore, Figure 3 revealed an interesting relationship between the source and
destination transmit power, which is that applying more (less) destination transmit power
achieves a higher covert rate when the source transmit power is low (high). Figure 7 also
showed that the optimal destination transmits power exploits the best trade-off between

the covert rate and minimum DEP threshold.



Sensors 2023, 23, 6515

110f13

6.2. Applications

The considered system model and obtained solution may be used in various practical
networks. In the military, a reconnaissance troop may place on the adversary side a
counterfeit FD device that periodically reports situations while disguising itself as a typical
half-duplex one. Moreover, the authors in [44] demonstrated the feasibility of FD on a
low Earth orbit (LEO) satellite, and the future non-terrestrial military network would
utilize the disguise tactic proposed in this paper for either defense or offense purposes. For
surveillance, an IoT network administrator may exploit a disguised FD node to covertly
monitor any suspicious users that misuse the network for prohibitive activities.

7. Conclusions

In this paper, we studied a covert communications system where a source node com-
municates with a disguised FD destination node. Supposedly receive-only, the destination
node covertly delivers critical messages to another hidden receiver while evading the
surveillance of a warden node as much as possible. We identified the optimal public data
rate and the transmit power of the FD destination node that maximizes the covert rate at
the hidden receiver.

The obtained closed-form solution exhibited the following: When the destination—
receiver link is extremely strong, the optimal destination transmit power approaches zero
since the hidden receiver cannot eliminate a source message prior to retrieving a covert
message. If the self-interference is not sufficiently suppressed, the optimal destination
transmit power approaches zero in this case as well since the public data rate cannot reach
the required quality of service. In addition, when the destination-warden channel gain is
exceptionally high, the optimal destination transmit power approaches zero since the large
difference in the received power at the warden makes it easier to detect the covert link.

The extensive numerical results presented a phenomenon that applying more (less)
destination transmit power achieves a higher covert rate when the source transmit power
is low (high). It was also verified that the optimal destination transmits power yields the
best balance between the covert rate and minimum DEP threshold.

Since our work provides a performance guideline from the information-theoretic point
of view, we suggest analyses with practical modulations and imperfect CSI as valuable
future research topics.
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Appendix A

First note that 03, 4, = 10log,, 04 By the transformation of probability density func-
tions (PDFs) f"%v (v) =1J| f”%v . (v) with the Jacobian | defined by [45]

o2 10
= a:rvﬁdB = 021n10’ (A1)
w w
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the PDF of 02 becomes

fggv(v): 10 ' 1 _ 10 - 1 _ 1 . (A2)
vIn10 243 vIn10 2-10log, ¢ 2In{-v
Accordingly, the CDF of ¢2, is obtained by
v
Fa (v) = /ﬁgv fa (V)dv, (A3)
which yields (10).
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