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Abstract: The Internet of Things (IoT) is a very abundant source of data, as well as a source of many
vulnerabilities. A significant challenge is preparing security solutions to protect IoT nodes’ resources
and the data exchanged. The difficulty usually stems from the insufficient resources of these nodes in
terms of computing power, memory size, range energy resource, and wireless link performance. The
paper presents the design and demonstrator of a system for symmetric cryptographic Key Generating,
Renewing, and Distributing (KGRD). The system uses the TPM 2.0 hardware module to support
cryptographic procedures, including creating trust structures, key generation, and securing the node’s
exchange of data and resources. Clusters of sensor nodes and traditional systems can use the KGRD
system to secure data exchange in the federated cooperation of systems with IoT-derived data sources.
The transmission medium for exchanging data between KGRD system nodes is the Message Queuing
Telemetry Transport (MQTT) service, which is commonly used in IoT networks.

Keywords: key distribution system; cryptographic keys renewing; security in IoT; trusted platform
module; MQTT secure data exchange

1. Introduction

In an era of widespread data exchange, often from the very numerous sensor nodes of
the Internet of Things (IoT), ensuring confidentiality and integrity is crucial. Cryptographic
techniques, particularly asymmetric and symmetric key algorithms, are often used to
protect data during storage and transmission. The properties of these algorithms determine
their applications.

Asymmetric cryptography finds applications in establishing trust structures, signing
transmitted messages and establishing a secure connection with another party for data
exchange. With the use of asymmetric cryptography;, it is possible to build solutions for
the distribution of symmetric keys using the Diffie-Hellman scheme [1]. Asymmetric
cryptography is unsuitable for encrypting large volumes of data because of the excessive
overhead on the data to be encrypted, the consumption of large amounts of time and
resources, and the need to use long keys to ensure adequate cypher strength.

The properties of symmetric cryptography are more favourable. They have lower
computational power requirements and provide an adequate level of encryption power
by using much shorter keys. Currently, the required encryption power forces the key of
the asymmetric RSA algorithm to be no less than 3072 bits long and, for the symmetric
AES algorithm, only 128 bits long [2]. In addition, symmetric algorithms provide good
results when encrypting multimedia data streams [3]. A specific shortcoming of symmetric
cryptography is the need for the secure distribution of the key to parties exchanging data.
For this purpose, asymmetric cryptography establishes a secure connection between the
parties involved. The first party generates a symmetric key (called a session key) and, using
the established connection, transmits this key to the other party.

Every cryptographic key loses its validity. Strategies for determining the validity of
keys vary. In some scenarios, the basis for determining the validity of a key is the volume
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of data encrypted using a given key. In other scenarios, the basis is the time since the
key appeared. It is possible to use a combination of both strategies. Regardless of the
strategy adopted, the need to renew keys arises. Key renewal strategies can also vary.
Generating a new key using the same method as the previous one belongs to the first group
of methods. In the second approach, the “old key” (before expiration) supports obtaining a
“new key”. The third group includes methods in which two keys are generated initially,
Where one will be the primary key, and the second will only support renewing the primary
key when it expires.

The basis of cryptographic key distribution and renewal procedures is building trust
between the parties involved. To build a trust structure, a so-called third-party trust is
often required. In traditional solutions, the Certification Authority plays this role. Such a
solution requires relatively large resources for storing cryptographic material, access to an
efficient network connection, adequate computing power, and an efficient power source.
For IoT network nodes, such a requirement is often impossible to meet [4,5].

For a network of sensor nodes, due to their limited capabilities, clusters are created.
For such clusters, unique solutions are being prepared to ensure secure data exchange
within the cluster [6,7]. Group key management (GKM) is used to distribute cryptographic
keys for a group of cooperating nodes. An extensive analysis of GKM systems is presented
in [8]. In this analysis, Dammak et al. separately evaluated implementations relating to
wireless sensor networks (WSN) [9-11], wireless body area networks (WBAN) [12], wireless
IPv6 networks [13], cloud computing [14], and IoT networks [15-17]. They considered the
following properties of the solutions: key distribution schemes (centralised, distributed, de-
centralised), types of cryptographic algorithms used (asymmetric, symmetric, polynomial,
attribute-based), key sharing by a group of nodes with a changing number of participants,
scalability, the existence of single points of failure, mutual, and the independence of keys.

Solutions are needed to the problem of secure data exchange between clusters and
other closed systems belonging, for example, to the critical infrastructure of the state,
systems of the armed forces, police, health services, etc. In the case of a crisis caused
by a natural disaster, terrorist events, or a war emergency, the need to ensure security
cooperation will be crucial. Such cooperation includes integrating civilian IoT with military
C2-class and logistics systems [18-20].

This paper describes symmetric Key Generating, Renewing, and Distributing (KGRD)
for clients with limited memory, computing power, and energy resources, as well as for
clients without such limitations. The KGRD system was developed based on the concept
of this type of system described in [21]. The concept presented in [21] was not mature.
The current study differs from that of [21] in how the solution concept differs from the
implemented system. The study [21] was a presentation of the idea of solving the problem,
while the current study is a description of the implemented system. During the work on
implementing the KGRD system, many modifications were made to the data structures and
the way data were secured, and the software TPM was used as a cryptographic coprocessor.
Such modifications increased the number of procedures in the system and caused changes
in the flow of individual procedures.

In the local trust structure of the hardware TPM, one asymmetric key was removed,
and symmetric keys used to secure local data resources were introduced. The removed
asymmetric key was originally used to authenticate newly registered nodes, so a new
authentication method was developed using a unique NTAG tag and new tasks for node
preparation and registration procedures. For the data stored in TPM NVRAM, access
policies for this data have been implemented, raising the security level. Due to the use of
the software TPM module as a cryptographic coprocessor, a simplified trust structure was
implemented for the software TPM, and procedures for securely transferring symmetric
keys were implemented from the hardware TPM to the software TPM. The most significant
changes are related to the following aspects:

1. During the implementation, there was a problem with the hardware implementation
of the commercially available TPM module. Several TPM hardware models tested
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(including the LetsTrust TPM and Optiga TPM) do not support encryption/decryption
commands using symmetric keys. According to the [22] TCG specification, such
modules should encrypt and decrypt. When developing the concept, I did not assume
the existence of such a problem. The discovery of this problem made it necessary to
change the concept of the whole system. I assumed that the hardware TPM would
generate and store the keys, as well as secure the data stored in the hardware TPM’s
resources and the node’s SD memory. A software TPM simulator will be used as a
cryptographic coprocessor for symmetric encryption. This approach necessitated the
secure transfer of symmetric keys, generated and stored in the hardware TPM, to the
software TPM. I developed and implemented the procedure of duplicating keys and
securely transferring the keys. The study refers to it in Section 3.5.

2. In the presented system, the operation of a node was modelled as a state machine.
The statuses for each node were defined, a state transition diagram was developed,
and all functions implementing the node’s state change were designed. I devoted
Section 3.7 to describing the states of KS-type and N-type nodes.

3. Detailed descriptions of the implemented procedures are given in Section 3.8 and
its subsections. There are three items that have expanded the list of implemented
procedures compared to the concept. The names of the procedures are similar, but
their contents are often entirely different.

4. Asimplified way of handling the contexts of the data exchange protocol used between
nodes in the system was introduced. The presented modifications forced minor
changes to the file structures of the nodes stored in each node’s SD memory.

5. The implemented KGRD system has been tested. I evaluated the security level of the
solutions used in the existing system. This is discussed in Section 3.9 and its subsections.

The essential elements of the contribution of the presented approach are as follows:

e  a description of the modified solutions for the KGRD system designed to securely
generate, distribute, and renew sensor nodes’ cryptographic keys;

e  adescription of a method of creating a trust for KGRD system nodes using a hardware
TPM (to create local trust structures) and a software TPM as a crypto coprocessor;
a description of the method of protecting the sensitive data of the system nodes;
a description of the method of protecting sensitive data of nodes and the data exchange
between system nodes;
a description of how to use MQTT to transfer data among system nodes securely;
an assessment of the solution’s resilience to the most common attacks on IoT networks;
the implementation of the KGRD system demonstrator.

The rest of the article is organised as follows. Section 2 presents the general concept of
the KGRD system. Section 3 describes the data structures and solutions used in the KGRD
system. The security evaluation of these solutions also has its place in this chapter. Section 4
presents details of the hardware configuration, the system demonstrator’s implementation,
and selected system test results. Discussion and planned work fill Section 5.

2. The General Concept of the Key Generation, Renewal, and Distribution
(KGRD) System

2.1. The Idea behind the KGRD System

The number of IoT network nodes is proliferating. Any such node can be the target
of a cyberattack, but this is a relatively rare situation. IoT nodes can often be part of a
distributed tool to attack other targets. In both cases, the reason for this is the great difficulty
in preparing appropriate mechanisms to protect IoT nodes from unwanted intrusion into
node resources.

IoT nodes are often mobile, use short-range, low-bandwidth wireless links, have low
computing power and memory, and have low-efficiency power sources. Due to these
limitations, preparing effective security mechanisms to secure such nodes’ resources and
ensure secure data exchange is a significant challenge. In such a situation, a standard
solution is to create clusters of cooperating nodes. Security mechanisms are implemented
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to ensure the mutual authentication of cooperating nodes, the protection of nodes’ internal
sensitive data, and the protection of mutually exchanged data. An example of such a
solution is the secure domain of sensor nodes described in [6,7]. Such an approach solves
the security problem within a group of sensor nodes, but secure data exchange between
such clusters and other traditional information systems remains an open problem.

2.1.1. Collaboration between Clusters of IoT Nodes and Other IT Systems

Cryptographic solutions using symmetric key algorithms can be used to provide
secure data exchange between clusters of IoT nodes. This approach has many advantages,
but it requires a mechanism to distribute cryptographic keys safely. Cryptographic key
distribution systems are known and effective for traditional IT systems. Still, there is a
need to develop a cryptographic key distribution system that clusters of IoT nodes and
traditional IT systems can use. Such demands meet the KGRD system. Figure 1 shows the
structure of the KGRD system.
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Figure 1. Illustration of IoT clusters and traditional information systems’ collaboration with the
KGRD system (adapted from [21], taken from [23]).

It was assumed that, in each IoT cluster, one node would act as an intermediary for
data exchange between its nodes and its environment. In Figure 1, such a node is labelled
as Gateway. Nodes or software components of IT systems specially prepared for this task
will play a similar role. For the KGRD system, Gateway components will represent the
IoT cluster or IT system, respectively. Figure 2 shows a new look at the structure of the
KGRD system.

KS — Key Server

Nn —client node

? % AC — Authorization Centre

Figure 2. The structure of the KGRD system (taken from [23]).
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2.1.2. MQTT Service

IoT networks often use the MQTT service as an intermediary for data exchange. In
the MQTT service, there are two types of nodes: a node that acts as a service server, called
a broker, and other nodes that publish or subscribe to data. The intermediary of such an
exchange is the service broker. Since the resources of IoT nodes are limited, it was assumed
that the KGRD system would use the MQTT service to distribute keys. Figure 3 shows the
KGRD system communication structure using the MQTT service.

KS node link
<=> for management
< > N-type node link for
noryrgalwork

0
0

. Broker ;:

0
000

Figure 3. The structure of communication links in the KGRD system (taken from [23]).

2.1.3. Components of the KGRD System
There will be four types of nodes in the KGRD system. These include:

o KS (Key Server)—the system’s most important node. Its main task will be to handle
N-type nodes and, in particular, generating keys for symmetric cryptography and
securely distributing keys to target nodes,

e  AC (Authorization Centre)—the node will provide identifiers for authorised N-type
nodes, and it will be the intermediary for the exchange of credentials necessary to
register N-type nodes in the internal files of the KS node,

N1, N2, ... Nk (Node)—nodes for which the KS node will provide keys,
Broker—node necessary for the operation of the MQTT service, but in the KGRD
system, it will only mediate the exchange of data between the other system nodes.

The KS node will only support N-type nodes registered earlier in the KS resource. The
task of the AC node will be to provide authenticated data for the registration procedure of
this node.

2.1.4. The Idea of Acquiring a Key

A single key generation procedure will create two keys, named NNSK and NNSKsign,
and an initialization vector named NNSKiv for a pair of N-type nodes. The NNSK (Node-
to-Node Security Key) symmetric key and NNSKiv (Node-to-Node Security Key Initialization
Vector) are designated to encrypt messages exchanged between Nm and Nn. The NNSKsign
(Node-to-Node Security Key for signing) is assigned to determine the HMAC digest for the
exchanged data [21,23]. Any registered N-type node can request node KS to generate keys
for a pair of N-type nodes <N1; N2 >(N2 node must also be registered). Figure 4 shows the
sequence diagram for the key generation and distribution procedure (it is assumed that, in
all the figures, node N1 will send a request to generate keys for a pair of <N1, N2 > nodes).
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Figure 4. The key generation and distribution process for N1 and N2 nodes (taken from [21,23]).

3. Solutions in the KGRD System
3.1. Requirements for the KGRD System

Considering the conditions under which the cryptographic key distribution system is
to operate and the limitations of IoT network nodes, the KGRD system should meet the
following requirements [21,23]:

KGRD generates symmetric keys only for authorised clients;
the KGRD system works on the open Internet—KS and AC nodes of the system can
build a trust relationship between each other using Certification Authority;

e the KS node will generate keys using a high entropy random number generator—this
could be a quantum random number generator, for example;
the AC node will be the source of authorised customer data for the KS node;
the MQTT protocol will be used to exchange the data between system elements,
especially during the cryptographic keys distributing procedure;

e thenodes of the system will cryptographically secure the stored data and data trans-
mitted between the nodes of the system;

e each N-type node will have to be appropriately prepared and then registered in the
KS node resources before it begins regular operation;

e the AC node will be responsible for providing the credential data to the N-type nodes
necessary for the N node registration procedure;

e  all cryptographic procedures of the KGRD system will be supported by a hardware
TPM module (local trust structure creating, encryption/decryption, HMAC determi-
nation, key generating, etc.).

Figure 5 shows how data are exchanged between elements of the KGRD system.

KS — Key Server

AC — Authorization Centre

N —client node

KS node link for
<> management
¢ » N-t e node link for
noryrgalwork

N-type node link for

<+ > regisration procedure

........ > Authentication data flow
path for an N-type node

Figure 5. Communication channels in the KGRD system (taken from [21]).

To properly organise message exchanges in the MQTT service, a particular string
called “topic” is required, the contents of which must be known to the nodes that are the
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source of the message and to the nodes that are to be the recipients of the message. Before
the message exchange begins, the receiving node must start subscribing to the “topic”,
while the sending node will publish its messages using the “topic”.

Different types of messages will be sent between nodes in the KGRD system, so
different “topic” strings will be designated for each system task. It was assumed, to
improve security, that the contents of the “topic” strings would be generated randomly.
These topics will only know a pair of nodes that will exchange data. In the following, these
strings will be called TOPICn, where n = 0,1,2,3,4. Table 1 shows the list and use of each
“topic” string.

Table 1. Purposes of topics in the KGRD system (adapted from [21,23]).

Topic Node Purpose

TOPICO 1 KS An .N-tyPe node will use this topic to send the first request in the
registration procedure

TOPIC1 KS An N—type r}ode will use this topic to send subsequent requests in
the registration procedure

TOPIC2 N KS node will use this topic to send messages to N-type nodes
The N;; node will use this topic to receive messages published by

TOPIC3mn Nin the N, node

TOPIC4,,,,, N The N, node will use this topic to publish messages to the N, node

1 TOPICO has “register” content, and the others have randomly generated content.

3.2. Protection of the Resources of Each Node of the System

The system nodes have limited resources and the use of Certification Authority would
be difficult, so it was assumed that all KS and N nodes would use a local trust structure.
The KGRD system will use a hardware TPM v.2.0 module to create and support this trust
structure [21]. The local trust structure would be used to build trust relationships between
KGRD system nodes, protect the node’s sensitive data, and secure data exchange between
system nodes.

The Trusted Computing Group has developed a cryptographic coprocessor standard
called the TPM module [22]. It can be implemented as a hardware-on-chip or software-
only TPM simulator. TPM supports the use of many cryptographic algorithms. These
include SHA (256, 384, 512), HMAC, RSA (2048, 3072, 16384), ECC (256, 384, 521), and
AES (128, 256) [22]. It also enables the generation of random numbers, the generation
of asymmetric keys, the determination of hash functions, and the verification of digital
signatures. The property that determines the usefulness of the TPM is the ability to store the
private part of the asymmetric key in the internal structures of the chip. The TPM module
generates the key only once, which is never accessible outside. The TPM places such keys
on top of one of the cryptographic key hierarchies of the endorsement, platform, or storage
hierarchy. This approach allows for the building of a local trust structure on each TPM-
equipped node. Symmetric keys and the private part of asymmetric keys, residing at lower
levels in the hierarchy, are protected by the key that is the parent of the key. These keys
outside the TPM do not exist in explicit form. The TPM performs cryptographic operations
using these keys internally. The TPM also includes NVRAM—where sensitive node data,
such as cryptographic keys, can be securely stored—and a unique Platform Configuration
Register (PCR), which allows the preparation of a mechanism for detecting unauthorised
modifications to the node’s hardware and software configurations. In particular, PCR
registers should be used in the system boot procedure to verify the correct hardware
configuration of KS and N nodes and the integrity of critical system files. This procedure is
not described in this paper.

KS and AC nodes will be implemented in an environment with no limitations regard-
ing memory, computing power, and energy. Therefore, it will be possible to use Certification
Authority capabilities to build a trust relationship between these nodes.
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An asymmetric primary key will be at the top of the hierarchy in the local trust
structure built based on the hardware TPM v.2.0 module (e.g., RSA2048 or ECC256). In
the diagrames, it will be designated as SRK (Storage Root Key). The following key in the
hierarchy will be the ANK (Asymmetric Node Key) [21,23], which will be used to protect the
other keys the node uses.

3.3. KS Node Description

The most important node of the KGRD system is the KS node. The main tasks of this
node will include generating symmetric keys and distributing these keys to the node that
requested the keys, as well as to the node’s partner. The data necessary for execution can
be grouped as follows:

local trust structure;

own node’s data;

a description of the nodes authorised to be served by the KGRD system;

temporary data containing generated cryptographic material for nodes in generating
or renewing keys.

The TPM will store the local trust structure and the own data of the node in its
secure NVRAM. SD memory will store node descriptions and temporary data during key
distribution. All data groups will be protected using the mechanisms offered by the TPM.
Figure 6 shows how the KS node stores its sensitive data.

LOCALTRUST i TPM Non-volatile Memory |
TRUCTURE ! : 1y :
UL ! & & SRk || KS NODE OWN DATA
Sustzralile o Ly L) B =  NJD [ [BA 1 ode D, IV for NK
o 1 - | ] ’ '’
Asy?:,e(rrjl(b;ode - ¢ ¢ ANK ‘ NKiv ‘ ‘ TOPIC1 ‘ i broker address,
1 i i .
i : | ! topic for MQTT
Node K NK [ — —— i !
ode ey(_ ). I ‘ NK H NKsign ‘ ‘ | node role
Node Key for signing Pl ’ i
(NKsign) CTTTTTTTTTTTTTTT T ?
! SD memory :
DESCRIPTIONS 1 i node_desc - node descriptions i
SRS i ‘ N_ID ;‘ NTAG‘NKSK‘NKSKiv‘ NKSKsig?‘ TOPIC2| HMAC‘ i
ID, tag, . 1 ; | | EXCHANGING
1 . . |
e el ‘ N_ID ‘ NTAG ‘ NKSK‘ NKSKIV‘ NKSK5|gn‘ TOPIC2| HMAC ‘ : NODES DATA
topic for mQrT i éen keys —temporary data :[ i IDS:’
! ‘N_IDl N_IDZ‘ NNSK ‘NNSKiv‘ NNSKsign‘ TOPICB‘ TOPIC4‘ HMAC‘ | | symmetric keys,
: i topics
1
| ‘ N_IDI‘ N_IDZ‘ NNSK ‘NNSKiv‘ NNSKsign‘ TOPICB‘ TOPIC4‘ HMAC| !
[N :

Figure 6. The data of the KS node stored in its resources (adapted from [21]).

The KS node’s data include:

e SRK and ANK asymmetric keys (RSA2048), which are the beginning of the local
trust structure;
o  Keys—other elements of the local trust structure:
O NK (Node Key) (AES128—16 bytes)—symmetric key for protecting the data in
local SD memory;
O NKsign (16 bytes)—key required to calculate HMAC for data encrypted with NK
key;
N_ID (4 bytes)—sensor node identifier in the KGRD system;
BA (Broker Address)—IP address of MQTT broker;
NKiv (16 bytes)—initialization vector for NK (random string);
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TOPIC1 (16 bytes)—N nodes use this topic to initiate key generation and distribution;
this topic subscribes to the KS node; this topic is randomly generated and is known
for all registered N nodes;

RN (1 byte)—variable describing the node’s roles and status.

KS node files stored in its SD memory:

File node_desc—stores descriptions of N-type nodes that can use the KGRD system.
There is one record in the file that includes a description of one node. Only the N_ID
field in each file record is given in explicit form. The other fields are encrypted using
the NK key. An HMAC is determined using the NKsign key for the N_ID field and
the encrypted portion of the record. If only the N_ID and NTAG fields are filled in
the record, it means that the node with the N_ID is not yet registered and cannot
use the services of the KGRD system. Each file record includes the following fields
(based on [21]):

e NL_ID (Node ID) (4 bytes)—the identifier for a node that is authorised to register
in the system;

e NTAG (Node Tag) (32 bytes)—field containing data to authenticate the node
during its registry; SHA256 digest is determined from the concatenation of the
N_ID field, the private part of the ANK key, and a 4 byte area containing the
number of this node’s description entry in the node_desc file;

e NKSK (Node to Key server Security Key) (16 bytes)—symmetric key for the encryp-
tion of data transmitted between the KS node and the registered N_ID node (node
registration procedure generates this key—only the registered node and KS node
know this key);

NKSKiv (16 bytes)—initialization vector for NKSK (random string);
NKSKsign (16 bytes)—key required to calculate HMAC for data encrypted with
NKSK key (only the N_ID node and KS node know this key);

o  TOPIC2 (16 bytes)—IN_ID node uses this topic (subscribes) to receive data from
the KS node during key generation and distribution; this topic is randomly
generated and is known for N_D and KS nodes;

o  HMAC-HMAC hash value is determined for the entire record using the NKsign key.

File gen_keys—the file store generated keys and topics from when these data were
generated until the nodes for which these data were generated acknowledge receipts
of these data. The identifiers, N_ID1 and N_ID2, are in plain text. The remaining areas
are encrypted using the KS node’s NK key. HMAC is determined using the NKsign
key for the N_ID1 and N_ID2 identifiers and the encrypted portion record. Each file
record includes the following areas:

e N_ID1 (4 bytes)—identifier of the node initiating key generation and distribution
for nodes N_ID1 and N_ID2;
N_ID2 (4 bytes)—identifier of the second element in the pair;
NNSK (Node to Node Security Key) (16 bytes)—symmetric key for the encryption
of data transmitted between nodes N_ID1 and N_ID2;
NNSKiv (16 bytes)—initialization vector for NNSK (random string);
NNSKsign (16 bytes)—key required to calculate HMAC for data encrypted with
a NNSK key;
o  TOPIC3—the N_ID1 node uses this topic (subscribes) to receive data from node
N_ID2; the N_ID2 node uses this topic (publishes) to send data from node N_ID1;
o  TOPIC4—the N_ID1 node uses this topic (publishes) to send data from node
N_ID2; the N_ID2 node uses this topic (subscribes) to receive data from
node N_ID1.

The KS node is the most crucial element of the KGRD system, so it should always

be available to N nodes, have a permanent power supply, and use an adequate Internet
connection. This node should be appropriately secured with a firewall, IDS/IPS system:s,
anti-virus software, etc. N-type nodes are likely to differ from each other and have limited
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capabilities. They are unlikely to have Ethernet or Wi-Fi connectivity, but they will use the
communication links commonly used by IoT nodes. Therefore, the KS node should have a
gateway for such communication links as ZigBee, Xbee, Thread, LoRa, BLE, etc.

3.4. N Node Description

N-type nodes are clients in the KGRD system. Each such node must have the data
necessary to communicate with the KS node and secure the data transmitted between that
node and the KS node. These data can be grouped as follows:

e N node local trust structure;
e ownnode’s data;
e data that are necessary to ensure the protection of data transmission between N nodes

(identifiers, keys, initialization vectors, and “topic” strings).

The node’s local trust structure and own data will be stored in the secure NVRAM
of the TPM. The node’s SD memory will store cryptographic material to secure the data
exchange. The node’s cryptographic material will be stored in the node’s SD memory, in
encrypted form, using symmetric keys stored in a previously generated hierarchy of keys.
All data groups will be protected using the mechanisms offered by the TPM. Figure 7 shows
the way of storing data in the N node resources.

LOCALTRUST
STRUCTURE
Storage Root Key (SRK)
Asymmetric Node
Key (ANK)

Node Key (NK)
Node Key for signing
(NKsign)

. Node Key for KS (NKSK) |

SESSION KEYS

TPM Non-volatile Memory

67 67 SRK

| D

RN

‘ NKiv

' ToPic1 |

SD memory

| NKSKiv | | TOPIC2 |

‘ses_keys — valid session keys

" N NODE OWN DATA
' node ID, tag and role,

broker address
initilization vectors,
key,
topics for MQTT

| topics for MQTT

DATA ‘ N_ID ‘CTme NNSK‘NNSKlv‘NNSKS|gn‘TOPIC3‘TOPIC4‘ HMAC‘
IDs, keys,
‘ N_ID ‘ CTlme‘ NNSK ‘ NNSK|V‘NNSKS|gn‘ TOPIC3‘TOPIC4‘ HMAC‘

Figure 7. The data of the N node stored in its resources (adapted from [21]).

The N node’s data include:

e SRK and ANK asymmetric keys (RSA2048), which are the beginning of the node’s
local trust structure;
o  Keys—other elements of the local trust structure:

O NK (Node Key) (AES128—16 bytes)—symmetric key for protecting the data in
local SD memory;

O NKsign (16 bytes)—key required to calculate HMAC for data encrypted with the
NK key;

O NKSK (Node to Key server Security Key) (AES128—16 bytes)—symmetric key for
the encryption of data transmitted between the node and KS node (only the node
and KS node know this key);

e NTAG (Node Tag) (32 bytes)—field containing data to authenticate the node during
its registry; AC node passes this tag to the node when initializing the node in the
KGRD system;

N_ID (4 bytes)—identifier of the sensor node; passed by the AC node;

RN (1 byte)—variable describing the node’s roles and status;

BA (Broker Address)—IP address of MQTT broker;

NKiv (16 bytes)—initialization vector for NK (random string);
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NKSKiv (16 bytes)—initialization vector for NKSK (random string);
TOPIC1 (16 bytes)—the node uses this topic (publishes) to initiate the generation and
distribution of symmetric keys (KS node subscribes to this topic);

e  TOPIC2—the node subscribes to this topic while exchanging data with the node KS,
while generating and distributing symmetric keys.

The ses_keys file is stored in the node’s SD memory. In this file, the node stores the
cryptographic material necessary to secure the data exchange between this node and the
nodes whose identifiers are given in the individual records of this file. A zeroed CTime field
indicates that the cryptographic material has not yet been generated or has expired. The
N_ID and CTime fields are in explicit form. The other areas are protected cryptographically
with the NK key. HMAC is determined using the NKsign key for the public (N_ID and
CTime) and encrypted record portions. Each file record includes the following areas:

e NL_ID (4 bytes)—identifier of the second node in the pair with which the data exchange
will be secured using cryptographic material stored in this record;

o  CTime (Creation Time of the key) (8 bytes)—timestamp of the moment the cryptographic
material is received from the KS node;

e NNSK (Node to Node Security Key) (16 bytes)—symmetric key for the encryption of
data transmitted between the local node and node N_ID (known only for the local
node and node N_ID);

NNSKiv (16 bytes)—initialization vector for NNSK (random string);
NNSKsign (Node to Node Security Key for signing) (16 bytes)—key required to calculate
HMAC for the data encrypted with the NNSK key;

e  TOPIC3—the local node uses this topic (subscribes) to receive data from node N_ID;
the N_ID node uses this topic (publishes) to send data to the local node;

e  TOPIC4—the local node uses the topic to send (publishes) data to node N_ID; the
N_ID node uses this topic (subscribes) to receive data from the local node;

3.5. Ways of Implementing the N Node

The assumptions for the KGRD system did not specify large requirements for N-type
nodes. Type nodes can either be implemented as standalone devices to support clusters of
IoT network nodes or as software packages designed to support traditional IT systems. In
the case of autonomous devices for IoT, it was assumed that these nodes can have limited
memory, computing power, and energy resources, and they can be mobile and use wireless
links. An example of such an implementation would be a Raspberry Pi board with a TPM
v.2.0 hardware module installed. Depending on the demand and the TPM model used,
N-type nodes can be implemented in one of the following ways:

a standalone device with hardware TPM v.2.0 that meets all TCG specifications [22];
a standalone device with a hardware TPM that does not meet all the requirements of
the TCG specification [22] and, in particular, does not support encryption/decryption
functions (such hardware TPM modules are available on the market, e.g., Infineon
Iridium SLx 9670 and LetsTrust TPM 2.0);

e astandalone device using a software-based TPM simulator that has implemented all
the functions described in the TCG specification [22];

e asoftware component that does not require a TPM fully emulates an N-type node’s
operation. This component can obtain keys from the KGRD system for a traditional IT
system to work with other N-type nodes.

The solutions for the KGRD system presented in this paper are prepared for an im-
plementation case that uses a TPM module that does not support encryption/decryption
functions. For this reason, the N node will use a software TPM simulator and the hard-
ware TPM. The hardware TPM, except encryption/decryption functions, will perform
all other security-related activities, particularly the secure storage of cryptographic keys
and other sensitive N node data, random number generation, as well as SHA and HMAC
digest determination.
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Before performing the encryption/decryption function, the key must be read from the
hardware TPM’s resources and transferred to the keys hierarchy in the software TPM (this
activity is performed once after powering up the Node N). For this purpose, a particular
procedure is used to secure duplication of the transferred key on the hardware TPM side
(the final section provides a detailed description of key duplication). Then, the importing
of this duplicated key on the software TPM side is performed. Before starting the key
duplication procedure in the software TPM, a simplified local trust structure must be
generated, into which the duplicated key will be imported. The key hierarchies that are
generated in the software TPM are not permanent (they disappear after powering down the
N node), so a new local trust structure must be generated in the software TPM every time
the node is powered down. Then, the transfer of the necessary keys, from the hardware
TPM to the hierarchy in the software TPM, must be carried out. Figure 8 shows an example
of the contents of the key hierarchy in a software TPM after importing an NK key from a
hardware TPM.

software TPM Non-volatile Memory |
" ¢ ¢ CCRK | i
- I i
& ¢ |cck 5

LOCALTRUST
STRUCTURE
Cryptograpchic
Coprocessor Root Key
(CCRK)
Cryptographic
Coprocessor Key (CCK)
duplicated Node Key
(NK_v)

Figure 8. The key hierarchy in a software TPM after importing an NK key from a hardware TPM.

The procedure for secure duplication is described in the TCG specification of the TPM
module [22]. There are two TPM modules involved in key duplication. The first module is
the hardware TPM—it will be labelled S1. The second module is the software module (S2).
The duplication procedure includes the following steps:

1. Obtain the public part of the key from the 52 system, which is to be the new parent of
the duplicated key (for example, CCK), and transfer it to the S1 system.

2. Execute the ANK key duplication command in the hardware TPM of the S1 system
using the public part of the SRK key of the S2 system. The result is three files
containing: the private part of the ANK key and the ANK key seed (both secured by
the public key of the SRK system S2), as well as the public part of the ANK key.

3. Execute a key duplication command (e.g., NK) by the S1 module using the public
part of the key from the S2 module (e.g., CCK). The result is three files containing:
the private part of the duplicated key (NK) and the seed of that key (both bound to
the public key CCK of the S2 system), as well as the public part of the duplicated key.
These files require no other security and can be transferred to the S2 system.

4. Import the contents of the transferred files into the key hierarchy in the S2 system,
starting with the new parent of the duplicate key (as an NK_v key).

3.6. AC Node Description

Among the assumptions of the KGRD system, one is to support only authorized
N-type nodes. This assumption results in the fact that, before a KS node can perform its
services for N nodes, both types of nodes will need to have the appropriate data. The KS
node requires data about the N-type nodes authorised to use its services, while the N nodes
will need credentials to initiate cooperation with the KS node. The AC node head tasks are
all the activities necessary for data preparation for KS and N nodes.

KGRD system clients (N nodes) can vary widely. The differences may relate to the
technology used, the way the system is protected, the purpose of the system, the classifica-
tion of the processed data, national or organizational affiliation, etc. For this reason, it isn’t
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easy to define a homogeneous way to initiate an interaction between these systems and the
KS node.

The solution to these problems is not the subject of this paper. Still, it has been
assumed that the AC node will support the organizational activities required to establish
the cooperation of such systems with the KS node. The AC node will be the intermediary
for the secure transfer of {N_ID, NTAG} credentials from the KS node to the N nodes
authorised to use the services of the KGRD system. As a result of these actions, the KS
node will have a list of authorised N nodes, and the authorised N nodes will have their
N_IDs, NTAGs, and the N_IDs of the nodes with which they can interact.

The target implementation of the AC node should meet the following requirements:

1.  The configuration of the AC node must comply with the security recommendations
for nodes operating on the Internet (an example of such requirements is given in the
final section of Section 3.8).

2. Data exchange between the KS and AC node must be secured using mechanisms that

use a recognised Certification Authority.

The KS node will prepare credentials for new N nodes.

4.  The credentials for the N node will be transmitted, via a secure link, from the KS node
to the AC node in a form that ensures the confidentiality and integrity of the data.
The data packet will contain, among other things, an identifier for the node (N_ID)
and a specially prepared NTAG tag. This tag is prepared so that it can be used only
by the node for which it was prepared to register only with the KS node that prepared
this tag.

5. The credentials will be transmitted to the N node in a protected and controlled
environment using a secure link, such as an SSH service.

@

3.7. Status of Nodes and Activities in the KGRD System

During its lifetime, each node can be in one of the states. Table 2 describes the states of
the KS and N nodes. Figure 9 illustrates how to transition between states. This figure also
gives the names of the procedures that make the state change possible.

Table 2. Descriptions of the states of KS and N-type nodes.

State Name

Node Type

Description Conditions That Must Be Met

NOT_INIT

KS, N

The trust structures for the node and the required data have not

node is not initialized been created in the NVRAM of the TPM

INIT_FULL

KS,N

The trust structure is generated in the hardware TPM

L . The required data is generated in the NVRAM of the
node initiated in full hardware TPM

The trust structure is generated in the software TPM

INIT

KS, N

The trust structure is generated in the hardware TPM
node initialized after The required data is generated in the NVRAM of the
powering on again hardware TPM

LACK of trust structure in the software TPM

READY

KS

KS node is fully initiated
ready to register N nodes File “node_desc” is generated
forwarded credentials for nodes N

REGISTERED

N node is fully initiated

There is an NKSK key in the trust structure in the hardware TPM
In the NVRAM of the hardware TPM, the existence of fields
NKSKiv, NKSKsign and TOPIC1

There is an NKSK_v key in the trust structure in the

software TPM

node N registered
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Table 2. Cont.

State Name  Node Type Description Conditions That Must Be Met

. KS node is ready to register N nodes
WORK KS ready for normal operation Communication with the MQTT broker is up and running

. N node is registered
WORK N ready for normal operation Communication with the MQTT broker is up and running
KWN_COOP N known cooperators N n(,),de s fuu},], 1.n1t1ated

File “ses_keys” is generated
. Forwarded credentials for nodes N
After power on again, when There is an NKSK key in the trust structure in the hardware TPM

INIT_REG N

the N node was previously in In the NVRAM of the hardware TPM, the existence of fields
a REGISTERED state NKSKiv, NKSKsign and TOPIC1

>

NOT_INIT }—o5me
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Figure 9. System node states and state change procedures.

3.8. Procedures in the KGRD System

Building a secure system requires the development of procedures that will be used

throughout the system’s life, i.e., from the moment of its creation through the processes of
its operation and, finally, its decommissioning. These procedures will implement security
solutions for hardware and software configuration. The list of these procedures (based
on [21]) is as follows (in parentheses are the names of the implemented functions):

0P NG LN

The procedure for starting the Broker node.

The procedure for initiating the KS node (KS_init).

The procedure for preparing the credentials for an N node (KS_prep_cred).

The procedure for establishing a cooperation KS node with the Broker node (KS_work).
The procedure for initiating the N node (N_init).

The procedure for setting the list of cooperators for node N (N_init_ses_keys).

The procedure for registration of the N node in the KGRD system (N_register).
The procedure for establishing a cooperation N node with the Broker node (N_work).
The procedure for generating and distributing symmetric keys (N_request_key)
involves three steps:

(@) request a set of cryptographic keys and topics;

(b)  provide the generated cryptographic material to the destination node;
(0 confirm the transfer of cryptographic material.
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10. Procedure for secure data exchange between nodes (N_data_send).
11. The procedure for renewing and distributing a symmetric key involves three steps:

(@) request the renewal of cryptographic material—includes activities such as
notifying the other party of the initiation of the procedure,

(b)  deliver renewed cryptographic material to the nodes concerned,

(c) confirm the transfer of cryptographic material.

12.  The procedure for restarting the node after powering on again (KS_start, N_start).

The procedures highlighted in bold in the above list are described in detail in the
following subsections.

Each node of the KGRD system should be secured under good security practices. In
particular, the following should be done:

1.  Update the system firmware.

2. Remove default installed and unnecessary accounts from the node’s operating system
(e.g., in Raspbian, remove the account named “pi”) and change the passwords of
the remaining accounts to something other than the default (as required by the
security policy).

3. Create another account that will be dedicated to the remote management of the node
acting as a Broker. Logging into this account must require a password. This account
can have the superuser privilege (to use “sudo” command) but with the superuser
account password enforced.

4. Run an SSH service that allows remote login via a secure link. The SSH service should
be configured so that only selected accounts can be remotely logged in.

5. Run and configure the MQTT service to force the use of TLS protocol (port tcp/8883).
This approach requires certificates for the broker and the broker’s clients. A way
to obtain such certificates is to use a self-signed Certificate Authority and server-
side certificates on the Broker node. The generated certificates for the clients can be
forwarded to the N nodes, via the AC node, as they pass their credentials to the nodes.

6.  Run and configure the local firewall (e.g., UFW) so that the node only supports the
ports required for operation:

e tosupport SSH (port tcp/22) and, additionally, block traffic for six or more post-
connection attempts from the same IP address in the last 30 s (to prevent brute
force attacks),

o tosupport MQTT over a secured link (port tcp/8883)

7. Disable all services that are not needed for broker operation in the system.
8.  Disable all unnecessary interfaces of the system, e.g., Bluetooth, Serial ports.

3.8.1. The Procedure for Starting the Broker Node

The node that plays the Broker role should be run first in the system. This node only
acts as an intermediary for data exchange between other nodes in the KGRD system, but it
should be configured under good security practices and should accept all requests from
other nodes in the KGRD system described in the following subsections. The Broker node
configuration must meet the requirement described in the final section of Section 3.8.

3.8.2. The Procedure for Initiating the KS Node

Initializing the KS node is the next mandatory step after launching the Broker node.
This procedure performs the following tasks:

1.  the generation of trust structure in hardware TPM, including SRK and ANK keys;

2. the generation of symmetric keys, NK and NKsign, and attaching them to the created
trust structure—these keys and the NKiv field will be used to secure the node’s
resources stored in SD memory;

3. the generation of a temporary trust structure in a software TPM, including CCRK and
CCK keys;
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4. the duplication of the NK key from the hardware TPM module and securely importing
this key (NK_v) into the trust structure in the software TPM module;

5. the creation and initialization of the following areas in the NVRAM of the hardware
TPM: N_ID, BA, TOPIC1, NKiv, and RN;

6.  set the status for the KS node to “INIT_FULL” in the RN field.

Figure 10 shows the sequence diagram and the KS node resource contents after the
procedure is completed (updated fields are highlighted in orange).

TPM Non-volatile Memory
‘Vicfsm( . NJD | BA |
|

V§¢ ANK | NKiv |
T

NK | NKsign |

V?V CCRK
V‘ﬁ ccK

SD memory

node_desc - node descriptions

" gen_keys — temporary data

i
I
empty |
i

_____________________________________________________

(b) (0)
Figure 10. Sequence diagram: (a) the KS node’s resource contents in the hardware TPM (b) and
software TPM (c) after the KS node initialization procedure (adapted from [21]).

3.8.3. The Procedure for Preparing the Credentials for the N Node

The procedure is designed to generate credentials for N nodes in the KS node resources.
These data are placed in the “node_desc” file in SD memory.

The operation of an AC node in the system will depend very much on where the
KGRD system is applied for this study, so it was assumed that the procedure described
here would additionally export the generated authentication data to a separate file with
the working name “node_desc_export”. This file will be the source of authentication data
for N nodes in the procedure for initiating these nodes. How to use this file is shown in
Section 3.8.5.

The result of the procedure for generating credentials will be two files. The first file is
the “node_desc”, which is stored in the KS node resources. Figure 11 shows how this file is
transferred in the KGRD system. Figure 12 shows the contents of this file after generating
the credentials for N-type nodes (the data updated so far are highlighted in yellow, and
those updated in the last step are in orange). The second file is “node_desc_export”.

After completing this procedure, the status of the KS node is set to “READY” in the
RN variable.

3.8.4. Establishing Cooperation KS node with the Broker Node

The procedure starts the cooperation between KS nodes and the Broker, as well as
subscription in the “TOPIC0” and “TOPIC1” topics.
After completing this procedure, the KS node status is set to “WORK” in the RN variable.
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Figure 11. Transfer file “node_desc_export” (adapted from [21]).
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Figure 12. KS node data resources after the credentials preparation procedure is completed (adapted
from [21]).

3.8.5. The N Node Initiation Procedure

The procedure for initializing an N-type node is to prepare the node for operation in
the KGRD system. This procedure generates a local trust structure in the node’s hardware
TPM that includes SRK and ANK keys. It then generates NK and NKsign keys for this
node and attaches them to the generated trust structure.

In the next step, a trust structure is created in the software TPM, and a duplicate NK
key is imported into this structure using a particular and secure procedure.

The last step generates the fields necessary for an N-type node, including NTAG, N_ID,
BA, NKiv, NKSKiv, NKSKsign, TOPIC2, and RN. NTAG, and N_ID fields are generated
based on the provided “node_desc_export” file. The Broker node IP address is placed in the
BA field. The contents of the fields, NKiv and TOPIC2, are generated randomly. The last
action of this procedure is to set the status value for the node to “INIT_FULL” in the RN
field. Figure 13 shows the contents of this file after generating the credentials for N-type
nodes (so far, updated data is highlighted in orange). Figure 14 shows how the data from
this file is transferred to the initiated node.
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Figure 13. Sequence diagram: (a) the N node’s resources contents in the hardware TPM (b) and
software TPM (c) after the N node initialization procedure (adapted from [21]).
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Figure 14. Data transfer from the “node_descr_export” file during the Ny node initialization proce-
dure (adapted from [21]).

3.8.6. Procedure for Setting the List of Cooperators for Node N

In the target implementation of the KGRD system for N-type nodes, the source of
messages about other N-type nodes that can securely exchange data with a given N-type
node will be the AC node. The described solution assumes that all N-type nodes known to
the KS node and registered in the KS resource can exchange data. Each registered N-type
node can request the KS server to generate cryptographic material to cooperate with each
registered N-type node. The source of the data will also be the “node_desc_export” file.
This procedure will result in a pre-generated file “ses_keys”. Figure 15 shows the resources
of node N after completing this procedure (the data updated so far are highlighted in
yellow, and those updated in the last step are in orange).

After completing this procedure, the N node status is set to “KWN_COOP” in the
RN variable.

3.8.7. The Registration Procedure for the N Node in the KGRD System

This procedure is designed to have node N registered in the KS node’s resources and
transfer NKSK and NKSKSign keys, as well as the NKiv vector, to the KS node to protect
future data exchanges between the KS and N nodes in question.
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Figure 15. N node data resources after setting the list of cooperators procedure is completed (adapted
from [21]).

At first, node N subscribes to the “TOPIC2” topic on the MQTT service. The node’s
N_ID and NTAG, which the node acquired from the “node_desc_export” file in this node’s
initialization procedure, and the “TOPIC2” compose the payload of the nksk_key_req
request frame. The payload of this frame is encrypted with NTAG, and it is treated as a
one-time use password. An HMAC digest is calculated using the NTAG field as the key for
the entire frame. The nksk_key_req frame constructed in this way is published to the KS
node. The KS node verifies the correctness of the received frame and ignores the request if it
detects any irregularities. These irregularities include an invalid HMAC, a KS “node_desc”
file lacking a description of the node that issued the request, or an invalid NTAG.

The KS node then updates the description of that node in the local node_desc file and
sends the contents of its TOPIC1 field to the registered node in response. The fields received
in the request frame are used to secure the response frame: the NTAG encrypts the frame
payload and calculates the HMAC digest for the response frame. Figure 16 shows how
N-type nodes interact with KS nodes during the procedure. Figure 17 shows the sequence
diagram for registering an N-type node.

N-type nodelink for

<“— > regisration procedure

Figure 16. The way N-type nodes interact with KS nodes during the procedure. N-type nodes’
registration procedure (adapted from [21]).

The result of the registration procedure of the N-type node is an update of the KS node
“node_desc” file and the TPM memory of the registered node file. Figure 18 shows the KS
node resources after the first N node is registered and the resources of the first N node after
it is registered (the data updated so far are highlighted in yellow, and the updated data
after the registration procedure are highlighted in orange).
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Figure 18. The KS node’s data resources after registering the first N-type node (a) and the N-type
node data resources after registering it (b) (adapted from [21]).

After completing this procedure, the N node status is set to “REGISTERED” in the
RN variable.

The following are the descriptions of the most critical stages of the procedure (the
numbers in brackets (e.g., (1)) before the stage name corresponds to the designation of that
stage in Figure 17):

(1) Generate node registration request—a node sending a registration request to a KS
node initiates the authentication process of that node in the system and expects to send

NKSK and NKSKsign keys, NKSKiv, and TOPIC1 strings. Activities to be performed:

e  The N node builds the nksk_key_req frame (Figure 19). The frame payload is
encrypted, and the HMAC digest is calculated. Both of these protection actions
use the NTAG field as a key.

e  The N node sends the nksk_key_req frame using the TOPICO topic.

(2) Generate cryptographic material: generate NKSK and NKSKsign keys, the NKSKiv
initialization vector, and update the node_desc file entry for the N_ID node. Activities
to be performed:

o  The KS node verifies the HMAC digest from the received nksk_key_req frame
and then decrypts the payload of that frame using the NTAG field from the
node’s N_ID description as the key in both actions.
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The KS node generates the NKSK and NKSKsign keys, as well as the NKSKiv
vector. It then prepares the node’s N_ID description. After encrypting the pay-
load of this description with the NK and NKiv keys and determining the HMAC
from NKsign, it saves the updated entry in the local node_desc file. Description
of the way to modify the entry fields (only the N_ID field is not encrypted):

N_ID and NTAG—remain unchanged,
NKSK, NKSKiv and NKSKsign—generated by KS node,
TOPIC2 = TOPIC?2 field from nksk_key_req frame.

The KS node sends back a confirmation of node registration (nksk_key_ans frame
Figure 20) using the TOPIC2 from the received frame. The confirmation frame
contains the fields NKSK, NKSKiv, NKSKsign, and TOPIC1. The frame payload
is encrypted using the registered node’s NTAG. HMAC is also determined, using
the registered node’s NTAG, for concatenating the explicit part of the frame and
the result of the encryption.

(3) Acquire NKSK, NKSKiv, NKSKsign and TOPIC1. Activities to be performed:

The N node verifies the HMAC digest from the received nksk_key_ans frame,
and then, it decrypts the payload of that frame using the node as the key in
both actions.

Save the received data in NVRAM of TPM.

nksk_key_req

code
n 151“

N_ID | NTAG| TOPIC2 | HMAC

)

() (32) (16) (32)

& encrypted area—p~

N_ID —NnodelD

NTAG —-Nnodetag

TOPIC2 — N node subscribed topic
HMAC - Frame digest

Figure 19. The node registration request frame (adapted from [21]).

nksk_key_ans
code . .
nygo" NKSK |NKSKiv NKSKsign TOPIC1 | HMAC
(2) (16) (16) (16) (16) (32)
I area to encrypt
NKSK —Node to Key server Security Key

NKSKiv — NKSK initialization vector
NKSKsign — Node to Key server Security Key for signing

TOPIC1
HMAC

—KS node subscribed topic
—Frame digest

Figure 20. Node registration confirmation frame (adapted from [21]).

Figure 21 shows how the MQTT service resembles the data exchange during the node
registration procedure N.

3.8.8. Establishing Cooperation N Node with the Broker Node

The procedure starts the cooperation of the N node with the Broker node and starts
subscription in the topic “TOPIC2”. After completing this procedure, the status of the N
node is set to “WORK” in the RN variable.

3.8.9. The Procedure for Generating and Distributing Symmetric Keys

Paper [23] describes, in detail, the generation and distribution of symmetric keys in
the KGRD system. Here, only general information about this procedure is presented.
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N node Broker KS node
' ' (A) sub TOPICO T
| ¢
_!_ (B) sub TOPIC1 L.
:| KS init
O e
(C) pub TOPICO nksk_key_req q JI_
D) sub TOPIC2[N
(D) su [N] > J
(E) pub TOPIC2[N] nksk_key_ans
4 —J
|
:' T N registration

Figure 21. MQTT service data exchange diagram for the N node registration procedure (taken
from [21]).

This procedure aims to generate and securely distribute new cryptographic material
for a pair of N-type nodes (N1 and N2 will be used to denote the elements of a pair of
nodes). The material includes an NNSK (Node to Node Security Key) and an initialization
vector for this key to encrypt the exchanged data between the pair of N1 and N2 nodes, as
well as an NNSKsign (Node to Node Security Key for Signing) key to determine the HMAC
for the exchanged data.

The procedure result will be the mentioned cryptographic material and the TOPIC3
and TOPIC4 topics, which the KS node will securely forward to N1 and N2 nodes, respec-
tively. N1 and N2 nodes will use these topics in the MQTT service for secure data exchanges.
The exchanged data will be secured using generated cryptographic material. Figure 22
shows how the N node interacts with the KS node during the generation and distribution
of keys. Figure 23 shows the sequence diagram for generating and distributing keys.

—®

y N-type node link for
¢ » normalwork

Figure 22. The interaction of N nodes with the KS node when generating and distributing keys
(adapted from [21]).

During the procedure, the contents of the ses_keys file stored in the SD memory of
node N change. Figure 24a shows the contents of this file after step (3) (the data updated so
far are highlighted in yellow, and the updated data after step (3) are highlighted in orange).
Figure 24b shows this file after step (6) of the procedure (the updated data after step (6) are
highlighted in orange).
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and NNSKsign, and

(1) Generate key
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nnsk_key_req
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nnsk_adv_req

nnsk_key_ans

<
(3) Acquire NNSK, NNSKiv
and NNSKsign,
update ses_key file

nnsk_conf req
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(4) Acquire NNSK, NNSKiv
and NNSKsign,
update ses_keys file

A

nksk_adv_ans

<

(5) Update
gen_keys file

<
(6) Update ses_key file
nnsk_conf_ans >
(7) delete NNSK data
| from gen_keys file

L

Figure 23. The sequence diagram for the symmetric key generating and distributing procedure (taken
from [21,23]).

TPM Non-volatile Memory

TPM Non-volatile Memory

& ¢ sk | NJ0 || NTAG | | ¢ ¢ sk | NJD || NTAG |
— RN BA\E — RN BA\E
¢ ¢ ANK  Nkv || ToPict | | ¢ € ANK | nkv || Topic1 | !
U NK | NKsign | NKsKiv | [TOPIC2 | | i [ nk || nksign | | NKskiv | ToPic2 | |
NKSK
"""""""""" somemory T T T T o memery

“ses_keys — valid session keys

{ ses_keys —valid session keys

| N_ID | CTime| NNSK | NNSKiv NNSKsign TOPIC3|

| N_ID | CTime| NNSK | NNSKivINNSKsign TOPIC3|TOPICA| HMAC

~ Jrorics [N [ s s s Topic

[ [crime] s

HMAC

Figure 24. The contents of the resources of node N after step (3) (a) and after step (6) (b) of the
procedure for generating cryptographic material for the first cooperator of node N (adapted from [21]).

3.8.10. Secure Data Exchange between N-Type Nodes

The purpose of the KGRD system is to generate and securely distribute cryptographic
material for securing data exchanges between two N-type nodes. Such an effect can be
obtained after successfully executing the procedure described in the preceding section.
How the two nodes will use the generated keys strictly depends on the implementation of
the data exchange method between the nodes. This issue is not the subject of this paper. To
demonstrate the KGRD system operation, I assumed that node N1 would send a 12-byte
string to node N2 and wait to acknowledge the receipt of the transmitted data. Figure 25
shows how nodes N1 and N2 interact during the described data exchange. Figure 26 shows
the sequence diagram for this experiment.
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¢ > N-type node link for

% normal work

Figure 25. The interaction of the N1 node with the N2 node during data exchange (adapted from [21]).

N1 node N2 node

(1) Preparedata
frame

Figure 26.
from [21]).

I

|

|

|
node_data_req

>
(2) Receive data
node_data_ans —
T

Diagram of the sequence of sending a data packet from node N1 to node N2 (taken

The following are the descriptions of both procedure stages.

(1) Prepare data frame. Activities to be performed:

The N_ID1 node prepares the node_data_req frame (Figure 27). The frame con-
tains N_ID1 (identifier of the node sending the data), N_ID2 (data recipient
identifier), and DATA fields. The N_ID1 node encrypts the N_ID2 and DATA
fields, using an NNSK and NNSKiv key known only to both nodes, and deter-
mines the HMAC for all areas in the frame using the NNSKsign key that is also
known only to them;

the N node sends the nksk_data_req frame using TOPIC3 topic. The N_ID2 node
subscribes to this topic to receive data from the N_ID1 node.

(2) Receive data. Activities to be performed:

The N_ID2 node first verifies the HMAC digest from the received node_data_req
frame, and then, it decrypts the payload of that frame using the NNSK and
NNSKiv fields generated for N_ID1 and N_ID2 nodes;

the N_ID2 node extracts data from the received frame;

the N_ID2 node sends back a confirmation of the data frame (node_data_ans
frame Figure 28) using the TOPIC3 subscribed by the N_ID1 node. The N_ID2
encrypts the field N_ID1 using the NNSK and NNSKiv, and it determines HMAC
using NKSKsign.

node_data_req
..cffg":. N_ID1|N_ID2| DATA | HMAC

()

(4) (4) (12) (32)

<— encrypted area—}

N_ID1 —sending node ID
N_ID2 —destined node ID
DATA —Frame data
HMAC - Frame digest

Figure 27. The data frame N2 (taken from [21]).
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N1 node

node_data_ans

..°1°6doe.. N_ID2|N_ID1| pad | HMAC
(2) (4) (4) (12) (32)
<& encrypted area—p-

N_ID2 - Response sending node ID
N_ID1 —Datasourcenode ID
HMAC - Frame digest

Figure 28. Confirmation frame for receiving data N2 (taken from [21]).

Figure 29 shows how the MQTT service looks similar to the data transfer from N_ID1
to the N_ID2 node.

Broker N2 node
[ [

(A) sub TOPIG3[N1,N2]"

(]

(B) sub TOPIC3[N2,N1]” D Generating keys

_________________________________________________ q----bER AR
I
I

(C) pub TOPICA[N1,N2]" node_datrlir |

" |

(D) pub TOPIC4[N2,N1]" node_data_ans
]

Data exchange

K TOPIC4[N1,N2] == TOPIC3[N2,N1] and TOPIC4[N2,N1] == TOPIC3[N1,N2]

Figure 29. MQTT service data exchange diagram for data transfer from N_ID1 to the N_ID2 node
(adapted from [21]).

3.8.11. The Procedure for Renewing the Keys

Every cryptographic key ages and has to be renewed from time to time. Without key
renewal, the risk of that key being guessed increases. Various measures can be used to
assess the validity of a key, including the time that has passed since it was generated. The
CTime field (stored in the sys_keys file in the description of each key used) can be used to
determine the expiration time of a given key. Another measure can be the volume of data
that has been encrypted with a given key. The presented system does not support any such
tasks, but it allows for the renewal of symmetric cryptographic keys.

For the KGRD system, the procedure for renewing keys and generating new keys is
the same because the KGRD system does not store the history of generated keys. Therefore,
when one node of a pair decides that the key currently in use has expired, it removes the
old cryptographic material from its ses_keys file and initiates the key generation procedure
for that pair. When receiving a message about generating a new set of keys for that pair
(the nnsk_adv_req frame), the second node of the pair also removes the old cryptographic
material from its ses_keys file.

3.8.12. Procedure for Restarting the Node after Powering on Again

The software TPM is used in the KGRD system as a cryptographic coprocessor. The
cryptographic material of each node necessary for its operation is stored in the resources of
the hardware TPM. The keys needed for encryption before performing this operation are
transferred to the trust structure in the software TPM using a particular secure procedure,
involving duplicating the required keys in the hardware TPM and importing this key into
the software TPM.

Due to the security requirements for the KGRD system and the characteristics of the
software TPM, the data stored in the software TPM is lost every time the power is turned
off. This situation forces the trust structure in the software TPM to be re-generated after
each power-up, and the keys required for encryption are transferred from the hardware
TPM resources to the software TPM. The described situation occurs in the following cases:
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e after powering off the KS node, when this node is in one of the states {INIT_FULL,
READY, WORK};

e after powering off the N node, when this node is in one of the states {INIT_FULL,
KWN_COOP, REGISTERED, WORK]}.

In both cases, the procedure for restarting the node after powering it on again involves
two steps:

1.  Generate a temporary trust structure in a software TPM, including CCRK and CCK keys.
2. Duplicate the NK key from the hardware TPM module and securely import this key
(NK_v) into the trust structure in the software TPM module.

Figure 30 shows the course of action during the restart of KS and N nodes after
powering on again, as well as the contents of the software TPM resources of these nodes.
The hardware TPM resources remain unchanged after this procedure (the created data after
restarting the node are highlighted in orange).

KS, N node | software TPM |
' | |7 €7 ccrk!
(1) Temporary trust ! |
(%t&f(tu(;((e](g)e neration i : |
) i CCK
(2) Duplicating and i V V i
importing NK H !
! NK_v !
| ]
(@) (b)

Figure 30. Sequence diagram (a) and TPM’s software resources (b) after the procedure for restarting
the KS and N nodes after powering on again.

After this procedure is completed, the node’s status is set to the status value set before
the node is powered off.

3.9. Security Evaluation of KGRD System Solutions

Solutions used to secure the Internet of Things should include preventive, detecting,
and reactive means [24]. The KGRD system focuses on preventative measures, which
does not mean that the system has wholly abandoned detective and reactive measures.
Preventive actions include solutions to prevent or hinder the successful execution of
typical attacks.

The primary purpose of the KGRD system is to generate cryptographic keys for data
exchange between clusters of IoT network nodes. Such groups of nodes usually use wireless
connectivity. These nodes are often unattended and usually become easy targets for attack.
Given such conditions, the following attacks will be considered: installing a fake sensor
node (node replication attack), impersonating valid sensor nodes (imitation), attacks on
transmitted data, DoS attacks, attacks on the routing process [24], and botnet activities.
The solutions presented in the KGRD system are designed to prevent these attacks. The
mechanisms offered by the TPM are the basis for these solutions. These mechanisms
make it possible to secure cryptographic keys by building key hierarchies and local trust
structures, cryptographically protecting data stored in the sensor node’s resources (in the
TPM’s NVRAM and SD memory), and maintaining the integrity of transmitted and stored
data through HMAC hashing. The following subsections present ways to counter the
attacks mentioned above and describe which TPM mechanisms were used for this purpose.

3.9.1. System Reboot or System Crash

The credentials of each node are stored in the protected resources of the hardware
TPM all the time. Powering down (rebooting the system) does not result in the loss of this
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data. After rebooting the system, the procedures must be repeated. Before repeating these
procedures, you must delete the residual data remaining after unfinished procedures.

A critical component of the KGRD system is the KS node—specifically, its local trust
structure and the data stored in the TPM’s NVRAM and SD memory. The SRK key, stored
in the TPM hardware resource, is the basis of data security. This key is placed at the
top of the trust hierarchy, and its private part is inaccessible outside the TPM module.
To increase the level of security and the system’s resilience to failures, a backup of the
cryptographic material stored in the system can and should be prepared. Preparing such a
backup involves duplicating part of the key hierarchy, starting with the ANK key.

The duplication procedure is very similar to the procedure for exporting keys from
a hardware TPM to a software TPM, which is described in Section 3.5. The difference is
that the new ANK key parent comes from another hardware TPM. Once the key hierarchy
is exported, the TPM’s NVRAM and SD data can be straightforwardly copied from one
system to another because duplicate keys protect them.

This approach allows the system (backup) from which the new ANK key parent is
derived to be easily used in case the original KGRD system fails. The only item that would
need to be updated in the backup system, after a failure of the original system, is the
contents of the files stored in SD memory, which is done by simply copying them.

The occurrence of a failure (reboot) of the KS node during the N node registration,
key generation, or renewal procedures will result in an erroneous termination of these
procedures for N nodes. However, there is nothing to prevent the N node from repeating
such a procedure after the KS node has started.

There are two cases to consider if an N-type node fails and needs to run on another
machine. Suppose the N node has previously completed the registration procedure, and a
backup of its cryptographic material has been created on another node. In that case, this
other node, from the point of view of the KGRD system, can immedjiately take action. If the
given conditions have not been met, the new node should obtain the credentials from the
AC node and start the registration procedure. Once this procedure is completed, the node
will be ready for operation.

Performing the described steps allows you to make the KGRD system immune to the
various failures that various attacks can cause.

3.9.2. Node Replication Attack

The attack is based on adding a copy of another node to a running network. The lack
of security and supervision of the node creates the conditions for replication attacks to
be efficiently executed. Launching such an attack with all the nodes in the KGRD system
is extremely difficult. Each node in the KGRD system has a hardware TPM installed. A
hierarchy of keys in its resources creates a local trust structure. Each key hierarchy begins
with an asymmetric SRK key, which is generated only once and is non-removable. The
TPM stores the private part of this key in the internal structures of the module. This part of
the key is inaccessible for reading. This key secures all other keys used by the node, which
are used to secure the node’s sensitive data.

If an adversary tried to build a copy of the original node, it would have to equip
that copy with another copy of the hardware TPM module. This other TPM module
cannot generate an identical trust structure to the original node. The SRK key of such a
copy, which is at the top of its hierarchy, will undoubtedly differ from the original one.
This different trust structure will make it impossible to read the original data, which is
cryptographically secured.

The KS node is initialised in a secure and supervised area, and once it is fully prepared,
it can start serving N nodes. The KS node generates authenticating data for other nodes
of the system. These data go to new N nodes, via the AC node, using a secure procedure
that is executed in a controlled area. The authenticating data for the N node is the basis for
registering the new node in the KGRD system. Only registered N nodes can request new
keys from the KS node.
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Even if the adversary succeeded in intercepting the credentials intended for a node
at the preparation stage of that node, and this valid node registers with the KS node’s
resources earlier than the fake node, the acquired credentials will already be useless. The
KS node will reject all attempts to register a node already registered. The only chance
for the adversary is to get ahead of the valid node in the registration procedure, which is
difficult because the valid node will start this procedure earlier.

N-type nodes of the KGRD system are most vulnerable to attacks in the preparation
phase before they are registered. For this reason, an important consideration is a need to
perform these activities in a secure and supervised environment outside the nodes’ normal
operating area.

An adversary may use brute force to take over the data stored in the node’s resources.
The TPM module’s Platform Configuration Register (PCR) can be used to prevent such
an action, as it allows for the detection of and response to such unauthorised actions. It is
possible to detect such activities using a mechanism constructed on the PCR registry. The
use of the PCR registry is not the subject of this paper.

3.9.3. Sensor Impersonation

Trying to impersonate a proper node is challenging to do. When preparing a node, the
AC transmits its N_ID and the NTAG tag specially formulated for it to the node. At this
point, the node learns what identifier (N_ID) it will have. The NTAG tag is determined for
each N node by the KS node. The content of the NTAG tag is a SHA256 hash designated
for the string, which is the concatenation of three fields. These fields include:

N_ID of the node;

the private part of the ANK key;

the 4 byte area containing the number of the entry about the description of this node
in the node_desc file.

The private part of the ANK key is known only to the KS node, and only a valid KS
node can verify the correctness of the NTAG tag. During node N’s registry procedure,
the KS node verifies the NTAG tag’s correctness. This approach gives confidence to the
KS node that it is registering the node N for which it generated this tag. In turn, it gives
confidence to the N node that the correct KS node is registering it. Entangling the sequence
number of the node’s description in the NTAG tag makes it even more difficult for the
adversary to generate a false NTAG tag based on other captured NTAG tags because this
sequence number is known only by the KS node.

During the registration procedure, the KS nodes and the registered node N establish
shared symmetric keys (NSK, NSKsign) to secure a future data exchange. An impersonating
node is unable to take over the registered node’s data.

TPM stores the node identifier N_ID, tag NTAG, and shared keys NSK and NSKsign
in its secure resources. The NTAG tag is critical in countering this attack. This tag is only
stored and transferred in a secured form from the moment it is generated.

3.9.4. Attack on Transmitted Data

Data transmitted over wireless networks are vulnerable to eavesdropping, traffic
analysis, injection of other data, modification, and transmission interruption. The KGRD
system uses node authentication. The KGRD system uses the Encrypt-then-MAC (EtM)
method to ensure the confidentiality and data integrity of all stored and transferred data.
This approach requires two keys, known only to the individual pairs of nodes exchanging
data, to secure the transmitted data. In the KGRD system, a different key pair is gener-
ated for each pair of nodes exchanging data to apply the EtM method. The first key is
used to encrypt the data (confidentiality), and the other is used to determine the HMAC
digest (integrity).

As an additional security feature, the system generates random strings for topics used
by the MQTT service. The mechanisms of the KGRD system ensure that only the parties
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that exchange data will know the content of these topics. The KGRD system distributes
these topics simultaneously with the distribution of cryptographic keys.

3.9.5. Denial of Service

The group of DoS attacks is numerous. An adversary can execute these attacks in the
physical and upper layers. The solutions used in the KGRD system do not address this
type of attack. It is recommended to use known methods to protect KS and N nodes from
this attack independently of the KGRD system.

3.9.6. Routing Attacks

Typical targets of attacks in wireless networks are the routing protocols in use. Such
attacks include Sinkhole Attacks, Wormhole Attacks, False Routing Information, Sybil
attacks, and Selective Forwarding. These attacks require placing a fake node on the network
or manipulating the operation of selected nodes. In a KGRD system environment, the
ability to successfully execute such an attack is minimal. Sections 3.9.2 and 3.9.3 describe
the mechanisms that counter these attacks.

3.9.7. Botnet Activities

Significant threats to IoT networks are botnets. Botnets spread an infection to miscon-
figured nodes as a first step, and then, the infected nodes attack the selected target after the
party managing the bot issues the appropriate command. The Mirai malware is an example
of such a bot [25]. The PCR registry capabilities of the TPM module make it possible to
protect against bot injection, but this solution is not part of the presented KGRD system.

4. Results
4.1. Demonstrator

A demonstrator has been set up to check the operation of the KGRD system. When
building the demonstrator, I assumed it would include one KS-type node, two N-type
nodes (N1 and N2), and a node that would be an MQTT service broker (Broker). The
demonstrator does not have an AC node. In its place, a software package was prepared
that performed the following tasks:

e  Exporting these credentials for N nodes to an external node_desc_export file—on the
KS node, export activity extended the function of preparing the credential data for
N nodes.

e Importing credentials for an initialised node N—an initialised node N imports one set
of the credential data from the node_desc_export file before starting the procedure for
initializing that node.

e  Setting the list of cooperators of the node being initialized—the initialised node N
obtains a list of N node identifiers from the node_desc_export file.

Preparing the demonstrator was necessary to demonstrate the correctness of secure key
generation and distribution. The steps involved in passing credentials to N nodes before
initialization and registration are critical to system security. The author of the solution is
aware that the solution described above, which replaces the performance of AC node tasks
in the system, does not meet all security requirements. However, these activities do not
directly affect the key generation and distribution process.

Raspberry Pi Model B boards with 32 GB SD memory are the base of all four nodes of
the developed demonstrator. All nodes have a hardware TPM module installed (LetsTrust
TPM with Infineon Optiga™ SLB 9670 TPM 2.0 chip). Figure 31 shows a view of the TPM
module and how the TPM module was installed on the Raspberry Pi board. The broker
uses Mosquitto 1.5.1 software to support the MQTT 3.1.1 protocol. An Ethernet interface
was used to exchange data between the demonstrator nodes. Figure 32 shows a view of
the demonstrator.
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@ )
Figure 31. View of the Infineon Optiga™ SLB 9670 TPM 2.0 module (a) and how the TPM module
was installed on the Raspberry Pi board (b).

KS

N1

N2
Broker

Figure 32. A view of the KGRD system demonstrator (taken from [23]).

The MQTT service uses the connection-oriented TCP protocol to send messages be-
tween the broker and the other nodes in the transport layer. Still, from the point of view of
message transmission, this is a stateless protocol. Therefore, a simplified control mechanism
was introduced for both sides of the data exchange in the KGRD system to have control
over the state of the data exchange protocol. This mechanism is that each node, during
data exchange, after each sending of a message, prepares its environment to handle only
one message from the cooperating node among the messages expected in a given context.
For example, node N1, after sending the nnsk_key_req frame at the beginning of the key
generation and distribution procedure, will wait for only one nnsk_key_ans message from
node KS. This approach allows for control over the system’s data exchange protocol, but it
can handle only one pair of N1 and N2 nodes simultaneously. It will be ready to handle
the next pair after it has finished handling this pair of N nodes. The mechanism used is a
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particular shortcoming of the demonstrator’s implementation, which does not interfere
with the validity of the KGRD system’s solutions.

4.2. Test Cases

Test scenarios were developed for all 12 procedures of the KGRD system described in
Section 3.8, and the system’s operability was verified using them. The most interesting test
case for the KGRD system functions is the generation and distribution of cryptographic
keys. This test case corresponds to a procedure with a similar name, a detailed description
of which you can find in Section 3.8.9. Figure 33 shows the flow of this test as observed
on the consoles of the N1 (a), KS (b), and N1 (c) nodes. In this figure, the arrows show the
transfer of successive frames sent between the nodes participating in the data exchange.
Note the random content of the topics used and the encrypted content of the frames sent.

N_ID: 1111

Broker Address:  192.168.100.11

NTAG: f812be27068f543a11644a3a09587594
0ca0b0f3ce5bb9d3ad0cf42870a69b56

TOPIC1: fbefb168bc215e37

TOPIC2: 86278cch5e342f75

N node (1111) (WORK)
Select an activity:
S5 - Requesting a new key (N_request_key)
9 - Exit
> 5 - Requesting a new key
Select a second node to pair:
1 -forid “2222”
2 -forid“3333”
3 -forid “4444”
4 -forid “5555”
Selected: 1-2222"
N_ID2: 2222
--- Publishing:
NNSK_KEY_REQ (153)
topic:  fbefb168bc215e37
payload:
3135333131313142cc27451cb85c00c2e3
cee8f9afdab691deddle85e6c7ce74e182
1422d409549bf1e341cf08975ecac6441
08bd8ae70f73c97952ed85c60e9189f YB9b
eb8

--- Received message at N node
NNSK_KEY_ANS (154)
topic:  86278ccb5e342f75 qos: O
payload:
31353441cf24461abb570a3d324926450fd1
998414a74ec4c23b37d0847483db8185c9e
5d6d79cf832a62cbcb17961427be85f450d4
3c27fdcla5fe0bf1336816ff13ee115181f749
b594ba099350c2e4118087f6bc54d951ellee
*** Symmetric key for 1111 <--> 2222
Generated

--- Received message at N node:

NNSK_CONF_REQ (157)  <—
topic: ~ 86278ccb5e342f75 qos: 0

payload:
31353741cf24461abb570a92ebc8e9a8ae8eb
4be160d5e50aa5d05992db7776¢13c214b624
0414d1e08f7795ee17b87d1bba3605c09e6d1
ba50c70

--- Publishing:

NNSK_CONF_ANS (158) el
topic:  fbefb168bc215e37

payload:
3135383131313142cc2745d49926558c38781
25cdfa268e28e22f47f11515580309d86329b1
e7b6ladalOb

*** The symmetric key for 1111 <--> 2222
has been distributed to node 2222

N_ID: 9999
Broker Address:  192.168.100.11
TOPIC1: fbefb168bc215e37

KS node (9999) (WORK)
Select an activity:
9 - Exit

--- Received message at KS node:
NNSK_KEY_REQ (153)

topic:  fbefb168bc215e37 qos: 0
payload:
3135333131313142¢c27451cb85c00c2e3
cee8f9afdab691deddle85e6c7ce74e1822
1422d409549bf1e341cf08975ecac644159
08bd8ae70f73c97952ed85c60e9189f199b
eb8

-- Publishing:
NNSK_KEY_ANS (154)
topic:  86278ccb5e342f75
payload:
31353441cf24461abb570a3d324926450fd1
998414a74ec4c23b37d0847483db8185c%e
5d6d79cf832a62cbcb17961427be85f450d4
3c27fdc1a5fe0bf1336816ff13ee115181f749
b594ba099350c2e4118087f6bc54d951ellee
--- Publishing:
NNSK_ADV_REQ (155) e
topic:  dOcef06c1f7e0f5f
payload:
3135355a0a9aa916dfa568c93bcc17e97f437
697e3cb6da3ae67a0ea3b394e03defaba79a6
ef25ba89b45f3e32365c2fa7646aed58b8523
d9df7166779ccc66e521e01a39df3ad2a20aa
277e31a6f3d9a86c0dc95801313ed9e190c97
af4be99009ff39aa975f6
--- Received message at KS node:
NNSK_ADV_ANS (156)
topic:  fbefb168bc215e37 qos: 0
payload:
313536323232325a0a9aa9b90624a7249a933
293dc07de15d244758e7565aefbch82a50c92
€24b815f75a5fdc3374866db16c65240a44b08
d7652f

--- Publishing:

NNSK_CONF_REQ (157)

topic: 86278ccb5e342f75

payload:
31353741cf24461abb570a92ebc8e9a8ae8eb
4be160d5e50aa5d05992db7776c13c214b624
0414d1e08f7795ee17b87d1bba3605c09e6d1
ba50c70

--- Received message at KS node:
NNSK_CONF_ANS (158)

topic:  fbefb168bc215e37 qos: 0
payload:
3135383131313142cc2745d49926558¢38781
25cdfa268e28e22f47f11515580309d86329b1
e7b6ladalOb

*** Key generation and distribution for
1111 <-->2222 completed

N_ID: 2222
Broker Address:  192.168.100.11

NTAG: 5437acf9869b05666d1007483bca06c3
a434e4efda0a2c0914376513d765d691

TOPIC1: fbefb168bc215e37

TOPIC2:  dOcef06c1f7e0f5f

N node (2222) (WORK)

Select an activity:
5 - Requesting a new key (N_request_key)
9 — Exit

--- Received message at N node:
NNSK_ADV_REQ (155)

topic:  dOcef06c1f7e0f5f qos: O
payload:
3135355a0a9aa916dfa568c93bcc17e97f437
697e3cb6da3ae67a0ea3b394e03defdba79a6
ef25k b45f3e32365c2fa76 d58b8523
d9df7166779ccc66e521e01a39df3ad2a20aa
277e31a6f3d9a86c0dc95801313ed9e190c97
afabe99009f 39229756

--- Publishing:

NNSK_ADV_ANS (156)

topic:  fbefb168bc215e37

payload:
313536323232325a0a9aa9b90624a7249a933
a93dc07de15d244758e7565aefbcb82a50c92
€24b815f75a5fdc3374866db16c65240a44b08
d7652f

*** The symmetric key for 1111 <--> 2222
has been received

@)

(b)

(9)

Figure 33. Node console view of N1 (a), KS (b), and N2 (c) during key generation and distribution
for N1 and N2 nodes.

Figure 34 illustrates the transfer of messages on the MQTT server during the genera-
tion and distribution of keys for nodes N1 and N2. Note the content of the topics in the
following messages.
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1652612936: New connection from 192.168.100.9 on port 1883.

1652612936: New client connected from 192.168.100.9 as 9999 (c1, k60).

1652612936: No will message specified.

1652612936: Sending CONNACK to 9999 (0, 0)

1652612936: Received SUBSCRIBE from 9999

1652612936: register (QoS 0)

1652612936: 9999 O register

1652612936: Sending SUBACK to 9999

1652612936: Received SUBSCRIBE from 9999

1652612936: fbefb168bc215e37 (QoS 0)

1652612936: 9999 0 fhefb168bc215e37

1652612936: Sending SUBACK to 9999

1652612987: New connection from 192.168.100.10 on port 1883.

1652612987: New client connected from 192.168.100.10 as 2222 (c1, k60).

1652612987: No will message specified.

1652612987: Sending CONNACK to 2222 (0, 0)

1652612987: Received SUBSCRIBE from 2222

1652612987: d0cef06c1f7e0f5f (QoS 0)

1652612987: 2222 0 dOcef06c1f7e0f5f

1652612987: Sending SUBACK to 2222

1652613010: Received PUBLISH from 1111 (d0, q0, r0, m0, ‘fbefb168bc215e37, ... (71 bytes))
1652613010: Sending PUBLISH to 9999 (d0, q0, rD, m0, ‘fhefb168bc215e37, ... (71 bytes)) <€— nnsk_key_req
1652613017: Received PUBLISH from 9999 (d0, g0, r0, m0, ‘86278cch5e342f75’, ... (91 bytes))
1652613017: Sending PUBLISH to 1111 (d0, g0, r0, m0, ‘86278cch5e342f75', ... (91 bytes)) nnsk_key_ans
1652613021: Received PUBLISH from 9999 (d0, g0, r0, m0, ‘d0cef06c1f7e0f5f, ... (103 bytes))
1652613021 Sending PUBLISH to 2222 (d0, g0, r0, m0, ‘d0cef06c1f7e0f5f", ... (103 bytes)) <= nnsk_adv_req
1652613025: Received PUBLISH from 2222 (d0, q0, r0, m0, ‘fbefb168bc215e37’, ... (59 bytes))
1652613025: Sending PUBLISH to 9999 (d0, q0, r0, m0, ‘fhefb168bc215e37, ... (59 bytes)) <z nnsk_adv_ans
1652613025: Received SUBSCRIBE from 2222

1652613025: e9e4222c2fe09dc5 (QoS 0)

1652613025: 2222 0 e9e4222c2fe09dc5

1652613025: Sending SUBACK to 2222

1652613032: Received PUBLISH from 9999 (d0, g0, r0, m0, ‘86278cch5e342f75’, ... (59 bytes))
1652613032: Sending PUBLISH to 1111 (d0, q0, r0, m0, ‘86278cch5e342f75, ... (59 bytes)) nnsk_conf_req
1652613036: Received PUBLISH from 1111 (d0, q0, r0, m0, ‘fbefb168bc215e37’, ... (43 bytes))
1652613036: Sending PUBLISH to 9999 (d0, q0, r0, m0, ‘fbefb168bc215e37, ... (43 bytes)) <= nnsk conf ans
1652613036: Received SUBSCRIBE from 1111 - -
1652613036: 419851c5c3fa0d0a (QoS 0)

Figure 34. The transfer of messages on the MQTT server during the generation and distribution of
keys for nodes N1 and N2.

From the data shown in Figure 34, it is possible to deduce the time required to execute
the key generation and distribution steps (the first column of each record gives the time
moment of the start of a given step). Table 3 shows the duration of the selected steps of
this procedure. The execution time per step includes the activities performed by the node
related to the generation and distribution of keys, as well as the activities related to the
preparation and reception of the MQTT message.

Table 3. The durations of selected steps of the key generation and distribution procedure.

Operation Number ! Time [s]
Generation NNSK, NNSKiv and NNSKsign with the @) o
gen_keys file support (on the KS node)
Receiving NNSK, NNSKiv, NNSKsign with the ses_keys @ 4
file support (on the N2 node)
Update the gen_keys file (on the KS node) (5) 7
Support of ses_key file (on the N1 node) (6) 4

1 The number of the stage shown in Figure 23.

Table 4 shows the durations of selected steps of other KGRD system procedures.
The data in this table were obtained in other experiments that are not described in the
paper. Some items in the table are noteworthy, with times reaching tens of seconds. These
items concern situations for generating asymmetric cryptographic keys or cryptographic
operations using asymmetric keys. The hardware TPM module performs all of these
operations. Fortunately, these operations in the system are performed once. The generation
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and security of symmetric keys do not exceed 1 s, which is the most crucial parameter for
the KGRD system.

Table 4. The durations of selected steps from selected KGRD system procedures.

Procedure Operation Number Time [s]
Generating local trust structure (SRK, ANK) (1) 40-60
Generate keys NK and NKsign 2) 4
The KS node initialization procedure ! Generating a temporary trust structure 3) 15-20
(CCRK, CCK)
Duplicating and importing NK 4) 8-10
Generate N_ID, TOPIC1 and NK_iv and set
BA address ©®), (6), () 57
Generating local trust structure (SRK, ANK) @ 40-60
Generate keys NK and NKsign 2 4
Generating a temporary trust structure ®) 15-20
The N node initialization procedure 2 (CCRK, CCK)
Duplicating and importing NK 4) 8-10
Load N_ID and NTAG (5) 2
Generate NKiv, NKSKiv, NKSKsign, ©) 46
and TOPIC
set BA address (7) 1
Generate NKSK, NKSKiv and NKSKsign,
. . 3 4 g 4 —_—
N node registration procedure and node_desc file support 2 4-5
Data exchange between nodes N1 and N2 4 Acquire data ) 2

! The sequence numbers of the stage shown in Figure 10. 2 The sequence numbers of the stage shown in Figure 13.
3 The sequence number of the stage shown in Figures 17 and 21. 4 The sequence number of the stage shown in
Figures 26 and 29.

5. Discussion

For each system procedure, test scenarios were prepared. The scenarios were used
to check the operation of the KGRD system. The results of these tests confirmed the
correct operation of the KGRD system. The previous chapter only presents selected results
that illustrate the system’s operation during key generation and distribution. The results
presented here show that the data sent in each step of the procedure are not in an explicit
form. This observation is particularly relevant for the content of the frames sent and the
topics used.

Table 4 shows selected data on the time required to perform selected tasks. All these
periods are given in seconds. It might seem to be a very long time. Using the MQTT service
to exchange data considerably impacts the size of this time. It is also significant that each
of these tasks requires multiple cryptographic operations. Depending on the task, the
operations may include obtaining keys and initialization vectors for these operations from
cryptographically secure locations, symmetric or asymmetric encryption, and HMAC hash
determination. The most significant values occur in procedures for creating local trust
structures. These operations require the generation of several asymmetric keys and, despite
hardware support by the TPM, take tens of seconds. The good news, in this context, is that
the most time-consuming steps are performed once. The demonstrator uses an Ethernet
interface with a high bandwidth compared to the weak links used by IoT network nodes.
Indeed, the use of such links will increase these times. However, it is worth noting that a
key acquisition time of a few or several seconds for IoT devices is not a critical value. What
is essential for these devices is ensuring security and the short transfer time of secured data,
which did not exceed 2 s in the experiments.

The AC node’s tasks have been replaced by special procedures, described in
Sections 3.8.3 and 3.8.5, to simplify the demonstrator’s implementation. Preparation of the
implementation of the original AC node will be the subject of future work.
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The basis of the solution presented in the article is a hardware TPM v.2.0 module. The
use of this module provides a number of capabilities that significantly impacted the design
of the solution. These properties of the module include:

hardware generation of asymmetric and symmetric cryptographic keys;

hardware generation of random numbers with high entropy;

secure storage of cryptographic material of the internal NVRAM of the TPM;
creating key hierarchies that can be used to build local trust structures;

hardware support for encryption/decryption;

support for Platform Configuration Registers that can be used for protection and
attestation; internal node resources (this property was not used in the presented study).

The effect of the hardware implementation of the TPM module is that it has some
limitations. These limitations include:

e alimited list of supported asymmetric algorithms—RSA2048, RSA3072, RSA16384,
ECC256, ECC384, and ECC521 are available;
a limited list of supported symmetric algorithms—3DES, AES128, and AES256 are available;
a limited list of supported hash functions—SHA-1, SHA256, SHA384, SHA512, and
HMAC are available;
the ability to generate key hierarchies based on RSA keys only;
some hardware implementations do not support certain functions, e.g., encryption and
decryption for symmetric algorithms. This problem was essential to implementing the
solution to the previously published solution concept.

There are many solutions for lightweight cryptographic algorithms, the characteristics
of which can be found in [26]. The solution demonstrator selects those supported by the
TPM v.2.0 module and meets NIST [27] requirements. These include RSA-2048, AES-128,
SHA-256, and HMAC using SHA-256.

A limited number of writes characterise NVRAMs. In the case of the NVRAM of the
TPM module, this will not be a problem because this memory is only uprooted for writing
during the preparation and registration phase of each node (both KS and N types). Then,
the number of writes will not exceed 100 in each TPM module. During regular system
operation, only the contents of the NKSKiv vector on N nodes will require writes, as the
other fields will only be read. The NKiv vector will be read-only. If some entries from a
file in SD memory need to be encrypted/decrypted, an initialization vector will be needed.
The contents of NKiv, N_ID, and the position of this entry in the file determine this vector.

The most sensitive part of the system is the procedure for preparing a node until it
is registered. At each node’s life stage, it would be easiest for an adversary to defeat the
system’s safeguards. Therefore, these activities should be performed in a protected and
controlled environment outside the area of the regular operation of system components.
Section 3.9.2 presents the details.

As presented, the KGRD system is not equipped with mechanisms to counter DoS-type
attacks. Mechanisms similar to those used in traditional IT systems to increase the system’s
resistance to such attacks can be used.

A hardware TPM module makes it possible to use its PCR register to construct a
detecting and notifying mechanism for unauthorised tampering with the hardware and
software configuration resources of each KGRD system node. Using such a solution will
immunise the system nodes, which can be placed in physically weakly protected areas.
Such a solution will be the second task in future work.

Funding: This research received no external funding.
Institutional Review Board Statement: Not applicable.

Informed Consent Statement: Not applicable.

Data Availability Statement: Data is not publicly available due to the classified nature of the work.



Sensors 2023, 23, 5102 35 of 36

Acknowledgments: This work was supported by the UGB 2022 WCY ITC university project. The
presented study results from the author’s research and development activities in IST-176 Research
Task Group on Federated Interoperability of Military C2 and IoT Systems.

Conflicts of Interest: The authors declare no conflict of interest. The funders had no role in the design
of the study; in the collection, analyses, or interpretation of data; in the writing of the manuscript, or
in the decision to publish the results.

References

1.  Diffie, W.; Hellman, M.E. New Directions in Cryptography. IEEE Trans. Inf. Theory 1976, 22, 644-654. [CrossRef]

2. Will, A; Challener, D.; Goldman, K. History of the TPM. In A Practical Guide to TPM 2.0; Apress Media: Berkeley, CA, USA, 2015.

3.  Cecchinato, N.; Toma, A.; Drioli, C.; Oliva, G.; Sechi, G.; Foresti, G.L. A Secure Real-time Multimedia Streaming through
Robust and Lightweight AES Encryption in UAV Networks for Operational Scenarios in Military Domain. In Proceedings of the
Conference on Military Communication and Information Systems (ICMCIS), Udine, Italy, 17-18 May 2022.

4. Keoh, S.L.; Kumar, S.S.; Tschofenig, H. Securing the Internet of Things: A standardization perspective. IEEE Internet Things |.
2014, 1, 265-275. [CrossRef]

5. Frustaci, M.; Pace, P,; Aloi, G.; Fortino, G. Evaluating Critical Security Issues of the IoT World: Present and Future Challenges.
IEEE Internet Things J. 2018, 5, 2483-2495. [CrossRef]

6. Furtak, J.; Zielifiski, Z.; Chudzikiewicz, J. Procedures for sensor nodes operation in the secured domain. Concurr. Comput. Pract.
Exp. 2019, 32, €5183. [CrossRef]

7. Furtak, ]; Zieliniski, Z.; Chudzikiewicz, ]. A Framework for Constructing a Secure Domain of Sensor Nodes. Sensors 2019, 19, 2797.
[CrossRef] [PubMed]

8. Dammak, M.; Senouci, S.M.; Messous, M. A; Elhdhili, M.H.; Gransart, C. Decentralized Lightweight Group Key Management for
Dynamic Access Control in IoT Environments. IEEE Trans. Netw. Serv. Manag. 2020, 17, 1742-1757. [CrossRef]

9. Zhu, B.; Susilo, W.; Qin, J.; Guo, F; Zhao, Z.; Ma, J. A Secure and Efficient Data Sharing and Searching Scheme in Wireless Sensor
Networks. Sensors 2019, 19, 2583. [CrossRef] [PubMed]

10. Park, M.; Park, Y.; Jeong, H.; Seo, S. Key Management for Multiple Multicast Groups in Wireless Networks. IEEE Trans. Mob.
Comput. 2012, 12, 1712-1723. [CrossRef]

11.  Zhong, H.; Luo, W.; Cui, J]. Multiple multicast group key management for the Internet of People. Concurr. Comput. Pract. Exp.
2016, 29, €3817. [CrossRef]

12.  Tan, H.; Chung, I. A Secure and Efficient Group Key Management Protocol with Cooperative Sensor Association in WBANS.
Sensors 2018, 18, 3930. [CrossRef]

13. Mehdizadeh, A.; Hashim, F.; Othman, M. Lightweight decentralized multicast-unicast key management method in wireless IPv6
networks. J. Netw. Comput. Appl. 2014, 42, 59-69. [CrossRef]

14. Ding, W.; Hu, R;; Yan, Z,; Qian, X.; Deng, R.H.; Yang, L.T.; Dong, M. An Extended Framework of Privacy-Preserving Computation
with Flexible Access Control. IEEE Trans. Netw. Serv. Manag. 2020, 17, 918-930. [CrossRef]

15. Kung, Y.; Hsiao, H. Grouplt: Lightweight Group Key Management for Dynamic IoT Environments. IEEE Internet Things ]. 2018,
5,5155-5165. [CrossRef]

16. Abdmeziem, M.R.; Tandjaoui, D.; Romdhani, I. A Decentralized Batch-Based Group Key Management Protocol for Mobile
Internet of Things (DBGK). In Proceedings of the IEEE International Conference on Computer and Information Technology;
Ubiquitous Computing and Communications; Dependable, Autonomic and Secure Computing; Pervasive Intelligence and
Computing, Liverpool, UK, 26-28 October 2015. [CrossRef]

17.  Abdmeziem, M.R.; Charoy, F. Fault-Tolerant and Scalable Key Management Protocol for IoT-Based Collaborative Groups. In
Security and Privacy in Communication Networks. SecureComm 2017; Lecture Notes of the Institute for Computer Sciences, Social
Informatics and Telecommunications Engineering; Lin, X., Ghorbani, A., Ren, K., Zhu, S., Zhang, A., Eds.; Springer: Cham,
Switzerland, 2017; Volume 239.

18. Johnsen, E; Zielinski, Z.; Wrona, K.; Suri, N.; Fuchs, C.; Pradhan, M.; Furtak, J.; Vasilache, B.; Pellegrini, V.; Dyk, M.; et al. Applica-
tion of IoT in Military Operations in a Smart City. In Proceedings of the International Conference on Military Communications
and Information Systems (ICMCIS), Warsaw, Poland, 22-23 May 2018. [CrossRef]

19. Suri, N.; Zieliniski, Z.; Tortonesi, M.; Fuchs, C.; Pradhan, M.; Wrona, K,; Furtak, J.; Vasilache, B.; Street, M.; Pellegrini, V.; et al.
Exploiting smart city IoT for disaster recovery operations. In Proceedings of the IEEE 4th World Forum on Internet of Things
(WEF-IoT), Singapore, 5-8 February 2018. [CrossRef]

20. Manso, M.; Guerra, B.; Furtak, J.; Johnsen, F; Michaelis, J.; Ota, D.; Suri, N.; Wrona, K. Connecting the Battlespace: C2
and IoT Technical Interoperability in Tactical Federated Environments. In Proceedings of the ICCRTS, Quebec, QC, Canada,
25 October 2022. [CrossRef]

21. Furtak, ]J. Cryptographic Keys Generating and Renewing System for IoT Network Nodes—A Concept. Sensors 2020, 20, 5012.

[CrossRef] [PubMed]


https://doi.org/10.1109/TIT.1976.1055638
https://doi.org/10.1109/JIOT.2014.2323395
https://doi.org/10.1109/JIOT.2017.2767291
https://doi.org/10.1002/cpe.5183
https://doi.org/10.3390/s19122797
https://www.ncbi.nlm.nih.gov/pubmed/31234463
https://doi.org/10.1109/TNSM.2020.3002957
https://doi.org/10.3390/s19112583
https://www.ncbi.nlm.nih.gov/pubmed/31174350
https://doi.org/10.1109/TMC.2012.135
https://doi.org/10.1002/cpe.3817
https://doi.org/10.3390/s18113930
https://doi.org/10.1016/j.jnca.2014.03.013
https://doi.org/10.1109/TNSM.2019.2952462
https://doi.org/10.1109/JIOT.2018.2840321
https://doi.org/10.1109/CIT/IUCC/DASC/PICOM.2015.166
https://doi.org/10.1109/ICMCIS.2018.8398690
https://doi.org/10.1109/WF-IoT.2018.8355117
https://doi.org/10.5281/zenodo.7322907
https://doi.org/10.3390/s20175012
https://www.ncbi.nlm.nih.gov/pubmed/32899380

Sensors 2023, 23, 5102 36 of 36

22.

23.

24.

25.
26.

27.

Trusted Computing Group. Trusted Platform Module Library Specification (Part 1-4), Family 2.0, Level 00, Rev. 01.59, Trusted
Computing Group, 2019-11-08. Available online: https://trustedcomputinggroup.org/resource/tpm-library-specification/
(accessed on 25 May 2023).

Furtak, J. Data Exchange Protocol for Cryptographic Key Distribution System Using MQTT Service. In Proceedings of the
Conference On Computer Science And Intelligence Systems (FedCSIS), Sofia, Bulgaria, 4-7 September 2022. [CrossRef]

Healy, M.; Newe, T.; Lewis, E. Security for Wireless Sensor Networks: A Review. In Proceedings of the IEEE Sensors Applications
Symposium, New Orleans, LA, USA, 17-19 February 2009; pp. 80-85. [CrossRef]

Kolias, C.; Kambourakis, G.; Stavrou, A.; Voas, ]. DDoS in the IoT: Mirai and Other Botnets. Computer 2017, 50, 40—44. [CrossRef]
Singh, S.; Sharma, PK.; Moon, S.Y.; Park, H.J. Advanced lightweight encryption algorithms for IoT devices: Survey, challenges
and solutions. |. Ambient Intell. Humaniz. Comput. 2017. [CrossRef]

McKay, K.; Bassham, L.; Sonmez Turan, M.; Mouha, N. Report on Lightweight Cryptography, NIST Interagency/Internal Report
(NISTIR); National Institute of Standards and Technology: Gaithersburg, MD, USA, 2017. [CrossRef]

Disclaimer/Publisher’s Note: The statements, opinions and data contained in all publications are solely those of the individual
author(s) and contributor(s) and not of MDPI and/or the editor(s). MDPI and/or the editor(s) disclaim responsibility for any injury to
people or property resulting from any ideas, methods, instructions or products referred to in the content.


https://trustedcomputinggroup.org/resource/tpm-library-specification/
https://doi.org/10.15439/2022F260
https://doi.org/10.1109/SAS.2009.4801782
https://doi.org/10.1109/MC.2017.201
https://doi.org/10.1007/s12652-017-0494-4
https://doi.org/10.6028/NIST.IR.8114

	Introduction 
	The General Concept of the Key Generation, Renewal, and Distribution (KGRD) System 
	The Idea behind the KGRD System 
	Collaboration between Clusters of IoT Nodes and Other IT Systems 
	MQTT Service 
	Components of the KGRD System 
	The Idea of Acquiring a Key 


	Solutions in the KGRD System 
	Requirements for the KGRD System 
	Protection of the Resources of Each Node of the System 
	KS Node Description 
	N Node Description 
	Ways of Implementing the N Node 
	AC Node Description 
	Status of Nodes and Activities in the KGRD System 
	Procedures in the KGRD System 
	The Procedure for Starting the Broker Node 
	The Procedure for Initiating the KS Node 
	The Procedure for Preparing the Credentials for the N Node 
	Establishing Cooperation KS node with the Broker Node 
	The N Node Initiation Procedure 
	Procedure for Setting the List of Cooperators for Node N 
	The Registration Procedure for the N Node in the KGRD System 
	Establishing Cooperation N Node with the Broker Node 
	The Procedure for Generating and Distributing Symmetric Keys 
	Secure Data Exchange between N-Type Nodes 
	The Procedure for Renewing the Keys 
	Procedure for Restarting the Node after Powering on Again 

	Security Evaluation of KGRD System Solutions 
	System Reboot or System Crash 
	Node Replication Attack 
	Sensor Impersonation 
	Attack on Transmitted Data 
	Denial of Service 
	Routing Attacks 
	Botnet Activities 


	Results 
	Demonstrator 
	Test Cases 

	Discussion 
	References

