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Abstract

:

There is no doubt that new technology has become one of the crucial parts of most people’s lives around the world. By and large, in this era, the Internet and the Internet of Things (IoT) have become the most indispensable parts of our lives. Recently, IoT technologies have been regarded as the most broadly used tools among other technologies. The tools and the facilities of IoT technologies within the marketplace are part of Industry 4.0. The marketplace is too regarded as a new area that can be used with IoT technologies. One of the main purposes of this paper is to highlight using IoT technologies in Industry 4.0, and the Industrial Internet of Things (IIoT) is another feature revised. This paper focuses on the value of the IoT in the industrial domain in general; it reviews the IoT and focuses on its benefits and drawbacks, and presents some of the IoT applications, such as in transportation and healthcare. In addition, the trends and facts that are related to the IoT technologies on the marketplace are reviewed. Finally, the role of IoT in telemedicine and healthcare and the benefits of IoT technologies for COVID-19 are presented as well.
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1. Introduction


The human connection is one of the most important types of communication available on the Internet. The Internet is a global network that allows humans from all over the world to communicate with one another. A human-organized network of computers and smartphones is required to access the Internet. Personal computers and smartphones are examples of such devices. As a result, it has come to be known as “the Internet of People”.



In a matter of a few years upcoming, the Internet will grow and evolve into the Internet of Things (IoT), shifting away from human-to-human communication and toward computers interacting with one another, which is also known as machine-to-machine (M2M) communication [1]. This new mode of communication will have a profound impact on the way people communicate and compute in their daily lives.



Kevin Ashton was the first who, in 1999, used the term Internet of Things [2]. Since 2008, the total number of things connected to the IoT has outnumbered the total number of people living on the planet. The IoT is expected to make it possible for everyone to access and provide a vast amount of information about equipment and locations in the future.



The IoT can be used to connect a variety of objects to a network, including artificial articles, plants, and animals. This can be counted as one of the fundamental differences between the IoT and the rest of the world. The IoT is still based on the Internet, but it is the most logical evolutionary and technological step forward for the Internet in recent history.



In this paper, we examine the origins and history of the IoT, and then we discuss IoT applications that have been developed, tested, and refined in the industrial marketplace. Our research motivation is spread across a broad range of areas within IoT technologies, rather than being restricted to a single specific zone.



The incorporation of the IoT and services into the business world heralds the beginning of the Fourth Industrial Revolution: Industry 4.0 [3]. The automotive industry is one of the fastest-growing IoT sectors [4,5,6,7]. Review studies on IoT for the automotive industry have also previously focused on specific issues like inter-vehicle networking [4,8], a comprehensive review of key technologies, and a succinct description of specific automotive IoT use cases [4,9].



While our survey focuses on some critical points in IoT technologies, other related topics are covered as well. According to our knowledge, no survey focusing on the IoT and COVID-19 has been conducted; therefore, we present the role of the IoT in medical science, and some of the benefits of the IoT in telemedicine in dealing with COVID-19 have been reviewed and investigated. Even though COVID-19 has been reviewed and investigated, there have been no papers published in this area as of yet. In addition to creating new challenges, the COVID-19 pandemic has also increased the pressure on healthcare systems around the world to adhere to stricter timelines for patient assessment, prescription, treatment, and health guidelines [10,11,12,13]. Moreover, the IoT is discussed in detail, including its advantages and disadvantages, along with Industry 4.0 and the roles of the IoT and IIoT in the marketplace.



The remainder of the paper will be divided into the following sections: Section 2 defines the IoT and describes its characteristics. Section 3 discusses the history of the IoT as well as current research in the field. Section 4 discusses several of the advantages and disadvantages of the IoT. Section 5 examines the architectural design of IoT technologies. Section 6 identifies and clarifies the trends, characteristics, and applications of the IoT. The IoT and pandemic control, which are relatively new topics these days, are linked in Section 7. Section 8 examines Industry 4.0 and the IIoT, as well as the intersection of the IoT and the industrial sector. Section 9 explains the IoT marketplace and how it is related to other marketplaces. Finally, in Section 10, the conclusion is presented, as well as recommendations for future work.




2. Internet of Things


There are many definitions of the IoT that have been made by many researchers before. Due to the convergence of multiple technologies, such as real-time analytics, machine learning, commodity sensors, and embedded systems, the definition of the IoT has evolved [14].



The IoT has been outlined as “Things that have identities and virtual personalities operating in smart spaces using intelligent interfaces to connect and communicate within the social, environmental, and user contexts” [1].



Through using IoT technologies, objects from the physical area can join each other and objects from the virtual area, hence facilitating anytime, anywhere connectivity for anything, not just for anyone [15,16]. The IoT has garnered noteworthy consideration from both the industry and academia [16]. It has caught the attention of industries, enterprises, governmental organizations, and the academic communities [17].



The key potency of the IoT concept is the strong effect it would have on numerous diverse sides of daily life and future users’ behavior [18]. Another aspect of the revolution of the IoT is interconnecting humans at any time or from any place and enabling them to communicate with objects through communication networks. This is the underlying vision of the IoT [19]. Figure 1 illustrates the features of the IoT [1].



As indicated by [20], the IoT, a rising worldwide Internet-based specialized structural design promoting the exchange of merchandise and ventures in worldwide flexible chain systems affects the security, protection, and confidentiality of the included partners [3,20].



In past years, industry fields needed to be monitored by a human, but since IoT technologies have been introduced, industry sectors have begun to be controlled, checked, and monitored by the IoT; human interference is not needed for these tasks and purposes. Within IoT technologies, the interconnection between humans is expanded to humans and things, or things and things [21,22], as shown in Figure 2, which determines various categories of the IoT.



This means that communication may arise among smart devices rather than people. Recently, IoT technologies have begun to be used in various application domains, for instance, healthcare, systems of intelligent transportation and logistics, smart cities, the energy industry, etc. [23,24].



In IoT solutions, the requirements and technical capabilities of companies are being balanced constantly, and due to the IoT, as Figure 3 demonstrates, devices have been getting smarter and more connected in the last few decades [25]:




	
Connect








Connectivity and processing efficiencies are built into equipment with IoT solutions.



	2.

	
Collect







Sensors and storage capabilities are introduced as appliances are paired. Devices will also have a better overview of their surroundings and can gather and evaluate data for valuable information.



	3.

	
Compute







Obtained data are identified, analyzed, assembled, and stocked in a big data solution.




3. Background and Present Research on the IoT


Use of IoT technologies has increased rapidly within many industries. Using IoT technologies is accordingly required to improve the information for sharing within and across various industries [26]. Perceptions of IoT technologies have been pragmatic toward various applications ranging from home automation to industrial IoT, and to being able to communicate physical things from any place via a network [27]. It can be noted that the number of projects that relate to the use of the IoT in industrial areas has increased, for instance, agriculture, security surveillance, environmental monitoring, food processing, and many others. Moreover, published papers in the IoT areas have expanded considerably, spanning many different types of applications.



Many other technologies and strategies have, in addition, been used to support the IoT, such as Wi-Fi, ZigBee, service-oriented architecture (SOA), cloud computing (CC), radio-frequency identification (RFID), RFID CMOS, smartphones, social networks, and near field communication (NFC), as shown in Figure 4, which demonstrates the IoT interconnected with other technologies.



In the world of IoT technology, it is possible to identify six essential technologies that can be of great assistance to the manufacturing industry areas in the IoT. The following is a description of these:




	
Radio-Frequency Identification (RFID)



Primarily, the term “IoT” was introduced to indicate the particularly recognizable interoperable associated objects with radio-frequency identification (RFID) technology [2]. RFID makes the most of electromagnetic fields to pass data to automatically identify and track tags attached to objects [28,29]. RFID innovation is one of numerous IoT “empowering identification” technologies, and not essentially the major one [30]. It is one of the approaches used to link everyday items into networks [16,31]. The RFID system contains two main parts, which are:




	1.1.

	
RFID tags: Enclosed items that consist of information regarding the items. RFID tags, which are sometimes called transponders (transmitters/responders), are attached to objects to count or identify them [32]. RFID tags, either passive or active, contain an antenna and microchip as well.




	1.2.

	
Readers: Then, readers can receive and process the information without needing a line of sight, and then create a report about the system [29]. Readers, also known as transceivers (transmitters/receivers), are devices designed for use with a radio frequency interface (RFI) module and control unit [32]. The main function of readers is to activate tags, interact with tags, and also exchange information between tags and software applications.














Readers can track the movement of the tags in real-time, and thus, the movement of the objects to which they are attached [29]. In the interaction technologies’ operation, RFID tags and miscellaneous digital/analog sensors have been used as IoT technologies’ foundation [33]. When using RFID, the chip is used to convey the data; it is attached to an object and uses a wireless link to transfer data. RFID can be implemented in an industrial area for production and management as well. Figure 5 indicates how technologies’ aspects changed from 1980 to 2009. Over this period, IoT technologies affected information communication technology (ICT) and innovation [34].



	2.

	
Cloud Computing (CC)







The technology of cloud computing (CC) has offered many services, for example, Operating Systems (OSs) and application programming interfaces (APIs), for web applications. The success or failure of IoT projects is linked to big data (BD) because having a large number of resources in computing areas allows the CC paradigm to provide a new level of convenience in handling the BD generated by manufacturing IoT [29].



	3.

	
Wireless Sensor Network



The wireless sensor network (WSN) platform has been applied to the industry and built into IoT technologies. Using WSNs, wireless sensor and actuator networks (WSANs), virtual network sensors (VSNs), robots, machines, and gadgets, huge data can continuously be generated [35]. Recently, the technology for wireless communication and WSN systems has been dramatically researched, and many uses of WSNs have been identified, such as in industry, farming, healthcare, and many other fields. Industrial control, health monitoring, traffic control, and environmental monitoring are among the applications of WSNs [33,36,37]. In addition, some of the developed technologies such as ZigBee, LoRA, and LoRaWAN can be included in the WSN:




	3.1.

	
LoRa (long-range): For the IoT, the low power wide area network (LoRaWAN) protocol provides a long-range, low-power, low-bitrate communication method [38]. If you have a battery-powered device, this method works well. It has a long-range and relatively low power consumption [38,39].









The LoRaWAN is LPWAN (low-power wide-network technology) that recently gained a lot of attention because of its use in IoT network systems [39]. A large amount of data is transferred over long distances using this method. It is ideal for the WSN due to its high levels of sturdiness and coverage. The LoRa is a physical layer created by Semtech [38]. In the 250 bps to 5.5 kbps range, LoRaWAN data transfer rates are found. It employs bandwidths and frequencies between 125 and 500 kHz. Two types of devices exist in the technology: nodes and gateways. A node communicates with the gateway by sending and receiving data. Thousands of nodes can be connected to a gateway at once [38].



	3.2.

	
ZigBee: This is promoted by the ZigBee Alliance, which consists of hundreds of ZigBee member companies from semiconductors and software developers to original equipment manufacturers: Ember, Freescale, Chipcon, Invensys, Mitsubishi, CompXs, AMI AMI Semiconductors, ENQ Semiconductors. ZigBee and 802.15.4 are not the same [40].











ZigBee is a network protocol used as a standard data transfer protocol. The ZigBee Alliance, which is specified by the protocol and which enfolds Network Layer, Application Layer, and Security Layer, includes the physical layer (PHY and MAC—Media Access Control) and the network layers, which use IEEE 802.15.4 [41]. It can be noted that ZigBee-based wireless applications are increasingly demanded in most industries [40].



	4.

	
Service-Oriented Architecture (SOA)







In research fields like cloud computing, WSNs, and vehicular network, the SOA has been utilized successfully [42,43]. A variety of ideas to build multi-layer SOAs for the IoT based on selected technologies, business needs, and technical specifications have been suggested [34]. The SOA can concentrate on the design and reuse of software and hardware components and enhance the workflows of the IoT architecture [27,34,44].



	5.

	
Smartphones







In expanding and using this new IoT area, smartphones and other IoT devices will be crucial, as smartphones are widely accepted to be “at the heart of a growing universe of connected devices and sensors” [45]. The growth of smart wearables, like the Apple Watch and Android Wear, also assumes an important role in generating a smart body area network (BAN) for the user, who is mostly connected to them [45,46].



	6.

	
Near Field Communication (NFC)



NFC guarantees that IoT technologies in a smart home are effectively implemented. The customer faces several tedious measures in linking devices without NFC in a smart home [47].



NFC is similar to RFID, but it provides improved protection and functionality [48]. An article published on the NFC Forum discusses four primary topics for which NFC is required in the IoT. These are presented as follows:




	6.1.

	
NFC can link any unpowered computer to the network. Useful information about an item can be obtained by tapping an NFC tag.




	6.2.

	
The user will pick their link using NFC, which offers the easiest and most convenient way for the user to proceed.




	6.3.

	
By adopting NFC, you can simplify the handshake process to connect devices with a simple tap.




	6.4.

	
The possibility of eavesdropping with NFC is greatly reduced.













Researchers from information, sociology, policy science, and computer sciences are included in infrastructure studies and a cross-disciplinary research field. The aim is to establish case studies and new methods for researching the role of infrastructure in society [30].




4. Advantages and Problems of the IoT


It is clear that every new technology has both positive and negative sides; the IoT, like any other new technology, has both advantages and disadvantages. The future with the IoT is radiant and bright but needs a lot of time and work and the route is hard. It is clear that every step at the starting point is difficult, but step by step, it will become easier and gradually most of the issues will be fixed. This is true for many new technologies, including the IoT, which, at least in the beginning, will encounter some difficulties that must be overcome. When it comes to the IoT, there are numerous technical issues to be resolved, as well as a lengthy process to gain a factual overview of it. The following two sections focus on the main advantages and disadvantages of the IoT:



4.1. IoT Advantages


According to [49], the following are some of the advantages of the IoT:




	
Technical enhancement:








IoT node usage and consumer observation of IoT facts can be enhanced by the use of similar techniques and data, which facilitates the most significant technological advancements. The real-world data performance and field performance can now be measured thanks to the IoT.



	2.

	
Enhanced consumer engagement:







There are ambiguity and fundamental errors in the precision of recent statistics and blockchain engagements in the IIoT remain inactive. The IoT transforms this, allowing for a rich and fruitful engagement that includes the spectator.



	3.

	
Advanced information compilation:







Today’s information gathering is constrained by plans for practical use. The IoT slams it into those cracks and then places it right where people want to look at our globe.



	4.

	
Decreased waste:







The development fields generated by the IoT are more distinct. Instead of relying on statistics, the IoT provides us with real-world data that can help us better manage our resources.



Also, [50] outlined some other benefits of the IoT:




	
Improving technology:








Similar advancements and insights that enhance the client’s experience also promote tool utilization and contribute to tremendous innovation over time. The IoT opens to a world of useful and field data [50,51].



	2.

	
Improved data collection:







Data collection for passive usage is innovative, but it has restrictions and designs. The IoT deconstructs it into areas and creates a space where people may go to evaluate our reality. It gives you a clear view of everything [50,52].




4.2. IoT Problems


In this section, some IoT problems are outlined:




	
Security and privacy:








In the IoT, technology systems are interconnected and communicate over networks. Given the fact that IoT is a network-based system, it is vulnerable to all sorts of cyber-attacks. The system provides detailed substantial personal data even when the user is not actively participating. The risk of losing privacy increases as more and more IoT data is transmitted. How secure will the data be in storage and transmission [53]?



	2.

	
Complexity:







The overall process of developing, designing, enabling, and maintaining IoT technologies is complicated for such an intelligent system.



	3.

	
Flexibility:







Consumers are concerned about the IoT scheme’s ability to be easily integrated. The fear is that they will find themselves with too many conflicting or protected source codes [49].



	4.

	
Marketing and content delivery:







The IoT enhances this by observing additional habits and surprisingly deconstructing them. More data and information are generated as a result of this, leading to more accurate measurements and examples [50].





5. IoT Technologies’ Architectural Design


To obtain accurate data from IoT applications, the architectural design must be programmed by the requirements of the IoT technologies. Therefore, choosing suitable hardware and the software type helps work with the IoT application type. The IoT technologies’ architectural design has been founded, for instance, on web applications, smaBrt domains, and networking, among others.



Many types of research have been conducted on IoT technologies. Many reviews can be found that mention the IoT architecture, and some discuss different layers, for example, in [34,54], the authors indicate that the IoT architecture contains five layers: the sensing, accessing, networking, middleware, and application layers. But [55] outlines the five layers of the IoT architecture as: perception, network, middleware, application, and business (see Figure 6). Whereas, in [18,54], the authors state that the construction of the IoT includes three layers: the application, network, and sensing layers.



According to [56], several researchers added an adaption layer to the IoT architecture, making it a six-layer system. This layer, which is between the perception and network levels, is an adapter that allows heterogeneous IoT devices to communicate with one another.



The IoT architectural designs are:




	
Sensing layer:








Perception or sensing layer [57] incorporates objects and data (RFID, sensors). These technological advancements vastly boost the IoT’s ability to recognize and identify objects or environments. Intelligent service deployment techniques and universally unique identification (UUID) are assigned to each service or device that may be required in particular industry sectors [34].



This level includes objects that, owing to their ability to interact with the external world and their computing capabilities, become “intelligent” or “smart”. Here, smart refers to the technological aspects (the smart technologies used), and intelligent refers to the functional aspects (self-identification, self-diagnosis, and self-testing), for example, sensors [58,59,60].



	2.

	
Networking layer:







This layer is responsible for specifying networking support and for transferring information operation via the wireless and wired networks.



A network layer can be attached to facilitate the transport of data from the perception layer to the processing layer [56]. The networking layer can collect data from current IT infrastructures (e.g., business systems, transportation systems, power grids, healthcare systems, ICT systems, etc.) [34].



It encompasses all of the technologies and protocols that enable this connection, and should not be mistaken for the International Organization for Standardization/Open Systems Interconnection (ISO/OSI) model’s network layer, which just routes data within the network along the best path [58,59].



Wireless protocols are very significant at this layer. Wireless sensors, as opposed to those that require cables, can be deployed in difficult-to-reach areas and require less material and human resources to install. Furthermore, in a wireless sensor network, nodes can simply be added or withdrawn, and their placement can be modified without having to rethink the entire network’s structure. The size of the network, the power consumption of each node, and the transmission speed required in a given application all influence which protocol is used [58].



	3.

	
Service layer:







The service layer (or application layer) [34] manages and creates services so the user can achieve with it what they require.



To ensure that the service can be delivered efficiently, the following enabling technologies should be incorporated in the service layer: Resource management and sharing technology, interface technology, service management technology, middleware technology, and interface technology [58]. Customers can request services ranging from agriculture to smart healthcare through the application layer [56,60].



Analytical tools like databases and analytical software are employed in the last stage of data processing and storage. It is through this processing that the data are made available for use by actual IoT applications (smart wearables, smart cars, etc.) [58]. This level also includes the control of the format of the data that are to be processed. Some of them can be classified as being of the following kinds [58,61]:




	





	
Tiny, illegible to humans, binary-based data.



	
Text-based, legible to humans, larger-format data.













Many firms are working on middleware service specifications, which are a major part of the service layer. Many common application requirements can be identified by a well-designed service layer [34].



	4.

	
Interface layer:







The work of this layer is to grant method services for the users, interface, and other applications.



Interface profiles (IFPs) can be considered as a subset of service standards that permit interaction with applications distributed on the network, and this layer is required to simplify the management and connectivity of things [34]. The implementation of Universal Plug and Play (UPnP), which provides a standard for promoting interoperability with services provided by diverse devices, is a key component of a decent interface profile [34,62,63].




6. Trends, Characteristics, and Application of the IoT


This section presents some of the trends and characteristics of the IoT, and then discusses some specific applications within the IoT area.



6.1. Trends and Characteristics of the IoT


	
Architecture:






As nearly a billion entities are joining together by the IoT, this will create a demand for a lot of traffic, and in turn, require larger storage capacities. Creating a new architecture is a very difficult project and requires considering all desired aspects, such as scalability, interoperability, interface, reliability, and QoS (Quality of Service). Regarding the design of the architecture of the IoT, the SOA is a key objective to develop in conjunction with the Internet and interfacing with a large choice of technologies’ frames and linked networks.



	2.

	
Intelligence:







In the future, the IoT will become an open network and also non-deterministic in the structure of intelligence. Real-time analysis of data at the edge is critical to new IoT systems that leverage embedded intelligence (EI), connection, and processing capabilities for edge devices [64]. Hence, people can test and gather digital traces through the IoT, while also engaging with extensive smart options to learn more about life, social relationships, and communication in the environment.



	3.

	
Time considerations:







Regarding time in the IoT, which will no longer be used in a regular proportion but will be reliant on every unit, such as the system of information and the operation, the IoT will, as a result, be reliant on an enormous IT system.



	4.

	
Size considerations:







The size of the IoT would be approximately 50 to 100 trillion “things” if it had the capability to monitor and track all objects’ motions. The average urban dweller is surrounded by between 1000 and 5000 potentially trackable objects [65].




6.2. Applications of the IoT


The goal or target of the IoT is to create a combination of the computer-generated and physical worlds in many areas. The IoT’s applications can be used within many areas, for instance, home, city, agriculture, healthcare, automotive, and other domains as well. The mobility of nodes, strong security measures, a wide network range, and dense capacity are all characteristics of transportation, agriculture, and remote healthcare applications [66].



In some of the literature for this paper, IoT applications are categorized into certain domains. One of the features and goals of IoT technologies is improving the human quality of life. Improved quality of life for the end-user community and support for infrastructure and general-purpose operations are among the primary goals of IoT applications [67,68]. Some general IoT applications are listed in Table 1, such as manufacturing, smart environment, smart city, smart water, and smart houses. With its wide range of applications and services in various markets and industries, the IoT is considered to be a fast-growing, pioneering technology [67].



Previously, many different types of research concentrated on specific applications for the IoT. According to the review conducted for this paper, different types of IoT applications can be classified into several domains, with the following examples of some of those fields:




	
Systems of intelligent transportation and logistics








Sensors, actuators, and processing power are increasingly being incorporated into modern automobiles, trains, buses, and bicycles, as well as roads and rails [18]. For improving smart means of transport, such as vehicles, we can use wireless networks and a global positioning system (GPS) to monitor and control vehicles, as well as to make use of traffic data allowing us to control and conduct traffic. Within this intelligent system, via wireless networks, a huge number of vehicles can communicate with each other. An additional typical IoT-CPS-based application is smart transportation, also referred to as intelligent transportation systems, which integrates intelligent transportation management and control systems with communication networks and computing techniques to make transportation systems reliant, efficient, and protected [40,69]. Smart vehicles can efficiently perceive and share traffic data and schedule drivers’ journeys with great efficiency, reliability, and safety. They can also share that data with other vehicles. Recent years have seen the development and testing of smart vehicles (such as Google’s self-driving car, etc.) [40].



On the other hand, products can be founded from related information, timely and correctly, and therefore, the whole source of variable and complicated industries can respond shortly. Based on RFID and NFC, real-time information processing technology allows for the monitoring of almost every link in the supply chain, including commodity design, raw material procurement, production, transportation and storage of semi-products, and distribution and sale of finished goods [18]. Also, in general, today’s vehicles have improved significantly when using communication and capabilities, thus, to improve these capabilities and share underutilized resources among vehicles in a parking lot or on the road, IoT technologies can be implemented [34]. For instance, by using IoT technologies, it would be easy to determine the vehicle’s path, the location of the vehicle, and monitor it as well.



	2.

	
Smart monitoring and conducting (home, office)







Another aspect of using applications for IoT technologies is monitoring and conducting smart homes and the smart office. Use-cases involving the smart home and industry necessitate automation features such as monitoring and control, which require bitrates ranging from low to high for smart house applications and low to moderate for industrial ones [66]. Various houses and offices have been set up with sensors and monitoring to further control the structure of buildings, such as lights, heating, ventilation, and air conditioning (HVAC) systems, for example, as well as conducting surveillance to meet broader security requirements [70].



	3.

	
Healthcare







The medical sector is another area in which IoT technologies can be applied; one of the standard outlets for applications that incorporate the IoT is in the medical field, as the IoT has gradually gained popularity in the healthcare industry. Many applications can be used for healthcare, but the main applications with IoT technologies for smart medicine include the visualization of material management and digitization of medical information [71].



Telemedicine is an increasingly popular method of healthcare. It enables providers to provide care that is superior to many in-person treatment modalities [72]. An important issue in the aging population is providing adequate healthcare and assistance to disabled and elderly people. To provide and develop healthcare, an objective such as ICT is appropriate. Telemedicine has revolutionized medical care access. Also, telemedicine allows medical professionals, especially doctors, to care for patients from anywhere at any time.



There is a lot of gain from using IoT technologies that have been specified to healthcare sectors via their application, such as grouping objects and people (staff and patients), identifying and authenticating people, collecting data, and sensing on an automatic basis [18,73].



One of the greatest tasks is tracking, to identify the objects in the node. This involves both tracking real-time positions, such as patient-flow monitoring in healthcare, and tracking of movement using choke points, for instance, pin-pointing to particular zones [18]. Furthermore, assisted living scenarios are one of the most critical IoT healthcare applications. Sensors can be located in the health monitoring equipment, and then patients can use them easily [74]. One of the examples of this is the doctor, who from their office can note the rate of a patient’s heart, which can be collected by sensors from time to time [34]; thus, doctors can monitor and contact their patients at home without the need for visiting the hospital. IoT applications have many benefits in healthcare for each patient, the hospital staff, and also for physicians [75]. Figure 7 shows how IoT applications and devices have been used in the healthcare area [76]. Lately, IoT technologies have even been used in remote monitoring for patients at home who have diabetes or hypertension. Several renowned companies have introduced facilities and products to IoT healthcare. For example, an Apple Watch has been produced with health features [77,78].



	4.

	
Personal and social







Devices can be connected in IoT technologies, and this is true even among humans; people can contact each other and exchange information, and they can build social relationships. Social networking is one of the common examples of IoT applications, for instance, using Facebook and Twitter. Additionally, IoT-enabled mobile phones can connect directly to other mobile phones and transfer contact information when predefined dating or friendship profiles are compatible with one another [74,79].



Another aspect of IoT applications is enabling people to use this technology to find things that are lost and search for their location as well. The search engine is one of the easiest web-based RFID applications that can be used to search for things in the last recorded location [18].



	5.

	
Security and anti-theft systems







These features are now being advanced by incorporating the IoT to make the vehicle more cost-effective, secure, and dependable [4,80]. In addition to being easier to use, this technology is more reliable because it has features that can be controlled from a smartphone app to steer an embedded camera that can record the perpetrator’s face as digital evidence [4].



	6.

	
Monitoring system for pollution







Air pollution is important because it comes from cars, factories, and volatile chemicals. In this case, the transportation sector is a big source of air pollution. It contributes between 12% and 70% of air pollution [4,81]. The IoT can be used to keep an eye on the air pollution level in different places across the country [4,82]. Also, IoT technology can be used to measure the pollutants in the exhaust fumes of vehicles and send alerts to the owners and administrators of the vehicles, as well as suggest what else should be done [4,83].



	7.

	
Environment monitoring systems







Another feature of applications of IoT technologies is their usefulness for environmental monitoring systems, such as for checking on the climate. Wireless nodes can be used to assess soil and also weather conditions. Also, within IoT applications, there are air pollution, waterway, and industry monitoring [84].





7. The IoT and Pandemic Control


In recent times, researchers from various fields around the world have focused on coronavirus (COVID-19) to find the best way to treat patients and develop a vaccine for it. A prime example is Apple’s use of IoT technology in medical healthcare, particularly during the pandemic period. With COVID-19 patients, the IoT is expected to play a big role in the healthcare industry by collecting, processing, and analyzing people’s symptoms through the IoT [10,85].



As a result of the pandemic, the number of IoT devices in healthcare applications has grown, resulting in an increase in data, which put a strain on the deployed healthcare IoT network in terms of communication metrics such as latency and throughput. This could lead to an incorrect diagnosis that could negatively impact the COVID-19 disclosure and service response rate [10,86].



Using elliptic curve cryptography (ECC) and a hash function, Leaby et al. came up with a way to make HC-IoT applications more secure in the case of a COVID-19 virus outbreak and emergency transportation [10].



Also, as mentioned previously, IoT technologies may be used to treat patients suffering from coronavirus infections. Currently, IoT technologies are used to determine when COVID-19 measures such as quarantine and mask-wearing are required [87]. The following are some of the ways in which IoT technologies can be used to face COVID-19:




	
Using the IoT to examine a pandemic








One feature of IoT technologies is their capacity to examine a pandemic, through which patients can benefit from IoT mobile data used both upstream and downstream. GIS (geographic information systems) can be used in this regard. Upstream uses can help identify those with COVID-19, while downstream uses can help isolate people who have come into contact with infected people [87].



	2.

	
Remote health monitoring







Patients quarantined in a hospital or at home can be monitored consciously using this facility. Their medical examination is facilitated by hardware that prevents direct staff contact [88]. As mentioned previously in this paper, IoT technologies can be used to monitor patients, such as those with diabetes or hypertension, and this idea can also help patients with COVID-19. IoT technologies can also be used to reduce the healthcare workload and improve staff competency.



	3.

	
Temperature sensor







Doctors must periodically check the patient’s body temperature using various sensors such as thermistors and resistance temperature detectors (RTDs) [89]. An adult’s normal body temperature is 98.6 °F (37 °C), but everyone’s body temperature is slightly different, constantly fluctuating [90].



With COVID-19, a thermometer device (thermometer gun) is used to check the body temperature to see if it is higher or lower than normal (37 °C) [91].



	4.

	
Using the IoT to ensure adherence to quarantine







The IoT can help collect data about all patients in quarantine. COVID-19 patients should be quarantined for 14 days, doctors recommend. For doctors and nurses, IoT data will help them check-in and monitor patients who have been quarantined [87].



The COVID-19 pandemic has had a huge impact on the IoT ecosystem [92,93]. Contact tracing and temperature screening are examples of uses that are directly tied to halting the spread of the virus, while others seek to assist the pandemic’s new normal (e.g., working from home, homeschooling, home fitness, etc.) [92,94,95].



Technology influenced by the IoT has come to be used more widely and at a lower cost during the pandemic, such as the ADAMM Asthma Monitor, which detects an asthma attack before it happens [92,96], and other examples of how the IoT is being used in the healthcare sector include smart continuous glucose monitoring (CGM) [92].



It is possible that IoT applications, such as toll and reservation ticketing, navigation tracking, GIS mapping, guidance, and control systems for the supply chain as well as intelligent vehicles, can help alleviate some of the problems that may arise during a pandemic by limiting crowding in populated areas and speeding up import-export trade. Automation of roadways, trains, seaways, and airways can assist in eliminating human-to-human contact to lower the danger of infection, while allowing the flow of labor to continue [92,97].



The growth of modern pandemic prevention and control will be fueled by new IoT technology [98]. A lot of progress is being made in artificial intelligence (AI) and fifth-generation wireless (5G) technologies, which are making IoT applications more intelligent, more connected, and more powerful. This is because AI + IoT (AIoT) is becoming more powerful over time [98].



Some COVID-19 prevention and control techniques are highlighted below:




	
Wearable Devices








Wearable technology, created at the Massachusetts Institute of Technology lab (MIT) from the 1960s, is a combination of multimedia, sensors, and wireless communication that is worn on the body [98]. Wearable technology is a combination of electronics and anything that can be worn, such as a watch or bracelet, for example [99,100].



These wearables are created to serve a variety of functions in a variety of fields, including healthcare, fitness, and fashion, among others [99,101,102]. It is anticipated that researchers will be able to monitor novel coronavirus pneumonia in the future. Wearable sensors offer a novel method of detecting COVID-19, which relies on long-term observation of changes in heart rate, breathing, coughing, and body temperature to determine the coronavirus infection [98].



Wearable gadgets are commonly utilized to monitor the health of potentially infected patients and self-detect physiological changes during isolation for COVID-19 management. Wearable gadgets detect a patient’s whereabouts using GPS data, allowing clinicians to readily monitor their status [98].



	2.

	
However, the global system for mobile communications (GSM) is lagging behind the new era of 5G technology, which combines the GSM module with unique mobile apps and transmits information to and views all details in the mobile apps [98]. This is the only way to effectively monitor users. Using powerful digital signal processing methods, Fyntanidou’s team developed a wrist-worn wearable device that continuously extracts vital signs such as the heart rate, oxygen saturation, and body temperature [98,103].







A wearable body sensor, network application programming interface layer, and mobile frontend layer are all part of Bassam’s 3D wearable prototype design [98,104]. An automated healthcare system can also be built using a portable wearable device [98].



	3.

	
Kinsa, a smart thermometer, is another excellent home health monitoring solution. Fever and illness can be mapped by the gadget, allowing users to respond quickly to their current condition. In addition, it keeps track of a family’s health and medical history, manages prescriptions, and sets up reminders, all while being child-friendly [92].







It is possible to save people’s lives with IoT-based emergency medical services (EMS) solutions. In [92,105], the author proposes a system that delivers real-time data on the number of available beds, blood levels of various types, blood type availability, and doctors’ availability. During big incidents or when there are several casualties, real-time data from the ambulance can be retrieved [92].




8. Industry 4.0 and the Industrial Internet of Things


In the last few years, the IoT has rapidly expanded as an overarching concept that is used both to use extended Internet technology as a global network that interconnects various artifacts and to incorporate such a vision into technology (including, e.g., RFIDs, sensors, protocols for physical and network layers, etc.) [106,107]. The IoT and IIoT, besides the digitalization of industrial manufacturing, can be considered as having instigated the fourth industrial revolution (Industry 4.0) [67].



Several industries use the IoT. The redesign of the industrial IoT model will speed up the advent of the next industrial revolution, also known as “Industry 4.0” [16,108,109].



One of the foremost characteristics of Industry 4.0 is the IIoT. The IIoT is supposed to be an excellent aspect of Industry 4.0, which will include highly efficient technology arrangements in many of the current industrial fields like transportation and manufacturing [109,110]. In addition, the IoT is a component of the Industry 4.0 concept, which emphasizes the idea of consistent digitalization and connectivity between all productive units, while still retaining the advantages of the traditional manufacturing process [110,111]. This section briefly reviews some points within Industry 4.0 and the IIoT. Some functions of Industry 4.0, the IIoT, and IoT are presented in Figure 8 [35].



8.1. Industry 4.0


The term “Industry 4.0” refers to the fourth industrial revolution, which is characterized by the digitalization of the system’s physical assets as well as the smart development of goods through the use of internet-based technology [112,113]. In the manufacturing fields, machines and sensors can be connected via the Internet to work better. Implementing Industry 4.0 would make devices and also sensors interconnected to the Internet; this makes the work easier. Table 2 indicates how the industry improved from Industry 1.0, from 1784 to the present, with Industry 4.0 incorporating IoT technologies [114].



Industry 4.0, which is a vital German ambition, intends to modify intelligent plant production technologies, transforming and upgrading these with cyber-physical systems (CPSs), the IoT, and cloud computing [115,116,117]. It is necessary to include the IoT as an enabling tool for connecting and cooperating humsn in real-time with cloud-enabled infrastructure and cyber-physical systems, in the ongoing development that is currently guided by Industry 4.0 [118].



With the integration of advanced manufacturing systems with intelligent manufacturing processes, Industry 4.0 enables a new era in technology that fundamentally alters the supply chains, value chains of production, and business models of industries [117]. Cloud services have helped to revolutionize unique IT cloud infrastructures that allow the representation of devices, which allow the incorporation of technological applications and AI bots [118,119,120].



Aside from sensors, smart factories have successfully adopted many RFID applications [121,122,123]. This technology is critical for improving a variety of industrial automation tasks, including automatic identification of products, instruments, and other production tools, as well as inbound/outbound tool management [121,124,125].



The following examples will demonstrate the value of diverse and widespread uses in the automobile industry:




	
Traffic management and toll collection system








The traffic management system plays an important part in ensuring the nation’s economic stability [4,126]. With the increasing number of vehicles on the road, intelligent traffic signal timing depending on vehicle density can be managed using the IoT, locally deployed RSUs, and security cameras [4,127,128].



It informs the driver about the road condition (e.g., asphalt, wet, snow), traffic situation, and other unexpected information on the route, as well as emergency parking options [4,97].



	2.

	
Real-time vehicle navigation







An IoT-based real-time car navigation system has a huge impact on guaranteeing a safe and efficient transportation system [4,129].



When a vehicle encounters emergency issues such as an accident, an IoT-enabled model employing the SKM53 GPS module and the Haversine formula alerts the nearest rescue team for immediate assistance and speedy aid to victims [4,130]. The IoT applications can also be used to track school buses [4,131].




8.2. Industrial Internet of Things


The adoption of IoT technologies by the industry, the definition implemented by the German government in 2011 for the strategic planning of their manufactures, is also called IIoT or Industry 4.0 [106,132], in which today the new revolution of this industry is in use. To manufacture tangible products for the marketplace as well as to maintain the physical properties related to production, the Industrial IoT (or IIoT) should be understood as part of the larger IoT [57]. The IIoT, in smart manufacturing systems, will be able to produce a revolution in the process industry [57]. The IIoT can be considered one of the specific types of IoT; it is focused on its applications and use cases in modern industries and smart manufacturing, rather than on the Internet in general [67].



The IIoT, in a manufacturing firm, is undeniably empowering the industrial revolution (Industry 4.0) [133]. The IIoT differs from the customer IoT in that it focuses on interfacing smart gadgets in the fundamental framework, assembly, and procedure enterprises to create business points of interest [57,134]. The IIoT can be used for IoT technologies in the manufacturing sector.



An IIoT environment cannot be complete without WSNs and WSANs, and middleware that can monitor them [35]. More recently, the IIoT has emerged as an inferior model focused mainly on safety-critical applications in industrial operational applications [34,135]. IIoT technology and data analytics utilize (record, monitor, manage) real-time data to facilitate and illuminate money-saving choices [135]. In Figure 9, a proposed architecture for the manufacturing industry IIoT is demonstrated [54].



According to [136], the IIoT connects many points of tools, data, and people throughout industrial environments, and it provides numerous major benefits once established.



	
Automated Production






A key advantage that IIoT technology provides to its users is the ability to automate certain processes. Automated systems can be trained to conduct manual tasks that would normally be done by human workers on an assembly line using the IIoT. Automation in the IIoT reduces the amount of manual work that must be done by qualified personnel.



	2.

	
Maintenance and Safety







Automated predictive maintenance and safety monitoring in manufacturing lines are common uses of the IoT. IIoT sensors provide firms with the capacity to examine numerous elements of performance and identify whether equipment needs to be updated or replaced or whether a worker is in contact with harmful working circumstances. For the protection of goods in transit, IIoT sensors may also monitor environmental elements like temperature and air quality.



	3.

	
Real-Time Efficiencies







It is common to utilize the IIoT as a preventative measure to avoid downtime due to equipment failures and other performance concerns because of its emphasis on gathering as many real-time data points and insights as possible. Having less downtime in the workplace leads to improved productivity and efficiency in the workplace.



	4.

	
Workforce-Equipment Connectivity







Human workers run equipment in a more traditional factory or industrial setting, while automated machines follow their programming. The IIoT is one of the few technological solutions that breaks down barriers between workers and their equipment. Users acquire more direct insights from their tools, and tools learn over time as a result of human engagement.





9. IoT Marketplace


This section reviews some of the trends and facts related to the IoT technologies in the marketplace, and how the population has been affected in this area. Firstly, global pollution must be taken into consideration as this subject is directly linked with technology areas, especially nowadays.



It is undeniable that the population has increased throughout the world and that it will continue to grow at an alarming rate. Humans, devices, and “things” are all connected in the technology world, and population growth has had an impact on the number of interconnectors available, including those in the IoT technology domain as well. By 2020, nearly every person on the planet had more than six devices connected to the Internet, according to a report from Cisco [137], which explains how the world population has grown in comparison to the number of connected devices per person over the period from 2003 to 2020, and demonstrates how the number of connected devices will increase dramatically. It was predicted that the number of devices that could be interconnected with one another would reach nearly 50 billion by 2021, which represents more than three times the number of devices that were connected in 2010 when 12.5 billion devices were connected [137]. The population has a significant and direct relationship with new technologies, including the IoT, and this has had an impact on the number of smart devices that can be interconnected with one another on the one hand, and on the ability of the IoT to influence the marketplace on the other.



IoT technologies have emerged as one of the most important aspects of the environment’s domain; through the use of IoT technologies, millions of devices can communicate with one another and exchange information. As reported by Cisco [137], the total number of Internet-connected devices is expected to exceed 50 billion by 2020. According to a report by [138], one trillion networked sensors will be embedded in the world around us by 2022, with up to 45 trillion in 20 years.



While it is true that the number of interconnectors has increased as a result of new technologies, it should be noted that IoT technologies are also included in this topic. Using the infrastructure provided by the IoT domains, a massive number of devices and things can be connected to exchange information among themselves.



Aside from that, according to [139], the comprehensive IoT and the number of interconnected devices within IoT areas is expected to grow significantly from year to year, reaching 75.44 billion globally by 2025, representing a five-fold increase in ten years. Figure 10 shows IoT-connected devices were and are predicted to be installed worldwide from 2015 to 2025 (in billions) [139].



The IoT has advanced in a variety of areas over the years, and it is expected to continue to grow in the future. IoT technologies have become one of the most significant revolts in the digital domains on the commercial marketplaces for a variety of goods. Recently, the IoT has had an impact on a variety of areas in human life; it is clear that the IoT is a gateway to the marketplaces that is currently trending, and that IoT technologies have had an impact on the majority of marketplace sectors. Numerous factors have had an influence and are being tracked, including the growing environment, management, production, transportation, and markets, among others.



Because Microcontroller for IoT technologies has been thought by many companies from many countries, the trends of IoT technologies are growing in the field of marketplaces. Various devices can be used within the facility of the IoT marketplaces, and as mentioned by [140], some of the IoT casting devices in the market are the Apple Airplay, Google Chromecast, and Amazon Firesticks.



In the IIoT sector, there is an increasing number of IT businesses, and some of the best providers have made the most progress: ABB, Cisco, Huawei, Intel, etc. [136]. This is where the vast majority of IIoT use-cases are now being implemented. To improve their operational visibility and real-time data understanding, businesses are turning to leading IIoT providers.



A joint initiative between Huawei and DHL will focus on cell-based IoT technology that can link high numbers of devices over great distances with little power usage. Data and insight into warehousing operations, freight transportation, and last-mile delivery will be provided by enhanced connectivity, which will result in a more integrated logistics in the value chain [136,141].



References [136,142] intended to collect real-time quality data and use the same data to identify trends that could help prevent faults before they occur. The researchers’ goal was to keep production moving as quickly as possible by alerting the person in charge promptly if any of the equipment failed or there was a power loss.



Table 3 shows the IoT endpoint market segmented by industry, between 2018 and 2020, with segments spanning utilities and governance, to building, automation, and physical security, to manufacturing and natural resources, to automotive and healthcare providers, to retail and wholesale trade, to information and transportation [143].



Wireless radio frequency identification technology is one of the techniques that can be used to connect everyday objects to computer networks [16,31]. It is anticipated that RFID will continue to be the driving force behind the IoT, according to [144,145]. RFID has the potential to transform dump devices into objects that are comparatively intelligent [16]. According to [146], the retail segment of the RFID market will have grown from $2.7 billion in 2018 to $5.4 billion by 2021, representing a compound annual growth rate of 38.9 percent over the forecast period.



RFID has dominated the marketing strategy since its inception, owing to its low cost and small size, as well as its widespread use [145]. Economic fluctuation is another significant challenge impeding the more active development of the RFID market, particularly in market areas such as smart healthcare, smart cities, and smart transportation [146]. RFID can be used in manufacturing for a variety of purposes, including supply chain management, production planning, and more [29]



The IIoT is mostly used in manufacturing environments where automation plays an important role in success, but the technology is rapidly expanding in both capabilities and application cases [136].



For industrial operations, the IIoT market alone is developing at a fast rate despite being just one aspect of the overall IoT industry. According to [147], with a market size of roughly $216.13 billion in 2020, the worldwide IIoT market will reach about $1.1 trillion by 2028 [136].



The IoT is widely recognized as a cutting-edge technology that has the potential to transform the industrial sector [29]. By using advanced technology for knowledge and production, intelligent manufacturing can create manufacturing processes that are scalable, efficient, and easily reconfigurable to meet the demands of a globally competitive market [117,148]. Technology such as the IoT can enable manufacturing, as demonstrated by the German Industry 4.0 initiative, which has been influenced by the global economic environment in general.



As with a developing marketplace, IoT technologies have expanded to become a global market for the acquisition of illustrious products such as Google glasses and GPS shoes. A wireless sensor network, on the other hand, makes it possible for purchasers to access an electronic market from any location at any time. This is made possible by the facility of the electronic market. The field of wireless communications has seen significant advancements recently, particularly in the area of remote sensor networks, which have developed quickly and have been successfully implemented in the buyer electronics market [149], once again, this has become a global market, particularly in light of the ability of IoT technologies to be deployed in the marketplace.



According to IDC, the IoT solutions are at the heart of the third platform’s vision. In recent years, the IoT solution has been introduced into the marketplace through a variety of techniques; as a result, these solutions can be implemented both economically and creatively, thus introducing the concept of the third platform. Figure 11 describes innovative industry solutions and the IoT driving value throughout the third platform [150].



IoT Development Market: Exports of Connected Devices


As indicated by [25], the growth of the IoT marketplace has been driven by communication among devices. Consistent with [151], the IoT development market has seen growth in different periods from 2015, and that it is expected to continue up to 2030, while two points have been discussed concerning commercial and industrial electronics and consumers as well.



According to [151], in general, the description of the IoT marketplace has been highlighted as below:




	
Commercial & Industrial Electronics



	
Good growth is projected for sales: 2013–2030 compound annual growth rate (CAGR) = 20%.



	
The next decade (2021–2030) adds the highest amount of devices deployed.






	
Consumers



	
In the long term, revenue would see moderated growth: 2013–2030 = 13.8% (CAGR).



	
The user base increased from 2015 to 2020 for connectable devices.



	
New shipping for total compatibility will rise by 12.5% from 2013–2030.











The primary scheme of an IoT business opportunity is to allow the owners of sensors and actuators to charge IoT application designers for the use of sensor-generated data and access to actuator capabilities. This type of commerce goes beyond the immediate needs of device owners and application engineers, allowing for the development of a new class of data-driven service contributors, where data processing and analysis can be provided to vendors and purchasers of IoT data by dealers, rather than the immediate needs of device owners and application engineers.



According to [151], an intelligent IoT integrator (I3) must incorporate the following components to be a practical and successful commercial center:




	
The dealers post their accessible sensor-flowing information and actuators admit items alongside some hint of their worth and states of utilization.



	
Application designers and data/actuators admit purchasers to peruse or be suggested pertinent sensor data streams/device proprietors just as data intermediaries to interface with. This can be an index or potentially an endorsement instrument.



	
Motivating mechanisms for vendors to afford valuable data and actuators, for example, adaptation per unit amount of data for the actuator to acquire.



	
Directing ongoing data from sensor data sources to all purchasers that are approved dependent on the established understandings (counting installments, procedure arrangements).



	
Steering continuous activation and control signals from approved clients (purchasers) to actuators. Assurance and prestige evaluating and determining components for clients to rate each other. Metering and charging instruments to uphold advertising agreements being steered through the commerce.



	
APIs and SDKs for methodical admittance to different functionalities of the platform data naming and organizing capacities, just as security instruments to channel data.








The IoT marketplace consequently presents: proficient sharing/exchanging of data, advantageous arrangement and exchanges of data and access cost and utilization strategy models, and dataflow control to actualize the business perception [151].



The research of [152] has explained some examples of IoT marketplaces, including:




	
For the Internet of Vehicles (IoVs) to function, monetary transactions must be made between vehicle-to-vehicle networks, vehicle-to-roadside networks, and vehicle-to-infrastructure and pedestrian networks.



	
Smart Agriculture—Real-time crop information is available to farmers and other agricultural supply chain participants using this technology.



	
Smart Health—Data monetization is possible thanks to the wearable IoT (WIoT) devices used by patients, medical imaging, test results, social media, and external patient data that are collected by healthcare systems and patients alike.










10. Conclusions and Future Work


The IoT has emerged as a significant point in most people’s lives because it provides numerous benefits to them as a result of the numerous “things” that can be used to communicate and exchange information. However, just like any other technology, the IoT has its advantages and disadvantages, some of which were discussed in this paper.



Based on the findings of this paper, we can reap significant benefits from the application of IoT technologies across a wide range of sectors and environments, including intelligent transportation and logistics, healthcare, smart cities, and social services. Another aspect of this paper is concerned with the use of the IoT for telemedicine, including how some IoT technologies can be used to combat COVID-19 for patients who are infected with this new and deadly virus, and how IoT technologies can be one of the great gates for assistance in medical environments. Using IoT during the pandemic, and determining how to control it and use it in the future, is another important feature that has been discussed, with readers now more familiar with the technologies used in this era. Furthermore, certain methods that can be used to prevent and control COVID-19 have been highlighted. Thus, novel research can focus on this idea more and work on it in future studies. Another important part of this paper was the application of the IoT in industries, where Industry 4.0 and the IIoT are important points to consider. Crucial benefits of the IIoT have been clarified as automated production, maintenance and safety, real-time efficiencies, and workforce-equipment connectivity, among others. The IoT has been applied to the marketplace and has helped to brighten it; major points have been discussed in this paper, such as IoT casting devices currently available on the market and the IoT endpoint market by segment. Within this study, the IoT development market has been discussed to highlight the growth of the IoT marketplace for communication among devices. In the field of the IoT, numerous tasks have been completed; however, there are still additional tasks that must be completed in the future. In this study, various subjects related to IoT technology have been discussed, and so this article is helpful for researchers who are starting to work in this area. This paper used many references, which is again helpful for researchers who would like to become more familiar with the IoT field. Crucially, as healthcare is one of the most important areas for every human, the IoT has the potential to be used more in the medical sector in the future. IoT technologies have a broad range of applications and it is crucial that we integrate them with other technologies so that the applications and facilities for IoT healthcare can be improved further and to make them more accessible to all users.
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Figure 1. Features of the IoT. 
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Figure 2. The IoT categories. 
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Figure 3. Due to the IoT, devices have been getting smarter and more connected in recent decades. 
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Figure 4. IoT interconnected with other technologies. 
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Figure 5. IoT-related technology and its importance for new ICT and enterprise systems. 
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Figure 6. Five layers of IoT architecture. 
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Figure 7. Internet of Things for healthcare. 
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Figure 8. The IoT, IIoT, and Industry 4.0. 
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Figure 9. The proposed potential Industrial IoT (IIoT) architecture for the manufacturing industry. 
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Figure 10. IoT connected devices installed worldwide from 2015 to 2025 (in billions). 
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Figure 11. IoT: Driving value throughout the third platform. 
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Table 1. In general, some of IoT’s applications.
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	Application Field
	Area
	Current

Application





	Manufacturing
	Retail
	Retail Center



	Smart Environment and City
	
	City Sense

Smart Parking



	Smart Water
	
	GBROOS



	Smart Houses
	Security, Health
	Smart Fridge, Smart Thermostat
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Table 2. Industry 4.0.
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Years




	
1784

	
1870

	
1969

	
Today






	
Industrial

Revolution

	
Industry 1.0

Mechanization

Steam power

Weaving loom

	
Industry 2.0

Mass production

Assembly line

Electrical energy

	
Industry 3.0

Automation

Computers and

electronics

	
Industry 4.0

Cyber-physical

systems

Internet of Things

networks
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Table 3. IoT endpoint market by segment, 2018–2020, worldwide (installed base, billions of units). Source: Gartner (August 2019).
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Years

	

	
Utilities

	
Government

	
Building Automation

	
Physical Security

	
Manufacturing & Natural Resources

	
Automotive

	
Healthcare Providers

	
Retail & Wholesale Trade

	
Information

	
Transportation

	
Total




	

	
Segment






	
2018

	
0.98

	
0.4

	
0.23

	
0.83

	
0.33

	
0.27

	
0.21

	
0.29

	
0.37

	
0.06

	
3.96




	
2019

	
1.17

	
0.53

	
0.31

	
0.95

	
0.4

	
0.36

	
0.28

	
0.36

	
0.37

	
0.07

	
4.81




	
2020

	
1.37

	
0.7

	
0.44

	
1.09

	
0.49

	
0.47

	
0.36

	
0.44

	
0.37

	
0.08

	
5.81
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