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Abstract: Future data-intensive intelligent applications are required to traverse across the cloud-
to-edge-to-IoT continuum, where cloud and edge resources elegantly coordinate, alongside sensor
networks and data. However, current technical solutions can only partially handle the data outburst
associated with the IoT proliferation experienced in recent years, mainly due to their hierarchical
architectures. In this context, this paper presents a reference architecture of a meta-operating system
(RAMOS), targeted to enable a dynamic, distributed and trusted continuum which will be capable of
facilitating the next-generation smart applications at the edge. RAMOS is domain-agnostic, capable
of supporting heterogeneous devices in various network environments. Furthermore, the proposed
architecture possesses the ability to place the data at the origin in a secure and trusted manner.
Based on a layered structure, the building blocks of RAMOS are thoroughly described, and the
interconnection and coordination between them is fully presented. Furthermore, illustration of
how the proposed reference architecture and its characteristics could fit in potential key industrial
and societal applications, which in the future will require more power at the edge, is provided in
five practical scenarios, focusing on the distributed intelligence and privacy preservation principles
promoted by RAMOS, as well as the concept of environmental footprint minimization. Finally, the
business potential of an open edge ecosystem and the societal impacts of climate net neutrality are
also illustrated.

Keywords: edge computing; reference architecture; meta-operating system; decentralized intelligence;
IoT–edge–cloud continuum; federated learning; swarm learning

1. Introduction

Over the last years, the expeditious spread of Internet of Things (IoT) technology has
opened numerous opportunities to develop intelligent and big data applications, fueled
by recent technological advances in the fields of machine learning (ML) [1] and cloud
computing [2–4]. These data-intensive applications are required to operate across the cloud-
to-edge continuum, where cloud, edge, core network, radio-access network, sensors and
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data itself coexist and collaborate [5–7]. While today numerous proprietary and open source
technical tools support IoT-to-edge-to-cloud scenarios as a single commodity, solutions
that are able to truly bring computation and intelligence closer to the edge nodes, where
the data are generated, are still facing several technical, societal and business barriers [8].
The main complication regarding this transition is that current solutions solely focus on
the hierarchical orchestration of resources, services and data, necessitating data migration
from IoT-to-edge-to-cloud, and vice versa [9–12]. This hierarchical architectural model
inevitably results in predefined topologies that exhibit several limitations (see Section 2),
thus becoming the main blocking point in implementing the next generation of edge
intelligence applications. Critically, to support volatile applications across the IoT–edge–
cloud continuum that also enable cognitive decisions in heterogeneous environments, it
is required that the computational resources of all parts of the continuum can be rapidly
reconfigured in a dynamic manner, while at the same time preserving their operational
performance.

Meta-operating systems (meta-OSs) are not a novel concept. In principle, a meta-OS is
built on top of a typical operating system, providing basic OS functionalities (hardware
abstraction, low-level device control, etc.), allowing the communication between different
nodes and managing the resources across multiple computers [13]. Recently, sectors
such as robotics have shown a proliferation of such a meta-OS approach, with the robot
operating system (ROS-2) being one of the most popular [14,15]. In addition, meta-OSs
developed in various domains enable different levels of coordination among heterogeneous
agents/devices [13,16]. Notably, the multi-agent collaboration enables swarm intelligence,
which refers to the capacity of the swarm (or multiple agents) to complete complex tasks
that are not achievable by single entities, without relying on the existence of a central
“brain” [17,18]. In this context, a meta-OS can support distributed applications across the
IoT–edge–cloud continuum, enabling decentralized, federated and/or swarm intelligence
at the far-edge.

Notwithstanding the foregoing, the practical establishment of the meta-OS comes with
some key challenges. Firstly, it is estimated that by 2023, more than 30 billion devices will
have been connected to the Internet [19]. These devices are built upon a wide diversity of
hardware platforms, operating systems and communication protocols, posing an extreme
complexity in integrating their computational resources within the IoT–edge–cloud contin-
uum. While current architectural solutions support integration of CPU-based devices, they
lack unified abstraction schemes for the micro-controller unit (MCU) devices. In addition,
a meta-OS must support scalability and resilience of orchestration in the computing con-
tinuum [20]. Once the resources from the CPU and MCU-based devices become available,
orchestration mechanisms must be applied. Current orchestration schemes become cumber-
some and error-prone, and thus they will not be able to function in dynamic, highly volatile,
heterogeneous and hyper-distributed environments foreseen in the future edge intelligence
applications. Hence, the realization of novel schemes for decentralized peer-to-peer coordi-
nation is also required [21,22]. Furthermore, the hierarchical architectural framework has a
significant impact on the data offloading mechanism and the related network parameters.
Within the period 2016–2021, there have been 850 ZB of data generated by mobile users
and IoT devices [19]. In the existing IoT–edge–cloud schemes, where data is transferred
across the hierarchical continuum, the network cannot scale with the same speed of data
growth, primarily attributed to the required overhead that is needed for transferring the
data from the IoT to cloud layer (i.e., vertical communication). This has a direct impact
on latency and throughput, which, in turn, hinders the performance of real-time applica-
tions. Additionally, in the current hierarchical schemes, data is required to travel across
multiple public and private cloud infrastructures, often disrespecting privacy preservation
and increasing the cybersecurity attack surface [23–25]. Finally, the rapid proliferation of
cloud–edge applications also involves the uncontrollable inflation of the associated carbon
footprint [26,27]. Current data distribution from edge to cloud significantly impacts the ICT
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carbon footprint, whereas future meta-OSs need to move towards greener and sustainable
solutions, boosting the concept of climate net neutrality.

In this work, we propose a reference implementation of a meta-OS, targeting the
transformation of the current vertically-siloed cloud–edge–IoT architectures into a dynamic,
distributed and trusted continuum, capable of facilitating next-generation applications. This
reference architecture of a meta-operating system (RAMOS) can span across heterogeneous
devices and capacities to fulfil the requirements of the next-generation applications in
such a way that data volume, variety, interoperability, and velocity are handled efficiently
and securely. This architectural transformation inherently implies the shift of the ML
approaches adopted in the computing continuum from central learning to distributed
learning, enabling decentralized intelligence at the far edge. To this end, the peer-to-peer
architecture supported by RAMOS intrinsically points towards federated learning (FL)
and swarm learning (SL) where data and ML models remain at the edge rather than being
centralized. Following the technological trends for automation and network intelligence,
RAMOS can also support ML operations via a dedicated layer [28–30].

The rest of the paper is organized as follows: Section 2 illustrates the motivation behind
the present work and the requirements of the meta-OS, while the overall contribution at the
architectural, data management and decentralized intelligence levels is outlined in Section 3.
More detailed description of the proposed meta-OS reference architecture is fully provided
in Section 4, whereas potential adoption of RAMOS-based schemes is demonstrated in
Section 5, considering five real-world scenarios. Finally, Section 6 presents the potential
business and societal impacts due to the adoption of RAMOS, while Section 7 concludes
the paper.

2. Motivation and Meta-OS Requirements

The motivation of this work originates from the need to describe the specifications of a
meta-OS architecture which can enable the integration of novel ML-driven applications and
services [31,32]. The following list summarizes the requirements for a reference meta-OS
architecture that will enable a dynamic, distributed and trusted IoT–edge–cloud continuum
and describes why current solutions are not adequate to conform to these challenges:

• Provide an effective management of a wide diversity of hardware platforms, operating systems
and communication protocols. While in the core cloud the variety of hardware, operating
systems and communication protocols is today largely tackled and abstracted by
solutions such as Kubernetes [33], the variety in the computing continuum ranges from
hardware platforms based on ARM processor architectures to 8-bit microcontrollers,
supporting different communication protocols (such as LORA, WIFI, BLE, etc.), and
being built on top of different operating systems (Android, iOS, ROS, RIOT, Yocto,
Zephyr, etc.) [34]. Evidently, this heterogeneity in both hardware and operating
software cannot be managed using conventional architectures. To support the seamless
management of such a diversity of devices, a unifying abstraction approach is required
to both manage and monitor such resources, as well as to deploy services “as functions”
on top of them. The required architectural transformation should build on best
innovations offered by cloud-native solutions and making them edge-native.

• Support the scalability and resilience of orchestration in the computing continuum. Current
state-of-the-art (SOTA) solutions to IoT–edge–cloud orchestration of resources and
services are cloud-centric and leverage predefined resource providers [34,35]. This
has a significant impact on (i) scalability: the latency of orchestration directly increases
with the number of devices to be managed and their (network) distance from the or-
chestrator, and the infrastructure can scale only within a predefined pool of resources;
(ii) resilience: partial availability of the connectivity may affect the ability of the orches-
trator to recover and ensure the end-to-end functionality of the cloud–edge service,
and when the predefined pool of resources cannot cope with system load or failures,
no alternative is available. In this context, current hierarchical approaches partially
mitigate this issue. To tackle this problem effectively, novel solutions are needed to
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either move the gravity of decision at the edge or at least empower the edge to take part
of the decisions and/or predictions, thus decentralizing the systems orchestration and
enabling peer-to-peer coordination, including the dynamic discovery and inclusion of
new resource providers.

• Minimize the offloading of current vertically-siloed architectures and its impact on the network.
The enormous number of devices joining the continuum irrevocably implies that vast
amounts of data are generated at the edge, increasing the challenges on the data pro-
cessing layer and creating bottlenecks, especially in the execution of heavy ML-based
tasks. Vertical offloading patterns, commonly used in cloud–edge and centralized
learning approaches, heavily rely on low network latency and considerable band-
width capacity [36,37]. This unfavorable dependency can be addressed by adopting a
peer-to-peer offloading strategy instead of a hierarchical architecture. However, while
on the one side, such peer-to-peer offloading and moving computation at the edge
may reduce the usage of the network to transport data, on the other, it requires that
services and applications are the ones that move towards the data. To this end, such
challenges require putting data at the center of orchestration (introducing the concept
of data-gravity), where data remain at the edge, a fact that leads to reduced network
usage and associated ML models footprint.

• Increase security and privacy-awareness of ML distributed applications. While data increas-
ingly play a central role in the development of innovative connected apps and services,
concerns of end-users and organizations with respect to data sharing, data ownership
and privacy preservation, slow down the take-up of ML methods and limit the access
to data economy to a remarkable set of global players [38–40]. In a distributed system,
ensuring data ownership and privacy preservation becomes even more complex. To
increase the trust toward data sharing and to support the growth of ML approaches,
solutions that increase data owners’ control and ensure privacy preservation in the com-
puting continuum are required. In contrast to server-centric existing solutions for
data sharing, privacy-preserving verifiable data sharing systems that are based on
blockchain can be adopted for the peer-to-peer RAMOS architecture [41,42], while also
conforming to the decentralized nature of the IoT–edge–cloud continuum.

• Measure and reduce carbon footprint of cloud–edge applications. While clear mechanisms
and standards have been developed to measure and handle the energy efficiency of
the data centers and their carbon footprint, SOTA methods are far from achieving
that in the computing continuum [26,27,43]. Although energy consumption is easy
to measure in an owned datacenter, cloud providers do not grant access to such
information and, consequently, knowing or simply estimating the network related
consumption from cloud-to-edge is even more challenging. Without measurements
or models to estimate them, taking decisions aimed at reducing the carbon footprint
of cloud–edge applications is infeasible. In this context, techniques, policies and
standard APIs to make available energy-related information are a key requirement to
enable appropriate energy optimization of ML applications in the computing continuum.
Furthermore, additional techniques to enhance the energy-efficiency of the individual
devices and resources in the IoT–edge–cloud continuum shall be adopted, focusing
on various stages of the data transfer and processing chain. For instance, local data
pre-processing before offloading to an edge server can significantly reduce the energy
associated with the data transmission at the cost of lower result accuracy [44], different
data communication methods can be utilized by the devices depending on the data
transmission queue, estimated network conditions and the device moving speed [45],
and finally, merging of several keep-alive connections into one can be realized to
considerably reduce the energy consumption [46].

3. Proposed Reference Meta-OS Architecture and Functionalities

To tackle the aforementioned challenges and requirements, the presented meta-OS
reference architecture shall enable the creation of a peer-to-peer continuum for IoT appli-
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cations, spanning heterogeneous software and hardware architectures and fostering the
realization of a decentralized intelligence. This transformational shift will further allow
migration from the current 80–20% data balance between cloud and edge to a 20–80% bal-
ance [47–49]. This rebalance will disrupt the current business models around data sharing
by returning control to data producers, while, at the same time, providing new means to
control and reduce the carbon footprint of IT services.

To enable the shift from the hierarchical continuum to peer-to-peer continuum and
from static to dynamic management of infrastructures, the coordination across cloud nodes
is essential. In the proposed meta-OS architecture, the coordination of different nodes:

• Enables the exchange of information about available resources
• Allocates resources in a dynamic and optimized manner
• Utilizes resources to deliver services and applications.

The coordination, and hence the links to enable the creation of decentralized applica-
tions, occurs dynamically, taking into account available resources (i.e., in terms of capacity
and reachability, in case of intermittent connectivity). A node, in this sense, can span from
a cloud computing cluster (such as a Kubernetes cluster) to an embedded device (such
as a robot in a factory). Of course, given this definition, not all nodes can offer the same
capacities (Figure 1): the smallest ones (named RAMOS “Atoms”) are very simple and
provide only a subset of the meta-OS services, requiring coordination and support by more
capable nodes (RAMOS “Molecules”, consisting of several “Atoms”).
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Figure 1. Constellation of RAMOS nodes towards a peer-to-peer continuum.

In RAMOS architecture, a resource can also be quite heterogeneous: it could be a
service, a data set, a hardware capacity or a sensor. Figure 2 shows the high level meta-OS
architecture: (i) resources of each node (blue) are abstracted and advertised via a peer-
to-peer protocol thanks to the node abstraction layer (deep purple—the meta-OS kernel
space, managing meta-processes); (ii) the coordination layer (light purple—the meta-OS
libraries) provides basic functionalities to enact cloud–edge processes; (iii) the application
layer (orange—the meta-OS user space) hosts user services and applications that leverage
functionalities exposed by the coordination layer.
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Figure 2. High-level meta-operating system architecture.

As aforementioned, the proposed RAMOS architecture includes two types of nodes:
Atoms and Molecules that coordinate one or several Atoms, as shown in Figure 2. The
resources offered by Atoms or Molecules can be categorized and abstracted, taking into
account aspects such as type (computation, storage, energy, data, etc.), capacity (available
storage, bandwidth, processing) and location. In this context, the computational resources
are abstracted in the RAMOS architecture to embrace their heterogeneity, thus promoting
a unifying approach to IoT–edge–cloud resource management, where Atoms mainly rep-
resent the embedded devices that can run functions and Molecules represent servers and
clouds that coordinate Atoms, offering services in the IoT–edge–cloud continuum. While
Atoms and Molecules share a wide range of functionalities, their implementations take
into account their different capabilities, characteristics and roles in digitalizing physical
systems.

The overall RAMOS architecture, depicted in Figure 3, follows the fundamental
principles of microservices architectures and pushes the concept even further by targeting
nanoservices, the simplest form of functions defined in the meta-OS cloud–edge ecosystem
executed at the level of Atoms. The separate components of RAMOS architecture are fully
described in the following subsections.
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3.1. Trusted Communication and Collaboration

The core element enabling the creation of a dynamic resources ecosystem spanning
across different nodes, is ensured by a decentralized and trust-enabling Message Broker.
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The broker enables the dynamic establishment of decentralized topologies, thus avoiding
single points of failure, while in parallel supporting fault tolerance and high availability,
coupled with a reliable message delivery mechanism. Beyond that, the broker is enabling
the trustworthiness among nodes; only trusted nodes will be able to take part in the
topology. Furthermore, the broker not only allows the communication between the nodes
(Atoms or Molecules), between services in the coordination layer, and between services
within user applications, but, most importantly, enables the communication between
resources exposed by nodes and the coordination layer. Finally, the broker supports
both message-based and event-based paradigms, thus enabling time-triggered and event-
triggered IoT applications.

3.2. Node and Resource Abstraction through Agents

In order to manage heterogeneous nodes (e.g., Kubernetes clusters, embedded devices),
an abstraction layer is a key element. In our envisioned architecture, this abstraction layer
is provided by the RAMOS Agents. The agents expose resources (computing, storage,
network and energy capacities, services, data sources, and sensors), and advertise them in
the Resource Catalogue, thus enabling their discovery. The catalogue will allow resources
to advertise their presence in a seamless and timely manner, copying with heterogeneity,
mobility, volatility, and intermittent connectivity characteristics of the edge nodes, while
the Scheduler allows resources to be allocated and released from a task as needed. The
Monitor service exposes the status of resources and running tasks, along with their energy
expenditure, and thus enables swarm intelligence; nearby nodes (even without a request to
execute a task) can detect that another node is unavailable or stopped executing a critical
task, and hence take over this task execution. Leveraging the functionality of the previously
described components, the Service Mesh controller enables dynamic and secure data services
chaining, based on simple or more sophisticated mesh algorithms. The dynamic chaining
will be supported by means of abstract endpoints, and the service mesh controller, as
a sort of clever DNS, converts abstract endpoints into actual endpoints using different
information, such as latency and availability. Regarding data service-security, the mesh
controller can support self-aware data security by attaching access policies to data and
enforcing such policies along the service functions chain. Finally, Security agents may
identify and mitigate attacks without sending data to the cloud. The cybersecurity agents
can be installed in the far edge and will function separately, consuming only the necessary
computing power to handle security incidents and ensuring strong protection against
malicious incidents.

3.3. Resource Coordination

This layer is responsible for discovering the resources needed to comply with a given
task (Resource Manager). Once the resources are discovered, they are categorized and clus-
tered, a fact that facilitates their optimal use by the service coordinator. The Resource
Manager can also be available in Atoms, as the smallest intelligent functionality part of
the RAMOS architecture, in order to enable swarm intelligence, based on the ability of
self-assigning pending tasks. The Service Coordinator uses artificial intelligence (AI) to define
the best strategy to coordinate the instantiation of services: spanning from a loosely cou-
pled coordination where Atoms self-allocate service instantiation, to a strong coordination
(i.e., orchestration) where Atoms are assigned service instantiation. The Service Coordi-
nator computes and enacts the strategies by: (i) forecasting the resources needed to run a
microservice (in terms of sizing, data, location, ownership, context, etc.); (ii) advertising
requests for a given set of resources and the need for executing a microservice/task lever-
aging them; (iii) assigning different microservices/tasks to nodes (while self-assignment of
local and external requests is provided by the resource manager). Finally, the SLA Manager
combines different measurements (such as latency, energy footprint, and throughput), that
define the end-to-end performance of an application, to provide a global understanding of
the application behavior in the continuum, and trigger the needed recommendations or
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adaptations to comply with developers defined KPIs. The SLA Manager will prioritize a
data-centric approach, thus monitoring not only services, but also data, hence contributing
to trigger horizontal and vertical offloading.

3.4. Data Orchestration

To promote the shift from service-gravity to data-gravity, applications need to move
from service-centric orchestration to data-centric orchestration. This layer provides a set of
functionalities to enable data-centric orchestration: a Serverless Engine, aimed at deploying
data-centric functions, will support advanced NFRs, such as locality, predictability, state-
fullness and improved composability of functions into pipelines/workflows by referring
to the abstract endpoints as managed by the service mesh controller. These properties are
crucial for both developing policy-based pipelines in mixed cloud environments, such as
fog/edge, hybrid and multi-cloud, as well as making serverless functions more suitable
for efficient serving and training of ML models for pipelines. The Serverless Engine, with
reduced capacities, will be also available for Atoms, thus homogenizing the functional
programming of edge devices and the serverless computing in the cloud. Moreover, a Cata-
logue of data-centric functions will include functions to import, query and sanitize data from
heterogeneous data sources, supporting the self-annotation of meta-data (e.g., type, owner-
ship, permissions and privacy constraints), and the self-advertisement of data sources in the
resource catalogue, while also being compliant with standardized approaches (e.g., Gaia-X
ecosystem which is a federated and secure data infrastructure, whereby data is shared
and made available in a trustworthy environment) from the data space ecosystem. Finally,
the Data Pipeline Manager enables the design of data pipelines by chaining data functions
over data sources and by instantiating them via the serverless engine framework (when
required, also microservices/functions already deployed and exposed as resources will be
chainable). This will allow developers to define intents over functions and pipelines so that
the underlying meta-OS functionalities will thrive to satisfy them, as well as to deploy ML
models in the edge-continuum, and to support already running models by exposing an
API that will allow services to modify parameters of the pipeline and the configuration of
the functions.

3.5. Machine Learning Operations

This layer aims to offer a set of services to support continuous operation of ML
algorithms and models across RAMOS Molecules and Atoms required to truly enable
decentralized intelligence at the edge. The ML Operation Manager includes a set of tools to
manage the training models and to define logics for continuous optimization and adaptation
of models across the continuum. In particular, this service will leverage a framework of
algorithms to be designed for FL and SL concepts. Due to the specific requirements of edge
computing decentralization and local privacy protection, it is required that ML methods
are not only distributed across the different RAMOS nodes, but also adapted to the specific
characteristics of each node. Therefore, the Decentralized Algorithms repository can integrate
existing up-to-date approaches of distributed learning. As the training will be carried out
on local devices, no private data will leave any of these devices. Only information which
is sufficiently aggregated, noisy or appropriately encrypted will be exchanged. Clearly,
in order to pursue service minification, a key pillar is to reduce the size of models. For
this purpose, a framework of Machine Learning Optimization Functions is provided in this
layer. For instance, an ML model compression function can provide coding mechanisms,
where ML models, model updates and other exchanged information, all of which requiring
a huge amount of space in uncompressed form, will be reduced to a fraction of their
original size [50]. Other optimization functions that can, in principle be included involve
the hyperparameter attunement for the fine-tuning of the learning parameters during the
training phase of ML algorithms, and an over-the-air computation (AirComp) method for
efficient spectrum utilization and reduction of the energy associated with data transmission
from IoT devices [51]. In addition, specialized methods, e.g., structured pruning, can be
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also be incorporated for federated use case scenarios [52]. Finally, a Model Serving service
will publish models and version them for an application, either globally (Molecules) or
locally where a specific model is computed (Atoms).

4. Contributions of RAMOS Architecture

As aforementioned, the presented reference architecture of a meta-OS pursues a
number of paradigm shifts aiming at enabling decentralized intelligent applications that
will permeate the Internet in the future:

Firstly, at the architectural level, the RAMOS moves beyond SOTA in the following
directions: (i) discard the vertical (hierarchical) offloading where the model and data are
coupled as a single entity and must be migrated to a computationally higher node. This
horizontally-oriented architectural change aims to deliver a more fine-grained offloading
logic, allowing each node or service to offload a portion of its computational burden, thus
reducing the overall data transfer; (ii) support the computing continuum carbon-aware
scheduling in the cloud-native ecosystem; (iii) address the shortcomings of current solutions
on the discovery of fog/edge devices and the integration of the resources of MCU devices
providing a standards-compliant solution that supports location- and context-awareness;
(iv) tackle the fallbacks of current SLA (service-level agreement) tools, by implementing
an automatic, CNCF-driven (cloud native computing foundation) SLA management; (iv)
provide a cybersecurity framework based on the principles of decentralized intelligence to
harden intelligent applications [53].

Secondly, at the data management level, the proposed architecture: (i) promotes data
sharing in a privacy-preserving manner by addressing the problem of statistical hetero-
geneity and non-iid (independent and identically distributed) inherent in datasets used for
federated applications, offering a device-independent API; (ii) enables self-aware data secu-
rity by attaching access policy to data and extending web access control specification; (iii)
fosters open source serverless platforms to support non-functional requirements (NFRs),
such as predictability, stateful computation and composability; (iv) boosts the serverless
concept as a way to abstract functionalities deployed over MCUs on open-source serverless
platform.

Finally, at the decentralized intelligence level, the meta-OS reference framework manages
to: (i) support existing SOTA techniques in deep neural network (DNN) compression,
reduction and optimization methods, while minimally affecting the performance of the
models [54,55]; (ii) promote novel over-the-air transmission techniques for FL and transfer
learning to effectively reduce the communication and energy expenditure [56–59]; (iii)
incorporate open source MLOps toolchains to address current lacking areas in supporting
the decentralized intelligence concept, such as in the model development, deployment and
operations domain.

5. Potential Applications in Diverse Domains

A meta-OS platform based on the proposed RAMOS architecture can be used in
different domains, particularly in those demanding data-intensive edge intelligence and
the deployment of distributed applications across multiple organizations and geographies.
These domains may cover various perspectives of modern life, including green driving,
port logistics and transportation, smart living, carbon-neutral manufacturing and use
of renewable energy sources (conceptualized in Figure 4), to name a few. Applications
discussed in the above domains require dynamic orchestration, communication and data
exchange patterns, characteristics that are provisioned in the RAMOS architecture. Next,
we introduce some potential applicability scenarios, describing the current practices and
then highlighting the potential benefits to be achieved by leveraging the RAMOS solution.

To concretely describe how AI/ML applications can be supported within RAMOS
architecture, five realistic use case scenarios are outlined. The training of an AI/ML opti-
mization model is the process of properly adjusting the model weights so as to ensure
minimization of an error/loss function. During this process, the training data could be
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gathered either in a centralized or an edge location. Inference of an AI/ML model refers to
the usage of the model for making predictions or providing alarms, without modifying
its parameters/weights. Regarding the AI/ML-related blocks of RAMOS, the general
training and inference concept proposed for all the presented scenarios is in line with the
following pattern: each Atom/device (i.e., the OBU hardware in car, the energy meter
in the house, etc.) runs a trained (regression/classification) model that has been initially
trained with either local data or data exchanged across Atoms in a peer-to-peer fashion. If
needed, the Atoms exchange model parameters (instead of raw data that would jeopardize
security and privacy) with Molecules, so that a more accurate model can be trained. This
new model is then fed back to the Atoms for a more optimized inference.
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5.1. Green Driving for Reduced Fuel Comsumption and Decreased Vehicle Emissions

The automotive industry is leading the global activities towards setting the bases for
the future autonomous vehicle. The ultimate goal is to create smart and interactive cars
that will continuously learn from different situations happening on the road and provide
vehicle-to-everything (V2X) services, including the optimization of driving patterns of
citizens. In the current setting, cars are equipped with an on-board unit (OBU) connected
to the on-board diagnostics (OBD) system, which is an automotive embedded system
that gathers data [60,61]. This data, along with notifications for anomaly occurrences (for
instance, ice in the street, accident, break down, etc.), can be sent and received by vehicles,
pedestrians and infrastructure (e.g., traffic lights).

Currently, most of the vehicles collect information, such as the instant consumption of
gas/petrol, and they provide recommendations to drivers to reduce energy consumption,
in the form of messages on screen or, in a few cases, hydraulic pressure on the gas pedal.
However, these recommendations are based on suboptimal decisions, as they solely rely
on a static and predefined model installed on the vehicle that is based on static rules,
taking into consideration data only from a single vehicle [62,63]. Even in the case of V2X
communication, where vehicles exchange information for the purpose of early warning
signals (e.g., accident in front), data processing takes place in the cloud (the so-called
multi-access edge computing or MEC), increasing latency far beyond those limits that may
drive an undesired risk of late critical reactions.

By leveraging the proposed RAMOS platform, the following paradigm shifts emerge:
(i) the model of each individual vehicle will be derived using ML-based approaches,
enabling the continuous and dynamic model update once new data arrive, in contrast to
static rule-based models that are currently used; (ii) the OBU devices will be able to create
ad-hoc cloud networks (e.g., in traffic lights or on the move) and share data and models in
a secure manner, following the peer-to-peer continuum concept, contradicting the current
scheme where any type of exchange between vehicles is performed through MEC; (iii)
under the orchestration capabilities of the OBUs (acting as Atoms) and the nearby base
station (acting as a Molecule), the resources of the vehicles can be shared and dynamically
allocated for ML training or inference purposes, as opposed to the current hierarchical
continuum scheme that lacks coordination of dynamic resources, as depicted in Figure 5;
(iv) under the concept of decentralized intelligence, each individual ML model will be based
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on the collective knowledge of multiple cars and driver attitudes, making it more accurate
and providing it with better generalization capabilities; (v) the ML training convergence
time is reduced due to sharing pre-trained models among vehicles, as well as due to the
ability of sharing computational resources among Atoms belonging to the same ad-hoc
cloud network. By adopting the aforementioned technological paradigm shifts, valuable
recommendations regarding proactive warnings in the case of car accidents as well as
optimal speed and acceleration/deceleration of the vehicle may be offered to the drivers
via text or voice messages. In this context, each car’s OBU will have its individual ML
model that has been trained with the vehicle’s own collected data. Since the performance
of each model depends on the amount of available data (cars that have travelled numerous
km are expected to have better trained models), two or more vehicles will be able to ad-hoc
exchange their model parameters to increase the accuracy of their predictions, or even
share resources for computationally intensive training tasks (for instance when cars are
immobilized due to traffic conditions).
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5.2. Smart Living for Migration to Preferable Energy Consumption Behaviour and Predictive
Maintenance of Electrical Equipment

Electric meters are installed by utility companies at households to survey the usage
of electric power in residential settings, while also providing citizens access to their daily
energy consumption and other limited information, making them aware of their charges
and habits. However, a more fine-grained consumption profile can be created based on
a novel technology that is under research during the last few years, called non-intrusive
load monitoring (NILM) [64–66]. NILM can provide information on energy consumption
per appliance type, such as electric lamps, washing machines or television, based on time
variations of voltage, current, power factor and other variables collected at a sub-minute
rate. Such a consumption profile would be much more useful, both to utility companies to
accurately predict future energy demands and enable green energy sources, but also for
consumers interested in changing habits and reducing their energy footprint.

However, the current approach faces the following drawbacks: First, the data extracted
by the NILM is processed in the cloud and is mostly beneficial for the utility companies
(e.g., for the purpose of accurate energy demand prediction). Second, recommendations
towards the consumers or even direct corrective actions (e.g., actuator that is instructed to
turn off the lights) rely solely on the individual datasets of each consumer, restricting further
knowledge and thus decision optimality. Third, there are strong concerns for privacy, and,
in general, on the data governance model that is applied to the consumers’ data (collected
from the smart meters installed today).
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By adopting the RAMOS architectural framework, as highlighted in Figure 6, the
following advancements can be reached: (i) enhancement of the computational capacity
on the NILM device (far edge) in order to minimize data traffic and data processing
at cloud, overcoming current centralized data processing schemes; (ii) exploitation of
novel privacy-preserving algorithms by sharing only parameters of the trained distributed
models, contrary to sharing sensitive consumer data with external entities in a hierarchical
manner; (iii) application of SL training algorithms at the edge (NILM devices/Atoms)
that will improve the accuracy of the ML models, since the training process can be based
on enhanced datasets in contrast to home-based training approaches of today. These
advancements will enable the identification of energy consumption patterns for each
specific home, allowing an accurate behavioral pattern analysis. In this way, consumers
can be supported to change consumption behavior, since personalized recommendations
are provided based on the actual consumption patterns and the exchange of ML trained
models. Additionally, these shifts may create added value in the form of low-cost predictive
maintenance of malfunctioning equipment (e.g., increased consumption of a device during a
period of time might reveal a device malfunction). Therefore, a local ML model integrated in
the NILM device that has been trained utilizing the collective energy consumption datasets
of several households (i.e., models generated from houses in the same geographic area or
even from houses with similar energy consumption profiles) can provide suggestions to
improve the users’ behavioral energy habits (e.g., stop regulating the heating/cooling of
the room temperature) or warnings in the case that an appliance is deviating from its usual
performance (e.g., electrical leakage).
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5.3. Just-in-Time Arrival for Vessel Traffic Management and Port Logistics

Although maritime transport and ports logistics play a key role in trading, these
activities significantly contribute to the greenhouse gas (GHG) emissions [67]. The ports, as
intermodal hubs, play a pivotal role in the transportation chain, as facilitators of the flow of
people and cargo, but also as concentration points of emissions. Currently, the majority of
port services are delivered ad-hoc as requested by each vessel and based on availability
of resources, without any consideration on optimization of berth and crane allocation, or
transportation equipment usage to/from the storage area [68].

The shortcomings of the current solutions include: (i) port services (availability of
dock, availability of crane, berth, etc.) are provided in a more or less uncoordinated manner,
resulting in extended delays on port service provisioning, leading to inefficient freight
and passenger flows; (ii) estimated time of arrival of the vessels is partially taken into
consideration on port planning, thus introducing extended time that vessels are waiting
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outside the port, resulting in increased fuel consumption and GHG emissions; (iii) data
regarding vessel operational parameters (speed, power, fuel consumption, etc.) that are
locally collected, are only used for monitoring purposes and neither for optimizing the time
of arrival of the ship to the port, nor for optimization of its route with respect to energy
savings.

The meta-OS platform based on the proposed RAMOS architecture can lead to the
following evolutions: (i) the port informs each vessel for the optimally scheduled time of
arrival based on port service availability, thus minimizing the vessel idle time outside the
port, contradicting current practices; (ii) based on the port schedule, the vessel uses its
individual computational resources (Atom) to train an ML model based on the operational
parameters and combined with environmental ones (wind speed, direction, waves, etc.) to
optimize its voyage planning (routing, vessel speed) to the port, respecting energy efficiency
aspects in contrast to using data only for monitoring purposes, as illustrated in Figure 7;
(iii) the information gathered at the management platform of the port (RAMOS Molecule)
will be continuously enriched with data regarding the accurate and efficient delivery of
port services to the vessels, creating a labeled dataset that can be exploited for further
training of the port ML algorithm for optimized port service scheduling. In this framework,
a distributed ML model can be integrated in the hardware of each vessel (continuously
trained with its individual operational data) and can provide recommendations for the
optimized ship’s speed and route planning, taking into account the time of arrival (as
scheduled by the port based on the availability of its services) and the environmental
weather conditions. Moreover, a centralized ML algorithm deployed in the port (Figure 7),
will indicate the optimized scheduling for just-in-time arrival provision of port services.
The platform solutions will provide a means of increasing port efficiency and port call
optimization which significantly contributes to reduced GHG emissions as a result of the
ship’s speed to arrive just in time. This also reduces anchorage time and congestion in the
port area, supports better orchestration of berth, crane and storage allocation and enables
efficient freight and passenger flows.
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5.4. Energy Reduction towards Carbon-Neutral Manufacturing Processes

Energy consumption reduction at the regional level is the main priority in the man-
ufacturing domain [69,70]. Manufacturing companies have already deployed zero net
emission programs to respond to climate change challenges [71]. In this context, companies
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with factories in different regions use energy management software mainly to track and
monitor each factory consumption and to take decisions on potential improvement at local
level.

In the current situation, each factory energy manager uses the monitoring system to
only improve the local state, based on their own datasets, thus increasing the time of the
training process and diminishing the accuracy of the non-ML-based model. Furthermore,
the datasets are usually in a non-standardized format even among the various processes
of the same factory, resulting in time-consuming data analysis. Finally, data coming from
different factories are centrally gathered for cross-elaboration, but this process requires ad-
ditional data normalization and standardization procedures to enable best cross fertilization
practices among the factories.

Leveraging a meta-OS platform in accordance with RAMOS principles, the following
advancements in the manufacturing sector unfold: (i) at a local level, ML algorithms can
be trained targeting energy consumption reduction, based on factory-specific available
datasets, supporting the decision making process in terms of resource and process opti-
mization, as well as cost reduction initiatives, as opposed to the rule-based, static models
that are currently used (Figure 8); (ii) supporting heterogeneity of devices, as well as stan-
dardized approaches on data format and modeling, the meta-OS can considerably reduce
the time required for data pre-processing in comparison to extended time-consuming and
error-prone data analysis performed nowadays; (iii) early adoption of already trained ML
models by a newly established factory site is enabled, based on model sharing techniques
(e.g., an already trained model can effectively minimize the time needed for training a new
model based on local data of the newly established factory). By adopting the proposed
platform and technological solutions, the impact on business involves the reduction of
consumed energy related to the overall production. Towards this direction, the energy
reduction-targeted ML model of each factory will be continuously trained, not only by
utilizing its own dataset from the production line, but also by using cooperative intelligence
that is shared among the factory sites with reduced communication overhead. In addition,
datasets that are generated by heterogeneous devices will be homogenized and effortlessly
employed for training or post-processing purposes.
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5.5. Smart Charging Stations for Electric Vehicles

The majority of distribution system operators (DSOs) implement an electric vehicle
(EV) charging system, where renewable energy sources (RES) are integrated with conven-
tional grid power sources [72], as depicted in Figure 9. The EV chargers work as load to



Sensors 2022, 22, 9003 15 of 20

the electric system (depicted in red), while vehicle-to-grid (V2G) bi-directional chargers
can work both as load and source of stored energy to the system (depicted in green). The
RES energy is directly injected into the grid and the EV chargers start working as soon as
they have an EV connected. Nowadays, EV charging premises use a simple management
solution: if there is an EV connected, the system charges the car; if not, the EV charger is in
a standby mode [73].
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The current implementation of an EV charging ecosystem includes the following
drawbacks: (i) the data collected from EV charging are mainly used for monitoring purposes
and not for optimization, neither with respect to the charging hour nor considering the
increased use of green energy coming from RES; (ii) the management of such a system is
centralized in nature and disregards substantial functionalities or algorithms concerning
resource optimization; (iii) the existing system does not support mechanisms for fault
tolerance and, thus, it is prone to failure if an EV charger node stops sending data.

The RAMOS architecture can be adopted by the EV charging scenario, bringing the
following benefits: (i) provision of ML-assisted decisions to optimize the energy transfer
function (generation/storage/load) and the charging hour, so that the cheapest energy
schedule or the hours with the maximum RES generation are exploited, in contrast to
current solutions that lack any optimization process; (ii) orchestration of the computational
resources at the charging station (Molecule running local ML on the edge) to acquire data
from loads, storage and RES, while at the same time balancing with the energy coming
from the grid; (iii) adoption of edge data management to reduce data communication
overhead between EV chargers and the EV charging grid central management solution;
(iv) implementation of federated/swarm intelligence techniques among the edge nodes,
bringing a fine-tuned and customized charging experience at a local level and rewarding
the users for letting the chargers decide when to proceed with charging in a predefined time
frame. Moreover, secondary charging equipment can store the monitoring data (energy
supplied, time of charging, battery levels, end-user id, green energy sources). Therefore,
the ML model that will be integrated in the hardware of an EV charger will provide
suggestions on the charging procedure of each user, based on both his/her charging profile,
the traffic distribution of the users requesting charging services and the availability of
green renewable energy. The training of each ML model will consider the collaborative
knowledge extracted by all EV chargers through model sharing, minimizing at the same
time the amount of data transferred via the network.



Sensors 2022, 22, 9003 16 of 20

6. Business and Societal Impacts

The implementation of the proposed meta-OS reference architecture, that notably
advances current cloud–edge–IoT architectures, essentially supports the development of
decentralized intelligent applications, while at the same time reducing the complexity
of managing distributed architectures and the associated operational cost of cloud–edge
architectures. Moreover, RAMOS promotes an open source-based digital infrastructure to
create data spaces following a peer-to-peer and trust-centric approach that transforms the
existing balance between cloud and edge workload by enabling data processing in smart
connected objects at the edge and leads to enhanced energy efficiency. The above points
are further discussed in the following subsections.

6.1. Towards Data Sharing Principles and an Open Edge Ecosystem

Data nowadays play a central role in the development of innovative connected services
and products. Contrary to the case of core clouds, however, there is not yet much investment
on public edge infrastructure, thus limiting the available offer and imposing a CAPEX
model, not ideal, especially for small and medium-sized enterprises (SMEs). SMEs can
presently only benefit from their own limited datasets to develop innovative products
and ML algorithms, which may not apply to other markets and paradigms. Furthermore,
the rules for personal and industrial data exchange and processing are becoming stricter,
and privacy preservation has become a central activity for enabling the implementation of
any data-driven services [74]. In such a context, GDPR compliance and full transparency
toward citizens/data subjects become additional requirements, which developers need to
address from privacy by design to informational self-determination. RAMOS intrinsically
targets at increased data sharing as a consequence of technologies that put data owner at
the center, promoting trust over data control, and creating wealth and adding value to
new innovative connected services and products, enabling an open ecosystem for ad-hoc
dynamic IoT infrastructures. Furthermore, the proposed architectural framework supports
the dynamic federation of edge resources, enabling the creation of an ecosystem of edge
resource providers and nurturing novel business models and technical approaches to create
innovative cloud–edge solutions, extending the involvement of SMEs in the data markets
for sharing industrial data.

6.2. Towards Digital Transition for Clean Energy and Climate Net Neutrality

As highlighted in the present work, the proposed architecture fundamentally enables
energy-aware multi-dimensional computational offloading, inherently contributing to
climate neutrality (e.g., CO2 footprint minimization and increased use of renewable energy
sources). To this end, energy-aware data infrastructures will avoid the explosion of ICT
footprint and provide deeper understanding of decentralized intelligence to support green
digital solutions as described in the potential application scenarios: (i) exploiting ML
capabilities to process data from smart connected objects and decide the corrective actions
in the energy grid sector, thus enabling efficient energy management in smart cities; (ii)
focusing on the green driving principles by optimizing the speed/acceleration of vehicles in
order to minimize the environmental footprint, identifying driving patterns and optimizing
drivers’ behavior that will eventually lead to a reduction in car pollutant gases and fuel
saving; (iii) promoting advancements in the IoT technologies of the manufacturing domain
in the framework of Industry 4.0 by providing AI-assisted distributed solutions in predictive
maintenance and quality management, as well as boosting productivity, improving safety
and reducing the environmental footprint of the manufacturing sector; (iv) providing
a unified port-related management system for key logistics operations such as traffic
management, allocated port resources and waste monitoring, targeting to reduce the energy
consumption and GHG emissions associated with the maritime transportation sector; (v)
employing distributed intelligence principles to effectively use smart EV charging from
renewable sources at the edge.
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Towards this direction, companies and public organizations that are active in domains
requiring real-time decision-making can adopt the proposed architecture for reduction of
their energy footprint. In this way, RAMOS has an indirect impact on the quality of life
of citizens, since it results in energy consumption reduction associated with their homes,
minimization of car pollutant gases’ emission, fuel saving and, finally, more efficient
passenger flow in transportation.

7. Conclusions

In the present work, we propose a reference architecture of a meta-OS (RAMOS) that
aims to transform current vertically-siloed cloud–edge-IoT architectures in a dynamic,
distributed and trusted continuum. The presented architecture advances current technical
solutions by transposing: (i) from a hierarchical continuum to a peer-to-peer continuum;
(ii) from the orchestration of static resources to the coordination of dynamic resources;
(iii) from service-gravity to data-gravity; (iv) from central learning to swarm learning
methods; (v) from data-aware to context-aware machine learning operations (MLOps).
This novel architectural approach will be capable of hosting next-generation ML-based
and data-intensive applications at the edge, taking into account their diverse requirements.
The specific layered architectural components of the RAMOS agents (Atoms, mainly for
embedded devices and Molecules for servers and clouds) and their functionalities are fully
described, along with their interconnection and coordination principles in a secure and
trusted manner.

The potential implementation of the proposed architectural framework is then high-
lighted in industrial and business sectors that require real-time decisions based on huge
amounts of received information and data. In these scenarios, we demonstrate RAMOS
distributed intelligence and privacy preservation principles used for data sharing purposes
in use cases that do not follow the same communication and orchestration patterns. In ad-
dition, we cover issues related to the reduction of the energy consumption in domains with
diverse characteristics, ranging from the green driving with ultra-low latency requirements
to the smart living, aiming at household-level energy efficient enhancement. Furthermore,
the direct and wider impacts emanating from the adoption of the proposed architectural
approach are presented.

Finally, our future work includes the implementation and validation of the domain-
agnostic characteristics of the proposed meta-OS architecture in the described business
sectors and illustrate how RAMOS can affect real-time decision making in sensitive do-
mains, also quantifying the efficiency of the current architectural scheme. Moreover, our
future research directions involve the investigation of ML techniques that can truly enable
distributed learning at the (far) edge by become context-aware, rather than just being data-
aware, i.e., by dynamically adapting the ML lifecycle to the context (i.e., data localization,
energy).

Author Contributions: Conceptualization, P.T., X.M.-B. and F.M.F.; methodology, S.T.S. and A.E.G.;
validation, N.C.K., R.M. and J.R.; formal analysis, X.M.-B., R.G.P. and E.B.; investigation, G.N. and
A.E.G.; writing—original draft preparation, F.M.F., S.T.S., N.C.K.; writing—review and editing, P.T.,
F.M.F. and A.E.G.; visualization, A.E.G. and F.M.F.; supervision, D.V.L. and P.T.; project administration,
P.T. All authors have read and agreed to the published version of the manuscript.

Funding: For UPC authors: this research was funded by the Spanish Ministry of Science, Innovation
and Universities and FEDER, grant number PID2021-124463OB-100.

Informed Consent Statement: Not applicable.

Acknowledgments: The authors would like to thank NKUA and UPC partners for their technical
support on the architectural schemes of the presented use cases.

Conflicts of Interest: The authors declare no conflict of interest.



Sensors 2022, 22, 9003 18 of 20

References
1. Kaloxylos, A.; Gavras, A.; Camps, D.; Ghoraishi, M. AI and ML–Enablers for beyond 5G Networks; Centres de Recerca de Catalunya

(CERCA): Catalonia, Spain, 2021.
2. Nassif, A.B.; Talib, M.A.; Nasir, Q.; Albadani, H.; Dakalbab, F.M. Machine Learning for Cloud Security: A Systematic Review.

IEEE Access 2021, 9, 20717–20735. [CrossRef]
3. Trakadas, P.; Nomikos, N.; Michailidis, E.T.; Zahariadis, T.; Facca, F.M.; Breitgand, D.; Rizou, S.; Masip, X.; Gkonis, P. Hybrid

Clouds for Data-Intensive, 5G-Enabled IoT Applications: An Overview, Key Issues and Relevant Architecture. Sensors 2019, 19,
3591. [CrossRef] [PubMed]

4. Li, M.; Zhang, J.; Wan, J.; Ren, Y.; Zhou, L.; Wu, B.; Yang, R.; Wang, J. Distributed Machine Learning Load Balancing Strategy in
Cloud Computing Services. Wirel. Netw. 2020, 26, 5517–5533. [CrossRef]

5. Tanaka, R.; Papadimitriou, G.; Viswanath, S.C.; Wang, C.; Lyons, E.; Thareja, K.; Qu, C.; Esquivel, A.; Deelman, E.; Mandal, A.; et al.
Automating Edge-to-Cloud Workflows for Science: Traversing the Edge-to-Cloud Continuum with Pegasus. In Proceedings of
the 2022 22nd IEEE International Symposium on Cluster, Cloud and Internet Computing, Taormina, Italy, 16–19 May 2022; pp.
826–833. [CrossRef]

6. Schmitt, J.; Bönig, J.; Borggräfe, T.; Beitinger, G.; Deuse, J. Predictive Model-Based Quality Inspection Using Machine Learning
and Edge Cloud Computing. Adv. Eng. Inform. 2020, 45, 101101. [CrossRef]

7. Trakadas, P.; Sarakis, L.; Giannopoulos, A.; Spantideas, S.; Capsalis, N.; Gkonis, P.; Karkazis, P.; Rigazzi, G.; Antonopoulos, A.;
Cambeiro, M.A.; et al. A Cost-Efficient 5G Non-Public Network Architectural Approach: Key Concepts and Enablers, Building
Blocks and Potential Use Cases. Sensors 2021, 21, 5578. [CrossRef]

8. Petcu, D. Service Deployment Challenges in Cloud-to-Edge Continuum. Scalable Comput. Pract. Exp. 2021, 22, 313–320. [CrossRef]
9. Milojicic, D. The Edge-to-Cloud Continuum. Computer 2020, 53, 16–25. [CrossRef]
10. Rizou, S.; Athanasoulis, P.; Andriani, P.; Iadanza, F.; Trakadas, P.; Griffin, D.; Kheirkhah, M.; Breitgand, D.; Weit, A.; Ustok,

R.F.; et al. Programmable Edge-to-Cloud Virtualization for 5G Media Industry: The 5G-MEDIA Approach. In IFIP Advances in
Information and Communication Technology; Springer: Berlin/Heidelberg, Germany, 2020; Volume 585, pp. 95–104.

11. Alvarez, F.; Breitgand, D.; Griffin, D.; Andriani, P.; Rizou, S.; Zioulis, N.; Moscatelli, F.; Serrano, J.; Keltsch, M.; Trakadas, P.; et al.
An Edge-to-Cloud Virtualized Multimedia Service Platform for 5G Networks. IEEE Trans. Broadcast. 2019, 65, 369–380. [CrossRef]

12. Nomikos, N.; Michailidis, E.T.; Trakadas, P.; Vouyioukas, D.; Karl, H.; Martrat, J.; Zahariadis, T.; Papadopoulos, K.; Voliotis,
S. A UAV-Based Moving 5G RAN for Massive Connectivity of Mobile Users and IoT Devices. Veh. Commun. 2020, 25, 100250.
[CrossRef]

13. Zhang, Y.; Zhou, Y. TransOS: A Transparent Computing-Based Operating System for the Cloud. Int. J. Cloud Comput. 2012, 1, 287.
[CrossRef]

14. Joseph, L. Robot Operating System for Absolute Beginners; Springer: Berlin/Heidelberg, Germany, 2018. [CrossRef]
15. Quigley, M.; Gerkey, B.; Conley, K.; Faust, J.; Foote, T.; Leibs, J.; Berger, E.; Wheeler, R.; Ng, A. ROS: An Open-Source Robot

Operating System. Available online: https://www.researchgate.net/publication/233881999_ROS_an_open-source_Robot_
Operating_System (accessed on 1 October 2022).

16. Debab, R.; Hidouci, W.-K. Boosting the Cloud Meta-Operating System with Heterogeneous Kernels. A Novel Approach Based on
Containers and Microservices. Artic. J. Eng. Sci. Technol. Rev. 2018, 11, 103–108. [CrossRef]

17. Chakraborty, A.; Kar, A.K. Swarm Intelligence: A Review of Algorithms. Model. Optim. Sci. Technol. 2017, 10, 475–494. [CrossRef]
18. Kennedy, J. Swarm Intelligence. In Handbook of Nature-Inspired and Innovative Computing; Springer: Boston, MA, USA, 2006; pp.

187–219. [CrossRef]
19. Harmon, R.R.; Castro-Leon, E.G.; Bhide, S. Smart Cities and the Internet of Things. In Proceedings of the 2015 Portland

International Conference on Management of Engineering and Technology (PICMET), Portland, OR, USA, 2–6 August 2015; pp.
485–494. [CrossRef]

20. Masip-Bruin, X.; Marín-Tordera, E.; Sánchez-López, S.; Garcia, J.; Jukan, A.; Ferrer, A.J.; Queralt, A.; Salis, A.; Bartoli, A.; Cankar,
M.; et al. Managing the Cloud Continuum: Lessons Learnt from a Real Fog-to-Cloud Deployment. Sensors 2021, 21, 2974.
[CrossRef] [PubMed]

21. Ullah, A.; Dagdeviren, H.; Ariyattu, R.C.; Deslauriers, J.; Kiss, T.; Bowden, J. MiCADO-Edge: Towards an Application-Level
Orchestrator for the Cloud-to-Edge Computing Continuum. J. Grid Comput. 2021, 19, 47. [CrossRef]

22. Luckow, A.; Rattan, K.; Jha, S. Pilot-Edge: Distributed Resource Management along the Edge-to-Cloud Continuum. In Proceedings
of the 2021 IEEE International Parallel and Distributed Processing Symposium Workshops (IPDPSW), Portland, OR, USA, 17–21
June 2021; pp. 874–878. [CrossRef]

23. Sohal, A.S.; Sandhu, R.; Sood, S.K.; Chang, V. A Cybersecurity Framework to Identify Malicious Edge Device in Fog Computing
and Cloud-of-Things Environments. Comput. Secur. 2018, 74, 340–354. [CrossRef]

24. Pan, J.; Yang, Z. Cybersecurity Challenges and Opportunities in the New “Edge Computing + IoT” World. In Proceedings of the
2018 ACM International Workshop on Security in Software Defined. Networks & Network Function Virtualization, Tempe, AZ,
USA, 21 March 2018. [CrossRef]

25. Díaz, J.; Pérez, J.E.; Lopez-Peña, M.A.; Mena, G.A.; Yagüe, A. Self-Service Cybersecurity Monitoring as Enabler for DevSecops.
IEEE Access 2019, 7, 100283–100295. [CrossRef]

http://doi.org/10.1109/ACCESS.2021.3054129
http://doi.org/10.3390/s19163591
http://www.ncbi.nlm.nih.gov/pubmed/31426555
http://doi.org/10.1007/s11276-019-02042-2
http://doi.org/10.1109/CCGRID54584.2022.00098
http://doi.org/10.1016/j.aei.2020.101101
http://doi.org/10.3390/s21165578
http://doi.org/10.12694/scpe.v22i3.1941
http://doi.org/10.1109/MC.2020.3007297
http://doi.org/10.1109/TBC.2019.2901400
http://doi.org/10.1016/j.vehcom.2020.100250
http://doi.org/10.1504/IJCC.2012.049763
http://doi.org/10.1007/978-1-4842-3405-1
https://www.researchgate.net/publication/233881999_ROS_an_open-source_Robot_Operating_System
https://www.researchgate.net/publication/233881999_ROS_an_open-source_Robot_Operating_System
http://doi.org/10.25103/jestr.111.12
http://doi.org/10.1007/978-3-319-50920-4_19/FIGURES/2
http://doi.org/10.1007/0-387-27705-6_6
http://doi.org/10.1109/PICMET.2015.7273174
http://doi.org/10.3390/s21092974
http://www.ncbi.nlm.nih.gov/pubmed/33922751
http://doi.org/10.1007/s10723-021-09589-5
http://doi.org/10.1109/IPDPSW52791.2021.00130
http://doi.org/10.1016/j.cose.2017.08.016
http://doi.org/10.1145/3180465
http://doi.org/10.1109/ACCESS.2019.2930000


Sensors 2022, 22, 9003 19 of 20

26. Radovanovic, A.; Koningstein, R.; Schneider, I.; Chen, B.; Duarte, A.; Roy, B.; Xiao, D.; Haridasan, M.; Hung, P.; Care, N.; et al.
Carbon-Aware Computing for Datacenters. arXiv 2021, arXiv:2106.11750. [CrossRef]

27. Pihkola, H.; Hongisto, M.; Apilo, O.; Lasanen, M. Evaluating the Energy Consumption of Mobile Data Transfer—From Technology
Development to Consumer Behaviour and Life Cycle Thinking. Sustainability 2018, 10, 2494. [CrossRef]

28. Spantideas, S.T.; Giannopoulos, A.E.; Kapsalis, N.C.; Kalafatelis, A.; Capsalis, C.N.; Trakadas, P. Joint Energy-Efficient and
Throughput-Sufficient Transmissions in 5G Cells with Deep Q-Learning. In Proceedings of the 2021 IEEE International Mediter-
ranean Conference on Communications and Networking (MeditCom), Athens, Greece, 7–10 September 2021; Institute of Electrical
and Electronics Engineers Inc.: Piscataway, NJ, USA, 2021; pp. 265–270.

29. Giannopoulos, A.; Spantideas, S.; Kapsalis, N.; Gkonis, P.; Sarakis, L.; Capsalis, C.; Vecchio, M.; Trakadas, P. Supporting
Intelligence in Disaggregated Open Radio Access Networks: Architectural Principles, AI/ML Workflow, and Use Cases. IEEE
Access 2022, 10, 39580–39595. [CrossRef]

30. Karamplias, T.; Spantideas, S.T.; Giannopoulos, A.E.; Gkonis, P.; Kapsalis, N.; Trakadas, P. Towards Closed-Loop Automation
in 5G Open RAN: Coupling an Open-Source Simulator with XApps. In Proceedings of the 2022 Joint European Conference
on Networks and Communications and 6G Summit (EuCNC/6G Summit 2022), Grenoble, France, 7–10 June 2022; Institute of
Electrical and Electronics Engineers Inc.: Piscataway, NJ, USA, 2022; pp. 232–237.

31. Giannopoulos, A.; Spantideas, S.; Capsalis, N.; Gkonis, P.; Karkazis, P.; Sarakis, L.; Trakadas, P.; Capsalis, C. WIP: Demand-Driven
Power Allocation in Wireless Networks with Deep q-Learning. In Proceedings of the 2021 IEEE 22nd International Symposium
on a World of Wireless, Mobile and Multimedia Networks (WoWMoM 2021), Belfast, UK, 14–17 June 2022; Institute of Electrical
and Electronics Engineers Inc.: Piscataway, NJ, USA, 2021; pp. 248–251.

32. Giannopoulos, A.; Spantideas, S.; Tsinos, C.; Trakadas, P. Power Control in 5G Heterogeneous Cells Considering User Demands
Using Deep Reinforcement Learning. In IFIP Advances in Information and Communication Technology; Springer Science and Business
Media Deutschland GmbH: Berlin/Heidelberg, Germany, 2021; Volume 628, pp. 95–105.

33. Bernstein, D. Containers and Cloud: From LXC to Docker to Kubernetes. IEEE Cloud Comput. 2014, 1, 81–84. [CrossRef]
34. Masip-Bruin, X.; Marín-Tordera, E.; Tashakor, G.; Jukan, A.; Ren, G.J. Foggy Clouds and Cloudy Fogs: A Real Need for

Coordinated Management of Fog-to-Cloud Computing Systems. IEEE Wirel. Commun. 2016, 23, 120–128. [CrossRef]
35. Lewis, G.; Echeverría, S.; Simanta, S.; Bradshaw, B.; Root, J. Tactical Cloudlets: Moving Cloud Computing to the Edge. In

Proceedings of the 2014 IEEE Military Communications Conference (MILCOM 2014), Baltimore, MD, USA, 6–8 October 2014; pp.
1440–1446. [CrossRef]

36. Tang, H.; Li, C.; Bai, J.; Tang, J.H.; Luo, Y. Dynamic Resource Allocation Strategy for Latency-Critical and Computation-Intensive
Applications in Cloud–Edge Environment. Comput. Commun. 2019, 134, 70–82. [CrossRef]

37. Maheshwari, S.; Raychaudhuri, D.; Seskar, I.; Bronzino, F. Scalability and Performance Evaluation of Edge Cloud Systems for
Latency Constrained Applications. In Proceedings of the 2018 IEEE/ACM Symposium on Edge Computing, SEC 2018, Seattle,
WA, USA, 25–27 October 2018; pp. 286–299. [CrossRef]

38. Ferrag, M.A.; Derhab, A.; Maglaras, L.; Mukherjee, M.; Janicke, H. Privacy-Preserving Schemes for Fog-Based IoT Applications:
Threat Models, Solutions, and Challenges. In Proceedings of the 7th IEEE International Conference on Smart Communications in
Network Technologies (SACONET’18), El Oued, Algeria, 27–31 October 2018; pp. 37–42. [CrossRef]

39. Hou, S.; Li, H.; Yang, C.; Wang, L. A New Privacy-Preserving Framework Based on Edge-Fog-Cloud Continuum for Load
Forecasting. In Proceedings of the 2020 IEEE Wireless Communications and Networking Conference (WCNC), Seoul, Republic of
Korea, 25–28 May 2020. [CrossRef]

40. Bugshan, N.; Khalil, I.; Moustafa, N.; Rahman, M.S. Privacy-Preserving Microservices in Industrial Internet of Things Driven
Smart Applications. IEEE Internet Things J. 2021. [CrossRef]

41. Peng, Z.; Xu, J.; Hu, H.; Chen, L.; Kong, H. BlockShare: A Blockchain Empowered System for Privacy-Preserving Verifiable Data
Sharing. Bull. IEEE Comput. Soc. Tech. Comm. Data Eng. 2022, 1, 14–24.

42. Wu, H.; Peng, Z.; Guo, S.; Yang, Y.; Xiao, B. VQL: Efficient and Verifiable Cloud Query Services for Blockchain Systems. IEEE
Trans. Parallel Distrib. Syst. 2022, 33, 1393–1406. [CrossRef]

43. Aslan, J.; Mayers, K.; Koomey, J.G.; France, C. Electricity Intensity of Internet Data Transmission: Untangling the Estimates. J. Ind.
Ecol. 2018, 22, 785–798. [CrossRef]

44. Li, J.; Peng, Z.; Xiao, B.; Hua, Y. Make Smartphones Last a Day: Pre-Processing Based Computer Vision Application Offloading.
In Proceedings of the 2015 12th Annual IEEE International Conference on Sensing, Communication, and Networking-Workshops
(SECON Workshops), Seattle, WA, USA, 22–25 June 2022; pp. 462–470. [CrossRef]

45. Li, J.; Peng, Z.; Gao, S.; Xiao, B.; Chan, H. Smartphone-Assisted Energy Efficient Data Communication for Wearable Devices.
Comput. Commun. 2017, 105, 33–43. [CrossRef]

46. Gao, S.; Peng, Z.; Xiao, B.; Xiao, Q.; Song, Y. SCoP: Smartphone Energy Saving by Merging Push Services in Fog Computing. In
Proceedings of the 2017 IEEE/ACM 25th International Symposium on Quality of Service (IWQoS), Vilanova i la Geltrú, Spain,
14–16 June 2017. [CrossRef]

47. Wang, T.; Liang, Y.; Zhang, Y.; Zheng, X.; Arif, M.; Wang, J.; Jin, Q. An Intelligent Dynamic Offloading from Cloud to Edge for
Smart IoT Systems with Big Data. IEEE Trans. Netw. Sci. Eng. 2020, 7, 2598–2607. [CrossRef]

48. Nezami, Z.; Zamanifar, K.; Djemame, K.; Pournaras, E. Decentralized Edge-to-Cloud Load Balancing: Service Placement for the
Internet of Things. IEEE Access 2021, 9, 64983–65000. [CrossRef]

http://doi.org/10.1109/TPWRS.2022.3173250
http://doi.org/10.3390/su10072494
http://doi.org/10.1109/ACCESS.2022.3166160
http://doi.org/10.1109/MCC.2014.51
http://doi.org/10.1109/MWC.2016.7721750
http://doi.org/10.1109/MILCOM.2014.238
http://doi.org/10.1016/j.comcom.2018.11.011
http://doi.org/10.1109/SEC.2018.00028
http://doi.org/10.1109/SACONET.2018.8585538
http://doi.org/10.1109/WCNC45663.2020.9120680
http://doi.org/10.1109/JIOT.2021.3098980
http://doi.org/10.1109/TPDS.2021.3113873
http://doi.org/10.1111/jiec.12630
http://doi.org/10.1109/SAHCN.2015.7338347
http://doi.org/10.1016/j.comcom.2016.08.011
http://doi.org/10.1109/IWQOS.2017.7969114
http://doi.org/10.1109/TNSE.2020.2988052
http://doi.org/10.1109/ACCESS.2021.3074962


Sensors 2022, 22, 9003 20 of 20

49. Deng, R.; Lu, R.; Lai, C.; Luan, T.H.; Liang, H. Optimal Workload Allocation in Fog-Cloud Computing Toward Balanced Delay
and Power Consumption. IEEE Internet Things J. 2016, 3, 1171–1181. [CrossRef]

50. Wiedemann, S.; Kirchhoffer, H.; Matlage, S.; Haase, P.; Marban, A.; Marinč, T.; Neumann, D.; Nguyen, T.; Schwarz, H.; Wiegand,
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