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Abstract: In federated learning (FL), model parameters of deep learning are communicated between
clients and the central server. To better train deep learning models, the spectrum resource and
transmission security need to be guaranteed. Toward this end, we propose a secrecy transmission
protocol based on energy harvesting and jammer selection for FL, in which the secondary transmitters
can harvest energy from the primary source. Specifically, a secondary transmitter ST; is first selected,
which can offer the best transmission performance for the secondary users to access the primary
frequency spectrum. Then, another secondary transmitter ST, which has the best channel for
eavesdropping, is also chosen as a friendly jammer to provide secrecy service. Furthermore, we use
outage probability (OP) and intercept probability (IP) as metrics to evaluate performance. Meanwhile,
we also derive closed-form expressions of OP and IP of primary users and OP of secondary users for
the proposed protocol, respectively. We also conduct a theoretical analysis of the optimal secondary
transmission selection (OSTS) protocol. Finally, the performance of the proposed protocol is validated
through numerical experiments. The results show that the secrecy performance of the proposed
protocol is better than the OSTS and OC]JS, respectively.
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doi.org/10.3390 /522155506 1. Introduction

Academic Editor: Wai Lok Woo In modern artificial intelligence, federated learning (FL) [1] is one of the most domi-
nant collaborative training paradigms. Compared to traditional and centralized training
methods, FL can mitigate the privacy leakage risk of data since the model parameters of
clients are only transmitted to a central server in the training process. Most of the modern
information and communication technologies [2] can satisfy the transmission of model
parameters in the fifth generation (5G) networks [3]. Nevertheless, spectrum resource is
essential for the transmission of model parameters in FL. Meanwhile, most of the spectrum
resources are assigned by the government. Therefore, the spectrum resource is scarce for
transmitting large amounts of information. For this reason, cognitive radio (CR) [4] is a
promising technique to raise spectrum efficiency [5]. By integrating the advantages of
Internet of Things (IoT) and CR, Cognitive Internet of Things (CloT) becomes a prevalent
network pattern. In CloT, secondary users (SUs) can transmit information opportunistically
without affecting legitimate users [6]. Moreover, resource utilization can be improved
This article is an open access article through intelligent cooperation [7]
distributed under the terms and However, active transmissions between clients and the central server in the framework
conditions of the Creative Commons ~ Of FL are vulnerable to eavesdropping by illegal users due to the essential nature of
Attribution (CC BY) license (https:// ~ broadcast communication and dynamic spectrum access in CloT. Thereby, how to ensure
creativecommons.org/licenses /by / the transmission security and resist malicious intrusion [8] is a crucial problem in FL.
40/). To mitigate this problem, the physical-layer security (PLS) technology is an important
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protection mechanism [9-12]. In this direction, Csiszar and Korner [13] improved the
security performance and broadcast private messages by leveraging the randomization
of stochastic encoding. Tang et al. [14] used a helping interferer to improve the security
of transmission. Specifically, the achieving secrecy rate can be also obtained even when
the conditions of the destination channel are worse than the wiretap channel. Meanwhile,
the perfect secrecy capacity of the multiple-input multiple-output (MIMO) channel was
analyzed in [15]. Furthermore, the security performance of a multi-antenna system was also
improved in [16,17]. In addition, some studies [18-20] have improved PLS by transmitting
artificial noise (AN) to hinder eavesdroppers. Moreover, the confidentiality of legitimate
users was also improved by selecting an appropriate friendly jammer to transmit AN [21].
The aforementioned efforts were made for the simple traditional system model; however,
how to guarantee the secrecy performance of primary users (PUs) with strict requirements
of Quality-of-Service (QoS) remains a key issue.

Meanwhile, the above-mentioned works focus on the secrecy performance of wireless
communication without considering energy efficiency, which is a key problem in CloT [22-25].
To enhance the energy efficiency, one of the most dominant methods is Energy Harvesting
(EH), which harvests energy from the surroundings and prolongs the service life of wireless
networks [26-28]. Furthermore, the performance of cognitive wireless networks with EH
has been studied in recent years. For example, the secondary outage probability (OP) of EH
cognitive radio systems was investigated in [29,30], where the opportunity relay selection
(ORS) was used to select the best relay collaborative information transmission. In addition,
some researchers are devoted to maximizing the throughput of EH cognitive radio networks,
in which SUs collect energy from PUs. Specifically, Zheng et al. [31] considered three typical
scenarios under the two cooperation modes of energy and joint mode to explore the factors
affecting throughput. Furthermore, Liu et al. [32] analyzed the factors affecting the final
decision threshold (k) and developed the optimal cooperative spectrum sensing (CSS) strategy
according to the appropriate k value to maximize the throughput.

At present, EH combined with PLS has also attracted widespread attention [33-35].
Reference [33] adopted the relay protocol based on time switching, and EH technology is
used to assist the relay and jammer to transmit secret and jamming signals. The security
outage probability of the system is studied through two relay and jammer selection schemes.
Reference [34] investigated the PLS of energy-harvesting cognitive radio networks and
compared the security-reliability tradeoff (SRT) performance of the channel-aware user
scheduling (CaUS) and energy-aware user scheduling (EaUS) methods. Reference [35]
further analyzed the SRT of an energy-harvesting cooperative cognitive radio system and
proposed two relay selection schemes to improve the security of cognitive users. Table 1
is a summary of some related works. The above works were committed to using EH to
enhance the power of SUs or relays so as to assist SUs in transmitting data. Nonetheless,
how to use energy harvesting to raise the confidentiality performance of PUs remains an
open problem in FL over ClIoT.

To improve the confidentiality performance of PUs, we integrate the advantages
of the PLS technology and EH method into CloT, which consists of multiple secondary
transmitters (STs). The system scenario is shown in Figure 1. Meanwhile, we propose an
ST transmission protocol by using cooperative transmission and friendly jamming. In the
proposed protocol, STs obtain energy from the primary source (PS) in the first stage of
the transmission slot and then transmit the signal in the second stage of the transmission
slot to improve energy efficiency and spectrum utilization. In other words, a secondary
transmitter (ST), which meets the interference threshold and can offer the best information
transmission for SUs, is first chosen to share the PUs’ spectrum. Another ST, which meets
the interference threshold and offers the optimal security performance for PUs, is then
chosen to transmit AN. To invigorate ST as the friendly jammer, the interference threshold
for SUs is relaxed by the PUs.
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Table 1. Summary of some related works.

Methods = Major Domain Metrics Technique Main Contributions
. algebraic Riccati The perfect secrecy capacity of multi
[15] PLS perfect secrecy capacity equation antenna MIMO channel is calculated.
[21] PLS secrecy o.u'tage friendly jammer, AN Legitimate users achieved better secrecy
probability performance.
According to the appropriate K value, an
[32] PLS, CR throughput CSS optimal CSS strategy is developed to
maximize throughput.
secrecy outage . It deduced the exact and asymptotic
(331 PLS, EH, CR probability (SOP) relay, jammer expressions of SOP.
The results revealed that there is a
[34] PLS, EH, CR OP, IP SRT constraint relationship between reliabilit
P y
and safety.
It proposed two user-scheduling methods
[35] PLS, EH, CR OP, IP SRT to improve the performance of secondary
users.
dual secondary It improved the security performance of
Ours PLS, EH, CR OP, IP transmitter selection, primary users and the transmission

AN

performance of secondary users.

/ Transmission information
_v Eavesdropping signal

77 Avrtificial noise
A" Energy harvest

Figure 1. System scenario.

The mainly contributions of this paper are summarized as follows:

*  We propose a secrecy transmission protocol based on Energy Harvesting (EH) and
jammer selection to improve the PLS of PUs for FL, where the AN is transmitted
by a cooperative jammer to obstruct eavesdroppers. Moreover, the influence of the
basic power of the secondary transmitter on EH and the primary users is consid-
ered. In addition, the secondary outage performance is enhanced due to cooperation

compensation and multi-user diversity gain.

¢ Adual secondary transmitter selection scheme is proposed to determine the secondary
signal transmitter and friendly jammer. The ST that can offer the smallest OP is
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selected to transmit model parameters. Thus, the secondary transmission performance
is enhanced by the ST selection. Another ST that can provide the smallest intercept
probability (IP) is selected to transmit AN. Therefore, the primary security performance
is enhanced by the friendly jammer selection.

¢ To compare the proposed protocol with optimal secondary transmission selection
(OSTS) protocol, we derived the closed-form expressions of OP and IP of PUs and OP
of SUs over Rayleigh fading channel for the above two protocols, respectively.

*  The simulation results show that our protocol achieves better security performance
than the OSTS and Optimal Cooperative Jammer Selection (OCJS) methods. More-
over, the secondary outage probabilities of the proposed scheme are lower than the
OSTS and OCJS in high primary SNR, respectively. Furthermore, we improve the
confidentiality of PUs and explore the influence of different parameters on the security
performance.

The remainder of the paper is summarized as follows. An Energy-Harvesting Cogni-
tive underlay system model and OSTS model is presented in Section 2. Section 3 presents
OP and IP analysis for the cooperation transmission protocol. The OP and IP are analyzed
for the OSTS model in Section 4. The numerical results of the performance comparison
between the two methods are shown in Section 5. Finally, Section 6 contains the summary.

Notations: |hp|?, [hpe|?, |hps, 1% hs,el?, [hse|?, [hps, %, |hs,p|?, |hs,|?, and |hpp|* mean
the channel coefficients from PS—PD, PS—E, PS—ST,,, ST,—E, ST;—E, PS—ST;, ST;—PD,
ST;—SB, and PS—SB, respectively. All channels in this paper are considered to experience
quasi-static Rayleigh fading, and the channel gain coefficient |i,|? is regarded as an in-
dependently exponentially distributed random variable with a mean of ¢2. Namely, the
Probability Density Function (PDF) of |h,|? is expressed as follows:

X
oy

fin, 2 (x) = %GXP( )s ¢))
v

where v € {PE, PS,,, S,E, S;E, PS;,S,D,S;, PB}. Rp and Rg mean the minimum data rates of

PUs and SUs, respectively. Pp and Ps; represent the transmit powers of PS and ST;, respec-

tively. We assume that the received noises of all receivers are zero-mean Additive White

Gaussian Noises (AWGNSs) with a variance of Ny. Pr{X} and E[X] mean the probability

and expected value of an event X.

2. System Model Descriptions
2.1. The Energy-Harvesting Cognitive Underlay System Model

We consider an Energy-Harvesting Cognitive underlay system model, which is com-
prised of a primary pair (PS-PD), an eavesdropper (E), a secondary base station (5B) and
K secondary transmitters (ST;, where i € O = {1,2,...,K}). The model is shown in
Figure 2. In this model, secondary users can simultaneously access the licensed band with
the primary system as along as the QoS of primary user is able to guarantee. Because of the
battery-limited nature of ST;, the EH technology is utilized to extend the network lifetime.
The eavesdropper is very interested in the primary information. Thus, it tries to overhear
and tap the active transmissions of the PS all the time. Moreover, the model can be applied
to device-to-device (D2D) communication scenarios, and D2D users equipped with energy
harvesters can play as the friendly jammers.

In the proposed protocol, one secondary transmitter denoted by ST;, which can provide
the best secondary outage performance, is selected to deliver secondary signals. Another
secondary transmitter denoted by ST,, which can provided the best primary intercept
performance, is selected to transmit AN, where i,n € O and i # n. The AN is produced
by pseudo-random sequences known to PD and SB but unknown to E. Thus, AN makes
no difference to PD and SB but causes serious influence to E. The signal transmission
power at ST; is determined by the combination of the harvesting energy, initial energy, and
interference threshold. For the selfishness of ST, however, the signal transmission power at
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ST, is just determined by the harvesting energy. The detailed transmission mechanism and
secondary transmitter selection scheme are introduced in the next subsection.

T |
uT (14T
L — L\\l ST,
N
N
I \ ; Eﬁ, ST,
,‘J B N SB
-y .
E ST

Energy harvest  Expectation signal Eavesdropping signal Interference signal ~ Artificial noise

Figure 2. An energy-harvesting cognitive underlay system model. ( uT: the segment slot for energy
harvest and only primary signal transmission. (1 — p)T: the segment slot for primary and secondary
signals transmission. )

2.2. Information Transmission

In this paper, the message transmission mechanism of the primary system is the same
as that in traditional underlay cognitive networks, i.e., the primary data are continuously
transmitted over the entire time slot. Moreover, the time slot receiver protocol for EH and
information transmission at ST; is employed, which is also used in [36]. Specifically, the
total communication time slot consists of two segments: ST; collects energy from PS in the
front segment denoted as #T and transmits secondary information or artificial noise in the
back segment denoted as (1 — )T, where 0 < u < 1 represents the slot split ratio and T
represents the total length of each time slot. According to [37], the gathering energy at ST;
in the front segment slot can be presented as follows:

2

/ ()

Est, = nuTPp|hps,

where 0 < 7 < 1 means the energy transfer efficiency. Meanwhile, a collection of working
secondary transmitters that meet the interference threshold is expressed as Q [38]. When
Q = @, only PS transmits the signals; the secondary transmission is interrupted. Thus, the
received signals at PD and E are expressed as in (3) and (4), respectively. The instantaneous
capacities of the PS—PD link and the PS—E link are expressed as in (5) and (6), respectively.

rp1(t) = /Pphpxp(t) + np(t), 3)

r1(t) = \/Pphppxp(t) + ng(t), 4)
B Pp|hp|*

CPl = ]/lTIng 1+ 7N0 ’ (5)
2

Cp1 = pTlog, (1 + PP;\?;’”) ®)

It assumes that the initial energy owned by ST; can be expressed as Eg = PyT, where
Py is the basic transmission power. On the one hand, the transmitted power at ST; in the
(1 — u)T segment slot depends on the combination of the harvesting energy and initial
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energy. On the other hand, the interference to PD caused by ST; must be lower than the
maximum tolerable interference level that is denoted by I in the underlay cognitive model.
Thus, the transmitted power at ST; in the (1 — ) T segment slot can be expressed as

Pe — min| L 11Pp|hips, |* + Py )

When Q # @, PS transmits the primary signals. Meanwhile, in the back segment slot,
secondary signals are transmitted by ST; to SB and an artificial noise is delivered by ST;,.
Therefore, the received signals at PD, SB, and E are expressed as

sz(t) = \/FPhPXP(f) + PS,-hSl-DxS(t) + le(t), (8)
rs,(t) = \/ P;lis,xs(t) + /Pohepxp(t) + ns, (1), )
rE2(t) = /Pphppxp(t) + \/Ps, hs,xn(t) + |/ Pe hspxs(t) + ng(t), (10)

where Pg is the transmitted power at ST),. Because the energy at ST, is limited and the AN
makes no difference to PD, Ps, can be set to uPp|hps, |/ (1 — p). xu(t), xp(t), and xs(t)
indicate the AN, the PUs” message symbol, and the SUs” message symbol, respectively.
Moreover, np(t), ns(t), and ng(t) indicate noises at PD, SB, and E, respectively. Moreover,
E[|x(t)]*] = 1, where & € {P,S,n}. According to the above conditions, the instantaneous
capacities of the PS—PD link, the ST;—SB link, and the PS—E link transmission can be
obtained by (11)—(13), respectively.

Cpy = (1 — ) Tlog <1+ Pelfp ) (11)
pp=(1- — |,
? P, |hs,p %+ N
2
Ps|hg,|
Cg, = (1 — y)Tlog (1 + —, (12)
’ 2 Pp|hpg|* + No
Pp|hpg|*
Ps, |hs,£|* + Ps|s;E !2 + No

During the back segment slot, the optimal secondary signal transmitter ST;+ and
the optimal friendly jammer ST« are selected due to the multi-user scheduling scheme.
For optimal secondary reliable transmission performance, the optimal secondary signal
transmitter ST;+ can be selected via the ST;—SB link, i.e.,

" 2
i :arggpgg(|h5i| ) (14)

Because the dual secondary transmitter selection is used, the optimal secondary signal
transmitter cannot be played as the optimal friendly jammer, then i,n € O and i # n. For
optimal primary security performance, the optimal friendly jammer ST, can be selected
via the ST,,—E link, i.e.,

t = hs,el”). 15
n argn*em’ziif;#i*o S,E| ) (15)
2.3. The Optimal Secondary Transmission Selection Model

For comparison, we take the OSTS cognitive underlay model in [38] as the benchmark
and further consider the battery-limited condition. The OSTS model consists of a primary
pair (PS-PD), an eavesdropper (E), a secondary base station (SB) and K secondary trans-
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mitters (ST;, i = 1, ...,K). The protocol also utilizes the friendly jamming technology to
transmit AN and secondary signals by selecting an ST. There, the interference threshold
for SUs is relaxed. Specifically, to linearly combine the AN with the secondary signal, the
transmission power of ST; is divided into ¢ and 1 — ¢, where 0 < ¢ < 1 means the power
distribution factor. Then, the combined signal can be expressed as \/T—Cx, (t) + /Cxs(t).
Furthermore, the energy-harvesting technology is not considered in the model, while
security-reliability trade-off can be employed according to [34]. Since the interference
caused by ST; must be lower than a threshold settled by the primary system in cognitive
underlay models, the transmitted power at ST; is limited to Py for the battery-limited
condition; then, the transmitted power at ST; can be expressed as

POSTS — min<1/|h5iD|2, po). (16)

When only PS transmits the signals, the STs do not work (namely, Q9575 = @). The
signals at PD and E are like (3) and (4), respectively. The instantaneous capacities of
the PS—PD link and the PS—E link transmission can be expressed as in (17) and (18),
respectively.

Pp|hp|?
C191STS :10g2 <1+ P| P| )/ (17)
No
0STS Pp|hipg|*
0

When QO5TS £ @, the secondary signal and primary signal coexist in the licensed
spectrum in the OSTS model. The received signals at PD, SB, and E are expressed as (19)—21),
respectively.

rBs T8 (t) = V/Pohpxp(t) + /€L TS hs pxs(t) + np(t), (19)
rgsm(t) = \/@hsﬁ(s(t) + /Pohppxp(t) + ng (1), (20)

P57 (£) = v/Pohpexp(t) + [\/(1=8) POT5x, (1) + \ [EPQTSxs(1) | s e + mg (1) (21)

Thus, the instantaneous capacities of the PS—PD link, the ST;—SB link, and the PS—E
link transmission can be written as (22)—(24), respectively.

COSTS — log, |1+ Pp|hp|* 22)
py = log, ,
CPYS TS |hs,p|” + N
CPOSTS|hS.|2
COSTS = logy |1+ 21— 2|, (23)
Pp|hpp|” + No
COSTS = log, 1+ P (24)
g = log, ) :
Pé?STS |hSiE ‘ + No

As is well known, multi-user diversity technology can effectively improve the perfor-
mance of communication systems. Similar to [36], a security-reliability trade-off can be
used to enhance the security performance of the OSTS model. Furthermore, the selection
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criteria for ST;=, which may share PUs’ spectrum for transmitting secondary signals, can be
shown as

ST;, = argmin Pr COSTS < Rgp =ar rnax hSE (25)
gz*GO o

3. The OP and IP Analysis for the Cooperation Transmission and
Energy-Harvesting Protocol

As described in [39,40], OP and IP are two vital parameters to judge the reliability and
secrecy of information transmission in communication. Therefore, we analyze these two
parameters in detail.

3.1. The Primary OP Analysis

As described in [38], when Q # @, we denote Q = Q. In that case, both PS and ST;
transmit signals, where ST; € Q; and I=1,2,..., 2K _ 1. The amount of elements in the col-
lection Qs L. Ql:{STi|CP2 > Rp,i € {1, R ,K}} and @:{STi‘CPZ < Rp,i € {1, . ,K}}
QU Q;={STy,STy,...,STk}. ¥p is defined as the transmission outage event of a primary
system. We know that the event ¥p is considered to happen when Cp, < Rp. The OP of
PUs can be given by

2K_1

Pyt = Pr{Q = @} Pr{¥p|Q = @} + ) Pr{Q = Q;} Pr{¥p|Q = Q}. (26)
=1

After that, Pr{Q = @} can be shown as

PI‘{Q @} HPr{CPZ < Rp}

Pp|hp|?
u)Tlog, 1+L1;| < Rp (27)
P5i|hSiD’ + No

_ {Pih < 25 _1},
i=1 P5|h5[)| + Np

where Cp; is given by (11). According to the results given by (A1)—(A3) in Appendix A, the
final expression of Pr{Q = @} is

[l
=~ M:lx

K
Pr{Q = @} = [ [Pr{Chl x Ch2} (28)
i=1

Moreover, Pr{¥p|Q = @} and Pr{Q = Q;} can be calculated by (29) and (30), respec-
tively.

2
Pr{¥p|Q =0} = Pr{yTlog2 (1 + PPZ|VhP|> < Rp}
0

2
No 2%/ 47) 1] @)
=1-—-exp < 5 >/
PP(TP
Pr{Q=Q;} = [ [ Pr{Cp2 < Rp} [ | Pr{Cpz > Rp}
icQ; JEQ (30)
= J] (Ch1 x Ch2) [ (1 —Chl x Ch2).

icQ; JEQ

According to the definition of the collection Q;, we can know that Pr{¥p|Q = Q;} = 0.
Thus, the OP of PUs is derived by substituting (28)-(30) and substituting Pr{¥p|Q = Q;}=0
into (26). Here, Ch 1 and Ch 2 are calculated by (A2) and (A3), respectively.
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3.2. The Secondary OP Analysis Based on Optimal Selection Strategy

As described in [38], ¥ is defined as the transmission outage event of a secondary
system. The event ¥ is indicated to happen when Cs; < Rp. In addition, the event Y5 will
happen when all STs do not work, i.e.,, Q = @ or the QoS of secondary users is not satisfied
(Q # ©). In the proposed protocol based on an optimal selection strategy, an optimal ST;
is selected to transmit the secondary information, which can provide the best secondary
transmission performance. The secondary outage probability of the proposed protocol
based on optimal selection strategy can be written as

2K_1

S =Pr{Q =0} Pr{¥s|Q =0} + ¥ Pr{Q=Q;}Pr{¥s|Q=0Q;}.  (31)
1=1

Furthermore, Pr{¥s|Q = Q;} can be calculated as

Pr{¥s|Q = Q;}
2
P, max(‘hsi‘ )
=Pr{ (1—p)Tlogy | 1 + —————" | <Rs
Pp|hpp|” + No (32)
L Ps |hs | Rg
:I‘[P]c{sf| 251| < 20WT —1}.
i=1 | PplhpB|” + No

According to the results given by (A4)—-(A6) in Appendix A, the final expression of
Pr{¥s|Q = Q} is

K
Pr{¥s|Q = Q;} = [ [ Pr{1 — Ch3 x Ch4} (33)
i=1
We know that Pr{¥s|Q = @} = 1. The OP of SUs in our protocol based on the optimal
selection strategy for ST;» can be obtained by substituting (28)—~(33), and Pr{¥s|Q = @} =1
into (31). Here, Ch 1-Ch 4 are calculated by (A2)-(A6), respectively.

3.3. The Primary IP Analysis Based on Optimal Selection Strategy

According to [38], ¥int denotes the transmission intercept event of PUs. Furthermore,
Yint is implied to occur when Rp < Cgp. When Q # @, the event ¥iy; may happen. Since
i,n € O and i # n, the number of secondary transmitters selected at this condition is
K—1. Let M = K — 1, where Q; U Q;={ST1,ST>,...,STux}. Hence, the primary inter-
cept probability of the proposed protocol based on the optimal selection strategy can be
written as

2M_q
P = Pr{Q = @} Pr{¥ine]Q = @} + Y Pr{Q = Q;} Pr{¥ine|Q = Qi}. (34)

I=1

Next, Pr{¥int|Q = @} can be shown as
Pp|hpg |
Pr{‘I"int|Q = @} = PI‘{CEl > Rp} = Pr ]/lTIng 1+ N > Rp
0

2 R Np |2Re/(T) _ 1
=Pr Pp|hPEf| 2217%)"—1 = exp (— [ 5 })
N() PPUPE

(35)

As described in (15), ST;+, which has the best channel state conditions to E, is selected
to transmit artificial noises to interfere with eavesdropping. Thus, Pr{¥in|Q = Q;} can be
derived as
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Pr{¥int|Q = Q}
P 2 Rp
Ps,, |hs,.e|” + Ps;|hsE|” + No
L 2
Pp|hpg|
= HPr{ 5 5 > Ap
i1 Ps,hs,5|” + Ps,[hse|” + No
2
_ ﬁpr PSn‘hSnE|2+PS[|hS,-E + Np < i
n=1 Pp|hpg|* ~ Ap
L 2 2 2
I Pplhps.|” + P, Pplh h
=TI (1-Pr{min e bhes, |+ Po g g2+ TPelles, s e 7
n=1 hS,-D 1_‘7“[ 1_]1
S Pp|hp|* (36)
Ap
L Ilhss|* Po|hps, [2|hs 5|2 Polhpg|?
n=1 ‘hS,-D’ 1_11’[ Ap

Ch5

Pplhps,|* + Po) |hs,e|* + 7Pyl hps, | lhs, & | 2
xPr{ (’714 p|fips, | 0)\ 151E|y nuPp|hps,|”|hs,E| LN > pP|ZPE| .
- P

Ché

To sum up, the IP of PUs based on the optimal selection strategy for ST+ can be
obtained by substituting (28), (30), (35), and (36) into (34), where Ch 1, Ch 2, Ch 5, and Ch 6
are calculated by (A2), (A3), (A7), and (A8), respectively.

4. The OP and IP Analysis for the Battery-Limited OSTS Protocol

In the battery-limited OSTS protocol, the security—reliability trade-off is presented to
enhance the primary security performance. Specifically, ST;«, which has the best channel state
conditions to SB, is selected for transmitting secondary data. Similar to the probability analysis
of the proposed protocol, the OP of PUs and SUs, the IP of PUs are calculated by (37)-(39),
respectively.

POSTS Pr{QOSTS _ @} Pr{TP|QOSTS _ ®}

+ T P05 — @} pe{r10%T — ) 7
I=1 '

SOSTS Pr{QOSTS _ @} Pr{TS|QOSTs _ @}

K_ (38)
+zl§l Pr{QOSTS _ Ql} Pr{\FS|QOSTS _ Ql}, %8
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pOSTS _ Pr{QOSTS _ @} Pr{‘fintlQOSTS _ @}

int
N ZIK_Z—; Pr{QOSTS _ Ql} Pr{TintlQOSTS _ Ql}/ (39)

where Pr{¥s|Q9°T® = @}=1, Pr{¥p|QTS = Q;} = 0, and the rest of the probabilities in
(37)—~(39) are expressed by (40)—(46), respectively.

2
Pr{‘I’p|QOSTS = @} = Pr{log2 (1 + PPJST) < Rp} =1—exp <—II\J]§£P>, (40)

2
r

Pe{QOS = 0} = [ TPr{CE™ < Ry )

Prilog, [ 1+ Polfp|* <R
820 ° T EpOSTS g T+ No g (A1)

K 2
:HPT PP|hP‘ <2RP_1 ,
i=1 ¢

PSOiSTS |hSiD|2 + Ny

fon Sl

Il
-

where pp = 28 — 1 and CI%STS are given by (22). According to the results given by
(A9)-(A11) in Appendix A, the final expression of Pr{ Q%15 = @} is

K
Pr{QOSTS = @} — [ ] Pr{Ch7 x Ch8} (42)
i=1

According to (41) and (42), we have

Pr{QT = Q} = lgpr{q%m < Rp}j];g[[ Pr{CP™ > Rp}

(43)
= ][] (Ch7 x Ch8) ] (1 — Ch7 x Ch8).
icQ JEQ
In addition, Pr{ Y5 |QOSTS = Q;} can be written as follows:
Pr{‘I’S|QOSTS = Ql} = argggigPr{CéDSTs < RS}
OSTS 2
=Pr i Eg&;(’h&ﬂ ) < 2Rs _1
Pp|hp]3| + Ny
L POSTS | je |
— Hpr M < 2Rs _1
i1 | PeleB|” + No (44)
L
= H {1 — Pr{min(1/|hsiD Z,PO) . §|hsi|2 > PS(PP|hPB|2 + N()) }}

Il
—_

Pp|hpg|* + No Pphpg|* + No

Cho Ch10

L ¢llhs,|? /|hspo|? Pylhs |2
i=1
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where pg = 28 — 1. Considering Y; = |hs, |2 / |hs,vD|2 and using the PDF of Y1, which is
calculated in Appendix B, Ch9 and Ch10 can be derived as (A12) and (A13), respectively.
Furthermore, Pr{¥in:|Q“°T® = @} can be derived as

No(2Rr —1 —Jhgp.
Pr{Tint‘QOSTS — @} = PT{X6 > O(PP)} —¢ PPLT]%E' (45)

Following (25), the Pr{¥in:|Q9°TS = Q;} can be written as (46), whileCh11 and Ch12
can be derived as (A14) and (A15), respectively.

Pr{¥in| Q"% = Qi } = Pr{CE"® > Rp}

P 2
=Pr || >2Re _q

POSTS | hg g | + No
=1- 1—"'1‘{1313“/11)E|2 < pp (Pé?STS|hSiE|2 + No)}

= 1= Pr{ Po[hpg|* < pp (min (1 /|hs,p|*, o) - [hse* + No) }

(46)

—1_ Pr{Pp|hPE|2 < pp (I‘hSiE|2/|hSiD|2 + NO)}

Ch11

X Pr{PP\hI)El2 < pp (1’0|hs,4}3|2 + No)} :

Ch12

5. Numerical Results

This section gives the simulation results of the comparison between the proposed
protocol and the battery-limited OSTS and OC]JS protocols [38]. We not only evaluate the
confidentiality performance but also pay attention to the transmission performance. To
repay the friendly jammer, PUs relax the interference threshold, which leads to reducing
the Rp. Therefore, we set the rate of the PUs of the battery-limited OSTS, OC]JS and the
proposed model to Rp = 0.5Bit/s/Hz. We assume that Rg = 0.5Bit/s/Hz, K =3, =0.7,
u=05T=1s,¢=051= Pp(r, =10log(I/Np)), r3 = 101log(Py/Ny) = 5dB and the
channel coefficients 0‘%, (T‘SZD, (T%B, 0’17;E, 0’1%51_ and (717;5” are normalized to 1, (TénE =3, (Tg']_E =15
and U’ézi = 4 in our experiments.

Figure 3 displays the OPs of PUs or SUs versus r1 (r; = 10log(Pp/Np)) of the OSTS
and OCJS models as well as the proposed model with different values of K. In order
to analyze the gain caused by the increase of K value, we can set that K = 3,4, and all
transmission performances are ameliorated with the increase of K as a result of the multi-
user diversity gain. The primary transmission performance improved with the increase of
r1 in the three models. This is because primary users can obtain more primary information
in the high SNR. However, the OSTS and OCJS schemes can offer a lower outage probability
than the proposed scheme. This is because the proposed scheme uses the EH technology of
time allocation, which causes the instantaneous capacity of the PS — PD link to become
smaller and does not meet the minimum transmission rate of the primary system, resulting
in transmission interruption. In addition, with the increase of SNR, the OPs of SUs of three
models first decline and then raise. The declining trend is due to the increase of interference
threshold (r, = 10log(I/Np)) as the SNR of the primary network (r; = 10log(Pp/Np))
increases, so that the power of the secondary transmitter increases and more information
can be transmitted. In addition, the raising trend is because the interference at secondary
users also increases when r; is too large. Furthermore, due to the EH technology, the power
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of STs becomes larger, and the proposed scheme can achieve better secondary transmission
performance under the condition of high SNR.

1 T T

o
w
L

2 secondary OP of proposed scheme K=3

.-g 0.9 —o—secondary OP of OSTS scheme K=3 .
g secondary OP of proposed scheme K=4

3 0.8 £—secondary OP of OSTS scheme K=4 i
2 ’ primary OP of proposed scheme K=3 L
o —&— primary OP of proposed scheme K=4

2 0.7 —#— primary OP of OSTS and OCJS scheme K=3 1
g =— primary OP of OSTS and OCJS scheme K=4 |

‘= 0.6 —&—secondary OP of OCJS scheme K=3

3* & »—secondary OP of OCJS scheme K=4

° o5 X A
> :

h= % -

E 0.4 XX i}
I~}

Q

=}

-

e

&

<

S

=}

=}

)

=

=

The average transmit SNR of primary r; (dB)

Figure 3. The OPs of PUs or SUs versus the average transmit SNR of primary (r1) in the three
protocols with different the number of STs (K).

Figure 4 displays the IPs of PUs versus r; in the three models with different values of
K. The number of STs is 3 or 4. According to Figure 4, the PUs’ confidentiality performance
is ameliorated in three models with the increase of the number of STs. The confidentiality
performance of the proposed model is better than that of the battery-limited OSTS and
OCJS models. In addition, the IPs of PUs decline with the raise of 71 in the proposed model.
This is because the ST; can transmit AN to prevent eavesdropping and the ST, has the best
channel to E; then, ST, can also increase interference with the eavesdropper. The short
increasing trend is due to the lower power and poor performance of STs in the small value
range of r1, and the interference to E is decreased. However, in the battery-limited OSTS
and OCJS models, the confidentiality performance of the PUs increases as the r; increases.
This is because the eavesdropper can obtain more primary information by a higher value of
r1 and ST; has only a small part of power to transmit AN. This is the cause of the security
performance deteriorating sharply. These phenomena are also shown in Figures 5-7.

0.8

primary IP of proposed scheme K=3
—©— primary IP of OSTS scheme K=3
A primary IP of OCJS scheme K=3
4 —— primary IP of proposed scheme K=4
—A— primary IP of OSTS scheme K=4
0.4 primary IP of OCJS scheme K=4

0 . .
0 5 10 15
The average transmit SNR of primary r; (dB)

0.6

The intercept probability of primary

Figure 4. The IPs of the PUs versus the average transmit SNR of primary (r1) in the three protocols
with different numbers of STs (K).
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Figure 5 illustrates the IPs of PUs versus r; in the three models with different (TéE.
Since the interference channel gain of (752 ¢ is greater than the channel gain of v3; and smaller

than the channel gain of O’S - therefore, the channel coefficient (TS pisequaltol,150r2. As
described in Figure 5, the proposed model is able to offer better conﬁdentlahty performance
in the same channel coefficient compared to [38]. Moreover, the confidentiality performance
is ameliorated obviously in two models as the value of UéiE becomes larger. This is because

the ST; —E link has better channel condition in a larger (TéE value. In other words, the

ST; transmits more interference to the eavesdropper as the value of 03  increases. In the
proposed model, both ST;, and ST; interfere with the E. Nevertheless, the interference to E
from ST; is worse than that from ST,,. Hence, the PUs’ secrecy performance is improved
slightly. Moreover, the battery-limited OSTS and OCJS models interfere with E only from
ST;. However, the OCJS method selects the secondary transmitter that can provide the
optimal intercept probability to E, so the security performance of OCJS is better than that
of OSTS.

1

o
©

o
o

°
3

—x—primary IP of OCJS scheme o3 ;
—— primary IP of proposed scheme o3 ;,
A— primary IP of OSTS scheme o
primary IP of OCJS scheme o

9

e
o
TN

E
primary IP of OSTS scheme o2 ;, = 2
primary IP of OCJS scheme o3 ; = 2

o
~
T

The intercept probability of primary
o
(=2}

o
w

5 10 15
The average transmit SNR of primary r; (dB)

o ¢
)
[ R

Figure 5. The IPs of the PUs versus the average transmit SNR of primary (r1) in the three protocols
with different channel coefficient (crgiE)) values.
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—o— primary IP of OSTS scheme 7 = 0.6
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—— primary IP of proposed scheme n = 0.7

—A— primary IP of OSTS scheme n =0.7 |]
primary IP of OCJS scheme n = 0.7

' primary IP of proposed scheme 1 = 0.8
primary IP of OSTS scheme 1 = 0.8
primary IP of OCJS scheme 7 = 0.8

o

o
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Th intercept probability of primary
o
[}

o
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Figure 6. The IPs of the PUs versus the average transmit SNR of primary (r1) in the three protocols
with different energy transfer efficiency (1) values.
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Figure 7. The IPs of the PUs versus the average transmit SNR of primary (r1) in the three protocols
with different channel coefficient (UI%E) values.

Figure 6 illustrates the IPs of PUs versus r; in the three models with different #. The
energy transfer efficiency 7 is equal to 0.6, 0.7 or 0.8, where the specific values set is referred
to [30,41]. The confidentiality performance is ameliorated in the proposed model as 7 is
raised. This is because the larger value of # means more energy can be used for the artificial
noise transmission. Namely, STs transmit more interference to the eavesdropper as the
value of 7 increases. Nonetheless, the primary security performance remains unchanged
in the battery-limited OSTS and OCJS models. This is because energy harvesting is not
considered in the OSTS and OCJS models. Then, the change of energy transfer efficiency #
has no effect on the intercept probability.

Figure 7 illustrates the IPs of PUs versus r in the three models with different values
of 03;. The channel coefficient o3, equals to 1.2, 1 or 0.8. According to Figure 7, the
confidentiality performance deteriorated with the increase of channel coefficient o3 in
the same model. This is because the PS—E link has better channel conditions in a lager
o2y value. In other words, the eavesdropper can obtain more primary information via a
larger o value. Furthermore, the proposed model also can provide the better primary
confidentiality performance compared to [38].

6. Conclusions

The paper investigated the PLS of the underlying model of cognitive Internet of Things.
We proposed an ST cooperative jammer selection transmission and energy-harvesting
protocol to safeguard PUs and prevent eavesdropping. We also conducted a detailed
theoretical study on the performance for the proposed protocol and the battery-limited
OSTS protocol. The closed-form expressions of OP and IP of the above two models in
Rayleigh fading channels were derived. Moreover, we also considered the OCJS model for
further comparison in the experimental part. The final numerical results illustrate that the
proposed protocol has better secrecy performance than the battery-limited OSTS and OCJS
models due to ST selection transmission and energy harvesting. In addition, the proposed
scheme achieves better secondary transmission performance under the condition of high
primary SNR. In addition, multi-user diversity technology can be also used to improve
system performance. Furthermore, we also analyzed other parameters that influence the
system performance to provide a better understanding of the secrecy of the cognitive IoT
with EH.
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Appendix A

Rp
From (27), by using (7) and letting Ap = 2(0-1T —1,(27) is rewritten as

X K Ps |hen|* + N,
PI‘{Q = ®} = HPr{CPZ < Rp} = HPr{Sl|SID|+O > 1}
i=1 i=1

Pp|hp|? Ap
K I UVPP|hPs.|2+P0 2 Pp|ip|*
= Pr< min , ! hg, + Np >
[ pe{in (- P o v P
K I 2 Pp|hp|2}
= Prq —— - hS,-D + Ny > ———
1‘11 {’hSiD‘z | | Ap
Cht
Pplhps |* + P 2
x Pr{W P|1P—51;|4 70 hg o2 + N > PPAP‘:| } , (A1)
ch2

2 |hp|?, and |hs,p |2 are independently and exponentially distributed ran-
2

7

2, and their PDFs are given by (1). Thus, Ch1 can be derived as

Here,

hps,
dom variables with parameters 1/0ps %, 1/0p?, and 1/05.p?, respectively. Let X = |hpg,
Xy = |hp|*, and X3 = |hsp

Chl = PI‘{I + Ny > Psz/AP} =1- PI‘{I+ Ny < Psz/Ap}

o 1 -3 _apleapNy A
:1—/ e Pdxry=1—e¢ PP . (A2)

Apl+ApNy 2
pI+ApNy
Pp UP

Meanwhile, Ch2 can be derived as
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PpXi X Py X PpX
Chzzpr{’”‘ PAAS 0% | Ny > 2}
1-— |2 AP
PpX1X Py X PpX
e IR, R )
1—u Ap
X3 X X
© 1 Tz © 1 "2 o0 1 -3
:1—/ —¢ SiPdx / — ¢ S dx/ —e Pdx
Jo oi, > Jo OB, ! —(”F‘PP’E?;?J,?S“)APJr% o3 2
_ '3 - (quPxleJrPO:g)AP APNO>
© 1 o2 ® 1 o3 *(,—Jri
-1 _/ ——e SiDdX3/ ——e S dxy X e (1-p)Pp Pp
0 05p 0 Opg.
NoAp (1—;1)PP01%+APPOJ§iD 5 5
PN €l ()T R R ST N S (1= p)Ppop + ApPoog (A3)
UyaélDUIz)SIAP T]l’laéDU]%SIAPPP ’

where Ei(x) = [*_ Lle'du = +In(—x) + L3, =, x <0, 7 is the Euler’s constant.

From (30), by using (7) and letting Ag = 20-»T —1and a; =

rewritten as

2
Rs ’hsl_

Pp|hpp|*+No

, (32) can be

Pr{¥s|Q = Q;}

L

I
—

I
.::]h

I
—

Here, |hpg|* and |hs,;
variables with parameters 1/0pg? and 1/05.2, respectively. Let X4 =
2 ; their PDFs are given by (1). Let Y1 = X5/ X3; the PDF of variable Y] is derived in

|h5i

r 2

Polhps |> + P
1— Prd min[ —? 2/’7# plles|” + Po 4 > Ag
L |hs,p 1—p

he |* -1/ hspl?
I, | 4! 5D -
Pp|hpg|~ + No

1—Pr

s
(A4)

Ch3

|hs, |2<’7VPP|hPSi |2 + Po)/(l — 1)

> AS
Pp|hpg|* + No

T

Ch4

‘2 are independently and exponentially distributed random
|hpg|* and X5 =

Appendix B from (A16). By using fy, (y1), Ch3 can be derived as

Ch3=1- PI’{I - Wi < AgPpXy + AsNo}

X4

*° 0 1 -2
=1- ) fa)dy [, s, oe ™ du
0 ~ash UPB
Ny 2 2 I
05.95.p

(e}
= 1—EPP[7%B /
"

T aeros2 N1
S, ¢ T dn (A5)
‘Tsi+‘75iDy1)

2
log,

2 N s ) 2

—1_ USi e PPVIZ,B I eASPP‘ﬁ%B”éiD Fi ( 10’51‘ > USiD
2 2 2 2 2
75D AsPpopy AsppUPBUSiD ag,
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In addition, Ch4 can be derived as

PpXs5X Py X
Chd=1- Pr{ THTP f_l; 025 < (AsPpXy + ASNO)}
x5 x N
© 1 T2 © 1 T2 o0 1 -
=1 —/ —e Si dx5/ ——e S dx1/ ——¢ “PBdxy
2 2 x5x1+Pyx5 N, 2
700, 0 Ops, IS 30 o
N X5 P
— 1 P 4702 i (1 B .M)ASU—]%B tf%_ (1714)ASPP¢7%B
= 1 — —2@ PPB 5 5 e Si de (A6)
s, 0 (1 —p)Asopg + 11p0pg X5
1 P (1-mAgody | Ny

1103, O,
1 — 1) Ag02
CEil iz+ Py i ( V)ZS‘TPB _
0§ (1—p)AsPpopy 1H0ps,

From (36), let X5 = |hpg|>, X7 = |hse|’, Xs = |hs,e|*, Xo = |hps, |?, and the PDF of
variable Y; is derived in Appendix B from (A16) to (A17). By using fy, (y2), Ch5 and Ch6
can be derived as (A7) and (AS8), respectively.

PpXgX.
b = pr vy + 1P Ny > oo
2 2 X9 *g
00 08 w08 © 1 - o 1 -
-1 _/ S;E¥S,D dyZ/ e UI%Sn d.X'Q/ T, UénE de
0 > ’ 2 0 o3 0o o2
(‘7 SET UsiD?/Z) PSn SnE

. -3

X ——e “PEdx

/Aply2+v;tAPx8x9+NoAP o2 6
T—p Pp PE

X9 Xg

2 2
© 058950 ® 1 -2 © 1 o
:1—/ & d / e "Psndx / ——e ‘SuEdx
0 ( )2 2 ) 02 *Jo o2 8 (A7)

2 2
(TS’_E + UsiDyz PS, SyE
_ (Bplya | nuApxgxg | NoAp
X e ( Pp T T Pp )

_ Nodp ,  (-m)pg

_ (=mopg N2 N2
—144¢ PP”IZ’E 17]4AP¢7§HE17I2,SYI (1 I;)O-PE Ei (_ (1 ]’ZI)O'PE >
NUAPOS £ Opg, NHAPOG £ Opg,
1ap2 ¢
2 _PSE _ 2 2
ISE IAp ePPa%E'J%,-D -Ei (IAPUSI'E ) 95D
2 2 2 2 2 ’
osp | Propg Ppopgog US.E
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PpXq + Py) Xy + nuPpXoX PpX,
Che — prd THPPX1 + Po)X7 NP XoXs | o PrXe
1—}1 AP
o 1 - 58 © 1 - - S | _);71 © 1 ;77
2 2
=1- l/ ——e ”SnE/ ——e sy dJC9dX8/ ——e VPSi/ ——e SiE dxyday
0 05 g 0 Ops, 0 Opg, 0 05
oo 1 Y(’
_— PE
PyApxy +WI4APX1X7+'/VAP"9"8+APNO o2 ¢ dxg
(1-pu)Pp PE
© 1 | © 1 g e ] -
T2 - 2 o 1%
=1- ——e "SuE ——e PSudxgdxg ——e 5 ——e SiEdxydx
0 o2 0 o3 0 03 0 o2 (A8)
S,E PS,, Ps; S:E
PoApxy VPAP’(l’W WAPMaAs ApNg
xe @1yﬂr+ T T TR )}
NoAP POAPtr%]_E-%—(l—y)Ppal%E (- u)

2
—1_ (1— F)UPE
HuAp

2 2 2 2
0ps, s, 95,895, E

CE PoApod + (1 — ) Poopy E (1—p)opg
i|l— =% | ("
NP Peog g, 8RO, 05
By using (16), (41) can be rewritten as,
K K
, 1
Pr QOSTS —pl = COSTS RP _ Pr i > =
{ } E { } ,11 Pp|hp|? PP
I Pp|hp|?
_HPr{mm< = ) '(:|hsiD|2+NO> P|P|}
s er
K 2
Pplh
=II|p { g o2+ Np > el } (49)
i1 |hs.p|* or

Ch7

Pp|hp|?
x Pr{§P0 hs,p|* + No > "LP}
P

Ch8

Hence, Ch7 is derived as

Ch7 = PI‘{CI-F N() > PPXZ/PP} =1 —Pr{é’l—f—NO < Psz/pp}
X _ ppél+epNy (A10)

—1- [ Le Fdn=1 Ppp
= ° 7 Jepel+epNo ?e 2=1-¢
P P



Sensors 2022, 22, 5506

20 of 22

ChS8 can be derived as follows:

Ch8 = Pr{§P0X3 + Np> Psz/pp} =1- Pr{CPOXg + No< Psz/pp}

X3

o 1 - oo 1 2
1% T2
=1 _/ Te 5P d.X3 /@Poxg,pp epNo 726 7 dx2
0 I5p o T P
x3
© 1 T2 _ (Roxzep , epNg (A11)
:1—/ ——e UsiDdxg,xe( Pp +PP)
0 0p
2 _ Noep
—_ PP‘TP e Ppa'l% )

PPU'IZ) + ppCPoO’%iD
From (44), we can obtain

Cho=1- Pr{@IYl/(Ppps) — Ny/Pp < X4}

2 2 X4
(] g& 0 (] 1 [
595D 7
=1- —2 2 dyy ——e “PBdxy
0 2 2 2 ¢y _No 52
((TSI, + (TS,-Dyl) Ppps~ Pp PB
2 2
) 08 0 ¢ly; _ Nop
595D — (s 20
. ISPy, xo (s ) (A12)
2 2
((TSL_ + USiDyl
2 N a1, 2 2
0 -
—1_ 7, o Prody ¢l ePsPP‘ﬁ%B"%iD in(_ gIUSi >+ (TSiDl
) 2 ) 2 |
7s.p PsPpopy PsPpopRos 7g,

2 —psNo / (Pood.
Ppps Xy +PSN0} _ §Poasl_e /( s,) (AL3)

Ch10 = Prq X5 >
{ ° ¢P CPOUéi + Pppsody

Considering Yy = ‘hSiE |2 / |hSiD 2, then using the PDF of Y, which is calculated in

Appendix B, from (46), we can obtain

Chll = PI‘{PP|hPE’2 < pp (I|hSiE’2/‘hSiD’2 + NO)}

2 2 Iepyo | ppNg X
©  05E%D oot 1 o
= >dy2 ——e PEdxg
O (02p+0a2 0 PE
S;E T 9spY2 (A14)
IPP”%.E
2 /JPNO i 2 2
lor — Iopo: o
—1_ ?Ee Ppody IPI; e”Pf’r%E"%iD ><Ei< pI; Sif ) SZ'D]/
75D Ppopy Ppopgosp USE
2 2 —PPNO/(PPUEE)
Pplh Pposee
Ch12 = Pr{P|I;E| ppp=1——TE — (A15)
Py|hse|” + No Ppopg + Poppog g



Sensors 2022, 22, 5506 21 of 22

Appendix B

According to X5 = |hg, 2 X3 = |hs,p 2 and (1), let Y; = X5/ Xa; then, the PDF of Y;

can be derived as

X5
Fy,(y1) = Pr{x3 < yl}

3
© 1 T2 2 U (-
= e SiP / —-e

(%) N‘J{

S 5 de5dX3
0 Zp o @ (A16)

- /(2 + o)

2
= () = odoed /(4 +cZom)’

Let Y, = X7/ X3, where Xy = |hgg ‘2. Similar to the derivation of the PDF of Y;, the
PDF of Y; can obtained by (A17).
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