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Abstract: Since radio frequency interference (RFI) seriously degrades the performance of a global
navigation satellite system (GNSS) receiver, interference detection becomes very important for GNSS
receivers. In this paper, a novel rearranged wavelet-Hough transform (RWHT) method is proposed in
GNSS interference detection, which is obtained by the combination of rearranged wavelet transform
and Hough transform (HT). The proposed RWHT method is tested for detecting sweep interference
and continuous wave (CW) interference, the major types of GNSS interfering signals generated by
a GNSS jammer in a controlled test bench experiment. The performance of the proposed RWHT
method is compared with the conventional techniques such as Wigner—Ville distribution (WVD)
and Wigner-Hough transform (WHT). The analysis results show that the proposed RWHT method
reduces the influence of cross-item problem and improves the energy aggregation property in GNSS
interference detection. When compared with the WHT approach, this proposed RWHT method
presents about 90.3% and 30.8% performance improvement in the initial frequency and chirp rate
estimation of the GNSS sweep interfering signal, respectively. These results can be further considered
to be the proof of the validity and effectiveness of the developed GNSS interference detection method
using RWHT.

Keywords: global navigation satellite system (GNSS); interference detection; rearrangement; wavelet
transform; rearranged wavelet-Hough transform (RWHT)

1. Introduction

With the increasing global navigation satellite system (GNSS) applications in various
civil and military fields, reliable navigation and positioning performance has become a key
and important requirement for GNSS receivers [1-4]. The direct sequence spread spectrum
(DSSS) scheme which has been used in most of the satellite navigation systems spreads
the received GNSS signal power over a wider bandwidth; this ensures a dispreading gain
in the GNSS receiver, which can reduce impairments caused by the undesired disturbing
signals [1]. Although GNSS has a certain capability to be immune from interference,
due to the reception of the very low GNSS signal power, intentional or unintentional
radio frequency interference (RFI) can cause serious performance degradation of a GNSS
receiver; for instances, RFI may cause degradation of GNSS signal quality, serious errors in
navigation and timing results, and even completely loss lock of the receiver [2—6]. Therefore,
interference detection has become a critically important role for GNSS applications [7-16].

The commonly used methods in GNSS interference detection mainly include auto-
matic gain control (AGC) method, time domain methods, and frequency domain methods.
AGC adjusts the GNSS input signal level to the range of the analog-to-digital converter
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(ADC), which performs interference detection by monitoring the AGC level [17-19]; how-
ever, in a weak interference environment, the detection performance of the AGC method is
significantly reduced. For the time domain method, this method can be implemented at the
digital intermediate frequency (IF) level after the ADC at the front end of the GNSS receiver;
this time domain method is only effective for narrowband RFI sources, because broadband
interference cannot be easily distinguished from thermal noise [20,21]. For the frequency
domain method, due to its spectral characteristics, it is usually used to detect narrowband
carrier interference [22-24]. Concerning GNSS interference detection by using time do-
main methods or frequency domain methods, they cannot fully describe the nature and
characteristics of the time-varying interference present in the received GNSS signals [13].

Presently, the research topic on time-frequency (TF) transforms in GNSS interference
detection has obtained increasing attention [4,7-13]. For example, the spectrogram and
Wigner-Ville distribution (WVD) were used for interference detection in GNSS receivers,
due to the limitation of Heisenberg’s uncertainty principle, the spectrogram method has
a TF resolution trade-off problem, thereby providing poor TF localization characteristics;
although WVD presents good time-frequency aggregation property, in the case of multi-
component signals, serious cross-interference terms occur in the TF plane [7,10-16].

To deal with the TF resolution trade-off problem with the spectrogram and the cross-term
problem with the WVD, the Wigner-Hough transform (WHT) has been adopted [25-27]. In
the detection of linearly frequency modulated (LFM) interfering signal for GNSS applica-
tions, Hough transform converts the problem of global straight-line detection in the image
space to the local peak detection problem in the parameter space [15,16]. Although WHT
shows improved performance in interference detection [15], under low signal-to-noise
ratio (SNR) scenario, false WHT peak occurs in the parameter space due to strong noise,
resulting in interference detection error.

The rearrangement operation can be combined with the TF representations for signal
detection applications [8,9,28,29]. To improve GNSS interference detection performance, in
this paper, the rearrangement operation has been introduced to the continuous Wavelet
transform (CWT), obtaining the rearranged wavelet transform, which is beneficial for the
significant improvement of the TF aggregation property in the TF plane; then, the obtained
rearranged wavelet transform has been further combined with the Hough transform,
which is very effective to deal with the cross-term problem; in this way, a new rearranged
wavelet-Hough transform (RWHT) method has been proposed in interference detection
for GNSS receivers particularly working in challenging interfering environments, which
can be considered to be the main novelty of this paper.

In this paper, first, the cross-term problem with the conventional TF analyses such
as WVD used in GNSS interference detection has been discussed and then the Hough
transform has been adopted to overcome this tough cross-term problem; second, the
rearranged wavelet transform has been developed to improve the TF resolution in the
TF plane; finally, the rearranged wavelet transform has been further combined with the
Hough transform obtaining the novel RWHT which is expected to improve the interference
detection performance for GNSS receivers.

To prove the validity and effectiveness of the proposed RWHT-based GNSS interfer-
ence detection method, the interference detection experiment has been performed by using
the real GPS L1-C/A signal collected in the presence of sweep interference or continu-
ous wave (CW) interference. The analysis results have shown that the proposed RWHT
technique effectively suppress the cross-terms in the bilinear TF distributions and greatly
enhances the TF localization property in the TF plane, which significantly improves the
interference detection performance for GNSS receivers particularly working in the difficult
jamming scenarios.

This paper is organized as follows: Section 2 introduces the models and methods used
in GNSS interference detection; Section 3 analyzes the GNSS interference detection results;
the discussion has been made in Section 4; finally, the conclusion has been addressed
in Section 5.
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2. Models and Methods
2.1. GNSS Signal and Interference Model

In an interfering environment, the model of the signal at the input of a GNSS receiver
can be represented as [10-13,15]:

Ns
yre(t) = Y rrei(t) + 7re(t) 1
i=

where rrr ;(t) represents the ith GNSS signal (i =1, 2, - - -, Ns), Ns denotes the number of
satellites in view, and #gp(t) is the disturbing term.

When a single useful signal is considered, the GNSS signal transmitted by the ith
satellite can be given as [10-13,15]:

rrEi(t) = Aici(t — 7)di(t — ;) cos[27t(frr + fa,i)t + @RrF,i] 2)

where:

A; is the amplitude of the ith useful GNSS satellite signal;

T; is the propagation delay for the ith satellite signal;

ci(t — 1;) denotes the Pseudo Random Noise (PRN) code sequence extracted from a
family of quasi-orthogonal codes modulated by adopting rectangular pulses. For the
simple case of the GPS L1 signal, c;(t) represents the C/A code;

d;(t) represents the navigation data message;

frr denotes the carrier center frequency of the GNSS signal. When considering GPS
L1 signal, frr = f11 = 1575.42 MHz;

fai denotes the Doppler frequency shift affecting the ith useful GNSS signal;

@Rr,i is the initial carrier phase offset for the ith useful GNSS signal.

In general, the disturbing term rgr(t) can be expressed as [10-13,15]:

nre(t) = jre(t) + wre(t) 3)

where jrp(t) is the non-stationary interfering signal and wgp(t) is the GNSS receiver
thermal noise which is usually in the form of a zero-mean stationary Additive White
Gaussian Noise (AWGN).

Potentially, there are different forms of interfering signals generated by RFI sources. In
this paper, without loss of generality, the interference term jrr(t) can be considered to be a
sweep interference (linear chirp), usually frequency modulated with near constant amplitude.

Sweep interference, i.e., LFM interference, is considered to be one of the main types of
interfering signals. When considering GNSS applications, sweep interference is regarded as
an interference pattern that performs periodic linear scanning of the GNSS target frequency
band, thereby effectively reducing the reliability or safety of satellite navigation and
positioning services in the target frequency band. Sweep interference can be expressed by
sinusoids in the time domain as:

t
e () = Auna(0)cos 27 [ ina(0)d + ) @

where A;,5 () is the carrier amplitude of the sweep interfering signal, fj,s () is the instan-
taneous frequency of the sweep interference, and ¢ denotes the initial carrier phase of the
sweep interference, which can be considered to be a random variable presenting a uniform
distribution in the range [—7, + 7).

The instantaneous frequency fi,s: () of the linear chirp can be expressed as:

finst(£) = fo+kt 0<t <t Q)
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where fy is the initial frequency, ¢; denotes the frequency sweep period for the interfering
signal, and k represents the chirp rate or the frequency modulation rate.

The CW interference can be considered to be a special case of the sweep interference
with a fixed carrier frequency fy; in this case, jrr(t) can be expressed as [13]:

jRF(t) = Acw(t) COS[ZTL’fcw(t)f + (po] (6)

where Acw (t) is the amplitude of the CW interfering signal, fcw (f) denotes the center
frequency of the carrier, and ¢ represents the initial carrier phase of the CW interference.

The input signal yrr(t) defined in Equation (1) is filtered and down-converted by the
GNSS receiver front end. Then, the received GNSS signal before the ADC is expressed
as [10-13,15]:

y(t) = Zﬁl ri(t) +(t) = 25\21 Aici(t — )d;i(t — 1) cos27(f1F + fa;i) + @il +1(t) (7)

where fir is the intermediate frequency (IF) of the GNSS receiver; ¢;(tf — T;) represents the
spreading code sequence after filtering in the GNSS receiver front end. Here the effect
of the GNSS receiver front-end filter is neglected assuming the simplifying condition
ci(t) = c(t); and 5 (t) represents the disturbing component after down-conversion and
filtering, 1 (t) = j(t) + w(t).

To avoid the cross-terms caused by the interaction between the positive and negative
frequency parts of the spectrum, an analytic form of the received GNSS signal has been
proposed [7,10-13,15], expressed as:

Ya(t) = y(t) +jg() ®)

where j is the imaginary root unit and the analytic signal y,(t) contains a real part y(t)
representing the original GNSS signal and an imaginary part 7(t) denoting the Hilbert
transform of y(t).

2.2. Time Frequency Analyses
2.2.1. Wigner-Ville Distribution (WVD)

WVD is a commonly used TF distribution for analyzing non-stationary time-varying
signals, which belongs to a typical quadratic or bilinear TF representation since the analyzed
signal is used twice in the calculation. The WVD can be defined as the Fourier transform of
the time-dependent instantaneous auto-correlation function Ry (t, ) of the analyzed signal,
given as:

WVD(t,w) = /+°°

N Ry(t,T)e ¥Tdt = /-:o Ya (t + %)yz (t — %)efj‘”dr C)
where the instantaneous correlation function Ry (t, 7) is equal to v, (t + 3)vi (t — ), ya(t)
represents the analytic signal, T is called the lag variable.

Although WVD has many nice properties and provides nearly the best TF resolution
among all the TF analysis techniques, its main drawback comes from cross-term problem
due to its bilinearity nature [30,31]. Consider the signal y(f) = vy (t) + y2(t), where y(t),
y1(t) and y,(t) are analytic. Expanding the instantaneous auto-correlation function of y(t),
we can obtain

Ry(t, T) = Ryl (t, T) + Ryz(t, ’L') + Ry1y2(t, T) + RyZyl (f, T) (10)
where Ry1,>(t, T) and Ry, (t, T) are respectively the instantaneous cross-correlation func-
tions (e.g., Ry12(t, ) = y1(t +7/2) y5(t — T/2)).

Taking Fourier transforms of Equation (9) with respect to T, we can have

WVD,y(t,w) = WVD,(t,w) + WVDy(t,w) + 2Re{ WV Dy1,5(t,w) } (11)
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where WV Dy (t, w) and WV Dy, (t, w) are the WVDs of y1 (t) and y»(t), respectively, and the
last term is considered to be the cross-WVD (XWVD) between y1 (t) and y,(t), provided as:

WVDy1,0(t @) = A +: n(t+ %)yﬁ (- %)e*imdr (12)

From Equation (11), it is easy to know that the WVD of the sum of two signals is
not only the sum of their corresponding WVDs, but also of their XWVD. This means
that the spectrum energy density of the sum of two signals does not reduce to the sum
of the individual densities (unless the signals are spectrally disjoint). If y1(t) and y(t)
are mono-component signals, WV D, (t,w) and WVD,(t, w) are the auto-terms, while
2Re{WVD,,,(t,w)} is called the cross-term.

As a result, if a signal contains more than one component in the TF plane, its WVD
suffers from spurious features containing cross-terms that occur halfway between each
pair of auto-terms. As an example, the LFM signal in the presence of AWGN is analyzed,
where the SNR is set to be 3 dB. The WVD of the noisy LEM signal is provided in Figure 1a,
and correspondingly, the contour of the computed WVD is presented in Figure 1b. From
Figure 1, it can observe the TF peaks representing the noisy LEM signal, but there exist
serious cross-terms in the TF plane where we expect no energy at all. The presence of the
cross-terms of the analyzed signal in the TF plane does not possess any physical meaning,
which makes proper signal interpretation very difficult; this is the main drawback of the
WVD approach [30,31].

120 .

Wigner-Ville distribution

20 40 60 80 100 120
Time samples

Figure 1. The WVD of LFM signal in the presence of AWGN, where the SNR is set to be 3 dB. (a) WVD
of the noisy LFM signal; (b) Contour of WVD.

The WVD is a quadratic transformation, although it shows satisfactory TF aggregation
property, the WVD of multi-component signal inevitably presents cross-term problem due
to its bilinearity nature [30,31]. To deal with the cross-term problem, wavelet transform
can be adopted, which is explained in the following section.

2.2.2. Rearranged Wavelet Transform

CWT is a linear transform which does not suffer from the tough cross-term problem
with the quadratic TF representation, and it can be expressed as [32]:

+o0

Wy(abry) = |

—00

O = [ Tw e () 09

o a

where y,(t) denotes the analytic form of the received GNSS signal; a is a scale parameter
(a # 0) representing the degree of compression; b denotes a translation parameter deter-
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mining the location of the wavelet; the function ¢ (t) is called the mother wavelet, which is
a continuous function both in time and frequency domains and usually used as a source

function to produce daughter wavelets ¢, ,(t) = 1/+/|a|¢p* (%) , i.e., the translated and

scaled version of the mother wavelet ¢(t); and (*) means the operation of conjugation.
Since the integral of the squared amplitude of the CWT is proportional to the energy
of the analyzed signal, the squared modulus of the CWT can be defined as scalogram,

written as follows:
+oo LD
[ 2w (7 )ae

where the scalogram is the signal energy distribution in the time-scale space, which can be
used to represent the changing information of the analyzed signal in the TF plane; a is the
stretching parameter that can adjust the daughter wavelet function’s oscillation frequency
f = fo/a, and fj is the center frequency of the mother wavelet ¢ ().

In this paper, Morlet wavelet is chosen to extract linear frequency modulation feature
of the sweep interfering signal. The Morlet wavelet kernel is given as [33,34]:

1 2
SCy(a,b; ) = |[Wy(a,b;9) > = —

14
] (14)

P(t) = e_%ejwot (15)

where ¢ is the time, and wy denotes the angular frequency of the mother wavelet.
By substituting Equation (15) to Equation (13), the Morlet wavelet transform can be
obtained, which is expressed as:

+o0 5 . _s
Ty(t,a;l/))z/ Ya(s) 1 o= 3 o (155) g (16)

O

where y,(s) is the input analytic signal, a represents the scale factor and t denotes the
shift factor.

In Figure 2a, the wavelet scalogram of the noisy LFM signal is provided, and cor-
respondingly, the contour of the computed wavelet scalogram is presented in Figure 2b.
From Figure 2, the TF energy peaks can be observed in the TF plane in the absence of
cross-terms, which can almost represent the frequency modulation law of the LFM signal
with the AWGN; but from Figure 2b, the wavelet scalogram shows very poor TF local-
ization property in the TF plane, which shows unsatisfactory TF resolution in the LFM
signal detection.

0.45 /
A
50 . 0.4 ps /
40 | 0.35 |-
£
S ooy g
k=3 S o3
8 ]
2 =
B Lo.2s Z
2 =
= g 0.2
0.15
= 0.1
<)/.
0.05
o
20 40 60 80 100 120

Time samples

(a)

Figure 2. The wavelet scalogram of the LFM signal in the presence of AWGN, where the SNR is set
to be 3 dB. (a) Wavelet scalogram; (b) Contour of wavelet scalogram.
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Since the concept of rearrangement or reassignment can be used to improve the
TF energy aggregation property in the signal detection applications [11,12], similarly,
in this paper, to deal with the TF resolution problem with the wavelet scalogram, the
rearrangement algorithm has been adopted to strengthen and concentrate the TF energy
peaks in the signal detection. The TF resolution of the wavelet scalogram can be adjusted
by changing the scale parameter 4. At high frequencies, the scalogram provides a high
time resolution but a low frequency resolution; while at low frequencies, the scalogram
shows a high frequency resolution but a low time resolution. The TF resolution of the
scalogram is bounded by the Heisenberg uncertainty principle. The scalogram SC,(t, a; §)
represents the signal average energy density located in a certain local area geometrically
centered in the point (¢, f) within the TF plane. The TF energy distribution in the local area
is usually not geometrically symmetric, which will degrade the TF aggregation property
of the energy distributions; therefore, it is not appropriate to assign the average energy
density value to the geometric center of that considered local area [11,12].

One possible way to solve this problem is to reallocate the signal average energy

density value to the gravity center (f, f ) in that local domain, which more reasonably

represents these TF energy distributions [11,12]. The rearrangement operation can be used
to enhance the TF energy localization property, when the rearrangement is introduced to
the wavelet scalogram, the energy distribution at any point (¢, f) in the TF plane will be

moved to the corresponding new point (f, f ), which is the gravity center of the signal

energy distribution around the original point (t, f). In this way, the rearranged wavelet
scalogram obtained with the Morlet wavelet transform can be provided as:

sc)(¢,a'; ) /m/+oo i SCyta $)5(F — i(y;t,0))8(a’ — a(y;t,a))dtda  (17)

where SCy) (#,a’;1) is the rearranged wavelet scalogram; f(y;a,b) and 4(y; a,b) are the
corresponding reassigned values which determines the coordinates of the gravity center of
the signal’s energy distribution; and é(-) denotes the Dirac delta function.

Furthermore, the rearrangement operator is given as:

o) _t_Re{aTy(f BTy (1 w)} o
- Ty (t,a;9)[*
Hoay) = S0 oy [Tt mDy) Ty (ta:y) 19)
o at,a;y)  a 2ma| Ty (t,a; )|’

where 1y and Dy, are the operations of multiplication and differentiation by the running

variable, respectively, i.e., Ty (t) = t-1(t), Dy(t) = dt ; fo is the center frequency of the
mother wavelet ¢(t); Ty (t, a; ) is the Morlet wavelet transform of the analyzed signal y,(t).

In Figure 3a, the reassigned wavelet scalogram of the noisy LFM signal is provided,
and correspondingly, the contour of the reassigned wavelet scalogram is given in Figure 3b.
From Figure 3, it is easy to observe that the TF energy peaks are squeezed and concentrated
in a linear region of the TF plane, presenting improved TF aggregation performance, thus
the modulation law of the LFM signal can be roughly characterized.
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Figure 3. Rearranged wavelet scalogram of the LFM signal in the presence of AWGN, where the SNR
is set to be 3 dB. (a) Rearranged wavelet scalogram; (b) Contour of rearranged wavelet scalogram.

2.3. GNSS Interference Based on Rearranged Wavelet—-Hough Transform
2.3.1. Hough Transform

Hough transform can be used to detect the line of frequency modulation law for a
given signal in the TF image space. The principle of Hough transform can be explained
in Figure 4, where the center of a rectangular TF image is assumed to be the origin O of a
Cartesian coordinate system XOY and the TF image size is set to be L x H. If the position
of a pixel in the TF image is represented by (¢, f), then from Figure 4, it is easy to know
thatx =t — %, y=f— % Concerning a straight line / in the TF space, the norm form of
the Hough transform is given as follows [15]:

xcosf +ysinf = p (20)

where p is the distance from the origin to the closest point on the straight line /, § denotes
the angle between the X axis and the normal of the straight line / through the origin O.

Af AY
l

Ll

BN o
)
8

t
|

Figure 4. Scheme of Hough transform.

If a single point in the TF image is considered, then all the straight lines passing
through this point definitely correspond to a unique sinusoidal curve in the p-6 plane.
Therefore, it is easy to conclude that a set of two or more points which determines a straight
line in the XOY system will produce corresponding sinusoidal curves which goes through
a particular point (p, #) in the p-§ space which corresponds to the considered straight line.
In this way, the problem of detecting collinear points in a line in the image space can be
reasonably converted to the problem of searching for concurrent sinusoidal curves in the
parameter space.
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2.3.2. Wigner-Hough Transform

When considering the detection of the LEM interfering signal (sweep interference) by
using the WVD, if the undesired cross-term is not considered, the auto-term’s energy distri-
bution is concentrated on a straight line representing the signal’s frequency modulation
law in the TF plane [15]. If the Hough transform is combined with the WVD, the problem
of detecting global straight line representing the LFM interference’s frequency modulation
law in the TF plane can be converted to the problem of finding the corresponding energy
peak focused on a particular point in the p-6 plane [15]. Therefore, the Wigner-Hough
transform (WHT) can be formed, which is defined as [15,27]:

—+00 —+o0 .
WHT(fo, k) = /_ N /_ N ya(H-g)yZ(t—%)e‘lzn(fo"’kt)fdrdt 1)

where y,(t) is the analytical form of the input signal y(t), y;(t) denotes the complex
conjugate of y,(t), fo represents the initial frequency and k is the chirp rate.

In Figure 5, the WHT of the noisy LFM signal is presented in the p-0 plane, it is easy to
observe that an energy peak denoting the LFM signal is concentrated in a limited point area,
thus the LFM signal feature can be distinguished from that of the AWGN component. It
can be known that the problem of detecting the straight line which represents the frequency
modulation law of the LFM signal in the TF plane has been converted to the easily solved
problem of searching for the energy peak position of the WHT in the p-6 space.

5000

4000 - 4.5

3000

2000 -

1000

Wigner-Hough Transform

Figure 5. Wigner-Hough transform of the LFM signal in the presence of AWGN, where the SNR is
set to be 3 dB. (a) Wigner-Hough transform; (b) Contour of Wigner—-Hough transform.

The characteristic parameters of the LFM signal can be further determined by using
the Hough transform. In Figure 4, it can be assumed that there are Ny sampling points
on the frequency axis, then there exist N; sampling points on the time axis which satisfies
tan p = —cot 6 = N/ N;. Therefore, the actual frequency modulation slope of the LFM
interference is given as:

_ Af _ Af
k=tanp AL cot 6 At (22)

where f is the angle between the straight line / and the t axis, B = 6 — 7; Af is the frequency
resolution, which is equal to {—SL ; At means the time resolution, which is equal to j%s ;and fs
denotes the sampling rate.

According to the geometric relationship shown in Figure 4, it is easy to obtain the

relationship between the initial frequency fy and the polar coordinates (p, 6) of the energy
peak in the parameter space, shown as:

f0:<g+§cot9+ 4 )Af (23)

sin 6
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When the WHT is used in sweep interference detection for GNSS applications, the
colinear points (¢;, f;) (i =0,--- ,N — 1, and N is the number of points in the straight line
representing the frequency modulation law of the analyzed signal, which is equal to the
number of input signal samples) in the frequency modulation line within the TF image are
mapped into a particular point (p, 8) with the polar form whose position is determined by
the energy peak of the WHT which is formed by N concurrent sinusoidal curves in the p-0
parameter space; in this way the characteristic parameters such as chirp rate k and initial
frequency fy of the LFM signal can be further estimated.

2.3.3. Rearranged Wavelet-Hough Transform

The observed straight line denoting the frequency modulation law of the sweep
interfering signal performed by using rearranged wavelet transform is usually described
with the Cartesian coordinates (x,y) (equivalent to (¢, f)) in the image space, and by using
Hough transform it can be converted into the polar coordinates (p, 6) in the parametric
space, which can be written as:

0 =1/x%+y?sin (9 + arctan;) (24)

where p is the normal distance between the straight line and the origin O of the XOY
coordinate system, and 6 denotes the angle between the normal and the X axis, 6 € [0, 7.

From Cartesian coordinates to polar coordinates, the point-line duality has been
converted to the point-sinusoidal curve duality through Hough transform; in this way;,
the detection of linear lines in the TF image space can be converted to detect intersection
points of sinusoidal curves in the (p,0) parameter space. Therefore, to improve GNSS
interference detection performance, the rearranged wavelet scalogram can be combined
with the Hough transform to develop a novel RWHT, which can be determined as:

RWHT, (f, k) = / / SC{ (,v)é(v — f — kt)dtdv (25)

where SC;Y) is the reassigned wavelet scalogram in the TF domain, J(-) denotes the Dirac
delta function.
Equation (25) can be also rewritten in the form of polar coordinates [15], provided as:

+o0
RWHT,(p, ) :/m scy) (t,sirlle(p—t-cose)>dt (26)

It can be seen from Equation (26) that through Hough transform, the original straight
line denoting the sweep interring signal’s frequency modulation law which is represented
by the rearranged wavelet scalogram in the TF plane can be mapped to the concurrent sinu-
soidal curves which are concentrated in a particular point in the form of polar coordinates
within the (p, #) parameter plane, this is the core idea of the proposed RWHT algorithm for
GNSS interference detection applications.

When dealing with the sweep interference present in the received GNSS signal, since
the concurrent sinusoidal curves which represent the collinear points on the sweep in-
terference frequency modulation line are intersected in the same point within the (p, 6)
parameter space, thus an energy peak will be formed in this point domain where the RWHT
energy distributions are greatly strengthened and concentrated. This particular RWHT
energy distribution feathers can be used to differentiate the sweep interference from the
AWGN and useful GNSS signal components in the parameter space. By searching for the
RWHT energy peak position, the characteristic paraments such as initial frequency and
chirp rate of the sweep interference can be effectively estimated.

The proposed GNSS interference detection method based on RWHT is clearly ex-
plained in Figure 6. The received GNSS signal in the analytic form is wavelet-transformed,
then the scalogram is calculated, which is to be redistributed by using the rearrangement to
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obtain rearranged scalogram. The rearranged scalogram presents improved TF aggregation
property, but in low jammer-to-noise ratio (JNR )condition of GNSS interference detection,
the TF energy distribution discontinuous phenomenon may occur in the TF plane; there-
fore, to deal with such discontinuity problem with the rearranged scalogram, the Hough
transform is introduced and combined with the rearranged scalogram, theoretically, thus
the RWHT can be obtained. All the points in the straight line represented by the rearranged
scalogram in the TF image space will correspond to the RWHT energy peak concentrated
in a determined point (p, 8) within the parameter space.

GNSS
signal ;
Analytlc_ Wavelet | »-{Scalogram |- Rearrango_ement _ | Rearranged
representation transform operation scalogram
GNSS base-band (fo. k) Peak Rearranged Wavelet- Hough
. R o DR | R
signal processing estimates detection Hough transform transform

Figure 6. Interference detection by using the rearranged wavelet-Hough transform for GNSS receivers.

When the RWHT is used in the detection of sweep interference present in the received
GNSS signal, a sharp energy peak definitely appears in a specific point domain within
the parameter space, presenting all the information of the frequency modulation law of
the linear chirp interference. By searching for the local RWHT peak and determining
this particular point position within the parameter space where the RWHT peak energy
concentrates, the sweep interfering signal can be effectively detected, and furthermore
the initial frequency and chirp rate of the linear chirp interference present in the received
GNSS signal can be precisely estimated by the peak detection process.

3. Results

In this section, the performance of GNSS interference detection based on rearranged
wavelet-Hough transform was analyzed in comparison with the traditional interference
detection techniques such as WVD and WHT. The scheme of the GNSS interference detec-
tion test is illustrated in Figure 7, and the experimental setup for collecting the GPS-L1 C/A
signal corrupted by interference is depicted in Figure 8. A jammer controlled by a computer
was used to produce interference, which was added to the GPS L1-C/A samples collected
by the GNSS software receiver, whose receiver front end was connected to the receiver
antenna placed on the building roof through a cable. The combined signal was captured
using a GNSS signal collector and sent to the GNSS software receiver implemented on
another computer through a USB cable.

GNSS Interference Detection using RWHT

\V4

GNSS Receiver| GPS L1-C/A signal N\

_ |Rearranged Wavelet- L ] Peak | GNSS Software

»(+

Control Computer

Front-end Hough Transform Detection Receiver
Interfering Signal Interfered GPS L1-C/A signal  Interference Characteristic
GNSS Jammer Parameters Estimates

—» GNSS Jammer

Figure 7. The scheme of the GNSS interference detection test in the lab.
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Figure 8. The experimental setup of the GNSS interference detection test.

To demonstrate the validity and effectiveness of the proposed RWHT-based inter-
ference detection method for GNSS receivers, several tests were performed, which were
characterized by the corresponding parameters provided in Table 1. In the experiment,
the carrier-to-noise power density ratio C/ Ny of the received GPS L1-C/A signal was
40 dB-Hz, the intermediate frequency fjr was set to 39.96 MHz and the sampling frequency
fs was set to 20.47 MHz in compliance with the band-pass sampling theorem. The collected
GPS L1-C/ A signal in zero-mean AWGN was jammed by a constant amplitude LEM inter-
ference (i.e., linear chirp) or CW interference, which were chosen as the typical test bench
in GNSS interference detection. When considering the linear chirp interference present in
the received GPS L1-C/ A signal, the initial frequency fj of the linear chirp interference
was set to 4.9 MHz, the sweep period ¢; of the linear chirp interference was set to 0.1 ms
and the chirp rate k was chosen to be —1.0 x 10* MHz/s.

Table 1. The experimental setting parameters in the GNSS interference detection.

Parameter Value
Carrier-to-noise power density ratio, C/ Ny 40 dB-Hz
Sampling frequency, fs 20.47 MHz
Intermediate frequency, fir 39.96 MHz
Sweep interference initial frequency, fo 4.9 MHz
Sweep interference sweep period, ¢; 0.1ms
Sweep interference chirp rate, k —1.0 x 10* MHz/s

In Figure 9a, the WVD of the GPS L1-C/ A signal in the presence of sweep interference
is depicted, and the contour of the WVD is correspondingly shown in Figure 9b. Although
a straight line denoting the frequency modulation law of the sweep interference can be
seen in the TF plane, serious cross-terms can be also observed due to the bilinear nature of
the WVD, which inevitably cause error to the estimation of the instantaneous frequency of
the sweep interfering signal and bring difficulties in the detection of interference, thus, the
GNSS interference characteristic parameters cannot be correctly extracted using the WVD.

To mitigate the cross-term interference with the WVD, the rearranged wavelet scalo-
gram of the interfered GPS L1-C/ A signal is shown Figure 10. It can be observed that the
cross-term is effectively suppressed in the TF plane and the TF energy peaks are linearly
distributed on the straight line denoting the frequency modulation law of the sweep inter-
ference present in the received GPS L1-C/A signal. It is easy to know that the interference
detection ability with the rearranged wavelet transform outperforms the WVD, as verified
in Figure 10. However, the discontinuity phenomena of the TF energy distribution along
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the straight line of frequency modulation law of the sweep interference occurs in the TF
plane due to use of rearrangement operation in the rearranged wavelet transform, which
possibly causes error to the instantaneous frequency estimation of interfering signal.
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Figure 9. The WVD of the GPS L1-C/ A signal in the presence of sweep interference. C/Ny =40 dB-Hz,
JNR = —2 dB. (a) WVD; (b) Contour of WVD.
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Figure 10. Rearranged wavelet scalogram of the GPS L1-C/A signal in the presence of sweep
interference. C/Ny =40 dB-Hz, JNR = —2 dB. (a) Rearranged wavelet scalogram; (b) Contour of
rearranged wavelet scalogram.

The Hough transform can be used to mitigate the cross-terms present in the TF energy
distributions. In Figure 11a, the WHT of the interfered GNSS signal is shown in case of JNR
equal to —8 dB; and correspondingly, the contour of the WHT is given in Figure 11b. From
Figure 11a, it can be found that a WHT peak denoting the sweep interference occurs in the
p-8 plane, but the energy peak position is relatively fuzzy in the parameter space, thus it is
difficult to determine the peak position accurately due to the influence of the existence of
undesired cross-terms, as verified in Figure 11b. It can be known that errors can be possibly
brought into the estimation of characteristic parameters of the sweep interfering signal in
the low JNR condition.

When the JNR of the sweep interference is set to be —2 dB, the WHT of the interfered
GNSS signal is presented in Figure 11c and the corresponding contour of the WHT is
given in Figure 11d. It can be observed that concurrent sinusoidal curves representing the
collinear points in the straight line of frequency modulation law of the sweep interference
are intersected in a specific point area within the p-0 plane, where the energy distributions
are accumulated within such point domain in the parameter space, therefore, when the
energy peak position of the WHT is roughly determined in the parameter space, the GNSS
interference feature can be possibly extracted.
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Figure 11. The Wigner-Hough transform of the GPS L1-C/A signal in the presence of sweep
interference. C/ Ny =40 dB-Hz. (a) WHT, JNR = —8 dB; (b) Contour of WHT; (¢) WHT, JNR = —2 dB;
(d) Contour of WHT.

To further improve the interference detection performance for GNSS receivers, the
RWHT of the interfered GPS L1-C/A signal is provided in Figure 12a in case of JNR
equal to —2 dB; and its corresponding contour is given in Figure 12b. It can be seen that
a distinct peak occurs in the parameter space, and the intensity of such RWHT energy
distributions representing the contribution of sweep interference present in the received
GPS L1-C/ A signal is accumulated and strengthened in a particular point area where the
concurrent sinusoidal curves are intersected forming a strong RWHT energy peak, denoting
the collinear points distributed on the straight line of reassigned wavelet scalogram of the
interfered GPS L1-C/ A signal in the TF plane; in this way, the discontinuity problem of
the rearranged wavelet transform in the TF space can be effectively solved when adopting
the proposed RWHT-based interference detection method in the p-6 plane. Moreover,
in comparison to the WHT result shown in Figure 11b, the RWHT peak position can
be determined in the p-f plane even in case of JNR equal to —8 dB, it is easy to know
that improved interference detection ability can be obtained with the developed RWHT
technique, as verified in Figure 12b.

In case of JNR equal to —2 dB, the RWHT of the interfered GNSS signal is provided
in Figure 12¢, and its contour is shown in Figure 12d. It is clear to observe that a very
sharp peak occurs in a point domain within the p-6 space, where the RWHT energy
distributions much concentrate in such intersection point domain. Meanwhile, in the other
area excluding the intersection point domain of the concurrent sinusoidal curves existed
in the p-0 plane, the RWHT energy distributions contributed from the white Gaussian
noise and the useful GPS L1-C/A signal components are reduced significantly compared
with the WHT energy peak level located in the intersected point domain, and the RWHT
energy distributions of these signal components within such area in the p-f plane become
much sparser in comparison to the WHT case; moreover, the cross-terms with the RWHT
are effectively suppressed in comparison to the WHT approach. Therefore, the sweep
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interfering signal can be clearly distinguished from the other terms of white Gaussian
noise and useful GPS L1-C/ A signal and its characteristic features can be easily extracted.
Furthermore, in comparison to the case of JNR equal to —8 dB, the dimension of the RWHT
energy peak point domain where the concurrent sinusoidal curves are intersected is much
reduced, which means that much improved estimation precision for the sweep interference
characteristic parameters can be obtained since more accurate determination of the RWHT
energy peak position in the p-f space can be made. The initial frequency of the sweep
interfering signal is 4.9207 MHz, and the estimated chirp rate of the sweep interfering
signal is —1.0051 x 10* MHz/s.
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Figure 12. The rearranged Wavelet-Hough transform of the GPS L1-C/A signal in the presence of
sweep interference. C/Ny =40 dB-Hz. (a) Rearranged Wavelet-Hough transform, JNR = —8 dB;
(b) Contour of rearranged Wavelet-Hough transform; (c¢) Rearranged Wavelet-Hough transform,
JNR = —2 dB; (d) Contour of rearranged Wavelet-Hough transform.

To comprehensively evaluate the GNSS detection performance of the proposed RWHT
method, root mean square error (RMSE) has been used in the analysis for the estimates of
the initial frequency and chirp rate of the sweep interference in comparison to the WHT
approach. In different JNR scenarios, the RMSE results for the estimated initial frequency
and chirp rate values of the sweep interference present in the received GPS L1-C/A signal
are provided in Figure 13. It can be found that the RMSE results of the RWHT and WHT
remain almost unchanged with changes of the JNR values of the sweep interfering signal,
indicating that these two methods present stability and robustness in the interference
detection and feather parameters estimation.

In details, in Figure 13a, the RMSE level of the GNSS sweep interference initial
frequency estimate with the WHT is almost kept at 3.3 x 10~# level, while the RMSE
level of the GNSS sweep interference initial frequency estimate with the RWHT is kept
at about 3.2 x 107° level, presenting about 90.3% initial frequency estimation precision
improvement over the WHT approach. Similarly, in Figure 13b, the RMSE level of the
chirp rate estimate obtained with the WHT nearly remains at the level of 3.9 x 10~%, while
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the RMSE of the estimated chirp rate achieved with the RWHT almost keeps at the level
of 2.7 x 1074, it can be known that the proposed RWHT method has a 30.8% chirp rate
estimation precision enhancement over the WHT approach. From the RMSE analysis
results, it is easy to know that regardless of the estimation of the initial frequency or the
chirp rate of the sweep interference present in the received GPS L1-C/ A signal, the RWHT
technique shows much improved interference detection performance for GNSS receivers.
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Figure 13. The RMSE of the estimated chirp rate and initial frequency of the sweep interference
present in the received GPS L1-C/A signal by using Wigner-Hough transform and rearranged
Wavelet-Hough transform, respectively. C/Np = 40 dB-Hz. (a) RMSE of the estimated initial
frequency of the sweep interference; (b) RMSE of the estimated chirp rate of the sweep interference.

Moreover, the proposed RWHT method is expected to be also valid in the detection of
CW interference since it can be considered to be a special case of LFM interfering signal
with a fixed carrier center frequency [13]. In the experiment, the GNSS CW interference
characterized by J/N = —2 dB is considered in the disturbing scenario. In Figure 14a,
the WVD of the GPS L1-C/ A signal in the presence of CW interference is provided, and
correspondingly, the contour of the obtained WVD is given in Figure 14b. From Figure 14,
a horizontal straight line can be faintly observed in the TF plane with a fixed frequency,
which denotes the TF characteristic of the CW interference; but there also exist very severe
cross-terms in the TF plane at the same time, which will bring serious difficulties to the
correct understanding of the CW interference present in the received GPS L1-C/A signal.
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Figure 14. The WVD of the GPS L1-C/A signal in the presence of continuous wave interference.
C/Ny =40 dB-Hz, JNR = —2 dB. (a) WVD; (b) Contour of WVD.
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In Figure 15a, the proposed RWHT of the GPS-L1 C/A signal in the presence of
CW interference is evaluated, and its contour is accordingly shown in Figure 15b. From
Figure 15, a very sharp vertical peak of the RWHT energy distribution can be observed
in a particular point domain within the p-6 parameter space, and the RWHT energy
highly concentrates in this point, whose position can be used to estimate the characteristic
parameters of the CW interference; in the other area except the point domain within
the p-0 parameter space, the RWHT energy distributions corresponding to the white
Gaussian noise and the useful GPS L1-C/ A signal components are effectively suppressed
to a negligible level when compared with the RWHT energy peak. The proposed RWHT
method completely removes the cross-term artifacts within the bilinear TF distributions
such as WVD, and at the same time it presents satisfactory energy aggregation property in
GNSS interference detection.
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Figure 15. The rearranged Wavelet-Hough transform of the GPS L1-C/A signal in the presence of
continuous wave interference. C/Ny =40 dB-Hz, JNR = —2 dB. (a) Rearranged Wavelet-Hough
transform; (b) Contour of rearranged Wavelet-Hough transform.

In summary, it is known that the proposed RWHT method is not only effective for sweep
interference detection, but also suitable for CW interference detection for GNSS receivers.

4. Discussion

From the GNSS sweep interference detection results, the proposed RWHT method can
be used to detect the GNSS sweep (linear chirp) interference effectively since it successfully
deals with the cross-term problem and presents much improved energy localization prop-
erty. The estimation of the characteristic parameters such as the initial frequency and chirp
rate of the sweep interfering signal has been performed, and the corresponding quantitative
metric RMSE results have been compared between the proposed RWHT method and the
WHT approach. The RWHT method shows much improved precision in the estimation
of the characteristic parameters of the sweep interference present in the received GPS-L1
C/A signal.

Furthermore, in this paper, this proposed RWHT method has been experimentally
verified to be valid and effective in the detection of CW interference for GNSS receivers.
The RMSE analysis of this proposed RWHT method in dealing with the CW interference
for GNSS applications will be evaluated in the future research works.

In addition, since both Beidou and GPS signals use spread spectrum communication
and code division multiple access (CDMA) technologies [1], the proposed RWHT method
is expected to be effective in the detection of interference present in the Beidou signals.
The rationality behind this proposed RWHT method is based on the huge difference of the
energy distributions contributed from the useful GNSS signal and the interfering signal
(including sweep interference and CW interference) when they are evaluated in the p-0
parameter space, respectively. This will be further analyzed in our future research works.
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5. Conclusions

In this paper, a novel GNSS interference detection method based on rearranged
wavelet-Hough transform has been proposed. To prove the validity and effectiveness of
the developed technique, a comprehensive interference detection performance evaluation
has been performed in comparison to the existed TF analysis approaches such as WVD,
WHT, and rearranged wavelet scalogram. The interference detection tests have been
performed on the real GPS L1-C/ A signal in the presence of sweep interference or CW
interference to verify the theoretical analyses.

From the experimental results, the traditional WVD approach shows unsatisfactory
interference detection performance since it is suffered from the serious cross-term problem;
the rearranged scalogram can partially suppress cross-terms, but it presents TF energy
distribution discontinuity problem in the TF plane due to the rearrangement operation,
which degrades the GNSS interference detection performance; when the WVD is combined
with the Hough transform, the obtained WHT can partially alleviate the cross-terms present
in the TF plane; when the Hough transform is combined with the rearranged scalogram,
it is of vital importance that the developed RWHT method effectively suppresses the
undesired cross-terms since the RWHT energy distributions are greatly strengthened and
mainly concentrated in a particular limited point domain within the parameter space, and
at the same time, the RWHT method presents satisfactory energy aggregation property
since the rearrangement operation is made, this can be considered to be the main novelty
of this paper. It is clear to know that the proposed RWHT method provides significant
performance improvement in GNSS interference detection when compared with the existed
TF analysis approaches.

The proposed interference detection method by using RWHT has been proven to be
very effective to remove the cross-terms within the traditional bilinear TF distributions
and improve the TF energy aggregation property at the same time, which is critically
important to the GNSS interference detection performance enhancement. Based on these
achieved technical improvements, the RWHT-based GNSS interference detection method
provides much improved performance over the WVD, rearranged wavelet scalogram, and
WHT techniques.

In summary, by using the developed efficient RWHT algorithm, the proposed GNSS
interference detection method is not only effective in GNSS sweep interference detection,
but also valid in dealing with GNSS CW interference, which is very promising to be used
in anti-interference design for GNSS receivers particularly working in the difficult and
challenging interfering environments.
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