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Abstract: Vehicular communication has been envisioned to support a myriad of essential fifth-
generation and beyond use-cases. However, the increasing proliferation of smart and intelligent
vehicles has generated a lot of design and infrastructure challenges. Of particular interest are
the problems of spectrum scarcity and communication security. Consequently, we considered a
cognitive radio-enabled vehicular network framework for accessing additional radio spectrum and
exploit physical layer security for secure communications. In particular, we investigated the secrecy
performance of a cognitive radio vehicular network, where all the nodes in the network are moving
vehicles and the channels between them are modeled as double-Rayleigh fading. Furthermore,
adopting an underlay approach, the communication between secondary nodes can be performed by
employing two interference constraint strategies at the primary receiver; (1) Strategy I: the secondary
transmitter power is constrained by the interference threshold of the primary receiver, and (2)
Strategy II: the secondary transmitter power is constrained by both the interference threshold of the
primary receiver and the maximum transmit power of the secondary network. Under the considered
strategies, we derive the exact secrecy outage probability (SOP) and ergodic secrecy capacity (ESC)
expressions over double-Rayleigh fading. Moreover, by analyzing the asymptotic SOP behavior, we
show that a full secrecy diversity of 1 can be achieved, when the average channel gain of the main
link goes to infinity with a fixed average wiretap channel gain. From the ESC analysis, it is revealed
that the ESC follows a scaling law of © (In ( gﬁzﬂ )) for large ), and Q,, where (), and Q, are the
average channel gains of the main link and wiretap link. The numerical and simulation results verify

our analytical findings.

Keywords: physical-layer security; cognitive radio vehicular networks (CRVNSs); secrecy outage
probability (SOP); ergodic secrecy capacity (ESC); double-Rayleigh fading channels

1. Introduction

With the advancement in wireless communication capabilities and increasing number
of sensors, an ecosystem of automated connected vehicles has evolved into a network
paradigm called the Internet of Vehicles (IoV) [1,2]. Such vehicular communication net-
works form an integral part of 5G and beyond wireless communication technologies.
Moreover, vehicular communications can help us to realize an abundance of on the move
intelligent transportation system (ITS) applications, such as safer and better travel experi-
ence to the users, infotainment services, efficient traffic management, vehicle platooning
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etc. [3]. In addition, vehicular communications aim at realizing ubiquitous connectivity
among the vehicles in a wireless manner [4]. Therefore, to support such massive connectiv-
ity with real-time network access, a substantial amount of energy and radio resources are
needed. To this end, cognitive radio technology can be exploited in the vehicular communi-
cation networks to support the shared spectrum access [5,6]. The cognitive radio-enabled
vehicular communications, named cognitive radio vehicular networks (CRVNSs), can exploit
the additional spectrum opportunities outside the IEEE 802.11p specified standard 5.9-GHz
band [7]. However, such networks are susceptible to various serious security attacks as
the bulk of communication occur over the open and vulnerable wireless medium [8]. The
issues of mobility, cooperative infrastructure, dynamic nature of cognitive radios, and
heterogeneity can further aggravate the security concerns, as these characteristics limit the
implementation of the existing key-based cryptography security infrastructure [8,9]. As of
late, physical-layer security (PHY-security) has arisen as an appealing way to guarantee se-
cure wireless transmissions and to complement the existing security infrastructure further.
In contrast to the key-based upper layer security mechanisms, PHY-security techniques
provide secure transmissions at the physical layer by exploiting the inherent random nature
of the wireless channels such as fading, interference, etc., through various coding, signal
design, and signal processing approaches [10]. Therefore, this paper aims to provide a
comprehensive performance analysis of PHY-security in CRVNs under spectrum-sharing
constraints.

1.1. Related Works

PHY-security aspects have been thoroughly investigated in the literature for various
network scenarios under different fading channels without considering the cognitive frame-
work [11-20]. Furthermore, the authors in [21] have proposed a machine-learning-based
method to locate the vehicles generating jamming signals by monitoring the physical chan-
nel parameters of the vehicles in the vehicular networks. Moreover, PHY-security perfor-
mance in the cognitive radio networks has been explored broadly in the literature [22-31]
with or without relaying scenarios. In addition, to guarantee the quality of service (QoS)
at the primary receiver, these works have employed either the single-power constraint of
the maximum interference tolerable limit for the primary network or the combined power
constraint of the maximum interference tolerable limit for the primary network and the
maximum allowable transmission power at the secondary network. For the relay-assisted
cognitive radio networks, the secrecy performance of cooperative cognitive relay networks
has been analyzed in [22-27] and the references therein. Specifically, the authors in [22]
investigated the secrecy performance of the cooperative cognitive relay networks in the
presence of direct links. The authors in [23,24] have proposed some relay selection strate-
gies to enhance the secrecy performance of the secondary network in the cognitive relaying
systems. Moreover, the authors in [25] employed external jamming techniques for improv-
ing the security of an underlay cognitive relaying systems. The authors in [26] studied
the problem of residual energy maximization for the multiple eavesdropper scenario in
cognitive relaying networks. Furthermore, the authors in [27] analyzed the PHY-security
performance of multiple-input-multiple-output cognitive relaying networks under the
impact of outdated channel estimates.

Of particular interest are the secure underlay cognitive radio networks, where the
secondary transmitter communicates with the secondary receiver under the interference
constraint imposed on primary receiver in the presence of active/passive eavesdropper.
Specifically, the authors in [28-32] evaluated the secrecy performance for cognitive radio
networks. For instance, the authors in [28] investigated the secrecy performance of an
underlay cognitive wiretap secondary system with multiple secondary receivers and
eavesdroppers by considering the joint power constraint under Rayleigh fading channels.
In [29], the authors investigated the secrecy performance of multiinput, single-output, and
single-eavesdropper cognitive radio networks over correlated fading channels. The authors
in [30] analyzed the secrecy performance of a cognitive wiretap system with multiantenna
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secondary terminals under Rayleigh fading channels. Further, the authors in [31] evaluated
the secrecy performance of an underlay cognitive radio system in the presence of an active
eavesdropper. Furthermore, for a single-input-multiple-output system, the authors in [32]
investigated the impact of outdated channel estimates on PHY-security performance for
cognitive radio networks.

However, all the aforesaid studies in [28-32] were limited to the scenarios where
the nodes in the network are stationary (i.e., fixed infrastructures); therefore, the channel
between the nodes is modeled as Rayleigh fading or Nakagami-m fading. In fact, the nodes
in the wireless communication networks can be moving while exchanging the information,
e.g., mobile of people driving on road, yielding the channel between the moving nodes
as cascaded Rayleigh (double-Rayleigh) fading [33-35]. ( It is to be emphasized that the
vehicle-to-vehicle (V2V) links undergo multiple scattering phenomena and are moving in
a relatively dense scattering environment; thus, from the theoretical and empirical stud-
ies, cascaded Rayleigh channel modeling is shown to be more appropriate in resembling
the dynamic V2V communication links [33-35]). Therefore, such V2V communications-
enabled cognitive radio networks are one of the most fascinating use-cases in the upcoming
5G networks, and it is very interesting to comprehensively investigate the PHY-security
in CRVNs under double-Rayleigh fading channels. In this context, the secrecy perfor-
mance over cascaded fading channels has been widely studied in [35-40]. Recently, the
authors in [41] studied the secrecy capacity performance for vehicular communication
networks. However, these works [35-41] were limited to the noncognitive networking
setup. Moreover, the authors in [42,43] evaluated the performance of multihop cognitive
radio networks over double-Rayleigh fading channels but without taking PHY-security
aspects into account. Further, the authors in [44] investigated secrecy performance of
CRVNs over N*Nakagami-m fading channels.

1.2. Motivation

From the aforementioned discussion, we can infer that the bulk of the works reported
towards the investigation of PHY-security aspects in cognitive communication networks
were limited to the scenario where the nodes are stationary. With the emerging varied
form of ITS applications and user needs on the move, CRVNs have attracted great research
interest. The authors in [35-40] evaluated PHY-security performance of cooperative ve-
hicular relaying networks but without taking the spectrum-sharing cognitive framework
into consideration. Moreover, the authors in [42,43] considered double-Rayleigh fading
channels and evaluated the performance of cognitive radio-enabled V2V networks, but
they did not emphasize the PHY-security aspects of the considered system. Therefore,
exploitation of PHY-security benefits in underlay CRVNs over cascaded fading channels
is still an open issue. To this end, a little effort has been directed to analyze the secrecy
performance of CRVNs over N*Nakagami-m fading channels in [44]. Very recently, the
authors in [45] analyzed the secrecy performance of cognitive radio networks over cascaded
Rayleigh fading. However, there are several differences between this work and [44,45].

e In[44], the authors considered the following assumptions while analyzing the secrecy
performance of CRVNS; (i) single-power constraint of the interference on the primary
receiver, and (ii) N*Nakagami-m fading. In addition, the system’s performance was
evaluated in terms of secrecy outage probability (SOP).

¢ In [45], the authors considered the following assumptions while investigating the
PHY-security performance of CRVNS; (i) single-power constraint of the interference
on the primary receiver, (ii) cascaded Rayleigh fading for the main channel (between
secondary source and secondary receiver), and Rayleigh fading for both the wiretap
channel (between secondary source and secondary eavesdropper) and interference
channel (between secondary source and primary receiver). However, for evaluating
the system’s performance, the cascaded Rayleigh fading was transformed into a
Nakagami-m fading approximation, and assumed statistical independence among the
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channel gains. In addition, the performance was evaluated in terms of SOP, intercept
probability, and probability of non-zero secrecy capacity.

e Different from [44,45], in this paper, we adopt the following: (i) two power control
strategies at the secondary transmitter, i.e., Strategy I: single-power constraint of the
interference on the primary receiver, and Strategy II: combined power constraint
of the interference on the primary receiver and the maximum transmission power
at the secondary transmitter, (ii) double-Rayleigh fading for all the links, and (iii)
statistical dependency among the channel gains. In addition, we evaluate the secrecy
performance in terms of exact SOP, asymptotic SOP, and ergodic secrecy capacity
(ESC), under Strategies I and 11

In addition, the proposed work and the works presented in [46,47] explored the
cognitive radio networks under vehicular communications. However, there are several key
differences between this work and [46,47], whose brief detail is as follows.

¢  This paper and the work presented in [46] consider all the nodes are equipped with
single antenna, whereas the authors in [47] considered the secondary transmitter
and primary receiver are equipped with single antenna and secondary receiver and
eavesdropper are enabled with multiple antennas.

e In this work, we consider the channel between the moving vehicles to be quasistation-
ary for a short duration (i.e., one fading block time), where the distance between the
nodes is much greater than the scattering radii. Consequently, assuming the radio
propagation between two moving vehicles undergoes independent double scattering
events, the channel can be modeled as double-Rayleigh fading. By contrast, the works
presented in [46,47] considered the scenario where the symbol period of the detected
signal is larger than the coherence time of the channel, and hence, the system fading
links can be characterized as time-selective. Particularly, the works [46,47] considered
Rayleigh fading channels and Nakagami-m fading channels, respectively.

e In [46], the authors considered a single-power constraint of the interference on the
primary receiver, whereas in [47], the authors adopted a combined power constraint
of the interference on the primary receiver and the maximum transmission power
at the secondary transmitter. Different from [46,47], this paper adopts both single-
power- and combined-power-based control strategies for managing interference at
the primary receiver.

e In [46], the authors evaluated the SOP and intercept probability expressions over
Rayleigh fading channels, while in [47], the authors derived the expressions for the
SOP and ESC over Nakagami-m fading channels. In this paper, we derived the SOP
and ESC expressions over double-Rayleigh fading channels.

Therefore, the above differences make the contributions and results of this work
fundamentally very different from [44—47]. Hence, this motivates us to develop a thor-
ough and comprehensive investigation on the secrecy performance of CRVNs under both
single and combined interference power constraints in the presence of double-Rayleigh
fading channels.

1.3. Contributions

From the aforesaid discussion, it is obvious that there is a lack of PHY-security per-
formance evaluation in CRVNs over double-Rayleigh fading channels by employing two
power control strategies at the secondary transmitter vehicle, i.e., (1) Strategy I: where the
transmit power of the secondary transmitter vehicle is only constrained by the interference
threshold of the primary receiver vehicle, and (2) Strategy II: where the transmit power of
the secondary transmitter vehicle is constrained by both the maximum transmit power and
the interference threshold of the primary receiver vehicle. The analytical outcomes reported
in this paper thus (1) face several mathematical challenges and complications under the
considered strategies and double-Rayleigh fading, (2) are unique as efforts to investigate
PHY-security in CRVNs under the consideration of two spectrum sharing constraints
and double-Rayleigh fading channels is made first time in the literature, and (3) lay the
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foundation for examining PHY-security in CRVNs over more generalized cascaded fading
models, such as N*Rayleigh and N*Nakagami-m. Specifically, in this work, under the
two considered power control strategies and by taking double-Rayleigh fading channels
into account, we investigate SOP, asymptotic SOP behavior, and ESC, for the considered
underlay CRVNSs. The key contributions of the paper are summarized as follows.

1. We deduce the exact SOP expressions over double-Rayleigh fading channels in order
to investigate the secrecy performance under two considered power control strate-
gies. These SOP expressions enable us to effectively determine the impact of key
system/channel parameters on the system’s secrecy performance.

2. We further present the asymptotic SOP expressions for Strategy I and Strategy II
over double-Rayleigh fading channels. These asymptotic expressions provide us
some important insights related to the system’s achievable secrecy diversity order.
Based on these asymptotic results, it is observed that the system can achieve a secrecy
diversity order of 1, when the average channel gain of the main link goes to infinity
and the average channel gain of the wiretap link is fixed. However, the convergence
of achieving the asymptotical secrecy diversity order of 1 is very slow, due the
involvement of double-Rayleigh fading channels. In addition, the secrecy diversity
order reduces to zero when the average channel gains of the main and wiretap links
go to infinity.

3. Using the derived exact SOP expression under Strategy 1I, we demonstrate the impact
of maximum tolerable interference level and maximum secondary transmitter power
on the secrecy performance. Specifically, we analyze two cases, viz., (1) when maxi-
mum tolerable interference level is proportional to maximum secondary transmitter
power, and (2) when maximum tolerable interference level is not related to maximum
secondary transmitter power. It is revealed from these two cases that the SOP per-
formance saturates when maximum secondary transmitter power is large enough,
which results into a zero system’ secrecy diversity gain.

4.  Further, we deduce novel ESC expressions for Strategy I and Strategy II under double-
Rayleigh fading, in order to analyze the impact of interference threshold, maximum
transmit power, and average channel gains on the secrecy performance. We also
present two key observations irrespective of two power control strategies, when the
average channel gains of main and wiretap links are very large, i.e., (1) there exists a
ceiling of ESC, and (2) the ESC follows a scaling law of ©(In (%ZZ’)), where Q,, and
Q). are the average channel gains of main and wiretap links, respLectively.

5. We finally verify our analytical and theoretical findings via simulation studies. Our

results show the impact of involved network parameters on the system’s SOP and
ESC performances under Strategy I and Strategy II.

1.4. Organization

The paper is structured as follows: Section 2 describes the considered system model
for CRVNS. In Section 3, we analyze and present the exact and asymptotic SOP expressions
under Strategy I and Strategy II for CRVNs. Section 4 presents the ESC expressions under
Strategies I and II. Numerical results are provided in Section 5 to offer valuable insights
onto the secrecy performance. Finally, Section 6 concludes the work.

Notations: Ky (-) is the v-th order modified Bessel function of second kind (eq. (8.432))
of [48], . F; (m,n, p; z) is the Hypergeometric regularized function (eq. (9.10)) of [48], ¥ (-, -, -)
being the Kummer hypergeometric function (eq. (9.238)) of [48], Gy (y[," ") is the

a1 Ay

by, by
Meijer-G function (eq. (9.301)) of [48], and Glelqril p?q’fz ;:?é'sms (v,z by by o E]/m,%)
is the extended generalized bivariate Meijer-G function (eq. (07.34.21.0081.01)) of [49].

dlr"~rdq2 flr“'rfu]3

2. System and Channel Models

In the following subsections, we detail the adopted cascaded fading channel model for
the V2V channels and the system model for our considered cognitive vehicular networks.
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Further, we consider two power control strategies to minimize the interference at the
primary receiver and present the end-to-end instantaneous signal-to-noise ratios for both
the strategies.

2.1. Statistical Background: The Double-Rayleigh Distribution

As proposed in [33], for mobile-to-mobile links, the multiple Rayleigh propagation
considers two or more independent Rayleigh fading processes generated by independent
groups of scatterers around the two moving vehicles. The resulting transfer function, H(t),
can be expressed as a linear combination of components with Rayleigh, double-Rayleigh,
triple-Rayleigh, etc., distributed amplitudes. For the case of only double-Rayleigh process,
the narrow-band, base-band channel transfer function can be written as [37]

Nr N
H(t) — 2 ET ZRejZH(fT C05(¢'1)t+fR COS((Pm)tJFGnm) (1)
NtNg ’

n=1lm=1

where N7 and Ny are the respective numbers of scatterers generated around moving
transmitter and receiver, fr and fr denote the respective maximum Doppler shift due to
the motion (speed of mobility) of transmitter and receiver, ¢, and ¢, are the random angle
of departure and the angle of arrival with respect to the velocity vectors, respectively, and
0m is the joint phase shift. It is important to note that the motions (speed of mobility) of
transmitter and receiver are involved in the form of Doppler shifts to determine how fast
the fading channel will be. For mathematical tractability, the channel between moving
vehicles is assumed to be quasi-stationary for a short duration (i.e., one fading block time),
and the distance between the nodes is much greater than the scattering radii, the channel
between those moving vehicles can be distributed as double-Rayleigh fading (It is a more
realistic channel model in a V2V scenario, especially when (i) the vehicles are moving in
high scattering environment, e.g., high traffic scenarios and (ii) all the vehicles are equipped
with low elevation antennas. Such a fading assumption which can find its applicability for
vehicular communication scenarios in rush-hour traffic is widely investigated for vehicular
networks in the literature [35-40,42,43]) [33-40,42—-45,50-52].

Under double-Rayleigh fading, the resulting envelope R can be expressed as the
product of R; and Ry, i.e.,, R = R;R,, where R; and R; are independent Rayleigh fading
processes with mean powers ()1 and (), respectively. Thus, the probability density function
(PDF) and the cumulative distribution function (CDF) of R can be expressed as [37]

r r
o) = g% (e @

r r
() =1- \/01021(1(\/0192)’ ©)

respectively. Moreover, the PDF and CDF of the square to the envelope, i.e., |R|?, can be
represented, respectively, as

firp () = Ko (2 s ) @

r r
Fp(r) =12/ 57K (2 0102). ®)

2.2. Cognitive Radio Vehicular System

We consider a secure CRVN, where primary user vehicle and secondary user vehicles
share the same licensed spectrum band in a given propagation environment. In the
secondary network, the secondary transmitter sends its message to secondary receiver
in the presence of a primary receiver present in the primary network. Meanwhile, in the
secondary network, a passive eavesdropper vehicle is able to intercept the information
transmitted by the secondary transmitter. Under the passive eavesdropping scenario, the
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instantaneous CSI between secondary transmitter and eavesdropper is not available at
the secondary transmitter. During the whole process, the secondary transmitter imposes
an interference to the primary receiver. Note that we highlight a practical consideration
of the passive eavesdropping scenario since, in practice, the passive eavesdropper is
noncooperative and does not feedback its instantaneous CSI to the trusted nodes. The
assumption of known statistical CSI of eavesdropper’s channel can be applied to the
scenario where the eavesdropper is part of a system which in alternate time slots becomes
an active trusted user in the system. As such, the instantaneous CSI of the eavesdropper
can be available at the transmitter via a feedback channel for the time slot where it is being
served. Therefore, from this information and assuming eavesdropper CSI does not change
under the assumption of quasi-stationary channel for a short duration, statistical CSI of
the passive eavesdropper can be available at the trusted node, for the time slots where it is
not being served [17-30]. The detail of the interference constraints is discussed later in this
section.

Figure 1 depicts the system model of the considered secure CRVN, which consists of
a secondary transmitter vehicle ST, a secondary receiver vehicle SR, a primary receiver
vehicle PR, and a passive eavesdropper vehicle E. All the terminals are equipped with
a single antenna and operate in the half-duplex manner (note that the consideration of
single-antenna at the terminals can reduce the system complexity and requirement of
power-intensive signal processing modules and hence make them for practical use in
various battery operated devices, such as wireless sensor applications. In addition, the
assumption of half-duplex terminals can be practically applicable, as the half-duplex
operation is much easier and does not require additional signal-processing operations
compared to the full-duplex operation, because in the full-duplex operation, a significant
amount of self-interference is observed at the receiving antenna as a result of the signal
from the transmitting antenna of the same node). Since, all the nodes are moving vehicles;
therefore, the channels for ST — SR (i.e., main link), ST — PR (i.e., interference link),
and ST — E (i.e., wiretap link) links can be modeled as double-Rayleigh fading. We
represent hy,, hp, and h, as the channel coefficients of ST — SR, ST — PR, and ST — E
links, respectively. In addition, we consider the perfect CSI knowledge of the channels. In
this paper, we consider the perfect channel estimation process. However, imperfect channel
estimates may be available for transmission in such systems, which are generally inaccurate
and outdated with respect to actual channel. Consequently, the imperfect/outdated CSI

imperfect

for the actual channel can be expressed as #, = oh + /1 — 0?w, for1 € {m,e, p},

where p, denotes the normalized correlation coefficient between h;mperfed and h,;, and
w, is a Gaussian random variable having the same variance as that of /;,. Therefore,
the performance evaluation of considered CRVNs under such imperfect/outdated CSI
requires a fresh approach, which is studied thoroughly and comprehensively in the future
work. Under double-Rayleigh fading, the channel coefficients h,, for 1 € {m,e, p}, can
be expressed as the product of 1,1 and h, 5, where h, ; and h, ; are independent complex
Gaussian random variables having zero mean and variance (without loss of generality, we
assume (), = 0,5, = O, for 1 € {m, e, p}; however, the analysis can readily be extended
for 0,1 # ;). (3,1 and (), , respectively. Ps denotes the transmit power at ST. We also
assume the additive white Gaussian noise (AWGN) with zero mean and Ny variance for
each link.
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| Secondary Network |

___________
-

- Secondary
Transmitter (ST)

-

~ -

_____
——————————

| Primary Network | —_ Legitimate V2V Link
(transmission from ST to SR)
—_———-—- Wiretap V2V Link
(information leakage from ST to E)
S Interference V2V Link
(interference from ST to PR)

Figure 1. System model for the considered secure underlay CRVNS.

2.3. Instantaneous End-to-End Signal-to-Noise Ratio

Suppose that ST sends its confidential information to the legitimate SR over the main
channel, and at the same time an E tries to decode this information through the wiretap
channel; then, the signal received at SR and E can be given by ysg = /Pshyxs + ny and
YE = /Pshexs + ne, respectively, where 7, and 1, are AWGNSs at SR and E, respectively.
The instantaneous end-to-end signal-to-noise ratios (SNRs) A;; and A, at SR and E can be
expressed as

— —P5|hm|2 and A, = —Ps|he|2.

A
" No No

©
Furthermore, we assume that PR feedbacks its instantaneous CSI to secondary trans-
mitter ST, and ST accordingly adjusts its transmit power to satisfy the interference con-
straint [52]. Practically, a spectrum band manager can help to realize this task by mediating
between the primary and the secondary users. Therefore, in order to protect the QoS of PR,
we employ two power control strategies at ST, i.e., (1) Strategy I: single-power constraint
of the interference on the PR, Ip [22,28,53] and (2) Strategy II: combined power constraint
of the interference on the PR and the maximum transmit power at ST, Q [29,30,53].
Strategy I: Under Strategy I, the transmit power Ps at ST is constrained so that the
interference impinged on PR remains below the maximum tolerable interference level Ip.

Therefore, Ps at ST can be mathematically expressed as Ps = “%‘. Therefore, with Strategy
P

I, the instantaneous end-to-end SNRs at SR and E can be given as

AI _ p|hm|2

— dAL =
m |hp|2 an e

@)

respectively, where p = 1{1_1:)
Strategy II: In Strategy 11, if ST is power limited terminal, then ST may transmit up to
the maximum transmit power constraint of Q, and therefore Ps at ST can be expressed as
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P; = min (“f#, Q). Taking such strategy into account, the instantaneous end-to-end SNRs

at SR and E can be given by
Al = min (ﬁ,pl) 2, ®
Al = min (ﬁ o) I, ©

respectively, where p; £ N%

Under the two adopted strategies, the capacities corresponding to main link (i.e., ST —
SR) and wiretap link (i.e., ST — E) can be given by C}, = log, (1 + A},) and C, = log, (1 +
A}), where | = I for Strategy I and ; = II for Strategy II. Moreover, the secrecy capacity of
the wireless transmission can be given as Cl,. = max{C), — Cl,0}, for ; € {I,1I}.

In addition, Figure 2 shows the overall representation of the proposed CRVN frame-
work. Here, the secondary vehicular network operates in the underlay spectrum sharing
context along with the presence of a primary vehicular network. The transmission in the
secondary network can only be established as long as the resulting interference on the PR is
maintained underneath a given threshold. Firstly, if the PR generates an instantaneous QoS
requirements, then the transmit power at ST should be constrained so that the interference
imposed on PR remains below the maximum tolerable interference level, and consequently
the transmit power, Ps, at ST can be given as Ps = \hlﬁ Thereafter, the secondary users are

allowed to use the licensed band and perform their operations accordingly. On the other
hand, if the PR generates a stringent requirement of protecting QoS of PR and maintaining
secondary user throughput simultaneously, then the transmit power, Ps, at ST can be ex-
pressed as Ps = min (“fﬁ, Q). Accordingly, the secondary users are allowed to start their

transmissions. Finally, the performance of secure secondary network under the above two
constraints can be evaluated in terms of SOP, asymptotic SOP, and ESC, as presented in
subsequent Sections 3 and 4.

Secondary network ("/ .(\D Primary Receiver (PR) operating
shares the primary . 3 >3 in the licensed spectrum _ /
network in the underlay :
spectrum access mode

When there is a stringent requirement of

When PR requires an
instantaneous QoS requirements

Transmit power at ST should be constrained

asPs = IP:PIZ to avoid the interference at PR
P

- \

i
Secondary (O
Transmitter (ST)

Interference V2V Link

~
=
g
5]
=2
=
]
bS]
=
S
o
I
(2]

Eavesdropper (E)

—

Secondary Receiver (SR)

protecting QoS of PR and maximizing secondary
user throughput simultaneously

Transmit power at ST should be constrained as

P; = min II:PIZ'Q) to avoid the interference at PR
v!

—_

Secondary
‘ Transmitter (ST)
—re, \‘-B

o

Interference V2V Link

YlomiaN Arepuooss

Eavesdropper (E)

Secondary Receiver (SR)
—

Figure 2. Overall representation of the considered CRVN framework.
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2.4. Practical Applicability

The proposed analysis of the considered system by taking two power control strategies
and double-Rayleigh fading channels into account can be applicable for various practical
scenarios, as stated below.

e  The proposed analysis under Strategy I can be more appropriate under the practical
scenario when the service provided by the primary user has an instantaneous QoS
requirement.

e  The proposed analysis under Strategy II is suitable under the practical scenario when
there is a stringent requirement of protecting QoS of primary user and maximizing
secondary user throughput simultaneously.

®  The proposed analysis under double-Rayleigh fading assumption is practically appli-
cable for vehicular communication scenarios in rush-hour urban traffic.

¢  The proposed analysis is also applicable for the scenario when one mobile terminal
is located indoors in low-ascent building, and the another mobile terminal is placed
outdoors, as the cascaded fading envelope distribution is found suitable under such
scenario.

¢  The proposed analysis can be applied to the scenario when the mobile nodes are
located in a relatively dense scattering (e.g., vegetation) environment, as the channel
between them will be a good fit for cascaded fading distribution.

It is to be noted that compared to the existing similar works presented in [44,45,47], the
complexity of this work can be discussed as follows; (i) the paper [44] adopted N*Nakagami-
m fading channels and [45] adopted cascaded fading channels, which implies that the
cascading degree of order N imposes more computational resources in examining the
performance of the considered system. Whereas this paper considers the double-Rayleigh
fading channels, which allows one to operate with less computational resources (because of
having cascading degree of order (2) while evaluating the system performance, without the
loss of information, and (ii) the work presented in [47] considered the multiple-antennas at
the legitimate destination and eavesdropper, which require several parallel radio frequency
chains in the front-end architecture of the receiver. This increases the power consumption,
complexity, cost, and size of the system, due to which the direct implementation of such
systems is hindered in battery-operated sources, such as in wireless sensor applications.
That said, this paper considers the single-antenna terminals which drastically reduce the
system’s complexity and can be efficiently applicable for the resource constraint devices.

Furthermore, we evaluate the SOP and ESC for Strategy I and Strategy Il under double-
Rayleigh fading channels, in what follows. Note that SOP is an appropriate metric for the
block fading channels (such as, double-Rayleigh fading channels under multiple scattering
phenomenon for vehicular scenario), where the maximum rate of reliable communication
is supported only by the one channel realization. On the other hand, ESC is the maximum
mutual information averaged over many independent fades of the channel. With the
block fading, the time average should converge to the same limit for almost all channel
realizations of the fading process (known as ergodicity); thus, ESC is only the long-term
time average rate achieved, and not on how fast that rate fluctuates over the time. Therefore,
we can evaluate the SOP and ESC in the one system assumption.

3. Exact and Asymptotic SOP Analyses under Strategies I and II

In the consequent subsections, we derive an analytical expression for a key secrecy
metric and SOP to quantify the considered network secrecy performance under both
Strategies I and II. Further, to provide meaningful insights, we also provide asymptotic
SOP analysis under both the scenarios for the considered system.
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3.1. Strategy I: Single-Power Constraint of the Interference on the PR
3.1.1. Exact Analysis for SOP

The SOP can be defined as the probability that the achievable secrecy capacity is
less than a predefined secrecy transmission rate R (in bps/Hz). We can mathematically
express the SOP under Strategy I as

Pel — primax{C}, — CL, 0} < Ry]. (10)

out

ec,1

oui. = 1. Therefore, we

Note that when C}, < Cl, the secrecy is compromised, i.e., P’
analyze the SOP when C}, > C! as

Psecl Pr[CI _ CI <R ]

P‘hm‘z
T+ ]
— <y

out P\he\z
L+ T
2 —1lh 2
:1—Pr{|he|2< ‘h;" _ m))’ pl } (11)

Since |y |* and |he|* consist of a common channel gain |/1|?; therefore, the SOP under
this strategy can be expressed as

Ponit = 1—/000 [/:pl hg2<z (U_l)w>f|hm2( )d]/]fmpz(w)dw/ (12)

AL,

where 17 = 2% is the secrecy target threshold. To evaluate the SOP under Strategy I in (12),
we first need to simplify the inner integral I;, which is given as per the following theorem.

Theorem 1. The inner integral I of (12) can be expressed as

I =T, — Ty, (13)

_ o [ —Dw [(1 = Dw
I, =2 T1<l 2 p/\m), (14)

where

k 1 1 1
Vin & 1 -1 Ap |~ 2k—5k=3
Hlb - = Z ( k! ( A ) ka§§< )7:1 121 21 2)’ (15)
e 1= * P/Am Hielz,—3k—3

where Ay = Q2 and A, = O2

Proof. The proof is given in Appendix A. [J

Furthermore, invoking (14) and (15) along with the PDF of |h,[,\2 into (12), we can
represent the SOP as

(n—Dw
Poui (1) =1 - \/7[/ w?K, \T)K (2 17PT dw
2V (=D (U—l)k 23()tm 2/k%rkz> © \/W
+ Gy WKy (2, /— )dw|, (16)
Apvike (=6 KU\ pAm ) ¥\ nAe i) /0 of A,,)

where A, = Q%, Then, the first integral in (16) can be simplified using (eq. (03.04.26.0009.01))
of [49] and (eq. (07.34.21.0011.01)) of [49], and the second integral in (16) can be evaluated by
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t

first using the transformation of variables Aﬂp = j and then applying (eq. (6.561.16)) of [48].

Consequently, the SOP under Strategy I, Pl (i), can be expressed as

out

sec,1 1 (77 - 1))‘17 2,2 (77 - 1)/\19 _%’_%
Pout (77) =1 P)\m G2,2 P/\m %7%
Vm & (—1)k<;7—1>" L ) 23<Am %HH)
+ AM(T(k+1)°Gys | — . 17
77/\3](20 k' P)\m p( ( )) 3,3 '7)\3 %’7%, 7% ( )

Remark 1. The SOP in (17) mainly consists of powers, complete Gamma function, and Meijer-G
functions, containing maximum interference threshold limit (1), secrecy target threshold (17), and
average channel gains ((y, Qe, and Qp), which can effectively be evaluated using Mathematica
software. The SOP behavior for various values of channel/system parameters is shown numerically
in Section 5.

Remark 2. We infer that the SOP expression in (17) depends on the average channel gain of the
interference link (ST — PR), i.e., Ay = Q%, which implies that the SOP performance degrades as
Ay increases and vice versa. This is due to the fact that the power at ST reduces with the increased
Ap, as also validated numerically in Section 5.

3.1.2. Asymptotic Analysis for SOP

To gain more insights into the achievable secrecy diversity order of the considered
system, we focus on the asymptotic analysis in the high average channel fading gains
regime. Here, we specifically investigated two separate scenarios: (1) when A;, — oo
and A is fixed. In this scenario, the quality of the legitimated channel is better than the
quality of wiretap channel (i.e., E is located far away from ST), and (2) when A, — oo
and A, — oo, where both the legitimated and wiretap channels experience similar fading
conditions. Note that there may be another scenario where Ay, is fixed and A, — oo.
However, this case significantly strengthens the quality of wiretap link and increases the
probability of successful eavesdropping, as E, which implies that the secrecy diversity
order becomes zero.

When A, — oo and fixed A,

Under this scenario, we simplify (17) by ignoring the higher order infinitesimal terms
to obtain the asymptotic SOP as

psec,l ~
out,asy (77) Ap—roo P/\m

). (18)

Remark 3. Secrecy diversity order analysis: When A, — oo and A, are fixed, the secrecy diversity
order can be defined as the ratio of asymptotic SOP to average channel gain of the main link Ay,
yielding

log‘ (fft?ils (‘l)
li ASY . 19
G]D) = —/\mlm —1 1 ( )

_1_.1.1
From (18), we can observe that the term Gg;’ (% |12, %', %) converges to zero very quickly

as Ay — oo for fixed 1 and A, and hence, it can bezégéored from (18) while evaluating the
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secrecy diversity order. Consequently, we can re-express the resultant asymptotic SOP via (eq.
(07.34.03.0871.01)) of [49], and after some simplifications, as

Alp) A
Poutasy (1) = 1= ALZ) 21 (2,2,31 - A(—n’f)) (20)

where A(n) = @. Now, invoking (20) into (19), and by simplifying 2F (a,b, c; z) using
(eq. (07.24.26.0003.01)) of [49] and (eq. (07.23.03.3573.01)) of [49], and after some involved
simplifications, we can express the secrecy diversity order as

log [1 A (S A At AG) log (%))}
=—1 (A(W)_)\m)z
GD B )wlnlr—>noo log Ao , (21)

which can be further simplified with the assistance of L'Hospital’s rule to obtain the secrecy diversity
order as

Gp = 1. (22)

Therefore, we can infer that the system can achieve a secrecy diversity order of 1 and does not depend
on the parameters related to the wiretap link (i.e., ST — E) and interference link (i.e., ST — PR).

Remark 4. The convergence behavior of secrecy diversity order is shown in Figure 3, from which
it can be observed that the secrecy diversity order converges to its asymptotical value of 1 over
double-Rayleigh fading channels, irrespective of the wiretap link strength A., p, and Ap. However,
the convergence gets slower because of the involved double-Rayleigh fading channels. We can also
infer that the convergence further slows down as Ae and/or Ay increases and vice versa.

0.9 =
0.8 T
0.7

0.645 T

Secrecy Diversity Order
o o
N
: T
°
[
R

0.635

o
4]
T

R, = 0.1 bps/Hz | |
55 56 57 p =10 dB

0.2 7l

—— A\ =0dB, A\, =0dB
01bF —— A\, =10dB, A, =0dB [
—— . = 10dB, A, — 10 dB
0 . . . . . : : :
0 20 40 60 80 100 120 140 160 180

A (dB)

Figure 3. Secrecy diversity order behavior of the considered system under Strategy I for A;; — oo
and fixed A,.

When A, - o0cand A, — o

The asymptotic SOP for this case can be evaluated as per the following theorem.

Theorem 2. The asymptotic SOP for the case when Ay — o0 and A, — co (as the average
channel gains of both the legitimated link and wiretap link are improved simultaneously) under
double-Rayleigh fading channels can be expressed as

: NAe 2o MA
P () = 1= Yok (1

A Ae—ro0 VA

%’;>. (23)
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Proof. Under A,, — o and A, — oo, we can approximate the SOP as P:“!(yy) =

plim 2
1 2 . . .
Pr[ 1 p‘:lz\‘z < 17] ~ Pr| o < 11|, which can be further expressed in the integral form

lhp[2

as P () ~ I Ey,.2 (1) fin,|2(y)dy. Now, invoking the CDF of |hm|* and the PDF

outasy
of |h.|? and simplifying with the aid of (eq. (07.34.21.0011.01)) of [49], we can obtain the
asymptotic SOP expression, as given in (23). O

Remark 5. From (23), we can infer that the secrecy outage floor occurs for fixed ratio /{‘—; (as
Am — oo and A, — 00), and hence, the secrecy diversity order cannot be attained. In addition, it is
also worthwhile to note that the system’s secrecy diversity order can also be realized by analyzing
the asymptotic SOP behavior for the case when p = ]{}’ — oo. Under this case, we can have
the same asymptotic SOP expression as evaluated in ( 23) since p at both D and E are increased
simultaneously. We can further reveal that the SOP expression under this case achieves an error
floor and results in a zero secrecy diversity order.

3.2. Strategy II: Combined Power Constraint of the Interference at the PR and Maximum Transmit
Power at the ST

3.2.1. Exact Analysis for SOP
Considering Cl} > C! and using (8) and (9), the SOP can be expressed as

1+min(# 01) [ |? < ]
Ul

Psec II(”) — Pr

out 1—|—mir1(|hi >|h ‘2
2
1+P|hm‘
L+ p1|hm | } Iy 2 iy 2 0 )
=Pr| " <y Pr| = > P 4 Pr| ——E <, & < 2. (4
|:1+p1|h |2 17 r|:p1 —| P| :| r +‘7Lhe“22 ’7 P1 | p| ( )
P
£0(1)
1 £ 0a(n)

Further, the SOP in (24) can be simplified as per Theorem 3.
Theorem 3. The exact expression for the SOP under Strategy II using (24) can be expressed as
Poui (1) = ©1() + ©2(1p), (25)

out

where

A ;,k;,fi%ﬂ ll_ 2P (2P )1 (26)

Vain & (EDF oy
w/nAgAka;’) k! )

1 1 1
—k—k—)
1_1 1 ’
3~ 5.k=%

N 2
20( (1 = 1)t
ol -Zg”?GOZ(W

k —1\k —k
% (pﬁl) +1< p/\ml) foé)(mfj\p‘kw,o) Giﬁ
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where g; = { TN, q]( ik }71 and t;, (i = 1,---,N) are the weights and zeros of N—order

Gauss—Lobatto’s polynomlal (eq. (25.4.33)) of [54], respectively, and qn(t) = /2N + 3P1(\]2 0 (1-
2t) with Pz(\12 ) a5 the Jacobi polynomial.

Proof. The detailed analysis is given in Appendix B. O

Remark 6. We highlight that (25) mainly involves powers, Meijer-G functions, and modified
Bessel function of the second kind, consisting of network parameters Ip, Q, 11, Qm, Qe, and Qp,
which can readily be evaluated by the help of Mathematica software, as shown via numerical results
in Section 5.

Remark 7. The SOP expression in (25) consists of Gauss—Lobatto’s series expansion of order N,
which converges to an arbitrarily accurate approximation by selecting the appropriate value of N.

For instance, consider the term of (27), i.e., Z = G(z]g (( i} %, —7) G(z)g ((37 ‘O 0) Note that

Pl/\m
the Meijer-G function can be expressed in terms of v-th order modified Bessel function of second kind

using the transformation K, (x) = 1Gg3 (% ‘ g, —9) (eq. (03.04.26.0009.01)) of [49], and Ky (x)
can further be expressed as \/me” (Zx)”‘l’(v +0.5,1+ 20;2x) (eq (9. 328)) of [48]. Realizing

(n—1)¢
such representations in Z, we can get Z = 167 1/ 2y 1“" e 1AV ‘I’( , 1,44/ pt){ )
P17p

x‘i’(z, 3,44/ (=11} ) From which, it can be clearly seen that the exponential terms in Z implies

P1Am
that (27) decreases rapidly as N increases, and only a few values of N are sufficient to obtain
satisfactory accuracy, as also shown numerically in Section 5.

3.2.2. Asymptotic Analysis for SOP

We analyze the asymptotic SOP performance of the considered system under Strategy
II for two separate scenarios, i.e., (1) when A;; — oo and A, is fixed and (2) when A, — o
and A, — oo, in what follows.

When A, — oo and fixed A,

For A;; — co and fixed A, by neglecting the higher order infinitesimal terms in
(26) and (27), and then invoking the resultant expressions on (25), the asymptotic SOP
expression can be given as

sec,Tl n—1 n—1 VAm 23 Am
Poutusy( ) ll_z Pl/\mKl (2 Pl/\m)+ G3,3 —

X

1 _2VP Kl( 2vp )1+ 2vp Kl( 2yp )7 (71 —1D)Ap
Ve1Ap N /p1Ap \/Pl)\p VP1Ap

o G2,2<(77_1)/\P ’%”% 2 £2G 20 —D# 1 _1)
2 %,_% pf)\ p)\m 2" 2

)+ \/E G30< ‘_ >G (Am _2’_é’_%).
ViAeAy P\ p1Ap -k-1,00 11

Remark 8. By following a similar approach used to evaluate (22), we can infer from (28) that the
secrecy diversity order of 1 can also be achieved under Strategy II. Furthermore, Figure 4 shows that
the secrecy diversity order convergence slows down because of the involvement of double-Rayleigh
fading channels, for various values of A, and p1.
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Figure 4. System’s secrecy diversity order behavior under Strategy II for A, — oo and fixed A,.

When A, - ooand A, — o©
Using (24), the asymptotic SOP can be expressed as

o |?
U S )

/\m,/gﬁoo
= /0 Fi, 2 (19) fin, 2 (v)dy. (29)

Now, invoking the CDF of |h,|> and the PDF of |k|? into (29), and simplifying it via
(eq. (07.34.21.0011.01)) of [49], we can obtain the asymptotic SOP expression under the
scenario when A, — oo and A, — oo as

rpsec,H ( ) ~ 1-V WABGZZ L/\e i (30)
out,asy Am’);%oo m 2,2 A %,7% .

Remark 9. According to (30), the asymptotic SOP in this scenario depends on the wiretap channel
guain to the legitimated channel gain ratio, i.e., ))“—;l Therefore, we can infer that the secrecy outage

floor occurs, which yields into a zero secrecy diversity order.

3.2.3. Impact of Maximum Tolerable Interference Level Ip and Maximum Secondary
Transmitter Power Q

It can be observed in (25) that the SOP expression under Strategy Il also depends on
the maximum tolerable interference level Ip and maximum secondary transmitter power
Q. Therefore, in order to study the impact of Ip and Q on the system’s secrecy diversity
gain, two cases, i.e., Case 1: when p = pp; and Case 2: when p # pp1, where p = I{]—% and

P12 N% are investigated in the following.

Case 1 (p = pp1)

When p is proportional to p1, i.e., p = up1, where yu is a positive constant. In the
high SNR regime, i.e., p; — oo, the SOP in (25) can be approximated by applying the fact
Ki(x) xio % (eq. (9.6.9)) of [54] and ignoring the higher order infinitesimal terms at high

SNR, as
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~111 )
AP ) vowa (o], ) (- k() ) - S
p=por 100 HAe HAel3~3-3% VAt VA pm 1)
p |0 23 L’%"%’%
xKl( *)fmc\/)\mp\/ﬂ)t )\pplG (P )\p‘ 1,0,0>G (ﬂ)\e s )

Remark 10. We can see from (31) that the SOP is independent of SNR p1 with fixed ratio p%'
which implies that the secrecy diversity gain cannot be achieved in this case.

Case 2 (p # pp1)
When p # pp; and p is a constant. At high SNR range, i.e., p; — o, we can approx-
imate the SOP expression in (25) by using the fact K;(x) %0 % (eq. (9.6.9)) of [54] and
x—

eliminating the higher order terms under high SNR (p; — c0) regime, as

Poi " (1)
1 (7 = 1Ay o2 ((;7 ~1)A, é,;> )
PFHP1,P1—00 PAm 22 PAm 33

Remark 11. From (32), it is noted that the SOP only depends on a constant p, although p1 — .
This implies that the secrecy diversity gain reduces to zero in this case as well.

4. ESC Analysis under Strategies I and II
4.1. Strategy I: Single-Power Constraint of the Interference on the PR

The instantaneous secrecy capacity for the considered secure CRVN under Strategy I
can be given as

Cgec = C1I11 - Cg
=log,(1+ Al,) —log,(1+ Al). (33)

By averaging the instantaneous secrecy capacity expression over the distributions of
the end-to-end SNRs Al, and Al under Strategy I, the ESC can be expressed as

Csec = E[logZ(l + Ag’l’l) - 10g2(1 + Ai)}/
_ 1 olhm|? - olhel*
_ln(z)E{log(H |hp|2) log (1+ \hpIZ) , (34)

which can be evaluated as per the following theorem.

Theorem 4. The exact ESC expression for the considered system under Strategy I over double-
Rayleigh fading channels can be represented as

= _ 1 ¢ g bt anf t M0
Caec = In(2) l; wie [p)&m G2 OAm ‘0,0,71,71

1
Géé’( ! ) (35)
AP /\P

Vom TV ( )
p
where S (a) = G32929( 73 3~ 2 - sandt;, (i=1,---,U)
3,3

l

Y 3 AmAe
2,2:02:0,2 3l ). wi = ((U+1)Lu+1(t D)
are the weights and zeros of U —order Gauss—Laguerre polynomial (i.e., Ly;(t)) (eq. (25.5.45)) of [54].

Proof. See Appendix C for the proof. [
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Remark 12. It can be seen from (35) that the ESC expression consists of exponential, powers,
and Meijer-G function, involving system parameters I, 11, Qu, Q,, and Qp, and as such, it
can be readily evaluated. In addition, the ESC expression in (35) consists of extended generalized
bivariate Meijer-G function, which is not easily available in the Mathematica software computational
package, but the work in [55] has proposed an efficient and accurate implementation in Mathematica.
Moreover, from (35), we can see that the ESC expression consists of Gauss—Laguerre series expansion,
which is convergent. We can achieve the accurate results by appropriately selecting the value of
U (can be analytically proved as in Gauss—Lobatto’s polynomial in Remark 7), as also shown
numerically in Section 5.

Remark 13. Using (34) for |hm|? > |he|?, the ESC under strategy I can be expressed as

1 ol
— |1y
Coec = / f\he ‘ El /h 2 (1 i ol |2 >

Tnpl*

><f|hm|2(|hm|2)‘71|hm|2d|hE|2- (36)

Substituting |hyu|* = Amx and |he|? = Ay into (36), and applying the scenario when the
average power gains of both the main and wiretap channels go to infinity (ie., Ay, — oo and
Ae — o0), and after some involved mathematical simplifications, we can express (36) as

Cief“lrfz) /0 00/:1y (/}‘m;)KO(Zf )Ko(2/7)dxdy. (37)

Now, by using (eq. (6.561.8)) of [48] and the transformations — (L) In(z) = G§§ (z ZZZigg)

(eq. (07.34.03.0919.01)) of [49] and K, (/z) = G35 (%1%, %), (eq. (03.04.26.0009.01)) of [49], into
(37), and then simplifying it via (eq. (07.34.21.0011.01)) of [49] and (eq. (07.34.21.0081.01)) of [49],
and after some algebraic simplifications, the ESC expression can be obtained, as shown in in (37),
when Ay, — o0 and A, — oo. We skipped the detailed analysis here for brevity. Moreover, it can
be seen from (37) that the ESC improves with Ay, and A,; however, an error floor can be seen in the
ESC performance in the high Ay, and A, regime. This is because of the reason that the channel
strengths of both main link and wiretap link are improved simultaneously. This behavior is also
shown numerically in Section 5.

Remark 14. We can further express (37) as
cl ~ [ / ! ln KO (2v/%)Ko(2,/§)dxdy
;ﬂ /0 /M 50(2\/§)K0(2\/y)dxdy . (38)
Am

It can be seen from (38) that both the integrals are consistent and can easily be evaluated.
Therefore, we can conclude that the asymptotic ESC follows the scaling law of © (In ()‘”’ ) as /}\’”
increases and thus depends on the relative channel strengths of ST — SR and ST — E links, which

is also demonstrated via numerical results in Section 5.
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4.2. Strategy II: Combined Power Constraint of the Interference at the PR and Maximum Transmit
Power at the ST

The ESC under Strategy II can be formulated as

Clie = £ g (1 min (poen) ) ~t0gs (14 min (5.01) he?)]
~&[log, (1+ q';lﬁf) - tog, (14 B1E) iy > £
Il (39)

a
quc 1

E[logz (1 JrP1|hm|2) —log, (1 +P1|he|2) |hP|2 < £

~

A =l
- Csec 2

which can be simplified as per the following theorem.

Theorem 5. The exact expression of ESC under Strategy 11 over double-Rayleigh fading channels
using (39) is given by

—II —II —II
Csec = Csec,l + Csec,Zf (40)

where

-t [ (el ) - ()

i=1 PAm PAm P2)\m/\e
Gzo N kP 2,0 Pﬁ% Gil Vk ’_1’0
02 = 1p%)\ Ap 02 ") 24 p1Am l00,-1,-1
VAt VA f 8k, ( ori ) g
ki G2/ L10,0 |S( =), 41
m/\ie P Z )L 02 01 /\ (p1) ( )

a1 L}1 Gélji(pl ‘—1,0 )_m+m3(;)]

sec,2 3
In(2) | p1Am 1Am 10,0,~1,-1 02 A,

2./p 2./p
|- AR GR) ‘42)

where w; g and t;, (i = 1,---,U) are the weights and zeros of U—order

= [@LT
Gauss—Laguerre polynomial (i.e., Lyi(t)) [54, eq. (25.5.45)], ¢ = {Z] o lai(r))?} " and
ty, (k = 1,---,N) are the weights and zeros of N—order Gauss—Lobatto’s polynomial [54, eq.
(25.4.33)], respectively, qn(r) = \/WPZ(\,3 (1 = 2r) with Pz(\]3 ) as Jacobi polynomial, and
= { ZM 14, (ri,)]? }71 and ry,, (ky = 1,---, M) are the weights and zeros of M—order

Gauss—Lobatto s polynomial, respectively, gp;(r) = v/2M + 5P§2’0) (1 —2r) with Pﬁ’o) as Jacobi
polynomial.

Proof. See Appendix D for the detailed proof. [

Remark 15. It should be noted that (40) involves powers, exponential, Meijer-G functions, modified
Bessel function of second kind, and extended generalized bivariate Meijer-G functions, consisting of
network parameters I, Q, 17, Qm, Q, and Qp, which can be efficiently calculated via Mathematica
software. We can achieve an arbitrary accurate approximation by appropriately selecting the values
of U, N, and M.
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Remark 16. Using (39) for |hm|* > |he|?, the ESC under strategy II can be expressed as

) 1+ efenf
I | foo o0

= h|? / In| —""_
Coec 11’1(2) /;)pl [/0 f|he|2(| 6| ) |hg\2n (1 L p|hg|2>

[pl?

x fhm|z(Ihmlz)d|hm|2d|he|21 Finpj2 ()| |

1 00 o ) 1+P1|hm|2
- h 2/ In (L HA17ml
") /p"l VO Sl e 2 n(1+pl|he\2)

X fhm|2(|hm|2>d|hm|2d|h€|21f|hp|2(|hp|2)d|hp|2' (43)

Substituting |1y, |*> = Aux and |he|? = Ay into (43), and under the scenario when
Am — o0 and A, — oo, and after some mathematical simplifications, we can express (43) as

oo~ 4 e / /AL /\mx Ko(zf %)Ko(2y/7)dxdy
<| /ﬂ f\h,,\z<\hp|2>d\hp|2+ [P fu i
ln / //\g /\mx KO(ZW)KO(ZW)dxdy (44)

Further, we can simplify (44) by using (eq. (6.561.8)) of [48], (eq. (07.34.03.0919.01)) of
(eq. (03.04.26.0009.01)) of [49], (eq. (07.34.21.0011.01)) of [49], and (eq. (07.34.21.0081.01))
of [49], whose detailed analysis is skipped here for brevity. From (44), one can observe that
the ESC performance increases with the increased in A, and A, but saturates in the high
A and A, regime because of the simultaneous improvement in the channel strengths of
both the main link and the wiretap link, as shown numerically in Section 5.

Remark 17. We can further express (44) as
[ / / Ko (2v/%)Ko(2y/7)dxdy
/0 AeyKO(Z\/E)KO(z\/y)dxdy . (45)
Am

The integrals in (45) are consistent and can readily be simplified. Moreover, we can see
from (45) that the asymptotic ESC follows the scaling law of ©(In (/}\—’;’)) as % increases,
as shown numerically in Section 5.

5. Numerical Results and Discussion

In this section, we provide the numerical and simulation results to validate the ef-
fectiveness of our derived analytical findings under the consideration of Strategy I and
Strategy II. To demonstrate, we plot various curves by varying the channel strengths ((),,,
Q,, and Qp) of ST — SR, ST — E, and ST — PR links. Note that a path-loss channel
modeling can also be adopted, where the average channel power gains of all channels
can be denoted as ), = d, Y, for1 = {m,e, p}, where v denotes the path-loss exponent,
and d, is the euclidean distance between the two nodes having the coordinates (x;,y;) and
(x,,y)), for1 = {m,e,p}, ] = {m,e,p}, and 1 # ;. Such modeling indicates that, (3, — co
correspond to d, — 0, which implies that the nodes are located close to each other, whereas
(), — 0 correspond to d; — oo, which indicates that two nodes are located far away from
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each other. Furthermore, we consider the Gauss-Laguerre polynomial order U = 30 and
Gauss-Lobatto’s polynomial order N = M = 50, to obtain precise results.

5.1. SOP Performance under Strategies I and II

In Figure 5, we plot the SOP performance versus A;; and A, for Strategy L. In Figure 5a,
we show the SOP performance versus Ay, for different values of A, and Rs, when p = 10 dB
and A, = 0 dB. We can observed from Figure 5a that the derived analytical results are in
good agreement with the simulation results over the entire range of A,,. Further, we can
see that the SOP performance improves as A;; increases, and an effective secrecy diversity
order of 1 can be verified irrespective of A, and R, as also analytically demonstrated
in Section 3-A. As expected, the SOP performance deteriorates with the improvement
in wiretap channel strength A., regardless of A;; and Rs. In Figure 5b, we demonstrate
the SOP performance with average channel gains of both the main and wiretap links
simultaneously varying (i.e., A;, = A, dB) for various values of R, when p = 10 dB and
Ap = 0 dB. From which, it is observed that the SOP decreases as average channel gains
(Am = Ae dB) increase, but saturates in the medium-to-high average channel gains regime,
regardless of Rs. This observation is also aligned with the derived asymptotic SOP results
presented in (23), which depends on the fixed ratio i‘—; In addition, we can see that the
SOP performance decreases with the improvement in R, since more power is needed to
achieve the higher value of R.

=1 [ s =

E

=

2 107"

=9

5]

o

E 3
= ‘ p=10dB, A\, =0 dB ‘
S 102 i
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< - - — Analytical, R, = 0.5 bps/Hz E
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Figure 5. SOP performance for the considered system under Strategy I.

Figure 6 illustrates the impact of PR on the SOP performance for various values of p,
Am, and A, when R = 0.1 bps/Hz. We can see from this figure that the SOP performance
deteriorates as Ay, increases, irrespective of p, Ay, and A.. This is because of the reason
that the transmit power at ST decreases as /\p increases. Moreover, for fixed value of p, the
SOP performance improves when the legitimate channel quality is better than the wiretap
channel quality, i.e., A, > A, and vice versa. In addition, the SOP performance improves
as p increases, i.e., the performance is better for p = 20 compared to p = 10 dB. This is
due to the fact that an increase in p allows ST to transmit at a higher power level without
interfering with the PR.

In Figure 7, we demonstrate the impact of Ay, A,, and A, on the SOP performance
under Strategy I It can be observed from Figure 7 that the analytical results match perfectly
with the simulation results, which corroborate the correctness of our derived theoretical
findings. Figure 7a illustrates the SOP performance versus A, for various values of A,
and R;, when p = p; = 15dB and A, = 0 dB. We can observe that the SOP performance
enhances as A, increases; however, it decreases with the improvement in A,. Moreover,
the effective secrecy diversity order of 1 can also be achieved for different set of involved
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parameters. As expected, the higher R results into the SOP performance degradation. In
Figure 7b, we show the impact of PR on the SOP performance under Strategy II for various
values of A, and A., when Rs = 0.1 bps/Hz and p = p; = 20 dB. It can be seen that the
SOP performance degrades as A, increases, since power at ST reduces as A, improves. In
addition, the SOP performance significantly improves if A;; > A, for all values of A,.

(s A) = (5,10) dB

(AmsAe) = (5,5) dB (Am, Ae) = (10,5) dB

(Ams Ac) = (20,5) dB

Secrecy Outage Probability
5
T

Analytical, p = 10 dB
- = = Analytical, p = 20 dB

X Simulation

o 5 10 15 20 25
Ap (dB)

Figure 6. Impact of PR on the SOP performance under Strategy I.

(b)

10%% 10° T T
’ Am =5 dB, A, =0 dB
K
X
e
= R
= 410
-% 10
= Ayn =5dB, A\, =5 dB
= M<
o \
=
=]
[«
. Am =10 dB, A, = 5 dB
3
5 10?
3
o5
p=pi =15 dB
A, = 0 dB P = p1 =20 dB
R. = 0.1 bps/Hz
—— Analytical, R, = 0.1 bps/Hz
- - - Analytical, R, = 0.5 bps/Hz — Analytical
X Simulation X Simulation
10° 107" :
[o] 5 10 15 20 25 30 35 -10 [o] 10 20
Am (dB) Ap (dB)

Figure 7. SOP performance for the considered system under Strategy II, (a) SOP versus A;;, and (b)
SOP versus Ay.

In Figure 8, we illustrate the impact of maximum tolerable interference level Ip and
maximum transmit power constraint Q on the SOP performance behavior under Strategy II.
It can be observed from Figure 8a,b that the SOP performance deteriorates when A, > A,
in the low p and p; regimes; however, it saturates as p and p; increase (i.e., in the medium-
to-high p and p; regimes). The secrecy floor in Figure 8a occurs because the SOP is
independent of maximum secondary transmitter power, p; = N%, in the high p1, and only
depends on fixed p, as also theoretically verified in (32). Furthermore, the secrecy floor is
observed in Figure 8b due to the limited impact of p on the SOP in the high p regime, since
the SOP depends on the fixed ratio pﬂ], as also analytically validated in (31). In other words,
the secrecy floor occurs in the high p region since the SNR both the legitimated link and
wiretap link is improved simultaneously. In addition, Figure 8a,b implies that the secrecy
diversity order reduces to zero, which is perfectly aligned with the theoretical findings
obtained in Section 3-B.
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Figure 8. Impact of maximum tolerable interference level (0 = Ip/Np) and maximum transmit
power constraint (o1 = Q/Np) on the SOP performance under Strategy II.

5.2. ESC Performance under Strategies I and 11

Figure 9 illustrates the ESC curves for various values of A;; and A, under Strategy I
and Strategy II. We can observe that the analytical ESC results under Strategies I and II are
in good agreement with the simulation results over the entire regime of A;;, and A,. We
can observe from Figure 9a that the ESC performance increases as A, increases under both
the considered strategies. In addition, the ESC performance decreases significantly as the
quality of wiretap link improves. Further, in Figure 9b, the ESC performance increases as
Am = Ae dB increases; however, the performance saturates in the high A, = A, dB regime,
which is aligned with the theoretical findings obtained in Section 4. The reason behind
this behavior is that the quality of wiretap channel increases in the same proportion as of
legitimate channel, hence restricting further improvement in the ESC performance.

(a) (b)
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= == When \,,, \. — oo
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Figure 9. ESC performance for the considered system under Strategy I and Strategy IL

In Figure 10, we demonstrate the impact of primary user (A,), maximum tolerable
interference level Ip, and maximum transmit power constraint Q on the ESC performance
of the considered system. Figure 10a shows the ESC performance versus p under Strategy I
for various values of A, when A;; = 10 dB and A, = 5 dB. The ESC performance increases
as p increases; however, a secrecy floor is observed in the medium-to-high regime of p.
This is because of the fact that an increase in p benefits both the legitimate destination and
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the eavesdropper. Moreover, the performance significantly deteriorates as A, increases
for all values of p. This degradation in ESC performance is because of the fact that the
power at ST reduces as A, increases. Moreover, in Figure 10b, we plot the curves for ESC
versus p1 under Strategy II for various values of p and A,. We can observe from this figure
that the ESC performance improves with p; when p > p; and saturates when p < p;. In
other words, the ESC is affected by the interaction of p and p;. When p is smaller than p;,
the SOP is mainly affected by p, whereas when p; is smaller than p, then p; becomes the
dominant factor. In addition, the secrecy floor behavior is also due to the fact that both
the eavesdropper and the legitimate destination simultaneously extract the same benefits
of increased transmit powers. Further, Figure 10b under Strategy II reveals that the ESC
performance is better for lower values of A, than that of the one with higher values of A,.

Figure 11 illustrates the ESC versus % for various p under Strategy I and for various
p and p; under Strategy II, when A, = 0 dB. It can be observed from Figure 11 that the ESC
improves with increasing /}\—’: This is owing to a higher A, than A, implying a superior
channel quality of the legitimate channel when compared to the channel quality of the
eavesdropper. This behavior is also depicted theoretically in (38) for Strategy I and in (45)
for Strategy II. I addition, it is seen that there is a linear relationship between the ESC
growth rate and %’ at high /}\—’:’
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> - XX
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Figure 10. Impact of maximum tolerable interference level (p = Ip/Np) and maximum transmit
power constraint (p; = Q/Np) on the ESC performance.
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Figure 11. ESC performance versus )/‘\—:’ under Strategy I and Strategy II.
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6. Conclusions

This paper analyzed PHY-security in underlay CRVNs under spectrum-sharing con-
straints. Since all the nodes are in motion, the channels between the nodes are assumed to
be modeled as double-Rayleigh fading. We assumed two different strategies to determine
the transmit power of the secondary network. In Strategy I, the transmit power of the
secondary transmitter is governed by the single-power constraint of the interference on the
primary network, whereas in Strategy II, the transmit power of the secondary transmitter is
governed by the combined power constraint of the interference on the primary network and
the maximum transmission power at the secondary network. Under these two considered
strategies, we deduced the exact SOP and ESC expressions for the considered system over
double-Rayleigh fading channels. We also presented the asymptotic SOP analysis for the
two considered strategies to reveal key insights into the system’s secrecy diversity order.
It was demonstrated that the system can achieve a full secrecy diversity order of 1, when
the average channel gain of main link goes to infinity with fixed average wiretap channel
gain. Furthermore, from the ESC analysis, it is reveled that the ESC follows a scaling law
of ©(In (%’Zé’) ), when Q, and ), go to infinity. We also verified our analytical findings via

simulation studies.
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Appendix A
Proof of Theorem 1

By invoking the CDF of |h|? and the PDF of |1, |? into (12), we can express the integral
I; as

I = Iy, — Iy, (A1)

_ [ 2 | Y
where I, _ﬂq ])w A KO( A )dy, (A2)

Ty, = /\\F/“ ,/ ’7* 1<1 \ﬁ dy. (A3)

We can simplify Iy, in (A2) by first applying the relation [~ ¢(x)dx = [; g(x)dx —
fo x)dx and then making use of the facts (eq. (6.561.16)) of [48] and (eq (6.561. 8)) of [48],
as presented in (14). Moreover, Iy in (A3) can be evaluated by first applying the change
of variables % - % =tand % = r and the transformation K, (1/z) = %Gé:g(fi 15, —%)
(eq. (03.04.26.0009.01)) of [49] and then simplifying via (eq. (07.34.21.0082.01)) of [49], as
shown in (15). Consequently, invoking (A2) and (A3) into (A1), we can obtain the inner
integral [; as presented in (13).
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Appendix B
Proof of Theorem 3
We can simplify ®; (1) in (24) as

0 = [1 - /':;Fhe <% - 7)f|hm (v )dy] FWP(p%)

0

mﬁ”l n \ﬁ_ﬂpl)

w(zmdyH m@ (Cll &

The first integral in (A4) can easily be simplified with the facts that [ = g(x)dx =
fO x)dx — fo x)dx (eq. (6.561.16)) of [48] and (eq. (6.561.8)) of [48], whereas we
can sunphfy the second integral in (A4) by first applying the transformations of vari-

ables % — % = tand % = r and then using (eq. (03.04.26.0009.01)) of [49] and (eq.
(07.34.21.0082.01)) of [49]. Consequently, ®; (17) can be given in (26).
Moreover, we can express O, (7) in (24) as

©a(17) Z/pplo}hPZ(y)dy /;o{/y;)th2<; - y(@;l))

X f|hm2(x)dx}fh,,|2(y)d% (A5)

which can be further expressed after some simplifications as

2 2 SN
ox0) = k() - ) { Jern Fn

~1
X Fp, 2 (E — y(ﬁp))dx}flhﬂz(y)dy. (A6)

n n

The inner integral in (A6) can be evaluated by invoking the CDF of |k.|? and the
PDF of |hy,|? and following the same steps as used to simplify the integrals in (A4). Then,
invoking the result along with the PDF of |h,|? into (A6), and after some simplifications,
®,(77) can be expressed as

0 2,/p \/‘ (1 —1)y
VYK (2, /=1 )y
2(77) \/,017)\ 1 pl)\ /\p \/p/\j/ 1< p)\m Y
+ 2V g (2D =1 ( — k= k= %) <k (2\/y>
G, / K2 )ay. (A7)
17)\6 k=0 k! ( p)\ ) 3,3 17)\8 %7%’,(7% ppl ¥ Ko \//\—p Yy
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The first integral (say x1) in (A7) can be expressed by using the facts that | ;o g(x)dx =
Jo” g(x)dx — [ g(x)dx and (eq. (03.04.26.0009.01)) of [49] as
, )dy

—Dyl Ny
4/\[ ( PAm 12 2>G0'2 Ap
1 o=yl 1\ ao(y
4 /0 Y GO,Z ( p)\m 2’ 2 GO,Z Ap ’ dy' (A8)
where the first integral in (A8) can readily be simplified using (eq. (07.34.21.0011.01)) of [49],

and the second integral in (A8) can be evaluated by first applying the transformation
of variables 22 = {2 and then applying Guass-Lobatto’s quadrature integration [54].

Consequently, x; can be given by

AZ
e G22

(n
X1 = 4 (PAm
. G20 (1-DE1 1 G20 pt;
0,2 2’ 2 0,2 PlAp

01 m
Furthermore, we can simplify the second integral (say x2) of (A7) with the help of (eq.
(03.04.26.0009.01)) of [49] and (eq. (07.34.21.0085.01)) of [49] as

k
X2 = (i) +1G3O<pl}\ ’ k— 100) (A10)

Now, invoking (A9) and (A10) into (A7), and after some simplifications, we can
express @, (1) as presented in (27).

0, o) . (A9)

Appendix C
Proof of Theorem 4
With the aid of [56], we can express the ESC in (34) as

ey | 00 () e ()

ATy
+/ Y In(1+x)f, |2( V)Flhw( py)dx AL
AT,
—/OooZln(l+x)f|he|2(?)dx]fmpp(y)dy

2T,

By invoking the PDF of |h,,|?> and the CDF of |h,|? into Ty of (A11), and applying
the transformations In(1 + z) = G5 (1) (eq. (01.04.26.0003.01)) of [49] and K, (y/z) =
1G5 (315, —%) (eq. (03.04.26.0009.01)) of [49], and then using (eq. (07.34.21.0011.01)) of [49]
and (eq. (07.34.21.0081.01)) of [49], we can obtain T as

[SI[e8)
Nf—=

T, LG;{,;(L ~10 )_ y? 0.0/}

1
_ 2,1:2,0:2,0 Loy y) (A12)
oA ot l00,1,1 7‘)%/\7”\/}\7 22:0.2:02 (21%

2 p/\m OAe
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T, =

y

pAe

On the same line, we can evaluate the integrals T, and T3 in (A11), respectively, as

~1,0 3 —33 1
G Y . y G212,0:20 7’_7 y vy Al3
(alon ) PR Ay 2lpAn" pAe )’ (A1
Y ~aaf Y 70
T Gy . Al4
37 PAe (p/\e 0,0,71,71) (Ald)

Now, invoking (A12), (A13), and (A14) alongwith the PDF of |hp|2 into (A11), and
applying the transformation Ky (v/z) = 3Gy (515, —%) (eq. (03.04.26.0009.01) of [49], it is
observed that the solution of the resultant integral is tedious and intractable. To make the
analysis tractable, we first multiply and divide the resultant integral by ¥, then simplifying
it via Gauss-Laguerre numerical method [54]. Consequently, the ESC expression can be
obtained, as shown in (35).

Appendix D
Proof of Theorem 5

The Egec,l of (39) can be expressed in the integral form as

R B xy Xy
Coec1 = ln(Z)/,fl [/0 ; In(1+ x)fp, 2 p )F‘hg\z( P )dx

2 My

“Y St Rl
—|—/0 0 11’1(1 +X)f‘he‘2 0 )F|hm|2 0 )dx (A15)

£ M,

_ /0°° %ln(l + x)f‘he‘z ?)dx]fwﬂz(y)dy

£ M,

The integrals M, My, and M3 of (A15) can be evaluated by following the similar
process as used to simplify Tq in (A12), Ty in (A13), and T3 in (A14), respectively. Then,
invoking the results along with the PDF of |hy|? into (A15), and further using the facts that
[ g(x)dx = [5° g(x)dx — [3 g(x)dx and (eq. (03 04.26.0009.01)) of [49], and after some

mathematical 51mp11flcat10ns, we can express Csec,l as

o1 /‘°° Yoy T ﬁgv%ﬁf s(¥)
el n(2) Jo | pAm 24\ pAm 100,11 . 0

PZAm
1 20 1 20 y a1 y |7W0 )
APGO’Z()‘ )dy In(2) Jo APGOZ()‘P ' )L/\MGM(P/\I% 00,-1,-1 (A16)
7y%\//\m+\//\78(y) i
02 AmAe P

The first integral in (A16) can be simplified by first multiplying and dividing it by
e¥, and then applying the Guass—Laguarre quadrature method [54], whereas the second
integral in (A16) can be evaluated by first using the transformation of variables ¥ = 72
and then applying Guass—Lobatto’s integration method [54]. Consequently, the resultant

expression of Cg,. 1 can be obtained, as presented in (41).
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—II
Furthermore, we can express Cj,., of (39) as

—II 1 *1 X X
Coec2 = n(2) l/o o In(1+ x)fjp,, 2 (a)Flhelz (a)dx

+ Dopllln(l 0 () B () d (A17)

_ /O°°;11n<1+x>f.he|z(,f1)d4 e ()

By invoking the PDFs and CDFs of |h,|? and |k|? and applying the transforma-
tions In(1 + z) = G35 (z[7y) (eq. (01.04.26.0003.01)) of [49] and K, (v/z) = $G35 (%[5, —%)
(eq. (03.04.26.0009.01)) of [49], and then simplifying the integrals with the help of (eq.
(07.34.21.0011.01)) of [49] and (eq. (07.34.21.0081.01)) of [49], we can obtain dlecg, as given

in (42).
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