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Abstract: This study aims to build smart supply chains for the first time using the internet of things
(IoT) and blockchain. Classification and clarification of causal relationships can provide a useful
framework for researchers and professionals who seek to implement an intelligent supply chain
using IoT tools in a blockchain platform, and it also demonstrates the intensity of communications
indicating such relationships. The research methodology is mixed method, comprised of qualitative
and quantitative methods. The qualitative method includes the Delphi method used for selecting
indigenous components and features proper for the pattern. The quantitative method is the Dematel
method used for assessing the relationships between the available concepts in the pattern and
accessing the network structure between components. Interpretative Structural Modeling is also
employed to classify the network structure obtained from the Dematel technique. The findings of
the study identify indicators of IoT and blockchain as causes based on Dematel, application of tools,
components interconnectedness, optimal decision making, automatedness, integration, innovation
and learning, which are indicators of smart supply chain, are the effects in this study.

Keywords: smart supply chain management (SSCM); internet of things (IoT); blockchain (BC);
Dematel method; Delphi method

1. Introduction

Smart supply chain management is concerned with providing the right goods at
the right time with the right amount at the right place at the right price under the right
conditions for the right customer [1].

In the new era, global supply chains are more complex and are confronted with
frequent uncertainty [2] and tough competitions in the market [3]. Moreover, one of the
major concerns of enterprises is to collect their correct and high-quality data in the best time
possible, as fast as possible, to provide it to their internal and foreign sectors easily, and to
have control over the data and their sharing so as to make optimal large-scale decisions.
For this purpose, it is important to find a useful instrument for data production, security,
sharing and the ability of real-time analysis. Therefore, we need to create a smart supply
chain in this era so that we can address enterprises’ needs and collect the relevant data
first, and then analyze the data for deeper and more complete understanding of the current
performance [4].

There are different expenditures on a supply chain, which can be eliminated, for
example, the expenses related to defective products [5]. The source of failure is identified
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and the damaged products are strategically removed, and this way the shutting down of
the production line is prevented [5,6]. The smart supply chain management is facilitated
by identification, measurement and pursuing key processes with IoT.

Moreover, by elimination of formal procedures, the costs are reduced and the processes
are accelerated. Further, if we know that the chain members cannot use low-quality or
fake products, and we ensure the originality and quality of products, we still save in the
expenses. This needs transparency, visibility and traceability of products by eliminating
the intermediaries, which requires use of unchangeable data, distributed reservoirs and
controlled access, for which strategies such as use of blockchain platform may be useful.

One other problem faced in a traditional supply chain is the lack of trust between
suppliers and their identity verification problems. This may be solved by making supply
chains smart, using smart contracts and recording the data in a reliable and unchangeable
database with controlled accessibility [7,8].

Thus, every supply chain is growing and developing rapidly, and management of
assets in all global supply chains requires a novel approach. Wi-Fi, RFIDs, and GSM/GPS,
for example, may have their own area of specialty [9,10], but they are not designed in such
a way that they can easily and securely connect a huge number of IoT devices. Complex
cases, increased energy costs, globalization, safety threats and regulatory pressures have
made supply chain managers adopt and adapt solutions, which may provide them with a
better understanding of their performance in a larger economy, environment and society.

Huckle et al. [11] pointed out that energy costs [12], globalization, security threats [13]
and regulatory pressures have pushed supply chain managers to adopt and adapt solutions
that enable them to have a better understanding of their performance in a larger economy,
environment and society [11]. They believed that visibility of the process and agents of the
supply chain, transparency of steps and resources used, traceability of goods and verifying
the authenticity of products play a significant role in the process of decision making [11].

Different tools, such as IoT and blockchain, may be used for making a smart supply
chain, and little research has been conducted on this subject. There are still research gaps in
this area of study, such as the study of relationship of these three areas: smart supply chain,
IoT and Block chain [4]. Another application is the lack of categorization of blockchain and
IoT features that affect making a smart supply chain. Motivated by the gap, this research
addresses the following research questions: What key factors and contextual conditions
influence the smart supply chain? What are the key features of IoT influencing the smart
supply chain? What are the key features of blockchain influencing the smart supply chain?
How can blockchain and IoT influence the smart supply chain patterns?

Therefore, finding criteria, components and features related to this matter will help
sufficiently to reach a better understanding of such relationships. The features in a smart
supply chain include the use of instruments, components interconnectedness, optimal
decision making, automatedness, integrity of relationship and innovativeness. The features
in IoT include data sharing, real-time analysis, traceability, identification and identity
verification. Blockchain features also include decentralization, changeableness, traceability,
and security and transaction facility [14].

In terms of contributions to the research, this paper presents the effect of IoT and
blockchain on making a smart supply chain and assesses the effects and relationships
of each factor with others and finds a pattern for it. This study aims at studying the
application of IoT and blockchain for designing a smart supply chain and its role will
also be investigated in the defense supply chain. The direct users of this study are the
organisations where attention to safety issues, transparency and authenticity of products
in their supply chain activities and traceability of such activities are in their agenda, and
where the use of new technologies in their supply chain, such as IoT, is sought.

Both qualitative and quantitative methods were employed in this study. The quali-
tative method was Delphi technique [15,16], which was employed to choose indigenous
components and proper features for the pattern; the quantitative method was Dematel [17],
which was used to assess the relationships between the existing concepts in the pattern and
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access network structure between components. Delphi technique is a group knowledge
acquisition method, which is also used for qualitative issue decision making. Delphi tech-
nique can be used for qualitative research that is exploratory and identifying the nature and
fundamental elements of a phenomenon, which is the basis for study. Structure modeling
method was also employed for the purposes of classification of the network structure
obtained from Dematel technique.

The findings of this study indicate that optimal decision making and innovation are
the most passive components in the formation of smart supply chain and are influenced
more than other components in the pattern. Therefore, it is necessary that other components
be realized at first so as to achieve optimal decision making, which is one of the most
important goals of creating a smart supply chain. Considering the obtained results from the
current study and the provided roadmap, it is first required to employ IoT and blockchain,
and then to use instruments, i.e., to benefit from the data obtained in the previous step in
order to implement the next step, which is connecting the components and integrating the
relationships and processes. All the above-mentioned steps eventually lead to innovation
in a smart supply chain and optimal decision making for an optimal performance.

The remainder of this paper is structured as follows. The next section presents
theoretical foundations, followed by an introduction to the concept of smart supply chain,
blockchain, internet of things and their relationships. The research method and details
of our approach to data collection and analysis are then presented. Next, we present the
research findings in the form of a framework. The paper concludes with a comparison of
the findings with the literature, presents a summary of the contributions and discusses
future research directions.

2. Theoretical Foundations

Supply chain services often play a key role in a firm’s ability to deliver customer
value [18]. Among the key goals of an effective supply chain management involves getting
the product in the right condition, in a timely manner and at the lowest possible costs [19].
Measurement of supply chain management performance is often described in terms of
objectives such as quality, speed, dependability, cost and flexibility [18,19].

Due to increased competition, globalization and outsourcing, the number of players
in a typical supply chain has increased significantly. In response, firms have introduced
supplier evaluation programs using environmental and social criteria [20] as well as
previous research arguing the need to carry out research on smart supply chains via taking
advantages of new IoT and blockchain tool features [7,21].

Global supply chains are complex and face multiple uncertainties [21]. Despite the
increasing use of IoT in supply chains, we still face many challenges in this regard. Most
IoT challenges are related to security concerns and privacy [13]. Apart from this, there
are other challenges: communication skills, lack of standards, legal challenges, regulatory
issues, emerging economic issues and issues regarding system development [22]. It has
also created fundamental blockchain technology, which takes the need for trust out of the
equation. Prior to this, the demand for trust in large transactions was considered as a
crucial challenge that has diminished with the advent of blockchain technology [7].

2.1. Smart Supply Chain

Smart supply chain management uses a large amount of data for better decision
making, uses advanced technology and achieves a comprehensive insight during the
operation. In other words, for smart supply chain management, all parts in the storeroom,
distribution centres, stores and E-commerce portal should be connected and interact with
each other. All mentioned parts should have the ability to exchange data and re-orders, if
required, so that they will be informed of the customers’ needs at any place and time.

Several factors are critical to the smart supply chain. These include interoperability,
visibility, transparency and stability of the supply chain, as well as energy efficiency; the
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practical strategy for making smart supply chain is to collect the relevant data and to do a
quick analysis of the data for a better and deeper understanding of the current performance.

Furthermore, smart supply chain management may decrease the costs, increase the
profitability and result in the success of companies. Nowadays, supply chain is operating
in a complex and competitive environment, under the influence of the forces constantly
changing the market and technology. Several issues are worth noting here, including
different participatory entities, collective information and complex network structures.
Supply chain users must specify how information technologies and new processes may
help them conduct better activities.

In addition to minimizing their use of resources, the effective management of trading
process in their transactions must be taken into consideration.

Using international standards and advanced technology, the smart supply chain
changes the traditional system and process into a smart system. Interoperability, visibility
and stability are the fundamental objectives in a smart supply chain. While the share
of trade and logistics is more than 70% in a national economy, realizing an efficient sup-
ply chain management will help to better control and monitor physical shipments and
information flow in a supply chain.

Wu et al. [4] believes that the supply chains will become more complicated, costly,
uncertain and vulnerable. In order to effectively deal with the growing challenges, the
supply chains have to be smarter. They pointed out that the new supply chain version
proposes large-scale smart infrastructures for integrating data, information, physical objects,
products and commerce. Hessman [23] noticed that the factories equipped with smart
instruments could carry out tasks with global teams, dynamic systems and intelligent
analytics all across the farthest steps of the value chain. Certainly, companies benefitting
from the above-mentioned capabilities are facing the rivals who cannot make a profit.
Unsurprisingly, there are many instances of application of smart supply chain, for example,
smart transportation management system and smart factory.

A smart environment is defined as “a physical world that is richly and invisibly
interwoven with sensors, actuators, displays and computational elements, embedded
seamlessly in the everyday objects of our lives, and connected through a continuous
network” [24]. IBM proposes especially three features (instrumentation, interconnectedness
and smart) for the next generation smart supply chains.

The smart supply chain includes many characteristics, such as the internet of things,
smart machines and smart infrastructure, interconnectedness, complete data collection and
real-time communication across all stages of the supply chain, smart decision making, and
efficient and responsive processes for offering better services to customers.

Wu et al. [4] pointed out that currently smart supply chain programs are quickly
being developed and used. In essence, smart supply chain programs significantly offer
many advantages that would not otherwise be available. For example, a number of data
can be collected and applied to make better business decisions and increase performance
and faster response. Furthermore, dynamic complexity has surpassed the possibility of
human intervention to identify and solve many system problems. The smart supply
chains can possibly eliminate many persistent insufficiencies. It is a challenging task to
obtain higher efficiency and performance improvements through conventional perspectives,
and organisations increasingly tend to develop newer technology-driven solutions and
innovations based on business models. Smart devices (as new information technologies)
can now support monitoring instrumentation, carrying out analysis and decrease costa
remarkably [5].

Based on our explanations in terms of smart supply chain, we defined smart sup-
ply chains collectively with six distinct features: Instrumented, Interconnected, Optimal
decision making, Automated, Integrated, and Innovative. Among all key resources, infor-
mation systems still play a vital role in supply chain management because the supply chain
performance is merely determined and facilitated by real-time collaboration. Complex
integration of the supply chain management is impossible even without making progress in
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information and technology systems. According to Zhu et al. [5], smart supply chains exist
to create value for their stakeholders and organisations through realising benefits at an op-
timal resource cost while optimising risk. More information, better decision making, better
process and even better products are what a smart supply chain can and must produce.

2.2. Blockchain

Blockchain is a type of information and reporting system, a unique e-book and records
what is worth being recorded in it. Its difference with other systems is that the information
stored on this system is shared between network members, and by the use of encryption, is
almost impossible to delete or manipulate the recorded information [25].

Blockchain technology offers many benefits, such as trust, independence, speed, sta-
bility, precision and effectiveness [26,27]. The unique features of a blockchain program
(decentralization, autonomous, peer-to-peer relationship, unchangeable records and ap-
proval schedule) result in an increased productivity, time saving and money, data security
assurance, transferer’s error elimination and the use of information. Decentralization
means the absence of intermediaries or central authority; individual participants or the
selected participants in one blockchain are able to verify the records of their trading part-
ners and access the entire database and its full history, directly and without the help
of intermediaries.

Additionally, blockchain eliminates the requirements of centralized management, by
eliminating the role of the management intermediary. Peer-to-peer systems are distributed
systems, made up of independent nodes (personal computers), which provide their com-
puting resources (processing power, storage capacity or information distribution) directly
to others. Indeed, in distributed system application, the blockchain technology has been
designed to mitigate any single point of failure; customers do not have to trust their service
providers [28]. When users join the peer-to-peer system, they turn their computers into
system nodes, all of which are of equal importance. Although users may vary depending
on the resources they use, all nodes in the system have same functionality. Therefore,
the computers of all users are both suppliers and consumers of resources. As blockchain
technology is a decentralized network, each participant or node is shared throughout the
blockchain existence and has the same information or trading history. Blockchain maintains
an unalterable track of records of trading on the leader system, making it impossible to
forge after this event, because the information is not stored in one place, and is encrypted
and shared across the network. With timed data, blockchain records the order of trans-
actions and tracks data. The blockchain time sequence data feature can be used to track
transaction information; this feature which can be widely used on the internet of things, is
very inexpensive [29].

Blockchain uses an asymmetric encryption system to encrypt data. This system is
divided into encryption and decryption keys, which can be separately stored and used
without the use of secure channels. Blockchain guarantees the privacy of data by encrypting
IoT data, which will result in more secure users’ privacy. Blockchain data has transparent,
uncorrected, and unanalyzable features, and the use of blockchain technology in the process
of product tracking can create a chain with clear tracking and sharing capabilities.

In this chain of transparent tracking and sharing, manufacturing companies, sellers,
retailers or regulators cannot interfere or manipulate the relevant links. This ensures the
accuracy of the tracked data and the reliability of IoT data. Blockchain technology adopts a
distributed, decentralized approach and uses the asymmetric type of encryption to encrypt
data, and the approval and consensus mechanism of blockchain can help prevent illegal or
malicious internet nodes, which can effectively withstand the privacy of IoT. The IoT infor-
mation exchange model is inefficient and has little effect if data is distributed. Current IoT
models are heavily focused on developing vertical solutions, limited by hardware/software
platforms and support [28]. Hence, IoT needs an open platform to exchange data in a
secure environment. One-way information integrates complete and regular information in
a library, which helps to understand the real-time situation from all aspects and contributes
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to the development of IoT. Blockchain’s decentralized architecture will change the IoT
before the emergence of ongoing deadlock [30,31].

The blockchain network is scalable in nature because it is maintained by a network of
counterparts. The more affiliates (or miners) that join the network, the greater the network’s
computing capability would be [32]. Everything on the blockchain can be verified and
validated, leading to more trust in the system, in other words, authentication [30,33].

2.3. Internet of Things (IoT)

In general, IoT refers to many things, including peripheral objects connected to the
internet, and can be managed by apps on smartphones and tablets [4]. Most of IoT
challenges are related to security and privacy concerns [33], such as activation sensors, raw
data, the storage of processed data, and analytical and computational engines.

By transmitting radio signals from product identification, and other information,
RFID technology may provide a comprehensive perspective of the supply chain [33],
increases performance and improves the efficiency [34], to reduce the negative effects of
organisational objectives [35]. Additionally Visich et al. [36] pointed out that the most
important effects of the use of RFID are the effects of automation on operational processes,
followed by information effects on management processes [36]. IoT smart devices can
help supply chain companies to reduce the cost of obtaining information [37]. Because the
companies have an option to acquire additional information about the demand by hiring
experts, a commission fee must be paid to each hired expert, and there exists a trade-off
between the cost and the value of the information [37].

The first important example of the use of industrial IoT, is logistic and supply chain
management [38]. RFIDs can be attached to objects to identify materials and goods, such
as clothing, furniture, equipment, food and liquids. Using RFIDs will help in efficient
management by providing accurate knowledge. Moreover, the entire life cycle of objects
can be traced.

In addition, real-time analysis by sensors allows the detection of product decay events,
the sensors may monitor continuous temperature and humidity inside warehouses or cold
storage, and the stimuli may correct them. Moreover, by using RF ID-based authentication
processes, product integrity may be guaranteed. Other interesting programs on IoT are
smart shopping systems. By tracking cell phones, these systems track users’ shopping
habits and guide them in stores, supermarkets and discount centres or help with quick
payment operations (for example, automatic checks using biometrics) [10]. Undoubtedly,
there are concerns, such as low computing power and the storage capability of IoT devices,
which may limit the use of blockchain. In addition, the authors assign a unique identity to
each device through a blockchain-based IoT software. In this regard, Huh et al. [39] suggest
using the Atrium platform to perform empowerment management within IoT. Blockchain
can be a solution to the problems of the internet of things, using it to track billions of
connected devices, process commands and coordinate devices. This decentralized approach
eliminates the possibility of network failure and creates a more robust ecosystem for devices,
as well as removing the concept of the IoT central server. The blockchain uses an encryption
algorithm that keeps customer data confidential [40].

Managing an IoT device includes controlling configuration settings and performance
modes, as well as ensuring uninterrupted performance. Controlling configuration settings
and blockchain-based operating modes can prevent unauthorized access as well as protect
against denial-of-service (DoS) attacks.

2.4. The Relationship between IoT, Blockchain and Supply Chain

Blockchain research has argued how we can accurately track and mange billions
of connected devices, how to store big data generated by these devices, and how to
do all of this safely and securely. Kamran et al. [41] reported that the decentralized
approach eliminates the possibility of network failure and creates a more resilient ecosystem
for devices. In addition, the encryption algorithm used in blockchain keeps customer
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data confidential. They believed that the acceptance of IoT consumers, and blockchain
technology could be an answer to these challenges, in a way that is used to track billions of
connected devices, process commands and enable coordination between devices.

Fernandez-Caramés and Fraga-Lamas [42] pointed out that the relationship between
blockchain and IoT is likely to be influenced by several elements. The first element, de-
centralization, examines blockchain plays a vital role to address privacy and security
issues [12]. The second element, peer-to-peer system, examines blockchain as a compre-
hensive solution, peer-to-peer communication is often used for applications, such as mist
computing and intelligent swarms. The third element focuses on the payment process,
blockchain becomes popular for payment systems such as Bitcoin that eliminate the re-
quirement to trust any third party, such as a bank. The last element, traceability, examines
how blockchain will be helpful for auditing purposes. Combining blockchain and IoT is
referred to as BIoT [42]. Therefore, blockchain technology has benefits for large-scale IoT
systems, including proven and powerful data, reliability, recording of historical events,
recording of old transactions in smart devices, the self-guidance of the performance license,
the sharing of the distributed file, the destruction of the central control power of the unit,
the reduction of costs in the development of large infrastructures of internet and the accel-
eration of transactions [43]. Further, blockchain-based solutions can assure the customer of
the originality and high quality of the products and make them more willing to buy from
the winner. Blockchain technology improves transparency and traceability in the supply
chain through the use of immutable data, distributed reserves and controlled access to
users [43].

Blockchain collaboration enhances real-time independent and secure payment services,
enhances traditional commerce, e-commerce or public and private transportation systems.
There are multiple examples of programs. In the future, IoT can be directly linked to a bank
account based on cryptocurrencies to make micro-transactions in exchange for services,
while similar approaches may be applied to the smart grid.

3. Research Methodology

In this research, the key features of smart supply chain, blockchain and IoT have been
collected by a library method as influential and influential components in the smart supply
chain model and by interviewing experts through the Delphi method [15,16]; the final
components required for the pattern have been specified. Then, a quantitative method
is used, which includes the Dematel method to measure the relationships between the
concepts in the model and achieve the network structure between the components, and
then the interpretive structural modelling method to level the network structure resulted
from the Dematel technique, is outlined. The purpose of using the Dematel method
is to find out the intensity of relationships between the components and their network
structure, while the aim of using the interpretive structural modelling method is to level
the hierarchical structure resulting from the Dematel technique and to achieve the access
matrix and hierarchical structure as shown in Figure 1.

Delphi technique is used to “identify” and “screen” the most important decision-
making indicators [15,16,44]. Although the Delphi technique is not a multi-criteria decision-
making method, in many cases it is used to screen indicators or reach a compromise
on the importance of decision-making indicators before using multi-criteria, decision-
making techniques. Using the knowledge and expertise of a team to make decisions about
issues of a qualitative nature is very helpful. Delphi technique is one of the methods
to acquire group knowledge that is also used in decision making on qualitative issues.
The Dematel technique is a decision-making technique based on multiple criteria and
is a comprehensive method for analysing and creating a structured pattern based on
cause-and-effect relationships in problems with a high number of components [17,45].
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Literature Review (features of
smart supply chain, blockchain
and Internet of Things)

Figure 1. Research Method Structure.

Linstone and Turoff [46] defined the Delphi technique as “a method for structuring
a group communication process so that the process is effective in allowing a group of
individuals, as a whole, to deal with a complex problem” (p. 3). The main purpose of the
Delphi method is “to acquire the most reliable consensus of a group of expert opinions by a
series of intensive questionnaires combined with controlled opinion feedback” (p. 458) [47].
By obtaining the consensus of a group of experts using the process, researchers can identify
and prioritize issues and develop a framework to recognize them.

Habibi et al. [16] argued that there are various reasons for the use of the Delphi method,
such as the requirement for experts’ judgement, general agreement to achieve the expected
results, anonymity in data collection, a complex, multidimensional, and interdisciplinary
problem, lack of consensus and imperfect knowledge, experienced and capable experts,
dispersion of experts, no time limitation and lack of cost-effective method. This study uses
a Delphi method, aligned with a qualitative research approach and helped interpret field
data from the selected documents.

The Dematel technique transforms cause-and-effect relationships between components
or indicators using graph theory into an understandable structural model [17]. This method
is one of the best ones to measure communication, designing and building a strategic map,
which is based on experts’ judgement. In order to implement this method, the following
steps must be taken:

Step 1—Selection of experts in the field of subject or problem
Step 2—Identification of the criteria and components to be studied and the linguistic
scale associated with them

e  Step 3—Calculation of experts’ judgement

In order to measure the relationships between the components that make up the set of
components C = {c;|;=1,2, .., »} the selected group of experts, includingk=1,2,3,...,p,
in which “P” represents the members of the experts in step 1, is requested to compile a set
of pairwise comparisons according to defined linguistic terms.

e  Step 4—Initiation of direct-relation matrix

In this step, we form a direct-contact matrix using the initial Dematel matrix. This is
the first step of the Dematel matrix, which is obtained from the Dematel questionnaire as
shown in Appendix B. If there are several respondents, comments can be integrated using
the arithmetic mean method. In this step, the Dematel decision matrix would be completed
by using the spectrum Table 1.
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Table 1. The spectrum used for the method.

Equivalent Effect
0 Non-effect (N)
1 Very Low (VL)
2 Low (L)
3 High (H)
4 Very High (VH)

e  Step 5—Calculation of normal matrix

In this step, the direct-contact matrix of step 1 would be normalized. To normalize,
the decision matrix values are divided by the largest total number of rows or columns.

e  Step 6—Estimation of the total-relation matrix

First, the normal matrix is subtracted from the unit matrix (I), it then gets reversed
and multiplied in the normal matrix to establish the total-relation matrix

e  Step 7—Display of network-relation map

The last step in the Dematel method is to remove minor connections using the thresh-
old value snd gain a network with high communications. Of course, in this step, the
influence of factors can be calculated using receiver (R) and dispatcher (D) factors.

e Step 8—Draw the cause-and-effect diagram or Cartesian coordinates between the
components, the seventh step is utilised.

The horizontal side of the diagram shows D + R, while the vertical side shows D—R. D
represents the order of the elements that strongly influence other elements, and R indicates
the order of the elements that are affected. Therefore, the order of the elements in the row
indicates the range of the penetrating elements, and the order of the elements of the column
represents the range of the elements to be penetrated.

The actual location of each element in the final sequence is determined by D + R and
D—R columns, so that D—R indicates the position of an element on the axis of widths,
and if it is positive, that factor is definitely an infiltrator, and if it is negative, that factor
will definitely be a recipient or (under influence). D—R Indicates the total intensity of an
element (along the longitudinal axis) both in terms of penetration and in terms of being
affected. In other words, D + R is the extent to which the desired factor affects the model
or system, and the larger it is, the more interaction with other system factors and the
greater importance it has. D—R indicates the impact power of each factor. In general, if it
is a positive number, the variable is considered cause and if it is negative, the variable is
considered effect.

In the Cartesian coordinate system, the position of each component is determined by
a point to the coordinates (D—R, D + R), and in this way, a graphic diagram of cause-effect
relationships of the component is drawn. The interpretive structural modelling method
was also utilised to level the network structure resulting from Dematel technique. In the
following, the steps and algorithm of this method are fully described.

The researchers used both expert opinions and average opinions to achieve a direct
relationship matrix of questionnaires. In order to avoid repetition to achieve the direct
communication matrix in the structural interpretive modelling technique, the average
comments have been used in this section. To do this, one cut was considered according to
the threshold value of the desired cut equal to K = 0.125, and for all values greater than or
equal to this cut, the matrix values of the perfect relations were obtained equal to one, and
for all values less, considered as zero, and therefore, the direct-relation matrix is obtained
from the total-relation matrix (direct and indirect communications). Due to the use of
the results of the Dematel technique, the implementation of the interpretive structural
modelling technique follows.

In this step, the total-relation matrix is separated. In this research, to separate the
matrix levels from the division into possible levels, a structure has been used. Levels of a
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possible structure of an information system are considered as Ly, L1, Ly, .. Ly with Ly =0.
Then to separate these levels, there is the following equation:

Lj = {Ni S [N —Log—L;i—Lry—...— Lj—l] /R](Nl) = Rj(Ni) ﬂAj(Ni)}
In last step, the diagram obtained from the results of the previous step divisions

is drawn.
{ Rj(Ni>Z
A]<N1) :

All vertices whose columns in T have input 1 in the row i.

All vertices whose rows in T have input 1 in the row I =j.

According to the explanations given above, the literature review, and interviews with
experts in the Delphi method, we came up with a framework for smartening the supply
chain, which by interviewing experts, localizes the characteristics and effective components
of blockchain and IoT on the smart supply chain (see Appendix A).

Based on the results obtained from the research, and the opinion of experts, the
components can be presented as follows:

e  Smart supply chain features (instrumented, interconnected, automated, integrated, innovative)
e  Blockchain features (decentralized, unchangeable, traceable, secure, transactions facilitator)
e  IoT features (sharing of information, real-time analysis, tracking and identification, authentication)

3.1. Smart Supply Chain Features

e  Instrumented: The next generation supply chain increasingly focuses on sensors, RFID
and meters concepts.

e Interconnected: Smart supply chain is interconnected in some concepts, such as
businesses and assets, IT systems, products and other smart objects.

e  Optimal decision making: Smart supply chain makes major optimal decisions for
increasing organisational performance.

e Automated: Smart supply chains should automatically replace other low-efficiency
resources, such as the workforce with machinery in much of their process flow.

e Integrated: Supply chain process integration facilitates communication and collabora-
tion in all stages, making important decisions, and sharing information and knowledge
in all stages.

e Innovative: Innovation in supply chain concept means coming up with new ways to
do things. It can develop new values through solutions that meet new requirements
and create more effective products and ideas.

3.2. Blockchain Features

e  Decentralization: it means the absence of intermediaries or central authority; each of
the selected participants or participants in a blockchain has the ability to verify the
records of their trading partners and access the entire database and its full history
directly and without the help of intermediaries. Essentially, blockchain eliminates the
need for centralized management requirements by removing the need for a mediating
role for trust.

e  Unchangeable: Because blockchain technology is a decentralized network, each par-
ticipant or node is shared throughout the blockchain’s existence and has the same
information or trading history. Blockchain retains an unchanging track record of
trading on the leader system, and this makes it impossible to forge after this event
because the information is not stored in one place and is encrypted and distributed to
everyone on the network.

e  Traceable: Blockchain data has clear, uncorrected, and unanalysable features, and
the use of blockchain technology in the product tracking process can create a chain
with clear tracking and sharing capabilities. In this chain of transparent tracking and
sharing, manufacturing companies, sellers, retailers or regulators cannot interfere or
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manipulate the relevant links. It also helps to understand the product originality, in
addition, the time and place of these actions can be determined.

e  Secure: Blockchain technology adopts a distributed, decentralized approach and
uses the asymmetric type of encryption to encrypt data. The blockchain technology
approval and consensus mechanism can help prevent illegal or malicious internet
nodes, which can effectively provide the privacy of IoT.

e Transactions Facilitator: Blockchain collaboration enhances real-time independent
and secure payment services, enhances traditional commerce, e-commerce or public
and private transportation systems. Safe transfer of digitally signed documents can
verify the assets and identities of individuals and minimize the need for physical
interactions and communications. In the future, [oT devices can be directly linked to a
cryptocurrency-based bank account so that micro-exchanges can be made in exchange
for services. Combining smart contracts with blockchain increases reliability, security
and flexibility.

3.3. IoT Features

Tracking and Identification: with IoT, radio frequency identification tags, sensors, bar-
codes, labels and GPS chips, products, packages and containers for shipping, warehousing,
customer sales and disposal can be tracked and located at any time. Real-time Analysis:
while sensors help for identification, stimuli can help improve performance. For example,
real-time analysis by sensors allows the detection of product decay events, which are vital
for food and liquids. Information Sharing: based on broad communication, IoT provides easy
access to extensive information resources, which supports more comprehensive intelligent
services. Authentication: through an IoT software, each device is assigned a unique identity
so that it can retrieve data and work on it.

Before starting the Dematel algorithm, for ease of operation, the components were
named according to the Table 2.

Table 2. Variables coding.

Variables Coding
C1: Instructed C5: Integrated C9: Traceable C13: Real-time Analysis
C2: Interconnected Cé6: Innovative C10: Secure C14: Tracking & Identification
C3: Optimal Decision Making C7: Decentralized C11: Transactions Facilitator C15: Authentication
C4: Automated C8: Unchangeable C12: Sharing of Information

The Dematel questionnaire was completed by 12 experts as shown in Table 3, including
managers and experts in the field of supply chain, internet of things and blockchain. Face
validity has been used for this research. To validate the reliability of this research using
SPSS software and based on Cronbach’s alpha method, the validity of the questionnaire
was measured.

Table 3. Participants in Demetel method and structural interpretive modeling.

Participants Case Studies Respondents
Academic people Faculty 5
Senior manager 4
Industry people Project manager 3

According to the fourth step of the Dematel algorithm, the mean matrix is calculated
and then the mean of the average direct relation among the components is normalized
based on the fifth step of the Dematel algorithm. It is important to note that in the
questionnaire, direct relationships between the components were questioned, so in order
to achieve indirect relationships, the sixth step of the Dematel algorithm has been used. All
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related calculations are shown in Tables 4-7 while the intensity of the relationship between
components is based on the matrix in Figure 2.

Table 4. The sum of rows.

ct C2 C3 C4 C5 Co C7 C8 (C9 Ci0 Ci11 Ci12 Ci13 Ci14 C15
1.588 1.29 0.611 1.188 1.705 1.055 2.218 2.157 2.051 2.282 1.938 2.774 2.198 2.529 2.545

Table 5. The sum of columns.

ct C2 C3 C4 C5 C6 C7 C8 (C9 Ci0 C11 Ci12 Ci13 Ci4 C15
2..009 2.099 2.518 2.363 2.384 2.142 1.133 127 1.812 1.498 1.883 1.749 1.792 1.922 1.557

Table 6. The sum of rows and columns (D + R).

cit C2 C3 C4 C5 Co C7 C8 (C9 C10 C11 Ci12 C13 Ci4 C15
3.597 3.389 3.129 3.551 4.089 3.197 3.351 3.427 3.863 3.78 3.821 4.522 3.989 4.451 4.102

Table 7. The difference of rows and columns (D—R).

C1 C2 C3 C4 C5 Cé6 C7 c8 C9 Cio Ci1 C12 Ci13 Ci4 Ci15
—0.421 —-0.809 —1.907 —1.174 —0.68 —1.087 1.089 0.888 0.24 0.784 0.054 1.025 0.406 0.607 0.988

C1 c2 c3 ca C5 ce c7 c8 C9 Clo Ci1 cC1z2 c13 Ci4 (15
C1 0.0757 0.1238 0.1427 0.1530 0.1272 0.1076 0.0673 0.0553 0.1116 0.0800 0.1033 0.1189 0.1209 0.1183 0.0826
C2 0.1043 0.0642 0.1251 0.1133 0.1317 0.0882 0.0400 0.0453 0.0876 0.0613 0.0783 0.0833 0.0545 0.0950 0.0781
C3 0.0714 0.0585 0.0359 0.0470 0.0450 0.0914 0.0194 0.0222 0.0261 0.0304 0.0331 0.0275 0.0463 0.0360 0.0209
C4 0.0916 0.0954 0.1306 0.0654 0.1251 0.1019 0.0328 0.0431 0.0721 0.0467 0.0725 0.0826 0.0584 0.0741 0.0563
C5 0.1211 0.1444 0.1832 0.1526 0.0938 0.1407 0.0665 0.0755 0.1177 0.0751 0.1169 0.0913 0.1158 0.1186 0.0912
C6 0.0922 0.0885 0.1165 0.0906 0.1000 0.0529 0.0502 0.0512 0.0554 0.0454 0.0717 0.0540 0.0585 0.0694 0.0542
C7 0.1453 0.1685 0.1760 0.1750 0.1804 0.1631 0.0604 0.1332 0.1520 0.1429 0.1539 0.1609 0.1357 0.1540 0.1170
C& 0.1497 0.1487 0.1884 0.1661 0.1798 0.1512 0.0938 0.0655 0.1651 0.1495 0.1565 0.1416 0.1273 0.1508 0.1235
C9 0.1373 0.1560 0.1808 0.1726 0.1720 0.1608 0.0769 0.0960 0.0870 0.1179 0.1434 0.1394 0.1283 0.1468 0.1313
C10 0.1667 0.1735 0.1870 0.1919 0.1984 0.1535 0.1043 0.1225 0.1398 0.0809 0.1668 0.1523 0.1391 0.1655 0.1402
C11 0.1346 0.1314 0.1610 0.1898 0.1761 0.1635 0.0899 0.0925 0.1187 0.1146 0.0848 0.1160 0.1230 0.1312 0.1107
C12 0.2025 0.2028 0.2508 0.2270 0.2299 0.2084 0.1311 0.1306 0.1848 0.1473 0.1874 0.1138 0.1811 0.2028 0.1734
C13 0.1564 0.1584 0.2151 0.2019 0.1896 0.1741 0.0830 0.0931 0.1360 0.1098 0.1620 0.1362 0.0930 0.1586 0.1306
Cl4 0.1777 0.1904 0.2168 0.2134 0.2219 0.2008 0.1056 0.1282 0.1722 0.1396 0.1675 0.1552 0.1738 0.1139 0.1517
C15 0.1830 0.1942 0.2083 0.2031 0.2133 0.1837 0.1114 0.1157 0.1816 0.1566 0.1805 0.1758 0.1558 0.1868 0.0949

Figure 2. Complete Relationship Matrix Diagram.

The sum of rows and columns is calculated for every single row and column of
this matrix. Dispatcher (D) indicates the order of elements that strongly influence other
elements, while receiver (R) indicates the order of the elements that are affected. So the
order of the elements in the row indicates the order of the penetrating elements, and
the order of the elements of the column will indicate the order of the affected elements.
Calculations are provided in the following tables from number 4 to 7.

From the provided information, it turns out that C;, (sharing of information) is the
most penetrating component in the pattern, followed by C15 and C14 respectively. On the
other hand, C3 (optimal decision-making), is the most affected component in the system.
From the eighth step, the sum and difference of rows and columns of the total-relation
matrix is calculated. The sum of the rows and columns is equal to D + R, while the
difference is D—R.

D + R indicates the extent to which the desired factor affects or get affected in the
pattern or system, and the larger it is, the more interaction with other factors and the
greater importance it has, while D—R indicates the impact power of each factor. In general,
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if D—R is a positive number, the variable is cause and if it is negative, the variable is effect.
The values of D + R and D—R are as follows.

In Descartes’ coordinates, the position of each component (C), with a set of coordinates
(D + R, D—R) is specified. In this way, a graphic diagram of the cause—effect relationship of
the components is made. Figure 3 shows the graphic diagram of the components.

C3 C4 C5 C6 +C7 #CB x5 ¢C10 mCl1l aC12 C13 xCl4 15
e cis €12
* A
# Cl0
C8 + Cia
C13 f
ca
x
Cll.
0.5 1 15 2 2.5 3 3.5 £ 45 5
c2
H + cs5
Cce
c4
Cc3
Cause

Figure 3. The relationship between cause and effect.

In this figure, the row and column difference of total-relation matrix (D—R) shows the
components C1, ... , C6 are considered as effect components while C7, ... , C15 are cause
components and among components, C12 is the most common cause and C3 is the most
common effect, respectively.

The network structure among the components of the pattern, resulting from Dematel,
is shown in Figure 4. It should be noted that in the network structure, only direct relations
that are the results obtained from the questionnaires, are drawn, and indirect relations in
this structure are not shown. If they are intended to display, they should be displayed as
dotted lines.

The interpretive structural modelling technique was applied in order to level the
network structure resulting from Dematel. The direct-relations matrix is obtained from the
total-relations matrix (direct and indirect communications), which is shown in Figure 5.
To do this, a cut is used according to the threshold value, which was considered equal to
K =0.125, and for all values greater than or equal to this cut, the values of the obtained
total-relations matrix are equal to one. And for less, considered as zero.
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Figure 4. The network structure among the components. C1: Instructed. C2: Interconnected.
C3: Optimal Decision Making. C4: Automated. C5: Integrated. C6: Innovative. C7: Decentralized.
C8: Unchangeable. C9: Traceable. C10: Secure. C11: Transactions Facilitator. C12: Sharing of
Information. C13: Real-time Analysis. C14: Tracking & Identification. C15: Authentication.

Cl1C2C3C4C5C6C7C8CHC10CI11Cl2C13 C14 C15

ci o 01110000 0 0 0 0 0 O
¢c2 o001010000 0 0 0 0 0 O
C3 ¢ o0 o0o0O0OO0OO0OCOD O OC O0OC O0 0 O
¢4 001O010O0O0CO0CO0CO0C O0C O0C O O
¢ o¢11101000 0 0 0 0 0 O
¢6é 0 0O0OO0OOCODOSOOCOO OC O O O 0 O
¢Z 111111011 1 1 1 1 1 0O
¢ 1111110011 1 1 1 1 0
¢ 111111000 0 1 1 1 1 1
o 111111001 0 1 1 1 1 1
cit 111111000 O O O O 1 O
¢z 111111111 1 1 0 1 1 1
ciz 111111001 0 1 1 0 1 1
¢4 111111011 1 1 1 1 0 1
¢ 111111001 1 1 1 1 1 O

Figure 5. The direct-relations matrix in the structural interpretive modelling technique.

Using Boolean algebra and the relations described, the total-relation matrix in the
structural interpretive modelling technique is calculated and shown in Figure 6.

Now, using the total-relation matrix, MICMAC analysis of interpretive structural mod-
elling can be carried out. MICMAC analysis is one of the topics of structural-interpretive
modelling. Based on the power of dependence and influence of variables, the coordinate
system can be defined and divided into four equal parts. MICMAC analysis is based on
the power of influence and the degree of dependence of each variable and allows further
scrutiny of each variable as shown in Figure 7.
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Cl C2C3 C4C5CeC7C8C9 C10C11 C12 C13 C14 C15
C1 11111100O0OO0C O O O O O
c2 011111000 0 O OO O O
C3 ¢ o100O0O0OO0CO0CTO0OCO0OC O O0C O O
¢4 011111000 0 O O 0 0 O
C5 c1111100O0O0C O O O O O
¢ce 0©00O0COO0COTI1IO0OO0COC OC O O OC O O
c7 111111111 1 1 1 1 1 1
cs 111111111 1 1 1 1 1 1
c9 111111111 1 1 1 1 1 1
¢co 111111111 1 1 1 1 1 1
¢ci1T 111111111 1 1 1 1 1 1
¢z 111111111 1 1 1 1 1 1
¢ 111111111 1 1 1 1 1 1
¢4 111111111 1 1 1 1 1 1
¢ 111111111 1 1 1 1 1 1

Figure 6. The total-relation matrix in the structural interpretive modelling technique.

MICMAC Analysis

16 C2,C4,C5
14 1,14 REL
®|5, 13 eC2
12 C3 Cl Cllwy 15 c3
ecs
10 ® 6, 10 s
15,9
3 c6
54 ec7
=
s 6 ecs
E ®Co
L= 4
®Cl10
2 ecCil1
ecC12
0 eci13
0 2 4 6 8 10 12 14 16 gc1a
Dependency C15

Figure 7. Interpretive structural modeling and MICMAC analysis.

e Influence—The number of elements affected by the i-th element.
e  Dependency—The number of elements that affect the i-th element.

In this analysis, the variables are divided into four groups: autonomous, dependent,
interconnected and independent.

e  Autonomous: Autonomous variables have low dependency and conductivity. They
are generally separated from the system because they have poor connections to the
system. A change in these variables does not cause a serious change in the system.

e  Dependent: Dependent variables have strong dependencies and poor guidance. These
variables are generally highly affected, while they have little impact on the system.

e Interconnected: These variables have a high dependency and high conductivity, in
other words, they can highly impact and be highly affected, and any small change on
these variables causes fundamental changes in the system.



Sensors 2021, 21, 6048

16 of 25

e Independent: Independent variables have low dependence and high guidance. In
other words, having high impact and getting low effect are the characteristics of
these variables.

Therefore, the C1 to C6 components are in the dependent group, which means that
they have strong dependence and poor guidance as shown in Figure 7. These variables
are basically high and have little effect on the system, and the C7 to C15 components are
in the interconnected group, which means they have high dependence and high guiding
power. More precisely, every small change in these variables causes fundamental changes
in the system.

In the following process, step six is used to separate the matrix Tjsps and to determine
the levels of the network structure resulting from the Dematel output. To separate the
total-relation matrix, the two sets are defined as follows.

Ri includes all vertices whose columns in Tjspy; have an input equal to one in row I,
and Di includes all vertices whose columns in Tsps have an input equal to one in row i = j.
Then, the similarity of the two sets is calculated. If this similarity is equal to the set Di, then
i-th component is levelled and after a complete repetition for all the components, it will
be removed from the components in the next repetition. This process continues until all
components are levelled. In the following table, Ri and Di are calculated for matrix Tispy
(see Table 8).

Table 8. The four levels of interpretive structural modelling techniques.

Level Name Components
1 Realization of smart supply chain Optimal decision making, innovation
2 Information technology and process automation Interconnection, automation and integration
3 Use of information and technological tools Instructed
Decentralization, information sharing,
. authentication, immutability, security, tracking and
4 IoT and Blockchain Components % % &

identification, real-time analysis, traceability and
facilitation of transactions

Table 9 shows that components C3 and C6 are at level 1. By removing these compo-
nents, the second iteration is continued with the remaining components, and its output
also shows the second level components (see Table 9). With the fourth iteration, the process
ends. In the seventh step of the diagram, the results of the divisions of the previous steps
are plotted, shown in Figure 8.

Table 9. The first iteration, and its output indicates the components that are at level one.

Level
© Component b D R; O D; Component

C1 C1,C7,...,C15 C1,...,Cé6 C1 _
C1,C2,C4, C5,

< C7,...,C15 CL,...,Co C2,C4,C5 _
C1,C2,C3,C4,

< Cs5,C7,...,Cl5 cs3 C3 c3
C1,C2,C4, C5,

C4 C7,...,Cl15 C2,...,Co C2,C4,C5 .
C1, C2,C4, C5,

© Cc7,...,Cl15 C2,...,C6 C2,C4,C5 -

6 C1,C2,C4, C5, - e o

Ce6,C7,...,C15
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Table 9. Cont.

C; Component R; D; R; N D; Cor]rﬁ::ien ¢
Cc7 c7,...,C15 C1,...,C15 Cc7,...,Cl15 -
C8 c7,...,C15 C1,...,C15 c7,...,Cl15 -
(@) c7,...,C15 C1,...,C15 c7,...,C15 -
C10 c7,...,C15 C1,...,C15 Cc7,...,Cl15 -
C11 c7,...,C15 C1,...,C15 c7,...,Cl15 -
C12 c7,...,C15 Ci,...,C15 c7,...,C15 -
C13 c7,...,C15 C1,...,C15 Cc7,...,Cl5 -
Cl14 c7,...,C15 C1,...,C15 c7,...,Cl15 -
C15 c7,...,C15 Ct1,...,C15 c7,...,C15 -

e -
Level 1 @) @
— ——
Level 2 "a @
Level 3 @
Level 4 u U U U .
© 5O
@ C

Figure 8. The network structure of the components and their levelling.

It is important to take into account that the network structure of the components (out-
put of Dematel technique) and their levelling (output of structural interpretive modelling)
are all shown in Figures 8 and 9. The levels that appear in the technique of interpretive
structural modelling indicate the severity of the effect of the components, respectively. This
means that the first level shows the most common effect level and the last level shows the
most common cause level (see Figure 9).
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Figure 9. Output of Dematel technique and structural interpretive modelling. C1: Instructed.
C2: Interconnected. C3: Optimal Decision-Making. C4: Automated. C5: Integrated. C6: Inno-
vative. C7: Decentralized. C8: Unchangeable. C9: Traceable. C10: Secure. C11: Transactions
Facilitator. C12: Sharing of Information. C13: Real-time Analysis. C14: Tracking & Identification.
C15: Authentication.

4. Discussion

Dispatcher indicates the order of the elements that strongly influence other elements;
therefore, the “information sharing” component has the most impact on other components.
This is consistent with the empirical evidence in the research of Wu et al. [4], which noticed
that knowledge sharing is a key driver of supply change performance.

The second component with high penetration intensity is the “authentication” compo-
nent. This is consistent with the study of Bendavid and Cassivi [48], which pointed out
that main impacts of applying RFID are automation impact on operational and manage-
ment processes. Using smart devices (such as IoT) can help supply chain organisations to
mitigate the cost of collecting data.

The third component that has the highest penetration intensity in the model is the
“tracking and identification” component, complying with a study by Bendavid and Cas-
sivi [48], which suggested that RFID technology provide a comprehensive perspective of
the supply chain through RF signal transmission from product identification and other
information. Indeed, RFID improves production efficiency and effectiveness as well as
mitigates the negative theft and disaster effects.

On the other hand, receiver indicates the order of the elements that are affected;
therefore, the “optimal decision making” component is most strongly influenced by the
other components. This seems to be the main purpose of using a smart supply chain,
smart supply chain management, to use a large amount of data to make better decisions,
use advanced technology and gain full insight during the operation. Therefore, it helps
managers to make the best decisions in difficult situations and to make optimal decisions
on a large scale to optimize performance.

The second most strongly affected component is the “automation” component. Accord-
ing to Bendavid and Cassivi [48], automation is usually equated with two interconnected
reasons: control costs and optimize processes. It is argued that the automation element
has the potential to produce greater understanding of the supply chain phenomena; by
connecting devices to the IT system through software, information is generated and insight
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is achieved. These devices are considered as part of a coherent intelligent network that
can be utilised to automate the architecture of important information and even physical
products. These schemes exist to create value for their stakeholders and organisations.
Value creation means realising benefits at an optimal resource cost while optimising risk.
Benefits can take many forms, e.g., financial for commercial enterprises or public service
for government entities, so organisations have been integrating the devices with wider
sensors and networks for years. Consequently, research has argued that much can still be
learnt from studies of smart supply chain and usage [36,48].

The third component that has been influenced by other components is the “integration”
component. Visich et al. [36] pointed out that companies are increasingly required for
proper system integration to manage large data sets and then turn them into real-time
smart decisions to increase performance.

Row and column differences indicate to what extent a factor gets affected; if this
difference is a positive number, the variable is a cause variable, and if it is negative, the
variable is considered an effect variable.

The six components of “optimal decision making”, “innovation”, “integration”, “inter-
connection”, “automation” and “instructed” were classified in the group of effect compo-
nents, which are the goals of implementing the smart supply chain, and are at high levels.
It should be noted that in fact, these are the components and features and capabilities of the
smart supply chain that we need to achieve. Therefore, the causes produce the information
we need and affect the use of tools, which is the use and application of that information,
and then the instruction leads to the integration, automation and innovation of components,
which are the main factors in implementing innovation and optimal decision making in
the proposed model.

v ”ou 77 vou

“Decentralization”, “information sharing”, “authentication”, “immutability”, “secu-
rity”, “tracking and identification”, “real-time analysis”, “traceability” and “facilitation in
transactions” are in the category of cause components and at low levels. Therefore, in order
to implement a smart supply chain, it first needs to implement these components, which
are in fact the same features and components of the internet of things and blockchain. So,
by integrating IoT tools and using the blockchain platform, a big step can be taken towards
smartening supply chains.

The interpretive structural modelling technique has divided the components into four
levels according to the severity of the cause-and-effect relationship, the first level of which
includes optimal decision making and innovation, The second level includes component
interconnection, automation and integration; the third level involves the use of tools;
and the fourth level also includes decentralization, information sharing, authentication,
immutability, security, tracking and identification, real-time analysis, traceability and
facilitation of transactions, all of the components in the fourth level are IoT and blockchain
features (see Table 8).

5. Conclusions and Recommendation

Despite statements from previous sources and given the importance of the supply
chain, its intelligence, concerns of firms in finding optimal large-scale decisions, increasing
competition among firms and its significance as the most important source of competitive
advantage in organisations and countries, research on supply chain intelligence with the
internet of things in the blockchain platform is still limited with few studies reporting the
key success factors for smart supply chain implementation. Systematically, the subject of
smart supply chain and the effects of the IoT and blockchain on it has not been studied
and no specific model has been provided for it. In this study, we attempted to provide a
framework for smartening the supply chain with the IoT tool in the blockchain platform,
which can be seen in Figure 9. The features obtained for the IoT and blockchain will be
important and fundamental factors for the use of organisations and enterprises, and by
using this framework, each company can use the IoT and blockchain features to make its
supply chain smart according to its needs.
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Future proposals for research include the impact of factors on each other, the use
of system dynamics to model known factors, prioritization of each factor, reviewing the
impact of these factors in a selected organisation and reviewing the implementation of the
model as well as measuring the success rate of the model in achieving the defined mission
for that organisation as a pilot.
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Appendix A

Table A1l. Summary of provision of model and data analysis.

Feature of Smart

Supply Chain Impact of Blockchain Source Impact of IoT Source
. . . ) Improvement of information accuracy Bendavid and
Information security Subramanian [49] with RFID Cassivi [48]
Security of wireless sensors with The technological revolution in
peer-to-peer, decentralized and secure Daza et al. [28] o I% atin Atzori et al. [50]
connection p &
. - . . . Product identification and
Instructed Confldentlahtz{ of 1r}forr.r§11t10n with 1\15[15{1:&111; 3112(% unprecedented vision by carrying Masciari [10]
encryption algorithm radio signals
Identification, locating and tracking Wau et al. [4]
capability ’
Measurement of key supply chain Kshetri [18]
management processes
Communication and messaging Levine [51] Real-time Cooperation Wu et al. [4]
The security of the IoT network with a Network connection with the ability to
peer-to-peer, decentralized and secure Daza et al. [28] exchange your information and Wu et al. [4]
relationship environment
Interconnection . .
. L . The technological revolution in
Network malfunction elimination with P . .
decentralized feature Daza et al. [28] communication at any time, place, Atzori et al. [50]
media, and thing
Easy access to extensive database Wu et al. [4]
Tracking of goods, ownership records Christidi d Product identification and
and changing the status of assets for rIStcs any unprecedented vision by carrying Masciari [10]
Devetsikiotis [52] s
non-formal features of change radio signals
Tracking of shipments and the process . .
of transformation and progress of work Koetsier [53] Ability to monitor and manage Wu et al. [4]
. o performance
Optimal for the unchangeability feature
DecisionMaking Ability to trace the source of raw

materials and provide the basis for the
final product or service with
immutability and distribution

Francisco and
Swanson [54]

Smart purchase

Borgia [38]

Track billions of connected devices and
process commands and coordinate
between devices

Borgia [38]

Sensors real-time analysis

Borgia [38]
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Table A1. Cont.
E gatur? of Smart Impact of Blockchain Source Impact of IoT Source
upply Chain
Help maintain processes on the
_bloc}gcham, which is a prelude to Casino et al. [6] Acceleration with the help of sensors, Kshetri [18]
simplification automation, and costs robots and machines
Automation reduction
Ability to create smart contracts by .
. . ) . Francisco and
giving virtual identity to Traders and Swanson [54]
products
Automated device synchronization . . . )
that leads to scalability Casino et al. [6] Real-time cooperation Wu et al. [4]
Li and Zhang [56];
Automatic and decentralized methods  Sharma et al. [57]; ;
cause high scalability Sakakibara et al. Easy access to extensive database Ma [55]
[58]
Cooperation; Real-time independent Christidis and - ;
and secure payments Devetsikiotis [52] Authentication Borgia [38]
Intqrmediarigs elimination and Subramanian [49]
creation of an integrated structure
Integration Communication and messaging Levine [51]
Transparency, information sharing, Lamming et al.
visibility andflexibility [59]
Direct communication between buyers Subramanian [49]
and sellers without intermediaries
Eliminate administrative and
paperwork formalities by digital .
signature and authentication and Kshetri [18]
minimize interactions
Tracking and transparency with F . d
unchangeable data, distributed rancisco an
Swanson [54]
reserves and controlled access
Authentication Kshetri [18] Authentication Borgia [38]
Koetsier [53];
Unchangeable Francisco and Smart purchase Borgia [38]
Swanson [54]
Encrypted algorithm I\Ijllaliﬂill; ?2(% Radio signals Masciari [10]
Innovation Peer-to-peer relationship; Kshetri [18];

decentralized and distributed

Daza et al. [28]

Sensors real-time analysis

Borgia [38]

Smart contract

Francisco and
Swanson [54]

Virtual identity

Francisco and
Swanson [54]

Digital signature

Kshetri [18]

Appendix B

Subject: Study of the Effects of the Relationships in the Smart Supply Chain Model

This questionnaire is designed to study the severity of effectiveness of the concepts in
the smart supply chain model. The questionnaire aims to question the smart supply chain
factors relying on the IoT tools in the blockchain platform, obtained based on the literature
review. Please mark your opinion about every component as explained in the following.
We thank you in advance for your time and attention.
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Name and Surname (Not Obligatory):

Telephone No.:

Email Address:
Project Manager O Faculty member O Counselor O Senior Manager O Job title:
over 15 years O 10-15 years O 5-10 years O Fewer than 5 years O Work Records:
over 40 years O 35-40 years O 30-35 years O below 30 years O Age:
Others O University O Research Institute O Industry O Place of work:
Others O Blockchain O Internet of Things O Supply chains O Research areas:

It is to be noted that the DEMATEL technique was employed to assess the severity
of the interactive relationships between the components in the model. The DEMATEL
technique is one of the decision-making methods, which is based on paired comparisons
using the (0,1,2,3,4) spectrum for comparison, and by benefitting from expert opinions
in the extraction of the factors of a system and systematic structuring, employing princi-
ples of graph theory, provides a hierarchical structure of the existing factors along with
their cause-and-effect relationships. The severity of the mentioned relationships is ex-
pressed as numbers. Generally, it can be stated that the DEMATEL technique is used to
identify and investigate the interrelationship between criteria and to construct a network
relationship mapping.

Five Scale Spectrum of DEMATEL Technique and Definite Equivalent for Verbal Expressions.

Very Significant Effect Significant Effect Small Effect Very Small Effect Ineffective
4 3 2 1 0
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Smart Supply Chain Characteristics Blockchain Features IoT Features
1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
Ineffective (0)—Very Small Effect o N ]
(1)—Small Effect (2)—Significant ptima Real- Tracea .
Effect (3)—Very Significant Effect (4) Instru 111‘125:33{1 Deci- Auto Inte Inno Decen Unchan Traceable Secure c’gggsfi- Sharin Time bility & i/% er?ftllctay_
mented ness sion mated grated vative tralized  geable cilitator 8 Analy-  Identifi- tion
Making sis cation
1 Instrumented 0
2 Interconnectedness 0
Smart 3 Optimal decision 0
Supply making
Chain Char-
acteristics 4 Automated 0
5 Integrated 0
6 Innovative 0
7 Decentralized 0
8 Unchangeable 0
Blockchain 9 Traceable 0
feat
eatures 10 Secure 0
Transaction
n facilitator 0
12 Information 0
sharing
13 Real-time analysis 0
IoT Features Traceability and
14 . O 0
identification
15 Identity 0

verification
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