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Abstract: Security performance and the impact of imperfect channel state information (CSI) in
underlay cooperative cognitive networks (UCCN) is investigated in this paper. In the proposed
scheme, relay R uses non-orthogonal multiple access (NOMA) technology to transfer messages e;,
ey from the source node S to User 1 (U;) and User 2 (Uy), respectively. An eavesdropper (E) is also
proposed to wiretap the messages of U; and U,. The transmission’s security performance in the
proposed system was analyzed and performed over Rayleigh fading channels. Through numerical
analysis, the results showed that the proposed system’s secrecy performance became more efficient
when the eavesdropper node E was farther away from the source node S and the intermediate
cooperative relay R. The secrecy performance of U; was also compared to the secrecy performance of
Uj. Finally, the simulation results matched the Monte Carlo simulations well.

Keywords: non-orthogonal multiple access; physical layer security (PLS); cooperative communication;
successive interference cancellation (SIC); decode-and-forward (DF); cognitive radio (CR); channel state
information; outage probability

1. Introduction

The UCCN is known as the CR which is a promising technology and innovative solution
for dealing with the radio spectrum allocation and precise requirements issues [1]. CR permits
secondary users (SUs or unlicensed users) to access the dormant frequency spectrum without causing
interruption to the primary users (PUs or licensed user). Due to SUs being accepted to the PUs at
the same time, the SUs have to keep their transmit powers within the acceptable levels. Besides that,
with rapidly extending wireless sensor networks (WSNs) in many areas of industry, the security of
information transfer becomes a more serious problem. Many researchers investigated PLS to help
security transmission between the source node and the destination node to improve and enhance the
secrecy of WSN.

Recently, many solutions and technologies have been investigated for the purposes of speeding up
mobile data transmission, extending wireless communication range, and assisting users in connecting
security together. Examples of these technologies include amplify-and-forward (AF), orthogonal
multiple access (OMA), and energy harvesting [2-4]. NOMA technology, however, is a promising
method and has attracted significant attention in recent years [5-10].

NOMA technology has gradually become one of the most efficient solutions in developing the
fifth-generation mobile network (5G). In the NOMA technique, the users can share both time and
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frequency resources and only adjust their power allocation ratios. The users with better channel
conditions can serve as relays to enhance the system performance by using SIC [9]. This technology
improves the limitation of orthogonal multiple access (OMA). It meets the needs of end users in
providing access to data quickly and securely. NOMA and PLS are therefore very important techniques
in data transfer. They assist in transmitting signals from the source node to destination node with high
speed, efficiency, and data confidentiality.

Several studies have examined NOMA and PLS in wireless systems [11-13]. In [11], the authors
considered a cooperative relaying system using the NOMA technique to enhance the efficiency of the
transmitted signal. The researchers in [13] investigated the effectiveness of new schemes that combined
partial relay selection and NOMA in AF relaying systems to increase data transmission rates for 5G
mobile networks.

A considerable amount of literature has been published on PLS [14-16]. In [14], the authors
analyzed the secrecy performance of cooperative protocols with relay selection methods influenced by
co-channel interference. The authors in [15] inspected the impact of correlated fading on the secrecy
performance of multiple DF relaying that uses the optimal relay selection method. Some researchers
have also combined the NOMA technique with PLS [17-19]. In [17], the authors resolved the problem
of maximizing the minimum confidential information rate in users subject to the secrecy outage
constraint and instantaneous transmit power constraint. Cooperative NOMA systems with PLS in
both AF and DF were studied by the authors in [18].

The application of NOMA techniques and security principles in underlay cognitive radio networks
were also suggested by some authors in [20-24]. In [20], the authors discussed a cooperative
transmission scheme for a downlink NOMA in CR systems. This research exploited maximum
spatial diversity. The researchers in [24] considered secure communication in cognitive DF relay
networks in which a pair of cognitive relays were opportunistically selected for security protection
against eavesdroppers.

Channel state information (CSI) has a vital role in wireless communication systems. It describes
how a signal propagates from the source node to the relay, such as scattering, fading, and power
decay over distance. During a receiver’s set-up period, the CSI is evaluated and transferred to related
nodes in the system through a media access control protocol. In [25], the authors researched the effect
of imperfect channel CSI on secondary users in an underlay DF cognitive network with multiple
primary receivers. In [26], scientists studied the effect of imperfect CSI on a DF cooperative underlay
cognitive radio NOMA network in order to determine the optimal power allocation factors for different
user distances.

In most of the literature reported above, the combination of NOMA and PLS in a UCCN influenced
by CSI was not proposed. Motivated and inspired by the above ideas, a cooperative scheme is
suggested in this paper. In this scheme, a proposed UCCN using NOMA is required to both decode
and forward the messages e; and e, from node S to two destination nodes (U; and U,) under the effect
of CSI and an eavesdropper. The secrecy performance of the communications e; and e; in the proposed
system were then examined and estimated in terms of secrecy outage probability over Rayleigh fading
channels to improve spectral efficiency and secure communication.

The main contributions of the paper are summarized as follows:

- A study of the impact of imperfect CSI and the secrecy performance of a UCCN applying the
NOMA technique to improve system performance in a 5G wireless network.

- Secrecy outage probability (SOP) is performed over Rayleigh fading channels and verified with
Monte Carlo simulations.

- The results achieved by the proposed scheme demonstrate the security performance of U; and U,.

- The secrecy performance of the proposed system improved when the distance between the
eavesdropper node E and the source and cooperative relay increased.
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The paper has five sections. Section 1 introduces the topic. Section 2 describes the proposed
scheme’s system model. Section 3 presents the results of an analysis of the secrecy outage probability
at the source nodes. Section 4 presents the simulation results. Section 5 summarizes the conclusions.

2. System Model

Figure 1 illustrates the influence of imperfect CSI in a UCCN using NOMA and PLS. The system
model consists of the source nodes S transferring a superimposed signal e¢; and e; to Uy and Uy,
respectively, through relay node R. One eavesdropper node E is proposed to wiretap the signals ej, e»
of the links S-Uy, S-U,. In addition, the system model also consists of a node Pu which is known as the
primary user having the license. Due to the interference constraint at the Pu node in the UCCN, the
relay R and source S adjust their transmitting powers. In this model, we assume that the intermediate
relay node R operates in DF relaying method and applies the NOMA principle under the influence of
imperfect CSIs and PLS in UCCN. In addition, the variances of Zero-mean White Gaussian Noises
(AWGN:Ss) are equal, given as Np. In this work, the corresponding distances of the links S-Pu, R-Pu,
S-R, S-E, R-E, R-Pu, R-Uy, and R-Uj in Figure 1 are given as Ispy, [Rpu, Isr, Isg, IRE, IRPu, 11, and [5.

Regarding the system channels, h; represents the Rayleigh fading channel coefficient,

€ (hgsr, hsg, hspy, hre, hrpu,1,2). We assume that the channels /; do not change during block
time T and are independently and identically distributed between two consecutive block times [10].

Finally, all of nodes in the system model have a single antenna for transmitting and

receiving messages.
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Figure 1. System model of NOMA and PLS under imperfect CSI in a UCCN.

In principle, there are two time slots involved in each system communication process, and are
given as follows:

At the first time slot, the source node S transfers the information eg to the relay R and the
eavesdropper node E, which is given by the math expression as

es = \/P1Pser + V BaPser, (1)
where Ps is the power at source node S, e, and e, are the messages of U;, Uj, respectively, with

E{lejl*} =1, j € (1,2), (E{e} being notated for the expectation process of ¢). The 1 and p; are the
power allocation coefficients. Following the principle of the NOMA, we assume that 1 > f, with

‘Bl—i-lezl.



Sensors 2020, 20, 895 40f17

Because of the estimation errors of channels /;, the evaluated fading channel coefficients at the

nodes are represented as follows [25]:
hi = phi + /1 — p%;, @

where hAl-, h;, and ¢; are modeled as the additive white Gaussian noise (AWGN) with the random
variable f; = |I;|2. The correlation coefficient p € [0,1] is described as the average quality of the
channel estimation.
Notation: The Cumulative Distribution Function (CDF) and probability density function (pdf) of the
random variable f; is denoted respectively as Ff,(x) =1 — e_%ix and fr(x) = /\lie_%ix, where A; = l;’g,
and B is a path-loss exponent.

The received signal at R from source node S for decode e; under impact imperfect CSIs is given
as follows:

Yok = hsres + ox. (3a)

Replace figg from formula (2), the signal L, is calculated as

hsr—+/1—p2 hsg—~/1—p2
Vi = VBT (BT ) ey (B )

0
- - (3b)
_ VBiPseihsg + VBaPseohsg  \/PiPsern/1—p*esr  /BaPser/1—p?esp +ng
P P [ & ’

where ng denotes the AWGNSs at the relay R with the same variance Np.
Because of applying NOMA technology, thanks to the deployment of SIC in NOMA principle,
firstly, the relay R decodes the signal e; from formula (3b) and removes it, then the signal e, will be

@ in formula (3b). Therefore, the signal e, received at R from
source S after removing the signal e; is expressed as follows:

v/ B2Psealisk _ VBiPery/1—p?esr  /BaPseay/1 — p?esr + g
p P

o

decoded without the component

4)

e _
Ysr =

Similarly, the node E also wiretaps the packets e; and e, from S, respectively, and the received
signals at node E are obtained as follows:

a _ B1Pserhse Y BaPseshse  \/BiPseiy/1—pPese  \/BaPseay/1— pPese e )
S P o o o
Y2 = V/BaPsexhse _ VBiPery/1—p*ese \/BaPseay/1 — pPese + ©)
SE = /
P P %

where ng denotes the AWGNSs at the E with the same variance Nj.
In the second time slot, after the received signals, the relay R sends them to the source nodes Uy
and U;. Hence, the received signals at the destination node Uy, U, are given respectively as

oo VPBiPreihi | \/BaPresli  \/BiPrein/1—p%e1  \/BaPrear/1— p%e
yRul — + - - + nUl (7)
Y P P Y
Yo = /B2Preahs _ VBiPrery/1—p%r  /BaPreay/1—p%en . ®)
RU, — Py
0 0 0

where ny,, ny, denote the AWGN:Ss at the destination Uy, U, with the same variance Ny, and Py is a
transmit power of the relay R.
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In the proposed scheme, under the interference constraint at the node P,, the source node S and
relay node R have to adjust their transmitting powers so that the interference power at the Pu must
be less than a threshold value, which is assumed as I;;. The maximum powers of nodes S and R are
given, respectively,

Iy I
|h5R|2 fSR
Py = Ly Iy, (9b)

|hRPu |2 fRP“

Because the node E connects to the relay R directly, so it wiretaps the packets e; and e, from relay
R. Therefore, the received signals at E through the link R-E are expressed as

€1 __
YrRe =

V/ ,BlpRelil\RE n v/ ,BZPRezil\RE ~ VBiPrery/1 — p%€RE _ VB2Pre2y/1 — p%€RE tup (10)
Y Y

P p

€ __
YRe =

VBaPreshre  /BiPre1/1—p%ere  /BaPrear/T— pPexe n (1)
p P p o

We define the received Signal-to-Interference and Noise Ratios (SINRs) as ¢ =
E {|signal|?} /E {|overall noise|? }.

Firstly, we calculate the received Signal-to-Interference and Noise Ratios (SINRs) for decoding the
information signal e;.

Thus, from formula (3b), the SINR at the relay R with the link S-R is obtained as follows:

By Psllisg 2
€1 o
VSR = Tpgligr . B1Ps(1-p5)Ask , P2Ps(1 )0
2 SPZSR +hP1Bs Pzﬂ SR P2Ps PZP SR 4 N (12a)
B1Psfsr

= BaPsfsrtPs(1—p?)Asg (B1+P2)+p*No*

Replacing Ps = J% in (9a), and setting P = INL’(’), 'yglR is rewritten as

PB1fsr
e _ , 12b
Tsr PBafsg + P (1 —p2) Asg + 0*fspu (12b)

Similarly, with the formula in (7), we also calculate 'y;lul , and this is achieved by mathematical
expression as

PB1f1
= 13
TRUy Pﬁ2f1+P(1—p2))\1 +p2pru' (13)

_ Iy
where P = N

Applying formulas (5) and (10), the received SINRs at the eavesdropper node E with the link S-E
and R-E are given, respectively, as follows:

761 _ ,BlpsfSE
SE BaPsfsg + Ps (1 — p?) Asg + p2No (14)
_ PB1fse
PBafse + P (1 —p?) Asg + 2 fspu
o PB1fre (15)

TRE = PBafre + P (1 —p2) ARg + 02 frPu
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In the second, similar to decoding the information signal e;, we find the received SINRs for
decoding the information signal e, as follows.

We apply formulas (4) and (6), the received SINRs at the nodes R with the link S-R, and at the
eavesdropper node E with the link S-E are expressed, respectively, as follows:

B2Ps fsr PBafsr

e — frng . 16
SR = BB (1= p2) Asr+ BaPs (1—p2) sk + 2No P (1= ) Ask + P2 fspu 16)
,)/32 _ ﬁZPsfSE _ P.BZfSE ) (17)

SE P(1—p2) Agg +p?No P (1—p2) Asg + p*fspu

Similarly, with formulas (8) and (12), the received SINRs at the nodes U; and E from relay R are
inferred, respectively, as follows:

PBaf>
2 = . 18
TRE: = P (1= 02) A + P fre (18)

PBafrE
e . 19
TRE = (1= p2) Are + 0% fru (19)

Applying the Shannon capacity formula, the achievable rates of the links X-Y are formulated as

¢

1 e;
Ryy = Elogz(l + Yxr)- (20)

where the ratio 1/2 represents the fact that data transmission is split into two time slots, X € {S,R},
and Y € {E, Uy, Uy }. The secrecy capacity of the UCCN systems with DF-based NOMA for the S-U;
communication can be expressed as

e el +
5C; = [sc&j—sc,g] ) 1)

where [x]* = max (0,x); S Cdp and SC;/u j are the secrecy capacities from the source node S to the relay
R and from the relay R to the destination U; are given, respectively, as

SCdy = max(0, RZ; — RYp). (22)
SC. = 0,R7 — R 23
RU; max(0, RU; RE)- (23)

3. Secrecy Outage Probability Analysis

In this section, the secrecy outage probability for eavesdropping the signals of U; and Uj in the
proposed scheme are analyzed. We assume that a node successfully and safely decodes the received
packet if its achievable secrecy capacity is larger than a threshold secrecy capacity SCy,.

3.1. Secrecy Outage Probability of U,.

The secrecy outage probability of U; occurring when U; does not receive a signal safely from the

source node S under the malicious attempt of the eavesdropper E is expressed as follows:
OPy, = Pr[min(SCgky, Sclezlul) < SCy]

. . (24)
=1—Pr[SCiy > SCy, SCiy, > SCy.
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Replacing SCg = max(0, Ry — RSy) at formula (22) and SCp;; = max(0, R, — R

in formula (24), the OPy, is rewritten as follows:

OPy, =1-"Pr [R?R — REl > SCth] X Pr [R;lul — R%E > SCth}

Pr1.1 Pr1.2

Proposition 1. The probability of the Pr1.1, and Pr1.2 in (25) is given as

0 a<6b
Pr1.1=
(mm — (1/AsrAspu) 11) a > 0b.
where X .
Il:/oo 7 o) ey,
0 (p11+¢2x)

(cAse + p*x) (ay — ¢ (by + cAsg + p%x))
[pb+ (¢ + 1)a] [by + cAsg + p2x] — aby ’

01 =

Proof: See Appendix A.

Pr1.2 =

—p10/A
% B (1/A1)\RPu) L a>06b

where

2
My 9P

12 = -
e T A oy
o0 o0 1
/ / /\RPu *a y)eiwgzdxdy,
0 (Pr2+¢ox)

(cARe +p*x) (ay — ¢ (by + cAi +p%x))
[pb + (¢ + 1)a] [by 4+ cAy + p?x] — aby ’

0o =

Proof: See Appendix B.

From formulas in (26) and (27), the secrecy outage probability of the U is obtained as

1 a < ¢b
OPU1 = _
(1/Aspy)e ¥11/sR
1 <(1//\5Pu)+(¢2/)‘SR) (1/AsrAspu) x Iy
1/ Arpye 1271
X (1//\7;;“14}2//\1 - (1/A1ARPM) X 12)

a > ¢b

7 of 17

2p) at (23)

(25)

(26)

(27)

(28)
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3.2. Secrecy Outage Probability of U,
Similar to Uy, the SOP of U; can be expressed as

OPy, = Pr |min (SCG, SCf, ) < SCy| =1 = Pr [SCE, > SCy, SCRy, > SCi| - (29)

Proposition 2. The secrecy outage probability of Uy in (26) is given as

1 1
OPy, =1—-(1— —+— X1 X 1—— 1 30
= ( AspulsE 3) < ARPuARE 4) (30)

where

¢(cAsr+p*x) C/\5R+p x) (cAsg+p2x)
@+ Gerem ¥ ) -

(c)\2+pzx)
+(+1) cARE—i-pr)y ’

<¢ cAy+p? x

||
0\8

Tr g
/ [(Asﬁ”ﬁ” X (1—6A53R>:| dxdy,
s L

T Z
/ e—(@x-&—ﬁy) X (1 - e’é)} dxdy.
-

Proof: See Appendix C.
The integrals I; and I, in (28) and I3 and I4 in (30) are complex integrals and are difficult to resolve
practically. In this paper, however, the value of I, I, Is and I; can be found using numerical methods.

||
0\8

4. Simulation Results

In this section, the secrecy performance of a NOMA scheme and the impact of imperfect CSI
in a UCCN were examined, analyzed, and evaluated. The theoretical results of the analyses were
verified with Monte Carlo simulations. The coordinates of S, R, Uy, Uy, Pu, and E were set to
5(0,0),R (x1,0), Ut (xu,y0,) = (L0), Uz (xup ) = (0.75,-05) , Put(xpuypu), E (xe,ye),
respectively, in the two- d1mer151onal plane and sat1sfy1ng (x; > 0). Hence, Isg = xR, IRy, = Xy, — xR,

lrRu, = \/}/uz (xu, — xr) 2 Irpy = \/ypu (xpu — xR )%, IR = \ Y3+ (xg — xR) 2 Isp = /v + 23,

and Igp, = \/xpu + Vpu- We assume that the target secrecy capacity SCy, = 0.5 (bit/s/Hz) and the

exponent B is set to a constant g = 3.

Figures 2 and 3 graph the SOP of the two Users U; and U; via SNR (dB) with SC;;, = 0.5
(bit/s/Hz). The relay R, Pu, Uj, Uy, and eavesdropper E are located in positions R (xg,0) = (0.5,0),
Pu (xpu,ypu) = (05, —1), U1 (xUl’yUl) = (1, 0), U2 (xUZ’yUZ) = (075, —0.5), E (XE,yE) = (05,1),
respectively. From the results in Figure 2, we can see the effect of the eavesdropping node E to the
SOP when SNR is changed from 0 dB to 20 dB. With p = 0.95, the SOP values of User U; are greater
than User U; when SNR < 2.5 dB. Nevertheless, when the SNR increases from 2.5 dB to 30 dB, the
SOP of User U, is better than User U7, and both also increase when the SNR increases as a result of
large transmitting power. Besides that, it is noted that imperfect CSI degrades the SOP of the signal.
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Figure 2. The SOP of U; and U, versus SNR (dB).
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Figure 3. The SOP of U; and U, versus SNR (dB) when p = 0.9 and p = 0.95.
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In Figure 3, we observe the obvious affection of the channel estimation coefficient p to the SOP.
The SOP of the two users in case p = 0.95 outperforms the SOP in case p = 0.9. It means that the
system has been impacted by imperfect CSI. We also can see that the secrecy performance of the two
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Users also decreases when the SNR increases. The security system will be better and it is difficult for
the eavesdropper to wiretap the signal. These theoretical results match the simulation results of the
proposed system well. Hence, the derived equations are sufficiently accurate for use in analysis.
Figure 4 graphs the SOP of the two Users U; and U, via p when SNR=10 (dB) with SC, = 0.5
(bit/s/Hz). The relay R, Pu, Uj, Uy, and eavesdropper E are located in positions R (xg,0) = (0.5,0),
Pu (xPu,ypu) = (0.5, —1), U1 (xUl’yUl) = (1, 0), U7_ (XUZ,]/UZ) = (0.75, —0.5), E (JCE,]/E) = (0.5, 1),
respectively. As observed in Figure 4, the secrecy performance of Uj is better than U, when p < 0.9.
However, when the correlation coefficient p > 0.9, the SOP of Uy is less than Uj. This means that the
effects of the evaluation errors decrease when the correlation coefficients p increase. In addition, the
secrecy performance of two Users is more efficient when the channel estimation coefficient p is higher.

0.99

I
©
®

0.97
0.96 |

0.95 |

o
©
~

Secrecy Outage Probability(SOP)

o
©
@

A Simulation
0.92 Theory-User U,
Theory-User U,
1 1 1 1 1 1 -S
0.5 0.55 0.6 0.65 0.7 0.75 0.8 0.85 0.9 0.95

p

Figure 4. The SOP of U; and U, via p when SNR = 10 (dB).

Figure 5 graphs the SOP of the proposed scheme versus the position of the of eavesdropper E
on the y-axis when the coordinate value yg changes from 0.2 to 2 when SNR = 10 (dB), (bit/s/Hz),
R (XR, 0) = (0.5, 0), Pu (xPu,]/pu> = (0.5, —1), U1 (xUl,yUl) = (1, 0), U2 (XUZ’yUz) = (0.75, —0.5).
Figure 5 shows that the SOP of U; and U; decrease when yg increases. This means that the secrecy
transmission of the two Users will be intact when eavesdropper E moves farther away from source S
and relay R.

We can also see that the secrecy performance of U, is better than U; as a result of the proposed scheme
applying NOMA and using SIC to detect the signal under the effect of imperfect CSI on the system.

Figure 6 graphs the SOP of User U; and U, versus the power allocation coefficients 81 (changing
from 0.6 to 0.95) when SNR = 10 (dB),SCy, = 0.5 (bit/s/Hz), R(xg,0) = (0.5,0), Pu(xp,, ypy) =
(0.5,—1), Uy (xu,, yu,) = (1,0), Uz (xu,, yu,) = (0.75,—0.5), E (xg, yg) = (0.5,1). This figure shows
the impact of a varying 81 on the system. When Sincreases from 0.6 to 0.85, the SOP of U; outperforms
the SOP of U;. The secrecy transmission of U is then better than U, when B; > 0.85. We can thus
observe the impact of 1 on the security performance of a UCCN system with a NOMA solution under
the effect of imperfect CSIL.
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Figure 5. The SOP of U; and U, versus coordinate yg of eavesdropper E when SNR = 10 (dB).
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Figure 6. The SOP of U; and U, versus the power allocation coefficients f; when SNR = 10 (dB).
5. Conclusions

A NOMA scheme with imperfect CSI in a UCCN was proposed in this paper. We also researched
the physical layer security to improve the secrecy performance. The secrecy performance was examined
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analyzed, evaluated by the secrecy outage probability of the achievable secrecy capacity, and over
Rayleigh fading channels. The obtained results show that the security performance of the system
model is decreased when the imperfect CSIs exists as well as the SNR increases. The proposed scheme
with the optimal imperfect CSIs can achieve the best performance. Besides that, we can see that the
node eavesdropper E is far from the source S and relay R, the security performance became more
security. In addition, the security performance of Ul and the security performance of U2 are also
compared with together. Lastly, the achieved results of the SOP matched well with the Monte Carlo
simulation results.
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Abbreviations

The following abbreviations were used in this manuscript:

AF Amplify-and-forward

CR Cognitive radio

DF Decode-and-forward

NOMA Non-orthogonal multiple access
PLS Physical layer security

SIC Successive interference cancellation

sor Secrecy outage probability
UCCN  Underlay cooperative cognitive network

Appendix A

The probability Prl.1 in formula (25) is rewritten as

Pr1.1=Pr[RY; — RY: > SCy] =1-Pr[RY — R < SCy] . (A1)

1 1 e 1

Applying formula in (20), we calculate R, = 3log, (1 + ¢k ), and R = 3log, (1 + 7¢k). Hence,
the probability Pr1.1 in (A1) is calculated by replacing R¢y,, Rg: and is expressed as

1 1
Pr1.1=1-"Pr Elogz(l + ver) < SCu + Elogz(l + 'y?E)} (A2)

Replacing ¢y in (12b) and 75 (14) into (A2), the probability Prl.1 is obtained as

[pb+ (¢ +1)a] [bfsg + cAsr + p?fspu] — abfsk

afsr afse }
Pr11=1-"Pr <o+ (p+1
{beR + cAsr + P fspy o+ )bfsg + cAse + % fspu (43)
_ afsr (cAse + p*fspu) — ¢ (cAse + p*fspu) (bfsr + cAsr + p*fspu)
=1-Pr fSE >

where
¢ = 225 —1;azpﬁl;bzpﬁ2;c:1>(1—p2)
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Using the pdf of the random variable fsp, into (A3), the probability Prl.1 is expressed as

Pr1.1=1-"Pr l:fSE > [47b+((,b+1)51] [beRJFC)\SRJFPZfSPu]*abeR

afsr (cAse + p?fspu) — ¢ (cAse + 0 fspu) (bfsr + cAsg + > fspu) }

- (A4)
o afsr (cAsg + p?x) — ¢ (cAge + p2x) (bfsr + cAgr + p2x)
- o/ffspu e {fSE g [pb + (¢ + 1)a] [bfsr + cAsg + p2x] — abfsr e
We can see that (b + (¢ + 1)a] [bfsg + cAsr + p*fspy] — abfsg > 0.
Set M = afgg (cAsg + p*fspu), and N = ¢ (cAsg + p2fspu) (Dfsk + cAsr + 0 fspu)-
If M < N, then (a — (Pb) fsr< ¢ (CASR +p2x).
If M > N, then (a — ¢b) fsg > ¢ (cAsg + p*x).
Hence, Pr 1.1 in (A4) is rewritten as
Pril=1- / From, () x (K + Ka) dx, (A5)
0
where
Ky = Pr [(a — ¢b) fsr < ¢ (cAsr +p%x)];
for > afsg (cAsp+p%x) —¢(cAsp+o2x) (bfsp+cAsr+o2x) |
SE [pb+(p-+1)a][bfsg+cAsg+02x]—abfsr !
Kz =Pr
(a—¢b) fsr > ¢ (cAsr + p°x)
Kj is resolved as follows:
Ky =Pr[(a—¢b) fsr < ¢ (cAsr +p%x)]
1 a < ¢b 1 a < ¢b
= ¢(cAsr+p7x) = ¢(cAsr+p7x) (A6)
Pr |:st S (ﬂf(Pb):| a > (Pb FfSR {(aiph) a > (Pb

Applying the CDF of the random variable fsg into (A6), Kj is solved in a closed-form expression as

X 1 . a < ¢b 1 a<¢b (A7)
= PcA x == _ 1
' 1-— e_ASLR [“‘gﬁ)ﬂﬁpb)] a> ¢b 1—e 7sr W2 a> ¢b
_ pcAsr _ _¢o*
Where.lp]:l = Tla—¢b)’ 17[72 - (a,(Ph)-'
Similar to calculating Kj, K is resolved as
0 a < ¢b
Ky = F (cAse + p*x) (ay — ¢ (by + cAgg + p?x)) (A8)
P sE+p y— ¢ (by +cAsr +p°x d b
/ oY) Pr | fop > < [+ (p + Dal [y + chsg + p2x] —aby ) |¥ ©7¢

(¥11+92%)
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We apply the pdf of the random variable fsg and the CDF of the random variable fsg, Ky in (A8)
is obtained as

0 a < ¢b
1 (C/\SE+p2x) (ay—¢(by+f/\5R+p2x>)
Ky = / ffSR ASE < [pb+(p+1)a] [by+cAgR +p2x] —aby dy a> (Pb (A9)
(¥11+¢2%)
Substituting K in (A7), and Kj in (A9) into (A5), Pr1.1 is shown in two cases as
If a < ¢b:
o) 1 _%x
Pril=1- / e Tondx =0 (A10)
u
0
Ifa > ¢b:
(Y + -0
Pril1=1- /ffs,,u Y(1—e Asr (Pr+927) )dx + /ffszu / frex(y)e Psr” dxdy (A11)
(P11 +1p2x)
0O1.1 012
where 5 5
[ = (cAsg + p?x) (ay — ¢ (by + cAsg + p*x))
P [pb+ (¢ + 1)a] [by + cAsg + p?x] — aby
The )11 in (A11) is calculated as
7 _ 1
0 = /ffspu(x)(l e TR (‘/’11+‘P2x))dx
i T — 1 (P11 +¢ox)
/ o ot (1 e TR dx (A12)
u
0
ﬁe Top Y11
Aspu | Asr 2
The )1, in (A11) is presented as
T =0
2= /ffSPu / fr(y)e "se™dxdy
(Y11+¢2x)
i T g T 1 Ly Lo
= / e Aspu —— ¢ AsrR7e AsE dxdy (A13)
7 [ 3
0 s ($11+¢2x) oK
1
Aspu +’\5R )ei)‘siEgldxdy
)\SR)\SP / /
‘o (P11+¢2x)
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Replacing the results of ()1 1 in (A12), and (), in (A13) into (A11), we resolved the probability
Pr1.1 as follows:

0 a<@6b
Pr11= (A14)
1/ Agpy )e~ ¥11/AsR
((S/Asilzz))i(lpz//\szz) ~ (1/AsrAspu) 11> o

where

/ / (rgp e+ e >e ASEéldxdy
0 (p11+y2x)

Appendix B
The probability Pr1.2 in formula (25) is rewrited as follows

Pr1.2 = Pr Rfly, — Rifz = SCy| =1—Pr [Ry, < Ril+SCu . (A15)

using formula in (20), we calculate R RUy R%r and they achieved, respectively, as R Rlu = 2logz(

'YRu1) RRE = 3108, (1 +7gp)-
Hence, the probability Pr1.2 in (A15) is calculated by replacing Rgul, RZE 'y;lul in (13), and 735
in (15), we have a result as

1 1
Pr1.2=1—-Pr [210g2 (1 + ’Y;lul) < Elog2 (1 + 'y;lE) + SCth}

af of (A16)
=1-"Pr 1 <0+ (0+1 ( RE )]
[bfl-i-C/\l + 02 frpu ( ) bfRe + CARE + P?fRPu
Similar as Pr1.1 at (A2), Pr1.2 is obtained as
0 a<@6b
Pr1.2 = (A17)
(1/Agpy)e Y1211
(1/AI;I;“)+¢2//\1 _(1/)\1)\RPu)IZ a> 0b
where Bci
_ A1,
¥12= " ey
— / / /\RPu +/\1 y)e )‘RE €2dxd]/ ;
0 (p12+2x)

(cARe + p?x) (ay — 0 (by + cAy + p%x))
[0b + (6 4 1)a] [by + cAqy + p?x] —aby

Finally, from (A14) and (A17), the secrecy outage probability OPy;, of Uy is resolved as (28)

0=

Appendix C

Substituting formulas (22) and (23) into (29), we calculate similar to Appendices A and B, and the
OPy, is given as
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OPy, =1 Pr [R% — R% > 5Cy] x Pr [RE,, — RE; > SCu|

(A18)
21 Mo
Firstly, we calculate the probability of () 1 as follows:
0y =Pr [RSR — RSE > SCth] =1-Pr [RSZR < SCy, + RSE]
=1-"Pr {zlog2 (1 + 'Y?R> < SCy, + Elog2 (1 + ’Yg%)] (A19)
¢ (cAsr + p*fspu) (cAsr + 0% fspu)
=1-P < +(p+1) —m5—=
r fSR b (4’ ) (C)\SE+p2fSPu)fSE
Applying the pdf of the random variables fsp, and fsg, (A19) is written as
T ¢ (cAse +p*x) (cAsr +p%x)
Oy =1 0/-0/ [Pr fsr < — +(p+1) my X ffsp“ (x) ffsg (y) | dxdy
(A20)

T g () g i)
// ej(ASlP“ x+ﬁy> x[1—e "s® ( e+ (rAsE+pZX)y dxdy
)\spu/\SE X

()5 is calculated similarly as (A20) and is given as

_L<zp(w\2b+p2x) +(¢+1) (c)\2+p2x)

Opp = / / e (rmemzy) « [ 1—e (A %) > dxdy (A21)
)\Rpu/\RE -

Finally, with formulas (A20) and (A21), the secrecy outage probability of U, is obtained by the
expression as (30).
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