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Abstract: With the growing number of mobile devices receiving daily notifications, it is necessary
to manage the variety of information produced. New smart devices are developed every day
with the ability to generate, send, and display messages about their status, data, and information
about other devices. Consequently, the number of notifications received by a user is increasing and
their tolerance may decrease in a short time. With this, it is necessary to develop a management system
and notification controls. In this context, this work proposes a notification and alert management
system called PRISER. Its focus is on user profiles and environments, applying data privacy criteria.

Keywords: Notifications Management; data privacy; Internet of things

1. Introduction

Technological evolutions in the urban area have allowed for the integration of sensor networks
and devices together with all citizens involved in the daily context. These devices are capable of sensing,
processing data and communicating through a network [1]. Although today this term is used more
comprehensively, including in healthcare, logistics, security, agriculture, among others, the primary
goal remains the same—to make create computers to that capture real-world information without the
help of human intervention [2]. Such features, in conjunction with advances in microelectronic systems
technologies with new wireless technologies has resulted in the development of smaller devices with
considerable processing power, resulting in the Internet of Things (IoT).

IoT applications are seen as a premise with great potential for integrations between the user
and the environment. An environment formed by such devices and sensors is called an Intelligent
Environment and its primary focus is to bring computation into the physical world and to enhance
occupants” experiences with ordinary activities.

However, with IoT applications, the high heterogeneity of systems, devices and the constraints
of imposed resources make it difficult to apply conventional IoT-related security and privacy
techniques, thus necessitating specific control and management systems as described by Reference [3].

Such drawback originates from information present in these environments which are shared
between applications and platforms, by the premise of achieving device interoperability [4].
The functional capacity of intelligent devices is directly related to the effectiveness of communication,
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and are used with different technologies, for the most part, wireless. With exponential growth,
technologies and their attributions must be appropriately organized and classified to contribute to the
scenario in which they are inserted.

In the IoT, several devices are trackable over the Internet, creating threats to personal and private
data. Therefore, it is essential that there is a guarantee for data to be addressed to its owner in order
to avoid possible risks. All data must be guaranteed not to be used without the user’s permission.
A privacy policy is the first step towards a secure data-keeping solution in a smart environment.
Whenever another user contacts the data, the privacy policy must be verified before the communication
is made [5].

According to Ahlgren et al. [6], IoT is based on three paradigms: Internet-oriented,
Sensors and Knowledge. Its primary goal is to ensure the connection between the large volume of devices
connected through the Internet, allowing the advancement and development of intelligent environments.
Regarding the communication between smart devices, platforms, and the user, there is usually some
action from a device and a reaction from the user. For that, notifications and alerts are used.

IoT provides a significant increase in the number of devices, resulting in an increase of the number
of notifications driven to users. With increasing the adoption of mobile devices, computers are no longer
the only source of interruptions, so there is a need for a management system that addresses multiple
devices. In 2016, Mehrotra et al. [7] reported through a survey that a user received 100 notifications
on average (per day), every day. This significant influx of notifications also resonates negatively
for those who receive the same notifications. With the rise of received notifications, users’ tolerance
tends to drop.

In the context of notifications, visual, sound and haptic (vibrations) resources are used to guide
the user’s attention with the purpose of delivering instantaneous information [8]. According to these
functionalities and with intent to guarantee communication between users and devices present
in intelligent environments, it is common to adapt pre-defined requirements and parameters. To do so,
according to Reference [3] the following criteria are considered for intelligent and IoT environments:
(i) a cost reduction; (ii) improvement of use; (iii) communication related to the user or other devices
inserted into the environment; (iv) management and privacy management.

Therefore, this paper proposes a taxonomic model to better organize the parameters
and requirements of the management and control of alerts and notifications for IoT-oriented
environments and devices. To provide notification management and integrate applications
and devices, the PRISER (Privacy Services) module has been developed, which has been expanded
from the privacy control model for pervasive/ubiquitous environments proposed by Reference [9].

In summary, the contributions made by this paper are twofold: firstly, it presents a taxonomy
to serve as guidance to improve privacy in IoT-oriented environments. Secondly, it shows
an architecture of the privacy engine and the conceptual models used for its development.

This paper is structured into seven sections: Section 2 presents the related works; Section 3
is dedicated to the description of the taxonomy; a proposed solution and the test scenario are presented
in Section 4; Section 5 presents the prototype and the experimental results and, finally; in Section 6,
we present the conclusions and contributions obtained.

2. Related Work

According to the researched literature, most contributions are related to privacy control aimed
at users and their devices. Initially, most of the work was focused only on computer notifications,
and, using external sensors to assist, References [10,11], implemented real-time interruption detection
using external sensors and computers, respectively. In these, the used sensors vary from movement,
sound, time, location, meeting status (in a meeting or not). and computer activity. In work developed by
Reference [12], a DND (Do-Not-Disturb) service was proposed using machine learning techniques to
identify the relationship between the current context of a user and the “do not disturb” mode from the



Sensors 2019, 19, 3098 30f18

device. In this work, the previous user experience was used as a basis, identifying whether the user is
available or not.

The exclusive notifications for smartphones using push notifications are addressed in
References [13-15]. Those proposals convert from mobile and IoT and treat how the system can
handle sending them to multiple devices and still treat the communication permeating
machine-to-machine (M2M) and human interaction.

Following studies related to notifications, Reference [16] addresses the detection of the moment
when the system stops to disturb the user and the adaptation of notifications in real situations. Through
a production environment with more than 680,000 real users testing the application for 21 days, in this,
we have demonstrated the effectiveness of their system using an Android System [17]. It’s relevance is
mainly in the study of the behavior of notifications. Additionally, References [18-20] strongly discuss
the user’s location to perform an action, or to handle a point of interest (POI). All of these systems
focus on detecting breakpoints naturally (a user’s breakpoints, for example, ending a phone call),
detecting breakpoints during an activity or activity limits, and the timing for sending a notification.
Regarding the taxonomy, Reference [21] defines the components required for IoT from a high-level
perspective, using a taxonomic model for such a task. Literature such as References [22,23] and current
works such as References [24-26] use specific taxonomies to classify components and sensors with the
aim of contributing to the development of new sensors for IoT.

The approaches of References [16,27,28] make it clear that a decision method should be used
to evaluate the user’s moment of interruption. On the other hand, the approach of Reference [29]
clarifies regarding oncoming devices used to send notifications. Reference [30,31] points out the use of
a multi-device environment to improve delivery processes, which we intend to apply in this research.

The work of Reference [32] is preliminary and attempts only to predict which device should be
selected to deliver the notification, however, the set of notification data used to train the algorithms and
evaluate the system result is partially synthetic and assumes that the data available for the notification
is explicit. In contrast, the management system proposed by Reference [33], attempts to predict the
most opportune moment for the notification to be delivered to the user using a set of data obtained from
real users. Only the abstract derivation is used by the manager to predict delivery time. This approach
is used in the same way in Reference [34], as they utilize this to protect the privacy of the user’s
location, which had its data collected, with information about the implementation of the notification
management solutions and location services. In Reference [35] the multi-device approach and the use
of an application to collect notifications demonstrate efficiency, however, the application performance
is not measured.

We analyzed information about the implementation of notification management solutions
and location services. The information obtained in the analysis of the selected works are presented
in the Table 1, the items that the proposal needs or uses in the work content are marked with a text,
if the solution does not address or does not use, the item appears blank. The table is organized into
seven columns as described below:

Reference;

Solution Name and Year;

If the implementation makes use of the user’s location;

Whether the implementation determines privacy preferences or implements actions to maintain

private data;

5. Compares whether the notification solution makes use of multiple devices, being more than one
mobile device or another smart device;

6. Informs whether the proposed solution is applied directly to the user’s mobile device through
an application;

7. Informs whether the solution uses human participation to verify the relevance and manual

Ll NS

adjustments in the context of notification management.
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Table 1. Related Work.

Work Solution User Location Privacy Multiple Devices User App Human Intervention
[27] Attelia (2014) X X
[28] Message Monitor (2014) X X X X
[29] Face-to-Face (2014) X X X
[30] Desktop Notifications (2014) X X X X
[31] Intelligent Push (2015) X X
[32] Notification Collector (2015) X X X
[33] NAbsMobile (2016) X X X X
[34] No name (2017) X X X
[19] Smartnotify (2018) X X
[35] Notification Log (2018) X X X X

This Work PRISER (2019) X X X X

Although related work addresses location and notification management, many of these studies
do not address the privacy features of the user’s environment. Therefore, the present work proposes
a module of notifications, to make the environment informative and dynamic to control privacy
parameters. The user profile, location, type of environment, criteria, priority and user preferences will
be considered to define the notifications and/or alerts based on individual control and management.

3. Taxonomy

According to Reference [36], the term “taxonomy” itself comes from the Greek and is a compound
of taxis, meaning order, and nomos, meaning science. Taxonomies are obtained by splitting a general
usually complex concept, idea, or artifact in concepts, the classes, which are progressively more and
more specific. All members in a class are marked by the same subset of shared features. Taxonomies
allow for a greater degree of precision in the classification process and support known-item seeking
strategies, when users already know what they are looking for, very well.

In another sense, the terms defined by a taxonomy are structuring, strategic and central elements
used to name, classify, and organize entities into groups that share similar characteristics. The taxonomy
is developed from keywords and concepts so that the contents are categorized [22]. The concept
of taxonomy becomes advantageous in a large volume of information, and an example is the diversity
of IoT equipment growing exponentially. In such a way, the users acquire an essential role both in the
production, as well as in the categorization and use of generated information [21].

We present a taxonomic model that defines the components necessary to associate IoT, assist the
Notification Management System (NMS) and privacy [24]. However, from a high-level perspective,
each component of this taxonomy was based on a series of related works that helped us identify the
needs of the NMS. The works used are represented by Table 2.

Table 2. Works used to define the components of the taxonomy.

Component Work
Communication [21,37-39]
Notification [8,13,16,25,40—-46]
User-location [29,34,47-49]
Privacy [24,50-52]
Criteria [12,19,33]

In this section, we discuss some enabling technologies, which compose the proposed taxonomic
model. The taxonomy serves to classify rules and parameters, resulting in a better understanding
of the functionality [51]. Our taxonomy is based on four main parameters: (i) communication
technologies; (ii) message transmission technology; (iii) privacy and (iv) criteria, with open possibility
of expansion of the sub-parameters. Each component of the model is duly described in the following
subsections and the graphic representation in Figure 1.
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Taxonomy for Notifications
[ [ [ |
Communication Message Transmission Privacy Criteria
Protocols Technologies o
User Priority
Wifi SMS
Environment Tempo To Life (TTL)
4G /5G Push Notification Devi
evice User Profile
Bluetooth Instant Messaging
NFC Call Environment Type
RFID

Figure 1. Taxonomy for Notifications Management System.
3.1. Communication Protocols

Connectivity requirements are essential components and careful attention must be paid to using
alternatives in case of failure. In particular, smartphones are considered fundamental in creating
the so-called opportunistic paradigm of IoT [38], merging users (carrying mobile devices) and smart
objects (smart-things). Thus, the present communication technologies are basically composed of the
same ones used in the IoT ecosystem and listed as main by Reference [21]. Having as a requirement that
smartphones should always be connected, they are shipped with various communication interfaces
(e.g., Wi-Fi, NFC, Bluetooth) [39]. Regarding power consumption [43] demonstrates that delaying
the delivery of notifications can generate power savings on mobile devices.

1.  Wi-Fi: Widely-used wireless network technology with high bandwidth. Wi-Fi is still used

to estimate location in relation to your access point in location-based-systems [37];

2. Mobile Data (4G/5G): Mobile data 4G and in the future 5G;

3. Bluetooth: It supports a lot of connected equipment, at a low range with an efficient energy
management;

4. NFC: Used for payments and short-distance communication, used for authentication

in environments being an alternative to the use of traditional keys;
5. RFID: It is used for short and long-range communications. Also for authenticating the location

of a device or user and sending notifications to users in intelligent environments.

3.2. Message Transmission Technologies

Cloud-based services for sending text messages (SMS), push notifications to mobile devices,
or in recent cases phone calls. These components, including the parameters, work as a single system
to give the user complete control over their notifications and it must ensure interoperability between
devices in intelligent environments. According to the comparison of Reference [40] the WhatsApp
instant messaging application’s popularity over conventional SMS, it concluded that SMS is considered
more formal, trustworthy and better for privacy. WhatsApp, on the other hand, is considered informal
and is used in a more conversational style. Yet research reports a concern amoung users with the
increasing number of notifications and interruptions caused by messaging applications. Placing the
phone in silent mode helps address messaging overload, but the authors say that users who use the
WhatsApp application and SMS for business-related communications do not mute their phones.

1.  SMS: Short Message Service (SMS) is a service available in digital cellular phones that allows
the sending of short messages (up to 160 characters) between these devices and between other
ones that use the GSM interface;

2. Push Notifications: Push notifications that appear in the foreground on users’ devices at random
times, causing outages. Generally generated from previously-installed applications [16];

3. Instant Messaging: Messages through applications, with the evolution of device programming,
the number of applications for this purpose grows;

4.  Call: Phone-to-phone calls.
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3.3. Privacy

Privacy is the goal of specific studies such as Reference [50], a legal expert, has proposed a
taxonomy of privacy breaches. It focuses on civil liability law, unlike Reference [24], which addresses a
taxonomy focused on privacy-enhancing technologies. Privacy requirements define user permissions
through environments and/or devices. With the attributes of the environment, it is possible to
verify and manage parameters that compose it. In addition to resources for users, according to their
availability and location, as well as the tracking system found in Reference [51].

1. User: Defining the user as the center of custom alerts notification services, needing to have
location contexts and well-defined individual information such as their preferences;

2. Environment: The environment that the user accesses or requests access to, controlling privileges
parameters in comparison to the profile;

3. Device: Refers to the device that the user utilizes, from an M2M communication and using
the connectivity standards defined in Section 3.1.

3.4. Criteria

The Criteria are defined by rules for access, use, sharing, location, etc. Rules can be added,
changed, modified and/or replaced according to the environment and with established rules.
The settings are handled individually by other modules that have features and controls such as
Reference [33], criteria are used as input for processing, and finally setting the timing of sending the
notification. The operating settings are predefined for each environment and may have variations and
different criteria defined according to the access time.

1. Priority: The priority is directly related to the notification priority. An example of a high-priority
notification would be a climate alert, which should reach the attention of the user, warning
of a possible phenomenon;

2. Time To Life (TTL): Time that a notification becomes inefficient since there is no time for delivery
of it. A notification with a short lifetime and not sent with the proper priority loses its sense
of notification. Likewise, it prevents the sending devices from carrying old messages for a long
time [38];

3. User Profile: Defines the limitations for each user. Reference [9] defined that for each
environment a user profile type is assigned according to its location and attribution to the user.
This environment is according to shift, day, week, month related;

4. Environment Type: The parameter definitions used were based on environments with public,
private and restricted location characteristics.

4. Priser

The proposed solution is based on UbiPri [9], privacy and control middleware that differs from
other existing solutions by providing general privacy management and a control model.
The middleware UbiPri has a structure divided into components, each with its specific characteristics,
and is used as needed. One of its components refers to services, and this is called PRISER,
which is responsible for managing notifications.

According to the researched literature, the privacy taxonomy is defined by necessary components
and according to the use in ubiquitous environments. In this study; it is used as a set of rules necessary
to control and manage data privacy. The proposed solution uses the criteria for managing the delivery
of messages dynamically, according to the situation and location-related privacy requirements.

The main contribution of this work is the control and management of notifications based
on the taxonomic definition presented in section III, taking into account the privacy of the user
concerning the environment. The role of taxonomy is to define and share its rules and parameters
with the Notification Management System (NMS). This utilizes the user’s location based on their
preferences and defines the role for sending notifications. The characteristics of the medium to send
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messages are context-aware like in Reference [33]. This process of sending notifications are based on
criteria, such as type of environment, user profile, time for delivery and priority. Demystifying the
types of environments, these can be classified as public, private, restricted and personalized [9].

Based on the criteria for the management of alert sending it is possible to model the sending
of messages dynamically in various embodiments. As a result, the severity or criticality level can
be assigned to user notification based on system standards (e.g., severity or criticality levels associated
with specific currentl events that may require user attention). Alternatively even custom criteria
(e.g., users who can modify system defaults, create custom events associated with severity
or user-defined importance levels, etc.). That information along with published messages are
broadcast to subscribers (members) of a topic group over dynamically-built spanning trees rooted
at the publisherin which it will be consumed from a broker. In this case acting as an intermediary,
responsible for storing and queuing events to be notified, as modeled in Figure 2.

Device Collector Dispatcher /
App —> MQTT CoAP
Android 4{‘_‘—?‘_#
MQTT | |
loT ‘ Multi-Devices| |Webservices
Notification Management System Decision Decision
Module
(WEKA)
Privacy Criteria User
User Priority ID
Environment || TTL Group
Device User Profile Profile

Figure 2. Notifications Management System Architecture.

In a similar vein, it should still be possible to assign a lifetime value for notification (TTL).
In the case of a device without Internet access, in a given environment, it should be possible to send
medium and high-priority notifications in another way, such as t hrough an SMS or, in extreme cases,
a call. Therefore, NMS uses the publisher/subscriber model as in Reference [53].

4.1. Notification Collector Module

The proposed system receives the notifications from different external sources and stores them
in the first module (Collector). The information present in the notifications regarding the criteria
and the privacy are the exclusive domain of the decision module. The collection has a buffer function,
temporarily storing the data while being moved and processed by the decision module.

A mobile device application was developed to gather and record notifications executed
in background. All requirements and running jobs in the background are confident and can be run
in almost all android versions. After granting user’s rights, that service is executed permanently
in background and receive a callback when a notification is added or removed in the system. Newer
Android versions received substantial APl improvements, per example, providing information
if a notification was removed by the user or by itself. That API is available since Android 4.3 which
runs in 96.40% of all Android smartphones [17]. That service provides which applications have set
and removed notifications, like text content, priority levels, vibration patterns and added attributes
of the likes. Its application is represented with two screen-shots in Figure 3.
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PRISER: Notification Collector

Status
Enabled

Text

Allow notification access for Log the notifications’ text

PRISER: Notification Collector? Increases the size of the log ®
file but allows you to read past
messages

PRISER: Natification Collector will

be able to read all notifications,

including personal information such Ongoing

as contact names and the text of
messages you receive. It will also
be able to dismiss notifications or
trigger action buttons they contain.

Log engoing notifications, for
example download progresses
Creates a large number of
additional log entries.

DENY  ALLOW

Browse

Figure 3. Notification Log Application on Android.

4.2. Decision Module

The notifications are then sent to the second module, whose primary function is to make decisions,
receiving information related to the privacy of the environment, device, or even the user. It is also
receiving criteria information in the context of the user (e.g., location, status, current activity) as well
as information relevant to the notification such as lifetime. The criteria has important functions in the
NMS and a flow chart represent this in Figure 4. The information is used to choose the best devices
and the best forms (e.g., vibration, sound or light) to display the received notifications.

Received Notification

Collector receives
notification

Criteria and TTL
specification

Yes

is a Priority
Notification?

A

Forward notification for the dispatcher
module to use more than one device

User available?

Forward notification before
TTL expires

Figure 4. Flowchart NMS.
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4.3. Dispatcher Module

Finally, the dispatcher adapts the notifications to the chosen target devices and sends them.
When handling notifications addressing only one device, it causes certain problems. The first point
is that the user should always be charging, or close to the device. The second point refers to the
connectivity, the device that the user utilizes may become disconnected, or even without a battery.
The dispatcher module architecture is a compound of multiple devices as shown by Figure 5. It could
be implemented in a distributed manner, overcoming any eventual bottleneck or single point of failure.

Decision

Dispatcher

— Wk
"N ==\

Tablet Smart TV Mobile

Smart Things

Figure 5. Dispatcher to multi-device.
4.4. Scenarios

To exemplify the use of the proposed PRISER system, this section aims to present scenarios
of use, presenting real situations in which the person could benefit and which are already addressed
in the researched literature. Thus, the integration of uses and devices is seen as a contribution.

That is, in order to display notifications not only on the user’s smartphone but in the environment.
The use of the environment to communicate information to the user has already been explored
according to the researched literature. For example, using the ambient light information system
in an office [54], an environment to view text messages [55], or a smart TV as the central notification
view [56]. All of these projects, however, focus primarily on displaying notifications similar to those
generated on smartphones and bringing them to the environment. In contrast, the present work
focuses on integrating the notifications that are generated in the environment itself. We present below
potential areas to use the management system:

e  Access control In an access control scenario, the smart home system recognizes visitors at the
doorway and sends a notification to the user. For this, it should be possible to adapt the system
to the environment used. An immediate reaction is necessary, otherwise, visitors may assume
that no one is at home. In an attempt to gain unauthorized access, the system user may request
to be notified of any attempted improper entries;

o  Environment control In the case of window control of an environment, it begins to rain while
a window is open. To prevent damage to the interior of the residence, the system informs the user
throught a notification. In this case, the urgency level is quite high and the user should react
in the next few minutes;

e  Medical Area The user must apply a medication every night. The intelligent house system detects
from a schedule that it must be applied and informs the user through a notification. In this case,
the user should react soon [57];

o IoT A clever vase detects that a plant needs to be watered and sends a notification. The level
of urgency of this notification is quite low and you should react to it in the next few hours.
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While in scenarios in which the user is available to receive notifications, it may be useful
to be notified without a level of filtering without causing a disturbance, other scenarios may require
that such warnings be automatically discarded (e.g., during sleep), depending on the level of urgency.
According to Reference [19], it should be possible for the user to create custom notifications for
different situations. The customizations can differ from user to user, and can also have variations such
as time, day, week, and still working days [20]. In this way, we explore how the notification delivery
device and the location where the notification is displayed can be linked and how notifications can be
viewed to convey content implicitly.

5. Prototype and Experimental Results

To evaluate the best approach to collect notifications applicable to notification management,
a preliminary version of the responsible module was prototyped and tested using a reduced data set.
A commercial application namely Pushbullet was used to recover lost notifications and help us test the
module responsible for collecting notifications. Such application ensures that a new notification is not
missed by collecting and storing lost phone calls and notifications. The first tests with the commercial
application were not satisfactory because they could not integrate with the proposed system.

Given this, the PRISER Notification Collector application was implemented and used for the
initial experiments. In these experiments, two smartphone devices with an Android operating system
were used. The application proposes that the user also can send text messages and receive texts on their
device, and respond to messages from various messaging applications between all devices connected
to the application. The application remains in the background and collects various system notifications,
messages, and even links. The events usually appear in the notification panel, as shown in Figure 6.

+ @ 2 E72

PRISER: Notification Collector H

Ongoing

Browse

Figure 6. Devices used for primary tests.
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The NMS uses the information originated through the device’s operating system.
These notifications are logged with the date and time of the notification activity. The application also
registers the following attributes:

e Name of the event that originated the notification (email account, smart-thing (e.g., washing
machine, SmartTV), WhatsApp, and individual users or groups);

o Event status regarding which type of notification is being sent (screen activated, screen off,
and screen unlock);

° Action performed by the user (notification received, notification removed or still responded);
Message content;

e Time and event data.

Notifications are stored in devices’ memory and can be navigated by the device administrator.
A JSON object composed of all notification information is obtained according to the items mentioned
above. This can be seen in the image as presented in Figure 7.

Y ®sn

WhatsApp e WhatsApp

Number not verified

Tap to verify your phone number Number not verified

Tap to verify your phone number

Dec 21,2018 3:37 PM

‘. Phone
Unknown
Incoming call (Vivo) {
"packageName": “com.whatsapp",
"postTime": 1545413847986,
Phone g T
ystemTime": 1545413847993,
Unknown "offset": -7200000,
comina call (Vivo) .
Incoming call (Vivo) "yersion": 11,
"sdk": 25,
"isOngoing": false,
"isClearable": true,

Update Required
Al "when": 1545413847978,

update the TWRP App!
"number": -1,
"flags": 16,
Messaging "defaults": 3,
1515 "ledARGB": 0,
Voce usou 100% dos seus minutos para "ledOn": 0,
outras operadoras "ledoff": 0,

"ringerMode": 2,

Figure 7. List notifications and details for only one.

5.1. Collect and Share Method

The notifications collected in the Android device are shared with the decision module using
the publish/subscribe option that implements a MQTT protocol. The websocket unit provides the
communication layer between the client-side and the server-side MQTT combination. The reaper unit
receives heartbeat events from device workers and the component for connect the devices is called
triproxy because it deals with three endpoints instead of the usual two. They can have more than one
instance running simultaneously, and then give a comma-separated list to the provider.

The unit below uses a provider in the dispatcher module unit for connects to ADB
(Android Debug Bridge) and to start worker processes for each device. It then sends and receives
commands from the processor. Its purpose is to send and receive requests from the app units,
and distribute them across the processor units. The architecture explained above of the uses
of Message Queue are showed in Figure 8.
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Figure 8. MQTT topology with the brokers and dealers.

The application initially obtains the notifications. This stage of the process integrates the collector
module, which makes the sharing with the decision module, the second stage of this work.
The onNotificationPosted method plays an important role in NMS, depending on the other
methods to execute. This method is showed in Figure 9.

public void onNotificationPosted(StatusBarNotification statusBarNotification) {
try {

if ((statusBarNotification.isOngoing() || !statusBarNotification.isClearable())
&% !PreferenceManager.getDefaultSharedPreferences (getApplicationContext()).
getBoolean ("show_non_cancelable", false)) return;

String statusBarNotificationKey = null;
if (Build.VERSION.SDK_INT >= 20) statusBarNotificationKey = statusBarNotification.getKey();

DecisionMaker decisionMaker = new DecisionMaker();

decisionMaker.handleActionAdd (statusBarNotification.getNotification(),
statusBarNotification.getPackageName (),
statusBarNotification.getTag(),
statusBarNotification.getId (),
statusBarNotificationKey,
getApplicationContext (),

"listener");

} catch (NullPointerException e) {
e.printStackTrace();

Mlog.e(logTag, "notificationPosted");

}

}

Figure 9. Client Application: Method to obtain the notifications and their attributes.

We used commands to access resource measures, executed through the command line, through
the debugging tool ADB, made available by the Android operating system itself. The list of device
notifications can be retrieved using the dumpsys notification command.
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To verify memory usage we used dumpsys meminfo command, for CPU we used dumpsys
cpuinfo command, both the commands must use the name of the application as a parameter. In order
to check the size of the database, the command 1s -1 [path] and /stat/[pid]l/stat and
/proc/stat were also executed. However, these were not required for the analysis, since the dumpsys
tool already displays usage statistics.

5.2. Collect Notifications in Multiple Applications Scenario

The comparison experiment was done on a computer, used to communicate with devices,
evaluating the behavior of all devices together. Therefore, four experiments were performed in a 24-h
interval: two with the collector component connected and two with it turned off. The goal
is to evaluate the number of notifications received in that interval, memory usage, CPU and amount
of storage done by the database. During the test period, devices received notifications about
applications, text messages (SMS), messaging applications, operating system notifications, and even
missed call reminders.

The Android operating system by default already implements a notification manager,
so by running the above command dumpsys notification, we get a list consisting of every current
state of the manager, including counters. Figure 10 represents the chart of generated files.
It is important to highlight the numEnqueuedByApp attribute, which is responsible for the number
of notifications already queued by applications. demonstrating the number of interruptions caused
to them, by applications in the smartphone.

com.whatsapp -

com.android.dialer 4

com.android.messaging q

android -

om.google.android.gm -

15 20 25 30 35
Notifications per Day

o
v
=
15}

Figure 10. Notifications per application.

When using notification by application, we only noticed a large accumulation of notifications only
of the operating system. This resulted in a new comparison of System Notifications x Notifications
of an application showed in Figure 11.

80 TNo. of Notifications

60 |

—=— Apps
40 | | ——System

20 1

o N2 AD o N o0
Time(h)

Figure 11. Notification by System X Notification by App per hour.
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On the one hand, we observed that the higher the number of notifications of applications,
the greater the number of notifications of the operating system, and also the latency in the transfer
to the decision module. The system can be configured to ignore or filter only relevant messages from
the operating system. Such as shutdown routines and updates or battery alerts. Therefore,
the collection system proved effective in its main function.

5.3. Devices

The devices used for testing were selected because they are commonly-used models,
with processing and memory between the averages of the most-used devices. Additionally,
the computer used for testing does not have a high processing power simulating also a common user.
The devices used for tests are:

e Il Motorola Moto X Play (XT1563)
A computer with the following characteristics was used for the tests:

e CPU: Intel® Core i5 2.7 GHz
RAM: 8 GB (1600 MHz)

The results obtained demonstrated the concepts presented in the course of the work, were based
on the taxonomy and continued as rules and definitions according to a researched literature.
The evidence is the contributions of this paper, as follows.

6. Conclusions and Future Works

Throughout this work, it was possible to identify the importance of using the mentioned criteria,
taking into account the user hierarchy, privacy criteria according to the environment and the hierarchy
assigned, being possible to define the type of alert.

As a result, we proposed the notification management system with a focus on user privacy.
This way, it contributed to developing an application with the treatment of different types
of notifications. Additionally, it was possible to guarantee the sending and/or receiving of relevant
messages according to previously-defined rules. The related works present limitations and did not
define an architecture and/or model with a contribution to work with multiple devices. Therefore,
this work also contributes to relating IoT requirements and definitions.

We present an architecture divided into three main modules to manage the notifications received.
The present solution made it possible to decide who should receive the notification of receipt, on which
device, moment and in which mode (vibration, sound, light). The results allowed us to validate the
prototype developed based on the privacy rules. Through these results it was also possible to observe
that to solve the problem related to the availability of notifications, these must be treated individually
according to their characteristics as they presented our results.

For future work, we point to the development of other methods to employ machine learning
algorithms to infer in the decision module. Another line of research is related to the trigger module;
we are also testing variations between the MQTT, CoAP and OSGP protocols in order to treat different
messages in different devices and types of messages. For the execution of large-scale alerts, the first
simulations pointed to the need for code optimization. We also started to implement the security
of messages sent and run tests utilizing encryption using protocols mentioned earlier.
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