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Abstract: Nowadays, fog computing provides computation, storage, and application services to
end users in the Internet of Things. One of the major concerns in fog computing systems is how
fine-grained access control can be imposed. As a logical combination of attribute-based encryption
and attribute-based signature, Attribute-based Signcryption (ABSC) can provide confidentiality
and anonymous authentication for sensitive data and is more efficient than traditional
“encrypt-then-sign” or “sign-then-encrypt” strategy. Thus, ABSC is suitable for fine-grained access
control in a semi-trusted cloud environment and is gaining more and more attention recently.
However, in many existing ABSC systems, the computation cost required for the end users in
signcryption and designcryption is linear with the complexity of signing and encryption access
policy. Moreover, only a single authority that is responsible for attribute management and key
generation exists in the previous proposed ABSC schemes, whereas in reality, mostly, different
authorities monitor different attributes of the user. In this paper, we propose OMDAC-ABSC, a
novel data access control scheme based on Ciphertext-Policy ABSC, to provide data confidentiality,
fine-grained control, and anonymous authentication in a multi-authority fog computing system.
The signcryption and designcryption overhead for the user is significantly reduced by outsourcing
the undesirable computation operations to fog nodes. The proposed scheme is proven to be secure
in the standard model and can provide attribute revocation and public verifiability. The security
analysis, asymptotic complexity comparison, and implementation results indicate that our
construction can balance the security goals with practical efficiency in computation.

Keywords: Internet of Things; fog computing; Attribute Based Signcryption; multi-authority;
access control; anonymous authentication

1. Introduction

With the rapid development of cloud computing, more people are coming to prefer moving
both the large burden of data storage and computation overhead to cloud servers in a cost-effective
manner [1]. However, the advance of the Internet of Things (IoTs) has posed a challenge to the
centralized cloud computing system due to its geo-distribution, location awareness, and low latency
requirements. To solve the problem, Cisco proposed the concept of fog computing in 2014, where a
layer consisting of fog devices (such as routers, access points, and IP video cameras) bridges
between the cloud server and end users [2]. In a fog computing system, the fog devices, termed as
fog nodes, are distributed and implemented at the edge of networks [3]. Since fog nodes are much
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closer to end users than the cloud server and have plentiful computing resources and wireless
communication facility, some of the computing tasks can be outsourced to fog nodes from the
nearby end user, which alleviates the computation burden of the users and significantly improve the
efficiency. Thus, the fog computing paradigm can be applied in many real-time and geographically
distributed applications, such as wireless sensors, smart grids and health fog applications [4].

However, there are still various challenging obstacles in fog computing systems, such as the
privacy and security of users’ data [5,6]. Traditionally, a cloud server is not fully trusted by the data
owner in cloud computing system, and the data uploaded may contain sensitive information; hence,
the data should be encrypted before outsourcing to the cloud. In accord with cloud computing,
message confidentiality should also be considered in fog computing systems. Moreover, since the
fog nodes are more easily compromised than cloud servers [6], it is required that fog nodes should
alleviate the computation burden of end devices without degrading the privacy in fog computing
systems. In addition to confidentiality, data owners may wish to impose fine-grained access control
such that only users with certain attributes have access to the data [7]. For example, in a health fog
system, which combines the advantage of both the fog computing and original cloud-based
healthcare services [8], personal health records usually contain abundant sensitive information, such
as weight, heart rate, and blood type. After gathering by sensors, the personal health record may be
uploaded to the cloud for the user’s individual needs or to perform real-time analytics. To ensure the
privacy of the health data, an access control system should guarantee that only the users authorized
by the data owner can access the data. For instance, to analyze whether the blood pressure is normal,
the owner “Alice” wants to share her health data to users with attributes “Institution = Hospital A
Role = Doctor A Gender = Female”. One of the effective techniques to address this fine-grained
access requirement is attribute-based encryption (ABE) [9]. It realizes the confidentiality and access
control on data based on encryption under an access policy defined over the set of attributes.

Besides the confidentiality and fine-grained access control, it is also necessary to provide
anonymity authentication for data sharing between users in the access control mechanism. For
instance, the owner “Alice”, aged 20, would like to encrypt and store some sensitive health
information in the cloud but does not want to be recognized. When a data user, such as the doctor or
researcher, accesses the data, he/she can verify that the data is actually uploaded by a patient with
certain credentials such as “Gender = Female A Age € [18,30]” without knowing the patient’s real
identity “Alice” or her real age.

A feasible and promising solution is the Attribute Based Signcryption (ABSC) scheme, which
takes advantages of Attribute-Based Encryption (ABE) and Attribute-Based Signature (ABS), and is
more efficient than do the traditional “encrypt-then-sign” or “sign-then-encrypt” strategies. ABSC
employs ABE to provide confidentiality and fine-grained access control, and uses ABS to achieve
authentication without revealing the data owner’s sensitive attributes. Traditionally, ABE can be
classified into two categories: Key-Policy ABE (KP-ABE) and Ciphertext-Policy ABE (CP-ABE). In
KP-ABE, the secret key is associated with an access structure (predicate), and the message is
encrypted with a set of attributes. While in CP-ABE, predicate is assigned to the plaintext message.
Similarly, ABS has two categories: Signature-Policy ABS (SP-ABS) wherein the predicate is
embedded in the signature, and Key-Policy ABS (KP-ABS) wherein the predicate is associated with
the secret key. The Ciphertext-Policy ABSC (CP-ABSC) [10] supports CP-ABE and SP-ABS, and the
Key-Policy ABSC (KP-ABSC) [11] supports KP-ABE and KP-ABS. Recently, many data access
control schemes based on ABSC have been proposed, as in [12-15]. Although some of them are
efficient, three problems must be considered when implementing ABSC scheme in fog computing
environment. The first one is performance. The traditional ABSC scheme is typically
computationally intensive. In particular, the cost of signcryption and designcryption on the user
side are proportional to the complexity of predicates. One possible strategy to alleviate the
computation overhead required on end user is to outsource the most computation-consuming job of
signcryption and designcryption to the fog node. Although many ABE schemes with outsourcing
encryption and decryption, as in [16-20], have been proposed in recent years for secure data sharing in
fog computing system, realizing ABSC scheme with anonymous authentication and efficient



Sensors 2018, 18, 1609 3 of 36

computation outsourcing is still a challenge since ABSC schemes contain both of the signing and
encryption protocols. The second problem is multi-authority. In traditional ABSC schemes, as in [12—
15], a central authority is responsible for attribute management and key generation. However, in
many applications, the predicate embedded in the ciphertext or signature can be written over
attributes issued by different trust domains and authorities. For example, the health data uploaded
by “Alice” may contain the encryption predicate as “(Doctor V Researcher) A Female”. Since only
a hospital can authorize a person the attribute “Doctor” and only a research organization can certify
that a person is a “Researcher”, it is not practical to authorize access right to a person by a single
authority. Therefore, it is necessary to distribute attribute management and secret key generation
from a single central authority over many authorities. Some multi-authority ABE schemes for fog
computing, as in [17], have been proposed, whereas constructing multi-authority ABSC scheme with
outsourcing capability is still a blank. The third one is attribute revocation. For example, when the
attributes of a doctor are updated from A = {Institution = Hospital A Role = Doctor A Gender =
Female} to B = {Institution = Hospital A Gender = Female}, her access rights should be modified
accordingly. Attribute revocation is not trivial and straightforward in ABE schemes. However, it has
not been taken into account in multi-authority ABSC schemes with outsourcing capability.

The problem of designing a multi-authority data access control scheme based on ABSC with
signcryption and designcryption outsourcing capabilities and attribute revocation for fog computing
system, has received very little attention so far, although some schemes based on Multi-Authority
ABE (MA-ABE) and ABS (MA-ABS) for cloud storage setting have been proposed, as in [21-26].
Meng et al. [27] proposed a decentralized KP-ABSC scheme for secure data sharing in the cloud.
However, the scheme is just a combination of identity signature and MA-ABE, and only supports the
threshold predicate. It also does not provide any security definition or computation outsourcing. Hong
et al. [28] proposed a KP-ABSC scheme with outsourced designcryption and key exposure protection.
However, the computation overhead of signcryption increases with the complexity of the predicate,
and since the verification and decryption both have to be performed on the user side, the number of
pairing operations evaluated on the user side is proportional to the sum of the required attributes,
which is not acceptable to IoT devices. Moreover, the scheme in [28] does not support multi authorities
and attribute revocation. We focus on CP-ABSC in access control application, as CP primitives are
more suitable for the data owner to choose the predicate to determine who can access the sensitive
data [14].

1.1. Contributions

In this paper, we propose OMDAC-ABSC, a novel data access control scheme for fog
computing system based on Multi-Authority CP-ABSC (MACP-ABSC) supporting the computation
outsourcing for both signcryptor (data owner) and designcryptor (data user). To the best of our
knowledge, OMDAC-ABSC is the first scheme that significantly reduces computation burden from
both data owners and data users in the multi-authority ABSC setting. Public verifiability,
expressiveness and attribute revocation are also considered in our scheme. The main contributions
can be summarized as follows:

(1) We propose a data access control scheme OMDAC-ABSC for fog computing system, in which
fog nodes serve as a bridge between the cloud server and end users. In our scheme, heavy
signcryption and designcryption operations can be outsourced from end users (e.g., tablet
computers and smartphones) to fog nodes. In signcryption phase, the fog nodes are in charge
of generating part of the ciphertext. In designcryption phase, the fog nodes can perform the
partial decryption without degrading the data confidentiality, and the data user only requires a
constant number of exponentiations to decrypt the ciphertext. Additionally, unlike other
existing works such as [27,28], our scheme supports public verification, since the verification
mechanism does not require the plaintext message or the data owner’s public key. Thus the
verification algorithm can be performed by any trusted party, which alleviates the computation
burden of the end user. Therefore, our construction is efficient from computation point of view.
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(2) Unlike some existing ABE schemes for fog computing such as [16,18,19] and ABSC schemes
such as [15,27,28], the proposed OMDAC-ABSC scheme is more expressiveness and supports
any monotone Boolean function predicates represented by monotone span programs (MSP) for
both signing and encryption. Moreover, we remove the limitation that the labeling functions p
in signing and encryption predicates should be injective functions.

(3) Our OMDAC-ABSC scheme is proven to be secure in the standard model. We also formally prove
that our construction satisfies the properties of signcryptor privacy and collusion resistance.

(4) We also consider the attribute revocation in our OMDAC-ABSC scheme. In attribute revocation
phase, the authority supervising the revoked attribute only distributes the update keys to the
non-revoked users and the cloud server to update the corresponding components. It is also
proved that our scheme guarantees both the forward and backward revocation security.

1.2. Paper Organization

The remainder of this paper is organized as follows: in Section 2, we discuss some related
works. Then in Section 3, we review the necessary notations and cryptographic background that are
used throughout the paper. In Section 4, we give the definition of our scheme and the security
requirements. The details of the scheme and the security proof are elaborated in Sections 5 and 6,
respectively. Section 7 is dedicated to discussing the functionality and performance of the scheme.
Finally, we conclude this paper in Section 8.

2. Related Works

2.1. Access Control Schemes Based on ABE

ABE was first introduced by Sahai and Waters [9]. In ABE, a data owner can share sensitive
data with others according to predicates (or access policies). Several works on ABE have been
presented to address data access control in untrusted cloud servers. Recently, the ABE scheme was
adopted in fog-computing systems to guarantee confidentiality and fine-grained access control.
Heavy computations of encryption or decryption are outsourced to fog nodes to improve the
efficiency. In [16], an anonymous user authentication in ciphertext update phase was realized, whereas
the scheme only supports AND-gate predicate. Zuo et al. [18] proposed a CCA-secure ABE scheme
with decryption outsourcing. However, the encryption phase of the scheme in [18] incurs heavy
computation cost. Additionally, the scheme in [18] is only provably secure in the random oracle
model and only supports the AND-gate encryption predicate. Zhang et al. [19] presented an ABE-
based access control scheme for fog computing with outsourced encryption and decryption.
Although the computation operations (pairings and exponentiations) for users to encrypt and
decrypt are irrelevant to the complexity of predicate, the scheme only supports threshold encryption
predicate, and requires both the cloud server and fog nodes to be trusted. Lounis et al. [29] proposed
a cloud-based architecture for medical wireless sensor networks, in which the resource-constrained
end devices outsource the costly computations to the trusted gateway. However, the decryption
phase incurs heavy computation cost. Xiao et al. [30] constructed a fine-grained hybrid scheme for
fog computing with the advantages of efficient data search and access authorization through
online/offline encryption, delegation of search task and decryption to fog nodes, and provable
security. Mao et al. [20] proposed an ABE scheme with verifiable outsourced decryption, whereas it
incurs a heavy computation overhead in encryption phase. Li et al. [31] also proposed a fully
verifiable ABE scheme with outsourcing capability. However, Liao et al. [32] showed that the
verification mechanism proposed in [31] is not always correct.

In many ABE schemes, the attribute universe is assumed to be managed by a single authority.
In reality, however, users’ attributes may be monitored by different authorities. To track this
problem, MA-ABE scheme was proposed by Chase et al. [33]. In MA-ABE, the attribute universe is
divided into multiple disjoint sets, and each authority controls one of these attribute sets. The user
can successfully decrypt the ciphertext if and only if the user possesses at least a pre-specified
number of attributes from each authority. Furthermore, Chase et al. [34] proposed an improved



Sensors 2018, 18, 1609 5 of 36

MA-ABE scheme to remove the fully trusted central authority by adopting a Pseudo Random
Function (PRF) and a secure 2-party anonymous secret-key-issuing protocol. However, the multiple
authorities must cooperate with each other, and the number of authorities must be determined in the
initialization phase. Recently, many distributed access control schemes based on MA-ABE have been
proposed, such as [21-26,35,36]. Han et al. [21] proposed a privacy-preserving decentralized
CP-ABE based access scheme (PPDCP-ABE) to protect the user’s privacy. However, PPDCP-ABE
cannot resist collusion attack or support anonymous authentication. Rui et al. [22] constructed a
MA-ABE scheme with secure attribute-level immediate attribute revocation. The scheme is only
provably secure under the random oracle model. Lewko et al. [23] proposed a decentralized
attribute-based encryption using the dual system encryption methodology. The secret keys of the
user are tied to his global identity in order to resist collusion attack. However, the scheme realizes
the security in random oracle model using the composite-order bilinear group, which incurs great
computation overhead. Sourya et al. [25] proposed a decentralized data sharing scheme with
outsourced decryption and user revocation. They also proposed a decentralized data sharing
scheme where multiple attribute authorities distribute secret keys to the user [24]. In [26], the
authors outsourced the main computation overhead in a decryption algorithm to the cloud.
However, the security cannot be guaranteed if the revoked user eavesdrops to obtain the update keys
and retrieves the ability to decrypt as a non-revoked user. To implement multi-authority ABE in fog
computing system, Fan et al. [17] proposed a VO-MAACS scheme with verification mechanism.
Although the encryption and decryption algorithms are outsourced, the scheme cannot support
anonymous authentication and attribute revocation, and does not have security proof. Jung et al. [35]
presented an anonymous privilege control scheme to address data and identity privacy in
multi-authority cloud storage system. To guarantee the confidentiality of user’s identity information,
the scheme in [35] decomposes the central authority to multiple ones while preserving tolerance to
compromise attack on the authorities. However, the security is realized in random oracle model, and
the encryption predicate is the AND gate. In [36], the authors constructed a multi-authority data access
control scheme with decryption outsourcing and attribute-level user revocation. The scheme supports
any monotone encryption predicate and is adaptively secure in the standard model. Nevertheless, the
scheme in [36] needs to deal with large composite-order group elements and thus incurs heavy
computation overhead.

2.2. Attribute-Based Signature and Multi-Authority Attribute-Based Signature

ABS was first introduced by Maji et al. [37]. Due to their anonymity and authentication
properties, many ABS schemes have been proposed. Like ABE, to overcome the drawback that only
a single authority exists in the system, the concept of MA-ABS was introduced in [38]. In MA-ABS,
there are multiple authorities and each authority controls one of disjoint attribute sets. The user is
able to successfully sign the plaintext if he/she possesses a pre-specified number of attributes from
multiple authorities.

2.3. Access Control Schemes Based on ABSC

ABSC scheme, first introduced by Gagné et al. [10], is a logical combination of ABE and ABS
and can support many practical properties, including confidentiality, fine-grained access control,
and authentication. Recently, many data access control schemes based on ABSC have been
proposed, as in [11-15,27,28]. Y. Sreenivasa [11] proposed a Key-Policy attribute-based signcryption
scheme that supports any monotone Boolean function and constant size ciphertext. However, the
message confidentiality and unforgeability of the scheme against selectively adversary are proven in
the random oracle model. Chen et al. [12] focused on the joint security of signature and encryption
schemes and presented a CP-ABSC scheme in the joint security setting. However, it cannot support
public verifiability since plaintext is required in verification mechanism. Liu et al. [13] proposed a
secure PHR data access control scheme based on CP-ABE [39] and ABS [37]. However, it is only
provably secure in a random oracle model. In [14], the authors constructed a CP-ABSC based access
control scheme with public verifiability, but the scheme does not support computation outsourcing.
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Yu et al. [15] proposed the hybrid access policy ABSC scheme that supports KP-ABS and CP-ABE.
The size of the ciphertext is constant, and the scheme realizes security in the standard model.
Nevertheless, it only supports the threshold predicate in the encryption phase. Moreover, the above
ABSC schemes only have a single authority and cannot be applied in the multi-authority system.

3. Preliminaries

By a bl A, we denote that a is selected randomly from A. |A| denotes the cardinality of a finite
set A. Z, denotes a finite field with prime order p, and Zj; stands for Z,\{0}. y < A(x) denotes
that y is computed by running algorithm A with input x. [n] represents the set {1,2,..,n}. d®
denotes the ith element of the vector d. A function e:Z — R is negligible if, for any z € Z, there
exists a k such that e(x) < 1/x* when x > k. We use s and e as superscripts for signing and
encryption, respectively. Pr[E] denotes the probability of an event E occurring. For an
unambiguous presentation of the paper, we define the important notations used in our scheme in
the Appendix A.

Definition 1. Bilinear maps [22]: Let G and G be two cyclic groups with the prime order p, and g € G be
the generator of G. Then the bilinear map e: G X G — G can be defined as follows:

*  Bilinear. Forall u,v € G, a,b € Z,, e(u®,v") = e(u,v)*.

*  Non-degenerate. e(g,g) # 1.

o Computable. There is an efficient algorithm to compute the map e.

GG(1%¥) > (e,p,G,Gy) takes as input a security parameter 1% and outputs a bilinear group
(e,p, G, Gy) with prime order p and a bilinear map e: G X G - Gr.

Definition 2. Decisional Bilinear Diffie-Hellman (BDH) Assumption [22]: Let g be a generator of G with
prime order p and a, b, c € Z,, be randomly chosen. Given a vector ’g = (g,9% g°, g°), the decisional BDH

assumption holds if no PPT adversary A can distinguish (17,(2 = e(g,9)%°) from (1},(2 ha (GT) with the
advantage Adv, = |Pr[c/l(’g,!2 =e(g, g)‘“’c) = 1] — Pr [cﬂ (@7,9 iGT) = 1” > e(k).

Definition 3. Decisional g-Parallel Bilinear Diffie-Hellman Exponent (g-PBDHE) Assumption [21]: Suppose
R -
that a,w, by, by, ..., by < L GG(1%) > (e,p,G,Gy) and g is a generator of G . Given Y=

a ad a9*2 a2d

(g, ¥, g% ...,gaq,g“q+2, ...,gazq,vl <j<g, ngJ', gb_f', ...,gb_f,g bj ...,gb_f,vl <jk<qk=

D 7/

awby, aqwbk

j,g %, ..,g Y ), the decisional g-PBDHE assumption holds if no PPT adversary A can distinguish

(17,!2 = e(g,g)“qHW) from (’g,fl <R—(GT) with the advantage Adv, = |Pr[c/l(?j,.(2 =e(g, g)aq+1w) =
1] - pr|a (7,0 & Gr) = 1| = eh.

Definition 4. Monotone Span Program (MSP) [11]: Assume {vy, Vs, ..., Uy} is a set of variables. An MSP is
a labeled matrix 0 := (M;ypn,p), where M is an £ X n matrix over Z, and p is the labeling function

p: [£] = {v, vy, o, U}

Let X = (x1,%z, .., Xp) € {0,1}™ and X, = {i € [4]: [p(i) = vj] A [xj = /J]} where n€{0,1}. X, U
Xo = [£]. Let M" be the ith row of M. We denote Q(¥) = 1 if Q accepts the input %. Likewise, 2(X) =0
means Q rejects ¥. Then (%) =1 & [3(ay, ay, ..., ap) € Zf such that Fcrs a;M' = 1| where a; = 0 for
all i € X,.

An MSP Q0 computes a monotone Boolean function R:{0,1}™ — {0,1} if Q(X) =1 for all X €
{Z#:R&) =1}
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Lemma 1 [14]. If 2(X) = 0, then there exists a vector & = (w;, Wy, ..., w,) € Zy with w; = —1 such that
@GMP =0 forall i € X,.

Definition 5. Predicates [14]: Assume U is the universe of attributes. A predicate over U is a monotone
Boolean function whose inputs are associated with the attributes of U. Let W < U is a subset of attributes. A
predicate R accepts W c U if R(W) = 1. If W does not satisfy R then R(W) = 0. A predicate R is said
to be monotone, if R(W) = 1 = R(C) = 1 for every attribute set C > W.

Suppose R is a predicate and Lg, is the set of attributes utilized in R. Then the corresponding MSP for
R is a labeled matrix 0 == (Mpyp, p), where p: [£] - L.

Define X, ={i € [£]:[p(D)) =alAlae W]} and X, ={i € [£]:[p(Q)) =alAlag W]}. X;UX, =
[£]. Then

RW) =1 QW) =1 [3(ay,ay ..., a) € Zf such that Ticipa;M' =1 and a; = 0Vi,p(i) &
Wl

Lemma 2 [14]. If R(W) = 0, then there exists a vector & = (wy, Wy, ..., w,) € Zy with wy = —1 such that
@M' =0 forall i where p(i) € W.

Definition 6 [14]. Let M,y, be a matrix of size £ X n over a field F. rank(M) is rank of Mpxy. If
rank(M) < £, then V = {(bl,bz, ., bp) € ]FZ:Z,:E[#] b;M! = 6} contains a polynomial number of vectors
(b1, by, ..., by), and the predicate for which MSP is £ == (Myxy, p) consists of both AND and OR gates.
Otherwise, V = {6} and the predicate is an AND gate. In our construction, we consider the signing and
encryption predicates consisting of both AND and OR gates.

4. Scheme and Security Definitions

Our OMDAC-ABSC scheme consists of a multi-authority attribute-based signcryption
(MACP-ABSC) scheme.

4.1. Multi-Authority Attribute-Based Signcryption
The MACP-ABSC scheme consists of the following five algorithms:

GlobalSetup (1¥). Taking as input a security parameter 1%, the algorithm outputs the public
parameters PP. It also generates the public key PK,;; for the user with identity uid.

AuthoritySetup(PP). It takes as input PP and outputs the public key and secret key pairs
{PK,SK} for the authority.

SecretKeyGen(PP, PKyq, SKaiq) PKyig, U) . Taking as input PP, {PKyq4, SKuq} of authority
AAgq, user’'s public key PK,, and attribute set U = Udu TS, where U4 denotes the set of
decryption attributes, and UF is the set of signing attributes. U4 n US = @. The algorithm outputs
the secret signing and decryption keys SKyiq qiq = {SKzfid,aid' SK&4 4ia} for the user.

Signcryption (]V[ ,PP,R, R, {SK;o'k}kEI)' Taking as input the plaintext M, public parameters

PP, signing and encryption predicates R, R., and the set of signcryptor’s secret signing keys
{SK;O,k}kEI, where [ is the set of involved authorities in signcryption and do is signcryptor’s

identity. The algorithm outputs the ciphertext CT.

DeSigncryption (PP, CT,PKg,, {SK,fid_k}kEI). This algorithm intakes the public parameters PP,

ciphertext CT , public key PK,, of the data user U, (designcryptor), and the set of
designcryptor’s secret decryption keys {SK{4x}, ., outputs the plaintext M or L.

Definition 7. Assume the signcryptor is denoted by Uy, and designcryptor is denoted by Uy,,. We say that
the MACP-ABSC  scheme is correct if R, (U3,)=1R, (Ugu) =1 , them Pr []V[ «
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DeSigncryption (PP CT,PKyy, {SK, k}kel)] 1 , where {PP,PKy,PKy,} < GlobalSetup(1¥) ,
{PK,,SK,} < AuthoritySetup(PP) , SKj,, < SecretKeyGen(PP, PK;,SKy, PK4o,Us,) , SK& . <
SecretKeyGen(PP, PKy, SKi, PKay, Ugy), CT < Signeryption (M, PP, Ry, Re, (SKSoi), ., )

4.2. High-Level Overview of OMDAC-ABSC Scheme

Based on MACP-ABSC scheme, we propose OMDAC-ABSC scheme, a novel data access
control scheme for fog computing system supporting the computation outsourcing for both
signcryptor and designeryptor.

4.2.1. Scheme Description

As shown in Figure 1, our OMDAC-ABSC scheme has five types of entities: the global
certificate authority (CA), cloud server, users (including signcryptors and designcryptors),
independent attribute authorities (AAs) and fog nodes.

Cloud Server

Fog Node
Fog Node
~_ 9
Partial Decryption
A ~
Clphertext Update Key
T | 777777 7”"“"'*\
User Slgncryptlon .
Fog Slgncryptlon “ / Full Decryption
S AAL . AA L AATT
Secret/Update Key Generation TR Secret/Update Key Generation
f ~
registration

§ 2 Data Owner ‘ Data User

registration registration

Global Certificate Authority
Figure 1. System Architecture.

Global Certificate Authority: The global certificate authority (CA) is fully trusted in the system
and generates the public parameters for the system. CA is also responsible for the users’ and
authorities’ registrations. However, CA is not involved in any attribute management and the
creations of the secret keys that are associated with attributes. With the help of CA, we can improve
the privacy of our scheme by realizing the identity authentication and preventing authorities from
forging a virtual user to decrypt the ciphertext. In secret key generation phase, the attribute
authority verifies user’s certification using the verification key of CA and then generates the secret
key for the user. In designcryption phase, the cloud server can verify user’s identifier and return the
ciphertext to the fog node if the user is valid.

Cloud Server: The cloud server is a semi-trusted party and also provides data storage and data
access service to users. Since our scheme supports public verification, the cloud server can verify
that the ciphertext is valid and is signcrypted by the data owner whose attributes satisfy the signing
predicates contained in the ciphertext. If the ciphertext is not valid, the cloud server can reject it.
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User: Users who are attached to fog nodes and equipped with IoT devices in our system include
the signcryptor and designcryptor. When the signcryptor signcrypts a message, he/she can select the
signing and encryption predicates over the attributes from multiple authorities and outsource the
resulting ciphertext to the cloud server. We assume that the ciphertext implicitly contains the
signing and encryption predicates. Only legally registered users can endorse the data, and only
users satisfying the encryption predicate can decrypt the data.

Attribute Authority: The authority can initialize itself to setup its public and secret keys. To
compute the secret keys for users, the authority verifies the user’s identity and generates the secret
keys according to the user’s attributes.

Fog Node: Fog nodes, deployed at the edge of the network, offer a variety of services, such as
low latency, location awareness, and real-time applications. Each of them is linked to the cloud
server. Fog nodes are also in charge of part of signcryption and designcryption computations. Note
that in designcryption phase, only if the data user’s attributes satisfy the encryption predicate will
the fog nodes partially designcrypt the ciphertext with the proxy secret keys.

The work flow of OMDAC-ABSC scheme is shown in Figure 2. The scheme consists of the
following six phases.

‘ Cloud Server ‘ ‘ Fog Node ‘ ‘ CA ‘ Data Owner ‘ ‘ Data User ‘
— H H H
—Global Setup 1—}1 Public Parameters ‘
< User Registration
-4Authority Registration—
System <
Initialization

Authority Setup User Setup User Setup

u!obai Setup 2 P Public Key Pairs

Si t K H i
ecre _ey —Secret Key Generation—){ Secret Key
Generation i
Proxyg:;:;tli(:r\: { Proxy S?cret Key 4—7Proxy5 Secret Key Generation

(# Fog Signcrypt-ion—’

Partial Ciphertext 1\

User Signcryption

Signcryption < F‘ ’m‘
< | EHEEE | i

Verify & Store

Designcryption

Ciphertext

Designcryption < Partial Decryption

Partial Ciphertext » \

Full Decryption

~ :
Update Key €———Update Secret Key Generation . Update Sec'.“ Key_ﬂ Update Key
Generation

Attribute <

Revocation Secret Key Secret Key

Ciphertext Update Update Update

Figure 2. Work flow of OMDAC-ABSC scheme.
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(1) System Initialization

In this phase, CA generates the public parameters for the system, and also accepts the
registrations of the attribute authorities and the users. The initialization phase contains the
following six algorithms:

GlobalSetup1(1¥). This algorithm is run by CA. Taking as input the security parameter 1%, the
algorithm outputs the public parameters PP.

UserReg(PP). This algorithm is run by CA and data user. Taking as input the public
parameters, CA assigns the global identity uid and partial public key PPK,;; to the user.

AuthorityReg(PP). This algorithm is run by CA and the attribute authority. Taking as input
the public parameters, CA assigns the global identity aid and partial public key PPK,;4 for the
attribute authority.

UserSetup (PP, PPK,;;). Given the global identity uid, public parameters PP, and partial
public key PPK,;;, the data user runs UserSetup(PP,PPK,;;) to initialize himself/herself. The
algorithm outputs the public key PK,;; and secret key SK,;; for the user. Additionally, the public
key certificate cert(uid) generated by CA is sent to the user for identity authentication.

AuthoritySetup(PP, PPK,;;). Given the global identity aid, public parameters PP, and partial
public key PPK,;4, the attribute authority runs AuthoritySetup(PP,PPK,;;) to initialize itself. The
algorithm outputs the public key PKyiy,PKyiqqiq and secret key SK,;; for the attribute authority
AAaid-

GlobalSetup?2 (1", PP,{PK,4, PK; . This algorithm is run by CA to end the

id'aid}uuidESUrAAaidESA)
system initialization phase. Taking as input the public parameters PP and authorities’ public keys

{PKal-d,PK,} CA generates the public key PKy;44iq for each pair of user Uy

id'aid}uuidESU'AAaidESA’
and authority AAg,.

(2) Secret Key Generation

After system initialization, the attribute authority AA4,;; can verify the user’s identity using the
public key certificate cert(uid) and then run SecretKeyGen(PP, PKgia, SKgia) PKyia, U) algorithm to
compute the secret signing and decryption keys for the valid user according to the user’s attribute set U.

SecretK eyGen(PP, PKgia, SKgia» PKyia, U). The algorithm intakes the public parameters PP, the
public key and secret key pair {PKy;q, SKyiq} of the authority A4y, the public key PK,;; and
user’s attribute set U, outputs the user's secret signing and decryption keys SKyigaia =
{SK:iiaaiar SKiliaaia}

(3) Proxy Secret Key Generation

In this phase, the data user runs PxSecretK eyGen(SKuid,SKuid‘aid) algorithm to compute the
proxy secret signing and decryption keys PSKyiqqiq = {PSK,fid’aid,PSKfm'am} and then sends
PSKyiqq4ia to the fog nodes to outsource the signcryption and designeryption computation
overhead.

PxSecretK eyGen(SKuid,SKuid_aid). Taking as input the secret key SK,;; and secret signing and
decryption keys SK;q 4iq, this algorithm outputs the proxy secret signing and decryption keys
PSKyigaia = {PSK3iq aia» PSK&ia aia}- PSKuidaia are sent to the fog nodes.

(4) Data Signcryption

To achieve high efficiency, the signcryptor first encrypts the plaintext with a random content
key by applying a symmetric encryption algorithm. Then the signcryptor defines the signing and
encryption predicates R; and R,, and signcrypts the content secret key with the following two
algorithms:

Fog_Signcryption (PP, {PSKliid,k}kE,i'PKuid'Rs'Re)' This algorithm is performed in the fog

nodes. Taking as input the public parameters PP, proxy secret signing key PSKj;;, of the attribute
authority A4, whose attributes are selected for signing, the public key PK,;; of signcryptor, the
signing and encryption predicates Rg, R,, the algorithm outputs part of the ciphertext CT’.
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User_Signcryption(M, PP,{PKaia}aiaersy SKuiar CT’). This algorithm intakes the message to be
signcrypted, the public parameters PP, the public key PK,;; of attribute authorities whose
attributes are selected for encryption, secret key SK,;; of signcryptor and partial ciphertext CT’,
outputs the ciphertext CT and sends CT to the cloud server.

(5) Data Designcryption

When the user queries the ciphertext, the cloud server verifies the user’s identifier and returns
the ciphertext to the fog node if the user is valid. If the decryption attribute set U¢ satisfies the
encryption predicate R, embedded in ciphertext, the data user can obtain the plaintext by running
DeSigncryption (PP, CT, PKuid'{PSKfm,k}kE,i'SKuid) algorithm which includes the following three

sub-algorithms: ~ Verify(PP,CT) run by any trusted party (public verifiability),
PartialDecryption (PP, CT,PK,;q4, {PSK,‘fid,k}keIe) run by fog nodes and
A

FullDecryption(PP,CT?,SK,;;) performed by the user. I (resp. If) denotes the set of the indexes
of the authorities involved in signing (resp. encryption). Note that I§ (resp. If) can be obtained
from R (resp. R.) which is implicitly contained in CT.

Verify(PP,CT). This algorithm takes as input the public parameters PP and ciphertext CT,
outputs L if CT contains an invalid signature corresponding to the signing predicate R;

embedded in CT. Otherwise, proceed Decryption (PP, CT,PK,q4, {PSKuid_k}kae, SKm-d) algorithm as
A
follows:

Decryption (PP, CT, PKyiq4, {PSKuid'k}kEIﬁ' SKm-d). This algorithm contains two sub-algorithms:

PartialDecryption (PP, CT, PKyiq, {PSKLCLlid,k}kele)' This algorithm intakes the public parameters
A

PP, the ciphertext CT, the public key PK,;; of the user and the proxy secret decryption key
PSKZ, ., outputs the partial decryption result CT? and returns CT? to the user.

FullDecryption(PP,CT?,SK,;;) . Taking as input the public parameters PP, the partial
decryption result CTP and secret key SK,;4, the algorithm outputs the final plaintext M or L.

(6) Attribute revocation

In this phase, suppose the attribute x of the user U is revoked from AA,. After randomly
chooses a new attribute version key, the authority A4, distributes the update keys implicitly
containing the latest attribute version key to the non-revoked users and cloud server respectively.
Only the x-related components of secret keys and ciphertext will be updated.

UpSecretKeyGen(PKuid,SKk,SKuid‘k). This algorithm is run by attribute authority AA4,. The
algorithm intakes the public key PK,;; of non-revoked user U, the secret key of AA4,, outputs
the signing and decryption update keys sUK,,;4 », dUKy;q x, and ciphertext update keys cUK, sUK.

UpSecretK ey(SKuid‘k,sUKuid‘x, dUKuid_x). This algorithm is run by the non-revoked user U, .
Taking as input the secret signing and decryption key SK,;4,, and the signing and decryption
update keys sUKyq 5 dUKyiq , the algorithm outputs the updated secret signing and decryption
keys.

UpCiphertext(CT, cUK,sUK). This algorithm is run by the cloud server. Taking as input the
ciphertext tagged with the revoked attribute, and the ciphertext update keys cUK,sUK, the
algorithm outputs the updated ciphertext.

4.2.2. Threat Assumption

Assume CA is fully trusted. The authorities can honestly issue the secret keys for the user and
will not collude with the user to access the sensitive data. However, the authorities can be
corrupted and disclose the information sent from the data user to the adversary. The fog nodes can
also be corrupted and leak the information such as proxy secret keys to the adversary. The cloud
server is semi-trusted. It will execute the protocol in general but will leak the signcrypted data to
some malicious users and get illegal access privileges. The data users (including the signcryptor
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and designcryptor) are malicious and can collude with other users and even the cloud server and
fog nodes to sign or decrypt the unauthorized data.

4.2.3. Security Requirements

Following [12,14], the confidentiality, unforgeability and signcryptor privacy of
OMDAC-ABSC scheme are presented in Definitions 8, 9 and 10 as follows by defining the security
games between a challenger and an adversary A. Then in Definition 11 and Definition 12, we
provide the definitions of collusion resistance and attribute revocation security.

Definition 8. Indistinguishability of ciphertext under selective encryption predicate and adaptively chosen
ciphertext attack (IND-sEP-CCA2).

The scheme is (T, Qsk> Apsi Ascr Aps» e) -IND-sEP-CCA2 secure if for any PPT adversary A
which runs in time at most T and makes at most gy, SecretKey queries, q,g Proxy SecretKey
queries, qsc  Signcryption queries, and qps DeSigncryption queries, the advantage
AdvlYP—sEP=CCAZ of A in the following game with a challenger C is at most €.

Init. A specifies the space of attributes and the set of corrupted authorities. A submits the
challenge encryption predicate R; = (Mg, p;) over encryption attributes that will be used to encrypt
the challenge ciphertext. Note that the adversary cannot decrypt the challenge ciphertext with any
secret decryption keys queried from SecretKey queries and the keys directly generated from the
corrupted authorities.

Setup. The challenger runs the algorithms in system initialization phase to generate the public
parameters, and the pairs of public key and the secret key of the attribute authorities. Then the
challenger sends the public keys to the adversary. For the corrupted authorities, the challenger sends
the secret keys to the adversary.

Phase 1. In this phase, the challenger C answers the queries from A as follows:

SecretKey query 05%(U, AAy, uid). A can adaptively query the secret key for a user U with
identity uid and a set of attributes J = U4 U US to the authority AA,. U4 does not satisfy R
together with any keys that can be obtained from corrupted authorities. The challenger runs
SecretKeyGen and returns the secret key to the adversary.

Proxy SecretKey query OP*(U, AAy, uid). A can adaptively query the proxy secret key for a
user U with identity uid. The challenger runs PxSecretKeyGen and returns the proxy secret key to
the adversary.

Signcryption query 05¢(M,R;, R,) . Upon receiving a message M € Gy, signing and
encryption predicts R, R,, the challenger C selects a signing attribute set U® such that R;(U¥) = 1
and returns the ciphertext to the adversary.

DeSigncryption query 0PS (C T, 173) A submits a ciphertext CT, and a decryption attribute set
U4. ¢ returns the plaintext to A if Re(ﬁa) =1 and CT contains a valid signature corresponding
to the signing predicate R, where R, and R, are implicitly contained in CT.

Challenge. A submits two messages M, M; with the same length and signing predicate
R: = (M;,p3) to the challenger. C selects a signing attribute set U® satisfying R;(U%) = 1. The
challenger randomly chooses a bit & € {0,1} and runs the Signcryption algorithm to signcrypt the
message M, and returns the ciphertext CT* to A as the challenge ciphertext.

Phase 2. Phase 1 is repeated. In this phase, A cannot issue 0”° with the challenge ciphertext
CT* obtained in Challenge phase and attribute set U4 such that R’g(ﬁa) =1.

Guess. A outputs a guess bit 4’ on #. A wins the game if 4’ = &.
The advantage of A is defined by Advy'P~sFP~CC42 = |pr[6' = 6] — 1/2|.

Definition 9. Existential unforgeability under selective signing predicate and adaptively chosen message
attack (EUF-sSP-CMA).
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The proposed scheme is (T, g, Qpsks 9sc» Aps» €)-EUF-sSP-CMA secure if for any PPT adversary
A which runs in time at most T and makes at most gy, SecretKey queries, q,g Proxy SecretKey
queries, qsc  Signcryption queries, and qps DeSigncryption queries, the advantage
AdvEVF=SSP=CMA of A in the following game with a challenger C is at most €.

Init. A specifies the space of attributes and a set of corrupted authorities, and then submits the
challenge signing predicate R; = (Mg, ps) over signing attributes that will be used to forge the
ciphertext. Note that the adversary cannot sign the plaintext under the signing predicate R; with
any secret signing keys queried from SecretKey queries and the keys directly generated from the
corrupted authorities.

Setup, Proxy SecretKey query, Signcryption query and DeSigncryption query are the same
as Definition 8.

SecretKey query 05%(U, AA, uid). A can adaptively query the secret key for a user U with a
set of attributes J = U U U® to the authority AA,. U¥ does not satisfy R: together with any keys
that can be obtained from corrupted authorities. The challenger runs SecretKeyGen and returns the
secret key to the adversary.

Forgery. A outputs the forgery ciphertext CT* for the selective signing predicate R; and an
arbitrary encryption predicate Rj.

A wins the game if CT* is a valid ciphertext and A has never issued 0%¢(M,R;, R;). The
advantage of A is defined as Adv5/F~s5P~M4 = pr[A4 wins].

Note that in our scheme, the fog nodes can be corrupted. In this case, the proxy secret keys sent
from the users might be obtained by the adversary. This kind of attack is captured by the proxy
secret key query OP*(U, AAy, uid), which makes the access control scheme proven secure in our
security model have a wider spectrum of applications.

Definition 10. Signcryptor Privacy.

It is required that the signature of the proposed scheme reveals nothing about the attributes of
the data owner except that the attributes satisfy the signing predicate. We define signcryptor privacy
as a game between a challenger € and an adversary A.

Assume the public parameters PP and public and secret key pairs {PKy, SK;};, of attribute
authorities are given to A. A submits two signing attribute sets Uj,Us satisfying R,(U3) =
Rs(Uf) =1 to the challenger. The challenger then chooses a bit &5{0,1} and signcrypts the
plaintext M with the signing and encryption predicates R, R,, and secret signing key SKlfgf;k for
U;. C sends the ciphertext CT, to A. A then outputs a guess bit 4’ on &. A wins the game if
4" = . We say OMDAC-ABSC scheme satisfies signcryptor privacy if for any adversary A,

PP « GlobalSetup1(1¥)
{PKy,SKy};, < AuthoritySetup(PP, PPKy)

(US, U3, M, Ry, R, ) « A(PP,{PK,SKi}1,)
Rs(U5) = 1= Ry(U7)

<001}

Ty = € (M, PP, R, Re, T (K35}, )

Pr|&'

I

>

I
N| -

&' « A(PP,CT;,{PKy, SK;}1,)

Definition 11. Collusion Resistance.

OMDAC-ABSC scheme is secure against collusion attack of two or more communication
entities (e.g., data users, fog nodes, and cloud server) if there does not exist a set of polynomial time
adversaries that can sign the plaintext (collusion resistance of signing) or decrypt the ciphertext
(collusion resistance of decryption) by cooperating with each other when none of adversaries is
authorized to sign or decrypt the data.
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Definition 12. Suppose the attribute x is revoked.

Forward Security. If x is the signing attribute, then OMDAC-ABSC scheme supports forward
revocation security if the newly joined user can successfully sign the plaintext with the
x-corresponding signing attribute set. Otherwise, the forward revocation security guarantees if each
newly joined user can decrypt x-corresponding ciphertext if the decryption attributes of the user
satisfy the encryption predicate contained in the ciphertext.

Backward Security. If x is the signing attribute, then OMDAC-ABSC scheme supports
backward revocation security if the updated ciphertext cannot be reversed back to the non-revoked
state while maintaining the verification algorithm holds. Otherwise, the backward revocation
security guarantees if the attribute revoked user cannot decrypt the x-corresponding ciphertext as a
non-revoked user.

5. Construction of OMDAC-ABSC Scheme

In this section, we propose the construction of OMDAC-ABSC scheme in detail. The notations
of the scheme are listed in Appendix A.

5.1. System Initialization

5.1.1. System Setup 1

GlobalSetup1(1¥). Taking as input a security parameter 1%, the algorithm outputs the public
parameters PP as follows.

(1) Generate a bilinear group GG(1¥) - (e, p, G, G;), where the prime p is the order of group G.
Let g,0 be the random generators of G. Randomly select vy, ¥, {kq, k1, ..., ki3, {Vl,Vz ---;Vem}
from G. Choose three cryptographic collision resistant hash functions H;: G - Z,, H,:{0,1}" -
{0,1}* and Hs:{0,1}* - Z;,.

(2) CA generates a pair of keys {sk¢4, vk¢,} for signing and verification in identity authentication.

(3) Output PP = {g, 0,v1, V2 (ko kay e ki3, {VL Vs e, V[m}} as the system public parameter. CA
accepts both user registration UserReg(PP) and authority registration AuthorityReg(PP).

UserReg(PP). CA verifies user U’s identity information then runs this algorithm to register U.
CA selects a unique identity number uid and sends PPK,;; = {gsuid, gtuid, {Visuid}ie[ [m]} as the
partial public key to user. s,;; and d,;; are kept secret in the system.

AuthorityReg(PP). CA verifies the identity information of the authority then runs this
algorithm to register the authority. CA selects a unique identity number aid € [1, N,], then selects
@4iq and publishes the partial public key PPKy;q = Agiq= e(g, g)%d to AAyyq-

UserSetup (PP, PPK,;4). Given the global identity uid, the user runs UserSetup(PP,PPK,;;) to
initialize itself and compute the public key PK,;; and secret key SK,;4 as follows.

R
Set SK,;q = Zyiq Where z,;; « Zy,.

2.  Set PKy; = {gsuid’gduid’gl/zuid' §7uid, gZuid, {Visuid}ie[lm]}'

3. CAsets cert(uid) = Signg,,(uid, PKy;4) as the public key certificate.

AuthoritySetup(PP, PPK,;;). Each authority AA,;; runs this algorithm to initialize itself and
compute the public key PKg;4, PKyjigaiq and secret key SK,;, as follows:

(1) Set SKaL'd = {ﬁaid' Yaid» {(px}xEAde}r where Baid' Yaid» Px i Zp-

(2) Set PKaig = {Aaid'Xaid' Yoiar Zaias {Ax}xeAde} ’ where Ay = g%, Xpia = gl/ﬁaid' Yoia =
Ql/ﬁaid’zaid = @1/Vaia,

(3) Set PKyigaia = g/ WaiaZuia) for each user U,y € Sy.
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5.1.2. System Setup 2

k 1
GlobalSetup2 (1%, PP, {PKiq, PKiaaialy, csyangess
PP and authorities’ public keys {PKui4, PKiiq aia}

). Taking as input the public parameters
CA generates the public key

Uyid€Su,AAqia€Sa’
PK,i4 aiq for each pair of user U,;; and authority A4, as follows:

For UuLd € SU'AAaid € SA s PKuid,aid = {PKI}id,aid’PK‘lfid aid’ PK‘lfld ald} where PKlfld aid =

aaldduld_a'/(}/'Z')d-/y- 3 — y%aidySuid — L@giq/ Suid/
(P wid ald) ald g aid/ Yaid?uid) @ Quid/Yaid gnd PKuid,aid = Xald Yald g aid ﬁaldg uid ﬁatd

5.2. Secret Key Generation

AAgiy tuns the secret key generation algorithm SecretKeyGen to generate the secret signing
and decryption keys for the user U,;,.

SecretKeyGen(PP, PKal-d,SKal-d,PKuid,ﬁ) . AA,y, first verifies the user’s cert(uid) with
verification key vkc,. If the user is a legal user, AA,;q computes the user’s secret signing and
decryption keys SKyig aia = {SKSid aitr SK&id,aia} as:

Bai . . . i
(1) SKiiaaia = {Kiid aia = (PKiggia) ©* = gaidfsuid, {F5, = (gSuid)?x = A d}xeﬁ?nAde}‘

d Yaid _ d _ d _ d
(2) SKuid,aid { uid,aid — (P uld,aid) “ gaald/zulde uid { uid,x — (g uLd)‘Px uld}xeudnAAald}

5.3. Proxy Secret Key Generation

Each user U,;; runs the PxSecretKeyGen(SKuid, SKuid,aid) to generate the proxy secret key
PSKuLd aid — {PS uid, azd'PSK id ald} as:

Zyi . . Zui
(1) PSKyiaqia = {PSuid,aid = (Kgigaia) " PVuia = g7uidsuid, {PFuy . = (Fiigx) " PFigx =

Zyid - rZuid 17 SuidZuid }
(A ) }erSnAA wd’ {Vl ’Vl }lE [m]

(2) PSKuld aid — SKuld aid*

The transformed secret keys {PSKuid,aid} are sent to the fog node.

5.4. Data Signcryption

The data owner first encrypts the data component with a content secret key k by using
symmetric encryption algorithm En,, then it runs Signcryption to signcrypt the secret key.
Signcryption contains two phases: fog signcrypt Fog_Signcryption and user signcrypt
User_Signcryption.

Signcryption (M,PP,{PSKLfid et PRuicr (PRaiaYaiaerss SKuias Ry Re ) . Assume  that R =

kery’
(Mg, ps) (resp. R, ;== (M, p.)) is the signing predicate (resp. encryption predicate) over all the
attributes selected from the set of attribute authorities Ij (resp. If), where M; (resp. M,) is a
ts X ng, €5 < 4y, (resp. £, X n,) matrix with row labeling function ps: [£5] = Z, (resp. p:[£] =
Z,). Note that we remove the limitation that ps (resp. p.) should be an injective function (i.e., an
attribute can associate with more than one rows of M; (resp. M,)). Let M{ (resp. M!) be the ith row
of the matrix My (resp. M,). Assume the signing attribute set is U° and R;(U?) = 1. The algorithm
contains two phases as follows:

(1) Fog_Signcryption (PP {PS sid k} IS,PKmd,Rs,R ) This algorithm is performed in the fog
node FD as follows:

e It first computes a vector d = (al,az, ...,afs) € Z;S such that @M = 1 since iRS(Ug) =1.
Note that aq; =0 for all i where ps(i) ¢ U° . Then the algorithm chooses b=
(by, by, ..., by,) € Ty such that Yepp bME = 0.
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R
e The algorithm randomly chooses s,;; < Z; and re-randomize the proxy secret key
N
PSKuid,aid as
! n
PSyia e = PSyiq(674id) uid = g¥kfuid §*uidSuia,
r n
PVyiqa = PVy,;4(g7wid)Suid = g#uidSuid,
r n
— 1 2 Suid _  pZuidSuid
{PFuid,x - PFuid,x(PFuid,x) - Ax } 7
x€eU

n li
ZuidSuid _ Suidzuid( Zuid)suid
i = ysuiatuia

n !
4 , where s,;y = Syia + Suia-

R R
e The fog node randomly picks w’'«Z, . Then it selects {rl’,rz’,...,rée}&Zp ,

R 1! !
’ ’ ’ i : )= gk " = ‘
{2, 2'-"'/1%}(_21” and computes the following terms: {Cz_i =0%A, iy Di = g }ie[{)e],

— ai idbi — AZui (a-s”- +b-) r_
S’ .= PVt gZuidPi = uid\AiSyiaT0oi . Sr =
{ 1L uiad g ieles] 2

NG - \bi
(l_[,;s1 PSuid.k) (Hie[i’s] (PFuid,ps(i)ViZ"mS“’d) (PFfid,ps(i)quld)b )

FD outputs the partially signcrypted ciphertext CT' = {W’,{Cz’_i,Di’,/l’i,ri'}ie[f ]’{Sll'i}ie[{’ ],Sé} to

the user.

R
(2) User Signcryption(M, PP, {PKyiq}aiaers SKuia: CT') . The user randomly picks w < Z; and

R .
{rl,rz,...,rge}ezp. Then the user computes A; = ML where €= (w, &5, ...,sne) € Z;e. The
algorithm computes the following terms:

Co = M [lerg AY, Ci=g", {Ci=A— XD =1~ ri’}ie[[e] , m=H(C), C3=y)",
1 \1/Zui
{s10=(s12) “}iew [ Ha(Tiete Sui,t6Re Re) = (61,6 e, 0) €01}, Ha(Co, €y, Co, Rev Re) = B
and S, = (S3)"/Zuid (ko [T, k)" CE.

The ciphertextis CT = {Co, C1, {1 €310 D1, Di'}, . A1}y S22}

€[4

5.5. Data Designcryption

If the owner’s attributes satisfy the signing predicate implicitly contained in the ciphertext, then
any party can successfully verify the ciphertext (public verifiability). If the receiver’s decryption
attributes satisfy the encryption predicates embedded in the ciphertext, then the decryption phase
can be launched to access the plaintext.

DeSigncryption (PP, CT, PKuid'{PSKfid,k}kele»SKuid)' Assume that thre;; is a predefined time
A

threshold for designcryption and £t is the current time. If |ff — tt| > thre,, or R,(U?) # 1, the
algorithm returns L. Otherwise, the algorithm performs as follows. Note that I; (resp. If) can be
obtained from the implicitly contained predicate R; (resp. R,).

Verify(PP,CT). This verification algorithm can be performed in FD or other trusted third party
since it only takes the ciphertext and public parameter PP as the input.

R .

The algorithm samples {12,13, ...,rns} < Z, and computes @; = (1, T,, T3, ...,Tns) - M}, where i €
[45]. H{(C,) =m and Hz(]_[ie[gs] Siitt, R, R,) = (c1,¢3,.,¢;), and H3(Co, Cy, C3,Rs, R,) = . Then
the algorithm checks the validity of the ciphertext using the following equation:

e(S2.9) s s
Ils Ay = —s where Nj = |I}].
4 e(ko Tlizy ki1, )e((ray2™P.C)(TTE, (g Vi0 ™V AS1,:))

If it is invalid, return 1, otherwise, proceed Decryption (PP, CT, PKul-d,{PSKuid,k}kelg,SKuid)
A

algorithm as follows:

e  PartialDecryption (PP, CT, PKy;q4, {PSKlfid,k}kE,e)- If the user’s attributes satisfy the encryption
A

predicate, the cloud server sends the ciphertext to the FD. FD chooses a set of constants ¢ =
(01,0, ...,age) € Z:;e such that ZfilaiMé =1, where o; = 0 for all i where p,(i) € U4. Then it
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erzjf1 e(Kgid,k'Cl)

e<CZI.i6CZ'iA;eD(ii)'gduid)e(Di’ngr.Ffid,pe(i))]
Iy, = {i:pc(0) € AA,}. FD sends CT? = {C,,CT,} to the user.

e FullDecryption(PP,CT?,SK,;4). This algorithm is performed on the user side. After receiving
Co
(CTo)?uid’

computes: CT, =

s where I, is defined as

[yere i
kEIA LEIAk

CT?, the data user recovers the message M as: M =
Correctness

Assume the identity of signcryptor (data owner) is do. If |t — tt| < thre,, and R, (ﬁa) =1,
then the ciphertext can be verified and decrypted as explained subsequently.

1 w
5, = (53)/240 (ko [ k#’f) cf
i=1
l
- ngakgsdo H(A;dgz) Sdo) (Aps(l)V) (oﬂ’ﬂ-”) (V1V2n)wﬁ

i€[¢s]

ngak §5doNa H(Aps(l)V)aLSdoerl (kol_[k > (a2

i€[4s]

Since d-M; =1 and Yejp, b;ML = 0, we have
£ " £ i
Zl Lwi(sgea; + b)) = Ziil(l, Ty, Ty, - ‘rns) Mi(si,a; + b;) = (1,12,‘[3, ...,rns)sdo Yii, Mga; +
(1,72, 73, ) Ty ) Y5 Mib; = s,. Thus we have

6(5219)
e(ko [Tl ki, €)e((rry2™P, (15, e(A,, 0 Vi ™®iN4, Sy )

e((n,;g“k)e%”A (Mictea (Ao V) ™) (ko Tl ) v, )
" N§
eCko TTioy ki, g™)e((raya™P, gW)(I1;E €(Apy Vi g 5o ) (12, e(671, g isdo*i)) ™

((H’s gak)es‘”m 9) nAk

(e(o, g)sdo

This demonstrates the correctness of Verify algorithm. Assume the identity of designcryptor
(data user) is uid. If Zfil o;l; = w, then

[T le(crioa s, gia) e (Dig™ Feiapeco)]
kelg i€lg,
1_[ 1_[ [e (0,0 9% (g™ F 3id.pe(i))]giNA

€
kEIA lEIAk

l_[ 1_[ [e(gli' gduid)]giNi =e(6, g)WNflduid

€
kEIA lEIAk

e
OiNg

At/ Zyid 0Ayi
HkEIAe(Kgidk'Cl) ﬂkaie(g K/ uidg uld'gw)

Hence CT, = - = - =

/ -p}! ' D a4 7iNa e(8,9)"Natuid

Mierg Mier g, e<C2,i6 A oiy9 “ld> (Dig "Fuid.peu))
MIT,,ere A
) . C kel . -
[kers e(g™, g)"/7uid = [Tiere A/?eid and (CTX)"ZM =T ,eik‘” =M. This exhibits the correctness
€Iy

of Decryption algorithm.
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5.6. Attribute Revocation
Suppose the attribute x of user U is revoked from AA.

UpSecretKeyGen(PKuid,SKk,SKul-d‘k). AA; randomly chooses a new attribute version key ¢,

R !

«1Z, and computes the updated attribute public key A, =g¥* . AA; sets dUKyiq. =
gduid(‘/’f"’x), SUKyigx = gsuid(‘Px“”x) for the non-revoked users to update their secret decryption and
signing keys.

If there exists i such that p.(i) = x, namely the attribute x of AA, is selected as the
encryption attribute, then A4, queries D] where p.(i) = x. Then it computes cUK = {cUK; =
(D{)¢X_¢5C}pe(i)=x, and sets sgUK =1.

Otherwise, if x is selected as the signing attribute, AA; sets c¢cUK =1 and sgUK =

le 51,1'(/);6_%/ where L is the set consisting of all the rows that pg(i) = x.

AA,, sends ciphertext update keys cUK,sUK to the cloud server to update the corresponding
ciphertext.

UpSecretKey(SKuid‘k,sUKuid‘x,dUKuid,x) . Upon receiving the update keys sUK,4, and
dUKy;q x, the non-revoked user U,;; # U then update his/her secret signing key or decryption key as
follows:

If x € U5, Lfid,x, = FligxSUKyiqx = (A))5wid,
If x € U4, Fly, = F&,; dUKyq, = (A%)%uid,

uid,x uid,x

UpCiphertext(CT,cUK,sUK) . Upon receiving cUK,sUK , the cloud server updates the
ciphertext to contain the latest attribute version key as follows:

If cUK ={cUK; = (Di’)"’x“”ﬂ and sgUK =1, the server randomly chooses {r/'€

pe(D)=x
r!

U= 0%A) )

, - -
Zp}pe(i):x and computes C;; = C3;cUK;A, ;) (ri+r),

D] = Di’gri” = gri’”i", where p, (i) = x.
Otherwise, the cloud server updates the signature component S, as: S, = S,sgUK =
(Hlj ga"HS‘,’”") (Hie[es](Aps(i)Vi)aisglﬁbi) (ko izy ki) ClisgUK =
(Hli 9 akgs‘,”"’) (Hie[fs]\L(Aps(i))aisgowi) (HieL(A;as(i))aisgowi) (Hie[es] "iais',i"’+bi) (ko Ty ki) L.
Correctness of Attribute Revocation.
By running UpSecretK ey(SKuid‘k,sUKuid‘x, dUKuid‘x), the secret signing and decryption keys of

non-revoked user Uy;; are associated with the new attribute version key ¢,, which is the same as

the updated ciphertext components {Cz"i = g% A;e(i)-(n +7y )} o or Sy =
Pell)=x

1" a;isyy+b; aisy,+bi a;sk +b; W
(sz 9“"93"") (Hie[fs]\L(Aps(i)) frae L> (HieL(ALS(i)) o L) (Hie[és] e l) (ko TTi=1 ki) Caﬁ-
For verification, since the updated signature component S, is associated with 4, ) for i such
that ps(D) =x , we have

e(52.9) .
=[ls A which
E(ko H%:l kicirC1)e((Vﬁz")‘B'Cl)(Hie[és]\L e(APs(i)'sl,i))(niEL E(A;Js(i)'sl,i))(niE[t’s] e(Viem-iNil,Sl'i)) I,Sq k 7

exhibits the correctness of Verify algorithm.

n
r;

Additionally, the operations C,; = C;;cUK; A} ;)
to assigning a new random number r;/ + 77" to the corresponding components of ciphertext. Then in
PartialDecryption (PP, CT,PK,;4, {PSK,fid_k}keIe) algorithm, we have

A

’ I -p{’ ; ’ " U —ri-r!' : ]! ’ duid
e (CZ,iHCZ'LApe(i) ‘ 'Qd“”‘) e (Ding 'ngd,pe(i)) =e (GAlApE(i) T ,gd““”) e (grl”l :(Apg(i)) m ) =
e(@”‘i, gduid) for i such that p,(i) = x, which exhibits the correctness of Decryption algorithm.

n ! n
and D; =D/g"t = g"i*"i are equivalent
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6. Security Analysis

In this section, we state the security of our OMDAC-ABSC scheme in the following theorems. In
Theorems 1 and 2, we prove the message confidentiality and ciphertext unforgeability of our scheme
respectively. In Theorem 3 we demonstrate the signcryptor privacy. Then in Theorems 4 and 5, we
analyze the collusion resistance and revocation security.

Throughout this section, assume T°¢ is the cost time for one exponentiation in group G or Gr,
and TP is the cost time for one pairing operation. £, g m, £sm, Nsm are the maximum values of
{£e, ne, £5, 15}, Suppose that the Hash functions Hy, H,, H; are collision resistant.

6.1. Message Confidentiality

Based on the security model defined in Definition 8 and Theorem 1, we can prove that our
proposed scheme guarantees the message confidentiality under the hardness of the q-PBDHE
assumption.

Theorem 1. If an adversary A can break (T, 4, Gpsks Asc dps» € )-IND-SEP-CCA2 security of our scheme,

then there is an algorithm B that can solve the g-PBDHE assumption with an advantage €' = %6 - % ina
time T' =T+ 0(LomNemtim + (Mem + |T[€emnZm)ask + (|T] + Lsm)apsk + (|T] + 1+ £gm +

1I‘Je,m)qsc + QDS)Te + 0(qps)T?.

Proof. Assume A can (T, Qsk» Gpskr 9scr Aps» E) break our scheme, we will construct the algorithm B
as follows: B is given with the q-PBDHE challenge instance Y. The challenger C runs GG(1¥) -
(e,p,G,Gr) to generate the bilinear group and chooses & € {0,1}. If & =0, C sends (ﬁ,n =

q+1 L. L, R
e(g,g9)° W) to B; otherwise it sends (y,n <—GT) to B.

*

Init. The same as defined in Definition 8. Assume R; = (Mg, p;) is the challenge encryption
access structure over all the attributes selected from the set of authorities I;°. Assume M; is a
€5 X n} matrix and n} < q.

Setup. The adversary chooses a set S; © S consisting of the corrupted authorities, and sends

R
Sa to the simulator B. For each uncorrupted authority A4, € S, —S,, B randomly chooses a;, < Z,

and implicitly sets a; = a;, + a?*'. B publishes A, = e(g, g)% = e(ga,gaq)e(g, g)“llc.

Let <R—Z 0 = g% {#y £ i&}{ }iz {k.: /&i} (v, = g"i},
et Pyt =g% ok, . Rh (V1 Vs s Uy p U= I ey Vi T 9 Vietsm] - 11

1 i .
gw(gaq) ,Vz = (gaq)n' 7 Where o= Hl(gw)
B sends PP ={e,p,G,Gr,g,0,v1,V2 ko ke, ki3, (Vi Vs o Vi L Hi Hp Hs} to A . B
initializes the empty list Lg.
R
For the authority AAy € Sy —S;, B chooses By, vk « Z, and sets X, = g*/Pr,y, = 0/Pr, 7, =

61/7k. Let X be the set consisting of the indexes i € [¢;] with p;(i) = x € AA,. For the attribute x
akMz(i,k)

R Z e .
where X # @, B chooses ¢, < Z, and computes A, = g* [licx [lkenzyg "¢, where M;(L'k) is

the (i, k)th element of Mj. If X = @, B chooses ¢, & Z, and computes A, = g#*. This assignment
describes that A, = g¥x for each signing attribute as the signing attributes are different from
encryption attributes. B sends PK = {X,, Yk,Zk,{Ax}xeg;rk} to A. For the authority A4, €S;, B
generates the public keys and secret keys of A4, as in the real scheme and sends both the public
keys and secret keys to A.

Phase 1.

SecretKey query 05%(U, AA,, uid). A adaptively queries the secret keys for the attribute set
U =04y TS with identity uid to the authority AA,. U4 does not satisfy R; together with any
keys that can be obtained from corrupted authorities.
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B checks the list Ly, that whether the entry (uid, U, PKyiq, SKuia) PKuia o SKuia i) exists. If it
does, B sends SKy;; and SK;;, to the adversary and publishes the public key PK,;; and PK;4 .

(1) Otherwise, B randomly picks d,;4,Syiq)Zuiq from Z, and chooses a vector f=
(fu fa ...,fnz) € Zzz such that f =—1 and fM: =0 for all p;(i) € U since RZ(W) =0.B
sets guid = guia ]‘[E1 gVt ™ ) zuia gsuid = gsuag=a? and computes
g/ ?uid, Q%uid, gZuia, {gsuid"i}ie[[s'm] as the public key PK,;;. Then B computes

PKyiax = PK&id,k = gl/(ykzuid)'PKiid‘k = g/ OkZuid) g Auia/ Yk =

1
’ —

Sk x ; Vi a
(gzuidgad;idgzzlefiaq_”z/zuid) 'PKEid,k = g“k/ﬁkesuid/ﬁk = (g“l’cgasz’ud)ﬁk , and sets SKyqx as

4 * ;
d _ 2 Yk _ — ad!;, Y€ fad7it2/z s _ 3 Br _ o as'. s —
Kgax = (PKLiax)™" = gruiag*tuiaglz Ji l7uia, K0 = (PKiag) © = g%k g®Suid, {Fsiy =

id,x

! (Y — —
(gsuidg'“q) x} . For the attribute x € U4 N A4, such that X =@, B computes Fl,, =
x€USNAAY
«(i,k)
dyyig® Me

k fjaq+k—j+1
o . d  _ d b; ng = Zab;
(gPuid)?x . Otherwise, Fyiq, = g“44%* [[iex [Ikems) (9 P IljZ ey g Puial ) - B sends

SKyia = Zyiq and SKy;4, to the adversary and publishes the public key PK,;; and PKyz),. B
inserts (uid, U, PKyiq, SKuia PKuia o SKuia ) into Lg.

Proxy SecretKey query OpSk(U,AAk,uid). B checks the list Ly that whether the entry
(uid, U, PKyiq, SKyia» PKuia ko SKuiax ) exists. If it does not exist, B issues 0%(U, A4y, uid) query to
compute SK,;; and SKy;4x, and then runs PxSecretKeyGen(SKuid,SKul-d‘k) and returns PSK,;; to
A. Otherwise, B directly performs PxSecretKeyGen(SKuid,SKw-d‘k) and returns PSK;q) to A.

Signcryption query 0°¢(M, R, R.). A submits a message M € Gy, signing and encryption
predicts R; = (Mg, ps), R, = (M,, p.). B selects a signing attribute set U° such that fRS(UE) = 1. For
each k € I{, B computes the secret signing key SK3;, and PK,;4, SKyiq from O0%%(U, A4y, uid),
and PSKy;,, < PxSecretK eyGen(SKul-d,SKjid’k), where uid is an arbitrary identity. Then B returns

the ciphertext CT « Signcryption (JV[, PP, {PSKiid,k}keli'PKuid' {PKy3kers, SKuia, R Re) to A.

DeSigncryption query ODS(CT, Lﬁ) If |tt — tt| > thre, or Re(fﬁ) =0, then B returns 1. If
C;, = g°, B aborts. If Verify algorithm is invalid, B returns 1.Otherwise, B carries out the
following steps.

Assume the encryption predicate contained in CT is R, and If is the set which consists of the
indexes of the authorities whose attributes are associated with rows of M,.

If U4 does not satisfy the challenge encryption predicate R, then B can obtain SK,;; and
secret  decryption  key  SK%,,  from  O0%(U AA,uid) , and  PSK&.. <
PxSecretKeyGen (S Kuia, S Klfid‘ k) . B returns the output of
DeSigneryption (PP, CT, PRuiar (PSK g, SKuia) to A.

Otherwise, if fRZ(ﬁa ) =1, assume ©w = H,(C; = g"*), where w; is the secret value chosen to

6 &Y
)

generate CT in signcryption phase. Then for k € If, B compute e(g“l’C,Cl)e(C—w,g
1

=)

T\ W1
-1 w(,ad\"t( al\T
, ot (5 , (##(6°) (o))
e (gak’gwl) e ((h‘;’szxj} 1 ’ga)(n ) =e (g“k, gwl) e v , 9% =
e (g“;c,gwl) e(g“q,gawl) =A.'. Thus B canreturn M = C—owl to A.
erliAk

Challenge. A submits two messages M, M; with the same length and signing predicate
Ry = (M;, p;) to B. Assume [;° is the set which consists of the indexes of the authorities whose
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attributes are associated with rows of M and M is a £% x n} matrix. B chooses & € {0,1}. B
selects a signing attribute set U satisfying R;(U¥) = 1 and an arbitrary identity uid..

Let &‘ = (ay, az, ...,a{;;) € Zis such that @-M;=1, b= (by, by, ...,b{;;) € Zis such that
Yiefez) biMg" = 0. Implicitly set sy;q, = s

"
uidc,q

— a9. Then compute the challenge ciphertext as follows:

Let &= (w,wa+ ¢, o sae ™l 4 en;) € Z;Z and implicitly sets r; =1/ + wb; for all i€ [£;].

R R
Select {r{",71/, ..., r{ii} —Z, {A,2, ..., /1;,2} 17,
!
Co = My [kere Re(g”, 9)*, G = g".
n

CZ’yi — ga(ﬂ.i—ﬂg)Apz(i)—(Ti—Ti ) —

_(r-'—r-”) “wbip )x iy —all e as M*(i'k) M " /
Apry VUM g Pl g=a%i ]2, g*eke Hlex\i er[ng]g L , Coi = Ay

n ! 12
Dl’ = grl'_ri = gri T ngi, DL” = ri”' C3 = glliW

Sli — gaisuidﬂ+bi — gai(slltlidcﬂ_aq)_*bi,
i ul *(i i i II,L,i -af bi ¢ .C *
SZ = (HIZS gakgaSuzdﬂ) <Hie[€s](g(ppsm+v’)a (S dy~@ )+ ) (gW)k0+Z£=1klcl+1pﬁ , where
Hz(Hie[es] Sl,i.tt,fRs,Re) = (¢4, €3y v, ¢p) and Hz(Coy, €y, C3, R, R.) = B*.
Finally, B sends the challenge ciphertext CT* = {Co; €1 {Ca C3u DL, DY’ ie[f*]’{Sl'i}ie[m'sz'tt}
to A.

Phase 2. Phase 1 is repeated. In this phase, A cannot issue DeSigncryption query with the
challenge ciphertext CT* and attribute set U, such that R;(U4) = 1.

Guess. A outputs his guess & on &.If & = &, B outputs 0 and guess that 2 = e(g,g)? v
otherwise, B outputs 1 to indicate that {2 is a random element in Gr.

If A issues DeSigncryption query with the ciphertext satisfying C; = g*, then the simulation
aborts. The probability is at most %. If 6=0 0=e(g, g)aqﬂw and B does not abort, then CT* is
a valid ciphertext of M. In this case, we have Pr[E =46 = O] > 2 +e— %. If 2 is a random
element in Gr, then €, is a random element and A cannot obtain Mz, namely the advantage in
this case is PT[E * Elﬁ = 1] = % Therefore, the advantage of B which can break the q-PBDHE

assumption is at least %e—%. The runtime of B is at most T' =T + O({’e,mne,mum + (ne,m +

|U|£e,mn623,m)qsk + (|ﬁ| + fs,m)qpsk + (|U| + l + {)s,m + fe,m)CIsc + qDS)Te + O(qDS)Tp~ ]

6.2. Ciphertext Unforgeability

Based on the security model defined in Definition 9 and Theorem 2, we can prove that our
proposed scheme guarantees the ciphertext unforgeability under the hardness of the q-PBDHE
assumption.

Theorem 2. If an adversary A can break (T, Qsk» Apsko dscr Aps» e)—EUF—sSP—CMA security of our scheme,
then there is an algorithm B that can solve the g-PBDHE assumption with an advantage €' =

8(l+1)qsc
time T' =T+ 0(Lsmnsmum + (Nsm + |T|€smnZm)ask + (|T] + €sm)apsk + (L + Com + Lsm +

fe,mne,m)qSC + fe,mqDS)Te + 0(€e,mQDS)Tp~

Proof. Assume A can (T, Qsk> Dpskr dsc Aps» e) break our basic scheme, we will construct the
algorithm B as follows: B is given with the -PBDHE challenge instance Y. The challenger C runs
GG(1%) > (e,p,G,Gr) to generate the bilinear group and chooses 4 € {0,1}. If & =0, C sends

- - R
(‘y,_() = e(g,g)aq+1w) to B; otherwise it sends (y,n « GT> to B.

*

Init. The same as defined in Definition 9. Assume R; = (Mg, ps) is the challenge signing access
structure over all the attributes selected from the involved set of authorities I}*. M; is a £ X n;
matrix and n; < q.
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Setup. The adversary chooses a set of S, © S consisting of the corrupted authorities, and
sends S, to the simulator B.

R
For each uncorrupted authority AA, € S, —S,, B randomly chooses a; « Z, and implicitly
sets a = a;, + a?*. B publishes A= e(g, g)* = e(ga,gaq)e(g,g)“l’c.
R R R
Let 01,0, < Ly, 6 = g* . B chooses m«{0,1,..,1}, 00,01, -, 0, < {0,1, ..., w0 —
R - i
13,01,00 o, by o b Ty Set ko = (9°)" g% and {ki = (9°) g% - ri=97 12 =97

i€
kpng* (LK) s A .
a™Mg"Na' where N,;S = |I;5|. For i € [f; +1, #S_m], V; = gt where

For i € [45], Vi = Iliex\i[lkemz 9
v; 5 Zy.

Assume @ =4qsc and w(l+1)<p. B defines two functions L;(¢) =p—a@m+ gy +
Y _co; and Ly(C) = ko + Xl cik; for each ¢ = (cy,cp..,c) €01} . Thus ko[t ki

! _
(g“q)Ll(ang(E). Let L(C) = {0’ Qo+ zii:c:tﬁiegrivs;s(e) mod @ .Then L(¢) =1 implies L,(¢) # 0 mod p.

B sends PP ={e,p,G,Gr, g, 0,v1,V2 ko Ky, o, ki3, Vi, Vo oo Vo, L Hy  Hy Hy) to A
initializes the empty list Lg.
R
For the authority AAy € S, —S;, B chooses By, vy < Z, and sets X; = gYPeY, = 0VEk, 7, =
61/7k. Let X be the set consisting of the indexes i € [£5] with p;(i) = x € AA,,. For the attribute x

w9

R *(LK) \ s
where X' # @, B chooses ¢, < Z, and computes A4, = g¥* Hiexﬂke[n;]g‘akMs NO If X=0¢, B

chooses <px<R—Zp and computes A, = g¥~. This assignment describes that A, = g¥* for each
encryption attribute as the signing attributes are different from encryption attributes. B sends
PKy = {Xi, Y, Zy, {Ax}xem} to A. For the authority AA, € S;, B generates the public keys and
secret keys of AAj as in the real scheme and sends both the public keys and secret keys to A.

SecretKey query 05%(U, AAy, uid). A adaptively queries the secret keys for the attribute set
U = U4y U with identity uid to the authority A4,. US does not satisfy R; together with any
keys that can be obtained from corrupted authorities.

(1) B checks the list Ly, that whether the entry (uid, U, PKuid,SKuid,PKuid,k,SKuid,k) exists. If it
does, B sends SKy;; and SK,;z; to the adversary and publishes the public key PK,;; and
PKuid,k' .

(2) Otherwise, B randomly picks dy;q4, S0, Zyia from Z; and chooses a vector f =
(Fir far wr fz) € Zz; such that f = —1 and fM3 =0 for all p:(i) € US. since R;(U%) =0. B

dyig — ~d o —al/zy; Syid — AShi ng ;qd—it1 Suid _ . SyidVi
computes gtuid = guiag uid | gSuid = gSuid Hi=1gft , and {]/; = gSuid l}ie[€§+1,£’sm] .

f qdtk—j+1

I . M;(l.k)N;‘s
i * Suid _ 175uid n
For i€[tg] , V=V " Tlexy er[n;]( ik 977 )

Set PKuid =

and  PKyqy =< PKpigy = g*/Vk#uid) PKZ |

Suid qQuid gl/Zuid QZuid gZuid {|Suid
{9 uid, guid, g'/%uid, §7uid, g*uid, {V; }ie[fs,m]}

1
1

B

!
a

Pk Yk * i
g/ Vizuid) g uia/ Ve = <gzuidgad1’tid> ,PK2,,, = g®/Br@SuialBr = <g“l’cgasz’;idgzgsfi“q_l+2>

Pk
Then B sets Kliiid,k = (P Kzfid,k)]/k = gz“idgad’,”d'&fid,k = (P Kzfid,k)ﬁk
kg iaghs 10 (Rl = (ghuagmat/aa) )

. For the attribute x € US n A4, such

uid,x —
xeUNAAL

that X=0 , B computes Fligx = (gPuia)®x | Otherwise, Fligx =
*(Lk) ;s
. ¢! gk nt _r qa+k—j+1\Ms N2
9°44%x [Tiex [Tkemy (9 Suia® H;lil,k::jg Tse ) . B sends SKyjq = zyiq and SKyiq
to the adversary and publishes the public key PK,, and PKyqu, . B inserts

(uid, U, PKyiq, SKyia) PKuia o SKuiax) into L.

Proxy SecretKey query OpSk(U, AA,, uid). The same as Theorem 1.
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Signcryption query 05¢(M, Ry, R,). A submits a message M € G, signing and encryption
predicts Ry = (Mg, ps), Re = (Mg, p.). B selects a signing attribute set U% such that Ry(U%) =1. B
performs as follows:

(1) It first computes a vector d = (al, a,, ...,afs) € Zig such that a-M; = 1. Then B chooses b =
(b, by, ..., by,) € Zﬁf such that ¥epp bME = 0.

(2) B randomly chooses s,,;4 & Z, and computes {Su = g“islrtid”’i}iews].

(3) Assume Hy([Tiee,Suitt, R, Re) = (c1, €5, ., ¢) = € € {0,1}1. If L(¢) = 0, B aborts. Otherwise,

WA here wy £Z; . Then Co =M [lierg ™, € =g"* =

L1(€)

_Ma — , -N3/L1(®)
g"1(g") 1©®, (3= (g7g"»)"*, where A "= A" (e(ga 9° )e(g“".ga))

H,(Cy).
R S .
(4) B chooses {rl,rz, . rge}ezp , €= (W1 —%,82, ...,Sne) S Z;e , Ay =MLZ. Then B selects
1

B implicitly sets w, =w; —

and w =

R , ,
{ri, 73, .. \Te, }<—pr (A, 2, ..., Ay, }«1Z,. For i € [¢,], B computes Cj; = ga(/li—/li)Ape(i)—(ri_ri) _
al (w (‘1)+2ne € M(”)—A> ) ,
» << ) g PeeT), ¢}l = X, D} = g™, D =+,
(5) B computes Hs(Cy, Cy, C3, R, R,) = B , s,
iSui +b; ; 3
M1 9%)0%e" (Iiete (40 1)" s ) (ko Ty )™ (rays™) 4% =

Mys ak+aq+1)95mdNAcﬁ (( aq)Ll(E)gL (E)) e "“111\];7( fil(Aps(i)l/i)aiSLid-'-bi) _

s g% ) aT* NG g SiiaNa Ch (( aq)Ll(E)ng(E)) (gaNi)%(g)g—aq“Nj (Hfil(Aps(i)Vi)aiS{nd+bi) _
5 9% )quldNAC‘B (( aq)Ll(ang(ﬁ)) (gaNi)#(g? (Hfil(Aps(i)l/i)aiS{”deri). Finally, B sends
€T = {Co, €1 {3 €310 DL D1}y S0}

(1
(T
(
(

Sz,tt} to A.

lE

DeSigncryption query OPS(CT,U4). If |tt — £t| > thre, or R,(U4) =0, then B returns L.
Otherwise, B issues the OS¢ query to get the secret decryption key and returns the output of
DeSigncryption to A.

Forgery. A submits a valid ciphertext CT* for the challenge signing predicate R; and an
encryption predicate R,. If M « DeSigncryption(PP,CT*,PK,SK) and A has never issued
05¢(M, R;, R.). B performs as follows:

(1) B computes H, (Hie[[;] Si,tt, R;,Re) = (c1,Cp ) =CE€{01}. If mm # 0y + Zle cioi, B
aborts. Otherwise, L{(¢) = 0 mod p.
(2) If CT* is avalid ciphertext, then H;(Cy, Cy, C3, R, R.) = f and m = H;(C;). Then
"oooxs i1’1.li +b;
S, = (HIZS gak)gsuidNA (Hie[{’g](Ap;(i)Vi)a uid )(ko =1ki Cl) (Vﬂ/zn)wﬁ =

aisyiq+bi

( *sg“k+aq )GsﬁlidNZscle(aJrB(aﬁmz) (Hﬁl (g%;(i) Hje[n;] g‘ajME(i'j)NZS) _

(H .5 g® ) N a9t g5y aNy CL2(5)+[>’(U1+7T02) Hfilsl,i(ppg(i) 9 —SwiaNi =

H *sg ) NA aq+195u1dNA CL2(6)+ﬁ(0'1+n02) Hfil Sl‘i(pl%(i) gN‘Zs(ZiEV;] Zje[ns] —a/M (”)(a Suld+b1)) —

( 5 9” ) N aqHCLZ(EHB(G“WZ) ]'[filsl‘i‘ppé(i) , where @-M:=1b-M:=0 and
Sietes Sjetns) ~0M; P (@isiia + b) = —asl.

S2
(H s g% ) L2(0)+B(U1+7T02)

1/N}
Thus, B can calculate g“q+1 =< R > and then break the
;5 5,51, ps(®

g-PBDHE assumption by computing e(g ,gw). Let E; be the event that L(¢) =0 in some
Signcryption query and E, be the event that @m # g, + Y.i_, b;0; in the forgery phase. Then we
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1

1 24sc — —
have PT[—|E1 A ﬁEz] m (1 - T) CIf w= 4qSC ’ then PT[—|E1 A —|E2] = 8+ Dasc Thus the
advantage of B solving the -PBDHE assumption is at least Advy > ————. The runtime of B is

8(l1+1)qsc
at most T’ =T+ 0(smngmum+ (Nsm + |U|[€smnim)ask + (|T] + Csm)apsk + (L + Com + £sm +

Ee,mne,m)qsc + 1'De,mqDS)Te + 0(€e,mQD5)Tp- a

6.3. Signcryptor Privacy

Based on the security model defined in Definition 10, we prove that our scheme guarantees
signcryptor privacy in Theorem 3.

Theorem 3. Our scheme guarantees the signcryptor privacy.

Proof. The challenger sends PP, PK,{PKy,SKy};, to the adversary A. Then A outputs two signing
— — — R
attribute sets US,US satisfying Ry (U5) =1=Rs(U;). The challenger selects 4 «{0,1} and

computes CTy with the secret signing key SKlf;gk « SecretKeyGen(PP PKk,SKk,PKmd,Lng) Note

that both the challenger and A can compute SKlfldk for U;, where k € I,. Specifically, ulﬁ K=

ggSuia, Fb, =4 “‘d, where s, bl Zy,.
If the challenger uses SK;;‘;‘,{ , then it can generate the ciphertext CT; =

{Co' Cp{Cz ,¢1°,D, D"}, it {Sfi} ey ,S9, tt} as follows.
Cy =g, €3 = (Yl)/ no)wo where 1, = H, (C?).
0 _ Al0 0 _ 1o _ 70 10 "o _ 10
{CZL 6% A, (L)'D =g" CZL A =AD" =1 - }ie[ee]' {
Hy(ITiereq) Sttt Res Re) = (€1, €2, s ) € 0,13, H3(Co, €7, €9, Ry, Re) = .
10 NS U?S;lio +t? N\ " I
53 = (H’s ak)gsuidNA <Hi€[fs](Aps(i)Vi) ¢ )(ko i=1 kicl) 2(CF, where s/ = spiq + 53

and s, d<—Z*

0 70
=g @ Syiatb;

}le[es]'

If the challenger uses SK.j,, and sets wy = wy, ) = A4, 70 = v, 7/° = o/, sty = s — shia,
then 29 =24} , sy =suh=swa - Thus CQ=Clmy=my,C%=CL 00 =C)LC9 =C3,D° =
D;%,D}"® = D{!. The challenger sets al-M; =1 and sets b} = (al — a})s.;y + b?. Then b1 -M; = 0

and aos{t’m +bY = ajs.iy + b}. Hence SP; = 51,59 = 53, and (T, = CT;.
Similarly, ~if the  challenger firstly —uses SKjj, to  generate (T,
{Co, Cp{Cz . ZI,Ll’Dq Dul}le {511,i}ie[gs]'521' tt}, then it can generate CT, with SKmd . and CTy

CTy. Therefore, A can only outputs a random guess 4’ and the probability is at most E' o

6.4. Collusion Resistance
High-Level Overview

In our scheme, the secret keys of each user are associated the random elements d,;4, Syiq
picked by CA which are difficult for each user, fog node, authority and cloud server to compute or
learn. Therefore, the colluders such as the user, fog node, and cloud server cannot selectively replace
or convert the components of the secret keys under the discrete logarithm assumption. Additionally,
since uid chosen by CA is globally unique in the system and d,;; and s,;; are kept secret, secret
keys generated from different authorities for the same uid can be tied together for signcryption and
designcryption, and the secret keys generated for different users cannot be combined.

Let S, denote the set of colluders, and U? is the combined decryption attribute set of S,. Recall
that the message M is blinded by [lieg AY = [lkerge(g, 9)* " . 1t is infeasible to directly
reconstruct [[ege(g,9)*" due to the blindness of @, and the hardness of discrete logarithm
assumption. Thus the colluders have to compute [l e(K[fid'k, C,;) and have to cancel the
redundant element e(6, g)*Naduia = [Tker e(g, g)*"%uid, where 8 = g". Due to BDH assumption,

the only way to cancel e(8,g)"V aduid  js to compute the denominator
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oiNg

-p!'
er’i HiEIAk [e (Cz”igfz'.'iApZLi)’ gduid) e (D{QD{I' Fliiid,pe(i))] in PartialDecryption algorithm, which

means Fliiid,pe(i) = Azz(i;’) with the same d,;; holds for all p,(i) € U?. However, since the colluders

are individually unauthorized for decryption, none of the colluders holds Az:("?) for all p, (i) € U4
simultaneously. Moreover, since the secret key cannot be replaced, converted or combined,

{ du(if”)} — are associated with different d,;;. Hence the colluders cannot successfully
Pell) )y 14€Sc.pe(DEUD

decrypt the ciphertext even though U4 satisfies the encrypt predicate defined in the ciphertext.
Specifically, according to Theorems 1 and 2, we can prove that our scheme guarantees the collusion
resistance under q-PBDHE assumption in Theorem 4.

Theorem 4. The proposed data access control scheme is collusion resistance.

Proof. For the designcryptor, we state that the security game defined in Definition 9 implies the

collusion resistance. Suppose that S, denotes the set of colluders who are unauthorized for

decryption and U? =u {W}ies . If the colluders can decrypt CT* when R;(lﬁ) =1, then the
C

algorithm B which can solve the g-PBDHE assumption can be constructed as follows.

In the initialization phase, the challenger sets R; as the selected challenge encryption
predicate. In 0¥, A queries for the secret decryption key corresponding to the colluder’s
individual attribute set U&. Since the colluders are individually unauthorized for decryption, we
have R; (U?) = 0, which satisfies the constraint of 0S¥ defined in Definition 8. Then in challenge
phase, the challenger encrypts Mz under R;. If the colluders can decrypt the ciphertext, then A
can guess the bit &, and thus B can solve the q-PBDHE assumption with non-negligible
probability.

Similarly, for the signcryptor, the Theorem 2 guarantees that no colluders such as users, fog
nodes or cloud server can generate the signature by combining their information if they are
individually unauthorized to sign the plaintext. Otherwise, the colluders can build an adversary and
output a forgery to win the game in Definition 9 and break q-PBDHE assumption.

Therefore, the colluding users, fog nodes, and cloud server cannot sign or decrypt the data, and
our OMDAC-ABSC scheme guarantees collusion resistance. o

6.5. Revocation Security

Assume the attribute x of U is revoked from AA;. AA; issues the update secret keys dUK, =
gduid(“’;f“”X),sUKx = gsuid("’ﬂrf“”X) and sends the keys to the non-revoked users. dUK, and sUK, are
associated with the secret value d,;q4, 5,4 chosen by CA and attribute version key ¢y, ¢, chosen by
AAy. Therefore, due to the blindness of d;4, Suia, x, and ¢,, the revoked user U cannot update
his/her secret signing or decryption key, even though he/she can corrupt some attribute authorities
(not the authority A4, corresponding to x) or collude with the non-revoked user.

Theorem 5. Our OMDAC-ABSC scheme guarantees the forward and backward revocation security.

Proof.

Forward Security. If there exists i such that ps(i) = x, the newly joined user can sign the
plaintext and generate the signature component S, associated with A}, which is the same as the
updated attribute public key of AA,. Thus the Verify algorithm holds if user’s signing attributes
satisfy the signing predicate. Otherwise, the newly joined user’s secret decryption keys are all
associated with A}, which is the same as that in the components C; ;. Thus the newly joined user can
decrypt ciphertext if his/her attribute set satisfies the embedded encryption predicate.

Backward security. If there exists i such that py(i) = x, and the revoked user reverse the
signature component S, back to the non-revoked state which is associated with A,, then the Verify
algorithm cannot hold since the attribute public key of A4, has been updated to 4.
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Otherwise, assume CT,,; denotes the ciphertext which is updated from CT,,4 in attribute

—(r{+r{")

revocation phase, we have Cj; = 644, and D] = g'i*"i . Ttis hard for the revoked user to

cancel cUK; and gri” since they are associated with the values ¢,, ¢, which are secretly chosen by
A4, and r{’ randomly picked by cloud server. Therefore, the revoked user cannot reverse the CT,;,
back to CT,,.

For the ciphertext CT,,, which is uploaded after the attribute revocation phase, we have
Cyy = QAQA;,e(i)_T‘! for i such that p,(i) = x. The revoked user cannot transform these components
into the ones associated with A,,;) due to the blindness of the attribute version keys ¢y, ¢, chosen
by AA; and random element 1y picked by fog node. Therefore, our OMDAC-ABSC scheme
guarantees the forward and backward revocation security. o

7. Scheme Analysis

7.1. Security and Functionality

In this subsection, we detail the comprehensive security and functionality comparison among
the proposed scheme and some MA-ABE schemes [21-26], CP-ABSC schemes [12-15] and ABE
based schemes used for fog computing [16-20] in Tables 1-3. Therein, v represents the capability to
achieve the corresponding index, whereas x denotes the opposite. MBF represents monotone
Boolean function, and TG represents the threshold gate.

Table 1. Security and Functionality Comparison of MACP-ABE Schemes.

Schemes [21] [22] [23] [24] [25] [26] Ours
Collusion Resistance x N v N v v N
Standard Model N x x x x x N
Encryption Predicate MBF MBF MBF MBF MBF MBF MBF
Encryption Outsourcing x x x x N x N
Decryption Outsourcing x N x x N N N
Anonymous Authentication x x x N x x N
Attribute Revocation x N x X x N v

Table 2. Security and Functionality Comparison of CP-ABSC Schemes.

Schemes [12] [13] [14] [15] Ouwurs
Collusion Resistance v v v v v
Standard Model v x v X v
Signcryptor Privacy v v v x v
Signing Predicate MBF MBF MBF MBF MBF
Encryption Predicate MBF MBF MBF TG MBF
Signcryption Outsourcing x x X X v
Designcryption Outsourcing x x x x v
Multi-Authority x x x x v
Public Verifiability x x v v v
Attribute Revocation x x x x N

Table 3. Security and Functionality Comparison of ABE based Schemes for Fog Computing.

Schemes [16] [17] [18] [191 [20] Ours
Collusion Resistance N N v v v v
Standard Model x x X v v v
Encryption Predicate TG MBF TG TG MBF MBF

Encryption Outsourcing x x
Decryption Outsourcing
Multi-Authority
Anonymous Authentication

Attribute Revocation

x N x NN
x x NN S
X X xX
AN S NN
X X xX
AN NN
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Tables 1-3 show that our scheme supports many useful properties, such as multi-authority,
collusion resistance, computation outsourcing, anonymous authentication, expressiveness, public
verifiability and attribute revocation. Our scheme also realizes the security in the standard model.

7.2. Asymptotic Complexity and Performance

This section numerically analyzes the asymptotic complexity and performance of the proposed
OMDAC-ABSC scheme against some MACP-ABE schemes [21,22,24-26], CP-ABSC schemes [12-15],
and ABE based schemes [16-20] used for fog computing in terms of the size of secret key, ciphertext
and update key, and computation overhead (exponentiations and pairing computations) of
Signcryption, DeSigncryption and UpCiphertext algorithms. We focus on the computation
overhead on the user side because of the limited computation resources. For simplicity, in
asymptotic complexity analysis we ignore the cost time of Hash functions and operations in Z,.
Table 4 summarizes the notations used in this section.

Table 4. Notations.

Notations Meaning
T¢/TE, Running time required for one exponentiationin G and Gr.
TP Running time for one pairing operation.
N, Number of involved authorities.
|Gl/1Grl/|Z,| Size of the element in G, Gr, and Z,.
Lo /s Number of required attributes in decryption and verification.
|l771| Number of decryption attributes.
|0 Number of signing and decryption attributes.
S Least interior nodes satisfying the access policy tree.

7.2.1. Asymptotic Complexity

Table 5 details the storage comparison on MACP-ABE schemes. It is clear that the size of the
secret decryption key in our OMDAC-ABSC is larger than that in [24,25] due to the components

(K%} _ . Table 5 also illustrates that the size of ciphertext in our scheme is larger than that in
MIkeEl

[21,22,26], and has the advantage over [25]. Since our scheme supports public verification of

signcryptor’s attributes, the ciphertext contains the signature components {Sl-i}ie[ oy S,, which result

in a reducing (1 + [;)|G| of storage overhead. Although the scheme in [24] can also verify the data
owner’s attributes, it requires 2 + 2l signature group elements and is not publicly verifiable since it
needs the plaintext message in verification algorithm. Additionally, both of our scheme and [25]

requires the data owner to compute the ciphertext components {C;’;, D}’ o] when performing

[Ze
User_Signcryption algorithm. This cost is 219|Zp|.

For attribute revocation, it is apparent that our scheme and [22] incur relatively the same
storage overhead. Compared with [26], our scheme requires the attribute authority supervising the

revoked attribute x to compute the ciphertext update key cUK = {(Di’)"’x'¢5f}p (O=x when x is
e ()=

selected as an encryption attribute, and thus incurs at most [, group elements, whereas the scheme
[26] only sends ¢, — ¢, to the cloud. However, as shown in [22], DAC-MACS [26] cannot guarantee
backward revocation security.

Table 6 shows the computation overhead comparison of Signcryption and Decryption
algorithms on the user side and UpCiphertext algorithm on the cloud. From the table, we can see
that the encryption and decryption cost of our scheme are both irrelevant to the number of
attributes. In data signcryption phase, our scheme asks fog nodes to compute and generate part of
the ciphertext which is associated with the signing and encryption predicates. Thus the signcryption
cost of data owner can be reduced as T¢, + 3T¢ in encryption and (s + 1+ 2)T¢ in signing. In
decryption phase, our scheme only incurs the cost of one exponentiation in Gr. Hence the
performance of ours is better than most schemes except for [25]. To guarantee the CCA security in
the standard model (see Theorem 1), our scheme requires the data owner to compute the components
C; and C3, which results in a slight reducing 37§ of computation efficiency compared with [25].
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However, our scheme performs better than [25] with respect to attribute revocation. Moreover, the
DAC-MACS scheme in [26] only incurs the cost of [, exponentiations in G in ciphertext update phase,
while our scheme incurs twice this cost. The reason is that we re-randomize C,; and D; in
UpCiphertext algorithm to realize the backward revocation security.

Table 5. Storage Comparison of MACP-ABE based Schemes.

. . Update Ke
Schemes Secret Decryption Key Ciphertext Secret Key Up datep Cip he};text Update Key

[21] (6N, + |U4|) |G| |G| + (3N, + 21,)|G| - -

[22] (2 +2|U4))|G| |G|+ (3 + N, +3L,)|G| 2|G| |G|
[24] |U4|IG| (e + DIGr| + 2 + 21, + 2L)|G]| - Le|Grl
[25] |U4]|G| Bl + DIGr| + 4LIG| + 21,|Z,| QIG| + |G, le|Gr|
[26] (2N, + |U4))|G) |G7] + (1 + 31,)|G] |G| |z, |
Ours (N, +|U4))IG| |Gyl + (2 + 2L, + 1)I|G| + 21|, |G| LIG]|

Table 6. Time Comparison of Signcryption, Decryption and UpCiphertext.

Signcryption (User Side)

Schemes . — Decryption (User Side) UpCiphertext
Encryption Signing

[21] N,TE, + (3N, + 3L.)T¢ - (4N, + 2L)TP + (N, + L)TE, -

[22] 2N,TE, + (3 + Ny + 41)TE - TE, 21,TE

[24] (1 + 2L)TE, + 3L, T¢ (2 + 31, + 21,n,)TE 21,TP (1 +21,)T?
[25] Té, - 2T¢, .T?

[26] N,TE, + (1 + 51)TE - TE, 1,TE
Ours T¢, + 3T¢ U+ 1+ 2)TE T¢, 21,T¢

If we set Ny = 1, then the proposed scheme is a traditional CP-ABSC scheme. In Table 7, we
compare the asymptotic complexity of OMDAC-ABSC with CP-ABSC schemes [12-15]. As seen
from Table 7, the size of the secret key is linear to the size of the attribute universe, which is not
different between our scheme and others. Our scheme incurs a slight reducing l.|G| + 2l,|Z,| of

storage overhead than other schemes on the ciphertext. The reason is that we add {C,;, D{, D}’ o]
e

to realize the attribute revocation and outsourced encryption, which are not considered in other
schemes. Meanwhile, the ciphertext in our scheme consists of I + 1 group elements for verification,
while that in [12] is 2[; + 2. Table 7 also indicates that our scheme incurs less computation overhead
of DeSigncryption on the user side than do the other schemes since most costly job of decryption is
outsourced to fog nodes. Compared with [14], our construction requires 3 + [; pairing operations in
total in decryption (user side) and verification, whereas in [14], (5 + ;) pairings are needed.
Moreover, since our scheme supports public verifiability, the verification algorithm can be
performed by a trusted intermediate party. Thus the user can recover the plaintext within one
exponentiation in Gr. In contrast, the schemes in [12,13,15] are not publicly verifiable, and thus
incur large amount of computation overhead in verification and decryption on the user side. In
[12,13], the number of pairings is linear to the number of attributes. In [15], although the size of
ciphertext is only 6|G|, eight pairings are required to recover the plaintext.

Table 8 details the storage and computation overhead comparison of our scheme and some ABE
based data access control schemes for fog computing. Since the schemes in [16,18-20] do not support
multi-authority, we set Ny = 1 in our scheme for comparison. It is illustrated that the size of secret
decryption key in OMDAC-ABSC is less than that in others. Since our scheme enables any trusted
third party to verify the data owner’s attributes, the ciphertext contains the signature components
{Sl’i}ie[{’s]'sz’ which result in a reducing (1 + [)|G| of storage overhead on the cloud side. For

encryption, on the user side, our scheme incurs 37§ to compute C; and C; and thus is less efficient
than [17]. However, our scheme guarantees the CCA security, which is not considered in [17]. For
decryption, on the user side, our scheme and [17] both incurs less computation overhead than other
schemes since the two schemes only require one exponentiation in Gr. Therefore, our scheme is
efficient from a computation point of view.
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Table 7. Asymptotic Complexity Comparison of CP-ABSC based schemes.

. DeSigncryption
Schemes Secret Key Ciphertext Verification Decryption (User Side)
~ 4+1
2] (4+|0))lGl (") 16l (2 + 2L)TP + (2L, + 3)T¢ (2 +2)TP + L,TE,
S
5+1,
[13] (4+10))IG| |Gr| + <+ls +> |G| (6 + Lyng + 2L)TP + [, TE, + 2L;n,T§ 21, TP +1,T¢E,
nS
_ 5+1
[14] (4 +10))IG| ( ++l e)|@| B+I)TP + U, + 1+ DTE 2TP + 31,T¢
S
[15] (6l, + 31,)|G| 6|G| 6T? 2TP + (41, + 4ID)TE
Ours 2+|ODIGI 1G] + (2 + 21, + 1)IG| + 2,|Z,| B+I)TP + (I, + 1+ DTE T¢,

Table 8. Storage and Computation Overhead Comparison of ABE based Schemes for Fog Computing.

Secret . Encryption Decryption
Schemes Decryption Key Ciphertext Fog Node User Fog Node User
— — p 2|Ud| +4)TP
[16] (2 +2|v7))Ia| IGrl + (3+2|U2|)IG| (2 +2|U%|)TE T¢, + 3T¢ +((25|+|2)T5T) T?
4 |Gr| + (1 +2L)|G| (1 +2l,)T?P
[17] +|uiel @+ 20)|z,)| 41,TE + T T¢E, i 715);5 T,
[18] (a+2Ud)iel (2 +|U9)IG| + 21|z, - TE, + (2 + |U4))T¢ (3 + 3|U4|)T? 4ATE,
— P P ud| +2)T?
[19] B+ Uil |G| + (3 +|U4))IG] (2+|uere 2T¢, +4T¢ +(§L+|2)T6)T TP
e
[20] 2+ |U9))lGl| (2 +21)IG| + 1|z, | - TE + (B+3IITE  (1+42)TP +1,T¢, fng
G
— |Gyl + (2 + 2L, + 1)|G] (1 +2L)TP + 1, TE
Ours (1 + |Ud|)|((;,| + Zlelzpl eTls 31,T¢ TE, + 3T¢ N 3127‘5 el Gr TE,

7.2.2. Performance

We implement the whole architectures of MACP-ABE schemes [21,22,24-26], CP-ABSC
schemes [12-15] and our scheme with Pairing-based Cryptography (PBC) library version 0.5.14 on
an Ubuntu system 14.04 with a 2.6 GHz processor and 4G RAM. We employ 160-bit Type A elliptic
curve group constructed on y% = x® + x over a 512-bit finite field. The computation cost for one
pairing operation is 2.9 ms, and that of exponentiation on G and G are 0.7 and 0.2 ms,
respectively. Each value in Figures 3-8 is the mean of 10 simulation trials.

For simplicity, suppose each user holds the same number of attributes Ny, from each authority
and |44,| = |d4, n U4| = Ny, where k € [Ny]. N = Nj = N,. Then, in signcryption we set [, =
[y = N4y X Ny, and thus the comparison of computation overhead of Signcryption (without signing)
and Decryption algorithms on the user side between our scheme and [21,22,24-26] can be
conducted according to parameters Ny and N,,. We also generate the signing and encryption
predicates as AND-gate in the form of (al and a, and ...and als) and (al and a, and ...and ale). In
Figures 3 and 5, we set N, = 10, while in Figures 4 and 6, we assume N, = 10. During the
comparison between our scheme and the ones in [21,22,24-26], we do not take into account the
signing protocol since the schemes in [21,22,25,26] do not support attribute-based signature.

Figures 3 and 4 show that the encryption algorithm in our scheme is more efficient than that in
[21,22,24,26]. The reason is that the most costly job of encryption has been outsourced to the fog
nodes. Although our scheme incurs more computation overhead than the one in [25], we realize
CCA security in the standard model and attribute-level revocation. Figures 5 and 6 give the
comparison of decryption time on the user side. It is illustrated that the performance of our scheme
is relatively the same as that of [22,25,26], and is better than that of [21,24] because our scheme only
incurs one exponentiation and one multiplication in Gr.
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Assume that Ny = 1 and ¢, = £; = Ny,. Figures 7 and 8 describe the comparison of computation
overhead of Signcryption and DeSigncryption algorithms among the schemes [12-15] and ours. It is
clear that our Signcryption algorithm incurs less computation overhead than other schemes because of
the outsourced signcryption. Since our scheme and Y. Sreenivasa’s scheme [14] are publicly verifiable,
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the Verify(PP,CT) algorithm can be outsourced to a trusted party, and then our scheme needs only
one exponentiation and one multiplicationin Gy on the user side to recover the plaintext message.

[
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Figure 7. Signcryption (user side).
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Figure 8. Designcryption (user side).

Moreover, we simulate the schemes in [16-20] and our scheme on an android phone (MEIZU
m1 note platform with an ARM Cortex A53-based processor MT6752@1.7 GHz, Android 5.1, and
2GB RAM) as user’s IoT device and a laptop (2.6 GHz processor, Ubuntu system 14.04, and 4G
RAM) as the fog node. The underlying curve for pairings is also Type A curve in JPBC 2.0.0 [18],
where the running time for pairing is 6 ms in Ubuntu system and 175 ms in Android. For
comparison, we set Ny =1 in our scheme and do not consider the signing protocol since the
schemes in [16,18-20] do not support multi-authority and the schemes in [16-20] do not support
attribute-based signature. Figures 9 and 10 show the comparison of computation overhead of
encryption algorithm and Figures 11 and 12 show the comparison of decryption algorithm. The
results are the average number of 10 runs. In Figure 9 we only compare the cost time of encryption
on fog node between ours and the schemes in [16,17,19] since the schemes in [18,20] do not support
encryption outsourcing.

It is illustrated in Figure 10 that the computation time of encryption algorithm on data owner in
our scheme is basically the same as that in [17], and is smaller than that in [18,20] because of the
encryption outsourcing. Compared with [16,19], the encryption algorithm in our scheme incurs
slightly more computation overhead since our scheme requires the data owner to sample
(c DY i€[ee]
functions H, and H; here since they are involved in signing protocol). However, the encryption

and perform one Hash function m = H;(C;) (we do not take into account the Hash

time is approximately 0.14-0.8 s, which is acceptable to the end users.
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Figure 11 indicates that on the fog node side, the decryption algorithm of our scheme incurs
more computation overhead than the schemes in [16,18-20]. However, Figure 12 shows that our
scheme performs better than other schemes except for [17] in efficiency of decryption time on the
user side. This is because our scheme outsources the most computation-consuming job of
decryption to the fog node and only incurs the cost of one exponentiation and one multiplication in
Gr on the user side. In Figure 11, the decryption time of our scheme one the fog node is

approximately 0.1-1 s, which increases almost linearly with the number of attributes.

N B O

Degryption timg (Fog Node), (s)

o N B O 0

—x<—[16]
4 —+—1[17]
—A—[18]
—e—[19]
1 —8—1[20]

2 4 6 8 10 12 14 16
Number of Attributes

Figure 11. Decryption (fog node side).

However it is shown in Figure 12 that the running time of FullDecryption algorithm is nearly
0.03 s, which is acceptable for the end user. Since our scheme is public verifiable, the verification
can be performed on any trusted third party and does not increase the computation burden of the
user. Additionally, Huang et al. [16] and Zhang et al. [19] only support threshold access policy, while
our scheme supports any monotone Boolean function. Overall, our scheme performs well in
encryption and decryption on the user side and supports additional useful properties such as multi
authorities, anonymous authentication, and public verifiability.
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8. Conclusions

In this paper, we proposed OMDAC-ABSC scheme for data sharing in fog computing system.
The proposed scheme realizes the security in the standard model and supports many practical
properties, such as confidentiality, fine-grained access control, anonymous authentication, attribute
revocation, and public verifiability. The heavy computation operations of the signcryption and
designcryption algorithms are outsourced to the fog nodes making our scheme more efficient and
more suitable for fog computing than the existing ABSC schemes. The security analysis, asymptotic
complexity, and performance comparisons indicate that our construction hits a good balance
between the security and overhead efficiency.

One problem with outsourced decryption is to verify that whether the partial decryption
performed by fog nodes is correct. In ABE scheme, verifiable outsourcing has been adopted to
overcome this problem, as in [17,30-32]. A similar technique can be used in our ABSC construction
to address verifiable outsourcing, which will be our future work. Moreover, realizing a fully secure
MACP-ABSC based access control scheme instead of a selectively secure scheme will be another
challenge.
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Appendix A
Table A1l. Notations used in OMDAC-ABSC scheme.
Notations Meaning
S, Sy Set of attribute authorities and the set of users.
Ny Number of attribute authorities.
uid/aid Identity of user/authority.
do/du Identity of data owner (signcryptor)/data user (designcryptor).
U Attribute set of the user.
AA Attribute set of the attribute authority.
ILYIIE Decryption/Signing attribute set of the user. I = U4 u s
s e Set of the indexes of the authorities involved in signing/encryption. I, = I§ U I{.
/I
Ni =31 Ni = |I].
Hi,Hy, Hy Collision resistant hash functions.
Rs = (Mg, ps) Signing and Encryption Predicat
R, = (M,,p.) gning ryption Predicate
M. /M, ith row of My/M,.
Mgi'k) / Mg'k) (i, k)th element of M./ML.

Ls/te Number of rows of M;/M, of R,/R,.
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CT'

CcT?

CT

Number of columns of My/M, of R;/R..
Maximum value of #;.

Public parameters.

Secret values chosen by CA for each user with identity uid.
Attribute version key for attribute x.
Attribute public key for attribute x.

Partial public key generated by CA for each user U,;,.

Partial public key generated by CA for each attribute authority AA,;4.
Public key of the user U,;4.

Secret key of the user U,;4.
Public key of the authority A4,4.

Secret key of the authority AA,;4.
Public key for each pair of user U,;; and authority AA4,,.
Signing/Decryption attribute key of Uy, for attribute x.

Secret signing key of U,;; generated by AA,;,.

Secret decryption key of U,;; generated by AAy;,.

Proxy secret key for signing.

Proxy secret key for decryption.

Signing and decryption update keys for attribute x.
Ciphertext update keys.

Vectors chosen by fog node for signing protocol.

Secret value randomly chosen by fog node to randomize proxy secret key.
Random values chosen by fog node for signcrypion.
Random values chosen by data owner for signcrypion.
Time threshold.

Random values used for verification.

w; = (1, Ty, T3, ...,T,,S) - ML

Random values chosen by fog node for designcryption.
Partial ciphertext computed by fog node in signcryption.
Partial ciphertext computed by fog node in designcryption.
Ciphertext.
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