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Abstract: In wireless sensor networks (WSNs), communication links are typically error-prone and
unreliable, so providing reliable and timely data routing for loss- and delay-sensitive applications in
WSNs it is a challenge issue. Additionally, with specific thresholds in practical applications, the loss
and delay sensitivity implies requirements for high reliability and low delay. Opportunistic Routing
(OR) has been well studied in WSNs to improve reliability for error-prone and unreliable wireless
communication links where the transmission power is assumed to be identical in the whole network.
In this paper, a Cross-layer Optimized Opportunistic Routing (COOR) scheme is proposed to improve
the communication link reliability and reduce delay for loss-and-delay sensitive WSNs. The main
contribution of the COOR scheme is making full use of the remaining energy in networks to increase
the transmission power of most nodes, which will provide a higher communication reliability or
further transmission distance. Two optimization strategies referred to as COOR(R) and COOR(P)
of the COOR scheme are proposed to improve network performance. In the case of increasing
the transmission power, the COOR(R) strategy chooses a node that has a higher communication
reliability with same distance in comparison to the traditional opportunistic routing when selecting
the next hop candidate node. Since the reliability of data transmission is improved, the delay of
the data reaching the sink is reduced by shortening the time of communication between candidate
nodes. On the other hand, the COOR(P) strategy prefers a node that has the same communication
reliability with longer distance. As a result, network performance can be improved for the following
reasons: (a) the delay is reduced as fewer hops are needed while the packet reaches the sink in longer
transmission distance circumstances; (b) the reliability can be improved since it is the product of the
reliability of every hop of the routing path, and the count is reduced while the reliability of each
hop is the same as the traditional method. After analyzing the energy consumption of the network
in detail, the value of optimized transmission power in different areas is given. On the basis of a
large number of experimental and theoretical analyses, the results show that the COOR scheme will
increase communication reliability by 36.62-87.77%, decrease delay by 21.09-52.48%, and balance the
energy consumption of 86.97% of the nodes in the WSNs.
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1. Introduction

Wireless sensor networks (WSNs) are composed of inexpensive microprocessors with wireless
communication, computing, storage capabilities and the ability to perceive the surroundings [1-4].
They are emerging as promising platforms that enable a wide range of applications in numerous
areas such as smart cities [5,6], traffic monitoring [7], factory automation control [8], public facilities
monitoring [9,10], human health monitoring [11,12], weather monitoring, wildlife protection and
military applications [13-19]. With the development of micro-processing technology, sensor nodes
are not only becoming more and more powerful, but also have a smaller volume and cheaper price.
Consequently, the prospects of sensor nodes are more and more promising [20-22], such as forming a
new type of edge computing and edge network [5,23]. Besides, they become an important part of the
Internet of Things (IoT) [2,12,18,24,25], which enables different Internet-connected objects to exchange
data. Combined with cloud networks [4,15,26], Sensor-Cloud Networks (SCNs) can also be made up
of those sensors. Furthermore, there is a growing interest in forming social networks [24,27,28] with
mobile sensor devices like mobile phones, which can deeply change human life. Additionally, collecting
data from monitored objects [29-31] is one of the important applications of wireless sensors, in which
sensor nodes form a dynamic topological network by self-organization, and transmit sensed data to a
control center (called sink) by multi-hop routing [32-34]. Then the sink performs the corresponding
control action on the monitored or controlled objects so as to achieve some specific functions [35-38].
As well known, there are numerous applications requiring high transmission reliability for data
routing [29,36]. The transmission reliability is particularly important for mission-critical applications
such as remote patient monitoring, battlefield monitoring, monitoring of disaster-struck regions, home
automation, and tracking of chemical and explosive agents. These applications are loss-and-delay
sensitive and therefore reliable and timely delivery of information is critical [39—41]. In addition to
loss-and-delay sensitivity, the energy efficiency is also of concern because wireless sensor nodes have
limited battery capacity [42,43].

However, because of low power radios, noise, multipath interference and external interference [44,45],
wireless communication links in WSNs are typically volatile, unreliable, and error-prone [37].
Unfortunately, bad links in a routing path may lead to unpredictable data packet loss. Even worse,
the sink it is more likely to make wrong decisions without sufficient data. In addition, even if
a retransmission policy is applied, it may cause increased end-to-end delay, which may further
bring about system loss due to unresponsiveness to emergencies in a timely way and more energy
consumption, thus reducing the network lifetime.

There are already a number of reliable, low delay and energy efficient routing strategies for
WSNSs [29,36,46]. The one-hop transmission reliability of data between two sensor nodes mainly refers
to the probability that the receiver node successfully receives data after the sender node sends packets.
Considering that in WSNs, the data generated by the source node is usually routed to the sink by
multiple hops, therefore end-to-end reliability indicates the probability that the sink successfully
receives the data packet after passing through multiple hops, hence end-to-end reliability is the
product of all the one-hop transmission reliabilities on the routing path [47]. Accordingly, if one-hop
transmission reliability is determined, end-to-end reliability will decrease with the growth of the
number of routing hops. As a consequence, in order to maintain high reliability in a long route,
it is necessary to maintain a high one-hop transmission reliability [29,47]. The reliability strategies
that have been proposed are mainly as follows: (1) Data retransmission mechanism. The send-wait
protocol [47] is the most representative method, whose main feature is confirming the transmission
status of the packet by another special message called acknowledgement (ACK). (2) Multipath routing
approach [48]. In this approach, a node transmits multiple copies of data and routes to destinations
along different paths, so data routing fails only if all routes fail. Compared to a data retransmission
mechanism, multipath routing provides an advantage of smaller delays. (3) Data encoding method [46].
The mechanism of this method is that the data is encoded in advance of being routed. With the help
of redundant code, the receiver can deduce the missing data in incomplete received information,
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thus maintaining a certain reliability in the volatile WSNs communication links. However the main
drawback is that encoding increases the amount of data, which means more energy consumption
and reduced network life. (4) Opportunistic routing scheme [49]. In this way, instead of directly
determining the next hop node, sender nodes determine a set of candidate nodes with higher-priority
selected from the neighbor nodes, and then broadcast packets to these candidate nodes. This kind
of routing method avoids the missing data caused by unexpected anomaly of nodes in the path,
and improves the transmission reliability.

Similarly, delays can also be divided into one-hop delays and end-to-end delays [47]. The former
indicates the period of time during the sender node begins sending data to the receiver until the
receiver node receives that data. The latter is the time interval of transmission from source node
to sink through multi-hop routing. Generally speaking, there are plenty of factors affecting delay;,
but the reliability of communication links plays a decisive role. The strategies adopted in reliability
assurance often determine the delay. Thus, in many studies, delays are often studied in conjunction
with reliability, but rarely studied separately.

The reliable and low delay guarantee methods mentioned above mainly improve the communication
reliability from the perspective of the network layer. Making full use of the characteristics of wireless
broadcast transmission, the sender only needs to send data once and high reliability is ensured through
an opportunistic routing scheme. However, optimizing only the network layer will provide a very
limited performance improvement. Actually, the network reliability and delay can be optimized not
only from the network layer, but also from many other aspects. Moreover, comprehensive optimization
of multiple layers can always get better results. Based on the above analysis, a Cross-layer optimized
Opportunistic Routing (COOR) scheme is proposed in this paper. Different from previous research,
the main innovations of our work are as follows:

(1) A Cross-layer optimized Opportunistic Routing (COOR) scheme is proposed to improve
reliability of communication links and reduce delays for loss-and-delay sensitive WSNs. The main
innovation of the COOR scheme is that rather than optimizing only the network layer, the performance
of the network is improved by increasing the transmission power of the nodes with remaining energy
and combining the routing method, so as to improve the performance of the network more effectively.

(2) Two kinds of cross layer optimization methods are given to improve network performance
effectively in this paper. The first one selects the same candidate node set as the previous strategy
for routing after increasing the transmission power of the nodes with remaining energy. With the
improvement of transmission power, the reliability of the links is promoted. As a result, even if the
routing scheme is the same as the previous one, the routing is still more stable. Moreover, the increase
in reliability reduces the chance of queuing and validating between candidate nodes, thus reducing
latency. Another approach is to select a new candidate nodes set with the same reliability as the
previous strategy. In this way, the improvement of transmission power results in farther transmission
distance, which means fewer hops are needed to reach the sink. Consequently, it satisfies the need of
reducing delay and improving reliability.

(3) We provide an extensive theoretical analysis to confirm the strong effectiveness of our scheme.
In our experimental comparison, for medium scale sensor networks, our scheme can improve the
reliability by 36.62% and reduce delay by about 21.09%.

The rest of the paper is organized as follows: Section 2 reviews related works compared with our
scheme. Preliminary knowledge and research motivation are given in Section 3. Section 4 describes
the network model and defines problem statements of this paper. In Section 5, we give the design
of Cross-layer Optimized Opportunistic Routing (COOR) scheme for loss-and-delay sensitive WSNs.
Section 6 proposes experimental results and comparison of COOR scheme. We conclude this paper in
Section 7.
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2. Related Work

2.1. Loss Sensitive Works in WSN

This section focuses on the reliability and delay of data transmission in wireless sensor
networks [11,29,35,37,47]. Due to interference, low power transmission, conflicts and other factors,
wireless communication is error-prone and unreliable [50,51]. Aiming at maintaining the reliability
of communication, there are many studies on this topic, which mainly concentrate on the network
routing layer, so we first introduce the transmission reliability guarantee mechanism of the wireless
sensor network routing layer:

(1) An opportunistic routing scheme [49] serves as a basis for this paper. According to previous
research [47], one-hop transmission reliability cannot be expected in wireless sensor networks.
Sometimes the packet error rates (PER) of the communication links between two sensor nodes are
more than 10% [47]. In this case, without adopted of a PER 10% (i.e., reliability = 90%) reliability
transmission mechanism in the network, the probability of successfully reaching a sink at 10 hops is
only 34.86%. Worse still, if the route hops are greater, the receiving success rate will be too low to meet
the requirements of the application. Therefore, a reliable one-hop transmission is indispensable in the
improvement of the end-to-end reliability.

As for opportunistic routing, it improves the reliability of data transmission by the following
methods [49]: first, the sender determines a candidate set which comes from the Forwarding Nodes
Set (FNS). The forwarding node set is a collection of nodes that are within the sender’s transmission
distance, but closer to the sink than the sender. The candidate set consists of those nodes in the
FNS that are close to the sink and have high reliability. The sender transmits information forward
by broadcasting to all nodes in its candidate set. The transmission succeeds as long as any node in
the candidate set receives the message correctly. If there is more than one node accomplishing this,
the most favorable node to transmit to the sink will continue routing, while the others will simply drop
their received messages. At the same time, in the transmission process, the data only needs to be sent
once, and received by multiple nodes. Compared with unicast transmission methods, in which many
receiving nodes imply multiple sending times, the energy consumption of opportunistic routing is
rather economical. In addition, its delay is relatively small, mainly because it takes less time to transfer
data, though, determining which is the most favorable node to continue forward routing is requires
communication between candidate nodes, and this will increase the delay slightly.

(2) Retransmission mechanism, one of the most widely used reliability assurance mechanisms [47],
is characterized by simple requirements and wide application. Automatic Repeat-reQuest (ARQ) is the
most basic protocol of this mechanism, and its principle is as follows: when a sender node finishes
sending a packet, it starts a timer and waits for the receiver to confirm the information. Once the
packet is received correctly, the receiver returns an ACK message. Then, if the sender node receives
the ACK message in time, it will consider that the previous data packet has been received successfully,
so the next packet can be sent, but if the sender has still not received the ACK message after waiting
beyond the scheduled time, the packet is considered to have been lost and needs to be sent again.
The retransmission will be repeated until the sender receives the ACK message or reaches a threshold
time. At that point, the transmission of the current packet is considered to be aborted, and the next
packet is sent instead.

Thus, the ARQ protocol can effectively maintain reliable data transmissions without high energy
consumption. In detail, the additional energy consumption only comes from ACK messages, which
cost is rather limited due to its small length. However, there is a drawback of high delay. Especially
when the data packets is lost during delivery, the sender needs to wait for a relatively long round trip
time (RTT) before each retransmission. Furthermore, a send-and-wait (SW) protocol is an important
mechanism to protect the reliability of data transmission [47]. In subsequent studies a variety of
improved methods are proposed, such as the Goback-N (GBN) protocol, or the selective repeat
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(SR) [47] algorithm. Specifically, a strategy for high energy efficiency of wireless sensor networks to
ensure data transmission reliability can be seen in [47].

(3) Data collection by broadcasting is an effective way to improve data transmission reliability.
Joo and Shroff [52] proposed a method of broadcast data transmission in a fusion network. In the
network of [52], the data of an infinite number of nodes can be merged into one data packet when
they meet, so the amount of data that the network needs to transmit is hardly increased. Thus, in the
method of [52], each node routes during broadcast, and the receiver node collects data packets from all
child nodes and merges them into one packet to continue broadcasting to the sink. Since the fused
data packet contains all the information of the received data packets, it is equivalent to broadcasting
each data packet and routing multiple copies to the sink along different paths. However, the biggest
limitation of this method is that it requires multiple data packets be fused into one packet. Otherwise,
a broadcast storm will be formed and the network energy will be quickly consumed. On this basis,
for a more general data fusion network readers can refer to [29].

(4) Improve the reliability of data transmission by multi-layer optimization in [29]. The reliability
of data transmission is directly determined by the signal-to-noise ratio (SNR). With the increase of
the signal-to-noise ratio of the receiver, the probability of correctly receiving data increases and the
bit error rate (BER) decreases. Although there are many factors that influence signal-to-noise ratio,
the external environment of sensor nodes is not selectable after deployment, so the most effective way
to improve SNR is to increase the transmission power of the sender. Unfortunately, with very limited
energy of the wireless sensor node, increasing the transmission power will seriously affect the network
lifetime. In wireless communication, a relatively low SNR means a quite unreliable communication
link, but as long as the transmission power is slightly increased, the SNR will be promoted distinctly,
and the success rate of data transmission will rise significantly. However, when the data transmission
success rate reaches a certain value, even if the transmission power increases multiply (the lifetime
reduces multiply), the improvement of the data transmission success rate is still rather small. It can be
seen that instead of improving the transmission power of node alone, adopting multiple methods is
more likely to achieve good performance, such as cross-layer optimization combined with the network
layer [35]. This is also the starting point of this paper.

Considering the nonlinear relationship between SNR and data receiving rate, another way to
improve the reliability of data transmission in low power condition is by reducing the distance between
sender and receiver. In wireless communication, the speed of signal fading is proportional to 2 or even
4 times the distance. Therefore, short-distance multi-hop transmission is more appropriate for wireless
sensor networks. According to this principle, the optimization of data transmission can be achieved by
controlling the distance between nodes during network deployment. Meanwhile it is easier to balance
the energy consumption and reliability of data transmission by this method.

2.2. Delay Sensitive Works in WSN

In contrast, ensuring reliable data transmission is the main research content, and delay mainly
depends on the reliability guarantee mechanism. Some delay-sensitive works of wireless sensor
network routing layer are expressed as follows:

(1) Coding-based reliability guarantee mechanism [53,54]. According to the mechanism of
redundancy encoding, the data packet is encoded before being sent. With the help of redundant
code, a receiver can still decode the received data packet to get the correct information, even if there
losses in wireless communication due to some errors.

Reed-Solomon coding is an effective redundancy method [53,54]. There have been some studies
on the application of Reed-Solomon coding to reliable data transmission in wireless sensor networks.
In [53], a Reed-Solomon codec algorithm for WSNSs is proposed to reduce energy consumption. In [54]
packets are encoded the by Reed-Solomon code and routed to the sink node along multiple paths.
Network coding is regard as an effective data transmission scheme. Ahlswede and others [55] first
proposed the concept of network coding in 2000. The basic idea is that the network nodes can encode
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multiple packets from different links (for example, through XOR or linear coding, etc.) into one
packet, and then send it out. As a result, the amount of information in a single transmission is
increased exponentially.

The advantage of reliable data transmission based on coding techniques is that sender can transmit
data to receiver at a high probability of success with only one attempt. Therefore, it has a small delay
for saving the cost caused by multiple retransmission. The disadvantage, however, is that the coding
scheme requires the data packets append extra information for correction, but the length of the
additional encoded data is not negligible. As a consequence, the amount of data is increased, and the
nodes need to encode and decode, both of which require a certain processing time and will increase the
load of the nodes. Simultaneously, the communication capability of the network is actually reduced as
the probability of data transmission conflict is increased, and the network lifetime is reduced.

(2) Data fusion can also be considered as a coding mechanism. For example, in the application of
querying the average value, the maximum value, and the minimum value in the network, multiple data
packets pass through one node. After the calculation (equivalent to encoding) of all received packets,
a node will fuse this information into one data packet and continue routing. Hence, this method can
effectively reduce the amount of data and the transmission conflicts, and prolong the network life, so it
is widely used in all kinds of applications [56]. Certainly, in wireless sensor networks data fusion is
most often used when multiple data packets can be gathered and generalized to be smaller. Related
studies can be found in [56].

Therefore, the general research on reliable data transmission will also analyze the delay of the
method adopted. In the same way as previous researches, this paper first proposes a data reliability
transmission scheme, and then analyzes the delay performance. Similarly, this paper only considers the
transmission reliability and delay [57] caused by the quality of the communication link, but irrespective
of the impact of network security problems [58-60].

3. Preliminary Knowledge and Research Motivation

3.1. Details of Opportunistic Routing

As a basis for this paper, more detailed features of opportunistic routing are explained in this
section. The progress of opportunistic routing are as follows: before sending a packet, a node first
selects a candidate set G based on local information, and then broadcasts the packet to all candidate
nodes. When the transmission is accomplished, the candidate set G determines an optimal node i
to be the current forwarding node according to some specific metrics. After reaching an agreement,
the optimal node 7 continues routing, while the other nodes in the collection G delete their local packets.
The above steps are repeat until the destination node receives the packet.

As shown in the Figure 1, the node S is the source node that need to route packets to the sink.
According to the reliability model, the transmission range of node S is divided into three areas [56]:
(1) Connected region. Nodes in this area are close to the node S, so the reliability of transmission
between them is high. (2) Disconnected region. Far from the node S, nodes in this domain have a
rather low success rate of receiving packets from the node. (3) Transition area, where nodes have
a specific range of success rates. If the node in the connected region is selected as the receiving
node, the communication link is reliable, but the forward distance per hop is small. If we turn to the
disconnected area, the reception rate is rather low. Therefore, the opportunistic routing selects multiple
nodes in the transition region and broadcasts. In this way, unless all chosen nodes fail to receive data,
the current transmission is successful. Obviously, it is an efficient routing method with high reliability,
and maintains a certain distance per hop.

Most research [29] results show that the appropriate regional division is based on the quality
of communication link between nodes. If the Packet Reception Rate (PRR) is less than 0.1, the node
belongs to a disconnected area. Otherwise, if the PRR of the transition area is between 0.1 and 0.9,
and the PRR of the connected area is greater than 0.9.
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Figure 1. Illustration of opportunistic routing scheme.

For instance, node A, B and C are the three candidate nodes selected by node S in its transition
region. As can be seen in Figure 1, node A fails to receive data, while node B and node C succeed.
Then, the candidate nodes sequentially confirm the reception status according to the priority order.
First, Node A sends a Not Acknowledge (NAK) packet to node B and node C, informing them that it
has failed to receive the current data packet. Then, the next priority node B checks and sends an ACK
packet to inform node C and the sending node S that its reception is successful. Finally, node C deletes
the current local packet and one-hop transmission is successfully finished. This process is repeated
until the packet reaching the sink.

Assuming the number of candidate nodes is N and the transmission success rate between the
send node and the receive node is p, the one-hop reliability can be computed as:

{=1-(1-p" 1)

Furthermore, if the probability that any node in the A, B and C successfully receives a packet
from node S is equal to 0.7, the traditional routing method chooses one of them as the forwarding node
directly, which renders that the one-hop reliability  is equal to 0.7. In the same situation, however,
the one-hop reliability of the opportunistic routing is { =1 — (1 — 0.7)> = 0.973. From this, it can
be seen that the opportunistic routing can improve the transmission reliability to a certain extent.
The more the candidate nodes selected, the more obvious the improvement of the reliability.

3.2. Research Motivation

Maintaining a reliable and low delay data transmission in wireless sensor networks is achieved
by multiple factors. It is not only affected by the network routing layer, but also related to the
sending power. Therefore, in order to effectively improve the network performance, a cross-layer
optimization method is proposed in this paper. The research motivation is illustrated through the
following experiments. The values of wireless sensor network parameters are given collectively in
Table 1.

The Packet Acceptance Rate (PAR) and SNR have a progressive correlation (which can be seen
from Figure 2) and the greater signal-to-noise ratio, the higher data packet acceptance rate.
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Table 1. Network parameters.
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Symbol

Description

Value

LACK
LCTS

Sending rate/Receiving rate
Noise bandwidth
Background noise
Reference distance
path loss exponent

Length of data packet
Length of ACK packet
Length of CTS packet
Size of candidate set
Network radius
Transmission radius

19.2 kbps
30 kHz
—115 dBm
Im
2
128 Byte
8 Byte
8 Byte
2
1200 m
60 m

0.9—.
0.8—.
0.7—-
0.6—-
0.5—-
04
0.3—-

0.2+

PAR(Packet Accept Rate)

0.14

0.0

-
/
/
/
[}
Connected
Region

TraAsition
Region

Disconnected
Region

P e B R
o J

Figure 2. Packet acceptance rate and signal-to-noise ratio.

Figure 3 further shows the relationship between SNR and transmit power Pt with different
distance d. Obviously improving the SNR requires increasing the transmission power or reducing the

transmission distance.

SNR (db)

Transmit Power (dbm)

Figure 3. Signal-to-noise ratio in different transmit power with different distance.

Figures 4 and 5 respectively show the relationship between PAR and transmission power Pt as
well as distance d. The PAR will improve with the increase of the transmission power Pt. Its growth
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relationship can be divided into three segments. It can be seen that the value of PAR is kept at 0 until it
reaches a certain value and starts to grow rapidly, and finally it stays almost constant after reaching 1.
In contrast, the PAR decreases with the longer transmission distance d. The descent relationship can

also be divided into three similar segments (which can be seen in Figure 5).
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Figure 4. Packet acceptance rate and transmit power.
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Figure 5. Packet acceptance rate and transmission distance.

From the information in Figure 5, the impact of increasing the transmission power on the transition
region can be generated as a farther and larger transition area with same one-hop reliability. If the
transition region is fixed, the same communication link will become more reliable. However, increasing
the transmission power requires more energy consumption. Unfortunately, the energy of a node in
wireless sensor network is limited, so the improvement of transmission power is limited. After many
experiments, we find that although the energy of wireless sensor networks is limited, the energy

consumption of each node is very uneven.
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As shown in Figure 6, since the nodes in the near-sink area need to relay the data packets from
the nodes in far-sink area, the data volume of near-sink nodes is larger. This results in a very high
energy consumption of the nodes near the sink, and a large amount of energy remaining in the nodes
far away from the sink (which can be seen in Figure 7). Network performance can be improved by
taking full advantage of the remaining energy. Based on these circumstances, two different methods to
improve WSNS performance in COOR strategy are proposed in this paper.

600 T T T T T T T T T T T
1 Y —=— Send
500 —e— Receive|
\ —a— ACK
\ ~—v CTS
400 | -
o ’.
£ ‘o
= 300 v -
8 {7 _
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Figure 6. Packet load in different areas.
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L
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Figure 7. Energy consumption in different areas.

COOR(R) method: This keeps the transmission radius of each hop constant but improves the
transmission power of each node in the far-sink region to a certain extent according to its energy
surplus, which is related to the distance to the sink. Directly, the transmission reliability is improved
greatly. As a consequence, the time for communication and confirmation between candidate nodes can
be reduced, which can slightly reduce the delay of the whole system.
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COOR(P) method: This increases both the transmission radius and the transmission power of
each node in the far-sink region to a certain extent, but maintains the PAR of each hop unchanged.
As the transmission radius of each node increases, the number of hops to the sink decreases but the
distance to the sink remains same. Therefore, the goal of reducing delay and improving network
reliability is achieved.

Examples to illustrate how the COOR method can improve network reliability follow. Consider
the same reliability of one-hop transmission, the relation between the end-to-end reliability and the
number of routing hops are shown in Figure 8. Furthermore, the influence of single transmission
success rate p with different size N of candidate nodes set can also be obtained. End-to-end reliability
will gradually decrease as the number of hops increases. Simultaneously, both the reliability of single
transmission and the size of candidate set have a positive promotion on end-to-end reliability.

1.0 4 T T T T T T T T T T T T T T T T T T T T T T T T h—

1 7w ~m p=0.5,N=2] T
W y

Ple, T —e p=0.5,N=3 ]

084 \ Vv —a—p=0.7,N=2

07 -
06
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0.4 4

0.3 4

PAR(Packet accept rate)

0.2 4

0.1+

0.0 1
—T T T T T T T T T T T T
0 2 4 6 8 10 12 14 16 18 20 22 24 26

Figure 8. End-to-end reliability in opportunistic routing.

Accordingly, the COOR(R) method keeps hops invariant and improves p, while the COOR(P)
method maintains the p unchanged and reduces hops. Therefore, the two methods increase the
reliability of the WSNs from different perspectives. At the same time, it is obvious that if the
transmission power of the node is increased too much, the energy consumption of node increases
significantly, which will seriously shrink the network life, so how to calculate the optimal transmission
power to fully utilize the remaining energy to enhance network performance, the core problem of the
COOR scheme, will be explained in the next section.

4. System Model

4.1. Network Model

We consider a periodic data collection wireless sensor network [29]. In this network, a large
number of sensor nodes are deployed randomly with density p in a circular area with a radius R to
monitor continuously some preset activities. All the sensor nodes are same in the aspect of initial
energy, and sending rate. Like in [61,62], an opportunistic multi-hops routing protocol is used.

A special node called sink locates at the center of the network, which is set for collecting the data
generated by the entire network to achieve some specified function. Each sensor node monitors a
nearby environment and generates a data packet in a sensing period. All the data packets will be sent
directly or transmit by relay nodes in a multi-hop style to the sink unless losses or errors happen.

In addition, we assume the MACA protocol being included in MAC layer to mitigate the hidden
station problem and exposed station problem [62].
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A successful transmit is performed if both data and ACK packets are received without errors by
the intended recipients [62]. If either of them has an exception, the transmission is regarded as failed.
When a failure appears, retransmission will not be performed. The sender node will reorganize the
data packet and transmit it in the next round.

4.2. Reliability Model

Same as the reliability model proposed by Joo [56], communication between nodes can cause
errors. Consider the communication link between two nodes having a distance separation of d.
The propagation path loss can be expressed as [56]:

PL(d) = PL(dp) + 10n-log;, (;}) + Xo 2)

Here, dj is a reference distance and PL(dy) represents the path loss at that distance. n is the
path-loss exponent; X, is the shadowing component Obeying the Gauss distribution with zero mean
and standard deviation. In most situations, X,; is a random process, which means a function of time.
Since not assuming the dynamic environment, we use it as a constant random variable to model a
specific link with time.

Considering a transmit power of P; and an additive white Gaussian noise (AWGN) power of Py,
the SNR at the receiver is obtained as [56]:

v(d)ap = Prap — PL(d)4p — Puap ®)
According to [29], P, depends on wireless signal and environment, and its value is given [56]:
P, = (F+1)kToB 4)

Here, F is the noise factor, k is the Boltzmann constant, Tj is the environment temperature, and B
is the equivalent bandwidth. According to [61], the common network environment have a background
noise values —115 dBm.

For the reliability performance evaluation, we adopt the communication link model reported
in [29]. In this paper, the Packet Acceptance Rate (PAR) is used to measure the quality of the
communication link, and it can be calculated by the following equation [29]:

SNR(d) By

8
1 -T2 XR !
parg = [1- Sexp D ©)

Here, d is the node spacing, Rp is the data rate, f is the size of a data packet (in bytes), and By is
noise bandwidth.

According to [47], the end-to-end reliability 1 is the product of all the one-hop transmission
reliability on the routing path, which can specifically be expressed as:

P =1010003 Gk (6)
where ; is the reliability of the i*" hop.

4.3. Energy Consumption Model

Similar to the most energy consumption models for WSNs [56], the energy consumption depends
on the transmission power and the time duration of frame transmission and reception. At the same
time, the energy consumption of the nodes mainly comes from sending and receiving packets [29],
sending ACK packets, and sending Clear-To-Send (CTS) communication control packets. Other energy
consumption is negligible compared to these. In general, the energy consumption of a node to transmit
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a packet can be obtained by multiplying the transmission power of the current node by the transmission
time. Meanwhile, the transmission time can be calculated by dividing the data volume by the data rate.
The energy consumption of sending data packets is:

Ef = PL-Q°/Rp )
The energy consumption of receiving data packets is:
E" = P-L*-QR/Rp ®)
The energy consumption of sending CTS packets is:
ECTS — Pt~LCTS~QC/RD 9)
The energy consumption of sending ACK packets is:
EACK P LACK QA /Rp (10)
The total energy consumption of the current node is:
ETOT _ ps 4 pr 4 gCTS 4 pACK 11)
According to [59], the receiving power of the current node is given as:
P, =P, — PL(d) (12)

Here, Rp is the data rate (in bits/s). QS is the data volume of the current node to send and QR is
the data volume of the current node to receive. Q€7* is the total number of the CTS packets sent by
the current node and Q%K is the total number of the ACK packets sent by the current node.

L® is the length of a data packet (in bits). L°T> and LACK respectively represents the length of a
CTS packet and an ACK packet (in bits).

4.4. Problem Statement

The study of Cross-layer optimized Opportunistic Routing (COOR) is a multiple target
optimization problem. The goal in this paper is to maximize the network lifetime to minimize
the probability of packet loss and delay. Just like in [29], the Cross-layer optimization of a WSN can be
characterized by several performance indicators as explained below:

(1) End-to-sink delay (77 ,). End-to-sink delay refers to the period from the moment a node
with distance x m to sink starts sending a packet until the sink finally receives it successfully.

ke = =yk o 7%, where k indicates the hops during the entire transmission and 7;* refers to the
time of the zth hop. Obviously, the lower the end-to-sink delay the better, which can be expressed as:

k

min(TSy) = min(} | T) (13)
i=1

(2) Packet transmission reliability (P ;). Packet transmission reliability refers to the probability
that the packet send by a node with distance x m can be received by the sink. Clearly, the higher the

Pz the more reliable of the network:

max(Psznk) I1 par a;)
i=1 (14)

s.t.x < Z d;
i=1
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Here, k has the same meaning as mentioned above. Meanwhile d; and par 4, indicate the distance
and the success rate of the ith transmission.

(3) Network lifetime (£). Like Reference [29], lifetime is defined as the death time of the first node
in the network. Here, we assume the initial energy of node with distance x being E7,;; and the energy
consumption being &, per unit time. In conclusion, the lifetime is then given by the following equation:

max(L) = max(min (E?NT)) (15)

Ex

Because of the death time of the first node is defined as network lifetime, minimizing the
energy consumption of the node spends the most is equivalent to maximize the lifetime. Therefore
Equation (15) can also be expressed as:

max(L) = min(max(EI°T)) (16)

Obviously, the goal of Cross-layer optimization can be stated as follow Equation (17):

M=

min(T ) = min(
1

)

1

k
max(Pg,) = I1 par(g, (17)

max(L) = min(m_ax(EiTOT))

k
st TX <7 P >PL>L0 x< Y d;
i=1

sink sink

Here, 79, P, £° represent the minimum requirements of the transmission performance thresholds
in applications. The goal of Equation (16) is to minimize the transmit performance 7, and keep
it not less than the minimum requirements of the application performance. Meanwhile, make the

network lifetime and reliability maximized.
5. The Design of the COOR Scheme

5.1. Transmission Power Optimization

The COOR scheme is the improvement of the basic network model. Thus, it is necessary to
calculate the data volume and the energy consumption of each tier in the wireless sensor network
under constant power. Then, according to this information, the node transmission power of different
areas is adjusted to achieve the purpose of optimization.

The calculation of data volume is to count the number of data packets that each node should bear.
The exact number of packets is critical in computing the energy consumption. Therefore, the following
describes how to calculate the number of packets that each node bears.

The basic network transmission structure is given in Figure 9. The radius of the circular network
is R, and the node transmission radius is . The nodes in the network are evenly distributed and the
density is p. The area A is a fan-shaped ring area with a distance [ to the sink, a width dy, and a
radians value dg. The area A; , k1 is x far from A, ; with the difference in the clockwise radians j-dy.

Theorem 1. Consider a small fan-shaped ring region Ay, the total number of nodes contained in this area is as:

Sl,k = pldgdx (18)
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Proof. As shown in Figure 9, the area of region Ay can be calculated by the following formula:
1 1
The number of nodes is equal to the distribution density multiplied by the area:

S = ps = pldgd;

Further analysis of the data volume of a specific node in different regions is as follows: consider
the edge area of the network (R —r < I < R), the nodes in this part of the network do not undertake
the forwarding of packets from any other node, so the number of packets sent is 1, the number of
packets received and the number of ACK packets sent are 0. At the same time, the number of CTS
packets it sends is 1, which is used to confirm the communication clear before the next hop node replies
ACK packet.

For non-edge areas in the network, as shown in Figure 10, region A;; will rely all packets sent
from A, k. If the partition is small enough, then for any node #;, in the region A}, , it is the same
to choose any node 1; in A i in the aspect of transmission reliability.

A/+2r,k

Alfdr+2r,k+ j

A1+r,k

A I=dx+r k+j
A 1k

A I=dx k+)

Figure 10. Calculation diagram of data volume.
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Theorem 2. When the success rate of a single transmission between node n;, . and node n; is p;,, in a round of
sending each node sends a packet to the sink. Then, respectively, the number of sending packets Q° (1), received
packets QR (1), ACK packets Q4 (1) and CTS packets Q° (1) of node n; can be calculated as:

O*() = (- (1= pr)™) Q51 ) 41 (19)
of() = N0+ ) (20)
N
Cl: SZ Rl 1 1 _1_(1_Pl+r) 71
0% () = (1) + Q)1+ 5~ L= (el @
N
QA(l) = QR(Z).M 22)

Nlerr

Proof. All the nodes under the traditional routing method have the same transmission radius, so the
transmission between the areas is periodic. As shown in Figure 9, region A; ; assumes the forwarding
of the data generated by the nodes in region A;_, x, Aj12 ks * - * Al4mrk, Where m = {RT_ZJ .

For the area A, all the nodes in this area directly and uniformly assume the forwarding of
data packets sent by the nodes in the outer area A;,,; with distance r. According to Equation (18),
there are a total of p(I + r)dgd nodes in the region A;,, , and each node will send packets Q°(I +r).
At the same time, each data packet is received N times and each time it is successfully received with
probability p;,.

Therefore, the total number of packets received by the region A,y is p(I + r)dgdy- Q5(I +7) N,

averaging to pldpdy, nodes, and the number of received packets of node 7; can be obtained by:

I+

7 N-Q%( +7)

k(1)
The data packets sent by node #; are divided into two parts: (1) Self-generated (2) Assist the outer
node to forward. Because it is a round of sending time, the number of data packets generated
by each node is always 1. In the second case, the total number of packets to be forwarded is
p(l+ r)dedy- Q% (I + 1), and each packet is successfully received by the region Ay at the probability
of (1— pl+r)N. Consequently, the average number of data packets sent by node #; in a round of
sending is:
I+7

0= - (1 prn)V) Q40 41

The node 1; sends CTS messages mainly considering three kinds of situations: (1) Replying to the
last hop node to receive data. (2) Preparing to receive communication information of the node in the
same area A . (3) Preparing to receive the ACK messages sent by the next hop node.

In the first circumstance, the number of CTS packets to be sent is equal to the number of packets
it receives. As for the third circumstance, the number of CTS packets in this part is the same as the
data volume of the current node to send.

The second circumstance is a little more complicated for it is related to the priority of current node
n; in the candidate set. In the basic network, since the performance and status of each node in the region
A i are regarded as same, it can be considered that the probability at each priority in each transmission
is the same (1/N). When the node is at the ith priority in current transmission, it needs to consider
the reception condition of the first (i — 1)th priority nodes in turn. Specifically, the communication
between candidate nodes won't stop until one of them claim its successful reception. In this condition
(the ith priority), the CTS packets node n; sends is expressed as:
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.-l ) .
Q; = Zj'pl+r(1 - lerr)]_l + (i - 1)(1 - pl+r)l_1 (23)
j=1

The jth term here indicates that the nodes of the previous (j — 1)th priority all failed to receive,
and the jth priority node succeeded. Generally, the probability of its occurrence is p; (1 — pH_,)j -1
and there are j CTS packets that the node needs to send (response j times). While if the first i — 1
priority nodes all fail to receive, then the node n; will send a total of i — 1 CTS packets (in response to
the previous i — 1 nodes).

The following is a simplification of the expression (23):

i—1

Q; =({-1)(1- pl+r)i_l + Plr Z](l - pl-l—r)j_]
=1

Assume that: .
. i—1
| = 2]'(1 —pir)
j=1

Obviously, it can be obtained:

n .
(1=piyr) SI' = Z]"(l - Pl+r)]
j=1

The subtraction of two equations above:

n

pl-&-rsr = _n(l - pl+r)n + Z (1 - pl-i—r)j
j=1

Plugging n = i — 1 into the Equation (23):

Q=(3{-1)(1- prer) "+ preeSica

i—1

Q% = Z (1 - pl+r)j

j=1
The result can be given by using the sum formula of the geometric progression:

1- (1 — pl+r)i_1

Piyr

Q=

In summary, the total number of CTS packets sent by a node can be obtained:

Q1) = @°() + Q" (D-(1+

z| =
]
Q2

c s R 1 1-0-py)"
e =0+t Piir Npi4,?

The ACK messages sent by node n; are mainly used to confirm whether it has successfully
received the data packets sent by the last hop to the other candidate nodes with lower priority in a
single transmission. Meanwhile, it is also used to inform the sending node of the final receiving result
of the current packet in this hop transmission.

In a single transmission, each candidate node sends an ACK message in order of priority, and if
a candidate node with a priority greater than the current node confirms that its recipient succeeds,
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the current node deletes the same packet immediately. This means that a single-hop transmission is
finished, and the current node does not need to send an ACK message. Therefore the total number of

ACK messages sent by the node #; in a round is given as:

QA( ) Z Pl+7

1_(1_Pl+r)N
Al — OR AR
CO=2 0N

For traditional routing methods, typically, all nodes not only have the same emission distance
but also have the same transmit power. According to Equations (2) and (4), the success rate of single

transmission p; is equal everywhere in the network. Given these circumstances, a special case of

Theorem 3 can be deduced:

Theorem 3. Considering that the success rate of a single transmission in the traditional routing method is p.
The numbers of all kinds of packets sent or received by the node n; in a round of transmission are as follows:

() =y ()

i=0

N "4
Riy=—. i
() = S5 X = ()

where py =1 — (1 — p)N indicates the reliability of one-hop transmission.

Proof. Recursively expand the Equation (19):

To be brought in and removed in turn, the expression can be simplified as:

i

R

|
™=

L 0%(1)

i=0

Plugging Q°(1) into the Equation (20):

i

+ (i+1)r
l+r

RABY (1-(1-p")

M§

QR< —

=0

(24)

(25)

(26)

(27)
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Putting tighter with Equation (21):

A _1—(1—P)N N L 1N
= e L)

Therefore, the data volume of the nodes using traditional routing method at different distances
from the sink in a round of sending can be calculated. From Figures 6 and 11, the influence
of transmission distance and size of candidate set on packet load is generated. The shorter the
transmission distance and the more candidate nodes make the wireless network transmission more
reliable. As the data loss rate becomes smaller, the amount of data on the network also becomes larger.
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Figure 11. (a) Data volume of node under N = 3, r = 60; (b) Data volume of node under N =3, r = 70.
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Combined with Equations (6)-(10), the energy consumption of nodes at different distances from
sink can be calculated. The results are shown in Figures 7 and 12. Due to different network parameters,
the level of energy consumption of single round may be different, so it is not intuitive enough to use
the subtraction value to measure the residual energy. In this paper, the energy residual degree A, is
adopted to measure the residual energy of the node n;.

T T T T T T T T T T T T
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Figure 12. (a) Energy consumption of node under N = 3, r = 60; (b) Energy consumption of node under
N=3,r=70.

Definition 1. The energy residual degree A; of the node ny is defined as the ratio of the energy saved by the node
n; compared to the maximum energy consumption to the energy consumed by the node itself in single sending
round. Generally, the value of A; is computed as:

TOT TOT
(E/~7) —E

max
M= ETOT (28)
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It can be seen from the Figure 13 that the residual energy of the network edge nodes will increase
dramatically, but the energy consumption of the nodes in the near sink region is relatively small.
Therefore, the reliability of the transmission can be improved by increasing the transmission power of
the node to different degrees, and the farther the node is from the sink, the higher the transmission
power is.

360 J T T T T T T T T T T T ]
340 4 —=—r=60m,N=2| oo T
320 —e—r=60m,N=3| | 7]
300 —A—r=70m,N=3| | 1

Energy residual degree
@
o
1
|

T T T
0 200 400 600 800 1000

Distance to Sink (m)

Figure 13. Energy residual degree of node at different distance.

The core part of the COOR scheme is to calculate the transmission power of nodes at different
distances. Considering the COOR(R) method, since the receiving and forwarding structure of
the network is mainly determined by the transmission radius, as long as it remains unchanged,
the forwarding region assumed by each region in a round of transmission will not change. However,
when the transmission power of the nodes is increased, the reliability of the network is improved.
As the amount of data in the network increases, the energy consumption of the nodes is bound to
raise. In view of this situation, when calculating the transmission power, it is necessary to estimate the
amount of data in the optimized network and select the reference threshold energy.

Theorem 4. Suppose the value of reference threshold energy is EYT. In COOR (R) method, the transmit power
of a node n; with a distance I to the sink is:

Rp - EJ°T + PL(r)-L’QR

= 29
LSQZS + U'QF + LCTSQ? =+ LACKQ{X (29)

Pf(l)w

where Qf, QR, QIC, Qit respectively indicates the number of send, receive, CTS, ACK packets estimated for the
node n;.

Proof. Putting Equations (6)—(10) together, the estimated energy consumption of the node n; under
unsteady power can be expressed as:

EZTOT _ EIS +E;’ +E[CTS + E[ACK

P(1)-(L°Q} + LEQF + LA°K Q)
Rp

Ej +EfT5 + B\ K =
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- P(I)-L'QR _ (D) — PL(r))-L"QR
! Rp Rp
FTOT _ Pi(1)-(L3QF + L' QR + LETSQE + LACKQM) — PL(r)L'QR
Rp

Rp - ETOT+PL(r)-L"QR
LSQf+L’-QF+LCTSQ]C+LACKQf"
accurate, then the energy consumptions of all the nodes will be exactly balanced (values E[T).
However, the data volume of the node is influenced by the transmission success rate, and the
transmission success rate is directly related to the transmit power. Therefore, a heuristic
method for estimating data volume is provided to obtain an approximate optimal solution of
transmission power. [

When P;(I) equals if the estimated amount of data is completely

According to Theorem 2, to estimate the data volume of the node one only needs to evaluate the
reliability of transmission. Obviously, the transmission success rate of nodes near the sink is basically
unchanged, and it reaches the upper limit 1 as the distance gradually increases.

Therefore, the binary search method can be used to quickly enumerate the distance [, at which the
reliability of transmission reaches 1. Assuming that the transmission success rate changes linearly and
remains at 1 after /, then the predicted value and the calculated value can be obtained. Comparing
the two values, the estimation is unacceptable unless the error is less than 3%. By this way, all nodes’
transmit power are determined.

As mentioned above, the improvement of the transmit power of the node increases with its
distance to the sink, and the transmission distance of the node is fixed. Therefore, the reliability
of transmission will increase with the distance to the sink. At the same time, according to the
energy formula, if the amount of data carried by the node is overestimated, the node will have an
energy surplus.

The reference threshold energy can select the value of maximum energy consumption in the
traditional routing method, thatis EJ°T = max(EJOT)
low, the reference energy should be properly increased.

Figure 14 indicates the transmission power under the COOR (R) method when the initial value
of the nearest sink node is Pt = —3 dBm. The result of packet quantity difference (predicted
value—calculated value) is given in Figure 15. In the COOR (P) method, since the transmission
distance is increased, the original network structure is changed.

. When the reliability of the network is relatively
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Figure 14. Transmit power of node at different distance in COOR(R) method.
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Figure 15. Packet quantity difference under N = 2, r = 60 in COOR(R) method.

Theorem 5. Considering the transmit power of the traditional routing method is Py, and the node n; is reset
to Py(1) g, after updated by COOR(P) method. Then the transmission radius of node n; can be obtained:

X = 10107 (Pr(D—P) (30)

Proof. According to Equation (4), maintaining the PAR means the SNR of the communication link
remains unchanged. Putting Equations (1) and (2) together:

P(l) — PL(x;)4p — Pnap = Pt — PL(7) 43 — Puap

Py(I) —10n-logy, (;é) — P; — 10n-log,, <dr0)

1 X]
W(Pt(l) — P;) = log, "

_xl — r.loﬁ(Pt(l)fpt)

In the COOR(P) method, the receiving and forwarding structure of the network has changed, it is
necessary to assume that the regions to be forwarded by the area A; ; are A, , then the data volume
of node n; can be calculated as follows:

Q) =1+ (-1 -p") L0+ u) &)
QR(I)zNZlJ;”-QS(lJru) (32)

N
QC (1) = Q5(1) + QR (1) (1 + ; - 1‘%};”) 33)
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1-(-p"
A1y — OR(Y.
QM) = Q') 9
Similar to Theorem 4, the heuristic method is adopted to find the approximate optimal transmit
power P;(1),, of each node in the COOR(P) method. The change of node transition area under COOR(P)
method is shown in Figure 16. In general, the farther a node is from the sink, the larger its transition
area is.

transmit radius (m)

T T T T T T T T T T T T
0 200 400 600 800 1000 1200
Distance to Sink (m)

Figure 16. Transmission radius of node at different distance in COOR(R) method.

5.2. COOR Protocol

The main goal of the COOR scheme is to make full use of the unbalanced load of the network,
and to improve the network performance by changing the transmission power of nodes in different
areas of the network. Based on the different emphasis on network performance, two optimization
methods are provided. Specifically, the implementation of the two methods is given by Algorithm 1.

The priority of candidate nodes is not fixed, mainly determined by the effective forwarding
distance and the current energy surplus.

Definition 2. Suppose that d(S, sink) represents the distance from node S to the sink, d; represents the effective
forwarding distance of node n; selecting candidate node C;, and ; represents the current remaining energy of
node C;. The priority of the node C; under the COOR scheme is:

Pri; = a-d; + ,Bl[Jl (35)
where the effective forwarding distance is:
dl' = d(?’ll, sink) — d(C,‘, sink) (36)

Here, o and B are weight factors, they can adjust the importance of effective forwarding distance and
residual energy in the priority calculation. Meanwhile, it can be known from the formula that the longer the
forwarding distance and the more residual energy, the higher the priority.

In order to maintain the reliable communication between candidate nodes, the distance between

candidate nodes need to be limited to distance D,;. That is d(C;, Cj) < D,4. In the COOR protocol,
the transmit power of each node is different, thus the size of the communication area is different.



Sensors 2018, 18, 1422 25 of 41

However, there is no significant difference in transmit power between the candidate nodes, and the
communication message is much smaller than the data packet. Therefore, a reasonable approach is to
select the maximum transmission radius of the sending node 7,4y as the limit distance D,; between
the forwarding nodes.

Algorithm 1: COOR scheme for network communication.

1:  Using COOR (R) method or COOR (P) method to calculate the power of the node, set the optimal
transmit power.

2:  If COOR(P) method is adopted then

3: Adjust the sending radius of the node;

4:  Endif

5:  Sensors start monitoring, and the wireless sensor network is regard alive until one of the sensor nodes
run out of its energy.

6:  While The energy of the node is not exhausted

7 The sending node generates a packet according to specific application;

8 For each data transmission Do:

9 If Data fusion required then

10: Reorganizes the current data packet with local stored information;

11: End if

12: Reads the local information of forwarding distance and the residual energy;

13: Calculates the priority of each node in the transition region;

14: Selects the highest priority N nodes to form the candidate node set;

15: Sender broadcasts Request to Send (RTS) message to all candidate nodes and wait;

16: Receiver replies a Clear to Send (CTS) message to the Sender when it is free, where the updated
information of residual energy is attached;

17: After receiving all the CTS messages, Sender broadcast data packets to all candidate nodes. Here,
the priority information of each candidate node is appended to the data packet;

18: After data reception is completed, candidate nodes broadcast its result in order of priority.

19: For each candidate nodes Do:

20: If the reception succeeds then

21: Broadcast the ACK message to all candidate nodes and the send node. The remaining candidate
nodes delete the duplicate data packets;

22: Else

23: Check its priority;

24: If is the lowest then

25: Broadcast the final NACK message to the send node;

26: Else

27: Broadcast the NACK message to remaining candidate nodes. The next priority node starts
checking its own reception;

28: End if

29: The sending node records the results of the current data transmission;

30: End if

31: Until the ACK message or final NACK message is replied; // For each candidate nodes

32: Until the current data packet reaching the sink or lost; // For each data transmission

33: End while // The energy of the node is not exhausted

6. Performance Analysis and Comparison

The following in this chapter is a comprehensive comparison and analysis of the performance
of COOR and previous strategies, including reliability comparison, delay comparison and energy



Sensors 2018, 18, 1422 26 of 41

consumption analysis. The main notations adopted in simulation are concluded in Table 2. If no
additional explanation is given, the default value of experimental parameters are referred in Table 2.

Table 2. Main notations and values adopted in simulation.

Symbol Description Value
R Network radius 1200 m
r Transmission radius 60 m
P Transmission power —3 dBm
P, Reception power Calculation
N Number of candidate nodes 2
Rp Sending rate/Receiving rate 19.2 kbps
Bn Noise bandwidth 30 kHz
P, Background noise —115dBm
dy Reference distance 1m
n path loss exponent 2
L? Length of data packet 128 Byte
LACK Length of ACK packet 8 Byte
LCTs Length of CTS packet 8 Byte

In addition, when comparing the partitioning performance, the network is divided into 6 tiers,
that is, the width of each partition is 200 m. Due to the symmetrical structure, consider the node’s line
density p as one node per 10 m. At the same times, the experiment simulations are performed on the
basis of MATLAB software.

6.1. Network Weighted Average Performance

Before presenting the results of the experiment, this section firstly introduces the calculation
method of network partition reliability and delay. The reception rate of data packets and the hop count
are respectively used as the measure of reliability and delay. In addition, partitions are mainly based
on the distance to the sink as well as the physical location of the nodes in the network. As shown in
Figure 9, in the calculation of partition performance, the circular network area is divided into multiple
rings with equal width, and each ring is regard as a partition. In general, this paper uses pat} to
represent a partition whose distance to the sink is between x m and y m.

Definition 3. When measuring partition performance, the weight of each node is equal. Consider that the
performance of node n; whose distance to Sink is Fet', the overall performance Fet) of partition pat} is
calculated as: )

[V [ Fet!-pl-dl-d6

Fet! =
o prty? — prrx?

(37)

Theorem 6. Consider that (1, P;,r) denotes the reliability of the node whose distance to the sink is 1,
the transmission radius is r, and the transmission power is P;. Then, the overall reliability ¥ of the partition
paty. calculated in a discrete form can be expressed as:

y_ 2 Y (i, Pyr)i 38
Yy —x ) (38)

Proof. Putting Equations (4), (5) and (35) together, the reliability of partition is obtained:

lpy — f)g/ Oznlp(llpt/r)pl'dl'dg
’ prty? — prx?
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Due to the discontinuity of ¢(I, P;, r) and the actual distribution of nodes, it is necessary to perform
discretization when calculating. At the same time, it should be noted that during the conversion process,
deviations may occur, which may result in a reliability value exceeding 1.

27 yR i Pio7)e0-i 2 yR _
Assume Vi (i, P, 7) = 1 7 iz ¥, P r)-pi = Lizo! _ Y x+1 >

prry? — prrx? yr—x? y—x

After eliminating the deviation of conversion:

27 Zly:x (i, P, r)-pi . Y= x
prty? — prrx? y—x+1

P =

lpy_zzl'y:xlp(irpt/r)'i % y—X
oyt y-x) T oy—x+l

oo LY (i, Pyr)
Y(y+x)(y—x+1)

Similarly, the overall reliability D} of the partition pat} calculated in a discrete form can be
expressed as:
DY — 2y D(iP,r)i (39)
y+x)(y—x+1)
Here, D(I, P;, r) indicates the delay of the node whose distance to the sink is [, the transmission
radius is r, and the transmission power is P;.

6.2. End-to-End Reliability

After the COOR scheme is applied, the PAR, one-hop reliability, and the end-to-end reliability
have been significantly improved especially in far-sink region. The end-to-end reliability of node and
partition are compared separately.

As can be seen from Figure 17, both COOR(R) method and COOR(P) method have an
improvement on end-to-end reliability, which means the data collection rate is increased.

When the network itself has certain reliability, the performance of COOR method is significant.
As shown in Figure 17a, when the distance to the sink is 200 m, the end-to-end reliabilities of
the traditional routing method, COOR(P) method, and COOR(R) method were 0.802, 0.863, 0.923,
respectively, which were 7.62% and 15.07% of the increase rate. As the distance to the sink reaches
1000 m, the end-to-end reliability gradually reaches 0.308, while the COOR(P) method and COOR(R)
method maintain values of 0.643 and 0.927, which renders a 108.05% and 200.04% increase rate.

Compared with Figure 17a, the information of improvement on low-reliability network can be
obtained in Figure 17b. Due to the low reliability of the previous network, the selected threshold
reference energy is low, which limits the improvement of the network by the COOR strategy. It can
be seen that the COOR scheme begins to gradually improve the network reliability until the distance
to sink reaching 240 m. However, with a distance of 900 m to the sink, the end-to-end reliability of
traditional routing method, COOR(P) method, COOR(R) method were respectively 0.066, 0.166, 0.581,
which represent a 149.78% and 774.41% increase rate. This is mainly due to the rapid decline in the
reliability of the previous unreliable network and the fact the COOR scheme mainly improves the
performance of the far-sink region nodes.
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Figure 17. (a) End-to-end reliability of node at different distance under r = 60, N = 2; (b) End-to-end
reliability of node at different distance under r = 70, N = 3; (c) End-to-end reliability of node at different
distance under r = 80, N = 4; (d) End-to-end reliability of node at different distance under r = 90, N = 4.

Obviously, in the COOR(R) method, the transmission success rate is significantly improved by the
increased transmission power. When the transmission power exceeds a certain value, the reliability of
the single hop link will reach 100%. At this point the end-to-end reliability of the current node depends
on the end-to-end reliability of the next hop node.

Therefore, the end-to-end reliability of the nodes in far-sink area appears periodic, and it will rise
at the edge distance (k-r). Since the reliability (\y... ) of the node at k-r + ¢ is equal to the reliability
(W(k—1)-r+¢) of the node at (k — 1)-r + ¢ multiplied by the reliability of the first hop of the current node
(C1). That is, when {1 > W(_1).r4e /Wir—¢, the reliability of the node is higher than the near one,
but the reliability of the nodes in each cycle will be strictly not greater than the reliability of the nodes
in the previous cycle.

On the other hand, the COOR(P) method keeps the transmission success rate unchanged and
improves the reliability by reducing the number of hops. Consequently, in the near-sink region,
the increase of the transmission distance is small, and the improvement of reliability is not obvious.
With the gradual increase of the transmission power, the reliability also becomes more and more
obvious. Meanwhile, the reliability of the previous network has a greater impact on this method.
In Figure 18, the changes in the reliability of different region in the network are shown.

As can be seen from Figure 18a, the end-to-end reliabilities in tierl (T1) are almost same. In the
COOR(P) method, the end-to-end reliability of nodes in T1 increased from 0.874 to 0.893, which is 2.23%
higher. As for the COOR(R) method, it maintained a reliability value of 0.937 with a 7.31% increase
rate. When it comes to the far-sink region (T5), the end-to-end reliabilities of the traditional routing
method, COOR(P) method, COOR(R) method were respectively 0.342, 0.643, 0.934, which represent a
87.77% and 173.07% increase rate.

From a regional perspective, it can be seen from Figure 18b that the COOR method increases
the reliability of the network from outside to inside. The reliability of T1 can be regard as the
same, while in T2, the traditional routing method, COOR(P) method, COOR(R) method respectively
maintained the end-to-end reliability at values of 0.413, 0.438, 0.564, which were a 6.18% and 36.62%
increase rate. Furthermore, when the COOR(P) method provided a value of 0.165 in T5, the reliability
in the COOR(R) method was still kept at 0.558, while in the traditional method it decreased to 0.062.
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Figure 18. (a) End-to-end reliability of different region under r = 60, N = 2; (b) End-to-end reliability of
different region under r = 70, N = 3; (¢) End-to-end reliability of different region under r = 80, N = 4;
(d) End-to-end reliability of different region under »r =90, N = 4.

In general, the improvement of the reliability of the outer nodes requires the consumption of the
remaining energy in all inner areas, especially when the network is not reliable under the traditional
routing method. Specifically, due to the significant increase in the number of data packets brought
about by the increase in reliability, the transmission power of the nodes in the near-sink region cannot
be increased, so the reliability remains unchanged. As the distance to the sink increases further, the
remaining energy is sufficient enough to further improve the performance of reliability. From the
perspective of data collection rate, the COOR scheme mainly improves the reception rate of data packets
sent by nodes in far-sink region of the network, which are easily lost under traditional routing method.

6.3. Transmission Delay

Since the hop count is adopted as a measure of delay in this paper, the delay of the node does not
change without changing the network structure, which is determined by the transmission distance.
That is, the COOR(R) method has an exactly the same delay as the traditional routing method.

In fact, however, the COOR(R) method reduces the time for each hop and therefore has a smaller
improvement effect on network delay. This section mainly shows the delay performance comparison
between the COOR(P) method and the previous routing method. In Figure 19, the changes of the
end-to-end delay of nodes after using COOR(P) method are compared at different distances.

As shown in Figure 19a, the delay decreased from nine hops to five hops, and the decrease was
80% at 500 m to the sink. When the distance to the sink is 1000 m, the end-to-end delay of traditional
routing method and COOR(P) method are respectively 17 hops and seven hops, which is 142% decrease
rate. At the extreme edge of the network, the delay of the node may be lower than that of the near
node, which results from the different levels of increase in transmission power.

Similarly, when optimizing the unreliable network, the COOR(P) method will also have a limited
improvement effect on delay. According to Figure 19b, the end-to-end delay of traditional routing
method and COOR(P) method were respectively seven hops and six hops, which was a 16.7% decrease
rate with a distance of 500 m to the sink. Meanwhile, when the distance to the sink reached 1000 m,
the delay decreased from nine hops to five hops, and the decrease was 80%. Compared to the situation
with r = 60 N = 2, the performance improvement is much smaller.

As mentioned above, in the COOR(P) method, the farther the distance from the sink in the
network is, the higher the transmission power of the node is. Meanwhile, because the transmission
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success rate is kept constant, the greater the transmission power, the farther the transmission distance
will be. Consequently, the delay of the nodes in the far-sink region is greatly improved.
Furthermore, the changes in the delay of different region in the network are shown in Figure 20.
As shown in Figure 20a, the delay in traditional method increased linearly, while under COOR(P)
method the delay increased more slowly and were kept at a certain value in the far-sink region.
The end-to-end delay of nodes in T1 decreased from 1.968 to 1.553, which is 21.09% lower. As for the
far-sink region (T5), the delay of traditional routing method and COOR(P) method were respectively

10.512, 4.994, which represent a 52.48% reduction rate.
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Figure 19. (a) Delay of node at different distance under r = 60, N = 2; (b) Delay of node at different

distance under r = 70, N = 3; (c) Delay of node at different distance under r = 80, N = 4; (d) Delay of
node at different distance under » =90, N = 4.
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Figure 20. (a) Delay of different region under r = 60, N = 2; (b) Delay of different region under r = 70, N
=3; (c) Delay of different region under r = 80, N = 4; (d) Delay of different region under r =90, N = 4.

Similarly, the unreliable networks also limit the improvement of delay performance. In Figure 20b,
the decrease rates are respectively 20.58%, 21.48%, and 35.68% in T1, T3 and T5. Compared to the
circumstance in Figure 20a, the delay reduction in the traditional routing method naturally results
from the longer transmission distance in each hop, while the delay increased (still lower than the
traditional method) mainly due to the relatively small reference threshold energy. Specifically, when the
transmission distance increased with the same transmission power, the reliability of communication
links decreases, which renders a smaller data volume in the network. As a consequence, the small
reference threshold energy limits the optimization of the COOR(P) method.

In conclusion, the delay improvements are related to the network reliability. As the distance to
the sink increases, a fixed larger transmission distance can bring about a smaller delay. While in the
COOR(P) method, the transmission distance even increases with the distance to the sink, the COOR(P)
method significantly reduces the delay of the nodes in the far-sink region of the network.

6.4. Energy Consumption

The results of energy consumptions after applying the COOR scheme are shown in this section.
As can be seen in Figure 21, the energy consumption of nodes shows a rapid decline and remains
stable. Additionally, the higher the previous network reliability, the smaller the drop zone.

Comparing Figure 21a with Figure 6, it is obvious that the COOR strategy increases the energy
consumption of the nodes in the innermost area of the network, and maintains the energy consumption
of most areas unchanged. Meanwhile, the value is equal to the maximum energy consumption of the
nodes in the traditional routing method.

When it comes to the unreliable networks, the COOR scheme can still maintains the energy
consumption of most areas unchanged, and the value is no more than the previous maximum energy
consumption. But it needs more nodes in the near-sink region to consume more energy.

Specifically, a larger amount of data (higher data collection rate) means higher energy
consumption. There is not much energy left in the nodes in the innermost region. After the reliability of
the far-sink area node is greatly improved, it definitely needs to consume more energy to forward data.
This causes the energy consumption of the near-sink node to be greater than the previous maximum
energy consumption. In other words, with the improvement of network performance, the increase of
energy consumption of nodes in near-sink region is unavoidable.
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Figure 21. (a) Energy consumption of node under r =60, N = 2; (b) Energy consumption of node under

r =70, N = 3; (c) Energy consumption of node under r = 80, N = 4; (d) Energy consumption of node
under r =90, N = 4.

Under the default network parameters such as r = 60, N = 2, etc., the influence of the initial
transmission power on the energy consumption is shown in Figure 22. From this figure, the impact of
previous network reliability on the improvement of COOR scheme can be seen. When the network
reliability is relatively low, the COOR scheme needs a larger energy boosting area, and a larger energy
consumption increase occurs. However, when the traditional routing maintains a certain reliability,
the COOR scheme will be able to make full use of the remaining energy, and only a small part of the
node’s energy consumption requires a small increase. As mentioned before, although network life
may be reduced, this is the inevitable price of network performance improvement.
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Figure 22. The effect of different initial transmission powers on energy consumption.

6.5. Performance Comparison of COOR(R) and COOR(P) Strategy

Based on the above experimental results, both the COOR(R) strategy and COOR(P) strategy
achieve great improvements to the base approach. Meanwhile, it can be observed that the former
method provides a more reliable communication while the latter one focuses more on achieving
low latency. Therefore, in practical applications, the COOR(R) strategy is more favorable in loss
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sensitive networks, especially when the reliability is the primary requirement and a certain delay can
be tolerated. On the other hand, when the hypothetical scenario is delay sensitive or there is a strong
need for real-time data, the COOR(P) strategy is more sensible.

For a more intuitive presentation of the different focus of the two approaches, some typical and
practical examples are given in the Table 3.

Table 3. Practical applications and method recommendation.

Application Characteristics and Requirements Appropriate Choice
1. Data should be accurately recorded
Natural environment monitoring 2. Long transmission cycle with high delay tolerance COOR(R) method
3. Sensors are often evenly distributed
1.  Emphasizes accurate records
Wildlife tracking records 2. No need for fast transmission COOR(R) method
3. Small amount of data
Bo.rfier m'omtonr}g of 1. Any mtrus.lon requires accurate reporting COOR(R) method
military installations 2. Tolerate minor delays
Real-time video surveillance L Requires real—t.lme data COOR(P) method
2. Obsolete data is useless
1. Uneven distribution of sensors
Human health monitoring 2. Obsolete data is useless COOR(P) method
3. Monitoring data can be merged

7. Conclusions and Future Work

Guaranteeing the reliability of communication links and reducing the delay of data transmission is
crucial to the application of wireless sensor networks. Opportunistic routing guarantees the reliability
of data transmission at the expense of a small delay. The main innovation of this paper is based on
the traditional opportunistic routing, and proposes a cross-layer optimization routing method, which
improves the performance of the network significantly. The COOR scheme proposed in this paper
makes full use of the residual energy of nodes to increase the transmission power, which can effectively
improve the reliability of data transmission and reduce the delay. In addition, this scheme includes
two types of methods, the COOR(R) method and COOR(P) method. In the COOR(R) method, after the
transmission power is increased, the transmission distance is maintained so as to improve the one-hop
reliability of transmissions, while the COOR(P) method increases the transmission distance with the
one-hop reliability remaining unchanged. After theoretical analysis and experimental results, it is
shown that the COOR scheme can significantly improve the reliability of transmissions by 36.62%,
with a delay decrease rate of 21.09%.

The work of this paper aims at the network model where nodes are continuously in working
state. Actually, in order to save energy, many wireless sensor networks use a duty cycle-based mode,
in which nodes are periodically rotated between awake and sleep states. At the same time, nodes
consume relatively less energy in sleep state, so the network life can be effectively improved in this
way. However, the disadvantage of this approach is that it will lead to an increase in delay. We will
further study the delay optimization of duty cycle-based WSNs in the future.

Author Contributions: X.X. performed the experiment, analyzed the experiment results, and wrote the
manuscript. M.Y., X.L. comment on the manuscript. A.L. conceived of the work and wrote part of the manuscript.
N.N.X,, Z.C. and T.W. comment on the manuscript.

Funding: This research was funded by the National Natural Science Foundation of China (61772554,
61572528, 61572526), the Open Research Project of the State Key Laboratory of Industrial Control Technology,
Zhejiang University, China (No. ICT1800391). The National Basic Research Program of China (973 Program)
(2014CB046305).

Conflicts of Interest: The authors declare no conflict of interest.



Sensors 2018, 18, 1422 39 of 41

References

1. Bhuiyan, M.Z.A.; Wang, G.; Wu, J.; Cao, J.; Liu, X.; Wang, T. Dependable structural health monitoring using
wireless sensor networks. IEEE Trans. Dependable Secur. Comput. 2017, 14, 363-376. [CrossRef]

2. Liu, X,; Zhao, S.; Liu, A.; Xiong, N.; Vasilakos, A.V. Knowledge-Aware Proactive Nodes Selection Approach
for Energy Management in Internet of Things. Future Gener. Comput. Syst. 2017. [CrossRef]

3. Ota, K; Dong, M,; Gui, J.; Liu, A. Quoin: Incentive Mechanisms for Crowd Sensing Networks.
IEEE Netw. Mag. 2018, 32, 114-119. [CrossRef]

4. LiJ;Li YK, Chen, X,; Lee, PP.C.; Lou, W. A hybrid cloud approach for secure authorized deduplication.
IEEE Trans. Parallel Distrib. Syst. 2015, 26, 1206-1216. [CrossRef]

5. Cui,]; Zhang, Y; Cai, Z,; Liu, A.; Li, Y. Securing Display Path for Security-Sensitive Applications on Mobile
Devices. CMC 2018, 55, 17-35.

6. Liu, A.; Huang, M.; Zhao, M.; Wang, T. A Smart High-Speed Backbone Path Construction Approach for
Energy and Delay Optimization in WSNs. IEEE Access 2018, 6, 13836-13854. [CrossRef]

7. Ren, Y; Liu, A;; Zhao, M.; Huang, C.; Wang, T. A Quality Utilization Aware based Data Gathering for
Vehicular Communication Networks. Wirel. Commun. Mob. Comput. 2018, 2018, 6353714. [CrossRef]

8.  Xie, K.;; Wang, X.; Wen, ].; Cao, ]. Cooperative routing with relay assignment in multiradio multihop wireless
networks. IEEE/ACM Trans. Netw. 2016, 24, 859-872. [CrossRef]

9.  Liu, A; Chen, W,; Liu, X. Delay Optimal Opportunistic Pipeline Routing Scheme for Cognitive Radio Sensor
Networks. Int. ]. Distrib. Sens. Netw. 2018, 14. [CrossRef]

10. Liu, A.; Zhao, S. High performance target tracking scheme with low prediction precision requirement in
WSNs. Int. ]. Ad Hoc Ubiquitous Comput. 2017. Available online: http://www.inderscience.com/info/
ingeneral/forthcoming.php?jcode=ijahuc (accessed on 23 April 2018).

11. Wang, T.; Zhou, J.; Huang, M.; Bhuiyan, M.Z.A_; Liu, A.; Xu, W.; Xie, M. Fog-based Storage Technology to
Fight with Cyber Threat. Future Gen. Comput. Syst. 2018, 83, 208-218. [CrossRef]

12. Li, X; Liu, A.; Xie, M.; Xiong, N.; Zeng, Z.; Cai, Z. Adaptive Aggregation Routing to Reduce Delay for
Multi-Layer Wireless Sensor Networks. Sensors 2018, 18, 1216. [CrossRef] [PubMed]

13. Xiao, E; Liu, W,; Li, Z.; Chen, L.; Wang, R. Noise-Tolerant Wireless Sensor Networks Localization via
Multi-norms Regularized Matrix Completion. IEEE Trans. Veh. Technol. 2018, 67, 2409-2419. [CrossRef]

14. Xu,],; Liu, A.; Xiong, N.; Wang, T.; Zuo, Z. Integrated Collaborative Filtering Recommendation in Social
Cyber-Physical Systems. Int. |. Distrib. Sens. Netw. 2017, 13. [CrossRef]

15. Lj, J.; Li, J.; Chen, X;; Jia, C.; Lou, W. Identity-based encryption with outsourced revocation in cloud
computing. IEEE Trans. Comput. 2015, 64, 425-437. [CrossRef]

16. Bhuiyan, M.Z.A.; Wu, J.; Wang, G.; Wang, T.; Hassan, M.M. e-Sampling: Event-Sensitive Autonomous
Adaptive Sensing and Low-Cost Monitoring in Networked Sensing Systems. ACM Trans. Auton. Adapt. Syst.
2017, 12, 1. [CrossRef]

17.  Liu, X,; Dong, M,; Liu, Y;; Liu, A.; Xiong, N. Construction Low Complexity and Low Delay CDS for Big Data
Codes Dissemination. Complexity 2018, 2018, 5429546. [CrossRef]

18. Wu, M,; Wu, Y,; Liu, X.; Ma, M.; Liu, A.; Zhao, M. Learning Based Synchronous Approach from Forwarding
Nodes to Reduce the Delay for Industrial Internet of Things. EURASIP ]. Wirel. Commun. Netw. 2018, 10.
[CrossRef]

19. Liu, X,; Liu, Y;; Xiong, N.; Zhang, N.; Liu, A.; Shen, H.; Huang, C. Construction of Large-scale Low Cost
Deliver Infrastructure using Vehicular Networks. IEEE Access 2018. [CrossRef]

20. Dai, H.; Chen, G.; Wang, C.; Wang, S.; Wu, X.; Wu, F. Quality of energy provisioning for wireless power
transfer. IEEE Trans. Parallel Distrib. Syst. 2015, 26, 527-537. [CrossRef]

21. Gui, J.S,; Hui, L.H.; Xiong, N.X. Enhancing Cellular Coverage Quality by Virtual Access Point and Wireless
Power Transfer. Wirel. Commun. Mob. Comput. 2018, 2018, 9218239. [CrossRef]

22. Xin, H,; Liu, X. Energy-balanced transmission with accurate distances for strip-based wireless sensor
networks. IEEE Access 2017, 5, 16193—-16204. [CrossRef]

23.  Chen, X;; Pu, L.; Gao, L.; Wu, W.; Wu, D. Exploiting massive D2D collaboration for energy-efficient mobile
edge computing. IEEE Wirel. Commun. 2017, 24, 64-71. [CrossRef]

24. Yang, G.;He, S; Shi, Z. Leveraging crowdsourcing for efficient malicious users detection in large-scale social

networks. IEEE Int. Things . 2017, 4, 330-339. [CrossRef]


http://dx.doi.org/10.1109/TDSC.2015.2469655
http://dx.doi.org/10.1016/j.future.2017.07.022
http://dx.doi.org/10.1109/MNET.2017.1500151
http://dx.doi.org/10.1109/TPDS.2014.2318320
http://dx.doi.org/10.1109/ACCESS.2018.2809556
http://dx.doi.org/10.1155/2018/6353714
http://dx.doi.org/10.1109/TNET.2015.2397035
http://dx.doi.org/10.1177/1550147718772532
http://www.inderscience.com /info/ingeneral/forthcoming.php?jcode=ijahuc
http://www.inderscience.com /info/ingeneral/forthcoming.php?jcode=ijahuc
http://dx.doi.org/10.1016/j.future.2017.12.036
http://dx.doi.org/10.3390/s18041216
http://www.ncbi.nlm.nih.gov/pubmed/29659535
http://dx.doi.org/10.1109/TVT.2017.2771805
http://dx.doi.org/10.1177/1550147717749745
http://dx.doi.org/10.1109/TC.2013.208
http://dx.doi.org/10.1145/2994150
http://dx.doi.org/10.1155/2018/5429546
http://dx.doi.org/10.1186/s13638-017-1015-z
http://dx.doi.org/10.1109/ACCESS.2018.2825250
http://dx.doi.org/10.1109/TPDS.2014.2310484
http://dx.doi.org/10.1155/2018/9218239
http://dx.doi.org/10.1109/ACCESS.2017.2728367
http://dx.doi.org/10.1109/MWC.2017.1600321
http://dx.doi.org/10.1109/JIOT.2016.2560518

Sensors 2018, 18, 1422 40 of 41

25.

26.

27.

28.

29.

30.

31.

32.

33.

34.

35.

36.

37.

38.

39.

40.

41.

42.

43.

44.

45.

46.

47.

48.

49.

Li, Z.; Chang, B.; Wang, S.; Liu, A.; Zeng, F.; Luo, G. Dynamic Compressive Wide-band Spectrum Sensing
Based on Channel Energy Reconstruction in Cognitive Internet of Things. IEEE Trans. Ind. Inf. 2018.
[CrossRef]

Liu, Y,; Liu, A.; Guo, S.; Li, Z.; Choi, Y.J. Context-aware collect data with energy efficient in Cyber-physical
cloud systems. Future Gen. Comput. Syst. 2017. [CrossRef]

Xu, Q.; Su, Z; Yang, K. Optimal Control Theory-Based Epidemic Information Spreading Scheme for Mobile
Social Users With Energy Constraint. IEEE Access 2017, 5, 14107-14118. [CrossRef]

Jiang, W.; Wang, G.; Bhuiyan, M.Z.A.; Wu, ]J. Understanding graph-based trust evaluation in online social
networks: Methodologies and challenges. ACM Comput. Surv. (CSUR) 2016, 49, 10. [CrossRef]

Teng, H.; Liu, X; Liu, A.; Shen, H.; Huang, C.; Wang, T. Adaptive Transmission Power Control for Reliable
Data Forwarding in Sensor based Networks. Wirel. Commun. Mob. Comput. 2018, 2018, 22. [CrossRef]
Chen, X,; Li, J.; Weng, J.; Ma, ].; Lou, W. Verifiable computation over large database with incremental updates.
IEEE Trans. Comput. 2016, 65, 3184-3195. [CrossRef]

Xie, G.; Ota, K.; Dong, M,; Pan, F; Liu, A. Energy-efficient routing for mobile data collectors in wireless
sensor networks with obstacles. Peer Peer Netw. Appl. 2017, 10, 472—483. [CrossRef]

Liu, Q.; Liu, A. On the hybrid using of unicast-broadcast in wireless sensor networks. Comput. Electr.
Eng. 2017. [CrossRef]

Liu, X,; Xiong, N.; Zhang, N.; Liu, A.; Shen, H.; Huang, C. A Trust with Abstract Information Verified
Routing Scheme for Cyber-physical Network. IEEE Access 2018, 6, 3882-3898. [CrossRef]

Liu, X,; Li, G.; Zhang, S.; Liu, A. Big Program Code Dissemination Scheme for Emergency Software-define
Wireless Sensor Networks. Peer Peer Netw. Appl. 2017, 1-22. [CrossRef]

Tan, ].; Liu, A.; Zhao, M.; Shen, H.; Ma, M. Cross Layer Design for Reducing Delay and Maximizing Lifetime
in Industrial Wireless Sensor Networks. EURASIP |. Wirel. Commun. Netw. 2018. [CrossRef]

Xie, K.; Cao, ].; Wang, X.; Wen, ]J. Optimal resource allocation for reliable and energy efficient cooperative
communications. IEEE Trans. Wirel. Commun. 2013, 12, 4994-5007. [CrossRef]

Aswale, S.; Ghorpade, V.R. LQEAR: Link Quality and Energy-Aware Routing for Wireless Multimedia Sensor
Networks. Wirel. Person. Commun. 2017, 97, 1291-1304. [CrossRef]

Liu, X. Node Deployment Based on Extra Path Creation for Wireless Sensor Networks on Mountain Roads.
IEEE Commun. Lett. 2017, 21, 2376-2379. [CrossRef]

Dai, H.; Liu, Y;; Chen, G.; Wu, X.; He, T; Liu, A.X.; Ma, H. Safe charging for wireless power transfer.
IEEE/ACM Trans. Netw. 2017, 25, 3531-3544. [CrossRef]

Gui, ].; Deng, J. Multi-hop Relay-Aided Underlay D2D Communications for Improving Cellular Coverage
Quality. IEEE Access 2018. [CrossRef]

Huang, M.; Liu, A.; Zhao, M.; Wang, T. Multi Working Sets Alternate Covering Scheme for Continuous
Partial Coverage in WSNs. Peer Peer Netw. Appl. 2018, 6, 14318-14338. [CrossRef]

Deng, Q.; Li, X;; Li, Z,; Liu, A.; Choi, Y. Electricity Cost Minimization for Delay-tolerant Basestation Powered
by Heterogeneous Energy Source. KSII Trans. Int. Inf. Syst. 2017, 11, 5712-5728.

Liu, Y;; Ota, K,; Zhang, K.; Ma, M,; Xiong, N.; Liu, A.; Long, J. Qtsac: A Energy Efficient MAC Protocol for
Delay Minimized in Wireless Sensor Networks. IEEE Access 2018, 6, 8273-8291. [CrossRef]

Zhang, N.; Liang, H.; Cheng, N.; Tang, Y.; Mark, ].W.; Shen, X.S. Dynamic spectrum access in multi-channel
cognitive radio networks. IEEE |. Sel. Areas Commun. 2014, 32, 2053-2064. [CrossRef]

Li, J.; Zhang, Y.; Chen, X.; Xiang, Y. Secure attribute-based data sharing for resource-limited users in cloud
computing. Comput. Secur. 2018, 72, 1-12. [CrossRef]

Ez-zazi, I.; Arioua, M.; El Oualkadi, A.; Lorenz, P. On the performance of adaptive coding schemes for energy
efficient and reliable clustered wireless sensor networks. Ad Hoc Netw. 2017, 64, 99-111. [CrossRef]

Liu, Y,; Liu, A,; Chen, Z. Analysis and improvement of send-and-wait automatic repeat-request protocols for
wireless sensor networks. Wirel. Pers. Commun. 2015, 81, 923-959.

Laouid, A.; Dahmani, A.; Bounceur, A.; Euler, R.; Lalem, F; Tari, A. A distributed multi-path routing
algorithm to balance energy consumption in wireless sensor networks. Ad Hoc Netw. 2017, 64, 53-64.
[CrossRef]

Chen, HM.; Cui, L.; Zhou, G. A light-weight opportunistic forwarding protocol with optimized preamble
length for low-duty-cycle wireless sensor networks. J. Comput. Sci. Technol. 2017, 32, 168-180. [CrossRef]


http://dx.doi.org/10.1109/TII.2018.2797096
http://dx.doi.org/10.1016/j.future.2017.05.029
http://dx.doi.org/10.1109/ACCESS.2017.2720759
http://dx.doi.org/10.1145/2906151
http://dx.doi.org/10.1155/2018/2068375
http://dx.doi.org/10.1109/TC.2015.2512870
http://dx.doi.org/10.1007/s12083-016-0529-1
http://dx.doi.org/10.1016/j.compeleceng.2017.03.004
http://dx.doi.org/10.1109/ACCESS.2018.2799681
http://dx.doi.org/10.1007/s12083-017-0565-5
http://dx.doi.org/10.1186/s13638-018-1057-x
http://dx.doi.org/10.1109/TWC.2013.081913.121709
http://dx.doi.org/10.1007/s11277-017-4566-8
http://dx.doi.org/10.1109/LCOMM.2017.2739727
http://dx.doi.org/10.1109/TNET.2017.2750323
http://dx.doi.org/10.1109/ACCESS.2018.2796247
http://dx.doi.org/10.1007/s12083-018-0647-z
http://dx.doi.org/10.1109/ACCESS.2018.2809501
http://dx.doi.org/10.1109/JSAC.2014.141109
http://dx.doi.org/10.1016/j.cose.2017.08.007
http://dx.doi.org/10.1016/j.adhoc.2017.07.001
http://dx.doi.org/10.1016/j.adhoc.2017.06.006
http://dx.doi.org/10.1007/s11390-017-1712-4

Sensors 2018, 18, 1422 41 of 41

50.

51.

52.

53.

54.

55.

56.

57.

58.

59.

60.

61.

62.

Zhu, H,; Xiao, F; Sun, L.; Wang, R.; Yang, P. R-TTWD: Robust device-free through-the-wall detection of
moving human with WiFi. IEEE ]. Sel. Areas Commun. 2017, 35, 1090-1103. [CrossRef]

Wang, J.; Liu, A,; Yan, T.; Zeng, Z. A Resource Allocation Model Based on Double-sided Combinational
Auctions for Transparent Computing. Peer Peer Netw. Appl. 2018, 11, 679-696. [CrossRef]

Joo, C.; Shroff, N.B. On the delay performance of in-network aggregation in lossy wireless sensor networks.
IEEE/ACM Trans. Netw. 2014, 22, 662—673. [CrossRef]

Qassim, Y.; Magana, M.E. Error-tolerant non-binary error correction code for low power wireless sensor
networks. In Proceedings of the International Conference on in Information Networking (ICOIN), Phuket,
Thailand, 10-12 February 2014; pp. 23-27.

Ali, S.; Fakoorian, A.; Taheri, H. Optimum Reed-Solomon erasure coding in fault tolerant sensor networks.
In Proceedings of the 4th International Symposium on in Wireless Communication Systems, Trondheim,
Norway, 17-19 October 2007; pp. 6-10.

Ahlswede, R.; Cai, N.; Li, S.Y.; Yeung, RW. Network information flow. IEEE Trans. Inf. Theory 2000, 46,
1204-1216. [CrossRef]

Jiang, L.; Liu, A.; Hu, Y,; Chen, Z. Lifetime maximization through dynamic ring-based routing scheme for
correlated data collecting in WSNs. Comput. Electr. Eng. 2015, 41, 191-215. [CrossRef]

Huang, M.; Liu, Y,; Zhang, N.; Xiong, N.; Liu, A.; Zeng, Z.; Song, H. A Services Routing based Caching
Scheme for Cloud Assisted CRNs. IEEE Access 2018, 6, 15787-15805. [CrossRef]

Tang, J.; Liu, A.,; Zhang, ]J.; Zeng, Z.; Xiong, N.; Wang, T. A Security Routing Scheme Using Traceback
Approach for Energy Harvesting Sensor Networks. Sensors 2018, 18, 751. [CrossRef] [PubMed]

Guo, Y,; Liu, F; Cai, Z.; Xiao, N.; Zhao, Z. Edge-Based Efficient Search over Encrypted Data Mobile Cloud
Storage. Sensors 2018, 18, 1189. [CrossRef] [PubMed]

Sun, W,; Cai, Z.; Li, Y,; Liu, E; Fang, S. Data Processing and Text Mining Technologies on Electronic Medical
Records: A Review. J. Healthc. Eng. 2018, 2018, 4302425. [CrossRef]

Akbas, A.; Yildiz, H.U.; Tavli, B.; Uludag, S. Joint optimization of transmission power level and packet size
for WSN lifetime maximization. IEEE Sens. J. 2016, 16, 5084-5094. [CrossRef]

Woo, A.; Tong, T.; Culler, D. Taming the Underlying Issues for Reliable Multhop Routing in Sensor Networks.
In Proceedings of the 1st International Conference on Embedded Networked Sensor Systems, Los Angeles,
CA, USA, 5-7 November 2003.

@ © 2018 by the authors. Licensee MDPI, Basel, Switzerland. This article is an open access
@ article distributed under the terms and conditions of the Creative Commons Attribution

(CC BY) license (http:/ /creativecommons.org/licenses/by/4.0/).


http://dx.doi.org/10.1109/JSAC.2017.2679578
http://dx.doi.org/10.1007/s12083-017-0556-6
http://dx.doi.org/10.1109/TNET.2013.2256795
http://dx.doi.org/10.1109/18.850663
http://dx.doi.org/10.1016/j.compeleceng.2014.04.001
http://dx.doi.org/10.1109/ACCESS.2018.2815039
http://dx.doi.org/10.3390/s18030751
http://www.ncbi.nlm.nih.gov/pubmed/29494561
http://dx.doi.org/10.3390/s18041189
http://www.ncbi.nlm.nih.gov/pubmed/29652810
http://dx.doi.org/10.1155/2018/4302425
http://dx.doi.org/10.1109/JSEN.2016.2548661
http://creativecommons.org/
http://creativecommons.org/licenses/by/4.0/.

	Introduction 
	Related Work 
	Loss Sensitive Works in WSN 
	Delay Sensitive Works in WSN 

	Preliminary Knowledge and Research Motivation 
	Details of Opportunistic Routing 
	Research Motivation 

	System Model 
	Network Model 
	Reliability Model 
	Energy Consumption Model 
	Problem Statement 

	The Design of the COOR Scheme 
	Transmission Power Optimization 
	COOR Protocol 

	Performance Analysis and Comparison 
	Network Weighted Average Performance 
	End-to-End Reliability 
	Transmission Delay 
	Energy Consumption 
	Performance Comparison of COOR(R) and COOR(P) Strategy 

	Conclusions and Future Work 
	References

