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Abstract: Recent technological advances in wireless communica@masphysiological
sensing allow miniature, lightweight, ultra-low powertehigent monitoring devices, which
can be integrated into a Wireless Body Sensor Network (WBfNhealth monitoring.
Physiological signals of humans such as heartbeats, tatoperand pulse can be monitored
from a distant location using tiny biomedical wireless sgasHence, itis highly essential to
combine the ubiquitous computing with mobile health tedbgp using wireless sensors and
smart phones to monitor the well-being of chronic patientshsas cardiac, Parkinson and
epilepsy patients. Since physiological data of a patiemthéghly sensitive, maintaining its
confidentiality is highly essential. Hence, security is @mMesearch issue in mobile health
(mHealth) applications, especially if a patient has an emalsaing disease. In this paper
a three tier security architecture for the mHealth appleais proposed, in which light
weight data confidentiality and authentication protocotspaoposed to maintain the privacy
of a patient. Moreover, considering the energy and hardwanstraints of the wireless
body sensors, low complexity data confidential and autbatitin schemes are designed.
Performance evaluation of the proposed architecture shmatshey can satisfy the energy
and hardware limitations of the sensors and still can miaritee secure fabrics of the
wireless body sensor networks. Besides, the proposed sshesin outperform in terms of
energy consumption, memory usage and computation timesbaedard key establishment
security scheme.
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1. Introduction

Wireless communications fundamentally modernizes oesliyle and changes the way of health care
services. There is growing interest on prevention and elatgction of disease or optimal maintenance
of chronic conditions to augment existing health care systel'he advent of wireless sensor networking
(WSN) can play vital role to design efficient Mobile HealthHemalth) systems to react to the crisis
and to manage the illness. Moreover, the advances in nahodkgy, mobile networks, pervasive
computing, wearable systems, and drug delivery approaaftesransforming the health care sector.
Combination of these innovative technologies can be usearious health care practices, acute care, and
preventative health. These developments not only have lsaghdicant impact on current e-health [
and telemedical systems, but they also are leading to tlai@neof a new generation of Mobile Health
(mHealth) R] systems with a convergence of devices, technologies, atvdonks at the forefront of the
innovation. Wireless Body Sensor Network (WBSN) can prevmhg-term health monitoring without
disturbing the privacy of a patient. Important applicaiaf WBSN comprises vital sign monitoring,
home care monitoring, clinical monitoring, and sportssparhealth status monitoring][

Some of the most compelling benefits of mobile technologiesrathe areas of disease prevention,
chronic disease management and improving health careedglivmHealth is defined as “mobile
computing, medical sensor, and communications technegdgr healthcare”. The use of the mHealth
terminology relates to applications and systems such esealicine, telehealth, and biomedical sensing
system. Due to high cell phone usage, mobile devices hawmienecessary tools in our daily life, and
it is time to make use of mobile for providing patient servidée process of the mHealth is conducted
by mobile technology, and its primary function is to help pigjans and hospital administrators manage
individual patients in a systematic fashion. Since celln@sare so popular all over the world, it is time
to launch mobile healthcare service for patients, physgcend hospital administrators. Better service
quality in medical care and health care can be fulfilled by iedlechnology. This mHealth service not
only improves the quality of health care services, but aisproves patient relationships for health care
providers. If the mHealth enlarges its service domain, sttte potential to be a multi-functional health
management agent in the future.

One of the most promising applications of sensor network@ isuman health monitoring. There is a
critical need for more cost efficient solutions for supansgmonitoring physiological signals of chronic
heart patients using wireless body sensor networks evéeyfare at home, moving outside or driving
vehicles. A number of tiny wireless body sensors, stratdlyiplaced on the human body, create a
wireless body area network that can monitor various vigsj providing real-time feedback to the user
and medical personnel. The wireless body sensor netwodksipe to revolutionize health monitoring.
Advanced sensors combined with wireless communicatiorredace costs, improve monitoring, and
better life quality for the patient. The benefit of using Wéss sensor technology in health care can
be divided into two areas. One area is the use of new techicalagplutions for individually based,
multi-parameter monitoring at home. Patients with chraligeases, as well as a constantly growing
number of seniors, will profit on treatment and medical maiity in their own environment (e.g., at
work or at home). These monitoring systems are linked toviddals rather than places. Almost
unlimited freedom of movement implies use of wireless anehewmplanted sensors that will greatly
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enhance home monitoring and follow-up. The second arearwflidies within increasing the efficiency
of treatments at hospitals. The cost of continuous momigoand surveillance is already high and is
growing dramatically. This goes for both prior to treatmeranitoring, and internally at the hospital, as
well as post-monitoring.

The wireless body sensors of today are mostly based on haiadgwin addition to being based
on proprietary solutions. There are several forms of bodsses available in the market, such as
piezo-electrical materials for pressure measuremerftar@u sensors for body temperature estimation,
and optoelectronic sensors that monitor heart rate andlipoessure. These sensors are being embedded
into wearable items and accessories that can be carriely.eaalith the continual improvements
to the sensors and the miniaturization of computing deyitesse wearable devices for monitoring,
diagnosing, and treating illnesses are becoming more lyeadailable and are a key technology in
helping the transition to more proactive and affordabldtheare. These wearable wireless body sensors
allow an individual to closely monitor changes in some oritd gigns and provide feedback to maintain
an optimal health status. If integrated into a telemedigatesn, these systems can even alert medical
personnel when life-threatening changes occur. Besidalfj-parameter analysis produces new data
that can enhance information quality.

The implementation of more flexible wireless technologyl V@iad to reduced hospitalization time
due to more rapid mobilization, as well as improved documigmt by stored, digitalized signals. The
result will be enhanced decision making for diagnosticsseoation and patient treatment. Hence,
use of mHealth technology has social and financial implcetialong with providing special care to
the aged adults remotely. However, wireless body sensevank$ have a few inherent limitations.
e.g., limited hardware, limited transmission range, amgdacale network system and the traditional
protocols cannot use in WBSNs. The sensors in WBSNs are peglipith special sensing modules
such as an electrocardiogram, pressure or temperaturers@hgse sensors are fitted at different parts
of a patient in form of a smart suit and transmit data to a mategay node located within the same
smart suit. This mini gateway node is responsible for omjagiand transmitting data to a powerful
sensor that acts as a network connector, which forwards datetd the final destination with higher
storage and processing capabilities.

Sensing devices in WBSNs must be capable of routing packetgloalf of other devices to the base
station or sink and finally to the end users. The end users/eeitee data in a multihop infrastructure-less
architecture through the sink. The sink enables communithetween the host application and sensors.
Wireless body sensors mainly use broadcast communicagievhizh on one hand they affect the trust
assumptions, and on the other they minimize energy usagsh ricade can forward a message towards
a sink, recognize packets addressed to it, and handle neebsagdcasts. The base station accesses
individual nodes using source routing. The task manager®B8Ws is responsible for configuration of
the network, scheduling, communication between devicasagement of routing tables and monitoring
and reporting the network. Other than a task manager, aigecoanager is responsible for the
generation, storage, and management of keys.

Recently, security is becoming an important research toglee WBSNs based mHealth application,
as many applications of mHealth have urgent need to protadidential data. These applications
range from the indoor applications like smart home to hemltimitoring in a hospital. Since wireless
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sensors rely on broadcasting, any adversary can eavesdtogdfec, inject new messages, and replay old
messages. The adversary may use its own formula of attaekidgnduce the network to accept them
as legitimate nodes. Falsification of original data, extoacof private sensed data, hacking of collected
network readings and denial of service are also certainigedfreats to the security and privacy of the
sensor networks.

Sensor nodes may not be tamper resistant and if an advemagremises a node, it can extract all
key material, data and code stored on that node. While tamgsestance might be a viable defense
for physical node compromise for some networks, we do notitsae a general purpose solution.
Extremely effective tamper resistance tends to add sigmifiger-unit cost, whereas sensors are intended
to be very inexpensive. Though hardware and software ingmants may address many of such
security issues, development of new supporting technetognd security principles are challenging
research issues in WBSNs. Similarly to conventional netgomost applications of wireless body
sensor networks require protection against eavesdroppijegtion, or modification of disseminated
data packets. Cryptography is the standard method of defageinst such attacks, but brings a number
of trade-offs into play. Hence, several issues are neededrsider in WBSNSs to construct an efficient
and robust network. Since wireless body sensors have trndeputation capability and limited power
supply, low complexity algorithms and power saving scherespectively should be considered to plan
efficient security solutions.

In this paper, lightweight security protocols for the mHeapplication using wireless body sensor
networks are proposed that requires limited memory usagecamputation time and therefore can
minimize the energy consumption. The rest of the paper iarorgd as follows. Related works of
wireless body sensor networks security issues are distuissgection 2. A three tier architecture of
wireless body sensor networks for the mobile health systeproposed in Section 3. Corresponding
system model of the proposed WBSNSs is designed in Sectiond4ligiht weight security schemes
are illustrated in Section 5. Performance evaluation ofsmaurity schemes is given in Section 6 and
concluding remarks are made in Section 7.

2. Related Work

Normally, wireless sensor network is enabled with Linkdagecurity suites and most sensors have a
built-in advanced encryption system (AES) for cryptogiamperations. However, the major drawback
of the built-in cryptosystem is that it does not offer AESed decryption, due to which the encrypted
data cannot be accessed by an intermediary node during coiteion. Besides, hardware based
built-in cryptosystem makes the application highly platiodependent. A wide-area mobile patient
monitoring system named as MobiCa# is designed to monitor the physiological status of pasent
In this project, the MobiCare client comprises a wristwaacitl the back-end is the MobiCare server.
Though authors propose a wireless transport layer seqrotgcol for data integrity and authentication,
security and privacy is still not implemented in the proposehough a public-key cryptosystem can
have many advantages, such as strong security, scalahiidymemory efficiency, it is computationally
expensive for power constraint wireless body sensors. ptillicurve cryptographicH,6] schemes
have been found suitable for the resource constrained niefwout practical signature generation and
verification are still expensive in term of the time comptgxn real-time implementation.
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Since communication in WBSN is based on broadcasting, twerevery possibilities that attacker
can eavesdrop the message and reply it. In a sinkhole astde&rsary tries to attract nearly all the traffic
from a particular area and creates a sinkhole in the netwibrtauses the routing algorithm to attract
other nodes to send their data through it, manipulates tteeatal then sends them to the sink. In the
Sybil attack 7], a single node presents multiple identities in the netwontut other nodes in trouble. In
a multi-hop packet forwarding environme® 9], data packets are expected to be forwarded to the base
station or remote server via multi-hop routing. By usingesgle forwarding attack, malicious nodes
refuse to forward certain data such as ECG, heart beat angetatareetc and simply drop them, so
that they cannot be broadcast further. This threat can baggr if the attacker is explicitly included
in the routing path. In the Wormhole attack(], the adversary tunnels messages received in one part
of the network over a low latency link and replays them in dedént part. It creates sinkhole in the
network and the shortest route among the nodes to the basam $taintercept the message. This attack
may be used in combination with selective forwarding or edvepping. Another potential attack is the
hello flood attack and it is similar to the broadcast wormbalttack. In this attack, it uses a single hop
broadcast to send a message to a number of receivers.

Several symmetric algorithm&1,12] are proposed for broadcast authentications, but suchitdgts
are not suitable for WBSNs due to high communication ovedhma packet. The security protocols
for sensor networks (SPINSL3] such as SNEP angd-TESLA have been proposed for the resource
constrained wireless sensor networks (WSNs). Several kelyamge, distribution and management
protocols [L4,15] are also proposed for the pre- or post-deployed sensorsnodie LEAP [16], a
key management protocol for the sensor networks that stfp®in-network processing is proposed.
This protocol supports the establishment of four types gsler each sensor nodes and are used for
establishing and updating the keys and simultaneouslymizeis the involvement of the base station.
An adaptive key selection schem®&7[ and its corresponding algorithm is proposed for the mldtip
deployment in sensor networks. Though they use three diftéypes of asymmetric keys for encryption,
there will be communication and computational overheati¢cctuster head nodes. 1hg], authors use
the historical data of the target region to generate a libieal key structure for managing the group
keys. However, it incurs storage problem for the memory tairg sensor nodes.

The key management and key establishment schemes for sgreémsor networks are extensively
studied in 9-22]. In [15], a scalable, power efficient secure protocol is proposedhie WSNSs.
This protocol allows each sensor node to share two types yd, keg., a master key shared with
the base station and an explicit key between individual mM@ging nodes to exchange the secure
information. It is observed that some of key distributiomtpcols propose the key assignments at
the pre-deployment phase, whereas some other protocgeg®dhe key distribution and management
at the post-deployment phase. However, sharing of pairkkegs at the pre-deployment phase is not
suitable for the power and memory constraint sensor nodeslag8y, key establishment among sensors
at the post-deployment phase is not feasible as sensoroarally deployed randomly. A link layer
group communication schem@d for the wireless sensor networks is proposed to achievarggc
of the node-to-node communication. Though the scheme eperdent of the key management and
distribution architecture, there is no mention about dat#identiality, which is highly essential for the
WSNs deployed on the battle field and similar security appibns.
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The mutual user authentication scheme or session-keyragreebetween the sensors and sink is
proposed 24-26] to authenticate any user to access to the WSNs. A user dighigon schemeZ4] is
proposed, which is executed by the user and the coordintbedNVSN. The password is memorized
by the user and a secret key is saved in each device to awienthe identity of any sender. The
authors in 6] uses a strong password-based authentication scheméefi@rmote user authentication.
In these protocols there is no analysis how data confidéwtial maintained. Other than the data
confidentiality and authentication, data freshness is gromant factor in healthcare applications. In
mHealth applications, physiological signs of a patientstibe fresh and adversary should not replay the
old messages to confuse the doctors and care givers. Ngrthailk are two types of data freshne®g |
considered in wireless security. The weak freshness doesany time-delay information and gives
partial message ordering, whereas a total order on a recessinse pair that allows the delay estimation
is considered in strong data freshness.

Authors in 8] summarizes these types of threats seen in mHealth apphsafThey are the misuse
of patient identities, unauthorized access or modificatiodisclosure of personal health information.
In each category, the adversary could be the patient, irssgleh as authorized personal health record
users, or organization, and outsiders such as third paiesugh authors discuss all possible cases of
threats, they do not propose any security mechanism as thiosoto those threats. A secure same
symptom-based handshake schef} s proposed for the mHealth application in which each ptie
granted with a pseudo-ID and a private key correspondingsteyimptom. Patients can use their private
keys to make mutual authentication if they have the same sympHowever, the proposed scheme is
for mHealthcare social network built upon wireless bodyseemetwork and the security mechanisms
are not meant for the data authentication and confidentihiitt are exchanged among the body sensors.
In wireless body sensor networks, normally sensors sefffegatlit parameters of the body and transmit
it either to the physician or the hospital server. Duringdh&a transmission, the data could be hacked as
the adversary can capture the physiological data from thel@gs channels, and can change it. Besides,
the gateway nodes in wireless communication are normaliyparded, which can provide unrestricted
access to an attacker. Hence, in this case an illegal gatesds/can act as a real node to transmit data
to other nodes of the the network.

An adaptive fault-tolerant communication scheme for veissl body sensor networks is proposed
in [30], in which channel bandwidth is reserved for specific sems@ino transmits critical human
physiological data. Thus, a reliable data transmissionha@sm is maintained by the body sensor
networks based on the external environment. A secure heaittitoring environment is created for
a patient by using medical wireless sensor networks as siscuin B1]. The proposed environment
can detect ECG signals wirelessly within the patient body een provide reliable data transmission
with minimum consumption of power using TelosB technolodesides, the proposed schemes can
achieve the data confidentiality, authenticity, and intggf the patient’s data at low computation and
communication cost. Since mHealth applications are ndtearto monitoring a patient’s physiological
data, strict confidentiality should be maintained to sethieeprivacy of a patient by sharing healthcare
data with doctors, health insurance companies such ashhasdt data access, and electronic health
records. Hence, security should be maintained in mHealftiagiions from the social and ethical
point of view. The authors in32] discuss a detail survey of security and privacy issues aitheare
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application using wireless body sensor networks. In theidy authors highlight some popular
healthcare projects and discuss different aspects of ise@md privacy issues in wireless body
sensor networks.

From the study of several latest literature, it is obsenret thost of the works analyze different
aspects of securities in mHealth applications. Howeveth&best of our knowledge none of the
work propose data confidentiality and authentication proi® for the wireless body sensor networks
taking memory and computation as constraints, though aksecurity mechanisms are proposed for
the wireless sensor networks (WSN), which is different frilmea WBSN. In this paper, a light weight
data authentication and data confidentiality scheme fomtlheless body sensor networks is proposed
for the realization of the mobile health applications anthtnimize the computation and memory usage
of the proposed algorithms. The motivations and main coutions of our proposed scheme are given
as follows.

2.1. Motivations

So far, the security schemes proposed for the WBSNs are ynainihe architectural level and
are limited to key establishment and authentication. Thammeotivations by several researchers for
designing security protocols for the WBSNs are to develgptliveight security schemes in terms of
computation and memory usage so that the network lifetinugdcoe improved. Though the proposed
protocols are more or less suitable to be used in wirelesg bedsor networks, most of them are not
feasible in real implementation due to power and memory tcaimés of the sensors. Most of the
previously proposed key distribution protocols are notahle for the WBSNs due to large memory
requirement, key establishment timings and more preciaslythe body sensors are not deployed
randomly. The symmetric key sharing among the nodes of th&ank is an important design issue
for the security protocols. Though this key sharing appnda&s the lowest storage costs and power
efficient, there are obvious security disadvantages sutheasompromise of a single node will reveal
the global key.

The sharing of pairwise keys between two nodes is more ideaé she compromise of a node
does not reveal any keys. However, in this approach each remleres a unique key and keying
relationship needs to be established after the network ptoged. Previously proposed asymmetric
key methods such as digital signatures for the authenticatie impractical as long signatures incur
high communication overhead of 5@,000 bytes per packet to create and verify the signaturethfn
design security issue in WBSNSs is to maximize the lifetimdodly sensors. Hence, computation and
operations of nodes during possible security verificatisihguld be energy efficient and satisfy the
hardware constraints. In order to minimize the number ofesth&eys, in this paper, we propose the
light weight data confidentiality and authentication scesrwithout considering the key distribution
or establishment among the nodes. A three tier network t@athre along with light weight, low
complexity data confidentiality and user authenticatiohesees are proposed for the WBSNs. The
main contributions of our work can be summarized as follows:

e First of all, a three tier network architecture for the wesd body sensor networks (WBSNS)
is proposed.
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e Security and privacy challenges in WBSN are discussed apeotive implementation feasibilities
of currently available body sensors are analyzed.

e Based on the hardware constraints such as memory and cdiopwapabilities of body sensors,
a light weight security mechanism for the proposed threeedieVBSN network architecture
is designed.

¢ In order to minimize the memory usage of nodes, key sharirly stronger security methods at
the data communication level is developed such that theavhelwork requires only three types
of keys and each sensor needs to store only one key.

e Light weight data confidentiality as well as authenticatadgorithms are designed for the body
sensors as privacy of health related data of a patient stheuhdaintained.

e A segmentation based data packet communication schemesignedd, where secret keys are
embedded within those segmented packets for necessarfjcaton of authentication and
data confidentiality.

3. A Three Tier WBSN Architecture

Let us consider a three tier heterogeneous wireless bodpsartworks, which is mainly proposed
for patient health monitoring in an indoor environment. Ugb the three tier WBSN architecture
proposed in this paper is limited to the security mechanisetseen wireless sensors with base station,
ultimately the sensed data can be forwarded to an Emergesreyc8 Provider (ESP) that comprises
a medical server optimized to service hundreds or thousahdslividual users, and encompasses a
complex network of interconnected services, doctors aattiheare professionals as shown in Figlire
A patient’'s physician can access the data remotely viareteand examine the heart beat rate and
blood pressure to ensure that the patient is responding ikeea yeatment for realization of a complete
mHealth application.

Wearable systems for continuous health monitoring are atéeynology in helping the transition
to more proactive and affordable healthcare. They allownahividual to closely monitor changes in
one’s vital signs and provide feedback to help maintain atmad health status. If integrated into
a telemedical system, these systems can even alert meeicanmel when life-threatening changes
occur. Normally, an mHealth architecture can be divided imto segments, viz., indoor and outdoor
environments. However, in this proposed network architegtwireless body sensor networks for an
indoor environment is considered as shown in FiglireAs shown in Figurel, it is assumed that a
chronic patient who stays at home is fitted with several besgsrs to monitor temperature, pulse rates,
heart beatgtc, and is attributed as an indoor environment. The relatety Isensors can be fixed in a
wearable suit, wristwatch, ring and sucks. It is assumettetheh house has a powerful sensor to collect
data from those body sensors and it acts as a network comr{Bk&d. Thus there are several network
connectors located in each house and they communicate adgthather to transmit data to the nearest
gateway node or base station. Considering the body sensstigork connectors and gateway nodes,
a wireless body sensor network (WBSN) is formed. By usingW®SN, the collected data sensed
by the body sensors is transmitted to an emergency servasgder via internet as shown in Figuge
Note that all physiological data of a patient can be transuiito the mobile phones of the doctors or
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care givers from time to time for its analysis and to providepger healthcare to a patient. The whole
communication architecture can be classified into three e described below.

Figure 1. The proposed three tier Wireless Body Sensor Networks.
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Figure 2. Communication architecture of three tier Wireless BodyseerNetworks for
indoor mHealth applications.
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First Tier: Wireless Body Sensors (WBS)

In order to form a wireless body sensor network, it is propdbat each user should wear a number
of wireless body sensors that are strategically placed sinén body. The primary functions of these
sensor nodes are to unobtrusively sample vital signs andferathe relevant data to a personal server
through wireless personal network implemented using Zeg@B€eEE 802.15.4). The biomedical sensors
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fitted on the body are supposed to measure blood pressure bleass, functioning of lungs, livestc
Accordingly, various sensors such as ECG, acceleromedtengter, blood pressure monitor are fitted on
a wearable suit to monitor a person from time to time. The@enformation is collected and transferred
wirelessly to a smart sensor (gateway) that analyzes the &@Gther sensor data locally. The smart
sensor processes the sensor data and monitors the patiefitiseing, and in case of an emergency, it
automatically generates alarms and forwards the analyatdtd the nodes present in the second tier
through a mini-gateway present in the first tier. Ultimatéhe information is passed to the emergency
service provider (ESP) via internet as shown in Figlure

Second Tier: Network Connectors (NC)

In an indoor environment, the network connector is considers a sensor with higher computation
and processing capacity and is mains powered. The devicgscohd tier collect data from the body
sensors through a mini-gateway fitted in the smart suit asshoFigure2. The network connector (NC)
transfers physiological data of a patient to the nearegwgat with help of other network connectors
in a multi-hop fashion. In the second tier, the network camme(NC) is supposed to perform the
following tasks:

e Initialization, configuration, and synchronization of WB®&odes.

Control and monitor operation of WBSN nodes.

Collection of sensor readings from physiological sensors.

Processing and integration of data from various physickgensors providing better insight into
the users state.

Providing an audio and graphical user-interface that canuded to relay early warnings
or guidance.

e Secure communication with remote healthcare provider ateway nodes.

Third Tier: Base Station (BS)

The third tier of the WBSN is composed of several base statidimose base stations are powerful
sensors with longer communication range and higher proggsed battery power. They are mains
powered and are connected to the internet to transmit datiaetemergency service provider. It is
assumed that a base station may send data to the internetydmewith help of other base stations in a
multi-hop fashion. Accordingly, as shown in Figukethere are several base stations that are connected
to the internet.

It is to be noted that the whole WBSN is composed of nodes froosd three different tiers.
Though, emergency service provider (ESP), doctors, halspre also part of the WBSN, our security
mechanisms are limited with the nodes of those three tiedssasissed above. We do not consider the
security issues of ESP as it could be a database server \ifghedit security mechanism.

4. System Model

In this section, we discuss the technical feasibilitiehefdevices that are to be used in three different
tiers of the body sensor networks. Hence, a three tieredanktmodel of the wireless body sensor
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networks is designed to construct a hierarchical key sganachanism for the data confidentiality and
user authentication. Though dedicated secure micro-aiers may guarantee the integrity of the each
node, we feel that such an architecture is too restrictivkcamnot generalize to the majority of sensor
networks. Besides, individual sensors after deploymenlidcoot be trusted. Hence, in order to provide
stronger security methods, we classify the nodes into tthifesxent tiers based on the proposed network
architecture. First, we analyze technical feasibilitie$he@ sensors from the implementation point of
view that are currently available in the market.

Itis to be noted that the system architecture of wirelesylsedsor networks for mHealth applications
could be either static or mobile wireless sensors. If a pevgearing biomedical suit stays at home, the
system architecture of wireless body sensor networks isidered as static as the body sensors are
fixed within the suit and mobility of a patient is limited withthe communication range of a network
connector (NC) fixed in each home. The system architectuseid static biomedical wireless sensor
networks is shown in Figur@. When a person is at home, it is assumed that person havirth hea
problem wears a smart suit containing several body senddrs.suit itself contains several wireless
sensors to monitor different health parameters such ag, Hear etc, and the in-built sensors are
connected wirelessly with each other. Besides, one of theoss that is termed as a smart one acts
as the mini-gateway, which collects data, aggregates theadyzes the vital signs of the person and
transmits data to the network connector located in the sasd) if any life threatening situation arises.
With help of the network connector, the data can be tranethid the internet with help of the base
stations. It is to be noted that the network connector is artsdevice having interface to collect data
from the wireless sensors using IEEE 802.15.4 MAC. Besild®s interface to transmit data to the
base station using the same medium access control proto@spective of the nature of the networks
(either static or mobile), the wireless body sensor netwa@dmprise of individual health monitoring
systems that connect through the Internet to a medicaliserve

4.1. Technical Feasibilities

As we know, sensor nodes have very limited computationapamger resources for executing several
arithmetic and logical operations. Due to such hardwaresttaimts of the sensor nodes, the public
key certificates in asymmetric cryptographic algorithrike IRSA [33] and Diffie—Hellman 84] are not
suitable for WBSNSs as the working memory of a sensor nodesisfiicient even to hold the variables.
The symmetric algorithms, like AES and integrity/autheation algorithms like HMACs35] incur high
computational energy costs and are designed for the powesfistations. Hence, the core asymmetric,
symmetric and authentication algorithms in their curremtf are not suitable for the WBSNs as the
computational cost is an overhead to the power consumption.

Based on different hardware constraints and the applicatad WBSNs, we have classified the
sensor nodes into three categories such as the generiesgirebdy sensors, special-purpose network
connectors and the high-bandwidth base stations. The laaedspecifications of these nodes are given
in Tablesl, 2 and 3, respectively. As given in Tablgé Telos-B Mote B6] TPR2420 is developed by
Crossbow and is an open-source platform. TPR2420 combiinessantials for lab studies into a single
platform including USB programming capability, an IEEE 8024 radio with integrated antenna, a
low-power MCU with extended memory and an optional sens@e suBesides, it includes several



Sensor012 12 12617

other features like IEEE 802.15.4 compliant RF transceigeglobally compatible ISM band 2.4 to
2.4835 GHz, 250 kbps data rate, integrated onboard ant@nvi&iz TI MSP430 microcontroller with
10 kB RAM, low current consumption, 1 MB external flash fora&gging, programming and data
collection via USB and runs TinyOS 1.1.11 or higher. Morehtecal specification36] of this generic
sensor is given in Tablg.

Table 1. Prototype of generic sensor nodes (TelosB Mote-TPR2420).

Features Specifications

Processor 8 MHz MSP430F1611 microcontroller
Processor Performance 16-bit RISC

Memory 10 KB RAM and 48 KB Flash Memory
Measurement Serial Flash 1,024 K bytes

RAM 10 K bytes

Configuration EEPROM 16 K bytes

Radio Integrated onboard antenna

Analog to Digital Converter 12 bit ADC
Digital to Analog Converter 12 bit DAC

Data Rate 250 kbps

MAC Protocol IEEE 802.15.4 compliant

Transceiver UART (Universal Asynchronous Receiver Trattem)
Frequency band 2,400 MHz to 2,483.5 MHz

Indoor Range 20mto30m

Table 2. Prototype of special purpose network connectors (RSC \Midsa Nodes).

Features Specifications

Processor Intel StrongARM 1100@133 MHz, 150 MIPS

Memory 1 MB SRAM, 4 MB Flash memory

Radio RDSSS9M Radio @ 100 kbps, 1-100 mW, 40 channels
Data Rate 100 kbps

MAC Protocol IEEE 802.15.4 compliant
Transceiver RF communications, TDMA MAC with multihop rong




Sensor012 12 12618

Table 3. Prototype of high bandwidth base stations Stargate NegBrid

Features Specifications

Processor IXP420 @ 266 MHz

Memory 8 MB Program FLASH memory
RAM 32 MB

USB FLASH Disk 2 GB
Input and output ¥ RJ45 Ethernet (IEEE 802.3, 802.3u)

The Rockwell WINS Hidra nodes consistdk 2 boards in &.5 x 3.5 x 3 enclosure. There are various
sensors such as seismic (geophone), acoustic, magnetpatetelerometer, temperature, pressure and
uses RF communications. Technical specificat®d pf this sensor is given in Tab2

The Stargate NetBridge38] is an embedded sensor network gateway device, which caasaat
base station to send and receive data with other base satiiocan connect to other sensor nodes to
an existing Ethernet network. It is based on the Intel IXPAS@ale processor running at 266 MHz. It
features one wired Ethernet and two USB 2.0 ports. The devfaether equipped with 8 MB of program
FLASH, 32 MB of RAM and a 2 GB USB 2.0 system disk. Stargate Nielfz also contains a built-in
Web server and sensor network management tool. The netwanagement tool can automatically
identify what types of sensor boards are plugged into thesaod the wireless sensor network and will
instruct Mote Explorer to display the data accordinglyslitruly plug-and-play with minimal overhead
for configuration and administration. Technical specifaa{38] of this node is given in Tabl8.

Figure 3. The indoor mHealth with different types of nodes that forra WIBSN.

Service Provider

Star Gate Gateway
(Base Station) { =

=" RSC Wins-Hidra
Node (NC)

Man at home Doctor
with Smart suit
(TELOSEB mote)

As shown in Figure3, we propose to use the generic TelosB Mote-TPR2420 as the smtbors,
RSC Wins-Hidra nodes as the special purpose network commseghd Stargate NetBridge as the base
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station, which is connected to the internet. In Fig@rethough the wireless body sensor network
is represented by a single node, several nodes are presém metwork in a realtime application

environment. Classifications of nodes based on the proposiebrk architecture is described in the
following subsection.

4.2. Classification of Nodes

In order to design a lightweight security mechanism for thBSM, we classify the whole wireless
body sensor networks into three types of nodes. They areghsd® nodes (SN), Network Connectors
(NC) and Base stations (BS) as shown in FiglirelThe whole network is divided into several clusters
based on standard clustering algorithi®340], where each cluster has only one cluster head. The body
sensors (SNs) and network connectors (NCs) are deployemay, whereas multiple base stations
are deployed manually depending on the location and conuation range of the network connectors.
As soon as SNs and NCs are deployed, they organize amongédlvesmsnd form the cluster based
on different criteria such as their location from the seasoommunication range and limitation of the
number of sensors to be connected with them. We assume treabkprotocols 39,40] are already
designed to handle efficient clustering methods. In ourqualt each cluster head is assumed to be a
network connector (NC) that controls several SNs, whicluiteqqeasonable as per the existing clustering
algorithms. The NCs of different clusters exchange thdlected data with each other. Besides, the NCs
also transmit their data to the nearby base station (BS) aathfito the user or network manager, which
is located somewhere far away from the monitoring regiohdlsaess the sensed data and monitors the
network via the base stations (BSs). The nodes of the treeadiwork architecture can be designed as
given below.

Tier 1 Nodes: The first tier nodes of the network model are the set of gerssisor nodes (SN)
like Telos-B Motes B6], which are put in a wearable smart suit. Their functionssaneple, specific
and are usually operated independently. They sense theimedollect the raw data and forward it
to the next hop neighbor nodes, which are ultimately forwdrtb the nodes of the second tier. The
hardware specifications of such nodes are shown in Table

Tier 2 Nodes: Some special purpose sensor nodes like RSC Wins-Hidra N8dgdéimited number

of which are deployed over the monitoring region. In eaclstely there exists only one network
connector (NC), which is cluster head of that cluster, amikes data from the SNs of its own
cluster and forwards them to the NCs of other clusters. Thedes are assumed to be more powerful
in terms of computation with longer battery life and largeemory than the SNs. The technical
specification of these nodes is presented in TabkEach NC of the network has a unique ID, which
may be assigned based on its cluster ID. NCs can track evetaggets using the sensors of its own
cluster and prepare the final report using data fusion ancegggjon techniques to forward the final
data to the nodes of the third tier. It is to be noted that eagltél cluster can be considered as one
home of a patient, where wearable wireless body sensorsace u

Tier 3 Nodes: The high-bandwidth sensing and communicating nodes likegdte gateway<3f]
form the third tier of the network and are known as the BS of WBSNs. As per our
proposed network architecture, we consider multiple béstgoas, whose operating characteristics
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are given in Tabl&. These base stations are low-Power, small-Size, 400 MHmj{_single board
computer with enhanced communications and sensor sigoeégsing capabilities. These Stargate
gateways use Intel's latest generation 400 MHz X-Scaleqssar. In addition to traditional single
board computer applications, the Stargate directly suppapplications designed around Intel’s
Open-Source Robotics initiative as well as TinyOS-baseeM&s Sensor Networks. These nodes
have relatively powerful processing, memory, and transioimscapacity and have long battery life,
and they could be mains powered so that there is no powerregrtstlt is assumed that these base
stations (BSs) are connected wirelessly to the user or mktwanager via internet and satellite.

Figure 4. Logical view of the three tiered network architecture of WNBS

Base Station < A | etwork Connector
Body Sensors ¥

5. Security Architecture

In this section, we propose our data confidentiality and as#rentication algorithms. In the proposed
schemes, three types of keys are used for necessary saariftgations and data confidentiality. It is
to be noted that our proposed algorithms for data confidégtand user authentication are applicable
to all types of nodes irrespective of its presence in anyqdar tier.

5.1. Key Arrangements

It is assumed that communication among SNs in each clusteys (odes of the first tier) is only
broadcasting and routing of packets among NCs and NCs to@&&s ¢ommunication among nodes of
second tier and second with third tier) is only unicastingnbayure. We propose three different types
of keys for the whole network, which is summarized below areddrchical key sharing architecture is
shown in Figures.
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Sensor Key:Each sensor of the network has a unique secret key, whiclmsom for all the sensors
of the network irrespective of its location in any clustehisSifcommon secret key is denotediasy .
We assume that the SNs of each clusters are fixed with respttit cluster head (NC).

Network Connector Key: Each cluster head that is otherwise known as NC has a uniguet &ey,
which is denoted a&'y . The network connector ke~ of a NC (cluster head) is same for all the
NCs of the network. It is to be noted that the network conmeaty F ¢ is distinct from the sensor
key Fsn. In order to make necessary security verification with thesees, it stored/sy and also
stores its own key v for making necessary security verifications with other N€the network.
Base Station Key: Each BS of the network has a unique secret key, which is conforcall BSs
and is denoted aBgg. This key is distinct from thé’sy and E'y¢. Each BS storef'zs andE ¢, in
order to make necessary security verifications with othey 881 NCs, respectively.

Figure 5. The hierarchical key sharing architecture of the whole oetw
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Second Tier
(Network Connector)

. , f y g i £ '."1 | _,-"‘:'| a -‘::'i a First Tier
Esn Esn Egn Esn

As shown in Figureb, the sensors that belong to the first tier of the network hanlg one secret
key Esy, which is same for all the nodes of the first tier. The NCs tlebibg to the second tier of the
network have only one secret kéy -, which is same for all the nodes of the second tier. Simijarly
the BSs that belong to the third tier of the network have omlg secret keyzs, which is same for all
the nodes of the third tier. It is proposed that SNs of eacktetustore only one keks for necessary
security verifications with SNs of the same or other clustéesh NC store&’s y andE v for necessary
security verifications with SNs of its own cluster and NCs thfay cluster, respectively. Similarly, each
BS storest ¢ and Egs for necessary security verifications with NC and other B&spectively.

We consider the upstream data flow from the SNs to the NCshadireasonable as sensors are meant
to probe the environment to detect a target or event andnmfoto the base station through gateway
nodes. Hence, each NC usgsy to maintain the data confidentiality with the sensor nodessattached
to. Under special circumstances, if a NC issues missiorgssgqueries and interests, to the SNs of its
cluster, it uses its own kel y - to verify the data confidentiality received from the senstins assumed
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that the secret keys of SNs, NCs and BSs are assigned at thdaoiaming stage as the key assignment
at the network formation phase in a hostile medium is notrgedtiis to be noted that since each SNs,
NCs or BSs has the same secret key, key assignment and maragerine post deployment of nodes
does not require any computation and key establishmenexample, sensor nodels B andC' can use
their common secret key whether they are in the same or ierdiit clusters after the deployment of the
nodes as the common keys of all sensors are same.

5.2. Data Confidentiality

Before we describe the data confidentiality algorithms, ves@nt here some of the useful terms that
we have used in the next subsequent steps.

e Let, AandB be two sensors present in the first tier of the network, whenhsmitz-bits of message
M (plain text).

e 1 is a pre-assigned integer such that n? < x. It is known to both the sender and the receiver in
advance, e.g., during the network construction phase anddle is fixed for all the messages.

¢ Divide the whole messag®/ into k-numbers of sub-messagés , M. ..., M, of n?-bits each
such thatM; | M |...| M denotes the concatenation leihumbers of message infd, where
k=50,

e Egy is the secret key ofi?-bits, which is common for sensor noddsand B and (©) is a user
defined binary operation. Bothsy and(>) are known to both sensors a priori. Howewgj,acts
like a session key and types of binary operations can be elgigingm time to time by the cluster
head GN to enhance the security.

e Using the secret ke¥sy, let the cipher tex{M}ESN be generated from the plain tekt.

Suppose the plain text messaygeof x-bits is sent by any sensor to another one after encryptimg it
then?-bits secret keysy. Then the encrypted message is:

{M} g, = M x Esy(mod p)

wherep is a prime number of order 512 bits in the Galois field. Tholgh is the common secret key
among the sensors and is only known to the sender and redéieeuld be possible that the adversary
can capture any packet sent to the destination to intercemipher message and may hack the common
secret key. Once adversary analyzes the cipher messageetmthg secret key from any of the sent
packet, it will be easier for it to break the confidentiality subsequent packets. Thus the security
of the whole network is compromised. In order to overcomensumblem, we propose a stronger
confidentiality scheme. Instead of sending any single key sngle data packet, new encrypted keys
are generated based on some physical situations, sucheagftsant message or local temperature at the
time when the message is sett

Based on the proposed physical situation based key gemeragchanism, let us assume that a time
stamp matrixZ; of n2-bits, forVvi = 1,2.3,...,k, is considered. For each message, sent at different
instant of time, different time stamp matricésare generated by using the common secret Kgy.
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Thus, several new secret kefs™ are generated, which are only known to the sender. The subseq
new secret keys can be generated as follows:

ESY = EsnOTh
BN = BEsy O T
BN = Esn O Ty

BN = Esy QTx

where, T}, T,, T3, ..., T}, are the time stamp matrices, which are based on the localatméhich a
message is sent arfe) is a user defined binary operation that is only known to theleseand receiver.
It is to be noted thaf) acts like a session key among the SNs as well as the SNs withB&S&les, NC
of different clusters may have different types of binary igiens, which could be changed from time
to time.

Now break the original messagé into k-number of message¥/,, M, ..., M,, each ofn?-bits.
Sincek = [-5], it is obvious that for%; is not a whole number)/ can be broken int¢k — 1) number
of messages ofi*>-bits each, and another one messayg) of [xr — n? x (k — 1)]-bits, which is less
thann?-bits. In this case, the last messabg will have [x — n? * (k — 1)]-bits of message and rest
bits are garbages such &sor anything else. However, if; is a whole number)/ is broken into
k-numbers of messages, each havirigbits. The new cipher messagg is generated by taking the
messages/; and the new encrypted matri%;>N. Thus the transmitted cipher message at different
instantsI’, 15,15, ..., T are:

Cy = M, = E;*Y(mod p)
Cy = M, * E>,°Y(mod p)

Cr = M, * E;*(mod p)

Finally, the sender transmits the original messagen form of the cipher messagé€s. The data
packet transmitted by the sender contaihits of the cipher message anttbits of time-stamp matrix
and the whole messagé is transmitted fok-times. Upon receiving the data packets, the gateway nodes
decrypt each cipher messages using the secretkgyand the time-stamp matrik;. Since the secret
key Esy and binary operatio@) are only known to the sender and the receiver, the data comifidiey
cannot be lost even though adversary is able to hack thercipassage. Thus, similar procedures of
confidentiality schemes can be applied for establishingheessary data confidentiality between the
SNs and NCs. However, when the NC receives the data packetany SN, it uses its secret kéy v
instead ofF ¢ to decrypt the message. But, if any message is sent from on Mer, it uses ¢
to encrypt it before sending to other NC of the network.

5.3. Authentication

In this subsection, a low complexity authentication schésngroposed, which is applicable to the
nodes of all three tiers of the network. Each cluster head $8@jas a unique ID to each of the sensors
present in its cluster. Similarly, each NC has a unique IDhsaagcthe ID of the cluster that it belongs to
and each BS has also a unique ID too. Each NC stores ID of tlsethat belong to its own cluster
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and ID of other NCs too. Similarly, each BS stores ID of oth&sEand ID of NCs that are connected
to it. It is to be noted that the number of NCs and BSs deployet the network is very small as
compared to the number sensors (SNs). Besides, their stopagver and computational capabilities
are higher than the SNs. Hence, it is reasonable to assunmedimenance of ID of the SNs by the
NC of a particular cluster. The unique ID of the SN, NC or BSassidered as the public key for the
authentication purpose, which is described as follows.

Let,

y.  ID of the SNs/NCs/BS be the public key.

m: The cipher message, encrypted as per the data confidgntiathnique described in the
previous section.

a,b: Unknown variables
Sender’s private key

Now the sent message fromto B is:

e A — B: A(y,a,b,m) and the cryptographic function is:
e 22 =y (mod n) such that

a—bz(m%—l)*f(modn)
o
a+b=(m?—m+1)*za(modn)

where,«a is a random number andis a 1,024 bits composite number. Upon receiving the packet
containingy, a, b andm, receiverB can calculate? — v*> = (m3 + 1) * y (mod n).

Ultimately, nodeB uses the public key cryptographic mechanism to calculaevéihue ofn. If it
matches with its preserved valueroivith A’s value ofn, then it authenticatel as a legitimate sender.
It is to be noted thay is the ID of the sender and for each sender there will be a enighat should
match with the receiver’s.

5.4. Theoretical Analysis

In this section we analyze the computational and storageotosir protocol due to the key updating,
establishment, encryption and decryption operationsndutie confidentiality verification. It is to be
repeated here that in our protocol, we do not need any keytimgdaechanism as we assign a single key
to all the sensors, another single key to all NCs, and alsogdesshared key to all the BSs of the network.
Hence, in our protocol, there is no computational cost meguin establishing the keying relationship
among either the SNs or NCs or BSs. Also, our protocols dompbse any computational burden for
key updating or in establishing the keying relationshipwdaer, the computational cost in encrypting
or decrypting the message can be calculated as follows:

e In case of SNs: Suppose, in a cluster a noderhdgferent neighbors and;, i = 1,2,3,...,n
be the number of neighbors of thosenodes. Hence, total number of required encryptions is:
Er => ax; fori =1,2,3,...,n. Similarly total number of decryption is aldo; = > z;, for
i=1,2,3,...,n.
In a cluster, average number of symmetric operations E‘_ﬁém
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e In our protocol NCs communicate with other NCs by unicastimgmessage. Suppose, the whole
network hasn numbers of NCs. In the worst case, an NC will have at nfost- 1) neighbors.
The average number of encryptions and decryptions in caseMCs is= 271

e In case of BSs: Suppose, the whole network containsmber of BSs. As the communication

among the BSs is also unicasting, average number of enongadind decryptions is @

In our protocol,p < m < n. Hence, total average number of encryption and decryptpesations
- (nfzszlu 2l 2(1’;1) . Besides, in our protocol, a node stores only two types o§ key.,Esy
andFE ¢ and keys are same for all the nodes the cluster. Hence, gheoaequirement to store the chain
of keys for its neighbors. If; is the key length o5 and/; is the key length ofZ'y ¢, then the total
key length is required to store in each SN is [; + l,. Though memory space is the scarce resource for
the sensor nodes, for a reasonable key lengthisgf and E'y ¢, Storage is not an issue in our protocol. It
is observed that the storage requirement, encryption aciypkgon computational costs of our protocol

is least, which is evidenced from the simulation resultsiasrgin the following section.

6. Performance Evaluation

In this section, we evaluate performance of our proposedrsel through simulations and compare
the performances in terms energy consumption, computatidrstorage.

6.1. Simulation Setup

Our proposed data confidentiality and authentication selseare evaluated using ns 2.33. A
rectangular monitoring region of siz#0 x 100 m? is taken and 1,000 nodes are deployed over it.
Based on our proposed scheme, total number of deployed mudlade three different types of nodes
such as Sensor nodes (SN), Network Connectors (NC), andsBatsan (BS). Though SNs and NCs are
deployed randomly, BSs are deployed manually. The scheraevaluated with variable node numbers
of 100 through 1,000. In each case, 90% of the total deplogdésare taken to be SNs, 9% of them are
NCs and only 1% are BSs. In our simulation, IEEE 802.15.4 M#&Cadnsidered as the medium access
mechanism during the communication between sensors asdrsenith gateways, whereas unicasting
is used for the communication between BSs and BS with NCsc®hanunication range of each node is
fixed at 10 meters. The energy consumption due to transmis$impacket by sensors or gateway nodes
is considered to be 0.2 joules. It is to be noted that our selsaronsider only upstream communication,
i.e,, only sensors transmit data to their neighbor sensors s tduster head as the gateway.

6.2. Simulation Results

In order to evaluate the performance of proposed securiterses, we simulated the energy
consumption, computation time, memory usage and contidgia overhead as compared to standard
key establishment schemes with our authentication anddmntfality schemes. As per our proposed
scheme, each sensor is given only one Keyx() as contrary to the standard key establishment protocols.
The energy consumption is evaluated as shown in Figbir@sand8 in terms of different number of
nodes, computation time and size of the transmitted packetsur simulation, energy consumption is
defined as the amount of energy consumed in completing agsateh as establishing the keys among
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the deployed sensors or authenticating a node based on leemecor maintaining confidentiality as
per our model. As shown in Figui® it is found that energy consumption for establishing theske
among different number of nodes is higher than the confidktytand authentication. However, in each
case energy consumption increases if number of deployeesrar@ increased. Energy consumption in
authentication is less than the energy consumption duertiidemtiality implementation.

Figure 6. Evaluation of energy consumption with different number ofles.

400

350 | —=— Authentication

—¢— Confidentiality

300 -
—&— Key establishment

—

h

o
T

Energy consumption [ml)

100 |-

100 200 300 400 500 600 700 800 900 1000
Number of deployed nodes

Figure 7. Evaluation of energy consumption with computation time.
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Figure 8. Evaluation of energy consumption with different messagessin bits.
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As shown in Figure7, energy consumption of the whole network is evaluated fiestint values
of computation time in establishing the keying relatiopsaimong the nodes and in executing the
data confidentiality and authentication mechanisms. lbseoved that energy consumption is directly
proportional to the computation time. Obviously, energgsiamption of the network is increased due to
longer computation time. Energy consumption of the nodatssevaluated with size of the packets that
are exchanged between the nodes in executing the propasedysmechanisms as shown in Fig@.dt
is found that energy consumption is more in case of key astabkent as compared to the authentication
and data confidentiality. Least amount of energy is consumadthentication as very few messages are
exchanged and each packet is segmented and thereforeeeljmited energy to transmit them.

The computation time is analyzed for different number ofe®dnd size of the packets as shown
in Figures9 and 10, respectively. In our simulation, computation time is dediras the time require to
authenticate a node by the sensors, network connector ersbatson and also the time taken to measure
the confidentiality of a sent packet. As shown in Fig@reur data confidentiality and authentication
schemes are simulated with different number of nodes. husd that the computation time is longer
in case of key establishment as compared to our proposedtgesthemes. Though implementation
of our confidentiality mechanism requires more computatiore, it is visibly shorter than the key
establishment scheme. Our authentication scheme talsgct@aputation time. Moreover, with smaller
computation time, our scheme can provide better prote¢tidhe wireless body sensor networks. As
shown in FigurelQ, it is observed that confidentiality or authentication rieggilonger computation time
if size of the sent packet is large. As per our scheme, cortfadiéyrequires more computation time as a
single packet is segmented into several packets. Howaweseaurity schemes in form of authentication
and confidentiality outperforms over key establishment.
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Figure 11. Evaluation of memory usage with different number of nodes.
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The memory usage due to authentication and confidentialigymulated and the result is compared
with the key establishment scheme, as shown in Figltesd12. The memory usage is defined as the
amount of memory require to store the data such as sehA&@r)( network connectoriy-) and base
station Fps) keys and necessary computation parameters. As shown umeFid, memory usage is
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analyzed with different number of nodes. Since we use vemitdd parameters to verify authentication
and confidentiality, memory usage is smaller as compareketéey establishment scheme. Of course,
more memory storage is required if number of nodes are de@lag we consider the average memory
usage taking all deployed nodes. As shown in Figianemory usage is analyzed with size of the data
packet. It is observed that our schemes require less stasagempared to key establishment protocol.

The packet overhead in establishing the key and commuaitdtiring our proposed authentication
and confidentiality schemes is simulated with number of sa® the result is shown in Figuie.
Though the key establishment needs less number of contoletsmfor smaller number of nodes,
it gradually increases with higher number of nodes. Besides authentication and confidentiality
schemes use less number of control packets as inferred figumnef 3.

Figure 13. Control packet overhead with different number of nodes.
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7. Conclusions

Different researchers propose different security scheforeke wireless sensor networks. However,
very few research works are there on security mechanismsB$NV Hence, the main motivation to
design security protocols for the WBSNs should be light \Wweig terms of computation and memory
storage so that less amount of energy should be consumedpienmanting them. Besides, number
of keys distributed among nodes for the necessary secueriification should be limited. In order to
minimize the number of shared keys, we propose here a tlenee thetwork architecture for the WBSN
for realization of an mHealth application and design ligleigiht, low complexity data confidential and
user authentication schemes for the WBSNSs. In stead of useugral keys to be stored with each
node, we propose a segmented based data packet and comtmourpegiadigm, where secret keys are
embedded within those segmented packets itself. Accotdingr scheme, a sensor stores only one key,
a network connector or a base station stores only two keygrdfmse to use only three different types
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of keys for the three tier network model, which can provideusity as well as can minimize the memory
usage, computation time and energy consumption. From gideaon of our schemes, it is found that
our protocol is suitable for the wireless body sensor ngta/aiithin its current physical constraints. Our
proposed schemes can be applicable for the WBSNs in meglipatations such as mHealth.
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