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Abstract

Proactive defense planning in Industrial Control Systems (ICS) is critically constrained by
two intertwined types of uncertainty: epistemic uncertainty, arising from the defender’s
limited observability of the system state and incomplete knowledge of attacker strategies,
and aleatoric uncertainty, stemming from the stochastic nature of state transitions and the
propagation of disturbances through inter-device dependencies. These factors significantly
complicate the quantitative assessment of defense strategies before deployment. To address
this challenge, this study proposes a Dynamic Bayesian Network (DBN)-based framework
that explicitly models four sources of uncertainty. Within this framework, the expectation
of the effectiveness differential is coupled with its information entropy to jointly quantify
expected performance and prediction uncertainty. A casestudy on a typical substation
automation system, complemented by systematic ablation experiments, demonstrates that
the framework can effectively distinguish the relative effectiveness of defense strategies.
The framework maintains robust assessment results under up to 15% noise in Conditional
Probability Tables (CPTs). The ablation experiments further quantify the individual con-
tributions of observability, dependency propagation, and attacker strategy to prediction
uncertainty, and reveal a non-trivial coupling between epistemic and aleatoric uncertainty.
This research provides theoretical and methodological support for resilience-oriented cyber
defense planning in ICS.

Keywords: industrial control systems; dynamic Bayesian network; information entropy;
cyber defense effectiveness; epistemic uncertainty; aleatoric uncertainty; risk-aware
decision-making

1. Introduction

ICS serve as the core infrastructure for critical sectors such as energy, water, and trans-
portation, making their security directly linked to public safety. However, with the
widespread adoption of industrial internet of things technologies, cyber threats against
ICS have evolved from simple attacks to multi-stage, targeted penetration and integrated
cyber—physical attacks, as exemplified by Stuxnet [1] and the 2015 Ukrainian power grid
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attack [2]. The frequency and severity of such attacks continue to escalate [3,4]. Unlike
conventional IT systems, post-attack recovery for ICS is often irreversible or extremely
costly. Therefore, proactive defense planning—evaluating and optimizing strategies in the
pre-engagement phase—has become more critical than post-incident analysis. Defenders
thus require quantitative tools that can both predict the effectiveness of alternative strate-
gies and assess the confidence of such predictions under uncertainty. However, this task
is fundamentally constrained by two intertwined challenges: (i) the perspective bias in
the defender’s observations and knowledge of attacker strategies (epistemic uncertainty),
and (ii) the inherent randomness in system state evolution driven by attack-defense inter-
actions and device interdependencies (aleatoric uncertainty). A recent systematic review on
risk and reliability evaluation confirms that traditional methods are predominantly static
and highlights the urgent requirement for dynamic, model-based techniques to address the
rising complexity and heterogeneity of future industrial automation systems [5].

Extensive research has addressed these challenges in three main directions: probabilis-
tic and dynamic risk assessment, attack—defense modeling, and uncertainty quantification.

Probabilistic and dynamic risk assessment in ICS. Traditional static approaches, such
as CVSS-based scoring, are limited to snapshot assessments and cannot capture temporal
state evolution. Bayesian network (BN)-based methods have therefore been widely adopted.
Recent static BN advances include frameworks combining AutomationML with Bayesian
Networks for safety—security assessments [6], and probabilistic models linking machine-
level configurations to security incidents for decision support [7]. On the dynamic front,
DBNs and related temporal models capture state evolution under adversarial impacts.
Representative works include proactive dynamic risk assessment integrating internal
data and threat intelligence for SCADA systems [8], and Bayesian Attack Graphs (BAGs)
that combine network topology with CVSS data for dynamic risk evaluation [9], sharing
temporal inference capabilities with DBNs. A fundamental limitation persists across these
works: they assume the evaluator has complete system knowledge—a global perspective
rarely available in adversarial environments.

Attack-defense modeling and game-theoretic approaches. To capture strategic
attacker—defender interactions, game-theoretic models, Markov decision processes, and op-
timization frameworks have been developed. These include attacker—defender game
models with constrained strategies that employ information theory to evaluate the diver-
sity and unpredictability of strategy selections [10]. In that work, entropy is used to capture
a single dimension of strategic uncertainty, which is distinct from the comprehensive multi-
source uncertainty aggregation proposed here. Other representative works in this stream
include game-theoretic frameworks for cross-layer impact assessment in industrial cyber—
physical systems [11], optimization approaches generating worst-case attack strategies [12],
and Bayesian ATT&CK Networks (BANs) for data-driven APT attack prediction [13]. Re-
cent work has also advanced attack detection within Bayesian Attack Graphs (BAGs) under
realistic uncertainties: Kazeminajafabadi et al. [14] formulate the BAG as a hidden Markov
model and derive an MMSE detector that explicitly accounts for imperfect monitoring and
uncertain reimaging outcomes. While this work relaxes the full-observability assumption
in attack detection, it remains focused on state estimation rather than pre-engagement
strategy evaluation, and does not address the broader challenge of comparing alternative
defense strategies under the combination of dual-uncertainty modeling and ICS-specific
dependency propagation. Across these works, the defender’s information state is typically
either assumed to be complete or limited to the detection of attack events through intrusion
detection systems. The defender’s incomplete knowledge of the true system state—i.e.,
the epistemic uncertainty arising from the discrepancy between what is observed and
what is actually true—is not yet widely incorporated as a structural component of the
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evaluation framework, which limits the applicability of these methods in pre-engagement
scenarios where strategies must be assessed under partial knowledge of the current system
configuration and device health. Pre-engagement defense evaluation—where defenders
must decide under partial observations and quantify strategy impacts through dependency
propagation—remains underexplored.

Uncertainty quantification in cyber defense evaluation. Methods based on infor-
mation entropy, fuzzy theory, and probabilistic decision processes have been applied to
cybersecurity. Entropy-based approaches have been combined with triangular fuzzy num-
bers for cross-domain ICS risk assessment [15]. Bayesian Networks have been integrated
with expert elicitation to distinguish attacks from accidental failures under incomplete
information [16]. Differential game frameworks have been proposed for APT defense on
edge nodes [17]. POMDPs have also been employed for decision-making under partial ob-
servability. However, these approaches remain isolated: existing frameworks either model
structural dependencies under full observability (e.g., DBNs) or handle partial observability
without system-wide dependency propagation (e.g., POMDPs). No existing framework
jointly models both uncertainty sources within a single model: DBN-based methods cap-
ture dynamic evolution yet assume full observability [18], while POMDP-based methods
address partial observability yet lack dependency propagation [19]. Furthermore, existing
studies rely on expected values or variance to characterize effectiveness outcomes, yet these
metrics are tied to the numerical encoding of system states and do not provide a consistent
measure of prediction uncertainty across different system configurations. Although entropy
naturally aggregates multi-source uncertainty into a single scalar, it has not been integrated
with dynamic probabilistic models for pre-engagement defense planning.

The above analysis reveals three critical gaps for pre-engagement ICS defense planning,
echoing challenges diagnosed by recent reviews: risk analysis methods lag behind the
sophistication of modern cyber—physical systems and must be extended toward dynamic,
probabilistic techniques [5].

1.  Neglect of defender perspective limitation. Most frameworks assume complete
information, failing to model the discrepancy between observed and true system
states—i.e., epistemic uncertainty. This yields overly optimistic evaluations discon-
nected from the defender’s actual environment.

2. Lack of joint dual-uncertainty modeling. Existing methods address epistemic or
aleatoric uncertainty in isolation, without a framework that jointly models both within
a single temporal probabilistic model. This fragmented treatment prevents defenders
from simultaneously accounting for what they do not know about the current system
state and what they cannot predict about its future evolution—a gap that directly
motivates the need for a joint dual-uncertainty representation.

3. Absence of an encoding-independent companion metric for prediction uncertainty.
Current approaches rely on expected values or variance to characterize effectiveness
outcomes. Yet these metrics are tied to the numerical encoding of system states and
do not provide a consistent, encoding-independent measure of prediction uncer-
tainty. While information entropy offers such a measure, its integration with dynamic
probabilistic models for pre-engagement defense evaluation remains an open gap.

The core problem is thus as follows: how to achieve the accurate, risk-aware evalu-
ation of defense strategy effectiveness in pre-engagement ICS scenarios, under the dual
constraints of perspective bias (epistemic uncertainty) and state evolution (aleatoric uncer-
tainty), while providing an encoding-independent measure of total prediction uncertainty?

To address this, we propose a DBN-based evaluation framework grounded in a key
insight: under uncertainty, defense effectiveness evaluation is no longer computing a de-
terministic difference between two known states. Rather, both current and future states
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become random variables—the former due to partial observability, the latter due to un-
known attacker strategies and the stochastic nature of state evolution. The problem thus
transforms into characterizing the joint distribution of successive states, conditioned on
the defender’s observations and chosen strategy. This formulation maps directly onto the
inference structure of a DBN, providing a principled and computationally tractable basis
for the evaluation framework. The main contributions are as follows:

1. Joint DBN-based framework for dual-uncertainty representation. We develop
a DBN framework that simultaneously (i) embeds the defender’s partial observ-
ability and incomplete knowledge of attacker strategies (epistemic uncertainty),
and (ii) models dynamic state evolution and inter-device dependency propagation
(aleatoric uncertainty). By conditioning strategy evaluation on the defender’s actual
observations rather than on an idealized global viewpoint, this framework provides
a probabilistic representation that integrates both uncertainty types within a single
temporal model.

2. Dual-metric methodology with entropy as a companion metric. Leveraging the
DBN’s capacity to infer the full joint distribution of successive states, we couple
the expected effectiveness differential with the information entropy of its predictive
distribution. Operating in the probability domain rather than the numerical domain of
variance, this entropy metric provides an encoding-independent measure of prediction
uncertainty that captures the shape of the effectiveness distribution. Together, the two
metrics jointly quantify anticipated performance and its associated unpredictability,
offering a principled basis for risk-aware pre-engagement decisions.

These contributions collectively address all three identified gaps. The remainder of
this paper is organized as follows. Section 2 presents the uncertainty modeling, the DBN
formulation, the entropy-based effectiveness metrics, and the computational framework for
deriving the dual-metric evaluation. Section 3 demonstrates the framework through a substa-
tion automation case study, including robustness analysis and the mechanistic interpretation
of the experimental findings. Section 4 provides a systematic qualitative comparison with
existing methods, discusses the choice of entropy as a companion metric, addresses parameter
feasibility, and outlines limitations and future work. Section 5 concludes.

2. Methods

This section aims to construct a comprehensive probabilistic model of cyber attack—
defense confrontation and to develop the associated effectiveness evaluation methodology.
It captures the dynamic interactions among the attacker, defender, and the target network
system, as well as the uncertainties inherent in the process. It is crucial to emphasize that the
ultimate purpose of building this overall model is to provide a mathematical foundation for
the core task of this work—effectiveness evaluation from the defender’s perspective prior
to engagement. The following subsections will present the uncertainty modeling, the DBN
formulation, and the computational framework for effectiveness evaluation including the
expectation and information entropy metrics.

The network attack—defense process is an adversarial game between the attacker and
defender centered on the target network. The uncertainty in the outcome of attack and
defense actions primarily stems from two sources: the inherent observational uncertainty
due to the limited perspective of both sides, and the intrinsic randomness in the evolution
of the target network’s state. These two types of uncertainty are modeled separately below.

2.1. Uncertainty from Perspective Bias

In cyber attack—defense confrontations, both the attacker and defender operate in an
environment characterized by information incompleteness, which leads to a fundamental

https://doi.org/10.3390/e28060635


https://doi.org/10.3390/e28060635

Entropy 2026, 28, 635

5o0f 44

perspective bias in their respective cognitions. Perspective bias is a core source of decision-
making uncertainty. Consequently, we refer to the uncertainty arising from this bias as
epistemic uncertainty and further decomposes it into two dimensions:

Uncertainty in the observed state: This refers to the probabilistic deviation between
the state information perceived by either party from their own viewpoint and the true state
of the system.

Uncertainty in the adversary’s strategy: This refers to the cognitive ambiguity one
party faces regarding the potential strategies the opponent may adopt, due to the inability
to directly observe the opponent’s decision-making process.

This subsection formalizes the perspective bias of both attack and defense parties. We
emphasize that our model aims to objectively describe and characterize the existence and
probabilistic nature of this bias, rather than to presuppose the superiority or inferiority of
either party’s decisions.

2.1.1. Uncertainty in Observed State

Let the multi-dimensional random vector X = (Xj, Xy, ..., X]) represent the true
state of the target. Denote by (2x the sample space of X, i.e., the set of all possible states
of the target. Note that each component X;(i = 1,2,...,I) of X describes the state of a
particular aspect of the target, which could be either a continuous or discrete random
variable, depending on its physical meaning. While the framework can naturally extend to
continuous variables through standard techniques such as probability density functions
and integral-based inference, the formal exposition and the case study in this paper adopt
a discrete state space to maintain clarity and to align with ICS risk assessment practice,
where device states are typically classified into discrete severity levels.

Similarly, let the multi-dimensional random vectors ¥ = (Y1,Y5,...,Y))
and Z = (Z1,Z,,...,Zk) represent the target state perceived by the attacker and de-
fender from their respective perspectives, related to X. Denote their sample spaces by
Qy and Qz, respectively.

Due to the adversarial nature of the game, the perceptions of the target state by the
attacker and defender, Y and Z, are constrained and potentially interfered with, and thus
are not identical to the true target state X. Moreover, the number of state parameters
and even their physical meanings in Y and Z might differ from those in X. Therefore,
both the attacker and defender can only infer the true network state X based on the
correlation between their respective observed states (i.e., Y, Z) and X. Let the conditional
probabilities P(X|Y) and P(X|Z) represent the inferred beliefs about the true target state
X by the attacker and defender, respectively, given their observations ¥ and Z. According
to Bayes’ theorem

p(x|y) = LYXIPX) ngl)’ (X)
P(X|Z) = P(Zgg;(x)

Here, P(Y|X) and P(Z|X) are the likelihood probabilities of the attacker and defender
observing Y and Z, respectively, given the true target state X.

Remark on the dimensionality of observation vectors. In practice, the strength of
the correlation between Y, Z, and X reflects the reconnaissance and perception capabilities
of the attacker and defender regarding the target network state. For instance, in the
extreme case where Y and X are independent, the attacker gains no information about the
target network state and the uncertainty in inferring X from Y is maximized. In typical
ICS environments, the defender possesses higher access privileges and richer monitoring
methods, so the correlation between Z and X is often stronger than that for the attacker.
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Beyond correlation strength, the observation vectors may also differ in dimensionality from
the true state vector—i.e., | # I and K # I in the general formulation—reflecting the fact
that the two parties monitor different, possibly overlapping, subsets of system attributes at
different granularities. Accordingly, in the Bayesian network structure, each observation
component Z; is modeled as depending on a known subset of the true state variables,
i.e., par(Z;) C X. This structural flexibility allows the framework to accommodate arbitrary
observation mappings without constraining the dimensionality of Z or Y to match that
of X.

2.1.2. Uncertainty in Adversary Strategy

Consider M possible attack strategies available to the attacker and N possible defense
strategies available to the defender. Let the random vectors A = (A3, Ay, ..., Ap) and
D = (D1, D,,...,Dy) characterize the strategy combinations employed by the attacker
and defender at a specific time, respectively. Here, each component A; or D]-(l <i<M,
1 < j < N) is a Bernoulli random variable taking values 1 or 0, indicating whether the
corresponding strategy is activated (1 for activated, 0 for not activated).

When selecting their respective strategies, the attacker and defender need to infer
the true target network state X based on their observation vectors Y and Z, and then
decide which strategies to adopt based on this inference. Therefore, from the overall system
perspective, both A and D depend on the true state X of the target network. However, in an
adversarial environment, neither party can accurately know the actual strategy used by the
opponent. Each can only estimate the opponent’s strategy choice based on its own inference
of the target state X, i.e., obtaining P(A|X) and P(D|X). For the defender, the uncertainty
regarding the attacker’s strategy P(A|X) constitutes the second key uncertainty induced
by perspective bias, which directly affects the judgment of the threat landscape during
pre-engagement planning. The dynamic mechanism capturing multi-stage attack behaviors
is detailed in Section 2.3.

Figure 1 illustrates the relationships among the attacker, defender, and target network
during one round of the cyber attack—defense process.

Attacker Defender

Implement Implement
attack behavior defense behavior
P(A1X) P(D|X)
Perceive Perceive
defense attack
behavior behavior
P(D|X) P(A|X)
Reconnoiter Monitor
target state Target Network target state
P(Y|X) X P(ZIX)

Figure 1. Relationships among the attacker, the defender, and the target network.

2.2. Uncertainty in State Evolution

In the attack—defense confrontation within ICS, the dynamic evolution of the sys-
tem state is central to effectiveness evaluation. This framework attributes the uncertainty
in state evolution to two main sources: uncertainty directly triggered by attack—defense
actions, and uncertainty arising from dependency relationships among internal system
devices. A key modeling choice underpinning this section is that the direct effects of attack—
defense actions on a device’s state and the indirect effects propagated through inter-device
dependencies are treated as probabilistically independent mechanisms. The following sub-
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sections develop each component in turn, and a detailed justification of this independence
is provided in the Remark at the end of this section.

2.2.1. State Evolution Uncertainty Triggered by Attack—Defense Actions

Attack and defense actions are the dominant factors driving rapid changes in the
system state over the short term. The strategies employed by the attacker and defender
succeed or fail with certain probabilities, thereby exerting random influences on the target
system’s state. Let the target network state at time t be denoted by X(t), and the actions of
the attacker and defender be represented by A(t) and D(t), respectively. When the target
network is influenced by A(t) and D(t), its state transitions from X (t) at time ¢ to X (¢t + 1)
at time t 4+ 1. Assuming the state transition possesses the Markov property, i.e., the next
state depends only on the current state and the strategies of both parties, the state transition
probability can be formally expressed as

P(X(t+1)|X(0:t),A(0:t),D(0:t)) =P(X(t+1)|X(t),A(t),D(t)) (1)

The conditional probability P(X(t + 1)|X(t), A(t), D(t)) characterizes the influence
and uncertainty of different attack—defense strategy combinations A(t), D(t) on the target
state. For example, if the initial target state is X(t) = x7, and the attacker can employ
various strategies (e.g., a, a’) to force the target into state X (f + 1) = x», then the conditional
probabilities P(X(t + 1) = xp|X(t) = x1,A(t) = a) and P(X(t + 1) = x|X(t) = xy,
A(t) = a’) reflect the success probabilities of attack strategies a and a’, respectively.

Remark on the Markov assumption in adversarial settings. It is important to distin-
guish between the memoryless property of state transitions and the potentially history-
dependent nature of attack and defense strategies. The Markov property formalized in
Equation (1) applies exclusively to the evolution of the system state X(f). Its validity
rests on the following observation: at time ¢, the distribution of X (t) already encodes all
historical influences from the initial time through t — 1, including prior attack actions,
defense responses, and state degradations. Consequently, when conditioning on X (t) to
predict X (t + 1), the earlier trajectory X (0 : t — 1) provides no additional information about
the next state. This reflects a modeling stance grounded in ICS risk assessment practice:
for the discrete degradation levels employed (e.g., normal to complete failure per NIST
SP 800-82 [20]), the device’s current physical condition serves as a sufficient proxy for its
operational history, so the immediate effect of an action depends on that condition and the
action itself, not on the specific path taken to reach it.

2.2.2. State Evolution Uncertainty Induced by Dependency Relationships

Besides attack—defense actions, uncertainty in the system state also originates from
functional dependencies among devices, as devices in the network do not operate in iso-
lation; their states are interconnected through control commands, data flows, or physical
couplings. A state change in one device may probabilistically affect, amplify, or sup-
press the states of other devices. This dependency-induced uncertainty is captured
through conditional probabilities between device state variables, e.g., P(X;(#)|X;(t)) and
P(X;(t+1)|X;(t +1)). We assume that the dependency relationships among devices re-
main stable during the evaluation period, i.e., P(X;(t)|X;(t)) = P(X;(t+1)|X;(t+1)).
This time-invariant assumption ensures the stability of the model structure, making it
suitable for short-term confrontation analysis.

Remark on the independence assumption. For a given device, the direct effects of
attack—defense actions on its state and the indirect effects propagated through inter-device
dependencies are treated as probabilistically independent mechanisms. This independence
is rooted in the distinct physical origins of the two influence sources: direct attack—defense
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effects depend on the technical characteristics of adversarial actions and defense responses,
whereas dependency effects arise from the functional topology of the ICS. Because these
two mechanisms operate through different causal pathways, treating them as conditionally
independent is a principled structural decomposition: an attacker’s action exploits technical
vulnerabilities of the target device (e.g., a buffer overflow in firewall firmware), whereas
an upstream device failure alters the communication or power conditions of the target
device (e.g., a switch outage disabling network connectivity). The outcome of one pathway
does not directly influence the parameters governing the other. This decomposition also
serves a pragmatic purpose: it allows the high-dimensional state transition CPT to be
constructed from two lower-dimensional, more interpretable CPTs, rather than requiring
the defender to directly specify a CPT over the full joint space of all parent nodes—a task
that is combinatorially intractable. In scenarios where strong synergistic degradation effects
exist, the bounded additive fusion rule employed in Section 2.5 provides a conservative
approximation by capping the combined degradation at the maximum failure level.

2.3. Attack—Defense Model Based on DBN
2.3.1. DBN Formulation

To model the uncertainty throughout the entire attack-defense confrontation pro-
cess, this section introduces the DBN [21], integrating the core elements described previ-
ously—the target’s true state, observed states, and attack—defense strategies—along with
their dynamic interrelationships into a temporal probabilistic framework.

A complete attack—defense confrontation process is discretized into multiple con-
secutive time slots. The sequence of the target network’s true states is denoted by
(..., X(t),X(t+1),...); the sequences of observed states for the attacker and defender
are (..., Y(t),Y(t+1),...)and (..., Z(t),Z(t+1),...), respectively. Based on this, a DBN
is constructed as shown in Figure 2, where the dependencies between nodes are defined
as follows:

Observational Dependency: The observations of the attacker and defender at time ¢,
Y(t) and Z(t), are both determined by the target’s true state X () at that time.

Strategic Dependency: The strategy choices of both parties at time t, A(t) and D(t),
are made independently based on their respective beliefs about the target network’s current
true state X (f).

State Evolution Dependency: The target network’s state at time t + 1, X(t + 1), is
jointly determined by its current state X (¢) and the attack—defense actions A(t) and D(¢)
at that time.

This DBN model clearly reveals the transmission mechanism of dynamic attack—
defense strategy interactions: the strategies A(t) and D(t) influence the target network’s
state X (t + 1) at time t 4 1, which in turn affects both parties’ observed states and subse-
quent strategy decisions A(t + 1) and D(t + 1) at time t + 1, forming a closed-loop dynamic
game process.

Y(t) A(t)

X(t) X(t+1)

Z(t) D(t)

Figure 2. Dependencies among the observed state, true state, and attack/defense strategies.
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It is notable that internal dependencies exist between the components of the vectors
X(t) and X (t + 1) in Figure 2, determined by the inherent functional dependencies among
devices within the target network. For a detailed illustration, Figure 3 shows an example of
an expanded DBN where the vector components are explicitly represented. In this network,
X1 and X; both depend on X3, reflecting the mutual influences between device states in
real-world systems.

Figure 3. Example of dependencies between the observed state, true state, and attack/defense
strategies (expanded view).

To facilitate concise expression in the subsequent text, we adopt the following no-
tational convention: for any random variable v in the DBN, let par(v) denote the set of
its parent nodes; for a set V of random variables, let par(V) = U,cypar(v) denote the
union of the parent node sets of all random variables in V. Unless otherwise specified,
the terms “node” and its corresponding random variable are used interchangeably in the
following discussion.

The DBN constructed in this section unifies the two categories of uncertainty—perspective
bias and state evolution—within a temporally probabilistic framework with a rigor-
ous mathematical foundation. This provides the core inference model for subsequent
dynamic effectiveness evaluation from the defender’s perspective, oriented towards
pre-engagement planning.
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2.3.2. DBN Modeling Choices

On the dependency structure. The directed acyclic graph encoding functional and
logical dependencies among ICS devices may vary over time due to changes in network
conditions or communication reachability. The DBN-based evaluation operates on a single
time-step horizon: the inference from X(t) to X(t + 1) requires only the dependency
structures internal to each of these two time slices, which need not be identical. Because the
evaluation is performed prior to engagement, the graph governing X (¢ + 1) reflects the
defender’s prior structural belief at time ¢ rather than an observation-derived update from
the future. The framework is designed to accept a different graph at each evaluation cycle
as a self-contained input; while real-time structure learning from operational data lies
outside the scope of this work, its output can be directly supplied as the dependency graph
for any cycle. The fixed structure employed in our case study reflects the pre-engagement
planning assumption that the system architecture is known to the defender over the short
evaluation horizon, consistent with the operational context of ICS. This static treatment
is deliberately scoped to single-step pre-engagement evaluation; continuous structural
adaptation during long-horizon operation is not addressed in the present work.

On robustness to dependency misspecification. Even when the specified dependency
graph deviates from reality, the framework exhibits a degree of resilience. The CPT per-
turbation analysis presented later in this work can be interpreted as a stress test for this
robustness: by injecting noise into the conditional probability parameters that encode the
dependency strengths among device states—i.e., the terms P(X;(t) | X;(t)) that, together
with the marginal priors, factorize the joint prior distribution P(X(t)) according to the
dependency graph—we examine whether the dual-metric evaluation remains informative
under moderate levels of parameter misspecification. This design provides a principled
means to assess the framework’s reliance on accurate dependency specifications.

On encoding attack memory through state mediation. As noted in Section 2.1.2,
the attacker’s strategy A(t) depends solely on the current system state X (t), this does not
imply that the attacker is memoryless. Multi-stage attack behaviors are encoded through
the state-mediated path A(t) — X (t+1) — A(t + 1): each action alters the system state,
and the attacker’s subsequent decision—while formally conditioned only on X (t + 1)—is
implicitly informed by the entire attack chain because the posterior belief over X (¢t + 1)
encodes the consequences of all preceding observations and actions.

This structure reflects a standard modeling stance in game-theoretic security modeling:
the defender treats the attacker as a rational agent whose strategy choice responds to the
current game state X (¢). Because X(t) is shaped by all prior attack and defense interactions,
the state-conditioned decision rule P(A(t) | X(t)) provides a compact representation of
history-dependent behavior without introducing direct temporal links between successive
strategy nodes. The defender does not need to know the attacker’s true decision rule;
rather, the defender specifies a belief over possible attacker strategies, represented by the
conditional distribution P(A(t) | X(t)) in the model.

2.4. Metrics of Attack—Defense Effectiveness

The effectiveness of a target network refers to its capability to achieve predefined func-
tions or missions when in a specific state, which is determined by its state X. To quantify
this capability, the overall system effectiveness value F is defined as a function of the true
state vector X:

VX € Qx, F=¢(X).

Here, ¢(X) : Qx — R is a mapping from the state space to the real number space,
termed the effectiveness function.
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The core impact of attack-defense actions is reflected in their driving effect on system
state changes, which consequently alters system effectiveness. When the system state
transitions from X(t) at time ¢ to X (¢ + 1) at time t + 1, the corresponding change in
effectiveness, namely the effectiveness differential AF, is defined as

AF = ¢(X(t+1)) — ¢(X(1))-

This effectiveness differential directly characterizes the combined effect of the actions
taken by both attacker and defender. Given the stochastic nature of state evolution, AF
is a random variable. Its probability distribution comprehensively captures all possible
outcomes of the attack—defense effect and can be calculated by

P(AF =¢) = Y, P(X(t)=x X(t+1)=x). ()
x,x'eQx
p(x)—p(x)=6

In Equation (2), the summation runs over all state pairs (x, x") whose effectiveness
difference equals J. This reflects a two-stage process: the DBN inference yields the joint
probability of each state transition, and the effectiveness function ¢ then maps each transi-
tion to a scalar effectiveness change. The probability of a given ¢ is thus the total probability
mass of all transitions that produce that particular effectiveness differential.

Based on this probability distribution, we employ two core metrics to measure the
average effect of attack—defense actions and the uncertainty of the outcome, respectively:

E(AF) =) P(AF=6)-9,
JeR
H(AF) = — Y P(AF =6)-log P(AF = 6).
0eR

Although the distribution of AF is defined in Equation (2) in its unconditional form,
the defender’s evaluation always conditions on the available observation and chosen strat-
egy. Accordingly, in the computational procedure, the metrics are computed from the poste-
rior distribution P(AF = 6 | Z(t), D(t)), and the notation E(AF) and H(AF) in the remain-
der of this paper refer to these posterior quantities. In this context, H(AF) serves as a scalar
measure of the total prediction uncertainty. All sources of uncertainty in the DBN frame-
work are first structurally encoded into the posterior joint distribution P(X(t), X (t + 1) |
Z(t),D(t)), from which the distribution of AF is obtained via Equation (2). The entropy met-
ric thus reflects the total prediction uncertainty without having to disentangle its sources,
since the structural separation of distinct uncertainty types is already accomplished by
the DBN. The relationship between entropy and alternative measures such as variance is
discussed in Section 4.3.

From the defender’s perspective, an ideal defense strategy should yield a high positive
E(AF) and a low H(AF), i.e., a high expected return with stable, predictable outcomes.
When the expected gains are similar, the defender should prioritize strategies with lower
entropy to enhance decision robustness.

Remark on the role of the effectiveness function. The effectiveness function ¢(X)
serves as a controlled input that formalizes the defender’s organizational priorities and risk
appetite. It is not a model assumption to be validated against empirical data, but rather a
value judgment that maps system states to a scalar measure of operational effectiveness.
The framework is designed to accept any suitably defined effectiveness function and does
not depend on the particular weights or contribution values chosen. It is important to note,
therefore, that the focus of this work is not on how the state vector X is selected or the
specific form of ¢(X), but rather on how to quantify the change in system effectiveness
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induced by attack—defense actions and its associated uncertainty, once these elements
are defined.

2.5. Computation of Attack—Defense Effectiveness

After establishing the attack-defense model and the effectiveness metrics, this section
addresses the core problem: how can the defender, in practice, compute the effectiveness
expectation and uncertainty for different strategies. Specifically, the defender aims to
evaluate the effect of employing a specific defense strategy D(t) based on its observed state
Z(t) at time t.

The following provides a formal description of the effectiveness computation problem
from the defender’s perspective, followed by a breakdown of the computational procedure
to elucidate its mathematical essence and required parameters.

Problem Description (Defender’s Perspective): Based on the probabilistic relation-
ships captured by the DBN, the defender, given its observation Z(t) = z at time ¢, computes
the probability distribution P(AF = § | Z(t) = z, D(t) = d) of the effectiveness differential
for the target network from time f to ¢ 4 1, given the adoption of defense strategy D(t) = d.
Subsequently, it computes the expectation E(AF | Z(t) = z, D(t) = d) and the information
entropy H(AF | Z(t) = z,D(t) = d).

Note that the inference relies exclusively on the defender’s observation Z(t) and the
prior over system states; the attacker’s observation vector Y(t), while defined in the full
DBN structure for modeling completeness, is immaterial to the defender’s computational
workflow and does not enter any of the subsequent equations.

2.5.1. Theoretical Computational Procedure

According to the definition of AF, we have

P(AF =6 | Z(t) = z,D(t) = d)
= Y PX()=xX(t+1) =¥ | Z(t) = z,D(t) = d).

x,x' €Qx

() —g(x)=0
Therefore, computing the probability distribution of the effectiveness differential is
equivalent to computing the posterior joint probability distribution of X(¢) and X (t 4 1):
P(X(t)=x,X(t+1)=«"| Z(t) = z,D(t) = d)
=P(X(t+1)=x"|X(t) =x,D(t) =d) - P(X(t) = x| Z(t) = z).
This can be further decomposed into two steps:

Step 1. Infer the probability distribution of the target network’s true state based on
the observed state (reverse inference), computing P(X(t) = x | Z(t) = z):

PX() = x| Z(t) = 2) = — D) =2 | X(H) =

Yveay P(Z(t) = X()

This step requires the following inputs:

(I1) P(X(t) = x): the prior distribution of X(t).

(I) P(Z(t) =z | X(t) = x): the likelihood probability of the observed state given the true
state in the state observation model.
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Regarding (I;) and (I»), the chain rule can be applied to further expand X (t) and Z(t):

P(X(t)) = | | P(Xi(t) | par(Xi(t))),

—~ 11~

P(Z(t) | X(t)) P(Zy(t) | par(Z(1))).

T
I

In the above equations, if par(X;(t)) = @, then P(X;(t) | par(X;(t))) = P(X;(t)) is
the prior probability. Because the random variables in Z(t) are conditionally independent
given X(t), we have par(Z;(t)) C X(t).

Step 2. Predict the probability distribution of the state at the next time step based on
the current state and attack strategies, computing P(X(t +1) = x’ | X(t) = x,D(t) = d):

P(X(t+1)=x"| X(t) =x,D(t) = d)

Y P(X(t+1)=x,A(t) =a| X(t) =x,D(t) = d)
Y P(A(t) = a | X(t) =x,D(t) = d) - P(X(t+1) = ' | X(t) = x, A(t) = a,D(t) = d) )

Y PA(t)=a| X(t) =x)-P(X(t+1) =« | X(t) = x,A(t) = a,D(t) = d).

This step requires the following inputs:
(I3) P(A(t) =a| X(t) = x): the decision strategy of the attacker.
(Is) P(X(t+1) =« | X(t) = x,A(t) = a,D(t) = d): the state transition probability
triggered by attack-defense actions.
Regarding (I3) and (I4), similarly expanding A(t) and X(t + 1) using the chain
rule yields

P(A(t) [ X(2)) P(A(t) | par(Ai(t))),

P(X(t+1) [ X(#), A(t), D(t))

I
==

Il
—_

P(X;(t+1) | par(X;(t+1))).

If correlations between different attack strategies are not considered,
then par(A;(t)) C X(t).

A key challenge in constructing the DBN is that directly defining the high-dimensional
conditional probability P(X;(t 4+ 1) | par(X;(t +1))) is often infeasible. For a device with

k+1 entries, which

k parent nodes each taking m possible states, the full CPT requires m
quickly becomes intractable for manual specification or expert elicitation. To address this,
we adopt a decomposition and fusion approach based on a noise model [21].

Specifically, we partition the parent node set par(X;(t + 1)) into L groups accord-
ing to the physical nature of their influence, denoted pary, par,...,pary, such that
Ul par; = par(X;(t +1)). The core assumption is that, given the child node X;(t + 1),
the influences from different parent groups are conditionally independent. Under this
assumption, we first define a separate base conditional probability table P(X;(t + 1) | par;)
for each group par;, each of which has substantially lower dimensionality than the full CPT.
Subsequently, a formal superposition rule is applied to fuse these independent base CPTs
into the complete CPT P(X;(t + 1) | par(X;(t+1))).

The superposition rule adopted in this work is a bounded additive model: if, under the
influence of two independent parent groups, the state of device X; would be driven
to degradation levels s, and s, respectively, then under their combined influence the
resulting state is defined as min{smax, Sa + Sy }, where smax denotes the maximum possible
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degradation level (i.e., complete failure). This rule reflects the physical intuition that
simultaneous stress factors produce cumulative degradation, but with saturation at the
complete failure state. The fusion of more than two parent groups proceeds by sequential
pairwise application of this rule.

Taking node X;(t + 1) in Figure 3 as an example, its parent nodes are
{X3(t+1),X;y(t), A1(t), D1(t)}. These can be partitioned into two independent groups:

e par; = {X3(t+ 1)}, whose base CPT P(X;(t+ 1) | X3(t + 1)) characterizes the
structural dependency influence from other devices in the network;

e parp = {Xq(t), A1(t), D1(t)}, whose base CPT P(Xy(t+ 1) | Xy(t), A1(t), D1(t)) char-
acterizes the state transition driven by the device’s own current state and the attack—
defense actions.

The complete CPT for X (t + 1) is then generated by fusing P(X;(t+1) | X3(t+ 1))
and P(X;(t+1) | Xq(¢), A1(t), D1(t)) using the bounded additive superposition rule. This
decomposition transforms the complex global probability assessment into multiple simpler,
locally interpretable assessments with clear physical meanings, significantly enhancing the
feasibility and interpretability of model construction.

2.5.2. Practical Implementation

In practical implementation, the posterior joint distribution P(X(t),X(t + 1) |
Z(t),D(t)) is obtained through standard DBN inference. Converting this distribution
into the distribution of the effectiveness differential AF via Equation (2) requires mapping
each state pair (x, x") to a scalar effectiveness difference § = ¢(x') — ¢(x).

A direct enumeration over all |Qx|? state pairs, as suggested by the summation in
Equation (2), would be computationally prohibitive and memory-intensive for large state
spaces. This bottleneck is eliminated through a two-stage memory-optimized strategy:

Offline precomputation. A one-dimensional array eff[x] = ¢(x) is precomputed for
all x € Qx. This array stores the total system effectiveness for each single-time-step state
configuration, requiring only O(|Qx|) storage and computation time.

Online evaluation. The posterior joint distribution produced by DBN inference is
typically highly sparse due to the conditional independencies encoded in the network
structure. Rather than iterating over all [Qx|? entries, only those state pairs with non-
negligible probability mass are retained; for each such pair, IT computes § = eff[x'] — eff[x]
via two array lookups and one subtraction. The probability mass is then accumulated
into the corresponding bin of P(AF = §). The computational cost of this operation scales
linearly with the number of non-zero probability entries rather than with the size of the full
state space.

This offline—online separation is a direct consequence of the framework’s modular
architecture: the effectiveness function ¢ is a controlled input decoupled from the DBN
structure (see the Remark at the end of Section 2.4), allowing the mapping to be com-
puted once and reused universally. The DBN inference itself is a standard task whose
computational complexity is inherent to all DBN-based methods and is not specific to this
framework; mature inference algorithms and optimized toolkits such as pgmpy [22] are
available for this purpose.

2.6. Summary of Notation

For the reader’s convenience, Table 1 provides a consolidated summary of the key sym-
bols introduced throughout Section 2, grouped by their functional roles in the framework.

https://doi.org/10.3390/e28060635


https://doi.org/10.3390/e28060635

Entropy 2026, 28, 635 15 of 44
Table 1. Summary of key notation used in the DBN-based evaluation framework.
Symbol Description
System State & Observations
X/X(t) True system state vector (general/at time t)
Z/Z(t) Defender’s observation vector
Y/Y(t) Attacker’s observation vector
X;/X;(t) State of device i (scalar component of X)
X A specific realization (value) of X
Qx Sample space of the true system state
Strategy & Actions
A(t) Attacker’s strategy vector at time ¢
D(t) Defender’s strategy vector at time ¢
A;(t), Dj(t) Binary indicators for specific attack/defense strategies
Probabilistic Dependencies
P(X|2Z) Defender’s posterior belief about the true state given observations
P(X|Y) Attacker’s posterior belief about the true state given observations
P(A | X) Defender’s belief about the attacker’s strategy given the true state
Effectiveness Metrics
o(X) System effectiveness function
AF Effectiveness differential: (X (t+1)) — ¢(X(t))
E(AF) Expected effectiveness differential
H(AF) Information entropy of the effectiveness differential
Bayesian Network Notation
par(v) Set of parent nodes of random variable v
par(V) Union of parent node sets for allv € V
3. Results

3.1. Network Scenario Design

To demonstrate the capability of the proposed dynamic evaluation framework in
assessing defense strategies and quantifying prediction uncertainty, a typical substation
automation system is analyzed as the target network. This network adheres to the security
principle of “hierarchical partitioning and longitudinal encryption” for electric power
systems. The network topology, as shown in Figure 4, is primarily divided into four
logical layers: the Network Isolation Layer, the Dispatch and Control Layer, the Substation
Layer, and the Field Device Layer. The network devices contained within each layer are
described below.

3.1.1. Network Isolation Layer

This layer constitutes the boundary between the entire system and external networks.
It implements access control, intrusion detection, and security domain isolation through the
deployment of a series of specialized security devices. Its core assets include the following;:

Industrial Firewall:Executes fine-grained access control policies, permitting only au-
thorized communication protocols (e.g., IEC 60870-5-104 [23], secured in accordance with
IEC 62351-3 [24]) and data flows.

Intrusion Detection System (IDS): Performs deep inspection of network traffic crossing
this boundary, identifying and blocking malicious attacks (e.g., DDoS attacks, vulnerabil-
ity exploitation) in real-time, effectively suppressing the penetration of threats into the
internal network.

This layer is a critical component reflecting the defender’s information advantage and
the implementation of proactive defense strategies. The effectiveness of its policies directly
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impacts the reliability and security of external communications for devices in the Dispatch
and Control Layer and Substation Layer.

Network Industrial Firewall Intrusion Prevention
Isolation Layer System (IPS)
Dispatch and SCADA Server
Control Layer

Transformer
) — Protection Device
Substation Communication Station Switch
Layer Gateway [ ] tation Switc -
Capacitor

L1 Protection Device

—

Primary Equipments (e.g., Transformers, Capacitors)

Field Device
Layer

Figure 4. Network topology of the substation automation system.

3.1.2. Dispatch and Control Layer

This layer serves as the control core of the entire system, deployed within a physically
secure and logically isolated internal private network. Its main function is the centralized
monitoring, data management, and dispatch decision-making for all substation facilities.
Its core asset includes:

SCADA Server: Acting as the “brain” of the system, it is responsible for collecting
real-time operational data (e.g., voltage, current, circuit breaker status) from the entire
network, performing monitoring and data parsing, and sending control commands to
lower-level units.

3.1.3. Substation Layer

This layer acts as a regional power distribution hub, responsible for aggregating data
from field devices within its jurisdiction and executing control commands from upper-level
units. Its core assets include the following:

Station Switch: This forms the local area network within the substation, connecting all
station-level and device-level equipment.

Communication Gateway: This is responsible for communicating with remote dispatch
centers or other systems, converting different communication protocols.

Protection Devices: Examples include Transformer Protection and Capacitor Protection
Devices, which are the core of the relay protection system, responsible for quickly isolating
faulty equipment to ensure power grid safety.

3.1.4. Field Device Layer

This layer includes primary equipment such as transformers and capacitors, which
represent the core execution level that directly interacts with the high-voltage equipment of
the power system. Their operational status directly determines the realization of the grid’s
physical functions. Due to the strong functional coupling between protection devices and
primary equipment, the status of a protection device can indirectly reflect the operational
safety and protection level of the corresponding primary equipment. Furthermore, data
from protection devices is more readily obtainable through the SCADA Server or main-
tenance logs. Therefore, in the Bayesian network modeling for this case study, primary
equipment is not directly included as nodes. Instead, the focus is solely on their correspond-
ing protection devices (e.g., Transformer Protection Device, Capacitor Protection Device).
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This approach simplifies the network structure while ensuring assessment accuracy, thereby
improving computational efficiency in pre-engagement planning context.

3.2. Parameter Settings

Based on the parameter acquisition principles outlined in Section 4.4, this case study
employs simulated methods to generate the required CPTs to validate the core framework’s
effectiveness. All simulated data can be accessed via [25].

3.2.1. State Vectors and Dependency Relationships

This case study constructs the DBN based on the states of the following nodes: In-
dustrial Firewall (X4), IDS (X5), SCADA Server (X3), Station Switch (X4), Communication
Gateway (X5), Transformer Protection Device (X¢), and Capacitor Protection Device (X7),
to evaluate the effectiveness of the target network. Referencing the severity classification
logic for ICS security events in NIST SP 800-82 [20] and considering the failure modes
inflicted on devices by actual attack—defense scenarios, the operational state of each device
is divided into four levels (e.g., normal, minor degradation, severe degradation, com-
plete failure), identified by X; = 0,1,2,3(i = 1,2,...,7), covering typical scenarios from
performance degradation to complete failure.

When constructing the DBN model characterizing the states of these devices, the de-
pendency relationships between nodes in the network are defined as a comprehensive
representation of existing functional influence relationships, control/command dependen-
cies, and communication reachability dependencies. Specifically, (1) Functional Influence
Dependency exists if a failure or performance degradation of Device A directly leads to
functional limitations, abnormalities, or failures in Device B. Such dependencies reflect
the direct influence relationships between devices in terms of physical operation, logical
function, or security protection within the system. (2) Control/Command Dependency
exists if the operational state, control logic, or configuration parameters of Device B are
issued, triggered, or adjusted by Device A. This dependency embodies the chain of com-
mand transmission and control action from upper-level control devices to lower-level
execution devices in the system. (3) Communication Reachability Dependency exists if the
communication status, network configuration, or protocol conversion capability of Device
A affects the information exchange, monitoring, or control data transmission between
Device B and other devices. This dependency reflects the reachability constraints in the
information channels and data flows of the system. In summary, if a failure, misconfig-
uration, or communication anomaly in Device A cause degradation in the functionality,
control, or communication capability of Device B, a directed edge from A to B is established
in the DBN to characterize this probabilistic dependency. During topology construction,
only direct dependencies are considered, ensuring the network structure remains a directed
acyclic graph (DAG) to guarantee the correctness of causal inference and probability prop-
agation. Based on this, the Bayesian network shown in Figure 5 is used to characterize
the correlations between the state variables X;(i = 1,2,...,7) (nodes represent random
variables, edges represent dependencies between random variables):

The dependency relationships among the nodes are summarized as follows:

1. The firewall, located at the outermost security boundary of the system, has its policies
independently configured and actively enforces access control. It does not depend on
the operational state of any other network or functional node.

2. The IDS depends on the firewall. This is because the firewall determines the scope
and security policy of allowed traffic. Its configuration or failure directly affects the
volume and content of network traffic received by the IDS, thereby influencing its
detection load and analysis results.
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3. The operation of the SCADA Server depends on the firewall, IDS, gateway, and Station
Switch. The Firewall and IDS together form the outer protective boundary of the
SCADA Server’s network. Abnormal operation of either the firewall or IDS may
expose the SCADA Server to security threats, affecting its normal operation. The gate-
way handles cross-domain communication and protocol conversion, while the Station
Switch provides the fundamental communication channel for the SCADA Server to
interact with station devices (e.g., protection devices). Malfunctions in either the
gateway or the switch would interrupt the SCADA Server’s data acquisition and
control command transmission.

4.  The Communication Gateway depends on the Station Switch. The Station Switch
provides the gateway with the intra-station data forwarding path and uplink channel.
If the switch fails, the gateway will be unable to communicate with other devices,
causing its protocol conversion and data relay functions to fail.

5.  The Station Switch, as the core communication device within the substation, has fewer
upstream dependencies and primarily provides basic connectivity functions.

6.  Various protection devices collectively depend on the SCADA Server, Communication
Gateway, and Station Switch. The switch and gateway provide them with communi-
cation and relay capabilities, while the SCADA Server issues operational parameters
and control commands to manage them. Failures or anomalies in the switch, gateway,
or SCADA Server will constrain the monitoring, control, or configuration functions of
the protection devices, thereby affecting their protective actions and logic judgments.

In summary, for this case study, the prior distribution P(X () = x) is

P(X(t) = x) = P(X1(t), Xa(t), X5(t), X4(t), X5(t), Xe(t), X7(t))

= P(X1(t)) - P(Xa(t) | X1(t)) - P(X3(t) | X1(t), Xa(t), Xa(t), X5(t))
“P(Xy(t) | X1(t), Xa(t)) - P(X5(t) | X4(t))
P(X6(t) | X3(t), Xq(t), X5(t)) - P(X7(t) | X3(t), X4(t), X5(t)).

Before conducting effectiveness evaluation, both attackers and defenders must pre-
obtain the 7 CPTs related to X;(¢)(i =1,2,...,7).

Figure 5. Dependency relationships among the states of various devices.

3.2.2. Observation Vectors

The defender’s observation vector is defined as Z = (Z1,Z, ..., Z7), where Z; corre-
sponds to X; (i = 1,2,...,7), but potential errors exist, characterized by P(Z;(t) | X;(t)).
This case study assumes the defender has a low observation error rate, with a misjudgment
rate constrained to <5%; the detection rate for the “complete failure” state is 100%.
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3.2.3. Attack-Defense Strategies and State Transition Model

To facilitate model computation and reasoning analysis, we define one typical
attack strategy and one corresponding defense strategy for each of the five key devices,
Firewall, IDS, SCADA Server, Station Switch, and Communication Gateway, based on
the aforementioned network structure. The strategy vectors for the attacker and defender
are denoted as A = {A1, Ay, ..., As}and D = {D4,D;, ..., D5}, respectively, where each
component’s value indicates whether the strategy is executed. The combination of these
strategies at time slot ¢ collectively determines the evolution of the system state vector X (f)
to X(t+1).

e A;: The attacker modifies firewall policies through credential leakage or vulnerability
exploitation, relaxing access control and opening sensitive ports, allowing unautho-
rized traffic into the internal network.

*  Dj: The defender prevents unauthorized firewall modification through the principle
of least-privilege and two-factor authentication.

e Ajp: The attacker evades IDS detection using packet fragmentation, encrypted tunnels,
or signature mutation, allowing malicious traffic to go undetected.

*  Dj: The defender employs a combined rule-based and behavioral detection mech-
anism, regularly updating signature libraries to improve the identification rate of
evasive traffic.

*  Ajs: The attacker injects malicious code exploiting system vulnerabilities to tamper
with monitoring data or execute incorrect control commands, causing SCADA func-
tional anomalies or misoperations.

*  Dj3: The defender prevents malicious code injection through system hardening, timely
patching, and application signature verification, restoring normal SCADA logic.

e Ay The attacker exhausts switch resources by sending a large volume of spoofed
broadcast or abnormal packets, causing LAN congestion or outage.

*  Dy: The defender mitigates flooding and abnormal traffic attacks by enabling MAC
address binding, port security, and QoS rate limiting.

* As: The attacker intercepts and tampers with control or measurement data in
the inter-station communication channel, compromising protocol integrity and
communication trust.

*  Ds: The defender prevents man-in-the-middle tampering of communications by
enabling encrypted channels (TLS/IEC 62351) and message authentication codes.

For any attack strategy A; or defense strategy D]- (G =1,2,...,5), X is the device
state affected by strategies A; and D;. The implementation of strategies by attackers and
defenders depends only on the true state of the target network. Therefore, in this case
study, P(D(t) | X(1)) = [0, P(D;(t) | Xi(£)) and P(A() | X(£)) =TTy P(Ai(¢) | X;(1)).
When simulating P(D(t) | X(t)) and P(A(t) | X(t)), we adhere to the following principles:
1.  Both attackers and defenders dynamically adjust the usage probability of their strate-

gies based on the applicable scenarios and device states.

2. The attacker tends towards low-risk probing for normal devices and high-gain attacks
for degraded devices.

3. The defender prioritizes deploying targeted measures for abnormal devices and
reduces ineffective protection for failed devices.

In this case study, according to the correspondence between attack-defense strategies
and devices, P(X(t+1) | X(t), A(t), D(t)) can be expanded as follows:
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P(X(t+1) | X(t),A(t),D(t))
= P(X1(t+1) | X1(t), A1(t), D1(t))
x P(Xo(t+1) | X1(t+1), Xa(t), Az(t), D2(t))
P(Xa(t+1) | Xq(t+1), Xa(t +1), Xa(t + 1), X5(t + 1), X5(t), A5(t), D3(t))

P(Xy(t+1) | Xa(t+1), Xo(t +1), Xa(t), As(t), Da(t))
P(X5(t+1) | Xa(t+1), X5(t), As(t), Ds(t))
P(Xe(t+1) | Xa(t+1), Xa(t+1), Xs(£ + 1), Xe(£))
P(Xp(t+1) | Xa(t+1), Xa(t+1), Xs(E+1), X5 (£)).

For any device, its state at time t + 1 is influenced by two aspects: first, its own state
at time t and the attack—defense actions it suffers; second, the states of other devices at
time f + 1. Furthermore, these two influences are assumed to be independent. Therefore,
two types of conditional probabilities are generated for each X;(t + 1): one reflecting the
influence of its own state and attack—defense strategies at time ¢, and the other reflecting the
correlations between devices. The conditional probabilities reflecting inter-device influences
are kept consistent with the settings in P(X(t) = x). Taking X»(t + 1) as an example, it
requires two CPTs: P(Xp(t+ 1) | Xao(t), A2(t), Da(t)) and P(Xp(t +1) | X1(t + 1)), where
P(Xp(t+1) | X1(t+1)) = P(Xo(t) | X1(t)). For the state transition probabilities driven by
the five pairs of attack—defense strategies, P(X;(t + 1) | X;(t), A;(t), D;(t))(i=1,2,...,5),
we adhere to the following three principles:

1.  When neither the attack nor the corresponding defense behavior is present, the de-
vice’s next state is always consistent with its current state:

P(X,'(t—F 1) =x | Xl'(l‘) =x,A;=0,D; = 0) = 5(x/ — x),

2. When only the attack exists without the corresponding defense, the device’s state
cannot improve, only worsen:

P(Xi(t+1)=x"| X;(t) =x,A; =1,D; =0) =0, ifxr <x

3. When only the defense exists without the corresponding attack, the device’s state
cannot degrade, only improve:

P(X;(t+1)=x"| X;(t) =x,A;=0,D; =1) =0, ifx' >x

When fusing the influences of multiple factors on a device’s state at the next time step,
we employ a bounded additive model: if, under the respective influence of two factors,
the device’s potential new states are x and x' (x,x' € {O, 1,2, 3}), then the device’s state
under the combined influence of both factors is assumed to be min{3, x 4+ x’}. For example,

P(Xp(t+1) = xh | X1(t+1) = x1, Xa(t) = x2, Aa(t) = ap, Da(t) = dy)
= Y [P(X2(t+1) = xp, | Xy (t+1) = x7)

min{3,x) | +x5 ,}=x)

-P(Xo(t+ 1) = xlz,l | Xz(t) = XZ,AQ(t) = ap, Dz(t) = dz)]

3.2.4. Complete DBN

Based on the aforementioned dependency relationships among devices and the mod-
eling of attack—defense behaviors, a complete DBN covering the entire process of system
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operation, observation, and decision-making is constructed from the defender’s perspective
for this case study, as shown in Figure 6.

@4 /X_(t)\ > X0 > X))

Y

> Xi(1+1) Xo(r+1)

Figure 6. DBN for effectiveness evaluation of the substation automation system.

3.3. Effectiveness Function Definition

The state space (2x of the target network contains 47 = 16,384 states. Based on these
states, the overall system effectiveness value is defined as

7

F=¢(X)= ;wi - 9i(X;)

where w; is the weight of each device, satisfying 217:1 w; = 1, and ¢;(X;) is the contribution
of each device to the overall effectiveness at different states.

To model the functional differences and importance of the seven key devices within
the system’s overall operation, we use a hierarchical weight allocation strategy. The SCADA
Server, which undertakes global monitoring and dispatch decision-making functions whose
failure directly leads to system-level control loss, is assigned the highest weight w3 = 0.30,
reflecting its core role in the system’s effectiveness. The Industrial Firewall and the Station
Switch, being critical infrastructure for maintaining system security and connectivity, are
assigned the next highest weights, set at w; = 0.20 and w4 = 0.16, respectively. The IDS
and the Communication Gateway, providing crucial support for threat identification and
information transmission, are assigned weights of wp, = 0.12 and ws = 0.12. The two
protection devices are assigned relatively lower weights, both set to wg = w7 = 0.05,
primarily reflecting their specialized and localized characteristics in protecting specific
equipment and isolating faults.

To characterize the contribution of a single device in different health states to the
overall system effectiveness, we define the single-device effectiveness function ¢;(X;) as the
mapping relationship between the device state and its functional availability. Considering
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that device performance in ICS typically degrades monotonically with deteriorating health
status, while possessing certain redundancy and fault tolerance, the mapping function is
defined as follows:

1.0, X; =0 (Normal Operation)
0.8, X;=1 (Minor Anomaly)
¢i(Xi) = l g
0.3, X;=2 (Severe Anomaly)
0, X;=23 (Complete Failure)

This definition reflects the impact pattern of varying degrees of failure on functional
availability: when a device is only slightly anomalous, its main functions can still be
maintained, albeit with slightly degraded performance; when it enters a severely anomalous
state, functional attenuation becomes significant, providing only limited support, and in a
failed state, its contribution is entirely lost.

It is important to note that the range of the system effectiveness function is [0, 1],
representing the comprehensive operational capability of the system at the current moment.
When all devices are normal, F = 1, indicating the system is in the optimal operational
state. When some key devices are anomalous, the extent of the effectiveness value decrease
depends on their weights and state severity. Therefore, this function not only reflects the
overall performance level of the system but also provides a measurement benchmark for
quantifying the impact of attack—defense actions and comparing different defense strategies.
Furthermore, although the contribution of each device to the overall system’s effectiveness
is calculated separately in the system effectiveness function, the interdependencies between
devices are still reflected in the distribution of device states through the DBN described
in Section 3.2.1 thereby influencing each device’s contribution to the overall effectiveness
through the state distribution.

3.4. Experiments and Analysis

To demonstrate the capability of the proposed dynamic evaluation framework in
pre-engagement planning scenarios, two sets of experiments are designed and executed
based on the substation automation system described in Section 3.1. All experiments are
conducted using the effectiveness computation framework from Section 2, performing
probabilistic inference on the DBN model.

3.4.1. Defense Strategy Evaluation and Ablation Study

The core objective of this experiment is to verify whether the evaluation framework
can quantify the potential effects and uncertainties of different defense strategies under
the defender’s information incompleteness, thereby providing a scientific basis for pre-
engagement strategy selection. The experiment systematically analyzes the effects of
defense strategies by simulating the defender’s decision-making process under different
observed states and threat landscapes.

(1) Experimental Settings
The experiment is designed around three core variables: the defender’s observed state,
available defense strategies, and the assumed attack conditions.
(a) Observed States. To reflect the defender’s decision-making characteristics under
different system health conditions, three typical observed states are set:
e Z(t)=1(0,0,0,0,0,0,0), denoted Z°, indicating the defender observes the system in
an entirely normal state.
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e Z(t) = (1,0,0,0,0,0,0), denoted zt indicating the defender observes a minor
anomaly in the firewall.

e Z(t) = (0,0,2,0,0,0,0), denoted Z2, indicating the defender observes a severe
anomaly in the SCADA Server.

These scenarios are selected to span the operational spectrum from normal condi-
tions through a boundary device anomaly to a severe core device degradation, represent-
ing the range of system conditions under which pre-engagement defense evaluation is
typically required.

(b) Defense Strategy Combinations. To conduct a comparative analysis of defense
strategy effects, the following eight defense strategy combinations are selected:

e The defender takes no action, i.e.,, D(t) = (0,0,0,0,0). This strategy set is denoted DO,
serving as the baseline.

*  The defender individually enables defense strategies targeting the firewall, IDS,
SCADA Server, switch, and Communication Gateway, resulting in five strategy sets.
These are denoted D' (i = 1,2,...,5), where for strategy D!, the corresponding D(t)
has D;(t) =1,D;(t) =0(1 <1i,j <5,j #i).

e The defender simultaneously protects the firewall and SCADA Server,
ie,D(t) = (1,0,1,0,0), denoted D'3.

* The defender simultaneously protects the IDS and Communication Gateway,
ie,D(t) = (0,1,0,0,1), denoted D?°.

These eight combinations span the logical progression from no-defense through in-
dividual strategies to combined strategies, and are representative of the types of defense
configurations a defender would consider in pre-engagement planning.

(c) Attack Conditions. To systematically evaluate the impact of attacker strategy
uncertainty, three attack conditions are defined:

e Unknown Attack (A¥): The defender has no knowledge of which attack strategies will
be employed. The effectiveness distribution is computed by marginalizing over all
possible attack strategy combinations according to P(A | X). This condition retains
full attacker strategy uncertainty.

e No Attack (A%: The attacker is known to employ no attack strategies
(A =(0,0,0,0,0)). This eliminates attacker strategy uncertainty entirely.

e Full-Scale Attack (A!): The attacker is known to employ all five attack strategies
simultaneously (A = (1,1,1,1,1)). This also eliminates attacker strategy uncertainty,
but under a worst-case assumption.

The comparison among AY, A%, and A! thus isolates the contribution of attacker
strategy uncertainty to total prediction uncertainty.

For scenarios A” and Al, the attacker strategy is treated as known evidence, and the
effectiveness distribution is computed as P(AF = ¢ | Z(t), D(t), A(t)) with A(t) fixed to the
specified values. For A%, the inference engine marginalizes over the distribution P(A | X).

(d) Model Variants for Ablation Study. To provide a principled baseline comparison
and quantify the contribution of the remaining modeling components, two reduced variants
of the full model are constructed:
®*  Mpoopbs: The observation model is replaced by an identity mapping (P(Z; =k | X; = k)

= 1), eliminating partial observability. This variant is functionally equivalent to a stan-

dard DBN evaluation that assumes the defender has full knowledge of the true system
state—the common assumption in existing DBN-based risk assessment methods.

® Mo dep: Inter-device dependency propagation is removed by making the state of
each device conditionally independent of others. This variant represents the device-
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independent modeling adopted by most existing frameworks, which do not capture
ICS-specific functional dependencies.

Both variants are evaluated under the unknown attack condition A* across the same
observation scenarios and defense strategies defined above. Together with the full model,
they form a controlled ablation setup in which each component—observation uncertainty,
dependency propagation, and attacker strategy uncertainty—can be isolated and its indi-
vidual contribution measured.

(2) Strategy Evaluation with the Full Framework

This subsection evaluates the proposed framework’s ability to discriminate among
defense strategies and to reveal structural dependencies. The analysis proceeds under the
unknown attack condition A* across three observation scenarios, first comparing individual
and combined strategies by expectation and entropy, then examining synergistic effects,
and finally demonstrating the complementarity of the two metrics.

(a) Comparison of Defense Strategies Under Unknown Attack. To verify the frame-
work’s ability to discriminate among strategies, the expectation E(AF) and information
entropy H(AF) are computed for all eight defense combinations under the unknown attack
condition A*. Figure 7 shows the results for the all-normal observation Z°. The framework
clearly distinguishes among strategies: the baseline D yields the lowest expected effec-
tiveness (E = —0.0673), while the combined strategies D'* and D?° produce the highest
(E = —0.0540 and —0.0526, respectively).

0. 00
[ ~Mean
-0.01{ Entropy
13.8
-0.02
P
0. 031 3.63
5 >
Qo o
=-0.04 °
+
3.4.5
0. 05
0.06' N fe2
-0. 07

DO Dt D2 D3 D4 D5 pls3 D25
Defence Strategy

Figure 7. Expectation and entropy of effectiveness differential for different defense strategies under
the 20, A¥ scenario.

Notably, the best-performing single-device strategy is D* (E = —0.0522), which
protects the Station Switch—a device with a moderate weight of 0.16. This strategy outper-
forms the protection of higher-weight devices such as the SCADA Server (D3, E = —0.0600,
weight 0.30) and the firewall (D!, E = —0.0613, weight 0.20). This counterintuitive re-
sult illustrates that a device’s structural position in the dependency network can amplify
the benefit of its protection beyond what its weight alone would suggest: the Station
Switch serves as a communication hub for multiple downstream devices, and keeping it
operational suppresses cascading failure risks across a broad portion of the system. The fol-
lowing subsections further explore how such structural effects shift strategy rankings under
anomalous observations and give rise to defense synergies.
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(b) Effectiveness Analysis in Anomaly Scenarios Figures 8 and 9 present the evalua-
tion results under the firewall minor anomaly (Z') and SCADA Server severe anomaly (Z2)
scenarios, both under the unknown attack condition A*. The results reveal that the optimal
defense strategy depends heavily on the current system state, highlighting the value of
dynamic evaluation.

Under Z!, the strategy D! (directly targeting the anomalous firewall) yields the highest
expected effectiveness among all single-device strategies, which aligns with the intuitive
principle of “addressing the anomaly where it occurs.”

Under Z2, however, a more insightful outcome emerges: the firewall protection
strategy D! outperforms the direct SCADA restoration strategy D3. This counterintuitive
ranking—which emerges when the system is under stress but not when all devices are
normal—illustrates that in a tightly coupled ICS, the global benefit of securing a network
boundary chokepoint can exceed the local benefit of repairing the most severely damaged
device. The firewall, by blocking further threat propagation, creates a more favorable
environment for system recovery, whereas directly restoring the SCADA Server without
perimeter hardening leaves the repaired system exposed to continued attacks. This finding
underscores the importance of system-wide dependency analysis, which the proposed
DBN framework is designed to provide.

Beyond strategy rankings, comparing the two anomaly scenarios reveals that the
potential system gain from restoring a severely anomalous device (e.g., SCADA in Z?) is
much larger than that from restoring a mildly anomalous one (e.g., firewall in Z1), owing to
the larger state value transition (from 0.3 to 1.0) and the higher device weight (w3 = 0.30).

0. 00-
L6.0
-0. 021
5.8
-0. 04
5.6%
< —0. 061 =
©
2 5.4 §
-0. 08 E
-0.101 52
15.0

—-0. 121 .

%

DO Dt D2 D3 D4 D5 pl3 D25
Defence Strategy

Figure 8. Expectation and entropy of effectiveness differential for different defense strategies under
the Z1, A* scenario.

(c) Effectiveness Gain of Combined Defense Strategies. To quantify the synergistic
effect of combined strategies, the effectiveness gain of a strategy D relative to the no-defense
baseline D? is defined as G = AFp — AF,. For two single strategies D' and D/, synergy is
identified when the combined gain satisfies G;; > G; + G;. Figures 10 and 11 report the
gains for the two strategy groups (D!, D?, D'3) and (D?, D%, D?%).
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Figure 9. Expectation and entropy of effectiveness differential for different defense strategies under
the Z2, A* scenario.

Under Z° and Z!, the combined gains are approximately additive (G 3 ~ G; + G,
G5 = Gy + Gs), indicating that no measurable synergy emerges in these two scenarios
under the current parameterization.

Under Z2, a modest but clear synergistic effect emerges for the firewall-SCADA
combination. The combined gain G;3 = +0.1432 exceeds the sum of individual gains
G1 + G3 = 40.1349 by approximately 6%. This synergy arises because the two strategies
complement each other through the ICS dependency network, as discussed above. The pair
(D?, D) does not exhibit synergy in any of the three observation scenarios under the
current parameterization.

This dynamic capability—quantifying single-strategy effects and identifying state-
dependent synergistic potential grounded in system structure—provides actionable guid-
ance for moving beyond static, device-centric defense planning toward system-aware
strategy selection.
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Figure 10. Defense effectiveness gain of the combination of D! and D3.
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Figure 11. Defense effectiveness gain of the combination of D? and D°.

(d) Entropy and Expectation as Complementary Metrics. To further assess the extent
to which entropy and expectation differ in their assessment of strategies, Figure 12 compares
the rankings of all eight strategies by E(AF) and by H(AF) under the unknown attack
condition A*. If the two metrics were redundant, all points would lie on the diagonal.

Under Z°, the rankings by expectation and by entropy are nearly identical—when the
system appears healthy, the strategies that perform best on average also tend to produce
the most predictable outcomes. Under Z! and Z?, however, the two rankings diverge
substantially. In Z!, strategies D' and D! rank first and second by expectation but fall to
seventh and eighth by entropy; in Z2, D? ranks third by expectation but last by entropy.
These divergences do not indicate that one ranking is correct and the other is not. Rather,
they reveal a structural trade-off: strategies that target the fault source can achieve high
expected gains, yet the stochastic nature of attack success and dependency propagation
makes their outcomes less predictable. A risk-averse defender may therefore prefer a
strategy with slightly lower expected effectiveness but substantially higher confidence in
its outcome.

This trade-off is most pronounced when the system is under stress—precisely the
condition under which pre-engagement defense evaluation is most needed. The pro-
posed framework reports both E(AF) and H(AF) without prescribing how they should
be weighted, enabling the defender to balance expected performance against prediction
confidence according to their risk preference.

2° (all normal) 21 (firewall anomaly)

Z? (SCADA severe)
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7 o’ 7] o 7 o’
D D° D
6 o 6 o | s o
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Figure 12. Rankings by E(AF) and by H(AF).

These findings are obtained under the specific CPT configuration and network topol-
ogy of the substation case study. While the qualitative insights are expected to hold across
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similar ICS topologies, the specific numerical rankings are conditioned on the chosen
parameters and should be interpreted as illustrative rather than prescriptive.

(3) Ablation Study: Contribution of Uncertainty Sources

This section systematically isolates the contribution of each modeling component.
The analysis proceeds from the outermost source of uncertainty to the innermost:

e Attacker strategy uncertainty is examined through the A°~A*-A! contrast, which
varies the defender’s knowledge of which attacks will be launched while keeping the
full DBN model unchanged.

e Observation uncertainty is isolated by comparing the full model against M,,,.ops under
A¥, where the observation noise is replaced by perfect state knowledge.

*  Dependency propagation is assessed by comparing the full model against My gep
under A*, where inter-device dependencies are removed.

*  Entropy vs. variance is examined in light of the preceding comparisons, to evaluate
whether the entropy metric provides information distinct from traditional variance-
based measures.

State evolution uncertainty—the inherent randomness in whether an attack succeeds
or a device degrades—is the foundational aleatoric component of the DBN and is common
to all probabilistic approaches. It is therefore not separately ablated.

(a) Attack Strategy Uncertainty (A° vs. A vs. A!). The three attack conditions differ
in how they treat attacker strategy: A” and A! fix the attacker’s actions to known states,
while A* retains the full uncertainty by marginalizing over P(A | X). Figure 13 shows the
resulting E(AF) and H(AF) for all eight defense strategies under Z2; the same monotonic
trends hold under Z° and Z!.

0.1

9
8
)
27
[
g
T
6
5 =
A0 AX Al
(no attack) (unknown) (full attack)

Attack Condition

Figure 13. E(AF) and H(AF) across attack conditions under Z2.
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The steady decline in E(AF) and the corresponding increase in H(AF) from A° through
A* to A! quantify the contribution of attacker strategy to total prediction uncertainty. No-
tably, A! yields the highest entropy (8.07 bits for D), exceeding that of A¥ (7.68 bits). This
counterintuitive ordering reveals a nuanced interplay: although both A? and A eliminate
attacker strategy uncertainty, they differ fundamentally in the aleatoric perturbation they
introduce. A! activates all five attacks simultaneously, each with its own success proba-
bility, thereby maximizing the aleatoric perturbation. The unknown attack condition A”,
by marginalizing over all possible attack configurations, computes a probability-weighted
average that blends heterogeneous risk pathways into an intermediate entropy. This high-
lights a key implication: models that assume a fixed worst case (A') may overstate the
likely prediction uncertainty, while those assuming no attack (A%) systematically underesti-
mate it. The proposed framework, by accommodating the full spectrum within a single
inference procedure, allows the defender to assess strategy effectiveness under realistic
threat ambiguity.

As a supplementary observation, the entropy under A° is not zero when the system
is observed to be anomalous (H = 5.79 bits for D? under Z?), whereas it drops to nearly
zero under the all-normal observation (H = 0.01 bits for D° under Z%). This contrast
confirms that the residual uncertainty under A arises not from attack activity, but from
the anomalous observation itself: Z? strongly suggests a degraded current state, and inter-
device dependencies can propagate this existing fault even without any external attack.
This finding underscores the necessity of modeling dependency propagation independently
of attacker behavior.

(b) Observation Uncertainty (Mg,) VS. Mpo-obs)- TO isolate the effect of partial ob-
servability, the full model is compared against My,.ops, in Which the observation model
is replaced by an identity mapping. Figure 14 presents the results for four representative
strategies under 7% and Z1!. Strategies D2, D*, D%, and D*° behave similarly to DY and D3,
forming part of the large-difference group discussed below.
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—-0.05 —- % l

g -0.10
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7.7 D°(no-obs) 7/ D? (no-obs)
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Figure 14. E(AF) and H(AF) for Mg and Mpg_gps under Z0 and Z1.
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Under Z° (all normal), the two models produce nearly identical expectations and
entropies across all strategies. This is because the low observation error rate and the
already-normal readings concentrate the posterior around the true system state even
without perfect observation. Removing observation uncertainty therefore adds negligible
information when the system appears healthy.

Under Z! (firewall minor anomaly), removing observation uncertainty produces a
substantial but uneven effect that operates at two levels:

*  Global elevation of prediction uncertainty. The expected loss and entropy increase
across all strategies. In the full model, the posterior correctly reflects the defender’s
cognitive limitations: the observation noise mixes a dominant fault branch (X; = 1)
with a low-probability false-alarm branch (X; = 0), the latter carrying substantially
lower downstream uncertainty because a healthy firewall implies weaker attack in-
centives and reduced dependency propagation. Removing observation uncertainty
(Mpo-obs) collapses the posterior onto the fault branch, assigning full weight to the
high-uncertainty configuration. This systematically elevates the predicted uncertainty
and expected cost for every strategy. For the baseline DY, the expected loss drops from
—0.1270 to —0.2022 and the entropy rises from 5.49 to 6.99 bits; the same pattern holds
for D?>-D° and D?°.

*  Uneven impact across strategies. This elevation is not uniform. Strategies that
directly protect the anomalous device (D! and D'?3) largely restore X; to normal,
thereby switching the downstream uncertainty back to the low-uncertainty regime and
insulating themselves from the global shift (AE ~ 0.013, AH ~ 0.35 bits). Strategies
that do not target the anomaly (DO, D2-D5, D25 ) absorb the full impact, widening the
apparent performance gap between relevant and irrelevant options. The result is a
distortion of the relative strategy ranking that is absent in the full model, where the
false-alarm branch narrows these differences.

This two-level effect highlights the value of improved situational awareness for pre-
engagement defense planning. Under perfect observation, the performance gap between
strategies that target the true fault and those that do not becomes clearly visible, enabling
the defender to discriminate among options that would appear similarly effective under
noisy observations. The inflated prediction uncertainty under perfect observation is not
a drawback—it is an accurate reflection of the full aleatoric uncertainty that noisy obser-
vations partially mask. However, when the defender’s actual monitoring capabilities are
imperfect, a model that assumes perfect observation would evaluate strategies under an
information state that the defender does not occupy, leading to assessments that are inter-
nally consistent but externally misaligned with the defender’s genuine decision context.
The full model, by faithfully retaining the observational limitations that exist in practice,
yields strategy assessments that are unbiased with respect to the defender’s actual informa-
tion constraints. These results demonstrate that explicitly modeling observation noise is
essential not as an end in itself, but as a means of grounding pre-engagement evaluations
in the reality of the defender’s situational awareness.

(c) Dependency Propagation (Mg vS. Mpo-gep)- T0 isolate the role of inter-device
dependencies, the full model is compared against M, gep, in which all device-to-device
dependency links are removed while retaining the attack strategy uncertainty under A*.
Figure 15 presents the results for four representative strategies (D°, D', D3, D13) across the
three observation scenarios.
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Figure 15. E(AF) and H(AF) for the full model and Myq.gep under 70,71, and Z2.

Dependencies as probabilistic constraints on the state space. The surge in entropy
upon removing dependencies directly demonstrates that inter-device dependencies act as
powerful constraints on prediction uncertainty. In the full model, the dependency structure
couples the states of connected devices, restricting the system to a limited set of internally
consistent joint states and keeping the entropy relatively low. When these constraints
are lifted in Mpo.gep, all devices evolve independently, and the set of possible joint states
expands combinatorially, driving the entropy toward its theoretical maximum. The effect is
visible across all observation scenarios and all strategies.

Notably, the magnitude of this constraint is conditional on the system state. In the full
model, the entropy of DO already rises from 3.95 (Z%) t0 5.49 (Z1) to 7.68 (Z?), because each
successive anomaly activates additional propagation pathways through the dependency
network. The constraints that tightly restrict the state space under healthy conditions
are progressively released as faults accumulate. Consequently, the marginal effect of
removing dependencies diminishes from 70 (AH = +4.66) through Z1 (AH = +3.19) to
7% (AH = +0.65), following the same monotonic trend across all strategies.

Dependencies as the physical basis for defense synergy. Under Z?, the synergistic
effect of the combined strategy D' identified in the full model (Section Strategy Evalua-
tion with the Full Framework) vanishes entirely when dependencies are removed. Table 2
reports the gains of D!, D3, and D'? relative to D under both models. In Mno—dep/ the com-
bined gain (40.0769) falls precisely to the sum of the individual gains (4-0.0283 + 0.0486),
demonstrating strict additivity. This confirms that the inter-device dependency graph is
the physical mechanism through which defense strategies can reinforce each other. With-
out these functional links, each strategy operates on its target device in isolation, and their
joint effect is merely the sum of their independent contributions.

Dependencies as a redistributor of strategy effectiveness. The same table reveals
a deeper structural effect. In the full model, the gains of D! and D3 are nearly equal
(+0.0689 vs. +0.0660). In Mp,gep, the gain of D! drops sharply to +0.0283, while that
of D? declines more moderately to +0.0486. This divergence arises because a substantial
portion of D!’s value in the full model comes from its structural position: protecting the
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firewall blocks external threats from propagating through the dependency network to
downstream devices. When dependencies are severed, this indirect protective effect is lost,
and D! retains only the direct benefit of safeguarding a device with a moderate weight
(w1 = 0.20). In contrast, D? directly protects the SCADA Server—the device with the highest
weight (w3 = 0.30)—so its direct value remains substantial even without dependency-
mediated amplification. Dependency propagation thus does not merely transmit risk;
it actively redistributes the effectiveness of defense strategies, and ignoring it would
systematically misjudge the relative value of protecting different system components.

Table 2. Expected effectiveness and strategy gains under Z? for Mg, and Mio-dep-

Mtun Mno-dep
Strategy - -
E(AF) Gain E(AF) Gain
DO —0.2181 — —0.2744 —
D! —0.1492 40.0689 —0.2461 40.0283
D3 —0.1521 +0.0660 —0.2258 +0.0486
D3 —0.0749 +0.1432 —0.1975 +0.0769
D' + D3 (sum) — +0.1349 — +0.0769

Taken together, these three findings establish the dual role of inter-device dependencies
in ICS defense evaluation. Dependencies function simultaneously as conduits for cascading
failures, as constraints that make prediction uncertainty tractable, and as channels through
which defense strategies achieve structural amplification. A model that omits dependency
propagation would overstate prediction uncertainty, miss synergistic defense opportunities,
and misrank the effectiveness of individual strategies.

(d) Entropy vs. Variance. In the attack strategy and observation uncertainty experi-
ments, the entropy and variance of AF consistently move in the same direction. The de-
pendency propagation experiment, however, reveals a systematic divergence. Under Z°,
both metrics increase when dependencies are removed, but their magnitudes differ starkly:
entropy surges from 3.95 to 8.61 bits, whereas variance increases only marginally from
0.0165 to 0.0209. Under Z! and Z?, the divergence becomes directional: entropy increases
(from 5.49 to 8.68 and from 7.68 to 8.33 bits) while variance decreases (from 0.0343 to 0.0217
and from 0.0288 to 0.0137). Figure 16 visualizes this opposite-direction movement for the
baseline strategy D across the three scenarios. This pattern holds across all eight strategies,
confirming that it is a systematic consequence of removing dependency constraints.

This divergence arises because the two metrics capture fundamentally different prop-
erties of the effectiveness distribution. Variance is dominated by the numerical scale of
extreme outcomes: cascading failures in the full model produce heavy-tailed losses that
inflate variance, whereas independent devices in My, gep produce more uniformly dis-
tributed, less extreme losses. Entropy, by contrast, reflects the overall shape and dispersion
of the probability distribution irrespective of the numerical encoding of outcomes. In ICS
contexts where effectiveness values are elicited from domain experts and may be revised,
an encoding-independent metric offers greater stability. The proposed framework can
compute and report both measures; entropy is adopted as the default companion metric for
its direct information-theoretic interpretation of prediction uncertainty and its sensitivity
to the structural effects identified above.
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Figure 16. H(AF)and Var(AF) for D? under the full model and Mho-dep-

3.4.2. CPT Noise Robustness Analysis

In practical ICS, obtaining all CPTs in the DBN with perfect accuracy is highly chal-
lenging and often subject to certain errors. To examine the robustness and reliability of the
proposed framework under imprecise parameters, this experiment systematically analyzes
the stability of evaluation results when core CPTs are perturbed.

(1) Experimental Settings

Four types of CPTs (I; to I4) are perturbed independently with relative amplitudes in
[0,2.5%], [2.5%,5%], [5%, 10%], and [10%, 15%)]. For each CPT, the perturbation procedure
is as follows:

1.  The entry with the largest probability value pmax is selected as the anchor;

2. A target relative change € is drawn uniformly from the specified interval;

3. The anchor entry is adjusted to pj.x = Pmax - (1 £ €), with the sign chosen randomly;

4. The difference A = Pmax — Pimax is redistributed among the remaining entries in
proportion to their original values, ensuring that the sum of all probabilities remains
exactly 1.0 and that no entry falls outside [0, 1].

The reported perturbation amplitude for each run is computed as
€ = |Pmax — Pimax|/ Pmax. This procedure perturbs the entire distribution simultaneously
while using the largest probability entry merely as a convenient scalar reference for quanti-
fying perturbation intensity.

The expectation and entropy of the effectiveness differential (Eo(AF) and Hy(AF))
computed using the original, unperturbed CPTs (denoted Py) under different scenarios
(e.g., combinations of observed states and defense strategies) serve as the baseline. For each
set of conditional probabilities from I; to I4 and each noise interval, 30 independent Monte
Carlo simulations are performed. In each simulation, the evaluation results E(AF) and
H(AF) after perturbation are computed, and their relative deviations from the baseline
are calculated:
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[E(AF) — Eo(AF)|
[Eo(AF)]

[H(AF) — Hy(AF)|
|Ho(AF)]|

Finally, the deviation values for each condition are averaged over the 30 simulations.

Relative Bias of expectation =

Relative Bias of Entropy =

(2) Results and Analysis

Figures 17 and 18 show the relative biases of the expectation and entropy of the effec-
tiveness differential, respectively, as a function of CPT noise level under typical observation
scenarios. Analysis of the charts leads to the following conclusions:
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Figure 17. Relative bias of expectation under CPT noise.
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Figure 18. Relative bias of entropy under CPT noise.

Overall Robustness. Under noise levels up to 15%, the relative bias of the expectation
E(AF) and the entropy H(AF) across all tested parameter types (I;—Is) remains within
7% and 2%, respectively. This indicates that the evaluation framework possesses good
robustness against errors in CPT parameters, with essentially stable evaluation results.

Sensitivity of Uncertainty Metric. Compared to E(AF), H(AF) demonstrates lower
sensitivity to parameter perturbations in most cases. The perturbation procedure randomly

https://doi.org/10.3390/e28060635


https://doi.org/10.3390/e28060635

Entropy 2026, 28, 635

35 0f 44

applies either a positive or a negative adjustment to the largest probability entry in each
CPT: a positive perturbation increases the concentration of the distribution, reducing en-
tropy, while a negative perturbation redistributes probability mass more evenly, increasing
entropy. Since the perturbation direction is chosen at random across runs, these two effects
partially cancel each other when the relative biases are averaged.

Parameter Sensitivity Differences. Since the relative biases of the entropy H(AF) are
consistently small across all parameter types (remaining below 2% even at 15% perturbation,
as discussed above), the differences among I;—I4 are more clearly observed through the
expectation E(AF). The following analysis therefore focuses on the expectation results.

The perturbation experiment reveals that the relative importance of the four param-
eter types depends markedly on the perturbation level. Two main patterns emerge from
the data. First, at low-to-moderate perturbation amplitudes, the observation likelihood
I, consistently exerts the strongest influence on the expectation E(AF), whereas at high
perturbation amplitudes, the attacker strategy model I3 becomes the dominant error source:
at 15% perturbation, the expectation relative bias of I3 reaches 6.55%, far exceeding that of
I (2.15%). Second, the prior distribution I; and the state transition probability I; consis-
tently exhibit the weakest impact across all tested perturbation levels, with both remaining
below 1% even at 15% perturbation.

These different sensitivities can be traced to the computational roles of the parame-
ters. I, = P(Z(t) | X(t)) sits at the very beginning of the inference chain, defining how
observations map to state beliefs in Step 1. Its influence on the evaluation outcome grows
approximately linearly with perturbation amplitude, reflecting its position in a single-step
Bayesian update. I3 = P(A(t) | X(t)), by contrast, determines the probability weights
assigned to each possible attack strategy combination in the marginalization of Equation (3).
Because this marginalization sums over the entire attack strategy space, disrupting these
weights redistributes probability mass across qualitatively different attack scenarios, pro-
ducing a nonlinear amplification of error that becomes pronounced at higher perturbation
levels. This nonlinear growth causes I3 to surpass I, as the dominant error source when
perturbations are large.

The consistently low sensitivity of I; and I stems from different structural mechanisms.
I; appears in two places in the inference chain: first in Step 1, where its influence is tempered
by the observation likelihood I, through Bayes’ rule; second, in Step 2, where it occupies a
downstream position alongside Iy in the state transition CPTs. Iy is further constrained by
its terminal position in the inference chain and by physical laws that restrict the direction
of its probability fluctuations (e.g., “state cannot improve when only an attack exists”).
The combination of these factors keeps both I; and I4 stably low in their impact.

Notably, the low sensitivity of I; should not be interpreted as evidence that inter-
device dependencies are unimportant. The prior distribution I; encodes the depen-
dency structure among devices through its factorization into conditional probability terms.
The CPT perturbation analysis demonstrates that the framework is robust to moderate
inaccuracies in the numerical values of these dependency CPTs, while the ablation study
(Section Ablation Study: Contribution of Uncertainty Sources) shows that removing the de-
pendency structure entirely causes entropy to surge and strategy rankings to be fundamen-
tally reshaped. Together, these results indicate that the structural presence of dependencies
matters far more than their precise parameterization. More broadly, the perturbation exper-
iments and the ablation study provide complementary perspectives on the framework’s
robustness—parameter-level and structure-level perspectives, respectively.

These findings have direct implications for modeling priorities. The observation
likelihood (1) and the attacker strategy model (I3) are the two parameters that most crit-
ically govern evaluation reliability. This aligns with the foundational premises of the
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proposed framework: that accurate observability modeling—as opposed to assuming a
global, omniscient perspective—is essential for pre-engagement evaluation under incom-
plete information, and that careful characterization of adversary behavior is indispensable
for robust strategy assessment.

3.5. Computational Performance

The computational efficiency of the proposed two-stage strategy is evaluated with
respect to both offline precomputation and online evaluation. All experiments were con-
ducted on a Windows 10 laptop equipped with an Intel Ultra 9 185H CPU (2.5 GHz,
16 physical cores) and 32 GB RAM. The implementation uses Python 3.12 with NumPy 1.26,
and no multi-threading or multi-processing optimizations are employed; all reported times
reflect single-core execution.

3.5.1. Offline Precomputation Scaling

The single-time-step effectiveness table is precomputed for varying numbers of devices
(I = 7 to 12; four states each). Table 3 reports the state space size, construction time,
and memory footprint. The results exhibit a linear trend with respect to |(2x | and remains
practical: even for 412 ~ 1.68 x 107 states, the table is built in approximately 51 s and
occupies only 64 MB.

Table 3. Offline precomputation performance.

I | Qx| Time (s) Memory (KB)
7 16,384 0.04 64

8 65,536 0.15 256

9 262,144 0.65 1024

10 1,048,576 4.08 4096

11 4,194,304 16.18 16,384

12 16,777,216 51.49 65,536

3.5.2. Online Evaluation Efficiency

The online evaluation cost depends on the number of non-zero probability entries in
the posterior distribution rather than on the full state space size. Table 4 reports the average
computation time for varying numbers of non-zero entries on the 7-device case study. Even
with 10 million non-zero entries, the mapping completes in approximately 5 s; for typical
DBN inference outputs, the overhead is negligible.

Table 4. Online evaluation time vs. number of non-zero probability entries (I = 7).

Non-Zero Entries Time (s)
100,000 1.26
1,000,000 1.35
5,000,000 3.21
10,000,000 5.08

These results confirm that the framework-specific computation imposes negligible
overhead, consistent with the modular architecture described in Section 2.5.2. The primary
computational bottleneck remains the DBN inference itself, which is common to all prob-
abilistic graphical model-based methods and can benefit from established approximate
inference techniques.
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4. Discussion
4.1. Comparison with Prior Work

To situate the proposed framework within the existing literature, Table 5 provides
a systematic qualitative comparison against representative method categories across six
distinguishing capabilities that are essential for pre-engagement defense effectiveness
evaluation in ICS.

Table 5. Qualitative comparison of the proposed framework against existing method categories.

Method Category PO DE DP EU AU Entropy
Static BN [6,7] X X v X v X
Dynamic Assessment [8,9,18] X v v X v X
Game-theoretic/Optimization [10-12] X v x (Ltd.) X v % (Part.)
Attack Prediction and Detection [13,14] v’ (Part.) v v v (Part.) v X
POMDP-based Resilience [19] v v X N v X
Uncertainty Quantification [15-17] v’ (Part.) x (Ltd.) X v (Part.) v (Part.) x (Part.)
This Work (DBN + Entropy) v v v v v v

PO: partial observability; DE: dynamic evolution; DP: dependency propagation; EU: epistemic uncertainty;

AU: aleatoric uncertainty; Entropy: information entropy adopted as a companion metric. “Ltd.” = limited;

“Part.” = partial. “Ltd.” for dynamic evolution in the uncertainty quantification row indicates that Ref. [17]

models continuous-time dynamics via differential games, whereas Refs.[15,16] employ static models. “Ltd.” for
Dependency Propagation in the Game-theoretic row reflects that these methods model attack paths through
network topology but do not explicitly capture ICS-specific functional dependencies among devices. “Part.” in the
Game-theoretic row indicates that Ref. [10] uses entropy only for single-dimensional strategy uncertainty. “Part.”
for Attack Prediction and Detection reflects that only Ref. [14] addresses PO and EU (via its HMM-based MMSE
detector). “Part.” for Uncertainty Quantification indicates that Ref. [15] uses entropy for weight calculation,
while Refs. [16,17] do not employ entropy as a metric.

The proposed framework aims to simultaneously address all six capabilities within
a single coherent model. This is achieved through two complementary mechanisms: the
DBN structure, which encodes aleatoric uncertainty from dynamic state evolution and
inter-device dependency propagation, and the explicit modeling of the defender’s partial
observability, which captures epistemic uncertainty and conditions strategy evaluation
on the defender’s actual information state. The value of this joint modeling approach,
and the non-trivial interaction between the two uncertainty types it reveals, is discussed in
Section 4.2.

4.2. The Value of Dual-Uncertainty Modeling

The ablation study in Section Ablation Study: Contribution of Uncertainty Sources
quantifies the individual contribution of each modeling component. Beyond these isolated
effects, the results reveal a deeper, non-additive coupling between epistemic and aleatoric
uncertainty that only a joint modeling framework can capture. Two counterintuitive
findings illustrate this interaction: (i) fixing the attack to the deterministic worst-case (A
yields higher prediction entropy than marginalizing over an unknown attack strategy (A¥)
(Figure 13); (ii) replacing noisy observations with perfect state knowledge (My,-ops) under
an anomalous system state (Z!) increases, rather than decreases, the predicted entropy
(Figure 14).

These phenomena share a common mechanism. Epistemic uncertainty—whether
arising from unknown attacker strategies or imperfect state observations—introduces a
marginalization (or averaging) operation over heterogeneous risk pathways. Under A%,
the defender’s belief P(A | X) averages over attack configurations ranging from benign
to severe, blending distinct outcome distributions into a single, moderate-entropy predic-
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tive distribution. Under A, this averaging is eliminated: the defender conditions on a
fixed, high-intensity attack, exposing the full aleatoric variability of state transitions and
dependency propagation without the smoothing effect of cross-scenario averaging. Simi-
larly, under noisy observations (Z1), the posterior retains a low-probability “false-alarm”
branch (healthy firewall) that carries substantially lower downstream uncertainty than the
true-fault branch. Removing observation noise collapses the posterior exclusively onto the
fault branch, stripping away the low-entropy mixture component and thereby elevating
total entropy.

This interaction demonstrates that epistemic and aleatoric uncertainties do not sim-
ply superimpose; rather, they interact through the probabilistic structure of the model.
Epistemic uncertainty can act as a dampening mechanism that partially conceals the true
extent of aleatoric variability. Consequently, a framework that treats either source in isola-
tion would systematically distort risk assessment: ignoring epistemic uncertainty (as in
standard DBN methods that assume full observability) inflates apparent risk by exposing
aleatoric variability that real defenders do not actually face; conversely, ignoring aleatoric
uncertainty (as in deterministic game-theoretic models) underestimates the irreducible un-
predictability of physical system evolution. The proposed DBN-based framework, by jointly
encoding both uncertainty types within a single temporal probabilistic model, captures this
coupling and provides a principled foundation for resilience-oriented, pre-engagement
defense planning.

4.3. On the Choice of Entropy as a Companion Metric

Having introduced the dual-metric methodology, we now explain the rationale for
coupling the expected effectiveness differential with information entropy, and discuss how
this entropy-based companion metric complements and differs from alternative measures
such as variance and worst-case metrics.

The expected value E(AF) and the variance Var(AF) are both moments of the distri-
bution, computed as weighted sums over numerical outcome values. Variance therefore
depends on the numerical encoding of system states: if device degradation levels were
mapped to {0,1,2,3} versus {0,10,100,1000}, identical distributions would yield variance
values differing by orders of magnitude. In ICS contexts where effectiveness values are
elicited from domain experts and subject to revision, this encoding sensitivity is a prac-
tical liability. Entropy, computed as — }_ p; log p;, depends solely on the probabilities of
outcomes and is invariant to their numerical labels.

Beyond encoding independence, the ablation study reveals that entropy serves a
diagnostic role that variance cannot replicate. Across all three ablation experiments,
changes in entropy magnitude and direction quantitatively signal how each modeling
component—attacker strategy, observation noise, and dependency propagation—constrains
or expands the space of possible outcomes. In the dependency propagation case,
entropy and variance move in opposite directions under anomalous observations
(Section Ablation Study: Contribution of Uncertainty Sources), confirming that variance
can misread structural changes that entropy correctly captures. This diagnostic sensitiv-
ity makes entropy a more reliable companion metric for frameworks that jointly model
multiple uncertainty sources.

These diagnostic properties translate directly into strategy selection. Under anomalous
observations, the entropy ranking diverges substantially from the expectation ranking
(Section Strategy Evaluation with the Full Framework), demonstrating that strategies
ranked highest by expectation may carry significantly higher predictive uncertainty. This
confirms that entropy is not merely diagnostic but provides decision-relevant information
that expectation-only evaluation would miss.
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Tail-risk measures such as Value-at-Risk (VaR) and Conditional Value-at-Risk (CVaR)
address yet another aspect of the distribution. Both the expected value and VaR/CVaR
quantify the magnitude of effectiveness loss—the former in an average sense, the latter
in extreme cases. Entropy answers a distinct question: “how confident are we in these
predictions given the defender’s current information?” This dimension is orthogonal to
loss magnitude and directly relevant to pre-engagement decision-making under incom-
plete observations, where defenders must choose strategies without knowing the true
system state.

Crucially, the choice of entropy does not preclude the use of other metrics. Since
the DBN inference procedure yields the complete posterior distribution of AF, any down-
stream risk measure can be directly computed from it. Incorporating variance or worst-case
measures represents a natural extension fully compatible with the proposed framework.
Exploring how the framework can be extended with conditional entropy or mutual in-
formation to explicitly quantify information asymmetry between attacker and defender
represents a promising direction for future work [26].

4.4. Feasibility of Parameter Acquisition

A practical concern for deploying the proposed framework is the acquisition of the
required parameters (I; to Iy). Obtaining accurate CPTs from real ICS environments
is recognized as a difficult problem, due to data scarcity, security sensitivity, and the
dynamic nature of threat landscapes. While the framework assumes known parameters
for computation, in real-world systems defenders can construct or estimate these CPTs
through existing technical pathways, as supported by current academic research and
engineering practice:

¢ I;: Utilizing long-term operational data combined with Bayesian network structure
learning and parameter learning methods [21,27,28] to automatically infer the de-
pendency topology between device states and estimate their conditional probability
distributions from historical data. This approach has mature theoretical support in the
field of probabilistic graphical models.

*  I): Based on alerts and audit logs from monitoring systems (e.g., SIEM), this precisely
quantifies the mapping relationship between the true state and the observed state
(e.g., false positive rate, false negative rate).

¢ I3: This parameter represents the defender’s belief about “which strategies the attacker
tends to adopt under specific system states.” Although the defender cannot directly
know the attacker’s strategy distribution, this is essentially a threat behavior modeling
problem and can be constructed in two ways: (1) Prior modeling based on authoritative
knowledge bases and attack frameworks: defenders can leverage public, standardized
cybersecurity knowledge bases, such as the MITRE ATT&CK ICS framework [29],
to map the attack techniques in the framework to the attack strategy set in this model.
Then, based on the preconditions for attack techniques described in the framework
(e.g., required privileges, dependencies on system states) and combined with analyses
of system vulnerabilities from guides like NIST SP 800-82 [20], they can qualitatively
estimate under which system states a particular attack technique is more likely to be
triggered. (2) Data-driven correction based on historical security events and threat
intelligence: defenders can analyze internal historical security logs and external threat
intelligence reports, using log mining and correlation analysis techniques [30,31] to
count the frequency of different attack tactics and techniques occurring under specific
system states, thereby using data to calibrate and enrich the prior model based on
knowledge bases.
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¢ I4: This parameter quantifies the likelihood of system state transitions under specific
attack—defense strategy combinations, fusing attack effectiveness and defense effective-
ness. Defenders can leverage public vulnerability databases (e.g., CVE/NVD), using
CVSS exploitability scores as proxy variables for estimating attack success probability;
alternatively, by repeatedly executing specific attack—-defense actions in highly realistic
ICS testbeds [32,33], the frequency of state transitions can be statistically obtained to
estimate their probability.

4.5. Practical Deployment Workflow

To facilitate the adoption of the proposed framework in real ICS environments, we
outline a practical deployment workflow consisting of five steps.

1. DBN construction and maintenance. The defender constructs the complete
DBN—including true state variables X, observation variables Z, attacker strategy
variables A, and defender strategy variables D—from system architecture documen-
tation, control logic specifications, network topology diagrams, and the deployed
monitoring infrastructure. The DBN structure should be reviewed and refined after
major system upgrades or topology changes.

2. CPT specification. The four types of CPTs are populated through the pathways
discussed in Section 4.4: prior distributions from operational data or device relia-
bility statistics, observation likelihoods from SIEM false positive and false negative
rates, attacker strategy models from the MITRE ATT&CK for ICS framework and
threat intelligence, and state transition probabilities from vulnerability databases or
testbed experiments.

3.  Effectiveness function and offline precomputation. The defender defines the state
variables contributing to system effectiveness, assigns the device weights and single-
device effectiveness functions according to organizational priorities, and precomputes
the single-time-step effectiveness table for all single-time-step state configurations.
This table is reused across all subsequent online evaluations (Section 2.5).

4. Online evaluation. During pre-engagement planning, the defender supplies the
current observation vector and a candidate defense strategy. The DBN inference
engine computes the posterior joint distribution, and the effectiveness evaluation
module outputs E(AF) and H(AF) as described in Section 2.5.

5. Periodic model maintenance. The DBN structure and CPTs should be reviewed and
updated after major system reconfigurations, significant threat landscape changes,
or monitoring tool upgrades. The observation model merits particular attention,
as changes in sensor deployment or IDS rule sets can shift false positive and false neg-
ative rates. The perturbation analysis (Section 3.4.2) demonstrates that the framework
tolerates up to 15% parameter drift, so continuous fine-tuning is unnecessary.

4.6. Defender-Attacker Duality

The DBN formalism introduced in this work possesses a natural structural symmetry
between the defender’s and the attacker’s perspectives. In the graphical structure shown
in Figure 2, the defender’s observation Z(t) and the attacker’s observation Y () occupy
symmetric positions as evidence nodes conditioned on the true system state X(t), while the
defense strategy D(t) and the attack strategy A(t) are symmetrically positioned as decision
nodes that influence the state transition to X (f 4+ 1). This duality is not an incidental
feature but a direct consequence of modeling the attack—defense interaction as a closed-loop
dynamic game within a single temporal probabilistic framework.

A practical implication of this symmetry is that the same computational machinery de-
veloped here for pre-engagement defense evaluation can, with a straightforward exchange
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of input roles, support offensive campaign planning in red-team contexts. An attacker
equipped with the same DBN model could evaluate candidate attack strategies under
different assumptions about the defender’s observation capabilities and likely defensive
responses. This dual-use capability is enabled by the modular separation of the DBN
inference engine from the effectiveness function and the observation models, allowing
either party’s perspective to be instantiated without modifying the underlying probabilistic
graphical structure.

4.7. Limitations and Future Work

Despite the promising results, several limitations of the current study should be
acknowledged, each pointing to a corresponding direction for future investigation.

The experimental evaluation is conducted on a single substation automation system
using simulated CPTs based on domain knowledge, with a finite set of observed states and
defense strategy combinations, and has not been validated against data from a real ICS
deployment. While the CPT perturbation analysis (Section 3.4.2) provides evidence that
the framework’s qualitative findings are robust to parameter uncertainty, confirming the
transferability of these findings to operational environments remains an important direction
for future work. Extending the assessment to additional ICS domains (e.g., water treatment,
oil refineries), a broader range of observed states and defense strategy combinations, and to
real-world operational data would help bridge the gap between simulation-based and
real-world evaluation results.

The proposed framework requires four types of CPTs (I; through I4) as input. In the
absence of sufficient operational data for learning, these CPTs are, in the current case study,
specified by domain experts. Section 4.4 discusses several technical pathways for parameter
acquisition in operational settings; however, each of these methods faces practical barriers
and their effectiveness has not yet been demonstrated in conjunction with the proposed
framework. Developing and validating data-driven methods for CPT calibration from real
ICS environments thus constitutes an important direction for future work.

The computational scalability experiments (Section 3.5) verify that the framework-
specific computation is not a bottleneck. However, the full DBN inference pipeline has not
been stress-tested on networks with hundreds of nodes, where exact inference becomes pro-
hibitive. While the modular architecture allows mature approximate inference techniques
to be directly substituted without modifying the evaluation module, this extension has not
yet been empirically validated and represents an important direction for future work.

The framework assumes that the defender models the attacker as a cognitively rational
Bayesian decision-maker, grounded in the belief that the attacker’s strategy is a function
of the current true system state. Specifying a more generalized attacker model that ac-
counts for non-Bayesian or boundedly rational decision-making processes represents a
promising extension. This requires the defender to manage an additional layer of epistemic
uncertainty—uncertainty about the attacker’s cognitive model itself—which could be ad-
dressed through a hierarchical Bayesian framework that accommodates multiple candidate
attacker models. In this framework, the defender would maintain a belief over possible
adversary cognitive archetypes and marginalize over them during strategy evaluation,
thereby providing robust defense recommendations that hedge against misspecification of
the attacker’s decision logic.

5. Conclusions

This paper addressed the challenge of quantitatively evaluating defense strategy
effectiveness in ICS under dual uncertainty. We proposed a DBN based framework that
jointly models epistemic and aleatoric uncertainty within a single temporal probabilistic
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model, and a dual-metric evaluation methodology coupling expected effectiveness with
information entropy.

A systematic qualitative comparison against six representative method categories
demonstrated that no existing framework simultaneously addresses all six distinguish-
ing capabilities required for pre-engagement ICS defense evaluation. A case study on a
substation automation system, complemented by systematic ablation experiments, demon-
strated the framework’s ability to distinguish defense strategies and to reveal structural
dependencies that contradict conventional device-centric intuition. Robustness analysis
confirmed stable dual-metric evaluation under up to 15% noise in CPTs. The ablation
study demonstrated that observability, dependency propagation, and attacker strategy
uncertainty each contribute distinctively to total prediction entropy. Crucially, reducing
epistemic uncertainty can unmask latent aleatoric variability. These results provide the-
oretical and methodological foundations for resilience-oriented cyber defense planning
in ICS.

Author Contributions: Conceptualization, RK., Z.Z., X.Z., Y.Z. and Z.R.; Methodology, R K.,
Z27.,].C., Y.Z and ZR,; Software, R.X.; Validation, R.X.; Formal Analysis, Z.Z., X.Z., ].C. and
R.X,; Investigation, RK., Z.Z.,, X.Z. and ].C.; Resources, X.Z. and J.C.; Data Curation, Z.Z,;
Writing—Original Draft Preparation, R.K. and Z.Z.; Writing—Review and Editing, RK. and Z.Z,;
Visualization, Z.Z.; Supervision, R.K,, Y.Z. and Z.R.; and Funding Acquisition, Z.R. All authors have
read and agreed to the published version of the manuscript.

Funding: This research was funded by Sichuan Provincial Leading Scientist Special Fund for Basic
Research (Frontier Technology) under Grant No. 2024JDKXJ0011.

Institutional Review Board Statement: Not applicable.
Informed Consent Statement: Not applicable.

Data Availability Statement: The simulation data used in this study are available at https://github.
com/engutou/ICS-Effectiveness (accessed on 9 April 2026).

Conflicts of Interest: Author Rongbao Kang was employed by No. 30 Research Institute of CETC
and is a doctoral student at University of Science and Technology of China. Author Zhiyong Zhang,
Xiao Zhang, Jianfeng chen, Zhihong Rao were employed by No. 30 Research Institute of CETC. The
remaining authors declare that the research was conducted in the absence of any commercial or
financial relationships that could be construed as a potential conflict of interest.

Abbreviations

1CS Industrial Control Systems
DBN Dynamic Bayesian Network
CPT Conditional Probability Table

SCADA  Supervisory Control and Data Acquisition
IDS Intrusion Detection System

1. Langner, R. Stuxnet: Dissecting a cyberwarfare weapon. IEEE Secur. Priv. 2011, 9, 49-51. [CrossRef]

2. Lee, RM.; Assante, M.; Conway, T. Analysis of the Cyber Attack on the Ukrainian Power Grid: Defense Use Case; Technical Report;
Electricity Information Sharing and Analysis Center (EISAC): Washington, DC, USA, 2016.

3. Asghar, M.R.;; Hu, Q.; Zeadally, S. Cybersecurity in industrial control systems: Issues, technologies, and challenges.
Comput. Netw. 2019, 165, 106946. [CrossRef]

4. Duo, W,; Zhou, M.; Abusorrah, A. A Survey of Cyber Attacks on Cyber Physical Systems: Recent Advances and Challenges.
IEEE/CAA ]. Autom. Sin. 2022, 9, 784-800. [CrossRef]

https:/ /doi.org/10.3390/e28060635


https://github.com/engutou/ICS-Effectiveness
https://github.com/engutou/ICS-Effectiveness
http://dx.doi.org/10.1109/MSP.2011.67
http://dx.doi.org/10.1016/j.comnet.2019.106946
http://dx.doi.org/10.1109/JAS.2022.105548
https://doi.org/10.3390/e28060635

Entropy 2026, 28, 635 43 of 44

10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

21.

22.

23.

24.

25.
26.

27.

28.

29.

30.

Morozov, A.; Fabarisov, T.; Vock, S.; Siedel, G.; Bolbot, V.; Vof3, S. Risk and Reliability Evaluation of Future Industrial Automation
Systems: A Systematic Literature Review and Research Agenda. ASCE-ASME ]. Risk Uncertain. Eng. Syst. Part B Mech. Eng. 2026,
12, 020801. [CrossRef]

Bhosale, P; Kastner, W.; Sauter, T. AutomationML Meets Bayesian Networks: A Comprehensive Safety-Security Risk Assessment
in Industrial Control Systems. IEEE Open |. Ind. Electron. Soc. 2024, 5, 823-835. [CrossRef]

Maradova, K.; Blecha, P.; Samelova, V.; Marada, T.; Zuth, D. Bayesian Networks for Cybersecurity Decision Support: Enhancing
Human-Machine Interaction in Technical Systems. Appl. Sci. 2026, 16, 3053. [CrossRef]

Cheimonidis, P.; Rantos, K. A novel proactive and dynamic cyber risk assessment methodology. Comput. Secur. 2025, 154, 104439.
[CrossRef]

Yang, W.; Hou, F,; Jia, Z.; Wang, H.; Yao, Y,; Yin, P; Xu, X,; Liu, S. A Dynamic Risk Assessment Method for Industrial Control
Network Security Based on Bayesian Attack Graph. In Proceedings of the 2025 5th International Conference on Computer,
Control and Robotics, Hangzhou, China, 16-18 May 2025.

Ren, J.; Liu, J.; Dong, Y.; Li, Z.; Li, W. An Attacker-Defender Game Model with Constrained Strategies. Entropy 2024, 26, 624.
[CrossRef] [PubMed]

Yao, P; Wang, X.; Zhang, Z.; Yan, B.; Yang, Q.; Wang, W. Statistical Knowledge and Game-Theoretic Integrated Model for
Cross-Layer Impact Assessment in Industrial Cyber-Physical Systems. Adv. Eng. Inform. 2024, 59, 102338. [CrossRef]

Aftabi, N.; Li, D.; Sharkey, T. An Optimization Framework for Cyber-Physical Vulnerability Analysis in Industrial Cyber-Physical
Systems. In Proceedings of IISE Annual Conference and Expo; IISE: Norcross, Georgia, 2023.

Kim, Y.; Lee, I.; Kwon, H.; Lee, K.; Yoon, J. BAN: Predicting APT Attack Based on Bayesian Network with MITRE ATT&CK
Framework. IEEE Access 2023, 11, 91949-91968. [CrossRef]

Kazeminajafabadi, A.; Ghoreishi, S.F.; Imani, M. Optimal Detection for Bayesian Attack Graphs under Uncertainty in Monitoring
and Reimaging. In Proceedings of the 2024 American Control Conference (ACC), Toronto, ON, Canada, 10-12 July 2024.

Zhou, Y.; Zhang, Z.; Fan, K.; Wang, M.; Cheng, K.; Zhang, Z.; Zhang, H. A Novel Quantitative Risk Assessment Model for
Industrial Control Systems Integrating the Cyber—Physical Domain. IEEE Trans. Ind. Inform. 2025, 21, 6433-6442. [CrossRef]
Chockalingam, S.; Pieters, W.; Teixeira, A.M.; van Gelder, P. Probability Elicitation for Bayesian Networks to Distinguish Between
Intentional Attacks and Accidental Technical Failures. J. Inf. Secur. Appl. 2023, 75, 103497. [CrossRef]

Zhou, M.; Han, L.; Che, X. Strengthening Edge Defense: A Differential Game-Based Edge Intelligence Strategy Against APT
Attacks. Comput. Secur. 2025, 157, 104580. [CrossRef]

Caetano, H.O.; N., L.D,; Fogliatto, M.S.; Maciel, C.D. Resilience Assessment of Critical Infrastructures Using Dynamic Bayesian
Networks and Evidence Propagation. Reliab. Eng. Syst. Saf. 2024, 241, 109691. [CrossRef]

Alevizos, C.; Ta, V.-T. Threat-Informed Cyber Resilience Index: A Probabilistic Quantitative Approach to Measure Defence
Effectiveness Against Cyber Attacks. arXiv 2024, arXiv:2406.19374. [CrossRef]

Stouffer, K.; Falco, J.; Scarfone, K. Guide to Industrial Control Systems (ICS) Security; NIST Special Publication 800-82; National
Institute of Standards and Technology: Gaithersburg, MD, USA, 2011.

Koller, D.; Friedman, N. Probabilistic Graphical Models: Principles and Techniques; MIT Press: Cambridge, MA, USA, 2009.

pgmpy Package. Available online: https://pgmpy.org (accessed on 19 May 2025).

IEC 60870-5-104; Telecontrol Equipment and Systems—Part 5-104: Transmission Protocols—Network Access for IEC 60870-5-101
Using Standard Transport Profiles. IEC: Geneva, Switzerland, 2016.

IEC 62351; Power Systems Management and Associated Information Exchange—Data and Communications Security.
IEC: Geneva, Switzerland, 2012.

[Dataset] Simulation Data. Available online: https:/ /github.com/engutou/ICS-Effectiveness (accessed on 9 April 2026).
Janani, K. Cybersecurity through Entropy Injection: A Paradigm Shift from Reactive Defense to Proactive Uncertainty. arXiv 2025,
arXiv:2504.11661. [CrossRef]

Tsamardinos, I.; Brown, L.E.; Aliferis, C.F. The max-min hill-climbing Bayesian network structure learning algorithm.
Mach. Learn. 2006, 65, 31-78. [CrossRef]

Pradhan, S.; Singh, R.; Kachru, K.; Narasimhamurthy, S. A Bayesian network based approach for root cause analysis in industrial
processes. In Proceedings of the 2007 International Conference on Computational Intelligence and Security (CIS 2007); IEEE: Piscataway,
NJ, USA, 2007.

MITRE Corporation. MITRE ATT&CK for Industrial Control Systems. Available online: https://attack.mitre.org/versions/v12/
matrices/ics (accessed on 9 April 2026).

Alam, M.T.; Bhusal, D.; Park, Y.; Rastogi, N. Looking Beyond IoCs: Automatically Extracting Attack Patterns from External CTL
In Proceedings of the 26th International Symposium on Research in Attacks, Intrusions and Defenses (RAID 2023), Hong Kong,
China, 16-18 October 2023; pp. 92-108.

https://doi.org/10.3390/e28060635


http://dx.doi.org/10.1115/1.4070764
http://dx.doi.org/10.1109/OJIES.2024.3439388
http://dx.doi.org/10.3390/app16063053
http://dx.doi.org/10.1016/j.cose.2025.104439
http://dx.doi.org/10.3390/e26080624
http://www.ncbi.nlm.nih.gov/pubmed/39202094
http://dx.doi.org/10.1016/j.aei.2023.102338
http://dx.doi.org/10.1109/access.2023.3306593
http://dx.doi.org/10.1109/TII.2025.3564074
http://dx.doi.org/10.1016/j.jisa.2023.103497
http://dx.doi.org/10.1016/j.cose.2025.104580
http://dx.doi.org/10.1016/j.ress.2023.109691
http://dx.doi.org/10.48550/arXiv.2406.19374
https://pgmpy.org
https://github.com/engutou/ICS-Effectiveness
http://dx.doi.org/10.48550/arXiv.2504.11661
http://dx.doi.org/10.1007/s10994-006-6889-7
https://attack.mitre.org/versions/v12/matrices/ics
https://attack.mitre.org/versions/v12/matrices/ics
https://doi.org/10.3390/e28060635

Entropy 2026, 28, 635 44 of 44

31. Arafune, M.; Rajalakshmi, S.; Jaldon, L.; Jadidi, Z.; Pal, S.; Foo, E. Design and Development of Automated Threat Hunting in
Industrial Control Systems. In Proceedings of the 2022 IEEE International Conference on Pervasive Computing and Communications
Workshops (PerCom Workshops); IEEE: Piscataway, NJ, USA, 2022.

32. Formby, D.; Rad, M.; Beyah, R. Lowering the Barriers to Industrial Control System Security with GRFICS. In Proceedings of the
2018 USENIX Workshop on Advances in Security Education (ASE); USENIX Association: Berkeley, CA, USA, 2018.

33. Goh,].; Adepu, S.; Junejo, K.N.; Mathur, A. A Dataset to Support Research in the Design of Secure Water Treatment Systems. In
Critical Information Infrastructures Security; Springer: Cham, Switzerland, 2016.

Disclaimer/Publisher’s Note: The statements, opinions and data contained in all publications are solely those of the individual
author(s) and contributor(s) and not of MDPI and/or the editor(s). MDPI and/or the editor(s) disclaim responsibility for any injury to
people or property resulting from any ideas, methods, instructions or products referred to in the content.

https://doi.org/10.3390/e28060635


https://doi.org/10.3390/e28060635

	Introduction
	Methods
	Uncertainty from Perspective Bias
	Uncertainty in Observed State
	Uncertainty in Adversary Strategy

	Uncertainty in State Evolution
	State Evolution Uncertainty Triggered by Attack–Defense Actions
	State Evolution Uncertainty Induced by Dependency Relationships

	Attack–Defense Model Based on DBN
	DBN Formulation
	DBN Modeling Choices

	Metrics of Attack–Defense Effectiveness
	Computation of Attack–Defense Effectiveness
	Theoretical Computational Procedure
	Practical Implementation

	Summary of Notation

	Results
	Network Scenario Design
	Network Isolation Layer
	Dispatch and Control Layer
	Substation Layer
	Field Device Layer

	Parameter Settings
	State Vectors and Dependency Relationships
	Observation Vectors
	Attack–Defense Strategies and State Transition Model
	Complete DBN

	Effectiveness Function Definition
	Experiments and Analysis
	Defense Strategy Evaluation and Ablation Study
	CPT Noise Robustness Analysis

	Computational Performance
	Offline Precomputation Scaling
	Online Evaluation Efficiency


	Discussion
	Comparison with Prior Work
	The Value of Dual-Uncertainty Modeling
	On the Choice of Entropy as a Companion Metric
	Feasibility of Parameter Acquisition
	Practical Deployment Workflow
	Defender-Attacker Duality
	Limitations and Future Work

	Conclusions
	References

