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Abstract: The technology of anti-informational interference is a research hotspot in radio
detectors. According to the workflow of first interception and then interference for the
jammer, improving low interception can fundamentally improve the anti-jamming ability
of the radio detector. Airspace low interception is one of the most promising research
directions. FDA-MIMO technology holds significant potential for application in this field.
Therefore, this paper investigates the design principle of an FDA-MIMO radio detector with
low beam entropy. From the perspectives of information acquisition and countermeasure,
the spatial low interception of a radio detector is defined by beam entropy. In this paper, the
power peak point and drop point are set in a relatively close range (Ar), ensuring the rapid
attenuation of beam amplitude over short distances. Consequently, the design principle of
the FDA-MIMO low interception point beam based on the array frequency offset setting
formula is obtained, and the optimal beam convergence is realized. Simulation results
show that the half-power beam widths of FDA-MIMO point-like beams are 1 m in the
distance dimension and 9 degrees in the beamwidth dimension, with a beam entropy
of 11. Compared with other classical frequency offset setting methods, the proposed
method demonstrates significantly superior beam performance, particularly in terms of low
intercept characteristics. The design principle proposed in this paper provides theoretical
support for the low intercept beam design of the FDA-MIMO radio detector, thereby
reducing the probability of jammers acquiring signal parameters and enhancing both the
low intercept performance and anti-jamming capabilities of the radio detector.

Keywords: FDA-MIMO; radio detector; low probability of intercept; optimal convergence
of point-like; beam entropy

1. Introduction

The detector plays a crucial role in the detection and control of terminal damage
within weapon systems, directly influencing the effectiveness of the weapon system [1].
The radio detector, characterized by its simple structure, superior precision in ranging,
and capability to effectively engage both aerial and ground targets, has been widely
used at the present stage [2]. In the modern battlefield, the electromagnetic environment
is becoming increasingly complex, posing significant challenges for radio detectors to
contend with many electromagnetic interferences. In particular, the repeater deception
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jamming, which is implemented by the fourth-generation jammer based on the digital
radio frequency memory (DRFM) technology, can easily make the radio detector lose
efficacy. Therefore, it is imperative to investigate and enhance the resistance of radio
detectors against such jamming techniques, thereby improving their capability to withstand
information interference.

In recent years, scholars have conducted extensive research on the anti-information
interference of the radio detector [3-6], which can be categorized into multi-mode anti-
interference based on information fusion and single-mode anti-interference based on
the radio signal. The multi-mode anti-interference approach primarily integrates radio
detection with other proximity detection technologies and uses multiple sensors to analyze
signals in different domains. The detonation signal can only be output when the target
signals generated by different sensors achieve a match. Currently, the research mainly
focuses on the multi-mode radio detector of “radio signals + laser signals” [7-11]. The
literature [10,11] proposed a composite detection technology combining laser and radio
along with the initiation criterion for radio detectors. This approach effectively solved
the problems of laser detection technology in resisting interference from clouds, smoke,
rain and snow, and radio-transmitted deceptive jamming. It significantly improved the
signal-to-noise ratio. Moreover, a prototype was established, and the effectiveness of the
composite detection technology in anti-interference was validated. However, in engineering
practice, the multi-mode radio detector necessitates the design of transceiver modules that
support more than two distinct signal systems, which require a relatively large space. The
constrained space within the radio detector has emerged as a critical limiting factor for
advancing multi-mode radio detectors.

The single-mode anti-interference based on radio signal is generally divided into
three directions: signal parameter modulation anti-interference, ultra-wideband anti-
interference, and low probability intercept anti-jamming. Regarding signal parameter
modulation anti-interference direction, the literature [12] proposed an anti-interference
method for the pulse Doppler radio detector based on M-sequence pseudo-code phase
modulation. The response expressions at all levels during the detection process of the radio
detector were theoretically derived, and the anti-interference performance of the radio
detector was quantified. However, calculating the height of the radio detector requires
the use of pseudo-code sequence autocorrelation. Jammers can directly copy and forward
signals without mastering the specific system (form) of radio detector signals. Therefore,
it is challenging for the pseudo-code phase modulation method to counter the spoofing
interference based on DRFM. The literature [13-16] introduced a frequency-hopping signal
where the frequency points were modulated by a pseudo-random sequence within a
specified range, resulting in a random frequency pattern. Nevertheless, the jammer based
on DRFM can also detect the frequency of signals at a relatively fast speed. Moreover, the
frequency-hopping range of the radio detector is limited and it is easy to be detected by
the jammer. Consequently, using signal parameter hopping alone presents challenges in
effectively countering transmitted deceptive jamming.

In the field of ultra-wideband anti-jamming, Yan et al. [17] studied the anti-interference
performance of ultra-wideband radio detectors. The signal-to-stem ratio gain of correlation
reception in the presence of Gaussian white noise and sinusoidal interference was derived
in detail, and the signal characteristic parameters that affect the anti-jamming ability of
the UWB radio detector were obtained. The quantitative analysis and simulation results
show that the UWB radio detector had good anti-jamming performance against noise
and sine interference. However, due to the reliance on correlation detection for distance
determination, UWB radio detectors exhibited relatively limited resistance to forwarding
spoofing interference. Zhu et al. [18] studied the intelligent power distribution method of
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carrier-free UWB radio detectors in different frequency bands to achieve low interception.
However, given the wide operating frequency band of UWB detectors, they are susceptible
to unintentional interference from any frequency point within the band. Therefore, while
these detectors demonstrate superior anti-reconnaissance performance, their overall anti-
interference capability remains relatively weak [19].

The third direction is low interception anti-interference. Given that the jammer first
intercepts the signal, the low interception radio detector has significant anti-jamming
potential. The low intercept radio detector encompasses three research directions: signal
energy detection low intercept, parameter measurement low intercept, and spatial low
intercept. According to the literature [20-22], when the radio frequency signal approaches
the resonance frequencies of water molecules and oxygen molecules in the atmosphere, the
energy of the radio frequency signal will be absorbed, thereby reducing its detectability.
By selecting the detection signal frequency of the radio detector in the frequency band
with greater signal attenuation, the low probability of intercept performance of the radio
detector can be improved. It should be noted that, with the rapid development of radio
frequency components, modern jammers are now equipped with high-sensitivity receiving
systems. In the presence of a sensitivity jammer, it is challenging for radio detectors to
achieve low interception of detector signal energy detection. At the same time, the jammer
can measure the frequency and other parameters of the radio detector signal quickly and
with high precision. Therefore, it is difficult for radio detectors to achieve low interception
when measuring signal parameters. This paper addresses this issue by focusing on airspace
low intercept techniques and employing advanced signal design technologies to overcome
the associated difficulties. Consequently, the low intercept and anti-jamming objectives for
radio detectors are realized.

According to the above analysis, the radio detector has a broad application prospect in
airspace low interception. From the perspective of information theory, the low interception
radio detector ensures that the adversary acquires minimal information from its signal
and beam, that is, the low entropy radio detector. Therefore, the concept of beam entropy
is proposed in this paper to guide the design of a low intercept radio detector. Based on
the characteristics of an S-shaped beam pattern in the frequency diverse array (FDA), we
investigate the design of a low intercept spot-shaped beam from the perspective of FDA.
By rapidly attenuating the amplitude of the wave crest in a small area (Ar), the frequency
offset setting formula of each array element is derived using the multiple-input multiple-
output (MIMO) beam pattern function. The design principle of a low interception point
beam based on the formula of array element frequency offset is obtained. The FDA-MIMO
array can synthesize energy-concentrated spot beams in space, significantly improving
the spatial low intercept performance of radio short-range detectors. Furthermore, the
principle of point-beam design proposed in this paper provides theoretical support for
point-beam design and guides the development of low intercept beam designs for radio
detectors based on FDA-MIMO technology, thereby reducing the likelihood of interception
by jammer reconnaissance.

The logic diagram for writing the introduction of this paper is shown in Figure 1. The
contributions of this study are as follows.

1.  From the point of view of information theory, this paper puts forward a principle and
method that can guide the design of a low intercept beam of the radio detector using
the principle and idea of entropy.

2. Furthermore, using entropy theory and FDA theory, the optimal convergence design
of the FDA-MIMO low intercept point-like beam with an array frequency offset setting
formula as the core is completed.
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Figure 1. The logic diagram of the introduction.

It should be noted that this paper does not focus on the anti-interference capabilities
of radio detectors. Instead, it aims to design low intercept beams for radio detectors to min-
imize the enemy’s acquisition of our signal parameter information. The simulation results
of the proposed method in an ideal scenario are shown in Section 5. When considering
the real-world operating conditions of radio detectors, noise and interference can occur
during beam propagation. This results in the enemy receiving a weaker signal, thereby
obtaining less signal information from us. Such a situation is more conducive to achieving
our objective of low interception and reduces the probability of enemy detection.

This paper is organized as follows. Section 2 presents the evaluation parameter design
of low intercept performance based on entropy theory. Section 3 introduces the basic theory
of FDA. Section 4 derives the formula for the design principle of a low intercept point-
like beam. Section 5 provides simulations and discussions on the signal design principle
proposed in this paper. Section 6 is the conclusion.

2. Evaluation Parameter Design of Low Intercept Performance Based on
Entropy Theory

The evaluation parameters of low intercept performance are crucial for guiding the
design of radio detectors. Numerous evaluation indexes of low intercept of radio detec-
tors have been proposed, but no consensus has been reached. Rhee et al. [23] proposed
evaluation indexes such as frequency entropy, frequency level, and frequency hopping.
Wau et al. [24] selected parameters (e.g., broadband width product, signal complexity, peak
power, minimum dwell time, sidelobe size, and beamwidth) and used the improved G-
GIFSS algorithm to evaluate the low interception performance of the radio detector. Despite
their comprehensiveness, these methods require extensive parameter calculations and thus
fail to meet the requirement for concise computation. Chen et al. [25] proposed that the
transmitting power of the signal can serve as an evaluation parameter for low intercept
probability. They argued that the lower the transmitting power correlates with a reduced
likelihood of interception. However, this method is limited and may introduce subjectivity,
making it challenging to objectively and comprehensively assess the low intercept perfor-
mance of radio detectors. Therefore, establishing a simple, objective, and fair evaluation
index of the low intercept performance is crucial, effectively guiding the design of the low
intercept beam.

Interception refers to the detection of radio signals by enemy jammers, which allows
the adversary to acquire our information. A low interception beam minimizes the amount
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of information that can be obtained by the enemy. Jia and Dao from the Army Engineering
University proposed approximate entropy to measure the complexity of chaotic sequences.
Approximate entropy is used to evaluate the jump performance of signal parameters
modulated by chaotic sequence [14,15]. Subsequently, the low interception performance of
the signal is evaluated. However, this method evaluates approximate entropy solely based
on signal parameters and does not account for the convergence of the beam in space or the
low interception performance in the beam’s airspace.

Therefore, from the perspective of information acquisition and confrontation between
radio detectors and intercepting receivers, this paper defines beam entropy to quantitatively
evaluate the low intercept performance of the beam. Entropy is a fundamental parameter
in thermodynamics that characterizes the state of matter, with its physical meaning quan-
tifying the degree of disorder within a system. Information entropy is a basic concept of
information theory, which describes the uncertainty of various possible events occurring in
an information source. Information entropy was first proposed by Shannon [26].

Information entropy addresses the problem of quantitatively measuring information.
The formula for calculating information entropy is as follows:

H=-) pilogp;. 1)
i=1

where p; represents the probability of event i occurring in the event set; n indicates the total
number of events in the event set. The logarithmic function is based on 2. In this paper,
beam entropy is defined to quantitatively evaluate the low intercept performance of a beam.
The beam entropy can be expressed by Equation (2):

7T
= R

E, = _/,ZE/O p(r,0)In p(r,0) drd6 @)
2

where r is the beam detection distance at any point (r,0) within the beam detection
range; 0 is the beam detection angle at any point (7, 6) within the beam detection range;

p(r,0) = %. A(r,0) represents the beam amplitude of a certain (7,6) in the

o E L |Awo)]
beam detection range. The unit of E; is bits. In theory, r and 0 are beam parameters and
should be continuous parameters. However, radio signal processing equipment is mainly
digital in engineering practice. Consequently, beam entropy is primarily achieved through
the digitization and discretization of parameters. Therefore, Equation (2) in engineering

practice can be rewritten as:

/2 R
Ey=— ), ) p(r6)npr6) (3)
0=—m/2r=0

Beam entropy Ej, is used to reflect the average information content of the beam. A lower
beam entropy value indicates greater beam convergence, which enhances the low intercept
performance of the beam. In the existing spatial beamforming technology, FDA-MIMO
technology can form a narrow beam in both distance and beamwidth, resulting in lower
beam entropy. Therefore, this paper employs FDA-MIMO technology to design a low
intercept radio detector.

3. Basic Theory of FDA-MIMO

The concept of FDA was first proposed in the literature [27,28]. FDA introduces a
frequency offset to each coherent signal’s center frequency, where the offset is significantly
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smaller than the center frequency itself. Although the center frequency of each signal
radiated out is offset, the main frequency components remain overlapping. This approach
differs from orthogonal frequency division multiplexing [29] (OFDM) and MIMO required
for frequency orthogonality. The physical characteristics of FDA are similar to those of
phased arrays [30].

Due to the unique S-shaped beam pattern of FDA, the concept of frequency array has
attracted wide attention [31,32]. There are a large number of studies on FDA.

As shown in Figure 2, FDA introduces a frequency offset that is significantly smaller
than the center frequency to each coherent signal. The radiation frequency of the first array
is fo + Afi, the radiation frequency of the second array is fy + Af,, and the radiation signal
frequency of the m-th array is:

fm=fo+Afm (Af1 =0), 4)

where f is the center frequency of each coherent signal. In Figure 2, r; is the distance from
the beam pointing position to the first array element (reference array element), and r; is the
distance from the beam pointing position to the second array element. Similarly, 7, is the
distance from the beam pointing position to the M-th array element.

Vi

fo /2 Sua

Figure 2. Schematic of the FDA-transmitted array.

If the frequency offset of each array is identical, the frequency of the radiation signal
of the M-th array is:
fm:f0+(m*1>'Af,m:1,2,‘",M, (5)

where M represents the array sequence.

Taking a one-dimensional linear uniform array frequency array as an example, the
uniformly weighted transmitting pattern is derived as follows.

The transmitted signal is assumed to be:

Sm(t) = exp(—j27tfut), (6)

where f; is the signal frequency of the m-th array element.
Therefore, the FDA-MIMO beam direction diagram at (7, 0):

A(lr) = % Sm(t) = ﬁ exp[—ercfm (t - %’1)}, (7)

m=1 m=1
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where 7, is the distance from the beam pointing position to the m-th array; c represents the
speed of light. Since the arrays are evenly spaced, the following equation can be obtained:

m =19 — (m—1)dsin. 8)

where ¢ is the distance from the beam pointing position to the first array element (reference
array element); m is the array number; d is the array distance; 8 is the pointing angle of
the expected beam. After combining Equations (4) and (8), Equation (7) can be further
rewritten as:

m—1)dsinf
c
(m—1)dsin@
c

A(t;r,0) = 21 exp [—jZn(fo + Afm) <t _To=(
— sin ’ ©)
= % exp| -2 (fot - 2o+ ot At = Dasfy 4 LI p )

where Afy, is the frequency offset of the m-th array relative to the reference array. In FDA-
MIMO technology, the frequency offset of each array is much smaller than the base carrier
frequency (the signal frequency of the reference array), namely Af,, < fo. As a result,

(m—l)dsin@A (m—1)dsin6
c c

fm < fo (m>1). (10)

Therefore, Equation (9) can be simplified as:

A(t;r,0) = % exp[—erc(fO + Afw) (t— ro — (m —C 1)dsin9>
m=1 . (11)
M -
= L ep [—jzn< fot = fo+ w

fot 8t = 25|

If the frequency deviation increment of each array of FDA-MIMO is distributed
evenly, namely

A= (m—1)Af

. 12
f = fot (m—1)Af -
Then Equation (11) can be rewritten as:
Altr,0) = %, exp[—jZn(fo+(m—1)Af)(t—ro(mcl)dsmeﬂ
m=1
M , 70 (m—1)dsin6 10
= glexp [—jZn(fot— ?fo + ffo + (m—-1)Aft — ?(m — 1)Af)} . (13)

= exp{—jZT((fOt — %Ofoﬂ ~m%l exp {—jZn(m -1) (Aft — %OAf—l— dsmefo)}

c

If the module length of the beam function is only considered rather than the phase,
then Equation (13) can be simplified as follows:

sin| M7 (Aft - DA+ 2sn0 )|
sin{n(Aft— OAf+ @foﬂ '

|A(t7,0)] = (14)

See Appendix A for the specific derivation process from Equation (13) to Equation (14).
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If the frequency deviation increment of each array element of FDA-MIMO changes
irregularly, the beam function can be expressed as:

Altr6) = %pr[—jZn(foJrAfm)(t_r°‘<’”—cl)dsi“9

M _ .
=L e><p[—j2n<fot— ro g (m=1)dsind
m=1 c C

fo+ Afut — ?Afm)] I

By analyzing Equations (13) and (15), it can be seen that FDA technology has the
following characteristics:

1.  Asshown in Figure 3, the orientation of the frequency array pattern will be affected
by the frequency offset loaded.

2. The most important characteristic of the frequency array is that its array factor is
range-dependent. Assuming Af =3 kHz, M =12, f =10 GHz, d = ¢/2f, Figure 4
compares array orientation diagrams for a frequency array and a phased array. The ar-
ray pattern of a phased array has no distance dependence, while the unique S-shaped
array pattern of the frequency array is caused by its array factor Af (ct —r +dsin@)/c.
The distance difference of this factor between 8 = 0 and 6 = /2 is dAf/c, where
Ag = ¢/ fy is the signal wavelength. This indicates that the peaks of its array pattern
are a function of d/ fop and Af.
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Figure 3. Comparison of FDA-MIMO transmitting beam affected by Af. (a) FDA-MIMO-transmitted
beam pattern (frequency offset Af = 10 KHz), the red part represents the crest, and the blue part
represents the trough; (b) FDA-MIMO-transmitted beam diagram (frequency offset Af = —10 KHz),
the red part represents the crest, and the blue part represents the trough; (c) FDA-MIMO-transmitted

Range(km)

beam diagram (frequency offset Af = 20 KHz), the red part represents the crest, and the blue part
represents the trough.
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Figure 4. Comparison of array pattern between frequency diverse array and phased array.
(a) Frequency diverse array; (b) phased array.

The colors in Figures 2 and 3 represent the amplitude of the beam, with a color bar
legend provided on the right side of each figure. Colors that appear closer to red indicate
higher beam amplitudes. This visualization was performed using the MATLAB 2018b
simulation software.

4. Design Principle of Low Intercept Point-Like Beam

According to the analysis in Section 3, the beam of a radio signal is mainly character-
ized by a beam function. Therefore, the research on the design principle of a low intercept
point-like beam should commence with an in-depth analysis of the beam function. Here,
the beam function can be reformulated as follows:

— (m—1)dsin6
c
(m—1)dsin®

A(t;r,0)

M . ro
Y. exp []Zn(fo + Afm) (t -
m=1 (16)

M . ro I ’
m[_jlexp[]ZN(fothoJr fo+Afmchfm)]

According to Equation (16), once the basic carrier frequency fy and beam synthesis po-
sition (7, 6) are determined, the amplitude of the beam at different positions is influenced
by the array spacing d and array frequency offset Af,,. Considering that, for any given
FDA-MIMO system, the array spacing is not modifiable once designed, and it cannot be
repeatedly designed and changed many times. Therefore, research on the design principles
of low interception point-like beams mainly focuses on the influence of the frequency offset
setting of each array element on beam synthesis.

In this paper, we distinguish between ideal situations and situations with noise and
interference and employ the principle of mathematical induction to systematically analyze
the influence of frequency offset settings on the synthesis of point beams under the special
case of two array elements. Then, we extend our analysis to a configuration of three array
elements. Finally, we deduce the impact of frequency offset settings of each array element
on the synthesis of point beams in the case of M array elements. The logical diagram of
the derivation and proof is shown in Figure 5. Considering that the time variable does
not influence the derivation of the entire formula within the beam function, the following
formula derivation is carried out at the moment of t = 0. This assumption will not be
repeated in the subsequent text.
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Figure 5. Derivation proof logic diagram.

At the same time, it is necessary to explain the scope of application of the derivation
in this paper as follows:

(1) The derivations in this paper are mainly used for close range radio detection probes
such as radio fuzes.

(2) Operating frequency: 1 GHz to 40 GHz.

(38) Operation area: radio signals are transmitted from the air to land.

(4) Propagation problem: Because the detection distance of radio fuzes is relatively close,
and the use of radio fuzes is usually in an open field, the multipath effect is not
obvious. Rain, water vapor, oxygen, etc., can attenuate radio signals. Therefore, the
author improves the derivation of this paper from the perspective of signal-to-noise
ratio, as detailed in Section 4.2.

4.1. Low Intercept Point-Like Beam Design in Ideal Case
4.1.1. Case of Two Array Elements

Assuming that the wave crest point of FDA-MIMO is H, then the beam amplitude of
His:

(m—1)fodsin®

Ay (57,0) = exp [ 2 (=2 fy ) -mil exp |- (=2 “asu)]- a2

Then, the beam amplitude at point H', Ar away from point H, is:

2 .
Ale(t;r,G) =exp {—jZn(—rO —Z Arfo)] - Y exp [—erc((m — 1){0dsm9 _ o t ArAfm)]. (18)
m=1
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Given that H' is the 10 dB power drop point, and the distance Ar between H and H’ is
very close, the beam will approach the point beam. Therefore,

A
201g< AH ) =10. (19)
Hl

Equation (19) is simplified as,

A
M2 — 316 ~3. (20)
AHé
Therefore,
2 —1)fodsin®
An eXp[ ]2”(—*1’0)} ZleXP{ ﬂ((m)cfosm rOAfm)}
2 m=
Ay [ +A 2 —1)fodsin6 +A
H, exp _]2n<_ro ' rfﬂ ; { ]271((m )Cfo sinf 1o . rAfmﬂ
1+ exp {_] n(dfo:m@ B rCOAfzﬂ . (21)
T A _ [dfysin® +A
exp —]27T<—Crf0)] +€XP[—]27T< foiln R fz—fo)]

In fact, the radio detector activates at the terminal phase of the projectile flight, and
the angle between the projectile and the ground is usually large and approximately vertical.
Therefore, the angle § between the radio detection beam and the ground normal is very
small, sin® — 0. Considering that the radio detector has a range of about 200 m and Ar is
very small, % —0,2 =0, @ — 0.

—jzn<w - rCOAf2> 0. (22)

—j27r<—ACrf0> — 0. (23)

_jon (df() sin 6 T + Ar
Cc

Therefore,

Afy — fo) (24)

Therefore, exp(x) in Equation (21) can be applied to the first-order Talor expansion of
the exponential function at x =0, i.e.,

exp(x) =1+ x+o0(x). (25)

Therefore, the first-order Talor expansion of Equation (21) at x = 0 is:

140
- . . dfpsinf +A

Ary 1—12”(—%f0)+1—127T(f0%—r0%Af2—%f0) 26

2-jor (TR0 A, ) '

2*]'27T<df0:in9*rOtArAfZ*ZTArfO>
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A A . .
In Equation (21) A—Hf _ A 3. Therefore, the following equation can be obtained:
sy
. dfgsin®
fy _ Aw]) _ [ope(C2an)]
A = = [ Afgsn® _rgtAr
i o] T PR ]
1
2 . 27
4+4CL22[d2f§ sin? 0—2dfy sin6roAfo+130f2] | ° @7)
4+ ¥ [dfosin0—(ro+Ar)Af—2Arfo)?

As a result,

44+ 4CL22 [deg sin? 6 — 2d fo sin OrgA fo + Y%Afzz] _

28
4+ 4cizz[ﬂlfo sinf — (ro + Ar)Af — 2Arfo]? ()

AT [ 22 2 : 24 2 367 : 2
4+7[d fo sin 9—2df081n91’oAf2+r0Af2} =36+ T[dfosm9— (ro 4+ Ar)Af —2Ar fo]”. (29)

2N £2
The value of ro%fz is sufficiently small that it can be considered negligible. Conse-
quently, Equation (29) can be simplified to:

2 2
44 % [dz F2sin® 0 — 2d fy sin OroA fz] =36+ %C—f [dz f25in% 0 — 2d fy sin OrgA fo — AAr f2d sin @ + A7 foroAfa + 4AT2 fg] (30)

The frequency offset Af, can be obtained by simplifying Equation (30):
9Arf2d sin 0—242 2 sin? 0—9Ar2fZ— 27%

Afr = foro(9Ar—4d sin 0) . (31)
Af1 = 0 (The first array element is the reference array element with no frequency offset)

In the case of two array elements, when the frequency offset design is calculated
according to Equation (31), FDA-MIMO can form a low interception point-like beam.

4.1.2. Case of Three Array Elements
Assuming that the wave crest point of FDA-MIMO is H, then the beam amplitude of
His:

(m—1)fodsin®
c

Ap,(t;r,0) = exp[—jZn(—%Ofoﬂ -mi_:l exp [—]271( rCOAfm”. (32)

Then, the beam amplitude at point H', Ar away from point H, is:

Ay (57,0) = exp {_j2n<_rotmf0)} . i exp[_jzn((m —1)fodsin® +ArAfm)} 39

=1 c c

We can reasonably assume that H' is the 10 dB power drop point. Given that the
distance Ar between point H and point H' is very small, then the beam will approach the

A
201g< A?) =10. (34)
3

point beam. Therefore,
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Equation (34) is simplified as:

A
B 316 ~3. (35)
141_1:/3
Therefore,
; o 3 [ , ((m—l)fgdsine 1o )}
—j2m|—— . —2n| ———— — —A
Am, _ exp[ J ( foﬂ ,,Ele"p J c c fon
/ 3 — i
Apy exp {—jZn( ro + Arf0>} . Zl exp [_].27_[ (m 1){001 sinf g —I; ArAfm
m=
1+exp [szrr (L‘O :me — %OAfz)} -+ exp {7j2n(72dfocsm9 — %OAfg,)} - (36)
e () oo B A ()
=3
With reference to the approximation conditions of the two-element case, exp(x) in
Equation (36) can use the first-order Talor expansion of the exponential function at x = 0. As
a result, the first-order Talor expansion of Equation (36) at x = 0 can be expressed as follows:
Amy 1+1—j2n(%%“"—%%f2)+1—jzn(z%%“"—%%f3)
Ay (8 o) H1-jom (TR T Afy— 4 fo ) 1o (A AR ¥ fo) -
. d f sin
(¥Rt g )
3_].27_[<3dfocsin€ _ ro-&C-Ar Afz— ro-&C-Ar AfS_ ¥f0)
A A
In Equation (37) A—H?’ = 14 = 3; therefore,
Hy HAH,
3
. (3dfgsing
A _ | [poen(PR - tan-tan)|
- 3dfgsin0 A A
M g T B e e )]
1
_|_47'( 3df0 sin 60— i’oAfz 1’0Af3} : ’ (38)
+47‘[ 3df0 s1n(9 7‘0Af2 I’()Afg, 3A7‘fo]
=3
After substituting Af, from Equation (31) into Equation (38) yields, the following
equation can be obtained:
54Arf2d sin 0—24d fZ sin® §—27Ar? 2—%—;’0A f2fo(18Ar—16dsin )
Afs = Foro (1857 —164sin0)
9Arf3d sin 0242 f3 sin? 0—9Ar 225 : (39)
Afz - foro(9Ar—4d sin6)

Af; = 0 (The first array element is the reference array element with no frequency offset)

It can be seen from Equation (39) that in, the case of three-element arrays, when the
frequency offset design is calculated according to Equation (39), FDA-MIMO can form a
low interception point-like beam.
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4.1.3. Case of M Array Elements

Assuming that the wave crest point of FDA-MIMO is point H, then the beam amplitude
of point H is:

(m—1)fodsinf 1 )] (40)

Apy, (t;1,0) = exp{—jZn(—%OfO)} : ilexp [—jZn( . — ?Afm

Then, the beam amplitude at point H, Ar away from point H, is:

Agg (57,0) =e><p[—j27r<—r°tmfoﬂ _ % exp {_j2n<(m—l)f0dsin0 B To+ArAfm>} )

=1 c c

In Sections 4.1 and 4.2, it is assumed that point H' is the 10 dB power decline point,
which is extended to 20lgN dB, the power decline point in this section. Therefore,

ARy,
=N, 42
o )
. M . —1)fodsiné
Ay exp| 27t (=20 | L exp [—J2ﬂ<(m )f Ll rCOAfmﬂ
Apy, exp -j27r(r0 + Arfo)] LY exp|—jon (m—1)fodsin® 1o+ ArAfm)]
L ¢ m= c c
m%l exp [—j?.n((m - 1)Cfodsm9 B rCOAfm)] . (43)
exp _—jZH(—AC”f(J)} . % exp {_],27_[<(m — 1)CdeSin6 _To t ArAfm>}
L m=1
=N

With reference to the approximation conditions of the two-element case, exp(x) in
Equation (43) can use the first-order Talor expansion of exponential function at x = 0, so the
first-order Talor expansion of Equation (43) at x = 0 is as follows:

M- 2T <M(M_1)dfosin9 _rocgiAfm +AfM)>

AHM C 2
= =N. (44)
A — M-1
Hy M _jon [M(Nil)dfosine —ro( Y Afa +AfM) ~ MNfo]

m=2

Given that f‘iﬁ“ = A | = N in Equation (44),

HM HAH/
M
21 (M(M—1) . . (Ml >> H
M—ji—/— | ——4d 0—r Afm+ A
Ay _ ||AHMH _ H J ¢ ( 2 Josin 0 mgz fm fu
Ap B — Mt
Mo sl 22 M D agsino - o (" 6+ ) - o
m=2
1
) B M1 2 ) . (45)
M?2 47;|:ZVI(A/I1)dfosir19_1f0( Y Afm+AfM):|
. C 2 m=2
- 2 _ M-1 2
M?2 + 4Ci2 |:A/I(A/£1)dfosin9 — r0< Z Afm + AfM) — MAl’f():l
m=2
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By solving Equation (45), we can obtain:

MZ(M-1)2(N2-1) 2
AN [M2(M—1)df2 sineAr—MZAerg]—(N2—1)M2—#d2fg sin? 6

(N271)47r2M(M—1)dsin9>
2

Afm =

C

rofo <8Nfz”2 MAr— (46)

In the same way,

N2 (M1 (N2 2
N2 [(M—2)(M—1)2df2 sin0Ar— (M—1)28r2 2] — (N2 1) (M—1) - 20 (27 2 sine

Afm-1 = P s ) 4
"OfO(f;I\]C#(Mfl)Arf (N 71)4” (M*2>(M*1)d5m9)

(47)

M=2 ‘
- Z A f m
m=2
After substituting Equation (47) into Equation (46), it can be obtained that:

— 5 [4(N?~1)(M-1)M][(N?~1)dsin 6-+2NAr ]
Afw = 70 fo[BNZMAr—(N2—1)4M(M—1)d sin 0] [SN2(M—1) Ar—(N2—1)4(M—1)(M—2)d sin 0]
2 3 sin? 6[8N? (N?—1) (M—1)2M(~5M-+8)Ar+8(N2—1)"M(M~1)> (M~2)d sin | (48)
7o fo BNZMAr—(N?—1)4M(M—1)d sin 6] BN (M—1)Ar— (N>~ 1)4(M—1)(M—2)dsin0]
Ar? f2{16N> M(M—1)d sin 6 [4AN*M—5N>+1]-32N*M(M—1)Ar }
T o foBNZMAT— (NP~ 1) AM(M—T1)d sin 6][SN2 (M—1)A7— (N~ 1)A(M—1) (M—2)dsin ]

Furthermore, if the distance between the peak point H and the power decline point
H'is r (r > Ar), Equation (48) needs to be integrated with Ar as the principal element.
However, when r is relatively large, the beam can no longer be approximated as a point
source and falls outside the scope of this study. Therefore, this paper will no longer solve
the frequency offset expression when the distance between two points is .

4.2. Low Interception Point-Like Beam Design with Noise and Interference

In this section, the design principle of low interception point-like beam with noise
and interference is mainly derived and the propagation of the beam in the Gaussian
channel is analyzed. Considering the propagation of the beam in the Gaussian channel, the
Shannon formula can accurately reflect the relationship between channel capacity, channel
bandwidth, and signal-to-noise ratio. Shannon’s formula is shown in Equation (49).

C = Blog, (1—!—;), (49)

where C is the channel capacity. B is the channel bandwidth. S is the average power of
the signal and N is the average power of the noise. S/N is the signal-to-noise ratio. In
the derivation of this section, the Shannon formula is used for reference, and Shannon
weighting is carried out on the amplitude of the beam; the weight is log, (1 + %)

4.2.1. Case of Two Array Elements

When considering noise and interference, the amplitude of H point is weighted by
Shannon:

Ajps, (1,0) = exp[—jm(—%ofo)} : i exp [—jm(“”‘”ﬁdﬁng ”’Afm)] -logz(l + ;) (50)

m=1 ¢

Then, the beam amplitude of point H' at a distance Ar to point H is:
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; ro+Ar 2 . m—1)fodsin® 19+ Ar
Ajprrs, (t7,0) = exp {—]271(_ 0 - fo)} . 2 exp [_]27.[<( )fo 7o

m=1 c c Afm)}-log2<l+i]>. (51)

Given that H' is the 10 dB power drop point, and the distance Ar between H and H’ is
very close, the beam will approach the point beam. Therefore,

20Ig Al ) _qg
Ajrs,

(52)
Equation (52) is simplified as:

. (53)
Therefore,

(=T 8 exp|—jare( = DSodsing o, o T s
Aps, eXP[ ]27'(( cfo)} mglexp{ ]27T< : CAfu )| logy (14
! 2 _ A
Ayrrsy exp [—]'27T<—704;Arf0>} - Y exp {—]'27r<(m Dfodsing 1o+ Ar

m=1

: : Afm>} ~10g2(1—|—§]>
B 1—|—exp[—j27r(dfoiin9—rCOAfz)]

. (54)
T ) P e )
=3

It can be seen from Equation (54) that the subsequent derivation is the same as that in
Section 4.1.1. The author will not repeat; we can calculate the frequency offset Af;:

9AT f3d sin 622 3 sin? 0—9Ar f3 - 2
Afr = Foro(9AT—4d sin 6)

Afy = 0 (The first array element is the reference array element with no frequency offset)

(55)
4.2.2. Case of M Array Elements

In the presence of noise and interference, assuming that the peak point of the FDA-

MIMO received by the fuze jammer is still H point, then the H-point beam amplitude
weighted by the signal-to-interference noise ratio is:

M .
Ay (1370) = exp -2 (- 210)] - 3 exp | (L DIIERE B0 ) ooy (14 ). 59

After the signal-to-interference noise ratio is weighted, the beam amplitude of the H' point
from the H point Ar is:

, ro + Ar M . m—1)fodsin® 1o+ Ar
A]H’SM(t;rre) :exp[]zn( 0 ; fo):l . Zlexp |:]271'<( )f() _ 1o

: - Afmﬂ-logz(uzi). (57)
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Given that H' is the 20lgN dB power drop point, and the distance Ar between H and
H’ is very close, the beam will approach the point beam. Therefore

AJHsy
AjHisy

M B .

Apns exp[ ]Zn(——foﬂ mZ:‘, exp[ ((m 1)Cfodsm(9 rOAfm)] log, (1+§]>

A]H’SM exp __].27T<_1’0-f;ATf>:| % exp[ ((m—l)fodsm() r0+ArAfm>:| 10g2<1+;)
L % exp{ ]27'(( m— fodsm() rOAfm . (59

m=1

exp —jZH(—AC”f())] _mgl exp {_],27_[<( - 1){0dsm0 _ ro+Ar

o)

With reference to the approximation conditions of the two-element case, exp(x) in

Equation (59) can use the first-order Talor expansion of exponential function at x = 0, so the
first-order Talor expansion of Equation (59) at x = 0 is as follows

=N. (58)

—_

AJHsy
AJHISy

2 ( M(M —
M_]C< <

1) M-1
zdfosine—ro( gz Afm +AfM)>
M_],Zj [M(M 1

) - —N. (60)
7&1](0 sinf — ry ( Z Afm + AfM> — MAT’fO:|
C 2 m=2
Given that 25w — IAmsyll  \ i1 Bquation (60),
Ausy — |4, H/sMH

—1
M — d 6 — A A
Amsy  lAmsull H i ( fosin “(,Ez fm fM))H
M
2

Ay / =
sy 1Agmsyll HM i {M )dfosmf)—ro< ZZAferAfM) —MArfo} ‘
o=
1
s {M(M—l)

. M-1 2 2 . (61)
C2 #dﬂ) sinf — ry <m22 Afm + AfM):|
2 _
M2+ 4i2 |:M(M 1)
C

M-1 2
> dfosine—r()( > Afm+AfM) —MATf0:|
m=2
=N

By solving Equation (61), we can obtain

2 a1_1\2 2_ 2
N2 (V2 (M-1)df2 sin 0Ar—M2Ar2 £2] — (N2 —1) M2 — D) (v-1)
AfM = <&

T
22 2
2 d- fi sin” 0
2.2 N2-1)472 M(M—1)d sin 6

r0f0<8NCz” May— (DI MM 1dsin

M-2 . >
_Afol - ;2 Afm

(62)
In the same way,

4N2 72

Afp-g = —<

_7\2 _1\2 2_ 2
[(M=2)(M~1)2df2 sin0Ar— (M—1)*Ar2f3] - (N2~1) (M 1)z MZ2TM :; (N2-1)m 42 f2sin 6
2 2(M— i
70f0<8Nsz"2 (M—1)Ar— (N2-1)472(M~2)(M~1)dsin@
2

)
—EAfm

(63)
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After substituting Equation (63) into Equation (62), it can be obtained that:
fﬁ [4(N2—1)(M~1)Mc?][(N?—1)d sin 6+2N*Ar]
Afm = 70 fo[BNZMAr— (N2 —1)4M(M—1)d sin 0][8N2(M—1)Ar— (N2 —1)4(M—1)(M—2)d sin 0]
2 f2sin? 0 [BNZ(NZ—Q (M—1)2M(~5M+8)Ar+8(N2~1)*M(M~1)>(M—2)dsin 9} (64)

70fo[BNZMAr—(N2—1)4M(M—1)d sin ][BNZ(M—1)Ar— (N?>—1)4(M—1)(M—2)d sin 0]
Ar? f2{16N> M(M—1)d sin [AN>M—5N?+1] -32N*M(M—1)Ar }
+ 70f0[BNZMAr—(N2—1)4M(M—1)d sin 0] [SNZ(M—1)Ar— (N2—1)4(M—1)(M—2)d sin 6]

By comparison with Equations (48) and (64), it can be seen that, in the process of
formula derivation, the frequency offset setting formula for the optimal convergence of the
FDA-MIMO spot beam is the same regardless of whether noise and external interference
are considered, because, in the process of dividing the amplitude, the weight of the signal-
to-noise ratio to the amplitude has been reduced in the numerator and denominator (as
shown in Equation (64)). In fact, the beam peak H point and the power drop point H' are
always in the same environment. The effect of SNR on H point and point H' is the same.
Therefore, it is true and credible that the weight of the signal-to-noise ratio to the amplitude
is canceled when the numerator and denominator are divided.

4.3. Physical Explanation of Point-Beam Design Principle and Related Inferences

Through the analysis of the FDA-MIMO beam function, the amplitude of the beam at
different positions is influenced by the array spacing 4 and the array frequency offset Af;,
when the basic carrier frequency fj and the beam synthesis position (,,, 6) are determined.
Given the constraints imposed by the hardware system, the array spacing 4 cannot be mod-
ified or changed repeatedly. Therefore, research on the design principle of low interception
point-like beams mainly focuses on the influence of the frequency offset setting of each
array on the beam synthesis.

In the frequency offset setting of each array element, by setting the peak point H
and the 10 dB power drop point H' in a relatively close range (Ar), the goal is to achieve
a significant beam amplitude in a small vicinity around point H while ensuring a rapid
attenuation of the beam amplitude in other regions. Further, the beam function is used
to calculate the frequency offset of each array element, thereby establishing the design
principle of a low interception point-like beam. The schematic diagram of the low intercept
point-like beam design principle is shown in Figure 6.

Crest point
...... ‘

;:Amplitude ratio N
Fields with distance Ar [e=+| =
(Expand to any distance)

(

20igN) dBpower drop
point (extend to any
power down point)

YYY-Y

M array elements
(Expand to any number of elements)

Figure 6. Schematic diagram of low intercept point-like beam design principle.

Inference 1. The frequency offset of each FDA-MIMO array is gradually increasing.
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The proof of Inference 1 is shown in Appendix B.

Inference 2. Based on Equation (48), the frequency offset of each array element of FDA-MIMO
forming a point beam has a frequency deviation fluctuation of 10%.

The proof of Inference 2 is shown in Appendix C.

5. Simulation and Discussion

In order to further demonstrate the feasibility of the point-like beam design principle,
this section conducts simulations and discussions from three perspectives. (0 The con-
verging performance of the point-like beam is evaluated by analyzing the transmitting
beam pattern and peak sidelobe ratio, range-dimension half-power beamwidth, and angle-
dimension half-power beamwidth. @ The low intercept performance of the point-like
beam is analyzed from an entropy perspective. (3) The performance of low intercept in the
airspace of radio detectors is simulated and analyzed to evaluate its practical application
in electronic countermeasures. All simulations are conducted on a Windows 10 operating
system with an Inter(R) Core(TM) i7-9750H CPU using MATLAB 2018b.

5.1. Multi-Dimensional Analysis of the Beam Pattern Formed by the Method Proposed in
This Paper

In the simulation of this section, a uniform linear array structure is employed, with
specific simulation parameters detailed in Table 1.

Table 1. Simulation parameter settings.

Parameter Value Parameter Value
element number 10 point beam expected angle/° 45
center frequency/GHz 10 point beam expected distance/m 50
each array element 0, —50.80, —51.10, —51.34, —51.64, —52.42, —52.83, —53.17,
frequency offset/MHz —53.27, —54.66

It should be noted that, although the frequency offsets of each array mentioned in
Table 1 are negative, this does not impact beam synthesis relative to positive frequency
offsets. The negative frequency offset of each array element only causes the direction
of the beam to be opposite to the bending direction of the beam formed by the positive
frequency offset, as illustrated in Figure 3a,b. Therefore, the negative frequency offsets
of each array in Table 1 progressively increase in magnitude, and the negative sign only
affects the bending direction of the beam. The three-dimensional and two-dimensional top
view of the beam and the section diagram of the beam in distance and angle dimensions
are shown in Figure 7.

As illustrated in Figure 7a,b, the frequency offset calculated for each array element
of the FDA-MIMO system using the point-like beam design principle proposed in this
paper effectively eliminates the periodicity of the beam, resulting in a point-like beam
with excellent convergence. Figure 7c,d show that, in the distance dimension, the point-
like beam is relatively narrow, with a beam width of approximately 1 m. In the angular
dimension, the beam width is about 9 degrees.
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Figure 7. Three-dimensional beam diagrams and their top and section views. (a) Three-dimensional
view of the beam; (b) two-dimensional top view of the beam; (c) cutaway view of the beam in the
distance dimension; (d) cutaway view of the beam in the angular dimension.

5.2. Comparison and Analysis of Beampattern Formed with Other Methods

To directly demonstrate that the frequency offset setting proposed in this paper enables
FDA-MIMO to better form a point-like beam, three typical frequency offset setting methods
(logarithmic frequency offset, cubic exponential frequency offset, and reciprocal frequency
offset) are compared in this section. In the case of different frequency offset settings, the
array structure remains consistent as a uniform linear array. Three typical frequency offset
setting formulas are shown in Equations (65)—(67), simulation parameters are shown in
Table 2, and three-dimensional beam diagrams are shown in Figures 8-11. Considering the
detection distance of the radio detector, the simulation distance of the detection beam of the
radio detector is usually within 1000 m. In the case of logarithmic frequency deviation, the
beam within 1000 m does not converge and remains straight over this distance. To ensure
clarity and avoid any potential ambiguity, this section first conducts a simulation over a
distance of 10 km. Subsequently, the beam within 1000 m is locally amplified to enhance
the persuasiveness of the results.

Afy =log(k+1)-Af (k=0,1,2,-- -, M —1) (65)

Afm = (k+1)°-Af (k=0,1,2,---, M —1) (66)
Afm=(k+1)"1Af (k=0,1,2,---, M—1) (67)
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Table 2. The frequency setting of each FDA array in simulation.

Parameter Value Parameter Value

element number 10 center frequency fo/GHz 3
each element frequency offset 550 5193 6931, 8047, 8959, 9729, 10,397, 10,986, 11,513
(Log)/Hz
each element frequency offset
(Cub)/MHz
each element frequency offset
(Rec)/MHz
each element frequency offset
(proposed)/MHz

0.005, 0.04, 0.135, 0.32, 0.63, 1.08, 1.72, 2.56 3.65, 5
5,251.7,1.25,1,0.83,0.7,0.63, 0.56, 0.5

0,45.7,46.1,46.3,47.2,47.5,47.7,47.8, 48.0, 48.2

top view of the beam
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(a)

Figure 8. FDA-MIMO beam diagram (logarithmic frequency offset). (a) Three-dimensional view of
the beam; (b) two-dimensional top view of the beam.
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Figure 9. FDA-MIMO beam diagram (cubic frequency offset). (a) Three-dimensional view of the
beam; (b) two-dimensional top view of the beam.
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Figure 10. FDA-MIMO beam diagram (reciprocal frequency offset). (a) Three-dimensional view of
the beam; (b) two-dimensional top view of the beam.
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Figure 11. FDA-MIMO beam diagram (proposed in this paper). (a) Three-dimensional view of the
beam; (b) two-dimensional top view of the beam.

It can be seen from Figures 8-11 that the performance of FDA-MIMO beam pooling
with log-frequency bias is poor. In the distance dimension, the beam width reaches about
16 km. In the case of reciprocal frequency offset, there are several high-energy sidelobes in
the beam, leading to increased detection errors and weak anti-interference performance.
In the cubic exponential frequency offset case, the performance of beam convergence
is better than that of log frequency offset and reciprocal frequency offset. However, it
still exhibits high-energy sidelobes, which adversely affect the detection accuracy and
anti-jamming capabilities of radio detectors. The method proposed in this paper has
the best performance of FDA-MIMO beam convergence without high-energy sidelobes.
Consequently, the radio detector can detect the target with high precision and achieve low
interception and anti-jamming.

5.3. Comparative Analysis of Point-Like Beam Performance

To more accurately evaluate the effectiveness of the point-beam design principle
proposed in this paper, three typical frequency offset setting methods, Log-FDA, cubed
exponential frequency offset (Cub-FDA), and reciprocal frequency offset (Rec-FDA), are
selected and compared with the proposed method. The comparison involves three aspects:
peak-to-sidelobe ratio (PSR), range-dimension half power bandwidth (HPBW;), and angle-
dimension half power beamwidth (HPBWg). The numerical results of the four frequency
offset setting methods at the expected position of the beam are shown in Table 3.



Entropy 2025, 27, 421

23 of 33

Table 3. Point-like beam performance comparison.

Method PSR HPBW,/m HPBWgy/°
Log-FDA 0.54 1.62 x 10* 11.8
Cub-FDA 0.58 33 11
Rec-FDA 0.87 3.87 x 10* 214
Proposed method 0.41 1 9

It can be seen from Table 3 that the proposed method has the lowest beam-peak
sidelobe ratio index. This indicates that the FDA-MIMO system has a lower sidelobe
level when it is set according to the frequency offset calculated by the point-like beam
design principle in this paper. In terms of the range-dimension half-beam width, the
proposed method can achieve a beam width as narrow as 1 m, fully satisfying the stringent
requirements of radio detectors for precise ranging. However, the beam formed by other
methods is much larger than 1 m in the distance-dimension half-beam width, which
does not meet the working requirements of radio detectors. In terms of the angular-
dimension half-beam width, the beam formed by the proposed method is 9 degrees, which
is roughly in line with the working requirements of radio detectors. Therefore, the FDA-
MIMO system is set according to the frequency offset calculated by the point-beam design
principle, resulting in optimal beam convergence performance that meets the operational
requirements of radio detectors.

5.4. Simulation of Low Intercept Performance Based on Beam Entropy

(a) The frequency offset parameters used in the proposed method are calculated based
on Equation (48).

The simulation parameters in this section are the same as those in Section 5.2. In order
to ensure that the simulation results have broad applicability, Inference 2 is applied in
this section to introduce a 10% random fluctuation of frequency offset. The simulation
is performed 500 times, and the minimum entropy value of 10 times is selected from the
500 times to draw the beam entropy simulation result diagram, as shown in Figure 12.
Subsequently, the minimum beam entropy of each frequency offset setting is extracted and
summarized from 500 simulations, as shown in Table 4.

15.0
14.5 2~ =@ Method proposed‘:
13.0F - (- Rec-FDA 1
- Cub-FDA
Log-FDA
D125 e e e e
e
5
512.0—
<
@
115} P--P--@-9-9--90-9-90--90--9
11.0 |
P-9-0-9-9-0-9-9-0--0
10.5 L 1 L | 1 1 | 1 1 1

1 2 3 4 5 6 7 8 9 10
Number of simulation

Figure 12. Beam entropy simulation results.
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Table 4. The optimal beam entropy in different simulation situations.

Method Log-FDA Cub-FDA Rec-FDA Method Proposed
Beam entropy 14.81 11.52 12.41 10.85

It can be seen from Figure 12 and Table 4 that the proposed method has the lowest
beam entropy and the best beam convergence performance. Additionally, the beam entropy
values for Cub-FDA, Rec-FDA, and Log-FDA rank second, third, and last, respectively. The
results in Section 5.4 fully demonstrate that the beam formed by the proposed method has
lower beam entropy, more converging beams, and better low intercept performance. The
beam pooling performance reflected by beam entropy in this section is consistent with the
beam diagram in Section 5.2.

(b) The method proposed in this paper is replaced by random frequency offset parameters.

In order to compare with the simulation of Section 5.4 (a), in Section 5.4 (b), the
frequency offset parameters used in the method proposed in this paper are replaced by
randomly set frequency offset parameters. The frequency offset parameters of reciprocal
frequency offset, exponential frequency offset, and logarithmic frequency offset are the
same as those in Section 5.2, and the parameter settings are shown in Table 5. A total
of 500 simulations are performed. Then, 10 minimum entropy values are selected from
500 times, and the beam entropy simulation results are drawn. The simulation results are
shown in Figure 13.

Table 5. Simulation parameter setting table in Section 5.4 (b).

Parameter Value Parameter Value

element number 10 center frequency fo/GHz 3
each element frequency offset 550 5193 6931, 8047, 8959, 9729, 10,397, 10,986, 11,513
(Log)/Hz
each element frequency offset
(Cub)/MHz
each element frequency offset
(Rec)/MHz
each element frequency offset
(random)/MHz

0.005, 0.04, 0.135, 0.32, 0.63, 1.08, 1.72, 2.56 3.65, 5
5,251.7,1.25,1,0.83,0.7,0.63, 0.56, 0.5

91,95,57,9.6,82,55,64,7.7,9.8,6.2

" 9-9-0-9-0-9-09-90-9
16
25 9-0-90-9-0-90-00-0-9
E -@- Random-FDA
s l4r -@- REC-FDA
£ Cub-FDA
S 3F -@- Log-FDA
mlz— 9-9-90-9-0-9-90-9-90-9
11+
10 1 1 1 1 1 1 1 1 1 1

0 1 2 3 4 5 6 7 8 9 10
Number of simulation

Figure 13. Beam entropy simulation results (in Section 5.4 (b)).
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As can be seen from Figure 13, the entropy of the beam formed by exponential
frequency deviation is the lowest, the entropy of the beam with reciprocal frequency
deviation is the second, and the entropy of the beam with random frequency deviation is
the highest. When the frequency offset design method proposed in this paper is replaced
by random frequency offset setting, the beam entropy increases significantly and the low
intercept performance of the beam decreases significantly. This also fully shows that the
frequency offset setting method proposed in this paper has important guiding significance
for low intercept beam design.

5.5. Airspace Low Intercept Performance Analysis

Analysis of the low intercept performance of radio detector beams primarily focuses
on the confrontation between the radio detector and the jammer. The RF environment
model for both the radio detector and the jammer is established. Subsequently, the concept
of joint intercept probability is introduced to analyze the low intercept performance of
the beam. According to the above analysis, the main lobe beam of the radio detector is
mainly modeled and analyzed considering the low radiation power of the radio detector.
We construct the following calculation model: The beam of the radio detector forms an
irregular cone in space (see Figure 14a). When the radio detector transmits detection
signals to the ground, the beam intersects with the ground (horizontal plane) to form
an approximate ellipse (see Figure 14b), and there are some regular grids on the ground
(horizontal plane). Independent jammers (Figure 14c) are uniformly distributed above
to quantify the intercept probability of the beam, and the calculation process is shown
in Figure 14d. Therefore, the larger the beam width of the radio detector and the larger
the approximate ellipse area results in the higher probability of interception. At the same
time, it is necessary to consider the effect of interference and noise on the fuze jammer
when receiving the fuze signal in the actual situation. Therefore, the derivation of airspace
interception probability in this section is divided into the ideal case without noise and
interference and the actual case with noise and interference.

< s Radio detector b C
A A . . C
Vertical beam width & i
1
1
i

- - /
> Horizontal beam width £ ~+ |
< ~
Cone formed by the beam in space long a):(is —2b i /I—
. costdooood) =4 -
Height & Dldort akis =2a E ! [
1 T T~
i - 7L A -
1
1 i ! L -
Ground C ! ! ’/
B B
) ) N . ) N Beam low intercept
d Cutaway view along the plane of ABC Top view of the beam performance modeling
%, Radio detector
4 A . .
Vertical beam width &
The tangent plane of the cone formed by
fall angle o the beam in space along the ABC plane

/

radiation distance d,

Height A

Ground

C
VA AA /S S

Figure 14. Modeling diagram of airspace low intercept performance. (a) Three-dimensional simulated
beam pattern of radio detector; (b) Top view of the beam; (c) Beam low intercept performance
modeling; (d) Beam 3D modeling analysis of radio detector.
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s = (log2 (1 + El

In the process, the main parameters are as follows: ground height h of the radio
detector, fall angle a, vertical beam width J, horizontal beam width g, radiation distance
dr, and jammer distribution density M;. The capital letters are used to indicate the starting
and ending points of the line segment, in order to more easily describe the process of beam
modeling. And the capital letters have no special meaning. If the signal power received
by the jammer is greater than the minimum detectable signal power of the jammer, the
probability of successful interception is P. Considering that each jammer is independent,
the joint interception probability of all jammers in the beam coverage area to the beam can

be expressed as:
N

Piotar =1 — H(l - Pn)r (68)

n=1
where N is the number of jammers contained in the beam coverage area; P, is the intercep-
tion probability of the n-th jammer. Next, the area of the approximate ellipse formed by the
intersection of the beam with the ground (horizontal plane) is calculated. As can be seen

1 1 ) )
b= EBC = Eh {tan(zx + 2) — tan(zx — 2)] (69)

The length of the short axis DE can be approximated as half the sum of the transverse

from Figure 14d:

distance corresponding to the maximum effective distance (when the apparent axis aligns
with AC) and the transverse distance corresponding to the minimum longitudinal distance
(when the apparent axis aligns with AB) [33]. Therefore,

i = AB= — (70)
cos (oc — %)
h
Amax = AC = ————, (71)
Ccos (Dc + %)
1 1
a= E(amm + Amax) = 3 <drmin tang ~+ dymax tan '[23) . (72)

Thus, in the ideal case, the area of the approximate ellipse is:

B th? 1 1 { ( 5) ( (5)]
S=rmab=tan = -—— — + tanla+ = ) —tan{a— = | |.
2 4 cos(oc—%) cos(a+%> 2 2

(73)
In the actual case with interference and noise, the area of the approximate ellipse can

be considered as the weight of the SNR of the approximate ellipse area in the ideal case.
We also use Shannon weights to weight the area of the approximate ellipse. Therefore, the
area of the approximate ellipse in the actual case is:

o= o 2 gy g e ) )] o

The following is a simulation analysis.

In the simulation, we believe that the beam of the radio detector is a symmetrical pen
beam, with the horizontal beam width equal to the vertical beam width (6 = ). In this
section, three typical frequency offset setting methods, Log-FDA, Cub-FDA, and Rec-FDA,
are used for comparison. The combined intercept probability curve of the radio detector is
drawn with the altitude of the radio detector as the independent variable. The FDA-MIMO
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frequency offset setting parameters are listed in Table 2, while other simulation parameters
of the radio detector are shown in Table 6. The simulation results are shown in Figure 15.

Table 6. Airspace low intercept performance simulation parameter setting.

Parameter Value Beam Width Value
fall angle/° 15 Log-FDA 11.8°
height/m 100-3700 Cub-FDA 11°
jammer distribution density /m~2 0.0005 Rec-FDA 21.4°
intercept probability of a jammer 0.7 proposed 9°
SINR -5,0,5,10

I e~ o~ 4
O

Joint intercept probability

o
&

—ao— Log-FDA
—A— Cub-FDA
—O— Rec-FDA
—O— Method proposed

o
N
T

o
-
T

0 500 1000 1500 2000 2500 3000 3500 4000
Height/m

Figure 15. Simulation diagram of low intercept performance of radio detector beam in airspace in the
ideal case.

As illustrated in Figure 15, the joint interception probability of the Rec-FAD beam
is greater than 70% when the radio detector is above 900 m from the ground. When the
radio detector is positioned at an altitude exceeding 1600 m, the joint intercept probability
of the beam is greater than 90%. The spatial low intercept performance of the beam is
unsatisfactory, failing to meet the minimum operational distance requirement of the radio
detector. The combined intercept probability of Log-FDA and exp-FDA beam is greater
than 70% when the radio detector is more than 1600 m above the ground. When the
detector’s altitude exceeds 3100 m, the joint interception probability surpasses 90%, which
does not meet the startup distance of the radio detector, and the spatial low interception
performance of the beam is second. The frequency offset setting method proposed in
this paper ensures that the probability of the radio detector being intercepted within
2100 m from the ground is 0, which satisfies the starting distance of the radio detector.
Throughout the entire simulation process (0-3700 m), this method achieves optimal spatial
low intercept performance.

As can be seen from Figure 16, when there is external interference and noise, the
joint interception probability of radio fuze signal at the same height is lower than the
ideal situation. When the SNR is —5 dB, the interception probability of the proposed
method can be 0 in the whole simulation process (0-3700 m). The spatial interception
probability of the proposed algorithm is much lower than that of logarithmic frequency
offset, exponential frequency offset, and reciprocal frequency offset. With the increase in
SNR, the critical intercept height of the fuze proposed in this paper is always higher than
the critical intercept height of logarithmic frequency offset, exponential frequency offset,
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and reciprocal frequency offset. When the signal to noise ratio is 10 dB, the frequency offset
setting method proposed in this paper makes the probability of the fuze being intercepted
within 2200 m from the ground as 0, which satisfies the starting distance of the radio fuze.
It fully shows that the method proposed in this paper has the best performance in the real
situation of noise and interference.
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Figure 16. Simulation diagram of low intercept performance of radio detector beam in airspace
with interference and noise. (a) Simulation diagram of low intercept performance of radio detector
beam in airspace when the signal-to-noise ratio is —5 dB; (b) simulation diagram of low intercept
performance of radio detector beam in airspace when the signal-to-noise ratio is 0 dB; (c) simulation
diagram of low intercept performance of radio detector beam in airspace when the signal-to-noise
ratio is 5 dB; (d) simulation diagram of low intercept performance of radio detector beam in airspace

2

Joint intercept probability
°

Joint intercept probability
°

when the signal-to-noise ratio is 10 dB.

6. Conclusions

In this paper, the concept of beam entropy is proposed to guide the design of low
intercept beams for radio detectors. Based on FDA-MIMO technology, the design principle
of low interception optimal converging beam for radio detectors is presented. By strate-
gically positioning the wave crest and power drop points within a relatively close range
(Ar), the beam amplitude in a small neighborhood with a radius of Ar near the wave crest
point is large, while the beam amplitude in other ranges is rapidly decreased. Furthermore,
the beam function is used to calculate the frequency offset of each array element, leading
to the development of a design principle centered on low interception point-like beams
through this frequency offset setting method. By plotting the beam pattern, the point-like
beam designed in this paper achieves a distance of 1 m and a beam width of 9 degrees.
The performance of beam convergence is superior to the existing classical methods. The
simulation of low interception performance based on beam entropy and spatial domain
shows that the entropy of the designed beam reaches its minimum value. Additionally,
the probability that the beam designed in this paper is intercepted within 2100 m from the
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ground is 0, which aligns well with the activation distance requirements of radio fuzes.
In contrast, beams designed using existing classical methods exhibit higher entropy and
inferior performance in low airspace acquisition. In summary, through rigorous formula
derivation and beam simulation, the correctness of the design principle of the low inter-
ception point-like beam is verified. It provides theoretical support for the low intercept
beam design of radio detectors based on FDA-MIMO. The optimal beam convergence
method proposed in this paper can enhance the low intercept performance of the radio
detector but also improve its anti-jamming capabilities. Moreover, the application of low
interception point-beam optimal convergence design technology holds significant potential.
The technology proposed in this paper has broad applications in radio fuze detection and
low intercept directional communication for unmanned systems, including unmanned
aerial vehicles and unmanned boats. However, the method proposed in this paper still
faces the problems of a complex frequency offset calculation formula and large amounts of
calculations. Therefore, in order to be widely used in practical scenarios as soon as possible,
the frequency offset calculation formula should be further optimized to achieve a simple
and fast calculation of point-like beam frequency offset.
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Abbreviations

The following abbreviations are used in this manuscript:

LPI Low probability of intercept.
FDA Frequency diverse array.
MIMO  Multiple-input multiple-output.

r The beam detection distance at any point (7, 8) within the beam detection range.

0 The beam detection angle at any point (7, 8) within the beam detection range.

A(r,0) The amplitude of a beam at a certain position B within the beam detection range.

fo The center frequency of each coherent signal.

fm The signal frequency of the m-th array element.

Tm The distance from the beam pointing position to the m-th array.

70 The distance from the beam pointing position to the first array element
(reference array element).

Afy The frequency offset of the m-th array relative to the reference array.

m Array number.

d Array distance.

Appendix A

The derivation process of the beam amplitude formula when the frequency deviation
increment of each array element of FDA-MIMO is evenly distributed.

The derivation of Formula (14).

Formula (13) is rewritten as follows:
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M

A(t;r,0) :exp[—j27r<f0t—%0f0)} Z exp{ j2m(m )<Aft—?Af—0—dsm6fo>] (A1)

Due to the current main consideration of mold length, so

|A(t;7,0)] = ‘exp{—jZn(fot - r?of())” . ’mglexp [—jZn(m -1) <Aft - %OAf—i- dsmefoﬂ ’
AZ/I: exp[ j2m(m — 1)(Aft— %OAf—i- dsm9f0>} ‘

m=1

(A2)

dsinf

M ‘ ro
where ) exp {—]27'[(711 -1) (Aft — ?Af +
m=1

quence. To facilitate the derivation of the formula, let B = —j27(m — 1) (A ft—2Af+ ds'?me fo) .
According to the arithmetic series sum formula

fo)} is equivalent to a geometric se-

Sp = M (g is the common ratio of the geometric series), therefore

5= 3" expip] = L (©P[B)" _ 1—explMB] _ ' (e"P{z]): (43)

1 — exp|B] 1—exp[B] - (exp [B})
2

2
Take 1 — (exp [g} ) as an example to further derive:

B1\? B .. B\? . ,B _.. B B . B/. B . B
1<exp[2]> —1(c032+]51n2) = 2sin 22]51n2C052—251n2(sm2]c032> (A4)

Therefore, the Formula (A3) can be rewritten as:

g - 2sin NéB (sm ME — jcos NéB) 2sin 222 MB sin AgB — jcos # (A5)
n= = .
25ing(sin§—jcosg) 251n2 sin § —jcos §

Formula (A2) is rewritten as:

A7, 0)] = 2sin MB .sin#—jcos# _ 2sin MB ' sin 48 — jcos MB :sin# (A6)
" 2s1n% sing—jcosg 2s1nlz3 sing—jcosg sing
Namely
sin|Mr(Aft— 2Af + 250 ) |
|A(t;r,0)| = : (A7)
sin|7r(Aft = LAf + 4l fy ) |
Appendix B

Proof of Inference 1. When the frequency offset of each array element increases uniformly,
it can be seen from the beam function (15) that each S-shaped beam has periodicity in the
distance dimension. The two adjacent S-shaped beams change periodically in the distance

dimension. The period is:
c

R; = AF (A8)

where c is the speed of light; Af is the frequency offset of FDA-MIMO.
Because the frequency offset of each array element is uniformly increased, a periodic
beam pattern is generated. If a point-like beam is generated, the periodicity of the beam is

destroyed, causing multiple beams to converge to form a point beam.
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@ The periodicity of the damaged beam requires that the frequency offset of each
array element does not increase evenly. @) From the perspective of the distance period of
the beam, the convergence of multiple beams to form a point-like beam effectively reduces
the distance period among the beams. As can be seen from Equation (A8), an increased
frequency offset for each array element facilitates a reduction in the distance period, thereby
promoting the formation of a point-like beam.[]

Appendix C

Proof of Inference 2. In the proof of point-beam forming, analyzing the beam amplitude
of points H and H' separately under different frequency offset settings does not provide
meaningful insights. We should focus on the ratio between the peak H and the power drop
point H' beam amplitude to better evaluate the convergence performance of the beam.

Therefore, when the frequency offset of each array element of FDA-MIMO is set in full
accordance with Equation (48), the ratio ¥; of wave peak point H and power drop point H’
beam amplitude is:

2 -1 M 2
M2+ 747; [M(M )dfo sinf —ry Y Afm]
C 2 m=2
Y, = T YT v 5 (A9)
M2+ Clz [(2_)dfosin6 —10 Y Afm— MArfo]
m=2

When the frequency offset of each array element floats J, the ratio ¥ of the beam
amplitude of the peak point H and the power drop point H’ is:

2 2
M(M -1 M
M? + 4i2 {()dfosinQ -y (1 +5)Afm}
¥, = < 2 m=2 A10
2= 2T MM 1) v 5 (A10)
4 _
M2+ CL2 {deo sinf —rg Y (14 8)Afu — MArfo}
m=2
2 _ 2 2 _ 2
M4 7T {LMZ Y dfysin6 —ro 3 Af,,,} M 4+ T {LN; Yofysine - ro 3. (1+J)Afm}
‘Fl _‘FZ _ . c " m=2 5= ; c " m=2 5. (All)
M2+ tlz {wdﬁ) sinf—ro ¥ Afy — MArfO} M2+ 4%2 [Wdfosme 0 X (146)Afw— MArfg}
m=2 m=2
Equation (A11) is simplified and approximated to:
¥y, = 2M2?rgAr fob (A12)
2 _ 2 2 _ 2)°
o 222 (MO Wi, 3 g ma] |- {or+ 47 M Dosino o B 1 0 o] |
m=2 m=2
M
47'(27'0 r Afm
Because ’:72:2 — 0, Equation (A12) can be simplified as:
2M?roAr foo

Y, -, = roAT fo (A13)

44
16704 (M- dsing — Mar) &

In order to ensure that the dot beam can still be formed after the frequency offset of
each array element is floating, the smaller ¥; — ¥, is required. Therefore, considering
that the operating frequency of the radio detector is tens of GHz, when the frequency
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offset floating range is within 10%, the numerator and denominator of Equation (A13) are
roughly the same order of magnitude, and the ¥; — ¥, value is small. Therefore, when the
frequency offset of each array element fluctuates within 10%, the formation of a point-like
beam remains feasible.[]
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