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Abstract: The utilization of databases such as IoT has progressed, and understanding how to protect
the privacy of data is an important issue. As pioneering work, in 1983, Yamamoto assumed the source
(database), which consists of public information and private information, and found theoretical
limits (first-order rate analysis) among the coding rate, utility and privacy for the decoder in two
special cases. In this paper, we consider a more general case based on the work by Shinohara and
Yagi in 2022. Introducing a measure of privacy for the encoder, we investigate the following two
problems: The first problem is the first-order rate analysis among the coding rate, utility, privacy for
the decoder, and privacy for the encoder, in which utility is measured by the expected distortion or
the excess-distortion probability. The second task is establishing the strong converse theorem for
utility—privacy trade-offs, in which utility is measured by the excess-distortion probability. These
results may lead to a more refined analysis such as the second-order rate analysis.

Keywords: utility—privacy trade-offs; source coding; Shannon theory; strong converse theorem

1. Introduction
1.1. Background

The utilization of database has progressed in our society and includes autonomous
cars and the congestion data service over the Internet. At the same time, the risk of
accidental or intentional leakage of private information has also increased rapidly. To
protect private information, coding with a privacy constraint has been analyzed via an
information-theoretic approach. In 1983, Yamamoto [1] introduced a framework to quantify
the utility of databases and the privacy of personal information and analyzed the trade-offs
between them. Decades later, in 2013, Sankar et al. [2] claimed the necessity of converting
databases to protect privacy while maintaining the utility of data. Then, Yamamoto’s
framework [1] was re-recognized by Sankar et al. and other researchers. Using the rate-
distortion theory in information theory, he revealed the optimal relationships (theoretical
limits) among coding rate, utility, and privacy in two cases; (i) public information that can
be open to the public and private information that should be protected from a third party
are encoded, and (ii) only public information is encoded. However, since a more general
case, i.e., where (iii) public information and a part of private information is encoded, had
not been clarified, Shinohara and Yagi [3] derived the theoretical limits in such a case
(see Figure 1). As a result, our characterization of the achievable region gives a “unified
expression” because it includes the characteristics given in [1] in cases (i) and (ii) as special

cases.

Third Person

Decoder
In

Encpder

fn

Database Xgc

Figure 1. Privacy-constrained coding system.
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1.2. Motivation and Contributions

By investigating case (iii), one can compare the theoretical limits corresponding to
a variety of patterns of the encoded information. One can see that the achievable region
in case (i) is the largest among all patterns. However, this may not be the case if privacy
leakage for the encoder is constrained. Motivated by this observation, in this paper, we
characterize the optimal trade-offs among coding rate, utility, privacy for the decoder, and
privacy for the encoder in Section 3. The addressed problem corresponds to the case where
there are some aggregators between the source and the encoder and the aggregator controls
the data (source sequence) passing to the encoder. The obtained results indeed suggest
that the best-encoded information can be in case (iii) if some restriction is imposed on the
privacy leakage for the encoder.

One of the most important tasks in information-theoretic analysis for utility—privacy
trade-offs is second-order rate analysis (e.g., [4-6]). In general, in second-order rate anal-
ysis, the excess-distortion probability is used as a measure of utility [4-6]. However, in
the first-order rate analysis shown in [3], utility is measured by the expected distortion,
so for second-order rate analysis, we need first to conduct first-order rate analysis, which
replaces the expected distortion with the excess-distortion probability as the measure of
utility. In Section 4, the theoretical limits coincide with the one in which utility is measured
by expected distortion.

There is one more problem to solve before tackling second-order rate analysis: we need
to clarify whether the boundary of the achievable region may vary or not, depending on
the value of the excess-distortion probability. In Section 5, we establish the strong converse
theorem, provided that utility is measured by the probability of excess distortion. For the
sake of simplicity, we focus on the achievable region of utility and privacy for the decoder
or a third party, which reveals an aspect of utility—privacy trade-offs. In the proof, we adopt
a change in measure argument developed by Tyagi and Watanabe [7]. Contrary to the
standard rate-distortion problem, the alphabets of the encoder’s input and the decoder’s
output are different, so we extend the argument to incorporate this discrepancy. Although
the strong converse theorem is shown for the rate region of utility and privacy, we can also
derive the same result when the privacy of the encoder is involved.

For readers’ convenience, Figure 2 shows the road map to the most important task:
the second-order rate analysis. In summary, three contributions of this paper are as follows:

1. The rate analysis among the coding rate, utility, privacy for the decoder, and privacy
for the encoder in which utility is measured using the expected distortion (Section 3).

2. The rate analysis among the coding rate, utility, privacy for the decoder, and privacy
for the encoder in which utility is measured using the excess-distortion probability
(Section 4).

3. The strong converse theorem for utility—privacy trade-offs in which utility is measured
using the excess-distortion probability (Section 5).

1.3. Related Work

The analysis of the utility—privacy trade-offs using an information-theoretic approach
was initiated by [2], which translates the rate-distortion problem with an equivocation
constraint in [1] into the privacy and utility trade-off problem. In information-theoretic
studies on coding with privacy and utility constraints, several measures for privacy and
utility are adopted. One of the strong measures for privacy is differential privacy [8,9],
and an extension and relaxation of differential privacy have been proposed in [10,11]. A
weaker but useful privacy measure is the mutual information between the codeword and
private information [1,2,12-14], which guarantees the average amount of leaked private
information. Other examples of well-known privacy measures are maximal leakage [15],
maximal w-leakage [16-18], and total variation [19]. Relationships among several measures
for privacy have been revealed in [20]. On the other hand, well-known utility measures are
average distortion [1-25], hard distortion [16,17], and log-loss distortion [26].
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Figure 2. Road map for second-order rate analysis [1,3,8].

Coding systems in the utility—privacy problem are extended to the ones with the
encoder’s side information [2] and with the decoder’s side information [25]. In [14], a
related coding problem has been investigated, where both the encoder and the decoder
can access a uniform secret key and the decoder can also access side information. Utility—
privacy trade-off schemes are applied, for example, to the Internet of Energy [23] and to a
system with informational self-determination [24].

A closely related study to this paper was given by Basciftci et al. [13], in which several
release mechanisms of encoded information from the database were discussed. In particular,
utility—privacy trade-offs (without the coding rate) were compared when the encoded
information was (i) both private and public information, (ii) only public information, and
(iv) only private information (see also the three cases described in Section 1.1). A sufficient
condition under which the utility—privacy trade-offs coincide for cases (i) and (ii) was
given.

1.4. Organization

This paper is organized as follows: In Section 2, we begin by introducing the notation
and system model that are used in this paper. In Section 3, we give the first-order rate
analysis among the coding rate, utility, privacy for the decoder, and privacy for the encoder
in which utility is measured by the expected distortion. In Section 4, we tackle the first-
order rate analysis among the coding rate, utility, privacy for the decoder, and privacy for
the encoder in which utility is measured by the excess-distortion probability. Section 5
focuses on the strong converse theorem for utility—privacy trade-offs in which utility is
measured by the excess-distortion probability. In Section 6, we discuss the significance of
the encoded information with limited leakage for the encoder. Finally, in Section 7, the
conclusion and future work are stated.

2. Notation and System Model
2.1. Information Source

Database d is described by a K x n matrix whose rows represent K attributes and
columns represent 7 entries of data. Let K = {1,2, ..., K} be the set of indexes of K attributes.
The random variable for the /th attribute is denoted by X;, which takes a value in a finite
alphabet A]. For any subset B C K, the tuple of random variables (X;);cz is abbreviated as
Xp. Similarly, the Cartesian product of alphabets [];c5 A} is abbreviated as X.

The K attributes can be divided into two groups; one may be open to the public and
the other should be kept secret from a third party. Then, the set K is divided into disjoint
sets R and H. That is,

K=RUH, RNH=0, Xc=AXgxXy, )
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where X’ is the set of values that public (revealed) source symbols X take and &7 is the
set of values that private (hidden) source symbols X3, take.

We assume that the source sequence X} = (Xi,1, X2, - - -, Xi,n) is generated from a
stationary and memoryless source px,.. That is,

n
Pyp (xk) = Pr{X = x} = [ | Px, (xxc,0), @
i=1

where x}- = (xic1,...,XK,n) € X Taking the partition of attributes in (1) into account, the
source sequence X} is described as

X = (Xr, X%), 6)

where
Xp = (XR1, XR2/ - XR ) € XR, 4)
X3 = (Xa1, X312, Xpn) € gy (5)

are referred to as the revealed source sequence and the hidden source sequence, respectively.
In the addressed coding system introduced in [22], the revealed symbols and a part of
the hidden symbols are input to the encoder, and thus the encoded alphabet £ satisfies
R C & C K. Similar to (3), X§- is sometimes described as

X = (Xg, Xge), (6)
where X7 is the source sequence observed by the encoder and £¢ = K \ £.

2.2. Encoder and Decoder

The coding system consists of encoder f;; and decoder g, as in Figure 1. When the
source sequence Xj- = (ngl, ch) is generated from the stationary and memoryless source
Px,, the codeword J, = f,(X}) is generated by the encoder

fur X —={1,2,...,M,} (7)
and the reproduced sequence X%, = g (J,) is produced by decoder

gn: {1,2,..., My} — AF, 8
where M,, denotes the number of codewords.

3. First-Order Rate Analysis with Expected Distortion
3.1. Performance Measures

In this section, we mention the measure of the coding rate, utility, privacy for the
decoder, and privacy for the encoder. Hereafter, let a pair of the encoder and decoder
(fn,8n) be fixed.

For a given M,,, the coding rate is defined as
1
ty == —log M. )
n
Letd : Xg x X — [0,c0) be a distortion function between xz € Xz and 2 € Xx.
The distortion between sequences x%, € X and £, € A7, is defined as
n

d(xl, 2%) =Y d(xgi, &ri)- (10)
i3
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Then, the measure of utility is defined as
1 o
uy =FE [nd(X%, X%)] , (11)

where E represents the expectation by the joint distribution of (X%, X%)

In this system, the privacy of the hidden source sequence X}, should be protected
when the codeword | is observed by decoder g,,. The measure of privacy for the decoder
is defined as

1 on
by =2 —1(X3: ), (12)

where I(X},; J) is the mutual information between X}, and J;.

The privacy of the hidden source sequence X4, should be protected when the encoded
information X¢ is observed by encoder f,. The measurement of privacy for the encoder is
defined as

1

ey = —
n

(X3 Xg), (13)
where [ (X;’_l; Xg) is the mutual information between X}, and X§.

3.2. Achievable Region and Theorem

We define the achievable region for the first-order rate analysis with the expected
distortion and state the obtained results.

Definition 1. A tuple (R, D, L, E) is said to be e-achievable (with respect to the expected distor-
tion measure) if, for any given € > 0, there exists a sequence of codes (fn, §n) satisfying

m < R+e, (14)
uy < D+eg, (15)
I, <L+g, (16)
en <E+e (17)

for all sufficiently large n.

The technical meanings of each constraint in Definition 1 can be interpreted as follows:
Equation (14) evaluates how much the source sequence is compressed, so this rate should
be decreased. Equation (15) is the constraint corresponding to distortion being less than
D + €. The smaller the distortion is, the better the utility is, so this condition should also
be decreased. Equation (16) constrains the amount of leaked private information to the
decoder. Since private information should be kept secret for the receiver, this quantity
should be decreased as well. Equation (17) constrains the amount of private information
leaked to the encoder. For the same reason as (16), this quantity should also be decreased.

Remark 1. The minimum coding rate R for a fixed D corresponds to the rate-distortion function
(Section 10 in [27]). Thus, in the proof of achievability, we evaluate the coding rate and the distortion
with the argument in rate-distortion theory. This view is also important to correctly understand the
numerical results in Section 6.1.

Definition 2. The closure of the set of e-achievable tuples (R, D, L, E) is referred to as the e-
achievable region and is denoted by C¢ (€| P, ) and defines
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Ce(Pxe) == () CelelPxy). (18)

0<e<1

To characterize the achievable region, we define the following informational region.

Definition 3. For any & such that R C £ C K, S¢(Px,.) is defined as

Se(Px.) = {(R,D,L,E): R>I1(Xg;Xr),
D > E[d(Xr, XRr)],
L > I(Xy; XR),
E > I(X3; Xe)
for some Py, x,. - P, |x, }. (19)

We establish the next theorem. For the proof of this theorem, please refer to
Sections 3.3-3.5.

Theorem 1. Forany & such that R C £ C K, the achievable region of the coding system is given by
Ce(Px,) = Se(Pxy)- (20)

To clarify the relationship with the conventional result of Shinohara and Yagi [3], we
mention the achievable region among the coding rate, utility, and privacy, which is derived
by projecting the result of Theorem 1 onto the R-D-L hyperplane.

Definition 4. For any & such that R C € C K, we define
CRPL(e|Px,.) == {(R,D,L): (R,D,L,E) € Ce(e|Px,)} (21)
and

CEPL(Px, ) = [\ CEPL(e|Px,). (22)

0<e<1

Definition 5. For any £ such that R C £ C K, we define

SEPL(Py,.) = {(R,D,L): R>I(Xg;XR),
D > E[d(Xg, XRr)],
L > I(Xy; XR)
for some Py, x.. - Py |x, }. (23)

Corollary 1. For any € such that R C € C K, the region CRP(Py, ) is given by
CePH(Pc) = Sg P (Pxc). (24)
Remark 2. Corollary 1 suggests that the conventional result [3] can be obtained from Cg (Px,.).

Remark 3. The derived characterization in (24) reduces to the characterization given in [1]
when the encoded attribute & is either IC or R. Thus, (24) gives its generalization for R C & C K.

Examples to illustrate this result are shown in Section 6.1.
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3.3. Proof Preliminaries for First-Order Rate Analysis

For preliminaries for coding theorems by the first-order rate analysis, we define
strongly typical sequences that are necessary for the proof and show some properties.
These proof preliminaries are also used in Section 4.

Definition 6 (Definition 2.1, [28]). The type of a sequence x™* € X" of length n is the distribution
Pyn on X defined by

Por(a) = %N(a|x"), (25)

where N (a|x™) represents the number of occurrences of symbol a € X in x™. Likewise, the joint
type of x" € X" and y" € V" is the distribution Pynyn on X x Y defined by

Pynyn = %N(u, blx", y"), (26)

where N(a,b|x",y") represents the number of the occurrences of (a,b) € X x Y in the pair of
sequences (x™,y™).

Definition 7 ((Conditional Type), [28], Definition 2.2). We define the conditional type of y"
given x" as a stochastic matrix V: X — Y satisfying

N(a,b|x",y") = N(a|x")V(bla). (27)
In particular, the conditional type of y" given x" is uniquely determined and given by

N(a, b|x", y")

VD = NGl

(28)

if N(a|x™) > 0 foranya € X.

Definition 8 ((Strongly Typical Sequences), [29], Definition 1.2.8). For any distribution P on
X, a sequence x" € X" is said to be P-typical with constant § > 0 if

1
EN(a|x") —P(a)| <6 foreveryae X (29)

and, in addition, no a € X with P(a) = 0 occurs in x". The set of such sequences is denoted by
T{(P). If X is a random variable with values in X, we also refer to P-typical sequences as X-typical
sequences and write T} (X).

Definition 9 ((Conditional Strongly Typical Sequences), [29], Definition 1.2.9). For a stochas-
tic matrix W: X — Y, a sequence y" € Y" is said to be W-typical given x" € X" with constant
6>0if

%N(a,b|x”,y”) - %N(a|x”)W(b|a) <s (30)
foreverya e X,be ),

and, in addition, N (a, b|x",y") = 0 whenever W (b|a) = 0. The set of such sequences y" is denoted
by T} (W|x"). Further, if X and Y are random variables with values in X and Y, respectively, and
Py|x = W, then they are also said to be Y |X-typical and written as T} (Y|X]|x").
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Hereafter, the set of conditional strongly typical sequences T} (Y|X|x") is abbreviated
as Tj (Y|x").
We state some lemmas that are used in this proof.

Lemma 1 ([29], Lemma 1.2.13). For any positive sequences {6, }5_ and {5, }°_, such that

Oy — 0and 8" — 0asn — 0, there exists a sequence €, = €,(|X, Y|, 6n,6),) — 0 (n — o) such
that for every distribution P on X and stochastic matrix W: X — Y,

‘110g|T§n(P)I - H(P)’ < e, (31)
108 Ty, (WIx")] ~ HOWP)| < e @)

Lemma 2 ([29], Lemma 1.2.7). Let the variational distance between two distributions P and Q on
X be defined as

=) IP(x) - (33)
xeX
Ifdy(P,Q) < 1, then
H(P) — H(Q)| < —dy(P, Q) -log T2 (34)

X

Lemma 3 ([29], Lemma 1.2.10). Ifx" € T§(X)andy" € Tj(Y|x"), then (x",y") € T}, 5(X,Y)
and, consequently, y"* € Tsgn(Y) for 8" :== (6 +6') - | X|.

Lemma 4. If (x",y") € T}(X,Y), then x" € T”( ) and, consequently, y" € Tj (Y|x") for
o= [V 5ﬂnd5z = (Y \ 1)-é.

Lemma 5. Ify" € T}(Y) and (x",y") & T}5(X,Y), then x* & T} (X|y").

Lemma 6 ([29], Lemma 1.2.12 and Remark). For arbitrarily fixed 6 > 0 and every distribution
P on X and stochastic matrix W: X — Y

Pr{X" € T}P)} >1—2|X|e 2", (35)
Pr{Y" € T} (W|x")|X" =x"} >1-2|X|- |y|e*2‘52”
for every x" € X", (36)

3.4. Proof of Converse Part

In this part, we shall prove Cg (Px,.) € Sg(Px,.)-

Letatuple (R, D, L, E) € Cg(Px,. ) be arbitrarily fixed. Then, there exists an (1, 2n(R+e)
D +¢,L+¢€,E+ €) code that satisfies (14)—(17). Let Q be a uniform random variable
over {1,2,...,n} and let p;(xg;, xgc j, *r,i) be the conditional distribution given Q = i.
Evaluating the inequalities for R, we obtain
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(a)
(b)
(0)
(d)
(e)
(f)
(8)
(h)

a) 1
R+¢e > flogMn

(b) 1
1
> =
n (L’l/Xg)
@1 5
=~ {H(XZ) — H(XE|Jw, R%))
d) 1 ¢ 1 & . .
< — ) H(Xei) = — ) H(Xeil X Ju XR)
i=1 i=1
(e) 12 12 .
> ) H(Xei) == ) H(XeilXr,)
i=1 i=1

1=
[\13

Pr{Q = i}H(X¢,|Q = 1)

I
—

- ZPr{Q = i}H(X¢,;|Xr,, Q =)
= H(X¢,0|Q) — H(Xg 0| Xr,0, Q)

= H(Xg) — H(Xe 0| Xr,0,.Q)

SN

> H(Xg) — H(X¢|XR)
= I(Xg; XR), (37)

follows from (14),

follows because H(J,) < log|J.| = log My,

is due to the fact that X%, = g(Ju),

follows because each Xy ; is independent and )A(% is a function of J,,

follows because conditioning reduces entropy,

is due to the definition of Q,

follows because X¢ | Q, and

follows because conditioning reduces entropy, where (X¢, Xr) ~ YL, Pr{Q =
iYpi(xe,i ®r,i) = p(xe, £r)-

Similarly, evaluating D, L, and E, respectively, we obtain
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d(Xr,i, Xr.,i)

S
ngE

Il
—_

(i)
D+e>E

Eld(Xr,i, Xr,)]

Il
S|
ngl

l
—

1=
&=

o[Eld(XR i, X%,)|Ql]

[d(Xr, XR)], (38)

=
=

A
—
=

L+e

v

V:\w::\»—\

(Xg{}]n)

HXY) ~ TH(XY )

—

m j—
= H(Xy) - H(X0,i| X5, )

I

Il
—

= H( H(Xa,i| X5 Y Ty XR,0)

Il
-

H(Xp,i| X%,

=

Vv

e

<

SIS

| |

|~ I :‘,_\
1=

M= -

I
_

(p)

= H(Xy) — Y_Pr{Q =i}H(Xy,|Xr,; Q=)

I
_

= H(Xy) — H(XH,Q|XR,Q, Q)

(q) N
> H(X3) — H(Xy|XR)

= I(Xy; XR), (39)

(X3 Xe)

—

E+4+e>

I(Xp X2 X5,

A
iz
L
I
—

1=
M~ I 3\H
1=

-

Il
_

I(

e
£
%
N

i)

—
-+
N

where

(i) isdueto (15),

(j) is derived from the definition of Q,

(k) follows because (Xg, Xr) ~ Y Pr{Q = i}pi(xri, £ri) = p(xr, £R),

() is due to (16),

(m) follows because i.i.d. Pxu,

(n) follows because )A(% =g(Jn),

(o) follows from the fact that conditioning reduces entropy,

(p) 1is derived from the definition of Q, and

(q) follows because conditioning reduces entropy, where (X3, Xz) ~ Y Pr{Q =
iYpi(xpi tr,i) = p(ow, 2R ),

(r) is due to chain rule for mutual information,

(s), (t) follow because i.i.d. PX;%.

It is readily shown that the Markov chain Xge—Xe—Xz holds (cf. Appendix A). We
complete the proof of the converse part.
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3.5. Proof of Direct Part

In this part, we provide a sketch of the proof of S¢(Px,.) € Cg(Px,.)-
Under an arbitrarily fixed distribution Px, x.. - Py |x,, any tuple (R,D,LE) €
Sg (Px, ) is chosen such that

R > I(Xg; XR), (41)
D > E[d(Xr, Xr)], (42)
L > I(Xy; XR), (43)
E > I(Xy; Xe). (44)

From (42) and (43), we can choose a sufficiently small € > 0 such that

D > E[d(Xgr, XRr)] +e€, (45)
L > I(Xy; Xg) +e. (46)

In addition, with this €, some constant 0 < T < % is fixed such that

Xy |- 2R
T(log |Xy| +5) + 47 log % < €. (47)

We can also choose positive numbers 6(:= (1)) such that

(6(n) +01(n)) | Xr || X | Dmax + T < ¢, (48)
20%(n) < R —I(Xg; XRr) — % -1, (49)
é(n) =0, (50)
Vn-é(n) — o (51)
asn — oo, where &y := (|Xg| — |Xg|) - d and Dmax == ae)g:/ezé;\??zd(a,b). Letd(n) = ﬁlogn

where c is a constant, and obviously (50) and (51) are satisfied.

Generation of codebook: Randomly generate 1% (j) from the strongly typical se-
quences T¥ (Xg) forj = 1,2,..., M, = 2" Reveal the codebook C = {#% (1),..., &% (My)}
to the encoder and decoder.

Encoding: If a sequence x} € XY satisfies x{. = (x%,x%.) with some x%. € X,
we write x% < x}%.. Given x¥., the encoder finds j such that x} € Tf(X¢|%r(j)) and sets
fu(x¢) = j where Tf (Xg|£% (j)) is the conditional strongly typical sequences. If there exist
multiple such j, f,(xg) is set as the minimum one. If there are no such j, then f, (x¢) = M.

Decoding: When j is observed, the decoder sets the reproduced sequence as X%, =

% (7)-
Evaluation: We define A(j), B(j), and A(j) as
A() = {xg: fulxz) = j}, (52)
B(j) = {xic: x¢ < ¥, fu(xg) = j}, (53)
) {xk s g < xg, fulx) = o0k € Tos(Xk |22 (7)) }
A(j) = (G=12...,My—1) (54)

{xf: xp e BP\ULTTAG)Y (= M)

It is easily verified that A(j) for j = 1,2,..., M, (also, B(j) and .A(})) is disjoint. From the
definitions of J,,, A(j), and B(j),

Pr{J, = j} =Pr{X¢ € A(j)} = Pr{Xy € B(j)} (55)
forj=1,2,...,M,.
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For sufficiently large n, we can prove (cf. Appendix B)

|Pr{X}- € B(j)} — Pr{X}- € A(j)}| < 2|Xi| - |Rple 2" (56)
forj=1,2,...,M, — 1

For sufficiently large 1, we can show that there exists a code (f,, gn) such that (cf.

Appendix C)

ri’l S Rl (57)

Uy < E[d(XR/XR)] + (5+51)‘XR| . |.)€'R|Dmax + T, (58)

en < 1(Xoy; Xg), (59)
My—1 )

Pro Xt g |J A() p < (21X +1)e >, (60)
j=1
M1

ProXp ¢ |J AG)p <7, (61)
j=1

|AG)| > on{H(Xic|Xp)-7} (62)

For this code (fy,, gn), we evaluate the privacy leakage against the decoder as

N e
ln L nI(X’}-[/]Tl)

= LH(xg) - SHOG)

T n "oy #lln

(a) 1 My n | i . n .

= H(Xy) — . Y H(X3|XE € B(j)) Pr{X} € B(j)}
j=1

(b) 1 oy n n (1 n A1

< H(Xp) - Y H(X5|XE € A(j) Pr{X} € A(j)}
j=1

AR
+4flog% (63)
(©) 1 Muzd

= HXp) = L HXGIXE € AD)PriXg € A()}
=

| X - 2R
+4rlogT
1 Mt n n n A4
IH(XH)—; Y| - Y Pr{Xy, = x| Xk € A() )
j=1 Xy,

.9R
log Pr{X}, = x};|X} € ,Zt(j)}} Pr{X} € A(j)} +4tlog % (64)

where
(a) follows because of i.i.d. PX;”c’

(b) is due to the inequality proved in Appendix D,
(c) follows by removing the term for j = M,,.
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Here, for any x}, satisfying xi = (x%,, x},) € A(j) with some xJ,, we can show that

Pr{X}, = x4, | X% € A(j)}
_ Pr{X} e A@)|XY, = x@}Pr{X;Q =}
Pr{Xj € A(j)}

_ D e PR = R Xy = Gl Xh = ) L
a Y e g PriXp = T, X3, = Ty ) [
@) Lo (g g e A PHAXR = % [ X3y = 23} Pr{X! — )

Y(en mn)edq) PriXp = T, X3y = Ty} [
© Yopets (Xeley o () PHXR = 22 |X3 = 23}
T L eedq) PriXe = TR, Xg = 1)
(2 on{H(XR X3, Xr)+1} . p—n{H(Xg|Xy)-7}
= T n{H(Xk[RR) -1} . g n{H(Xg)+ 1)
— p—{H(Xy|Rr)-57} (66)

—

—

- Pr{Xj, = x},} (65)

 p-n{H(Xy)-7}

where
(d) follows from the fact that

Pri{Xp = xp, Xj; = 23| X3 = x3,} = PriXp = xR | X} = 23},

(e) is due to the inequality proved in Appendix E, and
(f) follows because of the number of strongly typical sequences.

Therefore, from Equations (61), (64) and (66) we can obtain

M;—-1

b <HOG) -3 3 |0 D Pr(X) = whxE < AG))

j=1 X%,

% i Xy - 2R
{H(Xy|Xr) — 51}] - Pr{X}- € A(j)} +4T10g%

_ n Mot . > ‘XH| 2R
= H(Xy) =ProXg € | U AG) | p - {H(Xn|Xr) 57} +4tlog —, —
j=1

»R
< H(Xy) ~ (1 - 7){H(Xy|R) 57} + rlog V4L 22

| Xy - 2R

< I(Xy; Xg) + t(log | Xy | + 5) + 41 log e

(67)

Since constants €, T, and ¢ are fixed to satisfy (45)-(48), from (44), (57)—(59) and (67), we obtain

rn <R, (68)
u, <E[d(Xp,Xg)] +€ <D, (69)
Iy < I(Xy; Xp) +e <L, (70)
en < I(Xy; Xg) < E. (71)

Therefore, for the fixed distribution Py, x,. - Pg..x, any tuple
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(R,D,L,E) € {(R,D,L,E): R>I(Xg;XR),
D > ]E[d(XR,XRH,
L > I(Xy; XR),
E > I(Xy; Xe)} = Sg(Pxy) (72)

is achievable. Consequently, SZ(Px,.) € Cg¢(Px,. ). Taking the closure for the left-hand side
(Lh.s.), we obtain CI(S§(Px,.)) € Ce(Px, ) because Cg (P, ) is a closed set. We conclude
that Sg(Px,.) = U, CI(S§(Px,)) C Ce(Px,) because the distribution Px, = Px, x,. -
Py, 1s fixed arbitrarily. We complete the proof of the direct part.

4. First-Order Rate Analysis with Excess-Distortion Probability
4.1. Performance Measures

Hereafter, let the pair of the encoder and decoder (fy, g») be fixed.
For a given M,,, the coding rate is defined as

1
Tni= o log M. (73)

Letd: Xgp x Xp — [0, ) be a distortion function between x € Xz and £ € Xr.
The distortion between sequences x7; € &7, and £}, € A'f; is defined as

n

d(xfp, &%) ==Y d(xg,i, 2,)- (74)
i3

Then, the measure of utility is defined as
Uy = Pr{id(xgg, X%) > D}. (75)

This measurement is called excess-distortion probability for D > 0.

In this system, the privacy of the hidden source sequence X}, should be protected
when the codeword ] is observed by decoder g,,. The measure of privacy for the decoder
is defined as

1
In = EI(X"?-[}]H)/ (76)

where (X’;_l ; Jn) is the mutual information between Xy, and Jp.

The privacy of the hidden source sequence X, should be protected when the encoded
information X¢ is observed by encoder f,;. The measurement of privacy for the encoder is
defined as

1

en = —
n

I(XY; X%), (77)
where I(X},; X%) is the mutual information between X%, and X%.

4.2. Achievable Region and Theorem

We define the achievable region for the first-order rate analysis with the excess-
distortion probability and state the obtained results.

Definition 10. A tuple (R, D, L, E) is said to be e-achievable (with respect to the excess-distortion
probability) if, for any given € > 0, there exists a sequence of codes (fu, gn) satisfying
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m < R+eg, (78)
u, <€, (79)
In < L+e, (80)
en <E+e (81)

for all sufficiently large n.

The technical meanings of each constraint in Definition 10 can be interpreted as follows:
Equation (78) evaluates how much the source sequence is compressed, so this rate should be
decreased. Equation (79) is the constraint corresponding to the excess-distortion probability
being less than €, so this condition should also be decreased. Equation (80) constrains the
amount of leaked private information to the decoder. Since private information should
be kept secret for the receiver, this quantity should be decreased as well. Equation (81)
constrains the amount of leaked private information to the encoder. For the same reason as
(80), this quantity should also be decreased.

Definition 11. The closure of the set of e-achievable tuples (R, D, L, E) is referred to as the e-
achievable region and is denoted by L (e|Px,. ) and define

EE(PX)C) = m £5<€|PX)C)' (82)

O<e<1

We establish the following theorem. For the proof of this theorem, please refer to
Sections 4.3 and 4.4.

Theorem 2. For any & such that R C € C K, the achievable region of the coding system is given by
‘Cg(PX;C) = Sz‘:(PXK) (83)

Remark 4. From Theorems 1 and 2, we find that the achievable region in which utility is measured by
the expected distortion is equal to the one in which utility is measured by the excess-distortion probability.

Because in Section 6 we discuss the achievable region among coding rate, utility, and
privacy, a characterization of the achievable region is derived by projecting the characteri-
zation in Theorem 2 onto the R-D-L hyperplane.

Definition 12. For any £ such that R C £ C K, we define
LEP(e|Px,) = {(R,D,L) : (R,D,L,E) € Le(e|Px,)} (84)
and

LEPL(Px )= [ LEPE(e|Px,). (85)
O<e<1

Definition 13. For any £ such that R C £ C K, we define

SEPL(Px,.) = {(R,D,L): R>I(Xg;XR),
D > E[d(Xg, Xr)],
L > I(Xy; XR)
for some Px, x.. - Py, |x, }. (86)
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Corollary 2. For any € such that R C € C K, the region LXPY(Py, ) is given by
LEPH (P ) = S (Pxe)- (87)

Examples of numerical calculation of this result are shown in Section 6.1.

Since we focus on the achievable region between utility and privacy in the next section,
a characterization of the achievable region is derived by further projecting the result of
Theorem 2 onto the D-L plane.

Definition 14. For any £ such that R C £ C K, we define

LB"(e|Px,) = {(D,L): (R,D,L,E) € Le(e|Px,)} (88)
and
LM (Px) = () LE"(elPxy). (89)
O<e<1

Definition 15. For any £ such that R C £ C K, we define
SPM(Px) ={(D,L): D >E[d(Xg,Xz)],

L > I(Xy; XR)
for some Py, x,. - Py 1xe 1. (90)

Corollary 3. For any € such that R C € C K, the region L2L(Px,.) is given by
L (Px) = Sg*(Pxy)- (91)

4.3. Proof of Converse Part

From Section 3.4 (proof of the converse part), we have

Ce(Px,) C Se(Pxy)- (92)

Let a tuple (R,D,L,E) € Lg(Px,.) be arbitrarily fixed and € > 0 and € > 0 be
given. From the argument of the method of types, the sequences x, are divided into two
categories: distortion-typical or non-distortion-typical with some %7 . The sequences of the
former categories satisfy %d(x%, #%) < D + € and the sequences of the latter one satisfy

%d(x"R, %) < dmax where diax = max _ d(xg,®g). Then, the expected distortion
XRGXR, J?REXR
is bounded from above as

E Ed(xgg, X;g)] <Dte+ Pr{id(x%, #1)> D+ e} i

1
<D —|—€+P1‘{nd(x%,f%) > D} - Amax
@ ,
< D+ e+ €dmax, (93)

where (a) follows from (79) of e-achievable in which utility is measured by the excess-
distortion probability. Since € + €’dmax can be arbitrarily small with proper choices of € and
€', (15) can be derived. This means

Le(Px,.) € Ce(Pxy)- (94)
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From both inclusion relations,
Le(Px).) € Ce(Px,) € Se(Pxy) (95)
is evidently satisfied.

4.4. Proof of the Direct Part

In this part, we provide a sketch of the proof of Sg(Px,.) C Lg(€|Px,.)-
Under an arbitrarily fixed distribution Px, x,. - Pf(p IXgr ANy tuple (R,D,L,E) €
Sg (Px,. ) is chosen such that

R > I(Xg; XR), (96)
D > E[d(Xgr, Xr)], 97)
L > I(Xy; XR), (98)
E > I(Xy; Xe). (99)

From (97) and (98), we can choose a sufficiently small € > 0 such that

D > E[d(Xg,Xgr)] +e€, (100)
L > I(Xy; XR) +e. (101)

In addition, with this €, some constant 0 < T < % is fixed such that

| Xy - 2R

T(log | Xy | +5) +4tlog e <€ (102)
We can also choose positive numbers 6(:= §(n)) such that
26%(n) < R~ 1(Xg; Xr) — 1 — 7, (103)
5(n) =0, (104)
V- 6(n) — oo (105)

asn — oo. Let6(n) = ﬁ log n where c is a constant, and obviously (104) and (105) are

satisfied.

Generation of codebook: Randomly generate £% (j) from the strongly typical se-
quences T (Xg) forj =1,2,..., M, := 2"R. Reveal the codebook C = {#% (1),..., 2% (M)}
to the encoder and decoder.

Encoding: If a sequence x} € X satisfies x§- = (x%, %) with some x}. € Xf.,
we write x < x§. Given x¥., the encoder finds j such that x} € T} (X¢[£%(j)) and sets
fu(x%) = j where Tf (Xg|£% (j)) is the conditional strongly typical sequences. If there exist
multiple such j, fu(xg) is set as the minimum one. If there are no such j, then f, (x%) = M.

Decoding: When j is observed, the decoder sets the reproduced sequence as X%, =

2 (j)-
Evaluation: We define A(j), B(j), and A(j) as
AG) = A{xg: falxg) = j}, (106)
B(j) = {xk: xg < xic, fulxg) = j}, (107)
{xg s x < x fu(xg) = joxg € Tos(Xic |22 ()}
A(j) = (Gi=12,...,M,—1) (108)

{xp: 2 e A\ULTHAG) (= Ma).
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It is easily verified that A(j) for j = 1,2,..., M, (and also B(j) and .A(})) is disjoint. From
the definitions of J,, A(j), and B(j),

Pr{Jn = j} = Pr{X¢ € A(j)} = Pr{Xy € B(j)} (109)
forj=1,2,...,M,.

For sufficiently large n, we can prove (cf. Appendix B)

|Pr{X}- € B(j)} — Pr{X}- € A(j)}| < 2|Xic| - |Rle 2" (110)
forj=1,2,...,M, — L

For sufficiently large 1, we can show that there exists a code (fy, g») such that (cf.
Appendix F)

rm <R, (111)
M,;—1 5

ProXp ¢ |J A() p < (2] Xe| +1)e 2, (112)
j=1

uy < (2] Xe| +1)e 2", (113)

en < 1(Xq; Xe), (114)
M,—1

Pr¢Xi ¢ |J A(G)p <7, (115)
j=1

|A(j)] > 2H Xkl fr) =7}, (116)

For this code (f;;, gn), we evaluate the privacy leakage against the decoder as

b= T ) (17)
1 n 1 n
= H(XG) — H(X|Jn)
a 1
@ H(X) — HX 1)
1 M ' '

= H(Xy) — - ) H(Xj| Xk € B(j)) Pr{X} € B(j)}

=1
(b) 1 My

< H(Xw) - EH(X%\X;"C € A(j) Pr{X} € A(j)}
i

| X3y - 28
© 1 Mt n n A(+ n A(i
< H(Xy) - Y. H(Xj5 Xk € A())) Pr{X} € A(j)}
=1
| Ay - 28
+4tlog o
1 Mn=1 - P
=H(Xy) = - ), | = LPr{Xj = xj[ Xk € A(j)} - log Pr{X3, = x3| X} € A(j)}|-
j=1 x?_l
AR
Pr{X}- € A(j)} +4tlog % (119)

where

(a) follows because of i.i.d. PX;"c’
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(b) is due to the inequality proved in Appendix D, and
(c) follows by removing the term for j = M,,.

Here, for any x}, satisfying xj = (x%,, x},) € A(j) with some X%, we can show that

Pr{Xy = x}|Xg € A(j)}
_ Pr{X} e A(j)|XY, = x4, } Pr{X}, = x},}
Pr{X}. € A(j)}
_ L pgedq Pr{XR = xR, X3, = 04 |XG, = 4} Pe(Xt, — ¥}
Loz e d() PriXR = T, Xy = %5} e
) Lo (e ye Ay PTXR = xR [ X5, = %3}

fd " = . PI‘ Xﬂ = xi’l
Y(en mn)edq) PriXp = T, X3y = Ty} (X5 = 3]

—

—

&) Lapety (Xl o5 () PHXR = %5 |X5, = 3}

< : n =n n o
Z(f%,f%)EA(]) PI'{XR = XR, X'H = .X'H}

(2 on{H(XR Xy, Xr)+1} . p—n{H(Xg|Xy)-1}

- on{H(Xic|Xr)—7} . p—n{H(Xxc)+7}

= 2—”{H(XH|XR)—5T}’ (121)

Pr{Xt = x},} (120)

. p-n{H(Xy)-7}

where
(d) follows from the fact that
Pr{X% = xp, X3, = x| X}, = x4} = Pr{Xp = x3 | X}, = x4},

(e) is due to the inequality proved in Appendix E, and
(f) follows because of the number of strongly typical sequences.

Therefore, from Equations (115), (119), and (121), we can obtain

M;—1
I, < H(Xy) — % [n Y Pr{Xj}, = 4| X} € A(j)}-
j=1 X%,
$ n Al |X'H,| 2R
A - | Xn] - 28
= H(Xy) =ProXg € | U AG) | p - {H(Xn|Xr) 57} +4tlog —7 —
=1 !
o | Ay | - 28
< H(Xy) — (1 = D{H(Xy|Xg) - 57} +4tlog ——
N . | Xy | - 2R
< I(Xp; Xr) + T{H(Xy|Xp) + 5} + 47log —~—. (122)

Since constants €, T, and J are fixed to satisfy (100)~(102), from (111), (113), and (122), we obtain

rm <R, (123)
uy <€, (124)
In < I(Xy; Xp) +e<L, (125)
en < I(Xy; Xg) < E. (126)

Therefore, for the fixed distribution Px, x,. - Py |x,,any tuple
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(R,D,L,E) € {(R,D,L,E): R>I(Xg;XR),
D > E[d(Xg, Xr)],
L > I(Xy; XR),
E > I(Xy; Xe)} = Se(Pxy) (127)

is achievable. Consequently, Si(Px,.) € Lg(€|Px,. ). Taking the closure for the Lh.s., we
obtain CI(Sz(Px,.)) € Lg(e|Px, ) because L¢(€|Px,.) is a closed set. We conclude that
Se(Px) = U, CI(S¢(Px,)) € Le(e|Px,) because the distribution Py, g = Px X, -
Py, 1s fixed arbitrarily. We complete the proof of the direct part.

5. Strong Converse Theorem for Utility-Privacy Trade-Offs
5.1. Another Expression of the Achievable Region

In Section 5.1, we clarify that the achievable region [,? L (Px,. ) defined in (89) coincides
with the region expressed with a tangent plane.

Definition 16. For any & such that R C € C K, the region T¢' (Px,.) is defined as

Tg(PX,C) = min{I(Xy; Xr) + uE[d(Xr, X )] for some Pgixe Pxocxe )}
where

TP (Pxy) = (VA(L, D) : L+uD > Ti (Px,)}.
u=0

Theorem 3. For any & such that R C € C K, the region SPL (P, ) defined in (90) is given by
SPL(Px) = TPH(Px,), (128)

and the achievable region L2 (P ), which is the projection region of the achievable region L (Px,.)
onto the D-L plane, is given by

L2 (Px, ) = TP (Px,)- (129)

Proof. Figure 3 illustrates the proof image using a graph. Let a constance y > 0 be fixed
arbitrarily. Like in Figure 3, there exists a boundary point (Dj,, L) of S E L tangent to the
line with slope —p. The intercept of this tangent line is L, + uDy.

[(X3: Xp)|

0 -
tangent line E[d(Xg. X»)]

with slope —u

Figure 3. The region expressed with a tangent plane using the Legendre transformation.
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The minimum I(Xy; Xg ) + pE[d(Xg, X )] characterized by some distribution Py 1xe
coincides with L, + uD,,. Therefore,

Ly + Dy = min{I(Xy; Xg) + pE[d(Xg, X% )] for some Pgixe  Pxeexe b (130)
From (130), we obtain

{(L,D): L+uD > Ly +uD,} = {(L,D): L+ uD > min{I(Xy; Xr)
+ uE[d(Xg, X )] for some Pgixe Px..xc}}- (131)

Taking the intersection by ¢ > 0 on the both sides of (131),

N {(L,D): L+uD > L,+uDy} = (J{(L,D): L+puD > TF(Px,)}. (132)
u>0 n=0

The Lh.s. of (131) shows the upper-right region in the first quadrant drawn by the tangent
line with a slope —u for S E L(PX]C ). Since the Lh.s. of (132) is the intersection of the Lh.s.
of (131), the Lh.s. of (132) represents S ? L(PX,C). From Definition 16, the right-hand side
(rhis.) of (132) is TPL(Px,.). As aresult, (128) holds. Since £L2L(Px,.) = SPL(Px, ) from
Corollary 3, likewise, (129) holds. [

5.2. Proof Preliminaries

In Section 5.2, we derive two fundamental properties of the minimization about two
values and the inequalities about entropy and divergence to prove the strong converse
theorem. In Proposition 1, we change the objective function Tg (Px,. ) of the region expressed
with the tangent plane introduced in Section 5.1 onto the region expressed with divergence.

Proposition 1. Let yu < 0 be fixed arbitrarily. For any € such that R C € C IC,

Tf (Px, ) = sup T} (Px,.), (133)
K>

where
TH (Px,) =  min [I(Xy; Xr) + pE[d(Xr, Xr)]
XeeXeXp
+DCD(PX5CXS§(’R || Qchxg):(R) ‘I’ D(Pf(gcf(g || PchXg)]
= min [I[(X3;XR) + pE[d(Xr, Xr)]]
RecXeXp

+ (e +1)D(Pg,.x, || Pxeexe) +al(Xee; Xr|Xe)], (134)

and Qch Xe%p 18 the distribution induced from each P)ch %o Rn'

Proof. First, it is clear that Tf (Px,.) > T&"(Px,) for all & > 0. To prove Tk (Px,) <
T?’“(PXK) for some & > 0, for a > 0, let P _ . be the distribution that minimizes

e XeXp
" _ . C .
the r.h.s. of (134) and Q~X5CX5):(R = PXRJ X Px,.x, be the estimated distribution. Since
G(P;’f( <% ) == I(X3; Xg) + E[d(Xg, Xz )] is non-negative and is bounded above, by
geXeXR

setting 2 = log | X% | + Dmax, it must hold that

1 44
aD( RecXeXp I QXSCXSJ?R) =a
and thus

14 o
DI ot | Bpety) S /)



Entropy 2023, 25, 921

22 of 47

Notice that any set of probability distributions on a finite alphabet forms a compact set.

Because G(P;’f( 2.3 ) is a continuous function over a compact set, it is also uniformly
ccXeXp
continuous. Then, there exists a function A(t) satisfying A(t) — 0 as t — 0 such that

W0
T (Pe) 2 6P, g4,

4
2 G(QXSCXED?R) —Aa/a)
> TE(Px,.) — A(a/a).
Consequently, we obtain the desired inequality T¢ (Px, ) < lim T;" (Px, ) by taking & — co. [
In the following proposition, we show the inequalities satisfied between i.i.d. source

Pch Xt and arbitrary source PXZC -

Proposition 2. For i.i.d. source Py xn, which has the common distribution Px, x, and arbitrary
distribution ngc X/ it holds that

H(Xge|Xg) + D(Pga g || Pxaxp) = n[H(Xee | Xep) + D(Px, o) Il Pxeexe)], (135)

H(X3) + D(Pgy s || Pxyxp) = n[H(Xqyp) + D(Px, 30 || Py, (136)

where | ~ unif(1,- - - ,n) is the uniformly random variable over the set {1,2,--- ,n} for time-
sharing and is assumed to be independent of all the other random variables involved.

Proof. The Lh.s. of (135) can be represented as
H(XE|XE) + D(ngcp"(g l ngc\xg|P>‘<g) + D(Pf(g | Pxz)-
The sum of the first and second terms satisfies the following equation:
N | N
H(Xge|Xg) + D(Pgn s I Pxeixz [Pxp)

= Z Py sn (xge, X¢)
YeeXg
Py, xn (e |x¢)
+log ——————~
ngC\Xg (xc|x2)
Py (Xge|x2)

Pgn, xn (¥ge|xg)

Y. Py s (xEe, X¢)

(a) Z n n 1 1
- PXn Xn(x(c/'c,x(c/')' Zlog
xg‘mxg gene j=1 Pch‘Xg (ch/]‘ xg,j)
(b) 1
=n Py X (xgc,X5)10g—
xsgts Reey kel P, x, (Xec|xg)
=n Y, Py x,(xee xe)
JCgc,J(g
{log +log Pgec %, (Xee|xe)
PXEC/[‘XS,](X“:C |xg) Pchng (xgc |x€)
= n{H(Xegej|Xe, 1) + D(Px,e %, | Pxeelxe|Pxe,)} (137)

where
(a) follows from the memoryless property of i.i.d. source Py xu;

(b) holds because %2;1:1 ngc,jxg,j(ch,Xg) = Pf(gc,, Xe, (xge,xg).
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The third term can be bounded from below as

n
D(Pgy || Pxy) ZD e X1 | Px, Py )
j=1

(© &

> ) D(Pg, ;| Px,)
j=1

N&

(d)
> nD(Pg,; || Px,), (138)

where

(c) follows from the data processing inequality and
(d) holds because of Jensen’s inequality.

From (137) and (138), (135) can be derived.
Likewise, the Lh.s. of (136) can be represented as

H(X5) + D(Pgy [l Pxy,) + D(Pgy s, | Pz, [P )
The sum of the first and second terms satisfies

H(XY,) +D(Pgy || Pyy)

1 PX” (xy)
=Y Psi (x%){ 10 +1lo
% XH( H){ ngqy{(X%) ngn( H)
=Y Peu(xf)]log ———
% XH( # ng%(xg{)

1 1
- P"n xn . 10 —_
an XH( 7-[) { '§:1: g PXH (x’H,j) }
H ]

e) 1
=n) Py xq)log ———
;{: XH,]( H) g PXH(XH)

1 PXH,](XH)
= ”ZPX b x?.l){logp e + log Py, (¥7)

= ”{H(XH,]) +D(Py,,, || Pxy)} (139)

where
(e) holds because 1 Z ' 1 PXH (xy) = Py, ; (x3)-
For the third term, it holds that

D(PX%‘X% || PXZIIQ|X%|PX" Z D Xﬂ X] 1 || PX’R‘X’H‘ Xﬂ Xffl)

i
=

—
=

M:

D(Pgy 1%, || Pxlxx P55 )
1

D(Pgp 1530, | P3| Py 1) (140)

—.
Il

>

2

where
(f) follows from the log sum inequality.
From (139) and (140), we obtain (136). [
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5.3. Strong Converse Theorem
We shall establish the strong converse theorem, which is the main result of this section.

Before proving the theorem, we state the lemma of the key tool in the proof about a
single-letterized Tg’“ (Px,)and a Tg’“ (P)’élC ), which are introduced in Proposition 1.

Lemma 7. Forany & suchthat R C & C K,alln € N, y > 0and « > 0, it holds that
T (PR, ) = nTE" ().

As the main theorem of this section, we show the strong converse theorem for the
utility—privacy trade-offs.

Theorem 4. Strong converse theorem: For any € such that R C £ C Kandall0 < e < 1, it
holds that

ﬁ?L(e‘PX)C> = £?L(PX;C)

Remark 5. Theorem 4 suggests that regardless of the value of €, the region L2 (e|Px,.) is equal
to ,C?L (PXIC )

5.4. Proof of Lemma 7

Lemma 7 indicates that the function Tg’a (P)”(K), whose argument Py is a probability
distribution over X}, can be lower-bounded by the n-fold of a single-letterized function
Tg’a (Px, ). Before describing the detailed proof, we state the outline of the proof: (i) We first
express the function Tgf’a (P% ) as the maximum of the difference of two functions denoted
by G and Gy as in (142). (ii) Then, we show that the first function G; can be lower-bounded
by the n-fold of its single-letterized function as in (143), while the second function G, can
be upper-bounded by the n-fold of its single-letterized function as in (147). This outline of
the proof is similar to the Proof of Theorem 4, 16 with a slight modification of the function
Go.

For a given distribution PXZC g let functions Gl(Pf(Z«c Xg) and Gz(PXZc s 5(%) be
defined as
G1 (P, zn) = H(X3) + aH(Xg|Xg) + (o + DD (Pgn xn || Pxeexe )
Ga(Pyy suzn) = H(XE|XR) — pE[A(Xp, X%)] + aH(XE[KE, X). (141)
ECTETR
Using these functions, and in view of (134), Tz (P)’}gC x.) can be written as
Te" (Peexe) = , min |Gi(Pey x) = Ga(Pyy gy ) |- (142)
XgeXpXR
For fixed PXZC xpkn from Proposition 2, it holds that
G1 (PX}}CXQ) > TlGl (Pf(gc/]f(g,] ) . (143)

Next, we consider the function G, ( . For the first term on the r.h.s. of (141),

it holds that

P, ons
chxgxga)
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< nH(XH,nXR,;). (144)

The second term of (141) can be expressed as follows:

E[d(X%’}?%)] - Z Xn Xn xR/xR {Zd xR]IxR])}

xip X j=1

n
Y. ) Py fn,; R AR)A (xR, 2R)

j=1xg.AR

—

a
= Z X’R]XR]( ’R,XR)d(xR,XR)
XR, XR

Nasy

= nE[d(Xr,;, Xr,)], (145)

where

(@) follows from % Z}Ll PXR,]‘ %, (xr,2R) = (xR, 2R).

P e
Moreover, for the third term of (141), it holds that

n
~ ~ x - cicl = %
H(XZ|XE, XR) = ) H(Ree | X, X2, XR)
=
n =~ ~ X
< Z H(Xge | Xe j XR j)

1 & - %
= ;2 (Xec,jl Xe jo XR,j)

= nH(Xee |Re 1, Xr,.])
< nH(ch,”Xg,], XR,])~ (146)

From (144)—(146), we obtain

) < nGy(P ). (147)

Xge [Xg ]XR]

Consequently, since (143) and (147) are satisfied for an arbitrary P X the proof is

XilXVI 4
completed.

5.5. Proof of Strong Converse Theorem

For any given € > 0, fix the rate pair (D, L) € L2 (¢|Px,.) arbitrarily. Then, by definition,
there exists a code ( f,,, gn) satisfying (79) and (80). For this code (f,, gn), a set D is defined as

D = {(xhe,x) : d(x, gulfulx))) < nDY}.
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We derive a distribution PX}}C X as

PReexe (e, ¥¢) (3¢, x¢) € D)

... (D)

Psn xn (Xge, x¢) =

It is obvious that the excess-distortion probability measured by PX;}C X1 is 0; that is, X%, and

)x(% = gn(fn(X}2)) satisfy E[d(X}, }x(%)] < nD. Thus, by imitating the proof approach of
the standard weak converse theorem, it holds that

n(L+uD) > [(X}; X)) + uE[d(Xl, X2%)], (148)
1 1
1
Tn n - < .
D(PXECXg | PX,.x,) = log pr_ (D) = log - (149)
ECAE

From (148), the following equation is obtained:

(a) ~ X ~ X
n(L+uD) > I(X3; X) + pE[d(X%, X%)]

+((@+1)D(Pgy g || PRoex) +al (X X |1XE))

1
—(w+1)log1_€

®
> Te" (P, ) — (a +1)log

1—¢’

where
(a) follows from (149) and I(XZ; )z(%ng) =0,
(b) is due to (134).

Since Tg"x(P)”()C) > nTg’“ (Px,) from Lemma 7, we have

v (a+1) 1
L+uD > Tg (Px,) — logl_e,
and therefore
1 1
sup(L + puD) > sup | TL" (Px,.) — (x+1) log .
a>0 a>0 n 1—e

Because Tg (Pxc) = sup,~ Tg’“(PXK) from Proposition 1, it holds that for an arbitrary
a >0,

(a+1) 1

L+uD > TE(Px,) — log ——.

Hence, it holds that

: " _(at1) 1
L+uD > Jgrc}o(Tg(PXK) . logl_€

= Tg(PXK) for every u > 0. (150)

For the set of (D, L) satisfying (150), varying p > 0 arbitrarily and taking the intersection,
we have

(D,L) e N{(D,L): L+puD > TE(Px,)}. (151)
#=>0

From Theorem 3, the rh.s. of (151) is equal to L2 (Px,.). This proof is completed.
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6. Discussion
6.1. Numerical Calculation of Coding Rate, Utility, and Privacy for Decoder

In this section, we show some numerical calculations of the achievable region
CEPL(Px,) and LEPL(Px, ) in Corollaries 1 and 2, respectively. In general, it is diffi-
cult to compute the achievable region CXPL(Px, ) and LEPL (P, ). Nevertheless, to obtain
some insight, let us consider the three tractable but essential cases. In these calculations,
the number of public attributes is one (|R| = 1) and the number of private attributes is
two (|H| = 2). We assume that each of the attributes is binary. Here, note again that the
coding rate R acts like the rate-distortion function in rate-distortion theory (cf. (Section 10
in [27])). For fixed D and L, a smaller coding rate is better.

In the first example, we calculated the L-D graph of theoretical limits in case (i) £ = I,
case (ii) £ = R, and case (iii) R C £ C K (Figure 4). As a result, the achievable privacy
leakage L becomes small as D becomes large if we do not impose any restrictions on the
value of R. For a given D, the privacy leakage for the decoder in case (i) £ = K is the
smallest, and the one in case (ii) £ = 'R is the largest in all cases. The second example
calculated the R-D graph of theoretical limits in cases (i), (ii), and (iii) (Figure 5). We
can see that the minimum coding rates for a given D coincide in all cases if we do not
impose any restrictions on the value of L. In the third example, we calculated the optimal
privacy leakage L for fixed D and the corresponding coding rates R in cases (i), (ii), and
(iii) (Tables 1-3). As a result, the optimal privacy leakage in cases (i) and (iii) is smaller than
the one in case (ii), whereas for the optimal privacy leakage, the achievable coding rates in
cases (i) and (iii) is larger than the one in case (ii).

0.025 :

Case (i) ‘: —
Case (i) : —=—

0.02 Case (iii) -

0.015 -

0.01

0.005 -

Privacy leakage L [hits/entry]

0 01 02 0.3 04 05
Distortion rate D

Figure 4. Utility—privacy trade-off region in cases (i), (ii), and (iii).

0.7 T 1

[ Cases ()-(I) —=—
061 |

05} 4
04+ -
03F .
0.2} .
01} g

Coding rate R [bits/entry]

1 L
0 0.1 0.2 0.3 0.4 05
Distortion rate D

Figure 5. Utility—coding-rate trade-off region in cases (i), (ii), and (iii). The curves coincide in all cases.
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Table 1. Minimum L and its corresponding R for D = 0.0500.

Cases Leakage L Coding Rate R
case (ii) 0.019512 0.494629
case (iii) 0.008298 0.527700
case (i) 0.005107 0.539478

Table 2. Minimum L and its corresponding R for D = 0.100.

Cases Leakage L Coding Rate R
case (ii) 0.015378 0.368062
case (iii) 0.002656 0.418826
case (i) 0.000000 0.429490

Table 3. Minimum L and its corresponding R for D = 0.1500.

Cases Leakage L Coding Rate R
case (ii) 0.011748 0.270436
case (iii) 0.002032 0.294424
case (i) 0.000000 0.382211

Next, we discuss these results. In Figure 4, in comparison with each case, we can
verify that for a given D, the more private information is encoded, the smaller the achiev-
able minimum privacy leakage is. Figure 5 suggests that if the coding rate should be
minimized, it suffices to encode only the public attributes. This result is evident from
Corollaries 1 and 2 because the condition on the choice of test channel P)”(R\Xg in case (i)
is weaker than the one in case (ii), and if an appropriate test channel is taken in case (i), it
is also appropriate in case (ii). It is indicated that the achievable region in case (ii) is also
the one in cases (i) and (iii). The opposite is not the case. From Tables 1-3, we can confirm
the trade-off between the optimal privacy leakage L for a fixed D and the corresponding
coding rate R in comparison with each case.

Summarizing the foregoing arguments, we have discussed the relationship between
utility and privacy in Figure 4, the one between utility and coding rate in Figure 5, and the
one between privacy and coding rate in Tables 1-3. From the discussion about Figure 5,
some readers may suspect that case (i) is the best-encoded information because the achiev-
able region in cases (ii) and (iii) is the one in case (i). This is true if we do not consider the
leakage for the encoder. However, this is not true if we consider the leakage for the encoder,
that is, the measurement of privacy for the encoder (see (12) or (76)). In the next section,
we discuss this point in detail.

6.2. Significance of Limited Leakage for Encoder

In this section, we discuss the significance of evaluating the leakage for the encoder.
Our goal of this discussion is to show that the best-encoded information may be case (iii)
R C € C K if we take the limited leakage for the encoder into consideration.

The first issue is the amount of encoded information. Some readers may think that it
is better that more encoded information is inputted into the encoder. However, there are
pros and cons.

Pros: The achievable regions C¥PL(Px, ) and LEPL(Px, ) become larger.

Cons: The leakage for the encoder increases.

From this point of view, we can come up with the idea that there exists the best-
encoded information in case (iii) R C £ C K if we impose some constraint on the leakage
for the encoder. This idea is the key point of this paper.

The second issue is the significance of the limited leakage for the encoder. Figure 6
shows the Hasse diagram, which represents the inclusion relation about the index sets of
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attributes. The Hasse diagram is often used to represent inclusion relations, for example,
RC&ECE CK.

We can also regard Figure 6 as the Hasse diagram that represents the inclusion relation
for the achievable regions CRPL (Px, ) and LXPL (P, ) because the index sets of attributes
(R € € C K) corresponds to the encoded information (X¢) and the encoded information
corresponds to the achievable region (CXPL(Py,.) and LEPL(Px,.)). In addition, the diagram
in Figure 6 has another property, which is that the superordinate sets have a larger amount
of privacy leakage for the encoder than the subordinate sets since the index sets of attributes
correspond to the privacy leakage for the encoder.

S/'\
SN N

~ 7

R

Figure 6. Hasse diagram that represents the inclusion relation for the index sets of attributes.

2

Let us consider a practical application. We assume that the data aggregator, that is,
the encoder, tries to gather encoded information from some application user and hopes
to develop the utility of the application while limiting the amount of leakage for X3, by
E > 0, that is, e; < E. More precisely, for a given E, we want to find which subsets of K are
sufficient to characterize

CRPL(Py |E)== |J {(RD,L): (R,D,LE) € Ce(Px,)},
RCECK
LRPL(Py |E):== |J {(R,D,L): (R,D,LE)€ Lg(Px.)},
RCECK
where C¢ (Px,.) and L¢ (Px,.) are defined in Definitions 2 and 11, respectively. The process
is as follows.

Step 1: Check the user’s requirements and impose the restriction on the privacy leakage
for the encoder.

Figure 7 shows the Hasse diagram for Step 1. The blue dotted line means the border
line satisfies the restriction of the privacy leakage for the encoder. Therefore, the index sets
&1 and K are not suitable as the index sets of encoded information.

X
R - N
&4 X The border line

|
|/ _ _\ satisfying user's
/ \ / requirements

s &3 &

~ 7

R
Figure 7. Hasse diagram for Step 1.
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Step 2: Check the inclusion relation between index sets.

Figure 8 shows the Hasse diagram for Step 2. From Figure 6, we can find that

RC&E, RC&, RCE&, E C&, & C &y

X
rm= N
84 X The border line

| e border lin
NS
82

Figure 8. Hasse diagram for Step 2.

Therefore, the index sets R, £3, and &5 are not suitable as the index sets of encoded information.

Figure 9 shows the Hasse diagram obtained after Step 2. From Figure 9, the remaining
index sets are & and &;. Therefore, if we impose restriction on privacy leakage for the
encoder, the index sets & or &£ form the Pareto area in this multi-objective optimization
problem. In other words, there exists a system that satisfies the user’s requirements E of
the maximum amount of leakage to the encoder, and the achievable regions are given by
CRPL(Py, |E) = CEP(Px,.) UCEPH (Px, ) and LRPE (P, [E) = LEPH(Px, ) U LEPH (Pxy)-

x

BRVAAN

Ea : X Th.e bgrder Iinfe

o N\ oaishing uor
&2

Figure 9. Hasse diagram obtained after Step 2.

From the discussion above, we mention that the best-encoded information is case (iii)
R C € C K if we take the limited leakage for the encoder into account. This concept is one
of the most important novelties in this paper.

If E satisfies some condition, then CRPL (Px,|E) canbe characterized by the expressions
given by Yamamoto [1] (cf. Remark 3). More specifically, the region CRPL (P, |E) can be
given by

CPL(Px, |E) = SKP! (Px,.)
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if E> H(X)) and
CRPE(Px,c|E) = SRPM (Px,)

if H(Xg) < E < H(Xg) forany R C & with R # &, where the regions SRPL(Px, ) and
SRDL(Py,.) are given in [1] (cf. Remark 3).

6.3. Discussion on Measures for Privacy Leakage

This paper adopts the mutual information as the measure of privacy leakage as in
(12), (13), (76), and (77). However, some less likely data can be leaked even though the
database satisfies the theoretical limit of privacy leakage. For example, let (X, Y) be a pair
of correlated random variables whose I(X; Y) is very small. However, there may exist a pair
of (x1,y1) such that Y = y; can imply X = x; with high probability. To put it differently,
the receiver can tell the value of X if it observes Y = y;. The theoretical limit evaluated
with mutual information cannot prevent such a scenario. To circumvent this scenario, we
suggest the other measurement adopted in related studies. A promising candidate to avoid
this problem is to employ Rényi information of higher orders [30], maximal leakage [15],
and maximal a-leakage [16-18,21].

7. Conclusions

In this paper, we strengthened the results in [3] mainly by establishing three coding
theorems in a privacy-constrained source coding problem. In Sections 3 and 4, two theorems
are made about the first-order rate analysis in which utility is measured by the expected
distortion or the excess-distortion probability for case (iii), R C £ C K. The novelty
is the introduction of the measure of privacy for the encoder along with the use of the
excess-distortion probability. The obtained characterization reduces to the one given in [3]
derived based on the expected distortion when the leakage for the encoder is not limited,
and the result shows that employing an excess-distortion probability does not change the
achievable region from the one with an expected distortion. In Section 5, we establish the
strong converse theorem for utility—privacy trade-offs. Although the described result is
for the projected plane of utility and privacy for the decoder for simplicity, we can also
incorporate the measure of privacy for the encoder. Finally, we discuss the significance
of the encoded information considering limited leakage for the encoder. The argument
suggests that the best-encoded information can be case (iii) R C £ C K if some constraint
is imposed on the privacy leakage for the encoder.

As future work, the second-order rate analysis for utility—privacy trade-offs is an inter-
esting research topic [4-6]. Moreover, the strong converse theorem and the second-order
rate analysis for the four-dimensional region of coding rate, utility, privacy for the decoder,
and privacy for the encoder are more challenging tasks. It is also worth analyzing the
achievable region with the other privacy measures such as Rényi information [30], maximal
leakage [15], and maximal a-leakage [16-18,21]. This paper analyzed the theoretical limits
of coding, but understanding how to achieve the theoretical limits remains open. The
construction of good codes is also an important subject. Extensions of this paper’s scenario
to coding with side information [2,25] are also of interest.
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Appendix A. Proof of the Markov Chain Xg—Xg—X5 in Converse Part of Theorem 1
Let pi(xg j, xge j, R ;) be the conditional distribution given Q = i,

pi(xeixee i fRi) = Y, Y, Y, plxl, xie, 2R)

XEkXeC k' R gt

ki kA R
=) ) p(xE xée, %r,)
Xg ki Xee gt
ki ki
(@) X
= Y ) pildl, fr i) p(xic|xE)
Xg,kZch’k:
ki ki
=Y pi(xd, 2ri) Y p(ade|xg)
x‘glkt ch,ki
kot ki
(b) X
= E pi(x%, 2R i)
x‘g’ki
koki
n
Y p(xee lxe,)
Xeek \I=1
ki
= pi(xe,i, 2ri)p(Xee,ilxe i)
= p(xgi)p(xeeilxe,i)pi(Rr,ilxe,i)
= p(xg,i, xgei)pi(Xr ilxei), (A1)

where
(a) is due to the Markov chain ch—Xg—f{R,i and
(b) follows from the stationary memoryless source.

Therefore, we can obtain the Markov chain Xgc ;—X g’i—XR’i. For the marginal distribu-
tion, we can show that

—

~ C
p(xg, xge, X)) =

N&>

-

pi(xg, xge, XR)

i=1

&
S~ S

pi(xe, xge)pi(Xr|xe)

-

I
—

n

1 R
p(xg, xee) - p Y pi(frlxe)
i=1

e

f

—
=

p(xe, xee)p(2r|xe), (A2)

where

(c) follows because
n
p(xg, xge, &) = Y Pr{Q = i}pi(xe, xec, X)), (A3)
i=1

(d) is due to the Markov chain ch,i—Xg,i—)A(R,i,
(e) follows from the stationary memoryless source, and
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(f) follows because
p(Erlxe) = ZPI{Q i}pi(®rlxe). (Ad)
Therefore, we can obtain the Markov chain Xgc—Xc—Xz. We complete the proof.
Appendix B. Proof of Equation (56)
From A(j) C B(j) forj=1,2,...,M, — 1,
Pr{X € B(j)} = Pr{Xg € A(j)} + Pr{Xg € B(j) \ A(j) }- (A5)

If xit. € B(j) \ A(j), then x € T} (Xg|#% (j)) and (x%, x%) ¢ T (Xxc|#% (7)), and thus we
have x%. & T} (Xgc|x}, £ (j)) from Lemma 5. Then,

xi € B(j) \ A(j) =x¢ € Ty (Xe|2R(j)),
xge & T3 (Xge|xg, 2 () (A6)

We can prove that

Pr{xX € B(j) \ A())}
< Pr{X¢ € T (Xel2#R (7)), Xge & Ty (Xee| X, £2(7))
- ¥ Pxt=xl)
XeT (Xz 12,7)
Pe(XE # T (Xeelh, 2 (1) |XE = 2}
2y oexp=aw
XLeT) (X 123,7)
Pr{Xpc ¢ T} (Xge|x¥, 2% ()| XE = ¢, X% = 2 ()}

Nah?

(b N o2
< Y Pr{X} = xp} - 2|Xec| - | Xe| - | R le 2"

XLETH (Xel#R (7))

< 2|X| - | Arle 2", (A7)

=

where

(@) is due to the Markov chain X%.—X%-X", and
& E R
(b) follows from Lemma 6.

From Equations (A5) and (A7), we can obtain
|Pr{X} € B(j)} —Pr{X} € A} < 2| x| - |XR|e . (A8)
We complete the proof of (56).

Appendix C. Proof of Existence of Code Satisfying Equations (57)—(62)

We first set M, := 2"R and r,, := % log Mj,. Then, we obviously have (57).
From the union upper bound,
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My—1
ProXg ¢ |J A()
j=1
< Pr{X} ¢ T}(Xe))
+Pr{X¢ € T (Xg), Xg & T5 (Xe|2R ()
forallj=1,2,...,M, —1}. (A9)
From Lemma 6, the first term in (A9) is bounded as
Pr{X} ¢ T} (X¢)} < 2| Xele 2", (A10)

We consider the expectation of the second term in (A9) by random coding. Hereafter, we
denote the random variable corresponding to the reproduced sequence % (f) as X% (j). For
notational simplicity, we use the abbreviation

Pr{X¢ ¢ T} (Xe| X% (7))
forallj=1,2,..., M, — 1|X} = x¢}
= Pr{x} ¢ T} (Xe| X% ()

forallj=1,2,...,M, — 1}, (A11)
and then
E[Pr{X} € T} (Xg), X¢ ¢ T} (Xe|XR% (/)
forallj=1,2,..., M, — 1}]
= ¥ p(E)E[Pr{X# ¢ T} (Xe| KR ()
xgeT‘;?(Xg)
forallj=1,2,..., My —1|X¢ = x1}]
(a) n n n % .
LY pE|Prixd ¢ T} (X KR ()
ngTg’(Xg)
forallj=1,2,..., M, — 1}}
M,—1 R
= ) P(x§)< [ E[Pr{xg ¢ TEI(Xle?z(]'))}O
XLETI (Xe) j=1
(b) o My—1
= ), pQR)(E[Pr{x; ¢ T} (Xe|XR(1))}])
xgeTg’(Xg)
(2 exp{_zn(RfI(Xg;XR)f%fr)}
(d)
< exp{—Zz‘Szn}, (A12)
where

(a) is owing to (All),

(b) is due to the symmetry about indexes of random coding,
(c) follows from the same way as in (Section 3.6.3 in [31]), and
(d) because J is fixed to satisfy (49).
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From (A10) and (A12), we obtain

M, —1
E[P{Xg ¢ U A(j)}
j=1

Therefore, there exists at least one codebook satisfying (60) in the ensembles obtained by
random coding.
Hereafter, codebook C is fixed to satisfy (60). That is, codebook C satisfies

< (2| Xg| + 1)e 2", (A13)

M;—1
Pr{xg ¢ A(j)} < (2| Xe| +1)e 2, (A14)

=1

We evaluate the distortion function for each j.
i j=12,...,.M,—1

d(xg, 2% (7))
1 S

—— ¥ ¥ N(ablxg, #())d(a,b)

anR bE)?R
(e)
< Y ) Py x,.(ab)d(ab)

a€XR pe X
+ (5 + 51)")(72' : "XA.R|Dmax

= E[d<XR/ XR)] + (5 + 51)|XR| : ‘/‘?R|DmaXr (A15)

where
(e) because from Lemma 4, if x} € Tf(X¢|#%(j)), then xf, € T3 (Xr|#%(j)) and
from Lemma 3, if £ (j) € T#(Xg) and x5 € T3 (Xr|2% (/)), then (x%, £% (7)) €

T}, s (Xr, XR).
(i) j =My
1 n
d(xp, 2 (Mn)) = - Y d(xgr £r,i)
i=1
)
S Dmax; (A16)
where
(f) is due to the definition of Dmax == max _d(a,b).
LZEXR,bEXR

We consider Pr{], = M, }. From (A14),
Pr{], = M} =Pr{X¢ € A(M,)}

M, —1
=Pr{X§¢ U A(j)}

=1
< (2] Xg| 4+ 1)e 2", (A17)

Therefore, we can confirm

lim Pr{J, = My} =0. (A18)



Entropy 2023, 25, 921 36 of 47

From (i) and (ii), we can evaluate utility u, as below.

up = E[d(X}, X%)]
M,—1

< Y Priju =} (Eld(Xp, %))
j=1

+ (5+51)|XR‘ . |22R|Dmax> +Pr{]n = Mn} : Dmax

(8) N o
< E[d(Xg, XR)] + (6 4 61)|Xr| - | ¥R |Dmax + T (A19)

for all sufficiently large n, where
(g) follows from (A18).

Thus, we obtain (58).
We can evaluate the privacy leakage against the encoder as shown below.

I(X3; Xz)

ey =

=z

i—1
I(Xg,j; X2 X0, )

=

—
=
=
Il
-

SP3|I

-

I
—

I(Xyyj; Xe j)

=
=

e
T

<
tn

), (A20)

where
(h) is due to chain rule for mutual information and
(i), (j) follows because i.i.d. PX;%.
Thus, we have (59).
Next, we show that the probability that random vector X} is not included in the set
U]-Ai"l_l A(j) is sufficiently small. First, notice that

M;—1 M;—1
e ¢ U AG) =g ¢ U AG)
j=1 =1

or

x¢ € A(jo),
(xg, xec) & Tos(Xic| %% (o))
for jo = fu(xg), (A21)

where jj is the index such that f,,(x}) = jo for 1 < jo < M, — 1. Therefore, by the union
upper bound,

My-1
Pr{X,’é% U A(j)}

j=1

M,—1
gPr{XZ ¢ U A(j)}
j=1
+Pr{Xg € Aljo), (Xg, Xee) & Tos(Xxc| 2% (jo))
for jo = fu(Xg)}- (A22)

We evaluate each term in (A22).
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(i) The first term:

N

M, -1 (k "
Pro Xt ¢ |J A() p < (X +1)e >, (A23)

j=1

where
(k) isbecause of (A14).

(i) The second term:
If the event in the second term occurs, x} € T} (Xe|# (jo)) and (x%,xk) ¢ Tg5(Xkc|#% (jo))-
Therefore, from Lemma 5, x. ¢ Tj (Xgc|xE, 2% (jo)) holds. Hence,

Pr{Xg € A(jo), (Xg, Xge) & Tos (X |2 (jo))
for jo = fu(Xg)}

< Pr{Xg € A(jo), Xge & T§ (Xge| X, ¥ (jo)) }
My—1

<Y Y Pe{xi—ap)

j=1 xgeA())
Pr{Xee & Ty (Xec|xe, 2% (/)| Xg = x¢}
M;—1

O% Y Pr{xt=xi})

J=1 xEeA(j)

Pr{X{c & T (Xec|x}, 2% (7)) | XE = x§, X% = 2%(7)}
(m) Mt n n v —26%n
< Y. Pr{X{=xi}-2|Xee| - [Xe| - [Xre

=1 xEeA())

(2)22( | R [e20%n A24
< 2| Xl - [Agle ™", (A24)

where

(1) is due to the Markov chain X%, — X% — )A{%,
(m) follows since x} € T} (X¢g|%% (jo)) and Lemma 6, and
(n) follows because A(j) are disjoint for each j.

From (A22)-(A24),

My—1
Pr{X,”c ¢ U A(j)} < 4] x| - | Rple2. (A25)
j=1

Therefore, for sufficiently large #,
M;—1 -
PdXp ¢ |J A()p <7, (A26)
j=1

and we obtain (61).
From Lemma 1, for sufficiently large n to stochastic matrix W : Xr — X and
21, (j) € T#(Xg) we can show that

1 s -
1 108 T8 (Xcl#8.)) | - H(Xel )| < 7 (A27)

0

On 1=
2 (X
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We can also show from (A27) that
on{H(Xx|Xr)-7} < |T:512(X,C|JQWR(]))| < o {H(Xg|Xr)+7} (A28)

From the definition of .A(j) and T} (Xk| % (j)) and Lemma 3, for j = 1,2,..., M, — 1, we have

X € A()) <:>{x5 € T} (Xel#% ) (A29)
X € Tos(Xkc|2R (7))
_ xg € T (Xel2% (7))
X € T} (X |2 (7)) :»{ e (A30)
bR X € T (Xic|#4.(7)
This means
T3 (Xk|#% (7)) € A())
= | T}, (X2 ()| < [AG)]- (A31)
Therefore, from (A28) and (A31),
JA(f)| > 2n{H Xl Xr) =7, (A32)

and we obtain (62).

Appendix D. Derivation of Inequality in Equation (63)

We derive the inequality in (63). To write notation concisely, for every xj, € X3, and
eachj=1,2,...,M,, we define P,(j), Qn(j), Pn(xH,]) and Qn(xﬂ, ) as follows:

Py(j) = Pr{Xy € B(j)}, (A33)
Qu(j) = Pr{X} € A(j)}, (A34)
P Py (xy;, ) = Pr{X}, = x4, X§ € B(j)}, (A35)
Qn(xy, j) = Pr{Xj = x4, Xi € A(j)}. (A36)

Then, using the notation in [5], we can write each entropy as

H(X} € B(Ju)) = H(Py), (A37)
H(X} € A(Ja)) = H(Qu), (A38)
H(X3, Xk € B(Ju)) = H(Py), (A39)
H(X}, Xg € A(Jn)) = H(Qn). (A40)

The variational distance between distributions P,, and Q,, is

Pn/Qn Z|Pfl Qﬂ )|

Mn—l
Z |Pu(j) — Qu(j)]
+ |Pu(Mn) — Qu(My)|. (A41)

We evaluate each term in (A41).
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(i) The first term:
M,;—1
Y [Paj) = Qu(j)l
=1
M,—1
= Y Pr{X} € B(j)\ A(j)
j=1
(@) Mt
Pr{ Xj € U B(j
My—1 My—1
=Pre X e (J B( r{ X € U A(j
j=1
M,—1
1—Pr{ X} € U A(j
My—1
1—Prq Xj € U B(j
My —1 My —1
=P{Xp ¢ |J AG)p -PeS Xt ¢ | B()
=1 =1
My—1
<pixpe (J AG)
j=1
(b)
<, (A42)
where
(a) follows because B(j) \ A( ) is disjoint foreach j = 1,2,..., M, — 1,
(b) is owing to (61).
(i) The second term:
|Pﬂ(Mn) - Qn(Mn)| (—9 Qn(Mn) - Pn(Mn)
< Qu(Mn)
M,—1 B
=Pl Xp 2 | AG)
j=1
(d)
<7 (A43)

where

(c) follows because B(M,) C A(M,) and
(d) follows from (61).

From (A42) and (A43), the variational distance between P,, and Q,, is bounded from above as

dv(Pn/Qn) <T+T
=271. (A44)
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Next, the variational distance between distributions P, and Qn is

Pn/Qn Z Z |Pn x”H/ Qn(x'H/ )|

J=1x3, ey
My —1
= Y X [Pl )) — Qu(x )|
j=1 xpexy
+ Y | Pu(xy, Mu) — On (2, My)|. (A45)
X EX
We evaluate each term in (A45).
(i) The first term:
My—1
Y X |Palxi i) — Qu(xi )|
J=1 x5 eXy
My—1 B
= ) ) Pr{Xy =23, Xk € BG)\AG}
=1 xjexy
© My—1
= ) PriXy=x,Xpe U BG)\AG)
X, €A, j=1

M, -1
P{X,Ce U BG \A()}

j=1

M;—1 M;—1 ~
e G )
j=1 =1
M;—1
(1Pr{X,C€ U A(j })
M;—1
(1—Pr{X,C€ U B(j })
M,—1 M, -1
—Pr{X,Ceé U AG }—PI‘{X ¢ U B(])}
j=1 j=1
M;—1
SPr{X;esé U A(j)}
j=1

(£
<7, (A46)
where

(e) follows since B(j) \ A(j) is disjoint for each j = 1,2,..., M, — 1,
(f) is dueto (61).
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(i) The second term:

Z | Py (x4, M) — Qn(x;, My)|

xZ‘HeX{Q
@ Z (Qn(xg{/Mn)*pn(x;l_[,Mn))
x"HGX;f‘
< Z Qn(x?{an)
Xy, €XG,
= Qn(Mn)
M, —1 ~
=PreXp ¢ (J A()
j=1
(h)
ST (A47)

where

(g) follows because B(M,) C A(M,) and
(h) is due to (61).

From (A46) and (A47), the variational distance between P, and Q,, is bounded from above as

dv(pn/Qn) <T+T
= 27. (A48)

As a result, from Lemma 2 and the relation of each entropy,

(X} € BU,) — HOG: € AU))| < ~2elog 1 (A49)

|H(X%, X§ € B(Jn)) — H(X}, X € A(Jn))|
2T

From (A49), (A50), and the chain rule of entropy,

H(Xj; Xy € B(Jn)) — H(Xj | Xy € A(Ju))]
= [{H(X3, Xk € B(Ja)) — H(Xk € B(Ja))}
— {H(X3y, Xk € A(Jn)) — H(Xg € A(Ju)) }
= [{H(X3, Xk € B(Jn)) — H(Xj;, Xg € A(Ju)) }
+{H(X} € A(Jn)) — H(X} € B(Ju))}|

() -
< |H (X3, Xk € B(Jn)) — H(X3;, Xk € A(Jn))]

+|H(Xg € A(Jn)) — H(Xk € B(Jn))|

2T
B M
2T
-,
| X[ - M
2t

< —2tlog ;TT
n

= 4tlog (A51)

where

(i) isbecause of the triangle inequality.
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Therefore, we obtain
1 n 1 n n
;H(XHUH) = EH(XMX/C € B(Ju))
1 ~ 47 |X7.,5 |n . Mn
> n n o oAt
> —H(Xy Xk € A(Jn)) — —-log ———
D1 nion - 4T |Ay|" 2R
> EH(X}AXIC € A(Jn)) — 7108W
1 . Xy - 2R
= —H(X}|X}t € A(Ja)) — 47log % (A52)
where
() follows from the definition that M,, = 2"R and 27 < 1.
We complete the derivation of (63).
Appendix E. Proof of Equation (65)
First of all, we shall show
vy € A(j) = xR € Ty, (X x5, #R (7)),
03 = (|| +1)-26. (A53)
By the definition of A(j),
A(j) C T (Xic|#% () forj=1,2,..., M, — 1. (A54)
Thus, from Lemma 4, any x/ such that (x}, x},) € A(j) satisfies
xp € Tg, (Xr|x3, 2%(7))- (A55)

That is, given x, € X}l and £%(j) € X%, x € XA and x}. = (x4, x%) € A(j) are
conditional strongly typical sequences. Then, we obtain (A53), and

Y Pr{Xh = vl — ) PriX), = v}
xlh: (x%,xg_[)eﬂ(j)
< y Pr{X}, = x4 | XY, = ) Pr{X, = ). (A56)
Ty, (Xl 28 ()

Therefore, we obtain (65).

Appendix F. Proof of the Existence of Code Satisfying Equations (111)-(116)

We first set M, :=2"R and r,, := % log M;,. Then, we obviously have (111).
From the union upper bound,

My—1
Prs Xg & U A(j)
j=1
< Pr{Xg ¢ Tj (Xe)}
+Pr{Xg € Ty (Xe), X¢ & T5 (Xe|2%(7)
forallj=1,2,...,M, —1}. (A57)
From Lemma 6, the first term in (A57) is bounded as

Pr{X} ¢ T/ (Xg)} < 2|Xgle 2", (A58)
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We consider the expectation of the second term in (A57) by random coding. Hereafter, we
denote the random variable corresponding to the reproduced sequence £% (j) as X% (j). For
notational simplicity, we use the abbreviation

Pr{X¢ ¢ Ty (Xe| X% (7))
forallj=1,2,..., M, —1|X} = x¢}
= Pr{x} ¢ T} (Xe| X% ()

forallj=1,2,...,M, — 1}, (A59)
and then
E[Pr{X} € T} (Xe), X¢ & T} (Xe| X% (7))
forallj=1,2,..., M, — 1}]
= ¥ p(EE[Pr{XE & T} (Xe| KR (1)
XZGTE(Xg)
forall j=1,2,..., M, — 1|X% = xg}}
(a) on
L ¥ p(HE[Pr{sf ¢ T} (Xe| KR ()
XgETg(Xg)
forallj =1,2,..., M, 71}}
M, —1 .
= ) P(XZ)< [ E[Pr{x; ¢ TE’(&I%(]’))H)
XEETY (Xe) j=1
(b) 5 M,—1
= ), pQE)(E[Pr{x; ¢ T} (Xe|XR(1))}])
xgeTg(Xg)
(2 exp{izn(R—I(Xg;f(R)—%—T)}
(d)
< exp{—Zz‘SZ"}, (A60)
where

(a) is owing to (A59),

(b) is due to the symmetry about indexes of random coding,
(c) follows from the same way as in ([31], Section 3.6.3), and
(d) because J is fixed to satisfy (103).

From (A58) and (A60), we obtain

M,—1
Pr{XZ ¢ U A(j)}

/=1

E < (2] Xe| +1)e= 2", (A61)

Therefore, there exists at least one codebook satisfying (112) in the ensembles obtained
using random coding.

Hereafter, codebook C is fixed to satisfy (112). That is, codebook C satisfies

My -1
Pr{ Xt ¢ |J A()p < (2Xg| +1)e 2 (A62)
j=1

For a fixed codebook C, we divide the sequences x € X into three categories.

*  Strongly typical sequences x% € T?(X;) such that there exists a codeword X% (j,) for
some jo = 1,2,..., My, — 1 that is conditionally strongly typical with x%. In this case,
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from Lemma 3, (x¢g, £ (jo)) € Ty5(Xe, X (jo)) - Since the codeword is jointly strongly
typical with x¢, the continuity of the distortion as a function of the joint distribution
ensures that they are also typical distortions (see [2], Chapters 10.5 and 10.6). Hence, the
distortion between these x} and their codewords is bounded by D + ¢’ where ¢’ goes to
0 as n — oo. In the first-order analysis, that is, n — oo, we can regard D + ¢ as D.

*  Strongly typical sequences x} € Tj (X¢) such that f,, (x}) = M,.

*  Non-strongly typical sequences x% ¢ Tj (X¢).

The sequences in the second and third categories are encoded as f,(x%) = M,. The

sequences of third categories are the sequences that can be bounded by such the distortion

dmax as in excess of D. Then, the excess-distortion probability is evaluated as

Pr{id(xgg, Xk > D} < Pr{X¢ € A(Mn)} (A63)
M;—1

=P Xt ¢ |J A() (A64)
j=1

< (2] Xg| +1)e 2", (A65)

Hence, for an appropriate choice of € and 7, we can ensure the excess-distortion probability
of all badly represented sequences are as small as we want. We obtain (113).
We can evaluate privacy leakage against the encoder as below.

(X5, X¢)

ey =

Il
—_

M=
=
>
g
>
)

I e
Sl I I
I [0
—
—~
-
R
B
(S
el
x
-
SN—

D

I(

>

L
<

o

), (A66)

where
(e) is due to chain rule for mutual information and
(f), (g) follows because i.i.d. Py

Thus, we have (114).
Next, we show that the probability that random vector X,”C is not included in the set

U]-Ai"l_l A(j) and is sufficiently small. First, notice that

M, —1 5 M, —1
g |J AG) =g ¢ |J A()
=1 =1

or

x¢ € A(jo),
(xg, xgc) & Tos(Xic| %% (o))
for jo = fu(xg), (A67)

where jg is the index such that f,, (x}) = jo for 1 < jo < M, — 1. Therefore, by the union’s
upper bound,
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M,—1
Pr{X,”Cé U A(j)}

j=1

M, —1
sn{xze U A(j)}
j=1
+Pr{X¥ € A(jo), (XE XE) ¢ T8 (Xl 2 (o))
for jo = fu(X2)}. (A68)

We evaluate each term in (A68).
(1) The first term:

M1 (h) )
ProXp ¢ |J A() p < (2Xe| +1)e 2, (A69)
j=1

where
(h) is because of (A62).

(i) The second term:
If the event in the second term occurs, x e T (X¢|#4 (jo)) and (x2,xk) ¢ T2 (Xk|£4 (o). Therefore,
from Lemma 5, x}. ¢ T} (Xgc|x¢, 2% (jo)) holds. Hence,

Pr{Xg € A(jo), (Xg, Xgc) & To5(Xi| %% (jo))
for jo = fu(Xg)}

< PriXg € A(jo), Xge & Tj (Xee| Xg, ¥ (jo)) }
M;—1

< Y ) Pr{X}=xi}
j=1 xgeA(j)
Pr{X¢ ¢ Tj (Xec|xg, 2% (/)| Xg = xg}
) 3= Pr{Xl — g
= ). Y Pr{X{=xf}
j=1 xpeA(j)
Pr{X}c & T} (Xec|x}, 2% ()| XE = x3, X = 25(j)}
M, —1

N s
< ) ) Pr{Xd =i} o2& Xl | Rrlem >
=1 xEeA())

—
=

(?z;c | Ry |e20%n A70
< 2| X | - | Xrle™*", (A70)

where

(i) is due to the Markov chain X¢. — X — )A(%,
() follows since x% € T} (Xg|%% (jo)) and Lemma 6,
(k) follows because A(j) is disjoint for each j.

From (A68)—(A70),

M, —1
Pr{X}% ¢z U A(j)} < 4] X - | Rple2. (A71)
j=1
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Therefore, for sufficiently large n,

M,—1
P Xk ¢ |J AG)p <7, (A72)
j=1

and we obtain (115).
From Lemma 1, for sufficiently large n to stochastic matrix W : Xp — X and
£ (j) € T#(Xg) we can show that

1 P N

~log | T}, (Xl #k ()] — H(Xc|%r)| < 7, (A73)
)

2= g

We can also show from (A73) that
on{H(Xg|Xr)-7} < |T§2<XK|JQ%(]))| < on{H(Xg|Xr)+7} (A74)

From the definition of A(j) and T3 (Xx|#% (j)) and Lemma 4, for j = 1,2,..., M, - 1, we have

- x% e TH(Xe|2% (7
xi € A(j) <:>{ ¢ ‘sn( ¢l 7}11(])‘) (A75)
Xy € ng(dexR(]))
on x¢ € T (Xe|2R(j)
xg € Ty, (Xi| 2R () =>{ £= e o (A76)
* % & X € ng(XIC|xR(]>)
This means
T3, (Xk |22 () € A())
= | T3, (X |2 ()| < [AG)I. (A77)
Therefore, from (A74) and (A77),
JA(j)] > 2 HXkl X)), (A78)

and we obtain (116).
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