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Abstract: The quasi-consensus of a class of nonlinear time-varying multi-agent systems suffering
from both external inputs and deception attacks is studied in this paper. This is different from a
time-varying matrix, which is assumed to be bounded; further reasonable assumptions are supposed.
In addition, impulsive deception attacks modeled with Bernoulli variables are considered. Sufficient
conditions to achieve quasi-consensus are given, and the upper bounds of the error state related to
the deception attacks is derived. Finally, a numerical simulation example is provided to show the
validity of the obtained results.
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1. Introduction

Systems with time-varying dynamics are more suitable to model objects in the real
world compared with time-invariant systems. Owing to the time-varying parameters,
the stability and stabilization of time-varying systems are more difficult to study even for
linear systems. In recent years, results on the stability analysis of time-varying systems
have been found in [1-6] and the references therein.

For example, a uniformly asymptotically stable function was proposed to study the
asymptotic stability of linear time-varying systems in [5] and a nonlinear one in [6]. This
approach was then extended to time-delayed systems [7], impulsive systems [8] and
sampled-data systems [9]. Different from the method used in [5-7], the authors in [4]
developed a novel lemma based on more general time-varying delayed systems.

Nevertheless, the consensus of time-varying multi-agent systems (MASs) has not been
fully studied, as the analysis of time-varying systems is laborious. Moreover, time-varying
dynamics in MASs mainly focus on the time delay and the communication topology [10-12].

For example, the uncertainty caused by unknown time-varying communication delays
was considered in [10]; formation control with time-varying communication networks was
studied in [12]. When studying systems with uncertain parameters, such as randomly
occurring uncertainties and randomly occurring nonlinearities in [13-15], the norm of the
time-varying term in the system matrix is always assumed to be less than one. Conserva-
tively, this assumption is restrictive to adopt in practical works.

On the other hand, the consensus problems of MASs have been crucial issues over
the past two decades [16]. The consensus of MASs means that all agents will reach the
identical goal through exchanging information with neighbors [17],. It has been widely
studied in practical applications, such as UAV irrigation and formation [18,19] and power
grid energy distribution [20,21]. In practice, unexpected interferences, such as external
inputs or cyber-attacks, may occur due to the complicated workspace. These unexpected
interferences may lead to poor performance and even destroy the stability of systems.
It is known that environment disturbances are inevitable and usually described by the
Brownian motion.

Entropy 2022, 24, 447. https:/ /doi.org/10.3390/e24040447 https://www.mdpi.com/journal/entropy


https://doi.org/10.3390/e24040447
https://doi.org/10.3390/e24040447
https://creativecommons.org/
https://creativecommons.org/licenses/by/4.0/
https://creativecommons.org/licenses/by/4.0/
https://www.mdpi.com/journal/entropy
https://www.mdpi.com
https://doi.org/10.3390/e24040447
https://www.mdpi.com/journal/entropy
https://www.mdpi.com/article/10.3390/e24040447?type=check_update&version=1

Entropy 2022, 24, 447

2 of 14

Stochastic MASs modeled by Ito differential equations have been widely investigated
in recent years [22]. However, the definition of consensus is not applicable if systems are
disturbed by external inputs, and to describe the consensus in this case, the concept of
quasi-consensus is proposed. Particularly, an error bound as controllable error for bounded
external inputs is introduced in the quasi-consensus [23,24].

Significantly, working in an open environment typically brings about security prob-
lems [25]. Cyber-attacks are common, and they can destroy the stability of systems and
seriously affect the equipment [26]. Hence, cyber-attacks are important factors when
studying the stability of MASs. Generally, cyber-attacks are divided into two categories:
denial-of-service (DoS) attacks [27,28] and deception attacks [29-33].

DoS attacks block communication networks, which leads to packet drops or packet
time delays. For instance, the problem of communication topologies interrupted by DoS
attacks with a definite probability was considered in [28].

Deception attacks relate to the situation that malicious adversaries can find and
manipulate the transmitting information and control signal. False data injection attacks
mean that false information can be injected to the controller or the feedback channel of the
controller [29]. Furthermore, deception attacks can be divided into different categories: data
replacement attacks, false data injection attacks and so on [30]. In [32], the quasi-consensus
of a class of discrete-time multi-agent systems was studied using recursive linear matrix
inequality and the stochastic analysis method.

In [33], in order to avoid certain adverse effects caused by system instability, load
shedding and false data injection attacks, the authors designed a load frequency controller
to provide a constant and uniform frequency in different operation cases of microgrids.
The consensus of MASs in a given finite horizon were studied when the systems suffered
from false data injection attacks [34].

To describe the randomness of deception attacks, Bernoulli variables were introduced
in an attack scenario in [35]. Nevertheless, most of the existing results are on time-invariant
MASs subjected to continuous-time deception attacks [29,31-33], while it is more practical
and challenging for time-varying multi-agent systems under impulsive deception attacks.

With the above analysis, a consensus of time-varying MASs subject to both external
inputs and deception attacks is missing in the literature, and how to release the restrictive
assumption on the time-varying system matrix is meaningful and challenging. This pa-
per aims to deal with the above problems, and the main contributions of this paper are
summarized as follows:

(1) Compared with the traditional assumption on the time-varying system matrix of
MASs, more general and practical conditions are considered in this paper versus the
analysis approaches used in [5].

(2) Both false data injection attacks modeled with Bernoulli variables and external inputs
are considered in this paper. Moreover, sufficient conditions for achieving the quasi-
consensus are derived, and the error upper bounds related to the external inputs and
deception attacks are also obtained.

The rest of this article is organized as follows. Some preliminaries are given in Section 2.
Sufficient conditions for the quasi-consensus are provided in Section 3. In Section 4, an
illustrative example is provided to verify the effectiveness of the proposed results. Finally,
our conclusions are drawn in Section 5.

Notation 1. Throughout this article, the following notations are adopted. Amax(-) and Amin(-)
are the maximum and minimum eigenvalues of any real and symmetrical matrix, respectively. I,
and 1y denote the n-dimensional identity matrix and an N-dimensional column vector with all
ones, respectively. N = {1,2,...}, N[1,N] = {1,2,...,N}, where N € N. R = (—00,+00),
R = [0, +00), R" denotes an n-dimensional Euclidean space, and R"*™ is the set of n x m
real matrix. diag{- - -} denotes a block-diagonal matrix. E[-] is the operator of expectation, and

x|l = /¥ x? denotes the Euclidean norm of vector x € R". C(X;Y) indicates the continuous
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mapping from X to Y. Dt g(t) denotes the Dini derivative of the function ¢ : R — R, and it is
defined as:

. t4+A) —g(t)
D*g(t) = lim SUFAI =8
st it A

2. Preliminaries
2.1. Graph Theory

In general, a weighted undirected graph can be represented by G = (V, £, A), where
Vv = {01,02,...,01\]} ,ECVxXxVand A = [ai]']NXN € RNXN, 0,0 € VY mean the set
of vertexes, the set of edges and the adjacency matrix, respectively. When data can be
transferred between agent i and j, i # j, i,j € N[1, N], there exists an edge between v;
and v}, that is (v;,v;) € &, then a;; = 1 and a;; = 0, otherwise a;; = 0. L is Laplacian
matrix of graph G, which can be denoted L = [l;i]nyxn € RN*N “and lij = —ajj, i # ],

. — VN .
lii = Z]‘:l/]‘;ﬁial]'

2.2. The Model of MASs

Consider a class of nonlinear time-varying MASs composed of N agents with external
disturbances. The dynamics of agent i,i € N[1, N| can be described by

%5 = A)x(0) + BOF (L (1), (D) +w(t), > ko,
)
{xi(fo) =i

where x;(t) € R", u;(t) € R" and w;(t) € R" represent the state, the control input and
external disturbances of agent i, respectively. A(t) = A+ a(t)TB(t)Q is a time-varying
matrix, where A, T, and Q are constant matrices with suitable dimensions, and B(t) is
a time-varying matrix. f(-) € C(R* x R" x R";R") is a nonlinear function, represents
intrinsic dynamics of the agent. Assume that the initial time ¢y > 0, the initial state of agent
iisgiand { = (¢1,25,...,0)T.

The system considered in this article may be linear or non-linear, which mainly
depends on the value of (t). Clearly, while B(t) = 0, (1) is a linear system.

Assumption 1. Assume that the random variables a(t) and B(t) in system (1) both obey the
Bernoulli distribution with the value 0 or 1. Their probabilities are set as follows:

{ Pr(a(t) y=ua, Pr(a(t)=0)

@,

1= 2
g @)

=1) =a,
Pr(p(t)=1)=p, Pr(p(t) =0)
where a, B [0,1] are known constants. In addition, a(t) and B(t) are independent of each other.

Based on the above conditions, the following equations are established:

Ela(t) —a] =0, E[B(t) — ] =0. 3)

In this article, a controller that suffers from false data injection attacks is considered,
and it is designed as follows:

IS N
u;(t) ZkZ Ui Y aij(xi(t) — xj(8))+i () di8i(t) | 6(t — t), VieN[L,N],  (4)
el |

where §(-) is the Dirac function, ¢;(t) denotes the attack signal of the agent i, and d; means
the strength of attack signal at the kth impulsive moment. U € R is the impulsive control
gain. {t;}, is the impulsive time sequence and satisfies 0 < fg < t; < -++ <t < -+,
limy_, oty = +00. Let Toup = suppenitir1 — te} and Ting = infren{tep1 — tc} > 0. ¢;(t) is
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a Bernoulli variable related to agent i, which is introduced to denote the occurrence of an
achievable attack. Hence, one finds:

Pr(y;(t) =1) = ¢;, Pr(yi(t) =0) =1—1¢.
where ¢; € [0,1] are known constants.

Assumption 2. The stochastic variables ;(ty), i € N[1, N] are mutually independent.

Remark 1. The configuration of MAS with external inputs under deception attacks in this paper
is shown in Figure 1. Deception attacks occur on the channel from sensor to controller, and the
attackers inject false data to control signal at discrete-time instants, thus, reducing the accuracy of
the system data.

Agent 1

Agent N

Sensor
© Attack 2
I~ signal

Communication

network

V

Figure 1. Configuration of time-varying MASs with external inputs under deception attacks.

According to the controller (4), MASs (1) suffering from false data injection attacks can
be described as:

X = A(t)x ()+l3()f( xi(t),wi(t)), t>ty, t#b,

Ax;(tx) = Uk Eaij(xi(tk) —xj(t)) + it diGi(te), ¢ =t
=1

©)

where Ax;(t¢) = x;(t7) — x;(t; ). Throughout the article, assume that x;(t) is right-hand
continuous at t = ty, x;(ty) = x; () = lim. g+ x;(t 4 ¢) and x;(t, ) = lim._,o-x;(t; + ¢).
Notice that the stabilization problem of an error system is equal to the consensus

N
of MASs. Therefore, define the error state e;(t) := x;(t) — Z(t) = x;(t) — & ¥ x;(t) and
i—1

N
@;(t) == w;i(t) — & L w;i(t). With the help of a Kronecker product, one yields e(t) =

i=1
(E® L)x(t) = ((Iy = yIN1Y) ® L) x(1) and & () = (E® I () = ((Iy ~ yIn1}) @
In)o(t), where x(f) = [x{(t),x3 (1), xx (D], e(t) = [ef ( ) €3 (), en (BT, w(t)
[ (£), w3 (8), - -rwﬁ(f)}T and w( )= (@ { (8, @7 (1), ..., ah 1],

Then, the compact form error system under the false data injection attacks can be
described as:

(1))e(t) + B(t)E(t,e(t), @(t)), t>to, t #ty,

(In
{Ae( ) = <tk>—e<tk>:<ukL®1n> (60) + d(E¥(h) @ L)E(t), 1=t O
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where ¥ (t;) = diag {1 (tx), Y2(t), ..., Yn(t) } is a diagonal matrix, &(t) = [&T (t), &3 (k)
e Ch ()] T as well as F(te(t),w(t)) = (E® L) f(t, x(t), w(t)), where f(t,x(t),w(t)) =
Tt xa(t), wi (1)), -, 1t xn (), won (8)]T

Assumption 3. The attack signal &(ty), k € N, is bound: ||&(ty)||* < & and & is a known
positive constant.

Assumption 4. For the nonlinear function f in system (1), there exist constants x1, k3 > 0
that satisfy

Tt x1 (8, y1(0) = FT (1 x2(8), y2(8) | x [ £t 21(8), y1(8) — f(tx2(t), y2(t))]
< rlxi(t) — 22 (1) + walya () — ya (1)

Assumption 5. Assume that the external disturbance w(t) is bounded and there exists a positive
constant @ that satisfies

supllw(t)|| < @,
>ty

Lemma 1. Ref. [36] Assume that 1 € R,T,Y,ZandA are matrices with proper dimensions.
Therefore, the Kronecker product has the properties

1) T =1TeYT;
(2) (N ®Y=T® (1Y);
B)IT+Z2)Y=TRY+ZRY;
(4) (TRZ)(Y®A) =(TY)®ZA.

Definition 1. Ref. [37] For any given initial value of the system , if there exists a compact set 9
and a constant © such that as t — +co, the error state e(t) converges to

9= {e € ]R”N‘]E[Hem < 19}, @)

and then the MASs (1) is said to achieve quasi-consensus; ¥ is the upper bound of error; and if
¥ = 0, MASs (1) is said to achieve consensus.

Definition 2. Ref. [8] Given an impulsive sequence T' = {t;},°%,k € N, let N1/ (t,s) denotes the
number of impulsive times in the interval (s, t], exists two constants Ny € N and T, > 0, such

that
t—s

Ny (t,s) < + Np. 8)

Tave

Tave and Ny are called the average impulsive interval and the elasticity number, respectively.

3. Main Results

Theorem 1. Suppose that Assumptions 1-5 hold, if there exists a positive definite matrix P and
positive scalars €1, €, €3, 7y, k1, kK2 and o > 0, such that

t
/ H(v)dv < y(t—s)+ 70, 0<s <t )
S
In(Zsupo
o= NZswo) (10)
Tsup

0<o<1, (11)
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where A(t) = P(Iy® A) + (In ® A)TP+a[P(Iy @ TB(£)Q) + (Iy @ TB(t)Q) " P] +,B£1PP+
Brer (e2+ D) Iun, b = Amin(P), g = Amax(P) H(t) = b Amax(A(1)), 11 = d*Epq(e;" +1),
o = d*(esgb +1), p = pPer (e +1), § = maxienpnPi d = maxkeNdk/ G =
(IN+ U L) ®1,,d = AmaX(G) Zsup = 70 and x = max{xy, k2 }.

Then, the time-varying multi-agent system (1) with external inputs and deception attacks
can achieve quasi-consensus under the control protocol (4), and the upper bound of error can be

estimated as

No 70 252
poNoeT0 @ NZsup

_|_
oo b(1 — 0 Zsup)

9= + b_lpzsupd)szup/

where Zgyp = €770,
Proof. Consider the following Lyapunov function:
V(te(t)) = el (t)Pe(t). (12)
For t € [ty, try1), k € N, taking the Dini derivative of (12) gives:

DV (e(t)) = 2T () P[(In ® A())e(t) + BE)E(t, e(t), @ (1))]. (13)

According to Assumption 1, one has:

A)TPe(t) + e (t)(P(Iy ® TB(t)Q)

2eT (H)P(In @ A())e(t) = el (t)(P(Iy ® A) + (Iy ®
t) + (a(t) —a)e” (1) (P(In @ TB(1)Q)
).

(Iy ® TB(£)Q)TP)e(
(

+ Q)P
+ (Iy® TB()Q)TP)e (14)
2¢T(t)PB(t)F(t e(t), @(t)) = Ble” (t)PE(t,e(t), @(t)) + F(t,e(t), @(t))Pe(t)]

)P

+2(B(t) — BT (H)PF(t,e(t), @(t)). (15)

Based on Assumption 4, it can be found that:

FT(t,e(t), @(t))F(t e(t), @(t)) = fT(t,x(t),w(t))(E® L) (E® L) f(£, x(t), w(t))
< [axT (1) + 1w (H](E @ 1) (E @ In) [k1x(t) + ko (1)]
= x7e’ (e(t) + mma[@” (He(t) + e (@ ()] + 50T (H@(t)
(kT + xraez)e” (He(t) + (15 + kampe; " (Ha(t), (16)

A

BleT (t)PE(t,e(t), @(t)) + FT(t,e(t), @(t))Pe(t)].
< Blere” (1) PPe(t) + e FT(t,e(t), @(t))F(t e(t), @(t))]
Blerel (t)PPe(t) + (K1€1 +K1K2€2€11)€T(t)€(t)
+ (13e7 ! + kyxaey e DT (D@ (t)). (17)

Substituting (14)—(17) into (13) and taking the mathematical expectation operation gives:
E[D*V(te(t))] < E{eT(t)(P(IN @ A) + (Iy @ A)TP)e(t) + ael (1) [P(Iy ® TB(£)Q)
+ (Iy ® TB(H)Q)TPle(t) + Bere™ (1) PPe(t) + (Bde; ! + Briaeae; el (Pe(t)
+ (Brder ! + Praracy ey T (Ha () }. (18)
Therefore, combining the above conditions with (18), we have:

E[D*V(te(t)] < HOE[V (¢ e(t)] +pa’ (Ha(t), (19)
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where A(t) = P(Iy® A) +
+ [31{281_1(82 +1)IN, b =
x = max{xy, k2 }.

For t € [t tx11), k € N and any positive number S, we establish a comparative
differential equation as follows:

{y'(t) = H(t)y(t) + p@" (H)@(t) + S,
y(t) = P

® A)TP—i-tx[P(IN ®TB(t)Q) + (Iy ® TB(t)Q)TP] + Be; PP
in(

(In )Q) +(
Amin(P), H(t) = b "Amax(A(1)), p = IBK2£1_1(€£1 +1) and

(20)

where @ = E[V (t,e(t))] + S By solving and comparing the solutions of the differential
equations, the following result is obtained:

t t .
E[Vs(te(t))] < @els 1O 4 o [ (@T ()@ () + §)elu HOMogy,
ty
For t € [ty, tri1), k € N, setting S — 0, one has:
t .
E[V(t,e(1)] < B[V (t, e(te)les "% o [ @ (wy@(u)els HOPqu, (1)

te

Fort = t}, k € N, according to (6), we obtain:

E[V(t], (f+))] Ele” (£7)Pe(tf)] = E[(e" (£ )GT + WT () x P(Ge(ty ) + W(t))]
Ele"(t )G PGe(t; ) + €' ()G PW(t) + W' (t) PGe(t;)
+ WT (1) PW (1], (22)

where W (t;) = di(E¥ (tx) ® 1,)E(tx). As for the first term in (22), has:

Ele? (t;)GTPGe(t )] = E{e () [(In + UsLT) @ LIP[(Iy + UgL) @ LJe(t; )}
< dE[V(t e(t)]. (23)
Then, we have:
E[e” (t; )GTPW (ty)+ W (t)PGe(t; )] < qE[e” (t)GTW (k) + W7 (t)Ge(t; )]
< qElese” (£)GTGe(t; ) + e5 W (t)W (1))
<esd’qb 'E[V (1, e(t))] + €5 ' d*Eg. (24)
For the fourth term, we obtain:
E[WT (1) PW ()] = E[d2ET (1) (E¥ (1) © L) TP(E¥ (1) ® L)E(t)] < d*3g.  (25)
In summary, through (23)—(25), we reach the following conclusion:

E[V (8], e(5)] < d(eaqh™ + DE[V(t elty) + PEfqles’ +1)
< GE[V(t; e(t;))) + 11, (26)

where 0 = d%(e3gb~! + 1) and 7 = d?{Pq(e5’ +1).

In this part, the mathematical induction method will be used to obtain the overall
evolution process of the system, based on (21), which is proven as follows:

For t € [ty, t1), we have

E[V (¢, ()] < E[V (to,e(to))]eo "% 4 p [ @T (wa(u)el HObau, — (27)

to
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According to (21) and (26), for any t € [t,_1, ), m € N, suppose that the following
inequality holds:

B[V (4 e(1)] < B[Vt e(to)efs "0 1T (om0 [ e wal
i=0 ti

. t t
s el H@)do gy, o Uliyeftmfifl H(v)dv) +p0 / CDT(u)cD(u)efut H@)dogy,  (28)
t

m—1

For t € [ty tym+1), m € N, a comparative differential equation similar to (20) is
established as follows:

{y«t) — HOy(1) +paT (H@(D) + 5, )

Y(tm) = P
where ®,, = E[V (t;, e(tm))] + S. By solving and comparing the solutions of the differen-
tial equations and S — 0, the following result is obtained:
t

E[V(t,e(t))] < CE[V (t, e(tn))]efm B 1 o [* &7 () (u)eli HOP gy

tm

< GBIV (10, e(to) el +2 (i [

, v ot
x e H@dogy 4 Ulﬂe‘ft'"*i i ) +p / LDT(u)cD(u)efu H@)dogy,, (30)
t

v im

Based on the definition of N/(t,s) in Definition 2, Assumption 5 and (30), for any
t > tg, one finds:

E[V(t,e(t))] < oNe HOR[V (g, e(to))] Jto +p/ oNe 60 5T (1)@ (u )ef H(v)do g,

L= (0Zyp) " 1)
1—0Zsup

+ N Zsup + PZsupCOszup/ (31)

. N(Zsupo
where Zgyp = €770 and Z,s = 7T ™70, Then, set 6 = M

+ v < 0, and one has:
t—t, Eoy
E[V(te(t))] <o e TNTE—t)F0E[V (1, e(to))] + p / orae TN (=010 T (1) (1) du
fo

=)
1= (i) e+
1—0Zsup

+ 7]Zsu + PZsu CDz'l'su
P P P

t
< oMo )RV (ty, e(ty))] + p(fNOe'm/ ST (u)@ (u)du

to

t—t (32)
1 — (0Zig) e N0 2
+ ﬂzsup 1= U'Zsup + stupw Tsup-
It follows from (32) that:
N, 2
. poroelod N Zsup )
< .
tETooE[V(t’e(t))] < |9| + 1= UZsup +szupw Tsup (33)
As
1
E[lle(t)]%] < < GEV(Ee(t))]-
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In conclusion, the nonlinear time-varying multi-agent systems with external inputs
under deception attacks can achieve quasi-consensus under impulsive protocol (4), and
they have the upper bound of error:

6 — pU’Noe'YOC?JZ n ﬂzsup
b|o] b(1 — 0Zsup)

+b1 szupd)zfsup.

O

Remark 2. Different from the works [31,32,35], the deception attacks in this paper mainly focus
on the false data injection attacks in impulsive form. Note that the time-varying matrix in [37]
assumes that BT(t)B(t) < KI, with 0 < K < 400, and this bounded condition is removed here.
In [35], the quasi-consensus problem of time-invariant systems under deception attacks is considered.
Compare with [35], this paper takes into account external inputs, deception attacks and time-varying
dynamics, which have greater significance in practice.

Remark 3. Based on the continuous time evolution characteristics of the system, a reasonable
assumption is constructed as (9). In addition, it can be seen from (21) that the system is always
unstable without a control protocol. If the system is stable, then (9) can be changed to:

/t H(v)dv < —y(t—s) — 70, 0 <s < t. (34)

Corollary 1. Under Assumptions 1-5, if there exists a positive definite matrix P and positive
scalars €1, €, €3, 7, k1, k2 and 7o > 0, the condition (34), and the following condition is satisfied:

h‘l(anO’)

Tave

6= -1 <0, (35)
where Z,,; = e~ TTint =10, Then, the nonlinear time-varying multi-agent system (1) with external
inputs and deception attacks can achieve quasi-consensus under the control protocol (4), and the
upper bound of error can be estimated as:

¢ pothem0@? NZnd

b’é| b(l-O’an)

+ b 0Z,1g @ Tsup- (36)

Proof. As this inference only involves the assumption of continuous time evolution charac-
teristics of the system, it only needs to prove the first part and the third part according to
Theorem 1. According to the solution of (19) and comparison function (20), for t € [ty, tr11),
k € N, setting S — 0, one can find:
ot t
E[V(t,e(t))] < E[V(t,e(te)les "% 4 p [ @ w@(u)els Mg, @37)
te

Similarly, we find that, as S — 0
~ t
E[V(te(t))] < oNoe= 10/ E0R[V (tg, e(tg))] + poNoe™ 70 / G (u)@(u)du
to
Ny

"\ Tave
1—(0Z;)
1-— Uan

+ 12 + panCDZTsupl (38)

/ _ _
where Z, . = e~ 75w ™70, When t — +o00, we have:

Nop—702
lim E[V(t,e(t))] < LTt 97 | 12w

. Zd@* Tsup-
t—-+oo 0] 1—0Z, T 0Lnac Tsup 39
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Hence, the nonlinear time-varying multi-agent system with external inputs and de-
ception attacks can achieve quasi-consensus under control protocol (4), and

¢ potoe10@? L 12w
o - oz

+ b_lpand)zrsup.

O

4. Numerical Examples

In this section, a numerical example is provided to verify the applicability of theoretical
results. The undirected communication graph of time-varying MASs (1) is shown as
Figure 2. From this, we know that

2 -1 -1 0
-1 3 -1 -1

L=1_1 231 2 o
0 -1 0 1
1 2

Figure 2. Undirected communication graph of time-varying MASs (1).

We consider 3-dimensional time-varying MASs with four agents, i.e., x;(t) = [x;1(f),
xip(t), x3(t)]T and i € N[1,4]. Setting w;(t) = [0.15cos(t), —0.2sin(t),0.3cos(t)]T, to = 0
and

07 —02 13 -03717

E=n L, ihT=|02 —24 25 07
16 04 —04 14

In addition, let f(t,x;(t), w;(t)) = [sat(x;1(t)) +sat(w;1(t)),0,0]T, where sat(y(t)) =
0.5(|y(t) +1| — |y(t) — 1]). According to the control protocol designed in (4), Figure 3 de-
scribes an impulsive sequence with attack strength d = 0.34 and impulsive control gain
Uy = —0.35. On the one hand, we assume that @ = 1.2, P = Ipp, & (t) = [ (1), En(t), En(t)]T
and & (t) = [0.15cos(t), —0.2sin(t),0.3 cos(t)]”, then & = 0.53.
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031
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Impulsive gains of attacks and protocols
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System running time: t

Figure 3. Impulsive sequence for d = 0.34 and Uy = —0.35.

Considering the influence of an impulsive attack sequence, we adopt a distinctive
impulsive signal {tk};fi, which satisfies (8) and is described as follows:
X, if mod (k, Np) # 0,
bk —tgq = o B (40)
No(Tave — %) + %, if mod(k, Ng) = 0.

where § and 7,4, are positive numbers that satisfy ¥ < 4., Ny € N. Hence, we find
Tinf = infyen{tes1 — t} = X and Tsup = supyen{ter1 — e} = No(Tave — X) + X We choose
X = 02,No = 3, e = 0.4, according to (40), and we find that T = 0.2, Tsyp = 0.8.
Choose that k1 = xp = 0.5,&1 = &9 = €3 = 1, then ¥ = 0.5. The parameters of system are
set as follows:

=155 174 0
A= 1 -1 1 |,
01 —-18 01

with parameters T = diag{0.4,0.3,0.3}, Q = diag{0.6,0.2,0.5} and B(t) = diag{0.2cos(t),
— 1.5cos(t),0.4cos(t) }. In addition, let E[a(t)] = « = 0.5, E[f(t)] = p = 0.3 and ¢ = 0.5.
Based on the designed parameters and in consideration of || St H(v)dv <0.1(t—s) +
0.65, then v = 0.1, 79 = 0.65. ¢ = d*(e3qb~1 +1) = 02,0 = w +9=-1.037 <0.
As shown in Figure 4, the green curve represents the modulus of the average states
of the agents of the time-varying MASs. According to the parameters selected above,
the upper bound of error can be calculated ¢ = 0.5, which is shown as Figure 5. When
t — +oo, the trajectories of states coincide and the MASs achieves consensus. It can be seen
from Figure 5 that, when system (1) disturbed by both external disturbances and impulse
deception attacks, the quasi-consensus can be achieved under the control protocol (4), and
the error is kept within the error bound. If there is no external disturbances or impulse

deception attacks, the consensus of the system can be obtained as shown in Figure 6.



Entropy 2022, 24, 447

12 of 14

—— I, 0
—— Iy
g 0
8 25] O |
e —— e 01
©
<~
«®
N2 B
—
N
;’_
E 15
Q
]
>
"
G
3
g ! i
7]
05 , , , , , , , , ,
0 2 4 6 8 10 12 14 16 18 20
System running time: t
Figure 4. State of four agents.
4 T T
—lel(vl
—le2(v)
35" 1
le3()
—le4()l
3+ — Error Bound |
<
o 25 1
N
—
no9 =
2 s .
1 |
0.5 VVA
E i
0 i i i i & M
0 5 10 15 20 25 30 35 40 45 50

Figure 5. Trajectories of system errors under external inputs and impulse deception attacks.
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5. Conclusions

In this paper, we studied the quasi-consensus of a class of time-varying MASs suffering
from both external inputs and deception attacks. By utilizing the analysis method from [5],
we relaxed the restrictive assumption on time-varying matrices. To describe the success of
deception attacks, a stochastic variable that obeys a Bernoulli distribution was adopted. By
employing the comparison principle, sufficient conditions to ensure quasi-consensus were
derived. Finally, a simulation example was given to verify the theoretical results.
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