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Abstract: This paper studies the intelligent reflecting surface (IRS) assisted secure transmission in
unmanned aerial vehicle (UAV) communication systems, where the UAV base station, the legitimate
receiver, and the malicious eavesdropper in the system are all equipped with multiple antennas. By
deploying an IRS on the facade of a building, the UAV base station can be assisted to realize the
secure transmission in this multiple-input multiple-output (MIMO) system. In order to maximize
the secrecy rate (SR), the transmit precoding (TPC) matrix, artificial noise (AN) matrix, IRS phase shift
matrix, and UAV position are jointly optimized subject to the constraints of transmit power limit, unit
modulus of IRS phase shift, and maximum moving distance of UAV. Since the problem is non-convex,
an alternating optimization (AO) algorithm is proposed to solve it. Specifically, the TPC matrix and
AN covariance matrix are derived by the Lagrange dual method. The alternating direction method of
multipliers (ADMM), majorization-minimization (MM), and Riemannian manifold gradient (RCG)
algorithms are presented, respectively, to solve the IRS phase shift matrix, and then the performance
of the three algorithms is compared. Based on the proportional integral (PI) control theory, a secrecy
rate gradient (SRG) algorithm is proposed to iteratively search for the UAV position by following
the direction of the secrecy rate gradient. The theoretic analysis and simulation results show that
our proposed AO algorithm has a good convergence performance and can increase the SR by 40.5%
compared with the method without IRS assistance.

Keywords: intelligent reflecting surface (IRS); unmanned aerial vehicle (UAV); alternating optimiza-
tion (AO); secure communication

1. Introduction

Due to their low cost, high mobility, and easy deployment, unmanned aerial vehicles
(UAVs) have been widely used in logistics transportation, earthquake relief, aerial search
and rescue, etc. In addition, UAVs can act as air base stations, relays or user nodes, and play
important roles in wireless communication. Compared with traditional terrestrial commu-
nication, on the one hand, UAVs can use more sophisticated three-dimensional (3D) beam-
forming technology to greatly improve channel capacity; on the other hand, UAVs have a
high probability of forming line-of-sight (LoS) links with ground users with good channel
quality. However, these characteristics of UAVs can also pose security challenges to wire-
less networks, as it is also easier for eavesdroppers to form LoS links with transmitters and
perform passive eavesdropping or active attacks. Therefore, the security problem in UAV
communication systems is a research content worthy of attention. However, traditional en-
cryption techniques require high computational complexity and consume large amounts
of energy, which are not suitable for energy-constrained UAV platforms.
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As a powerful supplement to the upper layer encryption techniques, the physical layer
security (PLS) technology uses the physical layer characteristics of the channel itself to im-
prove the secrecy performance. While ensuring the secure and reliable communication of
the legitimate receiver, it tries to avoid the effective eavesdropping of eavesdroppers [1-4].
PLS technology in UAV communication networks can achieve secure transmission with
low energy consumption through the differentiated design of wireless channels. It does
not require key management and distribution, and omits the encoding and decoding pro-
cess, making it suitable for resource-constrained UAV communication platforms. There-
fore, it has a high application prospect and research value.

The PLS of UAV communication networks has been widely investigated. Mamaghani
and Hong considered the power allocation optimization problem between the confiden-
tial signal and the artificial noise (AN) signal transmitted by the UAV base station [5]. Ji
et al. regarded the cache-enabled UAYV as a reliable relay and proposed an optimization
problem of maximizing the minimum SR among users [6]. For the case where the eaves-
dropper location obeys the Poisson point process, Sun et al. derived a closed expression
for the lower bound on the average secrecy rate (ASR) and maximized it [7]. When only
the statistical illegitimate channel state information (CSI) was known, Bao et al. derived
a closed expression for the secrecy outage probability (SOP) and the ergodic SR [8], and
Yuan et al. optimized the UAV trajectory and beamforming vector [9]. Dong et al. con-
sidered the coordinate multiple points technology to form a UAV swarm relay, by jointly
optimizing the transmit power of the base station and UAV relay, power allocation coef-
ficient and beamforming on UAV relays, and the trajectory to maximize the ASR [10]. Ye
et al. considered that the UAV base station serves the legitimate UAV users under the
eavesdropping of illegal UAVs, and derived the closed expressions of SOP and average
secrecy capacity [11]. Wang et al. investigated the cooperation of high-altitude platform
and UAVs to provide services for ground users, and jointly optimized channel allocation,
users’ power, and UAVs’ three-dimensional (3D) position in the NOMA-enabled network
to counter an eavesdropping UAV [12].

1.1. Related Work

Although the above PLS technologies have been studied in-depth, when the legal
channel quality is further deteriorated or the energy consumption of the communication
node is limited, the above techniques may not meet the needs of secure communication.
Therefore, the emerging intelligent reflecting surface (IRS) technology is introduced into
the design of the secure UAV communication system. By integrating a large number of
low-cost passive reflection components and controlling each amplitude and phase to re-
flect the incident signal independently, IRS can achieve a passive 3D beamforming, which
can modify the wireless propagation environment and bring a higher degree of design
freedom to secure wireless communications [13,14]. Wang et al. deployed an IRS on the
UAV as a trusted relay to maximize the ASR by jointly optimizing the beamforming vector,
IRS phase shift matrix, and UAV’s trajectory [15]. Sun et al. optimized the positions and
beamforming of a UAV base station and IRS deployed on building walls to maximize the
SR [16], and Pang et al. further optimized the trajectory of UAVs [17]. In addition, Fang
et al. optimized the transmission power of the base station [18]. In contrast, Li et al. con-
sidered a time division multiple access communication system [19], and Li et al. extended
this problem to a multi-user scenario [20]. In addition to the convex optimization methods
used in the above research, Guo et al. used the deep deterministic policy gradient (DDPG)
framework and proposed a twin-DDPG deep reinforcement learning algorithm to solve
the SR optimization problem [21].

Although the above works have carried out a certain degree of research on IRS-assisted
UAV secure communication, they are all based on the multiple-input single-output (MISO)
channel or single-input single-output (SISO) channel and do not involve the problems of
UAV-assisted multiple-input multiple-output (MIMO) scenarios. In a MIMO system, mul-
tiple parallel data streams can be transmitted at the same time to increase channel capac-
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ity, and the spatial multiplexing gain and spatial diversity gain can be used to overcome
the channel fading, which has obvious advantages compared with MISO and SISO sys-
tems. However, due to the difference of channel models, the optimization problems in
MIMO system are much more complicated than that in MISO systems. Firstly, the beam-
forming vector optimization in MISO systems needs to be transformed into covariance
matrix optimization in MIMO systems. Secondly, the expression of the achievable rate is
in the form of the logarithm of scalars in MISO communication systems, while in MIMO
communication systems, the achievable rate expression takes the form of the logarithm
of matrices determinant. This means that the optimization objectives, constraints, and op-
timization techniques are different from those in MISO systems, which is more challeng-
ing to deal with. Especially in the optimization of deployment position of the UAV, the
strong non-convexity of the optimization problem makes it difficult to apply similar algo-
rithms such as the successive convex approximation (SCA) and the semi-definite program-
ming (SDP) to MIMO scenarios, and therefore difficult to solve using traditional convex
optimization methods.

Therefore, current works have conducted in-depth research on the PLS communica-
tion of UAV-MISO systems, but only a few of them involve MIMO scenarios: considering
the impact of multi-antenna eavesdroppers on UAV communication, Maeng et al. pro-
posed a new linear precoder design scheme for data and AN transmission and derived
a closed expression for the ASR for cellular connected UAVs networks [22], but they did
not address the optimal design of deployment position of the UAV. Yuan et al. studied
the secure beamforming and UAV trajectory planning problems in MIMO transceiver and
multi-antenna eavesdropper (MIMOME) scenarios [9], but this research used the exhaus-
tive search method of discrete processing, which has a large amount of calculation and low
accuracy and thus makes it easy to lose the optimal solution. Mamaghani et al. proposed
a full-duplex UAV relay scheme based on AN to maximize the ASR, but the reinforce-
ment learning method requires high hardware cost and is not suitable for environmental
changes [23]. However, the above research does not involve the booming IRS technology
and does not fully exploit the secure communication capabilities of UAV-MIMO systems.

1.2. Main Contributions

As mentioned above, the current various research works mainly focus on the secure
transmission of UAV-MISO systems. The related research on the PLS of UAV-MIMO com-
munication is still in its infancy currently. In particular, there is still a research gap in the
effect of IRS on the PLS of UAV-MIMO systems, and the corresponding design of the opti-
mization algorithm is not reported in the literature yet, which motivates this work. In this
paper, we jointly optimize the UAV position, transmit precoding (TPC) matrix and AN
matrix, and IRS phase shift matrix to maximize the SR of an IRS assisted UAV-MIMOME
communication system. The formulated problem is non-convex, and it is quite difficult to
convert it into a convex problem for an approximate solution using common methods such
as the successive convex approximation (SCA) or fractional programming. Therefore, we
propose an alternating optimization (AO) algorithm to deal with this problem and obtain
the suboptimal solution through multiple iterations. The main contributions of this paper
are summarized as follows.

(1) Different from the above literatures which focused MISO communication [15-21], we
utilize the IRS to enhance the security of the UAV-MIMOME wireless communication
system. Specifically, the system is composed of a UAV base station, an IRS, a ground
legal receiver, and a ground eavesdropper. Each node is equipped with multiple an-
tennas. The SR of the UAV communication system is maximized by jointly optimizing
the TPC matrix and AN matrix, the IRS phase shift matrix, and the UAV placement
subjected to transmit power constraint, unit modulus constraint, and maximum mov-
ing distance constraint within each iteration interval.

(2) Since the optimization problem is non-convex, an AO algorithm is designed to solve
it. Specifically, using the weighted minimum mean square error (WMMSE) algorithm
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to convert the original problem into a tractable equivalent form. For the optimization
of the TPC matrix and AN matrix, we introduce auxiliary matrices and solve their ex-
pressions by the Lagrange dual method. For the optimization of the IRS phase shift
matrix, after the problem is transformed into a constrained quadratically constrained
quadratic program (QCQP) problem, three methods of alternating direction method
of multipliers (ADMM), majorization-minimization (MM), and Riemannian manifold
gradient (RCG) are used to solve it. For the optimization of the UAV placement, ex-
isting research based on MISO channels [24,25] and traditional convex optimization
methods for other parameters [26-28]-such as UAV coverage or outage probability—
cannot be directly applied to MIMO scenarios with more complex channel models.
Therefore, we propose a secrecy rate gradient (SRG) method, which combines the
change of the SR with the UAV’s proportional integral (PI) control theory, so that the
UAYV moves towards the position with greater SR until it reaches the point with the
maximum SR.

(3) The simulation results verify the advantages of the proposed algorithm compared
with the benchmark schemes. It can be seen that the proposed AO algorithm can
guide the UAV to move closer to the IRS, which proves that the IRS can effectively
improve the security of the UAV communication system. In addition, increasing the
transmission power and the number of antennas at legitimate nodes are beneficial
to improve the secrecy performance. Moreover, the channel fading coefficients also
play an important role in secure UAV-MIMO communications.

The rest parts of this paper are organized as follows. In Section 2, the system model
and the optimization problem are formulated. In Section 3, we propose an AO algorithm
to solve the optimization problem, which alternately solves the three sub-problems of the
UAV position, TPC matrix, and AN matrix, and IRS phase shift matrix. In Section 4, we
present the simulation results to verify the effectiveness of the proposed algorithms. We
conclude this paper in Section 5.

Notations: In this paper, matrices and column vectors are denoted by bold uppercase
letters and bold lowercase letters, Tr(-) and det(-) represent trace and determinant. ()7,
()M, ()", and (-)" denote the transpose, Hermitian, conjugate, and pseudo-inverse opera-
tors, respectively.  CM*1 denotes the space of M-dimensional complex-valued
column vector.

2. System Model and Problem Formulation
2.1. System Model

As shown in Figure 1, we consider a MIMOME air-to-ground communication sys-
tem, where the UAV base station equipped with a linear array transmits the information
to the ground legitimate user Bob. Simultaneously, a ground eavesdropper Eve tries to
eavesdrop on confidential information. To get close to Bob and stay away from Eve, the
UAV can actively move to find the best location for secure communication. All nodes are
equipped with multiple antennas. The number of transmit antennas at the UAV is Nr,
and the numbers of receive antennas at the Bob and Eve are Np and Nf, respectively. In
order to enhance the secrecy capacity, an IRS is deployed on the facade of a building to
assist the communication between the UAV and Bob, which reflects the transmit signal
of the UAV to increase the legitimate channel gain and damage the wiretap channel. The
IRS consists of M = Mx x My reflecting elements. Define the IRS phase shift matrix as
O = diag{61,...,0m,...,0Mm}, Vm € M, where 8, = e/"”"',cpm € [0,27]. Assuming that the
element spacing of each antenna array is half wavelength, namely, d = A./2.

Without loss of generality, we consider a 3D Cartesian coordinate communication
system. The UAV’s location is denoted as p, = [x4,V4,2 A]T, and the coordinates of Bob,

IRS, and Eve are p; = [xB,yB,zB]T, Pr = [xR,yR,zR]T, and pp = [xE,yE,zE}T, respectively.
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Eavesdropper
Legitimate user

Figure 1. An IRS-assisted secure ground-to-air communication system.

The channel gains between the UAV and ground receivers consist of LoS and non-
LoS (NLoS) components. Therefore, we assume that the air-to-ground channel adopts the
Rician fading channel model, and its channel gain depends on the Rician factor. In this
paper, we assume that the transmitter can obtain the perfect CSI of all communication
nodes, including the eavesdropper’s CSI. This assumption is possible, for example, when
eavesdroppers are also legitimate users of the network, but they are not supposed to re-
ceive certain information, and they should be considered passive eavesdroppers. In this
case, these undesired users can feed back perfect CSI to the transmitter. Based on existing
IRS-aided communication channel estimation methods [29], we can directly focus on the
final optimization task [15-18]. Therefore, this paper assumes that all CSIis available. The
channel gain between the UAV and terrestrial nodes, denoted by H ,;, is given by

—Cpi ~T —Cai kA' 1 .
Hz‘;i = 50dAfA “Hy; = ﬁOdAiCA (V kAi—LlHi?s—i_ \/ kAi4—1HI‘>‘T1LOS>’Z k)

where B is the reference channel gain at distance 1 m, d_;, denotes the distance, k, is the

Rician factor between node a and b, ¢ is the path loss exponent for a to b link. HL® repre-

sents the deterministic LoS component, and HES‘OS represents the random scattering com-
ponent. Let ¢; and ¢; denote the azimuth angle-of-arrival (AOA) and angle-of-departure
(AOD), and let ¢; and 6; denote the elevation AOA and AOD, respectively. The adjacent

antenna distance on the transmitter and IRS array is d, then HI;“;S can be expressed as

LoS _ 1.LoS(A) 4 LoS(D)
Ha? =hy 7 hy, 2)
where .
h}qc;S(A) _ [1,e—jﬁ—72dsim9mcos¢m, . .,e—j%(Ni—l)dSinﬁAiCOS(PAi} ) )
-2 . . X _27 _ . . X
hIX;S(D) _ {1, e—]demQA, cos (PAz, e ])jg (Np—1)dsin 6 4; cosq)m} ) (4)

The random scattering component HY-S is the NLoS component, which is modeled
by the circularly symmetric complex Gaussian (CSCG) distribution with zero mean and
unit variance.

Similarly, we assume that the channel between the UAV and IRS contains LoS and
NLoS components, so the Rician fading channel model is adopted, which can be

expressed as
/ - o3 / - LoS(A)4.LoS(D
H4R = ’Bod!!cRAR ‘H4R = ‘BonCRARhQOR( )h%OR( ), (5)

where hi&s(A) and h;(f(D) are given by
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hLoS(A) — |1 7j%\—”dsin O AR COS PAR 7]/\ Ldsin g ((Mx—1) cospar) 7j%\—”dsinl9AR((fol) cos Par+(My—1)singag) T 6
AR ,e 1A P PR : , (6)
h}é&S(D) _ [Lefji—’crdsinGAR COSPAR e*j%(NTfl)dsinQAR cos (PAR} ) @)
In addition, the channel gains between IRS and terrestrial nodes can be expressed as
=T kR LOS(A) LoS(D) NLoS .
HE, dpi® - Hp; = dpi ¥ ,/ d -hy H° € {B,E}, 8
where HIZEII-LOS follows CSCG distribution, and
hIé?S(A) [Lefj%dsin(?m cospri 7] 5= (Nj—1)d sin g, cos 4’R1:| T, ©)
h;?S(D) — [l,eij%d SinOpicOsgri —j3Zdsin Og;((Mx—1) cos ‘PRi),. i 3Edsing;((Mx—1) cos gp;+(My—1) sin ?Ri)] _ (10)

In order to achieve the secure transmission of confidential information, with the help
of multiple antennas, the UAV focuses the confidential signal to Bob by generating a TPC
matrix, while sending AN signal to Eve to damage its eavesdropping quality. The trans-
mitted signal can be written as

x=Vs+z, (11)

where V € CNt*Ni represents the precoding matrix, N; < min(Nr, Np) denotes the num-
ber of data streams, s ~ CN(0,Iy,) represents the transmitted signal, and z ~ CN(0,Z)
denotes the AN vector with zero mean and covariance matrix Z. Therefore, the received
signals of the legitimate user and eavesdropper can be expressed as

yi = (HE@Hax + HYf )x+ny i € {B,E}, (12)
where n; ~ CN(0,021y,),i € {B,E}.

2.2. Quadcopter UAV Model

Define (™) and u(") as the state vector and input vector of the quadrotor UAV control
system at a given iteration time #n, respectively, and A and B respectively represent the
influence of the state vector and the input vector on the derivative of each element in the
state vector. The control system of quadcopter UAV is modeled as the following matrix
differential equation,

o { e :_gf(n) +Bul) (13)
C =

We take the square of the speed of the four rotors of the quadrotor UAV as the input
vector u("), and the state vector contains four parts: the UAV position, the orientation, and
the derivative of the two-namely, ¢ = (p%, 0%, p}, 04). The direction vector is expressed

as0y = (—04, 04,9 A)T, where 04, ¢4 and ¢4 represent pitch angle, roll angle, and yaw
angle, respectively. We adopt the linear model in [30] to express this UAV system as

063 0Osx1 Oex1 Opx1  Iexe

o O1x3 & 0 0 0%
s(n) = 01x3 0 g 0 0146 s(m)
0443 04x1 O4x1 O4x1 Osxe , (14)

+< 08;4 >u(n)+< 01(1(;1 >

s(0) = s
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where g is the gravity constant and Yis a specific full-rank matrix. We only consider the hor-
izontal position change of UAV. When the input signal is selected as u(n) = Y ! (ugn) uén)

T
uﬁ”) 0) , the system model in the horizontal direction can be expressed as

01 00 0

m) | 00 g 0 (n) 0 (n)

w0 4=l ooo 1 [0 [" (15)

0 00O 1

c(o) =c

Ay A7, 0

where y € {1,2} represent the X-axis direction and the Y-axis direction, and

(n

Piy

. (n

P

& | P »”
i
- (n
04

2.3. Problem Formulation
Based on the above analysis and to facilitate the solution, we further define the AN ma-
trix Z = VEVH, Vi € CNr*Nr,oand set Hp = op’ (HEBG)HAR + HI;{B), and

Hp = 0! (HEE OH g + HEE), the achievable rates of the legitimate user and eavesdrop-
per can be expressed, respectively, as

Rp = log, | Iy, + HgVVIH} 5!

, (17)

Rp = 1og2’1NE +HpvVEREYY, (18)

where J; = HpVeVEHE + 1y, and J; = HgVEVEHE + Iy,. Then, the SR Ry is the
difference between the two achievable rates. We aim to maximize the SR by jointly opti-
mizing the precoding matrix V, AN matrix Z, IRS phase shift matrix ®, and UAV position
p4- Therefore, the SR maximization problem of the UAV communication system can be

formulated as

+
max Rsec = [Rp — Rg]
VIVEIGIPA

st Tr(VVH 4+ VeV ) < Pra 19)
[pa(n) —pa(n—1)[ <6, VneN,

where P,y is the maximum transmit power. The first constraint is the transmit power
limit, the second constraint is the phase shift matrix unit modulus constraint, and the last
constraint is the UAV moving distance limit between iterations.

3. Proposed Solution for Joint Optimization

In this section, we propose an AO algorithm to solve the Equation (19). The prob-
lem is decomposed into three subproblems; the precoding matrix V and AN matrix Z, the
IRS phase shift matrix ©, and the UAV position p 4 are solved alternately. Since this op-
timization problem is non-convex and thus difficult to solve, we need to transform it into
an easy-to-solve form. Following the work of Hong et al. on IRS aided secure MIMO
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communication [31], we convert the objective function of Equation (19) into the following
form:
Rsec = 108, In, + HgVVIHT;? | — log, | Ly, + HeVVIHE |

-1
= log, |In, + HeVVHY (Iy, + HpVy VEHY )
(20)
n log’INE H; (VVH n VEVI,:?’)H?‘ .
f f3

The problem is still an intractable non-convex problem that requires further reformu-
lation. As for f1, we transmit the SR maximation problem to another equivalent problem
by introducing the weighted minimum mean square error (WMMSE) method [32]. By in-
troducing the linear decoding matrix Z; € CNt*4, the MSE matrix of f; is

E1(Z1,V,VE) 2 Egzn, [(g —8)(5— s)H]

= (- ZiHpv) (14 - Z¥HBV)H +Z{! (Iy, + HpVeVEHY ) Zy. b

Introducing the slack variable X; € C#*4

reformulated as

, and using Lemma 4.1 in [33], f1 can be

f1 = max h1(Z1,V VE,Xl) = max log\X1| fTr(XlEl(Zl,V VE)) + Nj. (22)
Z1,X1320 Z1,X170

Then the optimal Z; and X; can be expressed as:

77 = argn%axhl (Z1,V, Vg, Xq) = argnzlinTr(X1 E1(Z41,V,VE))
1 B

1 (23)
- (INB +HpVpVEHE + HBVVHHgI) HpV,
X = argmaxh; (Zy,V, Vg, Xq) = [E1(Z%,V, VE)] ™!
X170 (24)

= [(In, — Z;HHpV) (Iy, — Z;HHV) +z;H(1NB n HBVEVEHHgf)zﬂ -

Similarly, by introducing the linear decoding matrix Z, € CNe*NT and the slack vari-
able X, € CNT*NT_ we can get the MSE matrix of f,, and f, can be reformulated as

H
E»(Zy, Vi) 2 (INT Z§HEVE) (INszngEVE) +7H7,, (25)
- ho(Zy, Vi, Xo) = log|Xs| — Tr(XoEy (Ey, V Nr. 26
fo= 2535, 2(Z2, Vg, Xa) = 5% 0g|Xz| — Tr(XoEx (Ey, VE)) + Nt (26)

Then the optimal Z, and X; can be expressed as

-1
Z; = argmaxha(Z, Ve, Xz) = (INE +HpVpVEHE ) Hy Vg, 27)
2
X5 — argmaxhy(Zy, Vi, Xo) = [E2(Z5, VE)]
X2>0 1 (28)

* H *
= [(, — Z3"HeVE) (I, — M VE) " + 25175
As for f3, we need to introduce Lemma 1 in [34] for reformulation,

f3 = maxhz(V Vi, X3) = maxlog|Xs| — Tr(X2E3(V, VE)) + NE. (29)

X3=0 X3=0
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By introducing the slack variable X3 € CNeXNE, the MSE matrix of f3 is
E3(V, V) = Iy, + Hg (VVH+VEV§1)HH, (30)
Then the optimal X3 can be expressed as
_ -1
X3 = argmaxli3(V, Vi, X3) = [Es(V, V)] t= [INE +Hg (VVH +VEVg)Hﬂ - @D
37

Therefore, the optimization problem can be expressed as

(P1) : max Rgec
Z1,X170,Z5,X2320,X3°=0

= (Z1,V, VE,X1) + h2(Za, VE,X2) + 13(V, VE, X3)
s.t. Tr (VVH + VEV?> < Prax (32)
|6m| =1,Vme M

[pa(n) —pa(n—1)|| <6,¥neN.

We can solve this problem by applying the AO method. Firstly, in the following sub-
problem (P2), fix the value of ®, p 4, to optimize the linear decoding matrices Z;, Z,, slack
variables X1, Xy, TPC matrix V, and AN matrix V. Secondly, in the following sub-problem
(P3), fix the value of Z1,X1,Z5,X5,X3,V, Vg, and p , to optimize the phase shift matrix @.
And finally, in the following sub-problem (P4), given Z1,X1,Z3,X3,X3,V, Vg, and O, the
position of the UAV base station can be solved by the SRG method.

3.1. Optimizing Z,,X1,25,X5,X3,V, and Vg
Simplifying Formula (32), the sub-optimization problem (P2) can be abbreviated as

(P2) : V}1(1)1‘1}1}0%(x1zl{fH)_u;VVHHl,gle) +Tr(XiZ{' Hp Ve VEHEZ, )
I VE7F
Ty xlz{fHBV) - Tr(xlvHﬂgzl) - Tr(xzngEVE) - Tr(xzngfgzz>
+Tr XZZ§HEVEVIE‘IH£IZZ> +Tr(x3HEVVHHIg) +Tr(x3HEVEV§H§)

5.t Tr (VVH) T Tr (VEV?) < pr.

(33)

The sub-problem is a convex QCQP problem for V and Vg, but the computational
complexity is high if solved directly using CVX. Therefore, the Lagrange dual method is
used to solve it. The Lagrangian function of (P2) is

‘Cl (V/ VE/ ]’l)
—Tr (xlz{fHBVVHﬂgzl) +Tr (xlz{fHBVEVIgHIgzl) —Tr (xlz{fHBV)

~Tr(X\VIHYZ, ) - Tr(XZFHeVE ) - Tr(XoVEHEZ, ) + Tr (XZEHeVeVEHEZ, ) (54
+Tr(XsHeVVIHE ) + Tr (XsHeVeVEHE ) + 3 [Tr(VVI) 4 Tr(VeVE) - py.
And its dual problem is
max min £1(V, Vg, u). (35)

>0 Vi=0,V=0

By taking the first-order derivative, the optimal solutions of V and V. are obtained as

V* = (uln, + Hy) 'HYZ, XY/,

* ) (36)
Vi = (;MINT + HVE) H?szg.

where Hyr = HEZ,X,ZHp + HEZ,X,Z ' HE + HEX;HE and Hy = HYZ,X,ZHg +
HEX:HE.
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Further, the eigenvalue decomposition is performed, and the optimal solution are

written as +
V* = Qf (uly, + A) ' Q™MHE Z,X{, -
x _ 0.t totHyH7z, xH (37)
Vi = Qe (1Iny + Ar) QEMHEZXy'
In addition, the optimal dual variable u should satisfy
u [Tr (V*V*H) +Tr (ng*g) - PT] =0. (38)

Define the monotone non-increasing function f (i) = Tr (VVH ) + Tr (VEVE ), we

first check whether f(0) < Pmax is satisfied when p = 0, if this condition is met, then p* =
0. Otherwise, the optimal value of the dual variable p* can be obtained by the bisection
search method.

3.2. Optimizing Phase Shift Matrix

In this part, by fixing the value of Z1, X1, Z5, X5, X3, V, Vg, and p 4, the sub-optimization
problem (P3) can be abbreviated as

. : H HyyH H HyyH o H
(P3): | min_ Tr (xlz1 HyVVHHE zl) T Tr (xlz1 HyVVIHE zl) Tr (xlz1 HBV)
—Tr(X;VHpZ;) — Tr (xzzgﬂEvE —Tr (XZV’gHIgZZ)

+Tr(xzz§1HEVEVg’H§zz) +Tr X3HEVVHH§) +Tr(x3HEvEV§H§)

st |0m| =1,Vm e M.

(39)

Extracting ® and ®" in the trace operation, the objective function of (P3) can be for-
mulated as

Tr(@HDH ) +Tr(OD) + Tr(@FZG)H G2) + Tr(@)HF1®G1) T, (40)

where c; is a constant term, which can be ignored in optimization, and

Vs =VVH 1 vevE, (41)

C, = 2,:X, 2%, (42)

Co = Z,X,2%, (43)

D =HurVsH,;CHE; + HAéQVEIHAExgHﬁE - HP?RXEVQIHAECZHEE (44)
~Hr VX ZHHE, — HorVEXoZITHEL,

G, = H gy VVIHY,, (45)

G, = Hr Ve VERA,, (46)

F; = HppCHE + He pXGHEE, (47)

Fy = Fy + Hy CoHE. (48)

By the Equation (1.9.5) in [35], remove the trace operation in the third and fourth terms

of (40), namely:
Tr(@HFl®G1) — oH (F1 ® GlT) 0, (49)
Tr(@HFQQGz) — oM (Fz ® Gl ) 0, (50)
where 0 = [61,6,,...,0)], similarly, the trace operation in the first and second terms of

(40) can be removed as

Tr(@HDH> = d"(6")@Tr(OD) = 074, (51)
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where 0" is the conjugate vector of 6 and d is the vector composed of elements on the
diagonal of D. Thus, the phase shift matrix optimization problem can be rewritten as

m(l)in £(0) = 6"=6 4 07d + d"6*
s.t|0m| =1,YVm € M,

(52)

where E = F, ® G} + F; ® G]. The right side of the equation is positive semi-definite
matrices, so 2 is also a positive semi-definite matrix. Then, the optimization problem sim-
plifies to

Irgnf(ﬂ) = 020 +2R{0"d"}

$.t.|0m| =1,Ym € M.

For the form of the optimization problem in (53), we solve it using three low complex-
ity methods: ADMM [36], MM [37], and RCG [38].

(53)

3.2.1. Alternating Direction Method of Multipliers

Introducing an auxiliary variable q for 6, then the optimization problem can be refor-

mulated as .
max f,(0) = —67=6 — 2R{6"d*} — §||q — 6|3

0.9
stq=20 (54)
O] =1,Vm € M,

where § > 0 is the penalty parameter. Defining ¢»(0,) = 0 if |6, = 1 and

22(0m) = o0, if [01] # 1, pr = [pRll,...,per]T and p; = [pl,l,...,pm]T are Lagrange
variables corresponding to the real and imaginary parts of ¢ — 8 = 0, respectively. Let
P = pr + p1, then its Lagrange function can be written as

M
£2(a,0, A0 M) = ~a"8q ~ Y. 1(6w) — Slla — 012 + R -29"d + (px + jpo1) " (a — 6) ). (55)
m=1

Its dual function is

min G(pg,p;) = maxLa(q, 0, pr, p1)- (56)
PRLI q,ﬂ

Therefore, the iterative form of ADMM solution for the dual problem is

g(ntl) _ argmax Lo (q<n), g,pw)), (57)
q"*) = argmax.y (g0, 5", (58)
(m+1) — 5 _ C(q("H) _ 9(n+1)). (59)

For the iteration of q("*1), it is necessary to derive the objective function, and if the
derivative is zero, the specific closed expression can be obtained as

For the iteration of 6(”“), taking out the terms related to 6 in £;, the optimization
problem can be written as

mp Sa ol + 1 (i) (00 o)} - Ewenr @
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Since the constant term does not affect the solution of the optimization problem, we
continue to add the constant term and express the objective function as

C 1 2 M
max qu — 150 gl — Y g1(6m). (62)
o 2 4 2 =l

If we want to obtain the maximum value of the objective function, 0(1+1) needs to
satisfy

oir+1) — pj <q<n) _ élrpw)). (63)

Let 6 = q(") — p(") /&, then the projection operation can be expressed as
260 — /g (64)

According to Lemma 3 in [36], we choose { = (||E||,, where : > 1 is the minimum
integer which satisfies (/2)Iy — &>0.

3.2.2. Majorization-Minimization

The core idea of the MM algorithm is to design a series of approximate optimization
functions to control the upper limit of the original function, and to converge to the optimal
solution of the original objective by minimizing the sequence.

We use f1(8) to represent the upper bound of the objective function. According to
Lemma 1 in [37], we reformulate the problem and rewritten as

minf,(0) = g2(0) +2R{6"d*}

50| = 1,¥m & M. (65)

Since 6110 = M, 6H AmaxIpmO = MAmax is constant, after removing the constant term,
the sub-problem becomes

min — 23%{9H ((AmaXIM —=)em — d*) }

(66)
s.t.|0m| =1,Ym € M.
Therefore, its optimal solution is given by
001 = exp (jarg {(AmaXIM —z)em — d*} ) (67)

where Amax is the maximum eigenvalue of =.

3.2.3. Riemannian Conjugate Gradient

The RCG method has been widely used in IRS-assisted MISO and MU-MISO commu-
nications, so this problem can also be solved using the RCG method. The specific steps are
as follows.

1.  Compute Riemannian Gradient: Based on the manifold space constrained by the IRS
phase shift matrix, we first calculate the Riemann gradient as the orthogonal projec-
tion of the Euclidean gradient on the tangent space,

gradf (6) = v(6®) —R{vf(6") @6} o0, (68)

where V/(6()) = 220(") +2d".

2. Search Direction: The conjugate search direction on the tangent space is

r) — —gradf (60) + 1z (x™), (69)
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where Z(-) is the vector transport function, and it can be expressed as
Z(r(”)) = ¢(n) _ %{r(") o) 9(")*} or 128 (70)

where (; is the Polak-Ribiere parameter [39].
3. Retraction: Project the tangent vector back to the circular manifold,
(n) (n-+1)
6" 1) = Ppj O+ Lor™ , (71)
L |9(n) + Czr(n+l)| )

where (, denotes the Armijo backtracking line step size [39].

3.3. Optimizing UAV Placement

Aiming at the influence of UAV on the spectral efficiency of centralized radio access
network, Roth et al. proposed a UAV location optimization method to maximize the data
rate [40], but this method does not consider the influence of IRS and eavesdroppers. Based
on this work, in this part, we propose a secure position searching method for IRS-assisted
UAV-MIMO systems—namely the SRG method. The details are as follows.

Fixing other variables except p4, the sub-optimization problem of UAV placement
(P4) can be expressed as

(P4) : maxRuec = log, Ly, + HaVV/HET; | — log, Iy, + HeVVHET;!

PA (72)
s.tlpa(n) —pa(n—1)|| <6,VneN.

The SRG method requires the derivative of the SR Rgec with respect to the UAV coor-
dinate, according to [41]

-1 HygHy-1
Reee = L .Tr{(INB +HBVVHH§I]§1) 9HBVVHBIB}

apA,v In2 apA,Ay
1 HygHy-1) ' 9HeVVIHE]! 3)
— s - Tr (INB+HEVV H{J; ) PR

where the derivative of Hp with respect to p , , can be expressed as

Hy _ VB o 1 H1€B®ﬁAR+\/FO a1 w7

Way — Tp Pay AR T Pay g pp/7 AP
Bo CAR (pRl77pAr’Y> HT @ﬁ \4 Bo T aﬁAR
— Vb0 car IR, VAL — 74
Tg 2 Yp—p, AR/ 2T RE AR pAllCARTE IRBE 0py, 74
VP ey (PoaPas) g N
% 2 |py—p,llaB’> 2 05lpg—p 44872 9Pay

Similarly, the derivative of He with respectto p , . can be expressed as

M ~ VB o 1 _yr eﬁAR‘|‘ N 1 T

Py O 9Pa,y di{}zR/Z RE 0 9Pa, d;AEE/2 AE
Vhocye_(PryPay) H! . ©H VBo T g

- 2 p.—p, [AR7ZF2 AR+ —— -7 H (75)
% 2 llp _PA”CAR/ZJrz RE (TEHPR_PAHCAR/Z RE aPA,“r

1 VPocar (;’E’W_PM) ~17;E \Bo OH L p
%2 pppylaE opllpp—palAE"* OPay

In the previous research on position optimization and trajectory planning of UAV
communication, it was often assumed that the influence of the phase part on the channel
was negligible and focused on the influence of distance change on the channel. In this case,
we also assume that the phase only has some random and subtle influence on the channel.
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Therefore, the influence of this part on the position change can be ignored. The derivative
part in (73) can be expressed as

OHpVVAHEY,' _ oHpVVIHET,' oHy

ap/w( > JHp E)pA/7 ( >

Pry~Pa Ppy~Pa _

—~ CAR Y Y T CAB Y Y T HyyHy—1

N30 i o2 HrpOHAR + 550 - ——"Hyp  VV HR], (76)
k lpr—PAll lpg—pall }

PR,vprn> T ¢ PB,“FPAW) T  Hy-1
+HpVVH AR R A T @H g + 4B A |
A O 2 py-pal® AP ) 7B

OHpVVHHET' _ oHVVIHIT' oH,

E)pAW oHp E)pAW
cap (PraPan) pr g ear (P Pan) pr - yympgaro

N Do e o 2 HREOHAR + 550 S ——5"Hyp EJE (77)
[ HPR PAH ”PE PA” J

pR,"fPAW> T c PE,"FPA,V) T  Hy-1
+H VVH R X A T @H g + SAE T ATV H .
E L2 |lpg—pal*  RE 20 |p—pul T AE ) Je

We can obtain the gradient of SR as

aRsec

(VRsec),y = apA .
Y

(78)

Next, the state of the UAV is adjusted and controlled by the secrecy rate gradient.
When the UAV achieves the maximum SR at a certain point, the position of the UAV should
remain unchanged; when the secrecy rate gradient is not zero, the UAV should move along
the gradient direction.

In order to meet the above requirements, the static end value of p 4 should match the
derivative V R of constant SR. So, with the PI-controller, the input signal is designed as

P
Uy = p(VRseC)7 — Kk’ koff)7
(A)

n

0y v e {12, (79)

n

04y

where k = (k1 ko k3)T is the controller gain, p is the prefilter coefficient, and the sys-
tem feedback control flow based on the Pl-controller is shown in Figure 2, where the

@ represents the superposition of signals, which are calculated by the process indicated
by arrows.

\% : .
(Rsec),. P u, I 0,, I OA,K@ f pA,;/J. Pay,

_kT

Figure 2. The feedback control process of UAV systems based on PI-controller.

In the control system, the controller matrices are determined by a linear quadratic reg-
ulator (LQR). Then, the parameters of the whole control system can be deduced as follows:

0 1 0 0 0
0 0 1 0 0

A= o 0 0 1 )’b_ oy (80)
0 _kl —k2 —k3 P
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Therefore, the state equation can be evaluated by

1 1 00
Lo ) + L 1 0J ®b)VRseC. (81)

By superimposing the results obtained in the (81) with the state vector of the previous
moment, the optimized position of the UAV can be finally obtained.

g

3.4. Overall Algorithm and Complexity Discussion

With the proposed optimization method of the three sub-problems, the overall algo-
rithm for solving the problem (P1) is summarized in Algorithm 1. Specifically, we iter-
atively solve three sub-problems-(P2), (P3), and (P4)-using the alternating optimization
method. For these three blocks, we fix the other two blocks to optimize a certain block.
The solution of other sub-problems obtained in this iteration are used as input to solve
the next sub-problem. When the change of SR obtained by two consecutive iterations is
less than the convergence accuracy x or the number of iterations exceeds j™%, the iterative
solution can be stopped. The TPC matrix V? and AN matrix Vg are initialized as matri-
ces whose internal elements are all 1/+/N; and 1/+/N, respectively. And the phase shift
matrix Q' is initialized to the identity matrix.

Algorithm 1 Iteration Algorithm for Optimizing Problem (P1)

Input: VO, VEO, @0, pAO, X-

Output: the TPC matrix and AN matrix, the IRS phase shift matrices, the UAV position, and
the SR.

Initialize: the iterative number j = 0.

Repeat

1: update {Z11+1,X1f+1,22f+1, X/t X5/ 1 }, and solve problem (P2) to obtain optimal
{Vj"H,VEjH} for given {@f,ij}.

2: Solve problem (P3) to obtain the optimal {@f +1 } for given
{leH, ) CLARIY ZIARID CYARED CIanY Vj+1,VEf+1,ij}. When choosing to use the ADMM
algorithm, iteratively solve by Equations (57)-(59); when choosing to use the MM algorithm,
iteratively solve by Equation (67); when choosing to use the RCG algorithm, iteratively solve by

Equations (69)—(71) until the SR increment or the maximum iteration number is reached to end
the loop of this sub-problem.

3: Solve problem (P4) to obtain the {p Al *1} for given

{zlfH, X+, 2yt X1, Xai L, VIt Wi+, @f'+1}. Using the SRG algorithm, iteratively
solves Equation (81) until the SR increment or the maximum iteration number is reached to end
the loop of this sub-problem.

4:Setj=7j+1.

until ‘(R )/Ryej| < x0rj > jmax.

sec,j Rsec,j—l

For the solution of the IRS phase shift matrix, the iterative process in the ADMM,
MM, and RCG sub-algorithms can guarantee the monotonic descent of the sub-problem
(P3). Similarly, for the solution of the UAV position, the iterative process in the SRG sub-
algorithm also ensures the monotonic decline of the sub-problem (P4). For the solution
process of the whole algorithm, the AO algorithm can guarantee the monotonic decrease
of the objective function value in each iteration, and the existence of the transmit power
constraint ensures the convergence of Algorithm 1.

The complexity of algorithm 1 is analyzed below. In step 1, the computational com-
plexity of {Hy, Hyg} is O(N3) + O(2N2N,;) + O(2N2NE), the complexity of binary search
to find the optimal u is O(N2Ng) + O(2N3), then the computational complexity Cy of
sub-problem (P2) is O(max{2N3,2N2Ng}). In step 2, the computational complexity Cs
of ADMM, MM, and RCG algorithm are O(M? + TapymM?), O(M3 + TypiM?), and
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O(M?3 + TregM?), respectively, where Tapma, Tamm, and Treg represent the iteration
number of three IRS shift optimization sub-algorithms. In step 3, the computational com-
plexity Cy of the SRG algorithm is O(TsrgN#), where Tsgg represent the iteration number
of the SRG algorithm. Therefore, the complexity of the whole problem can be
presented by

Cl = O(max{Cz,C3,C4}). (82)

4. Simulation Results

In this section, we show the simulation results to verify the effectiveness of Algorithm
1 and the advantage of the proposed secure transmission strategy. The parameter settings
we used in the simulation are set as follows unless otherwise specified [31,40]. The coor-
dinates of initial UAV point p ,°, IRS, Bob, and Eve are set as [~120,1.5]", [0,0]", [10,15],
and [—10, 15] T, respectively. The height of UAV is 60 m and the height of IRS is 25 m. The
transmit power limit is Pr = 15 dBm. The antennas number of UAV, Bob, Eve, and IRS
are Nt = 4, Ng = 2, Np = 2, and M = 48, respectively. The number of data streams is
set to N; = 2. Rician factor is set to k;;, = 4. Path loss exponent cqg = 2.2; crp and crg
are set to 2.5; cqp and c4r are set to 3.5; and the path loss at the reference distance 1 m

is set to —30 dB. The Bob’s noise power and the Eve’s noise power are 03 = —75 dBm
and 07z = —75 dBm. The maximum UAV moving distance between two iterations is set
to 6 = 0.6. The controller gain k = (0.5477 23.9683 6.9308)T. The prefilter coefficient

p = 0.0175. The initial UAV states vectors are set to ¢, o = (p?‘w 0 0 O)T, Vy e {1,2}.
The convergence accuracy x = 10~ and the maximum number of iterations j™ = 10°.
The convergence performance of our proposed Algorithm 1 is described in Figure 3,
where the ADMM, MM, and RCG algorithms are used to optimize the IRS phase shift
matrix, respectively. It can be seen from Figure 3 that for the communication scenario
in this paper, with the increase of the number of iterations, the SR gradually increases
and converges at about 3.58 after 20~30 iterations, and the convergence speed and secrecy
performance of the AO-ADMM algorithm has a little advantage over other two algorithms.

4

KR T+ aasse o+ LEbii bbbt A bl
— —&— AO-ADMM
T 3l —#—AO-MM | |
2 AO-RCG
=
L 25+ ]
®
>
(5]

o 2 .
(5]
(]
(2]

9 15} R
Qo
[0
>
2

c 1 il
Q
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Number of iterations

Figure 3. Convergence performance comparison with Algorithm 1.

In each iteration of Algorithm 1, ADMM, MM, and RCG are used to solve the problem
(P3), the phase shift matrix of IRS. Figure 4 shows the convergence performance of the
three algorithms in the first iteration of our proposed AO algorithm. As can be seen from
Figure 4, the convergence speed of the three algorithms is slightly different, but not by
much. Based on the analysis in Section 3, the computational complexity of MM and RCG
algorithms is similar, and the computational complexity of the ADMM algorithm is higher
than the other two algorithms. Although the computational complexity of the AO-ADMM
algorithm is higher, its convergence performance and SR are slightly better than the other
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two algorithms. Therefore, we use the AO-ADMM algorithm to compare the performance
with other benchmark schemes in the following simulation experiments.

-
N
[

Achievable secrecy rate (bps/Hz)
N

-

w

a
&

w

N
N
a

| . .
400 600 800 1000
Number of iterations

Figure 4. Convergence performance comparison of the ADMM, MM, and RCG Algorithm.

Figure 5 shows the UAV position change process of the AO algorithms based on three
different phase shift matrix optimization methods. As a comparison, we also introduce
an AO algorithm with a randomly generated IRS phase shift matrix. It can be seen from
Figure 5 that for the case of randomly setting the IRS phase shift, the UAV will move to-
wards the nearby position of the receiver and the eavesdropper. The UAV will not be com-
pletely close to Eve and Bob and will finally stop at the [—19.34, 14.17]T. This is because
although the phase shift matrix is not optimal in this case, the IRS can still play a positive
role in improving the secrecy performance. For the case of adopting ADMM, MM, and
RCG algorithms, the UAV will continue to turn to the nearby position where the IRS is
located, and finally stopped at [—22.23,2.95] T, [—18.81,2.94] T, and [—21.79,2.04] T, respec-
tively. This is because the optimized IRS can give a full play to its secrecy ability, and the
UAV can obtain a higher SR in the direction close to the IRS, so the UAV will move closer
to the IRS. That is to say, the proposed SRG position optimization algorithm and three IRS
phase shift matrix optimization methods are important means to effectively improve the
secrecy ability.

T T T T T T T
—O— AO-ADMM = Eve = Bob
14 || —E—AO-MM <« Final point 4
—+—AO-RCG
AO-randomIRS

Final point
“— Final point B

0r % IRS 9

-140 -120 -100 -80 -60 -40 -20 0 20

Figure 5. The UAV position change process with different IRS optimization method.

Next, we consider different benchmark schemes to verify the advantages of our pro-
posed method. The different schemes are shown as follows.
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Scheme 1: the TPC matrix, AN matrix, phase shift matrix, and position are optimized
via the proposed AO-ADMM algorithm.

Scheme 2: The same as Scheme 1 except that the phase shift matrix is set randomly.

Scheme 3: The same as Scheme 1 except that the TPC matrix is set randomly.

Scheme 4: The same as Scheme 1 except that the AN matrix is set randomly.

Scheme 5: The same as Scheme 1 except that the IRS phase shift matrix is optimized
by the one-by-one (OBO) algorithm in paper [42].

It can be seen from Figure 6 that as the UAV base station transmission power increases,
the achievable SR of all five schemes will increase. Moreover, scheme 1 using the ADMM
algorithm is always better than scheme 5 using the OBO algorithm for IRS optimization.

4.5 T |

Scheme1
4 L |[—©—Scheme2 )
—&— Scheme3
—+— Schemed4

w
o
T

Schemeb +

w

Achievable secrecy rate (bps/Hz)
5 o~ o

—

b
o

0 5 10 15 20
Transmission power (dBm)

Figure 6. Achievable SR versus the transmission power.

As can be seen from Figure 7, with the increase in the number of transmission anten-
nas, the achievable SR of all five schemes also increases. In Figure 7, in the whole region,
our proposed scheme 1 has the highest achievable rate. When the number of transmission
array is small, compared with scheme 4 and scheme 2, scheme 3 has better confidentiality
ability. In addition, when the number of array elements is large, the SR of scheme 4 and
scheme 2 is better than that of scheme 3. This is because the number of transmit antennas
has a great influence on the performance of TPC matrices.

7 T T
Scheme1 !
—6— Scheme2 |
| [—8— Scheme3 -
—+— Scheme4
Schemeb

[=2]

[$)]

S

w

Achievable secrecy rate (bps/Hz)

Number of transmission antenna

Figure 7. Achievable SR versus the number of transmission antenna.
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The effect of the number of eavesdropper antenna on the secrecy performance is de-
scribed in Figure 8. As the number of eavesdropper antennas increases, the SR of all
schemes will decline, and our proposed optimization method is always better than sev-
eral other schemes.

4 T T T
Scheme1
—8— Scheme2
3.5 —&— Scheme3 | |
—+— Scheme4
Scheme5
3 - -

Achievable secrecy rate (bps/Hz)

Number of eavesdropper antenna

Figure 8. Achievable SR versus the number of eavesdropper antenna.

Figure 9 shows the impact of the IRS elements number on the secrecy performance
of the UAV system. It is observed from Figure 9 that with the increase in the number of
reflection elements, the SR of all schemes will increase. However, due to the lack of opti-
mization of the phase shift matrix in scheme 2, the SR increases very slowly, which shows
the importance of IRS in our proposed joint optimization algorithm. With the preset pa-
rameter settings, the SR of our proposed scheme 1 can be about 40.5% higher than that
of scheme 2 without IRS. Compared with Scheme 5 using the OBO algorithm, the perfor-
mance advantage of our proposed Scheme 1 becomes more obvious as the number of IRS
elements increases. It proves the effectiveness of Algorithm 1 and the significance of IRS
in secure UAV communication.
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Figure 9. Achievable SR versus the number of reflecting elements.
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Figures 10 and 11 show the effect of IRS-Bob and IRS-Eve channel path loss expo-
nents on SR. With the increase of cgp, the IRS’s signal reflection strength at Bob gradually
decreases, resulting in a decrease in the SR. With the increase of cgr, Eve will receive fewer
signals from the IRS, which increases the SR. Therefore, when the quality of the reflected
legal channel is good, the IRS can promote the secrecy performance of the communication
system, but if the quality of the reflected eavesdropping channel is better than that of the
reflected legal channel, the deployment of the IRS may be counterproductive. Our pro-
posed scheme 1 is slightly better than scheme 5, and consistently perform better than the
other three benchmark schemes.

5 T T
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Figure 10. Achievable SR versus the path loss exponent between IRS and receiver.
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2 2.5 3 3.5 o

Path loss exponent between IRS and eavesdropper
Figure 11. Achievable SR versus the path loss exponent between IRS and eavesdropper.

5. Conclusions

In this paper, we investigated the secure communication of an IRS-assisted UAV-
MIMOME wireless system. The TPC matrix, AN matrix, IRS phase shift matrix, and UAV
position were jointly designed to maximize the achievable SR under the transmit power,
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the IRS phase shift unit modulus, and the maximum UAV moving distance constraints.
Since the problem was non-convex, we proposed an AO algorithm to optimize these vari-
ables alternately. The optimal TPC matrix and AN matrix were solved by the Lagrange
dual method. The optimal IRS phase shift matrix was solved by three algorithms of ADMM,
MM, and RCG. An SRG method was proposed to iteratively optimize the UAV position.
Finally, simulations proved the effectiveness of our proposed algorithm and the impor-
tant role of IRS in UAV-MIMO secure communication. Additionally, our work can be
extended to more general multicast scenarios. In our future work, we will investigate
the robust and secure design of IRS-assisted UAV MIMO networks considering imperfect
eavesdropping CSI.

Author Contributions: Conceptualization, T.C. and B.W.; methodology, T.C.; software, T.C.; valida-
tion, B.W. and K.C.; formal analysis, T.C.; investigation, T.C.; writing—original draft preparation,
T.C,; writing—review and editing, ] W. and R.D.; visualization, Z.W.; supervision, B.W.; funding ac-
quisition, J.W. and K.C. All authors have read and agreed to the published version of the manuscript.

Funding: This research was funded in part by the National Natural Science Foundation of China
(Grant Nos. 62101560, 61902426), China Postdoctoral Science Foundation (Grant No. 2021M692502),
and the National University of Defense Technology Research Fund (Grant No. ZK21-44).

Institutional Review Board Statement: Not applicable.
Data Availability Statement: Not applicable.

Conflicts of Interest: The authors declare no conflict of interest.

References

1. Wu, Y,; Khisti, A.; Xiao, C.; Caire, G.; Wong, K.-K.; Gao, X. A Survey of Physical Layer Security Techniques for 5G Wireless
Networks and Challenges Ahead. IEEE ]. Sel. Areas Commun. 2018, 36, 679-695. [CrossRef]

2. Chen, X.; Ng, D.W.K,; Gerstacker, W.H.; Chen, H.-H. A Survey on Multiple-Antenna Techniques for Physical Layer Security.
IEEE Commun. Surv. Tutor. 2017, 19, 1027-1053. [CrossRef]

3. Wang, D.; Zhou, F.; Lin, W.; Ding, Z.; Al-Dhahir, N. Cooperative Hybrid Nonorthogonal Multiple Access-Based Mobile-Edge
Computing in Cognitive Radio Networks. IEEE Trans. Cogn. Commun. Netw. 2022, 8, 1104-1117. [CrossRef]

4. Wang, D.; He, T.; Zhou, F.; Cheng, J.; Zhang, R.; Wu, Q. Outage-driven link selection for secure buffer-aided networks. Sci. China
Inf. Sci. 2022, 65, 182303. [CrossRef]

5. Mamaghani, M.T.; Hong, Y. Joint Trajectory and Power Allocation Design for Secure Artificial Noise Aided UAV Communica-
tions. IEEE Trans. Veh. Technol. 2021, 70, 2850-2855. [CrossRef]

6. Ji,]J; Zhu, K,; Niyato, D.; Wang, R. Joint Trajectory Design and Resource Allocation for Secure Transmission in Cache-Enabled
UAV-Relaying Networks with D2D Communications. IEEE Internet Things ]. 2021, 8, 1557-1571. [CrossRef]

7. Wei, D,; Xi, N;; Ma, ].; He, L. UAV-Assisted Privacy-Preserving Online Computation Offloading for Internet of Things. Remote
Sens. 2021, 13, 4853. [CrossRef]

8. He, Y,; Zhai, D.; Huang, F.; Wang, D.; Tang, X.; Zhang, R. Joint Task Offloading, Resource Allocation, and Security Assurance
for Mobile Edge Computing-Enabled UAV-Assisted VANETs. Remote Sens. 2021, 13, 1547. [CrossRef]

9. Sun, X,; Yang, W.; Cai, Y.; Xiang, Z.; Tang, X. Secure Transmissions in Millimeter Wave SWIPT UAV-Based Relay Networks.
IEEE Wirel. Commun. Lett. 2019, 8, 785-788. [CrossRef]

10. Bao, T.; Yang, H.-C.; Hasna, M.O. Secrecy Performance Analysis of UAV-Assisted Relaying Communication Systems. IEEE Trans.
Veh. Technol. 2020, 69, 1122-1126. [CrossRef]

11. Yuan, Q.; Hu, Y.; Wang, C.; Li, Y. Joint 3D Beamforming and Trajectory Design for UAV-Enabled Mobile Relaying System. IEEE
Access 2019, 7, 26488-26496. [CrossRef]

12.  Wang, D.; Wu, M.,; He, Y.; Pang, L.; Xu, Q.; Zhang, R. An HAP and UAVs Collaboration Framework for Uplink Secure Rate
Maximization in NOMA-Enabled IoT Networks. Remote Sens. 2022, 14, 4501. [CrossRef]

13. Dong, R.;; Wang, B.; Cao, K.; Cheng, T. Securing Transmission for UAV Swarm-Enabled Communication Network. IEEE Syst. |.
2021, 1-12. [CrossRef]

14. Ye, ].; Zhang, C.; Lei, H.; Pan, G.; Ding, Z. Secure UAV-to-UAV Systems With Spatially Random UAVs. IEEE Wirel. Commun.
Lett. 2019, 8, 564-567. [CrossRef]

15. Wang, D.; Zhao, Y.; He, Y,; Tang, X,; Li, L.; Zhang, R.; Zhai, D. Passive Beamforming and Trajectory Optimization for Reconfig-
urable Intelligent Surface-Assisted UAV Secure Communication. Remote Sens. 2021, 13, 4286. [CrossRef]

16. Sun, G,; Tao, X.; Li, N.; Xu, ]J. Intelligent Reflecting Surface and UAV Assisted Secrecy Communication in Millimeter-Wave

Networks. IEEE Trans. Veh. Technol. 2021, 70, 11949-11961. [CrossRef]


http://doi.org/10.1109/JSAC.2018.2825560
http://doi.org/10.1109/COMST.2016.2633387
http://doi.org/10.1109/TCCN.2022.3164928
http://doi.org/10.1007/s11432-021-3262-3
http://doi.org/10.1109/TVT.2021.3057397
http://doi.org/10.1109/JIOT.2020.3013647
http://doi.org/10.3390/rs13234853
http://doi.org/10.3390/rs13081547
http://doi.org/10.1109/LWC.2019.2892771
http://doi.org/10.1109/TVT.2019.2952525
http://doi.org/10.1109/ACCESS.2019.2898995
http://doi.org/10.3390/rs14184501
http://doi.org/10.1109/JSYST.2021.3111746
http://doi.org/10.1109/LWC.2018.2879842
http://doi.org/10.3390/rs13214286
http://doi.org/10.1109/TVT.2021.3109467

Entropy 2022, 24, 1605 22 of 22

17.

18.

19.

20.

21.

22.

23.

24.

25.

26.

27.

28.

29.

30.

31.

32.

33.

34.

35.
36.

37.

38.

39.

40.

41.
42.

Pang, X.; Zhao, N.; Tang, J.; Wu, C.; Niyato, D.; Wong, K.-K. IRS-Assisted Secure UAV Transmission via Joint Trajectory and
Beamforming Design. IEEE Trans. Commun. 2021, 70, 1140-1152. [CrossRef]

Fang, S.; Chen, G.; Li, Y. Joint Optimization for Secure Intelligent Reflecting Surface Assisted UAV Networks. IEEE Wirel. Com-
mun. Lett. 2021, 10, 276-280. [CrossRef]

Li, S;; Duo, B.; Di Renzo, M.; Tao, M.; Yuan, X. Robust Secure UAV Communications with the Aid of Reconfigurable Intelligent
Surfaces. IEEE Trans. Wirel. Commun. 2021, 20, 6402-6417. [CrossRef]

Li, J.; Xu, S.; Liu, J.; Cao, Y.; Gao, W. Reconfigurable Intelligent Surface Enhanced Secure Aerial-Ground Communication. IEEE
Trans. Commun. 2021, 69, 6185-6197. [CrossRef]

Guo, X.; Chen, Y.; Wang, Y. Learning-Based Robust and Secure Transmission for Reconfigurable Intelligent Surface Aided Mil-
limeter Wave UAV Communications. IEEE Wirel. Commun. Lett. 2021, 10, 1795-1799. [CrossRef]

Maeng, S.J.; Yapicy, Y.; Guvenc, I.; Bhuyan, A ; Dai, H. Precoder Design for Physical-Layer Security and Authentication in Massive
MIMO UAV Communications. IEEE Trans. Veh. Technol. 2022, 71, 2949-2964. [CrossRef]

Mamaghani, M.T.; Hong, Y. Intelligent Trajectory Design for Secure Full-Duplex MIMO-UAYV Relaying Against Active Eaves-
droppers: A Model-Free Reinforcement Learning Approach. IEEE Access 2021, 9, 4447-4465. [CrossRef]

Liu, L.; Zhang, S.; Zhang, R. CoMP in the Sky: UAV Placement and Movement Optimization for Multi-User Communications.
IEEE Trans. Commun. 2019, 67, 5645-5658. [CrossRef]

Fan, R; Cui, J; Jin, S; Yang, K.; An, J. Optimal Node Placement and Resource Allocation for UAV Relaying Network. IEEE
Commun. Lett. 2018, 22, 808-811. [CrossRef]

Lyu, J.; Zeng, Y.; Zhang, R; Lim, T.]J. Placement Optimization of UAV-Mounted Mobile Base Stations. IEEE Commun. Lett. 2017,
21, 604-607. [CrossRef]

Chen, Y.; Feng, W.; Zheng, G. Optimum Placement of UAV as Relays. IEEE Commun. Lett. 2018, 22, 248-251. [CrossRef]
Shakhatreh, H.; Khreishah, A.; Alsarhan, A.; Khalil, I.; Sawalmeh, A.; Othman, N.S. Efficient 3D Placement of a UAV Using
Particle Swarm Optimization. In Proceedings of the 2017 8th International Conference on Information and Communication
Systems (ICICS), Irbid, Jordan, 4-6 April 2017; pp. 258-263.

Wang, Z.; Liu, L.; Cui, S. Channel Estimation for Intelligent Reflecting Surface Assisted Multiuser Communications: Framework,
Algorithms, and Analysis. IEEE Trans. Wirel. Commun. 2020, 19, 6607-6620. [CrossRef]

Wang, P.; Man, Z.; Cao, Z.; Zheng, J.; Zhao, Y. Dynamics Modelling and Linear Control of Quadcopter. In Proceedings of the
2016 International Conference on Advanced Mechatronic Systems (ICAMechS), Melbourne, Australia, 30 November—3 December
2016; pp. 498-503.

Hong, S.; Pan, C.; Ren, H.; Wang, K.; Nallanathan, A. Artificial-Noise-Aided Secure MIMO Wireless Communications via Intel-
ligent Reflecting Surface. IEEE Trans. Commun. 2020, 68, 7851-7866. [CrossRef]

Shi, Q.; Razaviyayn, M.; Luo, Z.-Q.; He, C. An Iteratively Weighted MMSE Approach to Distributed Sum-Utility Maximization
for a MIMO Interfering Broadcast Channel. IEEE Trans. Signal Process. 2011, 59, 4331-4340. [CrossRef]

Shi, Q.; Xu, W.; Wu, J.; Song, E.; Wang, Y. Secure Beamforming for MIMO Broadcasting With Wireless Information and Power
Transfer. [EEE Trans. Wirel. Commun. 2015, 14, 2841-2853. [CrossRef]

Li, Q.; Hong, M.; Wai, H.-T; Liu, Y.-F.; Ma, W.-K.; Luo, Z.-Q. Transmit Solutions for MIMO Wiretap Channels using Alternating
Optimization. IEEE |. Sel. Areas Commun. 2013, 31, 1714-1727. [CrossRef]

Zhang, X.-D. Matrix Analysis and Applications; Cambridge University Press: Cambridge, UK, 2017; ISBN 978-1-10841-741-9.
Guo, H.; Liang, Y.-C.; Chen, J.; Larsson, E.G. Weighted Sum-Rate Optimization for Intelligent Reflecting Surface Enhanced
Wireless Networks. arXiv 2019, arXiv:1905.07920.

Pan, C.; Ren, H.; Wang, K.; Xu, W.; Elkashlan, M.; Nallanathan, A.; Hanzo, L. Multicell MIMO Communications Relying on
Intelligent Reflecting Surfaces. IEEE Trans. Wirel. Commun. 2020, 19, 5218-5233. [CrossRef]

Guo, H; Liang, Y.-C.; Chen, J.; Larsson, E.G. Weighted Sum-Rate Maximization for Reconfigurable Intelligent Surface Aided
Wireless Networks. IEEE Trans. Wirel. Commun. 2020, 19, 3064-3076. [CrossRef]

Absil, P.-A.; Mahony, R.; Sepulchre, R. Optimization Algorithms on Matrix Manifolds; Princeton University Press: Princeton, NJ,
USA, 2009; ISBN 978-1-40083-024-4.

Roth, S.; Kariminezhad, A.; Sezgin, A. Base-Stations Up in the Air: Multi-UAV Trajectory Control for Min-Rate Maximization
in Uplink C-RAN. In Proceedings of the ICC 2019—2019 IEEE International Conference on Communications (ICC), Shanghai,
China, 20-24 May 2019; pp. 1-6.

Petersen, K.B.; Pedersen, M.S. The Matrix Cookbook; Technical University of Denmark: Lyngby, Denmark, 2006.

Dong, L.; Wang, H.-M. Enhancing Secure MIMO Transmission via Intelligent Reflecting Surface. IEEE Trans. Wirel. Commun.
2020, 19, 7543-7556. [CrossRef]


http://doi.org/10.1109/TCOMM.2021.3136563
http://doi.org/10.1109/LWC.2020.3027969
http://doi.org/10.1109/TWC.2021.3073746
http://doi.org/10.1109/TCOMM.2021.3086517
http://doi.org/10.1109/LWC.2021.3081464
http://doi.org/10.1109/TVT.2022.3141055
http://doi.org/10.1109/ACCESS.2020.3048021
http://doi.org/10.1109/TCOMM.2019.2907944
http://doi.org/10.1109/LCOMM.2018.2800737
http://doi.org/10.1109/LCOMM.2016.2633248
http://doi.org/10.1109/LCOMM.2017.2776215
http://doi.org/10.1109/TWC.2020.3004330
http://doi.org/10.1109/TCOMM.2020.3024621
http://doi.org/10.1109/TSP.2011.2147784
http://doi.org/10.1109/TWC.2015.2395414
http://doi.org/10.1109/JSAC.2013.130906
http://doi.org/10.1109/TWC.2020.2990766
http://doi.org/10.1109/TWC.2020.2970061
http://doi.org/10.1109/TWC.2020.3012721

	Introduction 
	Related Work 
	Main Contributions 

	System Model and Problem Formulation 
	System Model 
	Quadcopter UAV Model 
	Problem Formulation 

	Proposed Solution for Joint Optimization 
	Optimizing Z1,X1,Z2,X2,X3,V,  and VE  
	Optimizing Phase Shift Matrix 
	Alternating Direction Method of Multipliers 
	Majorization-Minimization 
	Riemannian Conjugate Gradient 

	Optimizing UAV Placement 
	Overall Algorithm and Complexity Discussion 

	Simulation Results 
	Conclusions 
	References

