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Abstract: Beimel et al. in CCC 12’ put forward a paradigm for constructing Private Information
Retrieval (PIR) schemes, capturing several previous constructions for k > 3 servers. A key component
in the paradigm, applicable to three-server PIR, is a share conversion scheme from corresponding
linear three-party secret sharing schemes with respect to a certain type of “modified universal”
relation. In a useful particular instantiation of the paradigm, they used a share conversion from
(2,3)-CNF over Z, to three-additive sharing over Zg for primes pq, p2, p where py # ppandm = pq -
p2. The share conversion is with respect to the modified universal relation Cg, . They reduced the
question of whether a suitable share conversion exists for a triple (p1, p2, p) to the (in)solvability
of a certain linear system over Z,. Assuming a solution exists, they also provided a efficient (in
m, log p) construction of such a sharing scheme. They proved a suitable conversion exists for several
triples of small numbers using a computer program; in particular, p = p; = 2,pp = 3 yielded the
three-server PIR with the best communication complexity at the time. This approach quickly becomes
infeasible as the resulting matrix is of size @ (m*). In this work, we prove that the solvability condition
holds for an infinite family of (p1, p2, p)’s, answering an open question of Beimel et al. Concretely,
we prove thatif p;, pp > 2and p = pj, then a conversion of the required form exists. We leave the
full characterization of such triples, with potential applications to PIR complexity, to future work.
Although larger (particularly with max(py, p2) > 3) triples do not yield improved three-server PIR
communication complexity via BIKO’s construction, a richer family of PIR protocols we obtain by
plugging in our share conversions might have useful properties for other applications. Moreover,
we hope that the analytic techniques for understanding the relevant matrices we developed would
help to understand whether share conversion as above for Cg , where m is a product of more than
two (say three) distinct primes, exists. The general BIKO paradigm generalizes to work for such Zj,’s.
Furthermore, the linear condition in Beimel et al. generalizes to m’s, which are products of more
than two primes, so our hope is somewhat justified. In case such a conversion does exist, plugging
it into BIKO's construction would lead to major improvement to the state of the art of three-server
PIR communication complexity (reducing Communication Complexity (CC) in correspondence with
certain matching vector families).

Keywords: PIR; Share conversion; CNF secret sharing; communication complexity

1. Introduction

A Private Information Retrieval (PIR) protocol [1] is a protocol that allows a client to retrieve
the ith bit in a database, which is held by two or more servers, each holding a copy of the database,
without exposing information about i to any single server (assuming the servers do not collaborate).
In the protocol specification, the servers do not communication amongst each other. The main
complexity measure to optimize in this setting is the communication complexity between client
ans servers. In the single-server setting, the Communication Complexity (CC) is provably very
high - provably, the whole database needs to be communicated. In the computational setting [2],
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communication-efficient single-server PIR is essentially solved with essentially optimal CC [3]. In this
work, we focus on information theoretic (in fact perfect) PIR protocols. See [4] and the references
within for the additional motivation for the study of information theoretic PIR.

All known PIR protocols only use one round of communication (although it is not part of the
definition of PIR), so we will only consider this setting. In this setting, the client sends a query to
each server and receives an answer in return. PIR is a special case of secure Multi-Party Computation
(MPC), which is a very general and useful cryptographic primitive, allowing a number of parties to
compute a function f over their inputs while keeping that input private from an adversary that may
corrupt certain subsets of the parties (to the extent allowed by knowing the output of f) [5,6]. The PIR
setting is useful on its own right, as a minimalistic useful client-server setting of MPC, where the
goal is to minimize communication complexity, potentially minimizing the overhead on the client,
which may be much weaker than the server.

In [4], the authors proposed the following approach to constructing PIR protocols, which captures
some of the previous protocols for three servers or more, and put forward a new three-server PIR
protocol, with the best known asymptotic communication complexity to date.

Let us describe their general framework, for a k-server PIR.

1.1. Biko’s Framework for K-Server PIR

The framework uses two key building blocks. One is a pair of k-party linear secret sharing
schemes Shy, Shy over abelian rings Gi, Gy, respectively. The pair Shy, Shy is also equipped with a
share conversion scheme from Shq, Shy with respect to some “useful” relation R C G; x Gj. That is,
for a value s shared according to Shy, the scheme allows locally (performing a computation on each
share separately) computing a sharing of a value o0 according to Shj, such that R(s, 0) holds (note that
this is generally non-trivial, as the conversion is performed locally on each share, without knowing
anything about the other shares or the randomness used to generate the sharing).

In [4], G1, G2 used small (constant) finite rings. The notion of share conversion employed in [4]
generalized [7]’s work on locally converting from the arbitrary linear secret-sharing schemes without
changing the secret, by allowing an arbitrary relation between the secrets and by allowing Sh, Shy to
be linear over different rings. The second building block is an encoding of the inputs x € {0,1}" as a
longer element u € G. The PIR protocol has the following structure:

1. The client “encodes” the input x € {0,1}" via u € G! for a quite large, but not very large I(n)
from a certain code C C Gi.

2. Every bit u; is shared via Shy. The client sends each share s; ; to server S;.

3. Theservers are able to evaluate locally any shallow circuit from a certain set 7 roughly as follows.
At the bottom level, we use the linearity of Sh; to evaluate a sequence of gates taking linear
combinations of the u;’s over G;. Let y denote the resulting shared values vector. Apply the share
conversion to the output of each of the y;’s to obtain a converted vector iy’ of values over G,.
Finally, locally evaluate some linear combination of the elements y’, using the linearity of Sh;.
Each server sends its resulting share to the client. The particular circuit to evaluate is that of an
“encoding” f' : C — G, of their database, in turn viewed as a function f : {0,1}" — {0,1}.

4. The client reconstructs the output value from the obtained shares, using Shy’s reconstruction
procedure. It then decodes f(x) from f'(u) (the decoding procedure takes only f'(u) as input; it
does not use x or the client’s randomness).

Note that the “privacy” property of Sh; takes care of keeping the client’s input private from any
single server. It is not known how, and likely impossible, to devise a share conversion scheme for a
relation that is sufficiently useful to compute locally all functions f : {0,1}} — {0,1} following the
framework suggested above, in a way that encodes every f : {0,1}} — {0,1}. Therefore, to encode
all functions f : {0,1}} — {0,1}, BIKOencodes the inputs x and function f : {0,1}" — {0,1} using
a larger parameter [ > n. To gain in communication complexity, the code C is carefully chosen so



Entropy 2019, 21, 826 3 of 31

that the resulting family 7 C {f’ : G| — {0,1}} implemented by the above protocol is as large as
possible (relative to I). More precisely, its VCdimension is at least 2", allowing one to implement any
Boolean function on {0,1}". On the other hand, we must be able to match it with a relation R for which
a share conversion exists (Recall that the VC dimension captures the ability of a set F of functions
f:D — {0,1} to “encode” any function f : {0,1}" — {0, 1} by restriction to a subset I C D of size 2"
of values. Here, D is typically larger than {0,1}". By Saur’s lemma, the VC dimension is very closely
related to the size of the family F.) There is a tradeoff between the share conversions we are able to
devise and the complexity of F. The larger F in the above scheme is, the smaller / that can be used for
the encoding, and the lower the communication complexity of the resulting PIR protocol. Note that the
framework yields constructions where the communication complexity of O(!) bits is dominated by the
client’s message length and only constant-length server replies. On the other hand, for more complex
F, one would need share conversion schemes for “trickier” relations, which are harder to come by.

Only a few families of instantiations of the framework are known, with [4]'s particular
instantiation for three-server PIR as one example. Other instantiations are implicit in some previous
PIR protocols; see Section 2, or [4] for additional examples and more intuition.

1.1.1. BIKO’s New Family of Three-Server PIR

In their new three-server PIR, the work in [4] instantiated the components of the above framework
using a certain (family of) rings Gy, G,, for which suitable encodings and share conversion exist. Details
follow. The rings are parameterized by three numbers p1, p2, p, where p;, p, are distinct primes. Let us
denote m = p; - p;. The various components are instantiated as follows:

e  Shy is the (2,3)-CNF secret sharing scheme for the ring G; = Z,;,, for certain m = p; - pp, where
p1, p2 are distinct primes. Sh; is the three-additive secret sharing over the ring G, = Zg, for some

eN.

. I/iet S C Zy \ {0}. The input x € {0,1}" is encoded as an element u of an S-Matching Vector (MV)
C C 7!, family of size at least 2" over Z,, [8]. Briefly, for S C Z,, \ {0}, such an S-MV family is a
sequence of vectors vy, ...,v} € an, where for all i, < v;,v; >= 0, and forall i # j, < v;, vj >€ S.
In particular, [8] demonstrates that an S-MV family of any VC dimension exists for all m = p;p»
where p1, p are distinct primes for S as small as S;;;; the set of all elements in Z,, that are zero
or one modulo each of the p;’s, expect for zero. In particular, the vector’s length for an instance
corresponding to VC dimension 2" is | = 20(vn),

e Ashare conversion between Shy and Sh; for a relation Cg, is obtained for certain triples (p, p1, p2)-
Informally, this relation maps S, to zero and zero to some non-zero value in Gy. This type of share
conversion scheme is another novel technical contribution of [4] (and the focus of our work).

The complete BIKO construction is roughly as follows:

1.  The client sends an encoding u = u(x) of its input x € {0, 1}", which belongs to the the S,

MV-family C C Z., (here, | = O(2V"™°8(")) can be achieved). The servers locally evaluate the
following circuit:
C(ur, ..., u) = OR;(fi- < uj,u >)

using the following “noisy” procedure:

2. Generate the vector of values (y;) s(;—; where y; =< u;,u >. This evaluation uses the linearity of
CNF and produces a local Sh; = (2,3)-CNF over the Zj, share of each value y;.

3. Apply share conversion from Shy to Shy as specified above on each y;, obtaining a vector of y!’s,
shared according to Shy.

4.  Locally evaluate ) ; yg, and then, send (Shy) shares to the client. The client outputs zero if this
value is zero, and one otherwise.

It is not hard to see that the above construction always produces the correct value. In particular,
by the definition of Cs,,, only (the conversion of) < u;, u; > contributes a non-zero value y’ to Y_; y'.
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Theorem 1 ([4], informal). Assume there exists a share conversion scheme from (2,3)-CNF over Gy = Zp,
and three-additive over Gy = Zg for some B, where m = py - py is as above. Then, there exists a three-server

PIR with communication complexity O(22P2V™M°8M) where py > py. The best asymptotic communication
complexity is obtained by setting m = 6, p = 2, using [8]'s S,y-MV family over G} over Zg with 1 = 20(vn)
and a share conversion with respect to Cg, for py = p = B = 2, po = 3. In particular, the servers’ messages are
of length O(1).

Intuitively, having S-MV families for a “small” S as above facilitates the construction of share
conversion schemes as we needed for Cg, since a small S imposes fewer constraints on the pairs (s, s)
in the relation.

To conclude, it follows from Theorem 1 that to obtain three-server PIR with sub-polynomial (in
database size) CC, it suffices to design a share conversion for Cg,, from Sh; to Shy over groups Gy, G»
corresponding to any triple of parameters pj, p2, p as described above. Another useful contribution
of [4] is reducing the question of whether such a conversion exists (for some ) to a system of
equations and inequalities over IF; see the following sections for more details on the usefulness of this
characterization (a solution to the system corresponds to the share conversion scheme).

1.1.2. On the Choice of Input and Output Schemes

In retrospect, trying to convert from CNF to additive is a natural choice. For once, the CNF scheme
is known as the most redundant secret sharing scheme and additive is the least redundant one [7].
More specifically, CNF sharing is convertible to any other linear scheme over the same field for the
same access structure, or one contained it with respect to the identity relation. This implies that for any
relation, if share conversion between two linear schemes exists for that relation, it must exist for CNF
to additive. Here the more standard linearity over fields is considered, and the same field us used for
both schemes. Still, for the more general notion of linearity over rings, and allowing different rings for
the two schemes, this still provides quite strong evidence that starting with CNF, and trying to convert
to additive is a good starting point. As to the choice of the structure of the particular Gy, G over which
the conversion is defined, following are some of [4]’s considerations for their choice. One observation
is that trying to convert from, say, Z, to Z, would require finding a solution to a system of inequalities
over Z, for a fixed p. This problem is generally NP-complete, which is likely to make the problem
hard to analyze, even in this special case. Thus, the authors extend the search to allow conversion to
three-additive over some extension field IFp,g. As B is constant, it does not have much effect on the
share complexity of the resulting PIR protocol.

Using composite sizes for both G; = Z; and G, = Z,, would lead to a greatly improved
VC dimension of F, with respect to the canonical relation Cs, where S = Z,, \ {0}. In fact, the
F=+z, (mod,,) that can be locally evaluated over Z, is universal, resulting in near-optimal
O(log(n)) communication complexity. However, [4] have proven this type of conversion does not
exist, indicating that Cg for smaller S for such Gy, G, could also be hard to find.

1.2. Our Contribution

As described above, the contribution of [4] was two-fold. First, they put forward a useful
framework for designing PIR protocols, capturing some of the best-known three-server (or more) PIR
protocols. Second, they put forward an instantiation of the framework, which reduces the question of
the existence of a three-server PIR protocol to the existence of a share conversion for certain parameters
p1, P2, p and certain linear sharing schemes over abelian rings G1, G determined by the parameters.
They further reduced the question of the existence of a share conversion as above for parameters
p1, p2, p to the question of whether a corresponding system of linear equations is solvable over Z,.
This system in turn is not solvable over some extension field F s iff a certain system of both equalities
and inequalities over Z, is solvable over some field Fop.
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While the solvability of a system Ax = b can be verified efficiently for a concrete instance,
it does not provide a simple condition for characterizing triples (p, p1, p2) for which solutions exist.
More concretely, even the question of whether an infinite set of such triples exists remains open.
We resolve this question in the affirmative, proving the following.

Theorem 2. Let 2 < py, pp where py # po are primes. Then, a share conversion from (2,3)-CNF over Zy, p,
to three-additive over Zg] exists for some p > 0.

In a nutshell, our goal is to study the solvability of the particular system Ax = b from [4]
corresponding to a given p, p1, p2. Our main tool is a clever form of elimination operations on the
(particular) matrix (A;b), so that at each step, the intermediate system A’x = b’ is solvable iff Ax = b
is. The special type of elimination we develop is useful here as it allows keeping our particular system
relatively simple at every step. This is as opposed to using standard Gaussian elimination, for instance,
which would have made the resulting system quite messy. The operations are largely oblivious of
the particular value of pj, p2, p until a very late point in the game. The proof consists of a series of
a (small) number of our elimination steps. On a high level, we perform a few such steps. At this
point, the matrix becomes quite complicated (at the end of Section 4.2). Then, we perform a change
of basis (Section 4.5) to facilitate another convenient application of the step. At this point, we are
ready to complete the proof by directly proving that the system is not solvable (and thus, a share
conversion exists).

1.2.1. On the Potential Usefulness of Our Result for PIR

In this work, we identified a certain infinite set of parameters (pi, p2, p) for which a share
conversion as required in Theorem 1 exists. This result itself does not appear to yield improved
three-server PIR protocols by instantiating the share conversion with the newly-found parameters via
Theorem 1. Indeed, increasing p, beyond the minimal possible p, = 3 (which was already known)
does not seem to help. However, Theorem 1 generalizes to m’s, which are products of a larger number
of primes. If a share conversion for G; = Zy;, Gy = Zg derived from such m = p; - py - p3, p exists,
it can be paired with an S;,;,-MV family (which is also known to exist from [8]) with significantly
improved (over m a product of two primes) VC dimension, to obtain an improved three-server PIR
seamlessly. Specifically for m = py -...- py, an S, MV family with VC dimension 2" in Z!, for
exp(O(log"/"(n))) exists.

Therefore, it remains to design a corresponding share conversion scheme (or prove it impossible
to rule out this direction). Furthermore, the linear algebraic characterization of the existence of such
sharing schemes remains the same. Therefore, hopefully, the analytic techniques we developed here
for the the case where m is a product of two primes that could help understand the case of a larger
number of primes.

1.2.2. Road Map

In Section 2, we refer to some related work on PIR. In Section 3, we include some of the terminology
and preliminary results from [4], which is our starting point. In Section 4, we present our main result,
which is broken into subsections as follows. As explained above, we start with the reduction of the
problem by [4] to verify whether a certain matrix-vector pair (A,b), Rows(A) spans b. We perform a
series of elimination steps on the matrix (A|b) to bring it to a simpler form (A’,b’) so that Rows(A")
spans b’ iff Rows(A) spans b. All elimination steps are of the same general form. Section 4.1 formalizes
this form as a certain lemma. Section 4.2 outlines an initial sequence of applications of that lemma.
In Section 4.5, we perform a change of basis to help facilitate further use of the lemma. In Section 4.6,
we indeed apply the lemma once again. Finally, in Section 4.7, we obtain a simple enough matrix
(A’|b') for which we are able to prove A’ spans b’ directly for the proper choice of parameters, proving
our positive result.
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2. Related Work

2.1. Schemes with Polynomial CC

As stated in the Introduction, our work is a followup on a particular approach to constructing
PIR protocols [1], focusing on k = 3 servers (almost the hardest case). We will survey some of the
most relevant prior works on PIR (omitting numerous others). Already in [1], the authors suggested a
non-trivial solution to the hardest two-server case, with communication complexity O(2"/3), and more

generally, O(Z%) for k > 3 servers. Building on a series of prior improvements, the work in [9] put
O(n-loglogk
forward protocols with CC 2  Fosk )

at the time for small values of k, in particular achieving CC of O(24*/21) for k = 3, improving upon the
best previously-known CC of O(2"/5).

for large k. Their result also improved upon the state-of-the-art

Work falling in the framework on BIKO

In [9], they restated some of the previous results in a more arithmetic language, in terms of
polynomials. Furthermore, they considered a certain encoding of the inputs and element-wise secret
sharing the encoding, which is somewhat close to the BIKO framework.

Particularly interesting for our purposes is their presentation of a “toy” protocol achieving CC
of O(2"/2) from earlier literature reformulated in [9], which constituted one of the building blocks of
the construction of [9]. That protocol was almost an instance of the BIKO framework as sketched in
the Introduction, and it is instructive to consider the differences (the full-fledged result of [9] used
additional ideas, and we will not go over it here for the sake of simplicity).

1. The client “encodes” its input x € {0,1}" via u € F, where [ ~ 2"/2 by mapping the input to a
vector with exactly two ones and zeroes elsewhere.

2. Every bit u; is shared via Shy, which is (2,3)-CNF over F;.

3. The servers represent their database as a degree-two polynomial in F[xy,...,x;| (where all
monomials are of degree exactly two). To evaluate a polynomial:

flx) = Z a;ijXiX;

i<j<l
proceed as follows:

(@) At the bottom level, perform a two-to-one share conversion for evaluating each monomial,
where the output for gate x;x; is a three-additive sharing of the result x;x;. In some more
detail, let x; 1 4 x;» + x; 3 denote the additive shares produced in Step 1 of the CNF-sharing.
The computation is made possible since (x;1 + ;2 + X;3) - (xj1 + Xj2 + x;3), which needs
to be computed; for every share-monomial x; ;x; 4, at least one of the servers does not miss

any shares in it. Each server outputs the sum of the monomials it knows as its new share.
(b) Using the linearity of the three-additive scheme, the servers compute a three-additive

sharing f(x), based on the shares of the individual monomial evaluations y;.

Each server sends its resulting share to the client.
4.  The client reconstructs the output value from the obtained shares, as in BIKO.

This framework differs from BIKO in a few ways. First, the structure of the circuit locally evaluated
is different. In the above example, “many-to-one” rather than “one-to-one” secret sharing is used at
the bottom level. Then, the linearity of Sh; is employed on the upper level. In BIKO, first, the linearity
of Shy is used to evaluate a vector of linear combinations, then a one-to-one share conversion from
Shy is used at the middle level, then again, the linearity of Sh; is used at the top gate. Besides the
different structure of the circuit, using many-to-one share conversion is the main conceptual change.
It employs the extra property of (2,3)-CNF, which allows it to evaluate degree-two polynomials,
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rather than just linear functions. In the evaluation process, the output is already converted to the less
redundant three-additive sharing. The relation the share conversion respects is just the evaluation of
the monomial: R(o, x1, x) iff 0 = x7x;. Conceptually, local evaluation of linear functions as used in
BIKO is in fact already a many-to-one share conversion from a linear scheme to itself, evaluating a
relation R(x1, ..., x;,0), which is satisfied iff o = £(x1, ..., x;) for a certain linear function ¢.

2.2. Schemes with Sub-Polynomial CC

The first three-server PIR protocol with (unconditionally) sub-polynomial (in 2"*) CC was put
forward by [10]. It falls precisely into BIKO’s framework, using a share conversion from the so-called
(2,3)-modified Shamir secret over G; = Z,, for m = py - pp where p; # p, are odd primes to
three-additive over the field G, = ]Fpﬁ where p is some prime, such that m divides |G}| = pf — 1.

To get to three, rather than four servers, some additional properties of Gy, G, were in fact
required. The share conversion is with respect to the relation Cg,, (actually, a slightly stricter relation,
even). Concretely, the work in [10] found an example of such groups Gy, G, as above obtained from
m=7-73 = 511, p =2, =9, having an additional useful property, which allowed going down
from four to three servers via computer-aided search. We note that a share conversion from (2,3)-CNF
to three-additive over that pair of groups also exists since (2,3)-CNF can be converted to any linear
scheme for an access structure containing a two-threshold (including modified (2, 3)-Shamir) [7].

The encoding used is via a 5,,-MV family over Z;,, as in [4]. The evaluation points in the Shamir

scheme used are tailored to S,, in the corresponding MV family. It achieves a CC of O(2146v"108(1)),

later improved to O(2°V"1°8(")) by BIKO's construction.

Qualitatively, the result of [10], preceded by [11] in terms of using a similar idea, and most later
constructions greatly improved the CC relative to earlier constructions such as [9] by using MV-codes
rather than low-degree polynomial codes. The former codes had a surprisingly large rate. Indeed,
looking at MV-families from the perspective of [12], these are also polynomial codes, over a basis of
monomials corresponding to an MV family, rather than low-degree monomials.

All the above examples generalize to larger k, with somewhat improved complexity; we focused
on the (hardest) k = 3 here for simplicity.

Two-Server PIR

In a breakthrough result, the work in [13] matched the CC of two-server PIR with the CC of the

best-known three-server PIR, improving from the best previously-known 21/3 1 20(v/nlog(n)) Their
work cleverly combined and extended several non-trivial ideas, both new and ones that appeared
in previous work in some form. In a nutshell, one idea is to encode inputs via MV codes, where the
operations on the vectors are done “in the exponent”, resulting in a variant of MV codes as polynomials,
as defined in [12] and implicitly used in [10]. Another idea is to output both evaluations of these
“exponentiated” polynomials and the vector of their partial derivatives, to yield more information to
facilitate reconstruction given only two servers.

As for casting their result into the BIKO framework(we believe it is a meaningful generalization
thereof, as we describe below):

1. The client encodes its input x € {0,1}" via a vector u = u(x) in an S¢-MV family C C ZL (with I
about 200V as explained above).

2. Every bit u; is shared via Shy, which is the (2,2)-modified Shamir scheme over Zy,. The evaluation
points are zero and one. We note that the choice of m is not as constrained as in the construction
of [10], and many other pairs would work as well. This holds as the purpose of the polynomial
involved is somewhat different.
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3. Let Rgg denote the ring Zg[z]/(z° — 1). Let v = z, which has multiplicative degree six in Rg .
The servers are able to evaluate locally the encoded database:

Fxi,...,x;) = ) ax%
ie[2n]

roughly as follows:

(@) At the bottom level, use the linearity of Sh; to evaluate locally each y; =< uj, x >.

(b)  Convert each of the y;’s into a (2, 2)-sharing scheme Sh; over a ring G, = Rgé”, obtaining
a vector of y’s. The conversion is a many-to-one conversion with respect to a relation R
over the entire input vector, the current y; and v/, so that R(xy, ..., x21,y;,y}) that outputs
Cs, (yi,yi) if (x1,...,xpn) is in C, and otherwise undefined.

(¢)  Use the “almost linearity” of Shy over our particular subset of values to evaluate ) ; aiy;.
Here. “almost linearity” means that to evaluate a sum of shared secrets, we add some of

the coordinates and copy other coordinates.

4. The client reconstructs the output value from the obtained shares, according to Shy (the
reconstruction function is of degree-two.) In a nutshell, the coefficient a, is the only one
determining the free coefficient of a degree-six univariate polynomial obtained from restricting
F to the line z 4 ut, where z is a random vector. The reconstruction procedure uses the shared
evaluations as derivatives to compute this free coefficient, which is non-zero iff a, is one. In the
original protocol description of [13], the client used the input for reconstructing the output, which
is not consistent with share conversion, where the input is not required for reconstruction. We
restate the above protocol by letting the servers “play back” the original shares to the client to
stay consistent with the BIKO share conversion framework.

To summarize, the construction falls into an extended BIKO framework, where the middle-layer
share conversions are many-to-one rather than one-to-one. Furthermore, the scheme Sh; is non-linear
and is defined over a non-constant domain. It is important to observe that the relations used for
the conversions are independent of the database function F itself, but only depend on its size. The
locally-evaluated relations are as small as O(2"), similarly to BIKO. One potential difficulty with using
such an extended design framework is in verifying whether a many-to-one share conversion exists,
or even one-to-one for a large share domain of Shy, as we have here.

One question that remains open in the two-server setting is to make the server’s output size
constant as in [4,10] for three servers.

3. Preliminaries

3.1. Secret Sharing Schemes

For a set A C [n] and sequence of shares s = (s1,...,5,), we denote s[A] by the sequence of
shares (s;)jca. A secret sharing scheme for n parties implements an access structure specified by a
monotone function f : {0,1}" — {0,1} specifying the so-called qualified sets of parties that recover the
secret (preimages of one), while other sets learn nothing about the secret (in this paper, we consider
the standard perfect setting). We refer to such a scheme as an n-party secret sharing scheme. More
formally, an n-party secret sharing scheme is a randomized mapping;:

Sh:SXR—S5;%x...x5y

where S is a finite domain of secrets and R is a randomness set, while S, ..., S, are finite share domains
such that the following holds:
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e  Correctness: For all A C [n] with f(A) = 1, referred to as qualified sets, and all s; # s, € S,
we have:

support(Shy._g (s1,1)[A]) Usupport (Shyc g (s2,1)[A]) = ¢

We use sets and their characteristic vectors interchangeably.
e  Privacy: Forall A C [n] with f(A) = 0and all s; # s, € S, the following distributions are equal.

Shrer(51,7)[A]) = (Shyr(s2,7)[A])

Access structures where the set of qualified subsets is exactly those of size some ¢ or more,
are called threshold access structures.

We say that a secret sharing scheme is linear over some ring G, generalizing the standard notion
of linearity over a field, if S = G,R = G! for some I € N for some finite Abelian ring G. Each share
consists of one or more linear functions for the form I(s,r1,...,7m) = ag - s+ Y ; &; - ; (Observe that
unlike linear schemes over a field, such a scheme does not always have perfect correctness for all
secrets s € R, but this is not required in our context. We will require perfect privacy though.) A useful
property of such schemes is that they allow evaluating locally linear functions of the shares. That is,
for a pair of sharings sl = (s%, e, s}l) sz = (s%, ... ,s%) of some s1, 5,, respectively, sl + g2 (performing
addition coordinate-wise on each group element in the share vector) is a sharing of s; + sp. Similarly,
fora € G,a-s'is sharing of a - s1.

See [14] for a survey on secret sharing.

Let us recall the well-known schemes (2, 3)-CNF and 3-additive for completeness. The schemes
are more general, (2,3)-CNF is a special case of (¢, n)-CNF and 3-additive is a special case of (¢, n)-DNF
with t = n = 3. Here we explicitly recall the definitions only of the special cases we need.

A 3-additive secret sharing scheme over a ring G is a randomized mapping fapp : S X R —
S1 % Sy x S3, where S = S; = G, R = G?, such that fapp(s;a1,a2) = (a1,a2,8 — a; — a). It is not hard
to see that f4pp indeed implements an access structure where only the set {1,2,3} is qualified.

A (2,3)-CNF over a ring G is defined by a randomized mapping fcnr : S x R — G2 for S = G,
S; = R = G x G. Itis defined as follows fenp(s;a1,az) :

1.  Calculate a three-additive sharing (a,b,¢) = fapp(s; a1, a2).
2. Output shares (s1,s2,53) where s; equals the two elements from the tuple in one, which are not at
its index. For example, s3 = (a,b).

It is not hard to see that (2, 3)-CNF is indeed a 2-threshold scheme. It is also not hard to see that the
above schemes are linear over their respective rings.

A (2,n)-modified Shamir scheme over a ring G is defined by a randomized mapping fs;,(s;z) :
G x G — G outputs shares (s1,...,54) s; = z+ sx;, where x; € G is a distinct constant ‘evaluation
point’.

It is not hard to see that (2,3)-CNF is indeed a two-threshold scheme. It is also not hard to see
that the above schemes are linear over their respective rings.

3.2. Share Conversion

We recall the definition of (generalized) share conversion schemes as considered in our paper.
Our definition is exactly the definition in [4], in turn adopted from previous work.

Definition 1 ([4]). Let L1 and Ly be two n-party secret-sharing schemes over the domains of secrets Ky and
Ky, respectively, and let C C Ky x Ky be a relation such that, for every a € Ay, there exists at least one b € Ky
such that (a,b) € C. A share conversion scheme convert(sy, . ..,s) from Ly to Ly with respect to relation C is
specified by (deterministic) local conversion functions g1, ...,y such that: If (s1, .. .sn) is a valid sharing for
some secret s in Ly, then §1(51), . .. gn(Sn) is a valid sharing for some secret s' in Ly such that (s,s’) € C.
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(In [4], they referred to such share conversion schemes as “local” share conversion. As this is the only type
we consider here, we will refer to it as simply “share conversion”.)

For a pair of Abelian groups G, G (wWhen Gy, Gy are rings, we consider G, Gy as groups with
respect to the “+’ operation of the rings), we define the relation Cs as in [4] (G1, G, will be clear from
the context, so we exclude the groups from the definition of Cg to simplify notation).

Definition 2 (The relation Cg [4]). Let Gy and Gy be finite Abelian groups, and let S C Gy \ {0} (when
G1, Gy are rings, we will by default refer to the additive groups of the rings in this context). The relation Cg
converts s = 0 € Gy to any nonzeros € Gy and everys € Stos = 0. There is no requirement when
s ¢ SUOQ. Formally,

Cs = {(5,0)]s € S}U{(0,5") : ' € G\ {0}} U{(s,5)|s & SU{0},5' € Gy}

Given m = p; - pp, where p; # p; are primes and p is a prime, we consider pairs of rings
G1=Zw, Gy = Z/;. We denote S, = {x € G1|Vi € [2],x mod p; € {0,1}}\ {0}.

3.3. Our Starting Point: The Modeling of [4]

In this work, we study the existence of share conversions for three parties with respect to the
canonical relation Cg, ¢, as above, from (2, 3)-CNF to three-additive for various parameters py, py, p.

Our starting point is the characterization from [4] of triples (p1, p2, p) for which a share conversion
with respect to (G, Gy) as above exists via a linear-algebraic constraint.

In some more detail, consider (p1, p2,p) as above. A share conversion from (2,3)-CNF to
three-additive exists for Sy, iff a certain condition is satisfied by the following matrix M— - over Z,,.

In the matrix M= «, the rows are indexed by triples (4,b,c) € Zj,, corresponding to (2,3)-CNF
sharings of some s € S U {0}. Namely, (a,b, c) are the (additive) shares generated by fcnr in Step 1.
The rows corresponding to s # 0 form M=. The rows corresponding to s = 0 form M. The columns
of M_ . are indexed by values in [3] X Zy; X Zy,. Intuitively, an index (i, x, y) of a column corresponds
to share s; of the (2,3)-CNF scheme being equal to (x,y). Row (a,b,c) has ones at three locations:
(3,a,b),(2,a,c),(1,b,c), and zeros elsewhere. That is, there are zeros at columns corresponding to the
shares s; output by fcnr corresponding to (a, b, ¢) produced in Step 1 of fcnr’s execution.

We are searching for a vector u that by multiplying it with each row of the “equality rows” of the
matrix, it will be equal zero, and by multiplying it with one of the inequality rows, it will not be equal
to zero.

The solution vector u (and thus, the columns of the matrix) is indexed by [3] X Zy, X Zy,. The index
of an entry (i, x,y) corresponds to a CNF-share s; that equals (x,y), and the value u
is the value in [F ;s to which share s; = (x,y) is converted.

Indeed, it is not hard to see that a share conversion scheme exists iff a solution x € ]Fp;; to

the system:
M¢x 7'é 0

Some basic linear-algebraic observations imply that the above is equivalent to the fact that the
rows of M= do not span some row of M= over [, (this simplification matters, as it does not require us
to know S in advance, if it exists).

Furthermore, the work in [4] provided a quantitative lower bound on f, depending on the degree
difference between M= and M (the latter is not significant towards our goal of just understanding
feasibility). Their characterization is summarized in the following theorem.

ix,y) at this index

exists.

Theorem 3 (Theorem 4.5 [4]). Let = rankp, (M= +)) — rankg,(M=)) > 0. Then, we have:
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e Ifp = O, then there is no conversion from (2,3)-CNF sharing over Z, to additive sharing over Zj, with
respect to Cg, , for every x > 0.

e IfB > 0, then there is a conversion from (2,3)-CNF sharing over Z, to additive sharing over Zg with
respect to Cg,.
Furthermore, in this case, every row v of M is not spanned by the rows of M=.

Moreover, it was proven in [4] that the above is in fact equivalent to having the rows of M= not
span any row of M=. The latter simplification is a result of certain symmetry existing for the particular
relation and secret sharing schemes in question.

Corollary 1. For every row v of M, v is not spanned by the rows of M= iff there exists some B > 0 for which
a conversion from (2,3)-CNF sharing over Zy, to additive sharing over Z? with respect to Cg, exists.

Theorem 3 provides a full characterization via a condition that given (p1, p2, p) can be verified in
polynomial time in (p1, p,1og(p)). More precisely, the size of our matrix M=  is 4m? x 3m? (in fact
slightly smaller, at (3m? + 1) x 3m?, if working with Corollary 1, but this is insignificant), so verifying
the condition amounts to solving a set of linear equations, which naively takes about O(m®) time,
or slightly better using improved algorithms for matrix multiplication, and the running time cannot be
better than Q)(m*) using generic matrix multiplication algorithms. Thus, the complexity of verification
grows very fast with m, becoming essentially infeasible for py, p; circa 50.

In any case, direct verification of the condition on concrete inputs does not answer the following
fundamental question.

Question 1 (Informal). Do there exist infinitely many triples (p1, p2, p) for which a share conversion scheme
from (2,3)-CNF to three-additive secret sharing (with parameters as discussed above) exists?

It was conjectured in [4] that all tuples where p = p; and p4, p2, p are all odd allow for such a
sharing scheme. We answer this question in the affirmative. While it is not clear that our result may
be directly useful towards constructing better PIR schemes, our work is a first step towards possibly
improving PIR complexity using this direction, in terms of the tools developed. See the discussion in
Section 5 for more details.

To resolve this question, we develop an analytic understanding of the condition for the particular
type of matrices at hand. Our goal is to simplify the matrices into a more human-understandable form,
so we are able to verify directly the linear-algebraic condition for infinitely many parameter triples.

3.4. Some Notation

In this paper, we will consider matrices over some field I, typically over a finite field F = Zp.
For matrices A, B with the same number of columns, (A;B) denotes the matrix comprised by
concatenating B below A. For matrices A, B with the same number of rows, we denote by (A|B)
the matrix obtained by concatenating B to the right of A. For entry i,j of a matrix A, we use the
standard notation of A[i, j]. More generally, for a matrix A € F**?, for subsets R C [v] of rows and
C C [u] of columns, A[R, C] denotes the sub-matrix with rows restricted to R and columns restricted
to C (ordered in the original order of rows and columns in A). As special cases, using a single index i
instead of R (C) refers to a single row (column). A “-” instead of R (C) stands for [u] ([v]).

We often consider imposing a block structure upon a matrix A. The block structure is specified by
a grid defined by a partition of the columns into non-empty sets of consecutive columns Cj, ..., C; and
a partition of the rows into non-empty sets of consecutive rows Ry, ..., Rj,. The matrix A viewed as a
block matrix is not a t X h matrix where entry (i, j) is the sub-matrix A[C;, R;]. We denote the block
matrix obtained from A by V (for instance, a matrix named A®) is replaced by V(®)). In a block matrix
V, we typically index the matrix by subscripts: V; ; denotes (the matrix at) entry i, j of V. For instance,
V; ili, k] denotes entry [i, k] in (sub)matrix V; ;.
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Typically, the C;’s and the R;’s are of the same size, and Cy, Ry start at zero. Sometimes, the sets
will not be of the same size (typically, the first or last set will be of a different size than the rest).
Furthermore, most generally, Cy, Ry may start elsewhere. Additionally, the indices may be consecutive
modulo u (v), so one of the sets C; (R;) may not consist of truly consecutive indices.

Most of the time, index arithmetic will be done modulo the matrices’ number of rows and columns
(we will however state this explicitly).

4. Our Result

4.1. Starting Point and Main Technical Tool

Starting off with Corollary 1, it suffices to prove the following theorem.
We prove the following result.

Theorem 4. Assume m = p1-p2, p = p1, and p1,p2 > 2. Then, there exists a row v in My such that
Rows(M-=) does not span v.

As a corollary from Corollary 1 and Theorem 4, we immediately obtain:

Corollary 2. Assume m = py-pa, p = p1, and p1, p2 > 2. Then, there exists some B > 0 for which a
conversion from (2,3)-CNF sharing over Z,, to additive sharing over Zﬁ with respect to Cg, exists.

To prove Theorem 4, we choose any vector v in the Mzi, outside of M=, and prove that M=
does not span v. The particular choice of v we will make is a somewhat convenient choice, but any v
will do, so we will fix it later. To this end, we apply carefully-chosen row operations, but in a specific
way, so we (as humans) can understand the matrices that result.

Our main technical tool is the following simple lemma.

Lemma 1. Let A denote a matrix in Zy*", and let b = A[v, [u]]. Let I C [v — 1], Iy C [u] denote non-empty
sets of rows and columns, respectively. A’ obtained from A by a sequence of row operations on A, so that A’ (I, I]
is a basis of A’[[v], I], and the rest of the rows in A’[I, I] are zero. Then, Rows(A’[[v] \ 1, [u] \ Lo]) span
b'[[u] \ L] iff Rows(Al[v — 1], [u]]) span Ao, [u]].

The proof of the Lemma follows by the fact that any solution to xA[[v — 1], [u]] = Alv, [u]] must
have zero at indices corresponding to I;, to obtain zero at the coordinates corresponding to v, (and the
fact that row operations on [A; b] do not change the solvability of a system Ax = b).

We start with ML = [M=; v] and need to resolve the question of whether Rows(M=) span v. On a
high level, we proceed by applying the following lemma several times, thereby reducing the problem
to considering a certain submatrix of the original matrix.

4.2. A Few Initial Elimination Sequences

4.2.1. Elimination Step 0

We introduce some more notation we will use along the way. We think of the matrix Mlz,i as
divided into blocks of 4 x 3. We denote constants by capital letters (e.g., a secret value Sy, or index
(A, B)) and running indices by small letters, typically a, b, c. Row 1 of the block matrix V, V; . is indexed
inside by (a,b,c), going over all (a,b, c) that constitute an additive sharing of S; = (0,1)z,,. Here,
(0,1)z,, denotes a single element of Zj,, corresponding to its residues modulo p; and p,, respectively.
We omit the Z,, subscript when it is clear from the context whether a pair (x,y) is in Z, or in Z,.
Similarly, rows V5,., V3., V4 . correspond to S, = (1,0)z,,,S3 = (1,1)z,,,S4 = (0,0)z,,, respectively. The
rows inside rows 1, 2, 3 in the block matrix are internally indexed by (a, ) (c is determined by a,b, S;
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as S; —a — b), where the (a,b)’s are ordered lexicographically (we stress that the particular order is
not important for analyzing the rank of the matrix, but it will play some role in creating a matrix that
“looks simple” and is easier to understand). The last block is indexed by some (A, B) € Zy, X Zy, to be
chosen later; as follows from Corollary 1, any (A, B) can be chosen.

Column V.; in the block matrix is internally indexed by the CNF-share (a,b) received by Ps.
Column V., is indexed by (a,c) (share received by P,), and V. 3 is indexed by (b, ¢) (share received
by P3). As in the case of rows, the values (x,y) € Zj, internally indexing a column of V are
ordered lexicographically.

Pictorially, the matrix M_, has the following general form.

(0,0) (m—1,m—1) (0,0) (m—1,m-1) (0,0) (m—1,m—1)
(0,0
o [ V12 V13
(m—1,m—1)
©,0
o I V22 V23
(m—1,m-1)
(0,0)
o I V32 V33
(m—1,m—1)
(4,B) eA,B €AS;~A-B eBS,~A-B

In the above, I denotes the identity matrix, and each V;; indeed equals I. The other V;’s for
j € {2,3} are m? x m? permutation matrices, and exy € Zy*" denotes a row vector with one at index
(x,y), and zeroes elsewhere.

For a fixed i € [3], row (a,b) equals (e, €,5,—a—p, €p,5,—a—p) for Block Columns 1,2, 3 respectively.

Next, we apply Lemma 1 to A = ML with I; = [m], and I, = [m?] (I corresponds to the
first column in the block). The sequence of operations to b-zero the columns in A[[3m? + 1], [m?]] is
carried out by subtracting from each row e, ;, (indexed by (a, b)) in Blocks 2, 3,4 the corresponding
row e, ; (indexed by (a,b)) in Block 1. The resulting matrix A’ (of size (2m? + 1) x 2m?) is described
in the following.

4.2.2. Elimination Step 1

We view the matrix A’ as a block matrix with the same subdivision into blocks as in ML (with
one less block in both rows and columns, with Row 1 and Column 1 removed). Let V'’ denote the
corresponding 3 x 2 block matrix.

Consider the row indexed by (a,b) in V; for i € [3] (corresponds to Block Rows 2,3, 4 respectively
in ML). We have:

Observation 1. The row V] indexed by (a,b) - V| [(a,b), -] equals:

(eu,Si—a—b —€4,5,—a—bs€h,S;—a—b — eb,Sl—u—b) (1)

Here, (a,b) = (A, B) fori = 3.

The resulting matrix A’ is depicted next.
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S CR G B

Voo —Vip Vosz—Vis

Vio—Vip Vis—Vis

A, €AS,—A-B— €BS,— A-B—
€A,5,-A—B €B,5,—A—-B

Next, we find a basis for Rows(A[I;, [m?]]) and apply Lemma 1 again, “getting rid” of the first
block column in A’. Fori € {1,2,3,4}, let Aij=S5; =S5
We will need another simple observation.

Observation 2. The rows of V;, for i € [1,2] are a permutation of the sequence of all m? vectors of the form
(x,y) — (x,y + Ay jy1). Additionally, Ao = (—1,1)z, , and therefore, (—1,1)7, generates Zy,.

We are now ready to demonstrate that the set of rows of V] ;, according to the coordinate of one in
their row: B = {(a,b)[c = S —a — b # m — 1} constitutes the basis of V/} for I, = [m?], as we seek.
Therefore, we will again be able to apply Lemma 1. The other rows are spanned by this set, in one of
two ways. We classify them into two types according to these ways. We refer to them as Type 1 and
Type 2.

Type 1 constitutes of rows in V] ; indexed by (a,b) with ¢ = S —a — b = m — 1, for which the
location of the “1"in V; 1[(a,b), -] is (a, c) for c as above. We observe that every such row is spanned by
Vi1[B,], as for every a € Zy, we have:

Y Vial(a,b), -] = 2)
beZy

2 eu,c - ell,C%’ALz = (3)
€y

Z €a,c — Z €actA1y = 4)
CEZy CEZy
1-1=0 ®)

Here, the transition from Equation (2) to Equation (3) is by Observation 1 and the observation
that for a fixed a, (S, — a — b) ez, is a permutation over Z,,, so the change of coordinates we perform
is valid. We b-zero rows (a,b) of V/ ; of Type 1 by adding all other rows of the form (a,b’) to each
of them.
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Type 2 includes all rows in V/, for i € {2,3} are of this type. Consider a row indexed by (a,b) in
V/, (in particular, the row in block V; is of that type). It is spanned by rows in B as follows:

AL+l 4
Ao
/ .
Y. Viil(a,b+ Ay —j- M), = (6)
j=0
Ayl
Ao 1
(eu,Sinaberj-A],z - ea,5[+lfﬂ*b+(j+1)'A]/z) = (7)
j=0
€45, 1—a—b — €aS; 1 —a—b+A1;q T V;il [(a, b)/ ] (8)

Here, the transition to Equation (8) is by observing that a telescopic sum is formed, where all
but the first and last ey ,’s in the sum cancel out. Note that the number in the superscript of the sum
indeed exists, as A1 ; generates Z;,, and so, in particular, A; ;11 = k - A1 5 for some integer k > 0.

Rearranging the equality above, we get:

A .
1i+1 1
App

Vil(a,b),- 1= Y Vii[(a,b+ A1 —j-Dip), ] =0 )
=0

That is, we have identified the linear combinations of rows in 3 that add up to V/;.

4.3. Elimination Step 2

After applying Lemma 1 to each row to Type 1 and Type 2 and making it zero, we turn to
considering the remaining matrix A” € Zﬁ,’”*mz“) “* Tt is a block matrix of size 3 x 1, with blocks
corresponding to V{,, V{5, V{ , in A/, with m, m?2, and one row, respectively. Let us calculate the form
of rows of both type/s, when restricted to V" (following elimination step 1 from Section 4.2.2).

Type 1 in V”: From Equation (2), we conclude that for a fixed a, for the (single) b such that

(a,b) ¢ B, we have:

Vii[(a,b), ] = (10)
Y. Visl(ab), ] = (11)
bEZmy
Y (ens,—a—b —€bs,—a—b) (12)
bEZy

Type 2 in V" This type consists of row blocks i € {2,3} in V. By construction, we have:

Aq
1,i+1 -1
A1

Vil(a,b),-] = Vii,[(ab),]— Y. Vipl(a,b+ Ay —j-A12),-] (13)
=0
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Fix some (a,b) € Zy X Zp. Now, from Observation 1 and Equation (9), it follows that for all
(a,b) € Zy X Ly, we have:

Viil(a,b),-] = (14)
Ait1
A1,2—1

Viol(a,b), ] = Y, Visl(ab+ Dy —j M) = (15)
j=0

eb,SH,] —a—b — eb,51 —a—b

Ait1
Ao ! ( e . .
_ Z b+Ari1—jB12,Siv1—a—b—Dy i1 1+j D1 p
j=0 Tt A1 D12, S1—a—b—Dy i +(j+1)-Dp )

(16)

4.4. Permuting the Columns

Next, we permute the columns of A”, to gain insight into its form. Note that this does not
affect the question of whether A”[m + m? + 1] (last line) is spanned by the rest of the rows in A”,
Rows (A" [[m + m?], [m?]]). We refer to the new matrix as A(®) and the resulting block matrix as V(3.

The permutation is as follows: the content of a column indexed by (b,¢) € Zy, X Z;, moves
to (b, b+ c)/ A1, in the new matrix. We therefore obtain the following matrix M for Types 1 and 2,
respectively (from Equations (12) and (16)).

44.1. Type 1

3
V](,l) [(a’ b)’ ] = Z e(h,52711)/A]/2 - e(b,51 711)/A1,2 = (17)
bEZm
Z €(be)/Aip T~ C(betn)/ Ay = (18)
b,c€Zy
Z €pc — €pet1 (19)
b,c€EZLm

Here, the last transition is due to the fact that dividing by A , is a permutation over Z, (as A1
is invertible).

4.4.2. Type 2

Fori € {2,3}, we have:

vi7[(a,b),] = (20)
€(b,Si1—a)/Mp — €(b,S1—a)/A1p (21)
Auiv1 4

M
B ZO (e(b+A2,i+1*]"A1,2r5i+1*ﬂ)/Al,z - e(b+A2,i+1*]"A1,2r51*ﬂ+A1/z)/A1,2) -
]:

Ariv1
7771
A1
S NIV T 20 (e(b’—f+A2,i+1/A1,2rC’) T A1/ Dipc+1) T (22)
]:
A1,it1
il _q
IS¥)
b, ~ (b A1 /Bra) D €W W41 (23)

j=0
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In Equation (21), we simply rename b’ = b/A1,,¢’ = (Siy1 —a)/A1. In Equation (22), we

Arit1

A, s We have:

observe that for j =

V' —j4+0pin/Mp =

b o414 Npiv1— Dy _
A1p

A
b’+1+%:b’+1—1:b’
1,2

Thus, making a change of coordinates and letting the index j in the ) in Equation (23) run from

j = 2L _ 1 down to zero yield the expression in Line 23.
A

4.4.3. Summary

We have obtained a matrix with rows of the following form.

e Type 1 (contributed by Row Block 1 in V(%)) yields all vectors of the form:

Z €pc — €pe+1
beZp

forc € Zy,.
e Type 2 (contributed by Row Block 2 in V(%)) yields all vectors of the form:

M3
Ao 1
e(bxc) - e(b,C+A1,3/A],2) - ZO eb+j,C - eb+j,C+1 =
]:
(O/fl)Zm
€(be) ~ €(be+(L0)z,) ~ Z(:) €btjc = Cotjetl =
]:

(24)

For all pairs b, ¢ € Zy,.
e The last line of V) is subsequently referred to as Type 3. Similarly to Type 2, it follows from
Equation (23) that the line in the last block (i = 3) has the form:

(_LO)Z,,,
€(B,C) ~ ©(BC+(01)z,) — Y. epijc—epijc (25)
j=0
Here, B,C € Z;, is some pair of constants (corresponding to A, B to be chosen above) to be
fixed later.

In the above, (—1,0)z, = (0,1)z, — 1 in the sum limit corresponds to “lifting” the element of Z,
into Z and viewing as an integer in {0, ..., m — 1}. Note that no “wrap around” occurs as (0, —1) # 0
in Zy,, so we get the correct number in the sum limit.

4.5. A Change of Basis

Occasionally, we will refer to rows A®) as matrices, with rows indexed by b and columns by c.

As we have witnessed, so far, we have performed applications of Lemma 1 on the original matrix
A, which was a simple block matrix of size 4 x 3 blocks, and the upper three row blocks had three cells
of size m? x m? each and another “block” row with three cells of size 1 x m? each cell. By performing
two applications of the lemma, we obtained a much smaller matrix AB), Namely, we obtained a block

2 2 2

matrix with 3 x 1 blocks, with cells of size m x m2, m% x mZ%, and 1 x m2, respectively. The price
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we have paid for the reduction in size is that the structure of the matrix has became more complex.
In particular, it is no longer clear how to identify additional row sets I; to continue applying the
lemma conveniently.

To create a matrix of more manageable form, we perform a change of basis. We suggest the
following basis for the row space of A®). B = By U B,. Here:

B = {eb,,' — eb,i+1|b € Ly, i € {0,...,p2 —2},}

and:
By = {—epiyj1,0)5, + €bi+(j+1)-(10)5, [0 € Lm,i € Zpy, j € Zp, \ {p1 = 1}}

In all indices here and elsewhere, the arithmetic is over Z,;,.

Indeed By U B is a basis of Rows(A®)). To prove this, we first note that it is an independent set.
Roughly, this follows by separately considering the vectors in B with nonzero values in each row (b, -)
separately and the fact that p, divides m.

Next, we show that the rows of A(®) are indeed spanned by the above set of vectors. Furthermore,
the matrix re-written in this basis will have a nice block structure that we will be able to exploit for the
purpose of using Lemma 1.

We denote by Tj; = ep; — epii1 a vector in By and by Rpiij0), = —€bitj(10),, T
€p,i+(j+1)-(1,0)z, @ vector in Bs.

To rewrite our matrix A), we will specify an ordering of the vectors in B, from left to right

1.  The columns in By come first, in increasing order of ¢, starting from zero.
2. The columns of the form Ry, j(10) in B, are ordered on several levels:

(@) On the highest level, order Rj ;. .(1,0)’s according to the index i above, starting from zero
up to pp — 1. There are p; blocks of this form on the highest level.
(b)  Forafixed i, order Ry ;.(1)’s according to increasing order of j starting from zero, up to

p1—2
(c)  For fixed i, j, order in increasing order of V's, starting from zero up to m — 1.

We order the rows of the matrix as follows:

1.  The rows of Type 2 appear first, then Type 1, then Type 3 (the distinguished row to span via the
others).
Within Type 1, we denote rl = Y ez, €he — Cbeii-

3. Within Type 2, denote by ri’ . thevector e, .y —e(c1(1,0),, ) ~ Z](-i’(; Vzm €p4jc — €pyjer1- Consider

one such vector, r‘;; -~ We order these vectors according to i, then j, then b, where c =i +j - (1,0).
i -1,0)z,,

Similarly, for Type 3, denote r%/c =€) ~ &B,C+(01)z,) — Z](':o )z €B4jB — €B+j,C+1-

Let us now study the form of the resulting matrix, divided into blocks, as follows from the
representation of the various vectors in Rows(A®)) in basis B.

Let us represent the matrix as a block matrix, then we further break down each block into lower
level blocks as follows. Let us denote the new matrix by A®).

The Type 2 set of rows in A® has structure as depicted in the following matrix.
AW = (A(4)'2; AW A3 ). Let us describe each of the matrices A2)i below.

4.5.1. The Matrix A(%)2

AD2 = (AL ABR2)

Here, the “right side” AR? isa py x p, block matrix. Its contents are as follows.
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0 1 2 p2—2 pr—1
0 RI+R{| -R§
1 Ri+R:| -R?
p2—2 RI+R}| —-R?
p2—1 R} —R? R{+ R}

The left-side matrix A(4)L2 is a block matrix of size po x 1 (where indeed the number of rows in
each of its p, blocks is consistent with that of A(4)R2). It has the following structure.

0 LY
1 L]
=7
pz -2 L?Z ‘
p2 — 1 Zfio LZ1

We refer to this partition into p, x (p2 + 1) blocks of A(*)2 as the “Level-1” partition of A(*+)2.
We continue next with describing the “Level-0” detail of R}, R%, Rg, Lé of A(4)'R'2, AW Ly,
The matrix L fori € {0,...,p» —2}isa p1 x (p2 — 1) block matrix of the following form:

01 i pa—2
0 To
1 To
p1—2 To
pi—1 To

for a matrix Ty to be specified later. Note that by the structure of A@L2 the last matrix sz_l isa

block matrix of size p; x (p2 — 1), where each block equals — Tp.
The matrix R} isa p; x (p; — 1) matrix of the following form.

0 |1 p1—2
0 I
1 I
p1—2 I
pr—1 N T[] -1 —1I

Here, [ is the m x m identity matrix. The matrix R? isa p; x (p1 — 1) matrix of the following form.

0 1 p1—3 p1—2
0
1 To
2 To | Ty
: To | To
p1—2 To | To Ty
p—1 N To|To To To




Entropy 2019, 21, 826 20 of 31

Here, Ty is a m x m matrix, as above. Finally, the matrix R3 is a p x (p; — 1) block matrix of the
following form.

0 DY PZ mod pl ... pl—z
0 Ty | - T,
p1—1 —To |- —Ty

It remains to specify Tj. It is a m x m circulant matrix of the following form.

(1,0)z, —2 | (1,0)z, =1 | (1,0)z,, |---|m—1

m—1 1(---]1 1

4.5.2. The Matrix A(4)3
We choose (B,C) = (0,0). Then, the line is of the form:

(O,l)Zm 71 p1 72
Y. Toot+ Y Rotsjio),
| =0

4.5.3. The Matrix A4

The matrix A4 is of the form A®1 = (A®L1; ABRT) To describe the left and right parts, we
apply a certain transformation to AL and A4)R2, respectively. First, view each as a block matrix
comprised of blocks of size m x m (A*#)L2 has m x (p, — 1) blocks, and A#)R2 has m x py(p1 — 1)).
Now, A®)L1 s obtained from A(4)L2 by applying a linear mapping satisfying I(Ty) = (1,...,1) to

——

m times
each block X, replacing X by m(X) (it is not important how exactly we define it on other inputs).
The matrix A4 is obtained from A(*)L1 by replacing each block by a linear transformation that
maps I to the zero vector and Ty to (1,...,1). That is, the resulting AWL1 equals:

————

m times
0 i
1 L!
P2
P2 2 X L?Z 7
p2 — 1 leio Ll1

where Li equals:

01 1 p2 — 2
(1’ Tty 1)
1 (1/ : /1)
Pl_z (1//1>
pl_l (1”1)
The resulting matrix AR equals:
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0 1 2 p2 — 2 p2 — 1
R R
1 R? | —-R?
1 1
50 50
p2—2 52 Ry szl
p2 —1 Ry — R} Ry

where the resulting R% is of the form:

0 1 e p1—3 p1—2
0
1 1,...,1)
2 (1,....1) ] (1,...,1)
: 1,...,1) | (1,...,1)
p1—2 (1,....1)](1,...,1) 1,...,1)
p—1 M(@a,...10)[@1,...,1) 1,...,1) | (1,...,1)

4.6. Another Elimination Sequence

From now on, assume that p = p; and that p, > 2. We leave the full analysis of other cases for
future work. We are now able to apply Lemma 1. We perform this step for I, corresponding to the
L-part blocks of A®) and proceed in several steps. We perform the row operations starting at a grosser
resolution and then proceed to finer resolution.

4.6.1. Step 1: Working at the Resolution of Level-1 Blocks

View A2 as a block matrix of Level-1 as described above. Let V(42 denote the corresponding
block matrix. Replace the last row of V*)2, V(¥.2[p; —1,.] by > ial V®)2[j,.]. We thus obtain a new
matrix A5)2 of the following form. A5)2 = (AG)L2| AG)R2) has the same block structure as A(*)2
on all levels, so we do not repeat that, but rather only review its content.

The resulting right side A®)R2 is as follows.

0 1 2 s p2 — 2 p2 — 1
1 2 2
R; + Rf 1—R1 . .
1 R;+R7 | —Rj
pr—2 Ri+R}| —-R}
pr—1 R}+RI| RI Rl [---] Ri Rl
The resulting left-side matrix AG)IL2 ig:
0
=
1 L;
p2—2 L
p2 — 1 \ 0

We perform a similar transformation on AW resulting in:

AGIL = (AGIRI|4G)L1Y
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where AG)R1 equals:
0 1 2 p2 — 2 p2 — 1
0 RY | —Rj
1 R} | —R%
p2—2 ) Rt | -Ri
p2—1 R

and AG)VL1 equals:

70
0 %%
1 L3

: i
p2—2 Ly
p2 — 1 0

4.6.2. Step 2: Working at the Resolution of Level-0 Blocks

Here, we view the matrix A®) as a block matrix over Level-0 blocks. That is, denote by (i,]) the
row block corresponding to the j Level-0 block inside the ih Level-1 block of A®), We transform A®)

into a matrix V(®) as follows.

For each i € {0,...,po —2},j € {1,...,p1}, replace each row in V®)?2[(i,}),-] with
V()2 _[(i,0),]. The resulting matrix A©)?2 is of the form A(6)2 = A((6).L.2] A(6)R2)
The right side A©)R2 is as follows.

0 1 2 p2 — 2 p2 — 1
0 RI+R?| —R?
4 2 2
1 R+ Rj | —Rj
pr—2 Ri+R}| —R}
pp—1 MRIFR| R R R
where R{ equals:
0 1 p1—2
0 I
1 -1 |1
p1—2 -1 I
pr—1 N =2l | T —I
The resulting left-side matrix A(®)L2 is:
=0
0 Ll_ i
1 Ly
p2—2 L
p2 — 1 0
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where L, 4 is of the form:

of1|---|i]-|p—2
0 Ty
1
p1—2
pr—1

(5)1

Finally, we apply a similar transformation to A®)! resulting in A(®)L! that equals:

L7’
=T
1 L
P2 — 2 i;,p272
p2 — 1 \ 0
where L, 4 is of the form:
01 i p2—2
0 (1,...,1)
1
p1—2
p-1

The resulting right-hand side is AGRL — AB)R1 (there is no change, since the first block-row in
VORI g Zero).

4.6.3. Step 3: Working within Level-0 Blocks

Here, we move to working with individual rows and complete the task of leaving a basis of
the original A)'’s rows as the set of non-zero rows of the matrix A"l obtained by a series of row
operations. To this end, our goal is to understand the set of remaining rows in A©)L. In the A(®)12
part, each Level-0 block-column (with blocks of size m x m) has only G = Rows(Tp) U{(1,...,1)}
(here, one appears m times) as non-zero rows, and in each row, there are non-zero entries in only one
of the blocks. Thus, it suffices to find a basis for the set G of vectors.

Lemma 2. Assume p = py. Then, the index set I = {k|0 < k < (p; — 1)p2} satisfies that Rows(Tp[I, [m]])
is a basis for G. In particular, we have 2;’;51 Tolj - p2, [m]] = x-(1,...,1). Here, x is computed as follows:

first calculate y as p, ' modulo py (that is, in Zip,). Then, we “lift” y back into Z (1 <y < py — 1) and then set
x to be y modulo p — that is, x is an element of Z, (note that all non-zero coefficients in the linear combination
that results in (1,...,1) indeed belong to I).

Another observation that will be useful to us identifies the dual of Tj,.
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Lemma 3. Assume p = p1. Then, the set of vectors:

p1—1
S=A{ Z €jpy — ei+(j+1)-p2|i € Zp, \ {0}}
j=0

is a basis of Ker(Ty), where Ker(M) = {v|v - M} denotes the left kernel of the matrix M.

The observations are rather simple to prove by basic techniques; see Appendix A. Note that the
general theory of cyclotomic matrices is not useful here, as it holds over infinite or large (larger than
matrix size) fields, so we proceed by ad-hoc analysis of the (particularly simple) matrices at hand.

We handle the A7) part first. We conclude from Lemma 2 that for every block specified by (i, j)
where i # py —1,in V()L2[(j, j), ], the rows indexed by b € I (as in Lemma 2) span all rows in that
block. Furthermore, for the purpose of Lemma 1, we b-zero the rest of the rows, by a sequence of
row operations as specified by Ker(Tj) in Lemma 3, starting from row (p; — 1)p2 + 1 and moving
forward up to m — 1. That is, for b -zeroing row (p; — 1)pa + k (where k > 0) in V(©).L2[(j, ), ] as
above, we store the combination:

p1—1
Z V(6)’1[(i/]'/k +h- pZ)/ ] - V(6)’l[(i/j/k + (h + 1) : PZ)/ ]
h=0

in row (i, j, k) of A7)2,
Overall, the resulting A'”)“ is as follows:
AIR2 is identical to A©)R2, except for replacing R} with R3.
That is, in the last block row R?, all cells are R%l, and there are p; such cells.
Here, R? 1 is of the form:

(7),2

0 1 2 pzfz p2,1
1 1] -1
1 -1
P —2 1 1
P —1 1 1
0
I
m— p2
m—py+1
. R2_1 R2_1 R2_1
m—1

Next, we handle the A”)! part. Here, we b-zero the remaining rows in A©)'l! by adding the
right combination of rows in A(®)L2, The combination is determined by the “in particular” part of
Lemma 3.
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The resulting matrix A(7)'L2 is identical to A(®)'L2, except for Ty in each Ly A being replaced by Tj.
Here, T} has the form:

01 (1,0)Zm7}9271 (LO)Zm*l (1,0)277’ m— pa m—1
0 1)1 1
1 1
m— py 11 1 1 1
m—py+1
m—1

Here, A7)L1 becomes zero, which was our goal. Note that as opposed to previous
transformations, the transformation performed on A(®)L1 does not “mirror” the transformation
performed on A(®)L2 and in fact involves rows from both A©)L2and AL AR s jdentical to
Al6)RL except that in each Level-1 block (i, i) fori € {0,..., po — 2}, the first row of R% (the content of
this block) is replaced by:

It remains to b-zero the L-part of A(6)3. For simplicity, we focus on V(®)/L3[0,0] (which is the

only non-zero block in V(6)£-2) and then use the resulting linear dependence to produce the new row
v(©3[o,].

p1—1
VL3000 =x Y VOL2[(0,0,i-py),0] — VI©L2[(0,0,(~1,0)z, +1),0]

i=0
This results in:
7),R3 =
ADRS = —x X%) €(0,0,i-p2) T €(00,(~1,0)z,) T
1=
(0'1)Zm71 p1—2
Y. ToolRI+ Y Roiyjap),, [R] (26)
b=1 j=0

4.6.4. A Reduced Matrix We Will Analyze Directly

Taking I; to be the set of rows in A7) that correspond to non-zero rows in A1 and I
corresponding to L, we obtain the following matrix A(®). On Level-1, it has a block structure similar to
that of A)'R (where the number of rows changes in some of the matrices). More concretely, A(®)2 has
the form:

s 0 5 12 2 e p2 — 2 P2 — 1
RY” +RY 5—1{1' 27 .
1 R)” +Ry” | Ry
p2—2 RY” +R7 | —Ry~
3 1 1 1 1
p—1 ‘| R{+R] R R Rl
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Here, R?’f is identical to R} except that the top m — p + 1 rows in it are removed. That is, it is
identical to R}, except that the (0,0)" Level-0 block in R} replaces I by C, which are equal.

m—py+1
2 2 2
: R, |R%, |-~ | RY,

m—1

Similarly, R%’f is obtained from R? in the same manner. In this case, only zero rows are removed.
A®)1 is precisely A7)VR (no rows were eliminated from there, as all corresponding rows on the left

side became zero). Similarly, A(®)3 = A7)R3,

4.7. Completing the Proof - Analysis of A®)

We are now ready to make our conclusion, assuming p = p; and py, p2 > 2. We stress that further
analysis of the matrix is needed for identifying all p’s for which a share conversion exists. In fact, some
of the detailed calculations of the resulting matrix structure are not needed for our conclusion, and we
could instead identify only the properties that we need of various sub-matrices. However, some of the
details may be useful for future analysis, so we made all the calculations.

Our last step is to reduce the matrix A®) “modulo” the set G: for every row r in A(®) and every
Level-0 block in this row, we reduce the contents of that row “modulo” span(Rows(Tp)). That is,
we complement the basis of Rows(Ty) specified in Lemma 2 into a basis of Zj, where e, is one of
the added vectors and define a linear mapping L taking elements of Rows(Tp[I, -]) to zero and other
elements of the basis onto themselves (it is inconsequential what the other base elements are). Indeed,
observe that eq is not in span(Rows(Tp)), as it is not in Ker(Ker(span(Rows(Tp)))), as implied by
Lemma 2. To verify this, observe for instance that:

-1
< Y (eip, —€i4ip,) €0 >=1#0.
i=0
We apply a linear mapping L taking x € span(Rows(Tp)) to 0 and other base elements to
themselves. Recall that Level-0 blocks indeed have m columns each. We make the following
observations. We let A() denote the resulting matrix.

Observation 3. The rows of A1 are zero.
Observation 4. A®)3 maps to 2201’11) Zn 1 Tpo[R] + 2}282 Ro14.(10), [R].

Observation 3 follows easily from the form of the matrix A(®) and Lemmas 2 and 3, which implies
that span(Rows(Tp)) is exactly the kernel of S from Lemma 2 (this is the reason we need Lemma 2: it is
easier to verify that a given vector is not in Ker(span(S)), rather than verifying it is not in span(Tj)).

Observation 4 follows by the structure of A®) and definition of L.

Now, if A®)3 is spanned by the rest of the rows in A(®), then it must be the case that the same
dependence exists in A(%). Thus, it suffices to prove that the latter does not hold. Assume for the sake

of contradiction that:
U(A(9),1;A(9),2) — A(9),3

for some vector v. In the following, we use VO for viewing v as a block vector with Level-0 blocks.
Note that unusually for this type of matrix, the blocks in the first row have p, — 1 rows, and in other
block row, the cells have m rows, as usual. Similarly, we use Vlto impose Level-1 structure onto v.
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By the structure of R%’f, we conclude that A(®)2 is of the form:

0 1 2 p2—2 pz—l
5,—
Rl
1 Ry~
py—2 R)™
p—1 ‘| Rj | R} |- Ri | Ry

Observe that in A®)3, non-zero values exist only in Level-1 blocks i = 0,1. As there are p;
such blocks and p, > 2, by our assumption, we conclude that the last row contributes zero to
ZJ(A(9)fl ; A(9)'2), as in the last block, the output needs to be zero, and it equals V[pz]A(g)/z, which is the
same contribution for all (Level-1) blocks.

To agree with A(®)3 at block i, we must then have v - R“;”_ = eg. Viewing R?'_ as a block-matrix
of Level00, because of the zeroes at all blocks but Block 0, the contributions of all block-rows but the
firstoneto v - R?ﬁ is:

—@2+(p1=2))-V'pa] = —p1-V'[0] = 0.

In the above, the last equality is due to the fact that p = p;. Thus, we must have V1[0] - C = e,.
However, we observe that Rows(C) is a subset of Ker(span(S)), where S is specified in Lemma 3 and
thus cannot equal e (which is not in Ker(span(S))).

This concludes the proof of Theorem 4.

5. Future Directions

Our work leaves several interesting problems open.

e  For what other parameters is a share conversion from (2,3)-CNF to three-additive possible?
For instance, surprisingly, p # p1, p2 is possible for (m = 7-73,p = 2) as follows from [10].
Our analysis does not explain this phenomenon, as we did not complete the full analysis of the
resulting matrix. We believe that given the work we have done, this is a very realistic goal.

e  We need to understand share conversion for different sets S. One direction is by considering
m’s, which are a product of more than two primes. As discussed in the Introduction, already
using three primes, a conversion from (2,3)-CNF over S,;, would improve over the best known
constructions for three-server PIR via the BIKO paradigm. One advantage of such schemes
following the BIKO framework is the constant answer size achieved. Here, we initially worked
with two primes, rather than with three, to develop the tools and intuition for a slightly technically
simpler setting.

e  Asdiscussed in the Introduction, some of the previous results not falling in the BIKO framework
can be viewed as instances of an extended BIKO framework using a “many-to-one” share
conversion. Viewing PIR protocols as based on share conversions between secret sharing schemes
is apparently “the right” way to look at it. As certain evidence, using the more redundant CNF
instead of Shamir as in [10] was a useful insight from secret sharing allowing us to further
improve CC. In particular, in the case that there are no share conversions for Cg,, for m’s that are
a product of three or more primes, perhaps a suitable many-to-one conversion may still exist.

Further extending this view could lead to new insights on PIR design. In particular, in many of
the existing schemes, a shallow circuit is evaluated essentially by performing share conversions.
In particular, local evaluation of linear functions over the inputs is a special case of such a
many-to-one conversion (from a linear scheme to itself). In all schemes we have surveyed here,
PIR for a large family F of functions (of size 22") was implemented via share conversion for a
small set of relations. For instance, BIKO’s 3-PIR was based on 2" linear functions (implementing
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inner products with vectors in the MV family) and a share conversion for Cg,, thus only O(2")
relations. Similarly, in the two-server PIR, the situation is similar.

One concrete direction may be proving lower bounds on PIR protocols based on “circuits”
containing only certain share conversion “gates”. Perhaps analogies to circuit complexity could
be made, borrowing techniques from circuit lower bounds. Insights for such limited classes of
schemes could hopefully advance our understanding of lower bounds for PIR CC; currently,
the best-known lower bound even for two-server PIR is 57, only slightly above trivial [15].
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Appendix A. Deferred Proofs
Appendix A.1. Proof of Lemma 2

We start with a few Claims to be used by the proof.

Lemma Al. Let p bea prime and 0 < x < p an integer. Let Tép) denote a matrix in ZP*P where the ith row is:
IR —
[Tyl ] = Z()) €y ).
j=

Then rank(TéP)) =p.

Proof of Lemma A1l. In the following, all index arithmetic in vectors and matrices is done over Zj,.

First, observe that transpose(Tép )) = Tép ). In particular:
transpose(Tép))[-,i] = Tép) [p—x, ]

Let us figure out the left kernel of Tép), K. In particular, for all z € K, all coordinates of z - Tép )
are equal.
We note that since for all i € Z):

2 T[] —z- TP[Li+1] = 0,

then by the structure of the columns, we have z[i] = z[i + x]. Since p is prime and x < p, the sequence
z[0], z[x], z[2x], ..., z[(p — 1)x] goes over all entries in z. We thus conclude that z = a(1,...,1) for some

a € Zy. By a simple calculation, we have z - Tép) =a-x. As x # 0 as an element of Zj,, then to obtain
zTéP) = 0, we must have a = 0. That is, there is no non-zero linear combination of Rows(Té‘!J )) leading

to zero, so Rows(Tép) ) are independent, as required. [J
Observation 5. There exist at least two a;'s that belong to distinct orbits that are non-zero.

Proof of Observation 5. For any single orbit I; (0 < i < py), one may view the matrix Ty[l;, -] as
consisting of 1 X p, blocks, with the first block in each row starting at entry i (and one of the blocks
possibly wrapping around). The matrix Ty[I;, -] (with rows permuted for convenience) is thus a p; X p1
block-matrix such that every block initially consists of entries of the forma - (1,...,1) fora € {0,1}
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in each block. Consider a linear L mapping applied to the resulting block matrix V{, replacing each
block with a single element of Z, that maps (1,...,1) to one. Then, clearly, L) = L(To[I;,-]) isa p1 x p1
matrix over Zj, satisfying the conditions of Lemma ATl. This is the case since p = p;, and each row
has p, ! mod p; non-zero blocks. By Lemma A1, the rows of L6 are therefore linearly independent.
We conclude that so are the rows of Ty[[;, -] (or else the rows of LB would also be dependent via the
same linear combination). Therefore, the rows of the Ty[I; N I, -] are also linearly independent. [

Proof of Lemma 2. We start with the “in particular” part. To prove this, recall that in each row in T,
there are exactly (1,0)z, consecutive one. Thatis, forx = p, ! mod p;, we have xp, = x(p,,0) =
(1,0)7,,. Thatis, ps fits into (1,0)z, p, ' mod p; (lifted back to Z) times. Indeed, p, ! mod p; exists,
as py # p1 and is a prime, so it does not equal zero mod p;.

We therefore get:
p1—1
Z Toli- pa2,[m]] =x-(1,...,1)
i=0

over Z,. This holds, since at every point, we add exactly x vectors that contribute one to that point.
Here, the integer x is viewed as an element of Z,. As p = py, x is non-zero in Zy.

It is not hard to see that every other vector in Rows(Tj) is spanned by Rows(Ty[I, [m]]): Let use
define an orbit as a sub-set of vectors I; = {i + jp2|0 < j < py — 1} fori € Zj,. Itis easy to see that we
have Y ics, Tolj, -] = Ljer Tolj, || = x(1,...,1) for any i € Zj,. Therefore, for any To[i + (p1 — 1)p2, ]
fori+ (p1 —1)pz2 ¢ I, we have:

p1—2

Toli + (p1 = Dp2, 1+ ) Toli+jpa, ] —x(1,...,1) = (AD)
j=0
p1—2 p1—1

Toli+ (p1 — Dp2, -]+ Y Toli+jpa,-]— Y Toli-pa, -] =0 (A2)
j=0 i=0

Indeed, in the above equation, all summands but Ty[i + (p1 — 1)p2, -] are in Rows(Ty[I, -]).
To complete the proof, it remains to prove that Rows(Ty[I, -]) is an independent set. Assume for
contradiction that a non-trivial linear combination of Rows(Ty[I, -]) leads to zero. Let:

Y i Toli,-] =0 (A3)

iel

where not all &;’s are zero. Splitting the sum into orbits, we get:

Y Y Tl ]=0 (A4)

i€Zp, jEINI;

Consider all orbits i; < iy ... < i; in which non-zero coefficients in the above combination exist.
By Observation 5, t > 2. In particular, starting from & = 2, not all a;’s corresponding to j € I, are
non-zero (because |I N I;| = py only for i = 0 and equals p; — 1 otherwise).

Thus, we have ;¢ 1, %To ,-]1=-— 22:2 Yie Iy % Tolj, -] Note that the vector on the left-hand side
has the property that every block of p, consecutive elements starting at some index jp; is of the form
a(1,...,1). On the right-hand side, as orbit I;, has non-zero oc]-’s, but not all of them non-zero, the sum:

Y aiTolj, -] (A5)

jeli,

is non constant. The latter holds since all the rows indexed by this orbit are independent by Lemma A1,
and z = a(1,...,1) lead to constant zTy|I;,, -|]. We thus conclude that only such z’s lead to constant
ZTOU:’Z; -]. As at least one aj in this orbit is zero, and at least one is not. z cannot be of this form,
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and thus, the zTy[I;,, 0] is not constant. On the other hand, by the structure of zTy[I;,, -], every block
of size p; starting at ip + jp is of the form a(1, ..., 1). In particular, there must exist two consecutive
blocks starting at iy + jpo,i» + (j + 1) p2 respectively with different values a4(1,...,1) a2(1,...,1)
respectively. In this pair of blocks, each intersects the block By starting at (j + 1)p, from orbit Iy. Thus,
on the right-hand side, this block has the same value a; at indices {(j +1)pa,...,(j+1)p2 +i2 — 1}
(a non-empty set, as i # 0) and a different value a; at indices {(j+1)p2 +12,..., (j +2)p2 — 1}. Going
over the following i,’s, a similar situation results. Spelling it out, 73 (if it exists) will perhaps create
one or more additional “imbalanced” blocks (j' 4+ 1)p» and maybe affect the original block we singled
out, (j + 1)p, affected by i,. In the latter case, it will not fix the original imbalance. To see that, let
us consider the sequence of orbits 0 < i < i, < ... < i, affecting the block By in the way described
above. As we add the contribution of the i;’s from left to right, we consider the sequence going from
the end of the block to the left up to entry (j+1)p2 + i; included. It is not hard to show by induction

!
t/ 7
(of length at least two at this point, as ' < p; — 1) is broken into two, where the first entry in the

sequence now differs from the last. The delta equal between these entries is a, — a1, where ay, a, are
the constants corresponding to i}, as explained for i, above. We conclude that the right-hand side is

on j that this sequence consists of the same value. When adding the contribution of i}, this sequence

not a multiple of (1,...,1) (as the block By is not constant) and in particular may not equal zero. [J

Appendix A.2. Proof of Lemma 3

Proof of Lemma 3. We prove the claim in two steps. First, we observe that S is the right kernel of Tj.
Then, by recalling transpose(Ty) = Tp, the claim follows. To prove the first observation, we note that
indeed, S is a subset of the right kernel of Ty, by calculating the products Ty - v for each v € S, essentially
following from the observation that the sum over all rows indexed by any single orbit I; (as defined
in the previous section) is the same. Next, it is easy to see that the set S is independent; for instance,
focus on the first block I, of pp columns, and observe that the rank of Ty[-, I] is by itself p, — 1 = |S].
Finally, rank(Ty[I, -]) defined in Lemma 2 is |I| = (p; — 1)p2 + 1. As Rows(Tp|[I, -]) span Ty[I, -], then
by the Cayley-Hamilton theorem, the rank of the right kernel of Ty ism — (py —1)po —1 = po — 1.
We conclude that S is a basis of the (right) kernel of Tj, which concludes the proof. O
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