
entropy

Article

Quantum Contract Signing with Entangled Pairs

Preeti Yadav 1,2,*, Paulo Mateus 1,2 , Nikola Paunković 1,2 and André Souto 1,3
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Abstract: We present a quantum scheme for signing contracts between two clients (Alice and Bob)
using entangled states and the services of a third trusted party (Trent). The trusted party is only
contacted for the initialization of the protocol, and possibly at the end, to verify clients’ honesty and
deliver signed certificates. The protocol is fair, i.e., the probability that a client, say Bob, can obtain a
signed copy of the contract, while Alice cannot, can be made arbitrarily small, and scales as N−1/2,
where 4N is the total number of rounds (communications between the two clients) of the protocol.
Thus, the protocol is optimistic, as cheating is not successful, and the clients rarely have to contact
Trent to confirm their honesty by delivering the actual signed certificates of the contract. Unlike the
previous protocol (Paunković et al., Phys. Rev. A 84, 062331 (2011)), in the present proposal, a single
client can obtain the signed contract alone, without the need for the other client’s presence. When first
contacting Trent, the clients do not have to agree upon a definitive contract. Moreover, even upon
terminating the protocol, the clients do not reveal the actual contract to Trent. Finally, the protocol is
based on the laws of physics, rather than on mathematical conjectures and the exchange of a large
number of signed authenticated messages during the actual contract signing process. Therefore, it is
abuse-free, as Alice and Bob cannot prove they are involved in the contract signing process.

Keywords: contract signing; quantum cryptography; quantum information

1. Introduction

Quantum cryptography traces back to late 1960s and early 1970s work on quantum money
by Stephen Wiesner. While this work was published only a decade later, in 1983 [1], it had a
significant impact on what usually is considered the birth of quantum cryptography, the seminal
BB84 paper on quantum key distribution (QKD) [2]. Secure quantum communication offers higher,
unconditional (i.e., information theoretic) security levels, as opposed to the computational security
of classical cryptography. As a consequence, it became among the most prominent of the emerging
quantum technologies, and QKD systems are currently available on the market, such as ID Quantique,
QuintessenceLabs, etc. Other related protocols, such as quantum secure direct communication [3],
have also been developed. Nevertheless, there is much beyond key distribution that quantum
cryptography can offer, such as quantum secret sharing [4], quantum private query [5,6], and quantum
secure distributed learning [7]. Secure multiparty computation (SMC) [8] presents another class of
cryptographic protocols in which the privacy of users’ data and inputs is protected. Instances of
such schemes include private data mining and e-voting, to name a few. Recently, quantum solutions’
bit commitment and oblivious transfer, cryptographic primitives that allow for execution of SMC,
have been proposed [9]. In the current work, we present a quantum solution to the contract
signing problem.
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Contract signing [10] is a security protocol that falls within the group of the so-called commitment
protocols [11–13]. In general, the protocol can be defined for an arbitrary number of parties (clients
engaged in the protocol). For simplicity, we discuss the case of a two-party protocol, which can be
straightforwardly generalized to an arbitrary number of participants.

The participants, usually referred to as Alice and Bob, have a common contract upon which they
decide to commit, or not. The commitments are traditionally done by simple signatures: having a
text of the contract with Bob’s signature stamped on it, Alice can appeal to the authorities (the Judge),
which in turn declares the document valid (i.e., binds the contract). In other words, having Bob’s
signature gives Alice the power to enforce the terms of the contract. Consequently, signing his name on
a copy of the contract means that Bob commits to the contract. The aim of a contract signing protocol
is that either both clients obtain each others’ commitments or none of them do (the protocol is said
to be fair). Further, if both clients follow the protocol correctly, both of them can obtain each others’
commitments with certainty (the protocol is then said to be viable).

If only Alice has a copy with Bob’s signature (i.e., only Bob is committed), she can later in time
choose to either enforce, or not, the terms of the contract. Bob, however, has no power whatsoever:
his future behavior is determined solely by Alice’s decisions. For example, Alice may have a document
with Bob’s signature on it, declaring that he would buy a car from her, for a fixed amount of money.
Knowing that only she has such a document, Alice can continue to negotiate the price of her car with
other potential customers: in case she obtains a better offer, she is free to discard Bob’s offer and thus
is able to earn more money. Bob does not have such an option: if Alice does not obtain a better offer,
she can always force Bob to buy the car from her, by showing to the authorities the contract signed by
Bob. Having no proven commitment (signature) from Alice, Bob cannot enforce the contract himself
and is thus unable to prevent Alice from such behavior, which puts him in an unfair situation.

Achieving fairness is trivial when clients meet up and simultaneously sign copies of the contract,
thus both obtaining each others’ commitments. Unfortunately, doing so when the clients are far apart,
e.g., over the Internet, is difficult: indeed, sending his signed copy to Alice gives Bob no guarantee
that he will obtain one from Alice; on the other hand, obtaining a signature from Alice before actually
sending his gives Bob the advantage of having Alice’s commitment without committing himself.

It has been shown [10,14] that the fairness of a contract signing protocol with spatially-distant
clients can be achieved only by introducing a trusted third party, usually referred to as Trent, during the
phase of exchanging clients’ commitments. Trent’s role is to receive clients’ commitments and perform
the exchange only upon obtaining signed copies of the contract from both clients. However simple
and straightforward this solution may seem, it has a drawback, as Trent (in practice, a trusted agency
accredited by the State that offers its time and resources for the exchange of money, e.g., public notaries)
may be expensive. Therefore, the need for protocols using third parties as little as possible arises.
Some contract signing protocols [15–17] do not require a trusted third party, but use a number of
transmissions to send the pieces of signatures, or the partial information required to obtain the
complete signature, in each message. Another possible way out is to design optimistic and/or
probabilistic protocols.

In optimistic contract signing protocols [18], the exchange of commitments is, unless something
goes wrong, executed solely by Alice and Bob. Only in case communication between the clients is
interrupted (malfunction of the network, etc.), a trusted third party is involved [19]. In probabilistic
protocols [20,21], by exchanging messages between each other, clients increase their probabilities to
bind the contract. To be (probabilistically) fair, such protocols have to ensure that at each stage of the
information exchange, the probabilities to bind the contract of both clients can be made arbitrarily close
to each other (no client is significantly privileged). One such protocol is [21], for which the symmetry
between the clients’ positions is strengthened by the requirement that the joint probability that one
client can bind the contract, while the other cannot, can be made smaller than any given ε < 1. Finally,
there is both a probabilistically fair and optimistic solution, with an optimal number of exchanged
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messages [20] for which even a stronger fairness condition is satisfied: the conditional probability that
a client cannot bind the contract, when the other has already done so, can be made arbitrarily low.

Recently, a probabilistically fair and optimistic quantum protocol was presented in [22] (see a
version using the simultaneous dense coding scheme in [23]). There, the trusted third party, Trent,
was required to initiate the protocol and was contacted later only in case something went wrong.
The protocol in [22] was also abuse-free [24], i.e., the clients cannot provide proofs of being involved in
a contract signing procedure. Nevertheless, it has three important disadvantages: (i) Alice and Bob
have to share the content of the contract with Trent; (ii) both clients have to be present in order to bind
the contract, in case something goes wrong and Trent’s services are required; and (iii) they have to
agree upon the content of the contract before the protocol initialization. In this paper, we propose an
improved version of the contract signing protocol where (i) the clients never disclose the content of the
contract to Trent, (ii) only one client is needed to bind the contract, and (iii) the clients can decide upon
the contract after they initially contact Trent.

Regarding Point (iii) from the previous paragraph, note that often, when parties initiate business
negotiations, this does not result in making a deal formalized by a contract. Thus, involving Trent,
who charges for his services, might often result in the waste of clients’ resources, and Point (iii) might
seem not to present a real advantage. Nevertheless, waiting for the last moment and contacting Trent
only upon successful agreement and contract formulation might result in the system’s failure due
to possible communication bottlenecks. Imagine the following situation. Alice and Bob negotiate
buying/selling a certain product, say a security system, knowing that on a given date in the future,
a big company will announce a new model with its novel performances. Obviously, the price of the
model used will highly depend on the information about the new one, and Alice and Bob will only
upon learning the new piece of information decide upon the final contract. The problem is, many other
users may choose to make similar business contracts in the same period of time, and if they all have to
only then contact Trent, this might cause a communication bottleneck and the failure of the system.
Thus, being able to contact Trent in advance and then, only later, “offline” (without contacting the
trusted agency) exchange the commitments might be useful, especially in “more serious” business
deals including larger amounts of money.

In Section 2, we begin with the description of the contract signing protocol with all the
different phases explained in detail. In Section 3, we provide the security analysis of the protocol,
together with relevant numerical results. Finally, in Section 5, we present the conclusions and discuss
the contributions to the area.

2. The Proposed Protocol

In the quantum contract signing proposal [22], Trent sends two strings of qubits, one to Alice
and another to Bob, such that each qubit is randomly prepared in one of the four BB84 states.
The commitments are done by measuring one of the two observables on all qubits given to a
client: in case of accepting the contract, measurement in the computational basis is performed,
while choosing to reject it, one measures in the diagonal basis. Since the two bases are mutually
unbiased, as a consequence of the Heisenberg uncertainty principle, it is impossible to learn both
properties simultaneously. Thus, measurement outcomes of each client serve as certificates of the
commitments. In order to achieve the fairness criterion (the two commitment choices have to be
the same), the measurements are done in rounds, such that only one qubit per client is measured in
each round and the outcomes are exchanged. Since, in addition to qubit strings, Trent also informs
Alice of Bob’s states (and vice versa), exchanging the outcomes allows clients to check each others’
honesty. In our current proposal, instead of accompanying qubits with the classical information about
other client’s states, Trent exchanges entangled pairs. As a consequence of this change, in the current
protocol, the choice of which out of the two observables clients measures in each round is different,
as described below.
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Consider two orthonormal qubit states |0〉 and |1〉 of the computational basis B+. The diagonal
basis B× = {|−〉, |+〉} is given by |±〉 = 1√

2
(|1〉 ± |0〉). We also define two measurement observables:

Ô+ = 1 · |1〉〈1|+ 0 · |0〉〈0|,
Ô× = 1 · |+〉〈+|+ 0 · |−〉〈−|.

(1)

Let the bit string M be the contract upon which Alice and Bob agree. Let h be a publicly known hash
function that they also agree to use. The value h∗ = h(M) will be the only information they provide to
Trent about the contract M, when and if they contact him.

The protocol is described below in three parts: (i) initialization phase, Stage I: Alice and Bob
contact the trusted party, Trent, who provides each of them with different secret classical information,
to be used in the later phases of the protocol; Stage II: Trent prepares and distributes the states among
the clients, to be used to sign the contract; (ii) exchange phase: the clients, using the states and the
information provided by Trent, ping-pong the information needed to sign the contract; and (iii) binding
phase: in this phase of the protocol, any one of the clients can contact Trent with his/her results in order
to obtain an authorized document declaring the hash value h∗ = h(M) valid, which then validates the
contract M.

Note that the exchange of classical information between Trent and the clients, in Stage I of the
initialization phase, occurs over a private channel. During the rest of the protocol, the exchange of
both quantum and classical information between Trent and the clients only needs to be authenticated.
Classical authentication can be dealt with in a similar manner as in QKD, that is by assuming that
a secret key is shared between Trent and the clients. How this key is exchanged depends on the
level of security that we want to achieve: either an initial key is pre-shared (using a private channel),
and then, it is enlarged using QKD (information-theoretical security); or a public key infrastructure is
used (computational security). It is relatively easy to authenticate quantum information upon having
classical authentication. It reduces to applying the cut-and-choose technique to verify the authenticity
of quantum states exchanged, i.e., some random states are used by the clients and Trent to check
whether the quantum channel was tampered with. This way, Trent discloses the description of the
states over the authenticated classical channel, and the clients check if what they received is according
to what was expected.

Below, we present the detailed description of the protocol.

Initialization phase: Stage I:

Parties involved: Alice, Bob, and Trent.
Input: Bit strings kA and kB of length 4N each and 2N randomly chosen indices from the set of

indices of the 4N rounds of the protocol, I = {1, 2, . . . , 4N}.
Communication channel: Private classical channel between Trent and the clients.

Stage I of the initialization phase consists of the following steps:

1. Alice and Bob contact Trent for his services and inform him about the future time, at which Trent
will begin Stage II of the initialization phase.

2. Trent provides Alice and Bob with randomly-generated bit strings kA and kB, respectively,
of length 4N each. Alice and Bob prepare the strings HA = h(M)⊕ kA and HB = h(M)⊕ kB
(bit-wise XOR), respectively. Note that in order to exchange the commitments to the whole
string, we have 4N = |h(M)|. We define the honest observables ĤAi and ĤBi for Alice and Bob,
respectively, to be measured at each step i of the protocol (i ∈ I) as:

ĤAi =

{
Ô+ if HAi = 0,

Ô× if HAi = 1,
(2)
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ĤBi =

{
Ô+ if HBi = 0,

Ô× if HBi = 1,
(3)

where HAi is the i-th bit of the string HA and analogously for Bob’s string HB. Note that the secret
keys kA and kB are used by the clients to hide their respective honest observables from each other.
As it will be clear later on, the introduction of these keys prevents the scenario of a dishonest
client, say, Bob, attacking the quantum channel between Trent and Alice by measuring the correct
honest observables on Alice’s qubits to obtain perfect correlations.

3. Trent provides Alice with a set of 2N randomly-chosen indices from the total 4N indices, I (A) ⊂ I .
Analogously, he randomly chooses 2N indices I (B) ⊂ I and sends them to Bob.

4. Trent provides Alice with 2N bits of Bob’s secret string kB, corresponding to the above-mentioned
2N indices from I (A). Analogously, he sends the 2N bits to Bob from Alice’s secret string kA.

The initialization phase: Stage I ends with the following:

• Alice has a 4N-long secret bit string kA and a set I (A) ⊂ I of 2N randomly-chosen indices from I .
Alice also has kBj for all indices j ∈ I (A).

• Bob has a 4N-long secret bit string kB and a set I (B) ⊂ I of 2N randomly-chosen indices from I .
Bob also has kAj for all indices j ∈ I (B)

Initialization phase: Stage II:

Parties involved: Alice, Bob, and Trent.
Input: 8N number of entangled pairs.
Communication channel: Authenticated classical and quantum channels between Trent and

the clients.

The initialization phase: Stage II consists of the following steps (see Figure 1):

5. Trent produces two ordered sets, each consisting of 4N entangled pairs (8N pairs in total).
Each pair of particles is in the state |φ+〉 = 1√

2
(|0〉|0〉 + |1〉|1〉). He sends one particle from

each pair of the first set to Alice, and from the second set to Bob, keeping the order of the pairs
preserved. Let us denote the ordered set of 4N particles given to Alice by A and those given to
Bob by B. The two ordered sets kept by Trent, each consisting of 4N particles entangled with
particles sent to Alice and Bob, are denoted by T (A) and T (B), respectively. We would like to note
that the use of ordered sets was previously proposed in [3], later called the block transmission
technique, crucial to quantum secure direct communication.

6. According to the set of 2N indices sent to Bob, I (B), Trent divides T (A) into two ordered subsets
of 2N particles each: T (A)

T and T (A)
B , with the 2N indices j ∈ I (B) corresponding to the particles

T (A)
B . Note that the original positions in T (A) of each particle from T (A)

T and T (A)
B are preserved.

In other words, for each particle from T (A)
T and T (A)

B , Trent knows its position in T (A) and, hence,
with which particle inA it is entangled. The same is done with particles from T (B), entangled with
those in B, obtaining T (B)

T and T (B)
A .

7. Trent sends the ordered subsets T (A)
B and T (B)

A to Bob and Alice, respectively, each consisting

of 2N particles. The particles in T (A)
B and T (B)

A are entangled with the corresponding particles
(2N of them) in the sets A and B, given to Alice and Bob, respectively. Note that knowing the
indices I (A), Alice knows which particle from T (B)

A is entangled with 2N of the particles in B;

and analogously for Bob. Trent keeps the subsets T (A)
T and T (B)

T to himself, to be used during the
binding phase.
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A

T (A)
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Figure 1. Initialization phase: Stage II: The thick arrows represent the transfer of particles from Trent to
Alice and Bob. The dashed connections represent the entanglement between the respective particles.
The big boxes represent the shielded private laboratories of Alice, Bob, and Trent.

The initialization phase: Stage II ends with the following:

• Alice has an ordered set A of 4N particles, entangled with 2N particles kept by Trent, T (A)
T ,

and additional 2N particles that are given to Bob, T (A)
B . She has another ordered set T (B)

A of 2N
particles, entangled with 2N particles given to Bob, chosen from B according to I (A).

• Bob has an ordered set B of 4N particles, entangled with 2N particles kept by Trent, T (B)
T ,

and additional 2N particles that are given to Alice, T (B)
A . He has another ordered set T (A)

B of 2N
particles, entangled with 2N particles given to Alice, chosen from A according to I (B).

• Trent keeps two ordered sets of 2N particles each, T (A)
T and T (B)

T , entangled with 2N particles
from A and B, respectively.

Exchange phase:

Parties involved: Alice and Bob.
Input:

• The particles and indices Alice and Bob obtained at the end of the initialization phase.
• h(M), the hash value of the contract M to be signed, obtained using publicly known function h.
• HA = h(M)⊕ kA and HB = h(M)⊕ kB for Alice and Bob, respectively.

Communication channel: Unauthenticated classical channel between the clients.

The exchange phase (see Figure 2) consists of 4N rounds. In each round, a client, say Alice, has a
particle from A, on which she measures ĤAi , with i ∈ I , and sends the results to Bob. In addition to

this, in 2N rounds labeled by j ∈ I (A), Alice measures ĤBj on the corresponding particles from T (B)
A .

Note that Alice knows kBj , and therefore, she knows HBj = h(M)⊕ kBj . Since Alice
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knows that those particles are entangled with Bob, she uses her measurement outcomes to
compare them with the results received from Bob, thus checking his behavior. Bob performs his
measurements analogously. These two kinds of measurements are shown in Figure 3.

8. At the beginning of the exchange phase, Alice and Bob are in possession of 6N particles each.
Alice has 4N particles denoted by A and 2N particles by T (B)

A , and analogously for Bob. On the
4N particles from A, Alice measures her honest observable ĤAi , with i = 1, . . . , 4N. Bob measures
ĤBi on his corresponding particles from B. Their measurement outcomes form ordered sets of
binary resultsR(A) andR(B), respectively, where:

R(A) = R(A)
T ∪R(A)

B ,

R(B) = R(B)
T ∪R(B)

A .
(4)

We useR(A)
T to denote Alice’s measurement results on the particles from A (2N of them) that are

entangled with T (A)
T (kept by Trent) andR(A)

B to denote her measurement results on the rest of

the particles from A (2N of them) entangled with T (A)
B (given to Bob); and analogously for Bob’s

results,R(B)
T andR(B)

A . They send these results to each other, one-by-one: if Alice starts first: in

the i-th step of the exchange, she sends to Bob her resultR(A)
i , then Bob sends to Alice his result

R(B)
i , and so on.

Alice Bob

Trent
2N particles 2N particles

2N particles

2N particles

2N particles

2N particles

2N particles2N particles

Outcomes Outcomes

Outcomes Outcomes

Measures
with

Measures
with

A BR(A) R(B)

R(B)
A

R(B)
T

R(A)
CR(B)

C

T (A)
BT (B)

A

For =1 to 4N do

T (A)
T T (B)

T

a.   Alice measures        on the -th particle
from       to obtain         .

b.   Alice sends          to Bob.
A R(A)

i

R(A)
i c.   Bob receives          from Alice.

d.  If corresponds to an index                 of a
particle from        , then Bob measures
on the   -th particle from           to obtain

and checks if                      , otherwise
does nothing.

e.   Bob measures        on the -th particle
from      to obtain         .

f.    Bob sends           to Alice.

R(A)
i

T (A)
B

T (A)
B

B R(B)
i

R(A)
Cj

g.   Alice receives           from Bob.
h.   If corresponds to an index of

a particle from         , then Alice
measures        on the -th particle from

to obtain         , and checks if
, otherwise does nothing.

R(B)
i

T (B)
A

T (B)
A R(B)

Cj

R(B)
Cj

= R(B)
i

R(A)
B

R(A)
T

R(A)
Cj

= R(A)
i

R(B)
i

ĤAi
<latexit sha1_base64="ke78r9fZeRf9MY1W0faoZHpgKOk=">AAAB/3icbVBNS8NAEN34WetXVPDiZbEInkoigh6rXnqsYD+gDWGz3bRLN5uwOxFLzMG/4sWDIl79G978N27bHLT1wcDjvRlm5gWJ4Boc59taWl5ZXVsvbZQ3t7Z3du29/ZaOU0VZk8YiVp2AaCa4ZE3gIFgnUYxEgWDtYHQz8dv3TGkeyzsYJ8yLyEDykFMCRvLtw96QQFbP/awH7AEAsqvc57lvV5yqMwVeJG5BKqhAw7e/ev2YphGTQAXRuus6CXgZUcCpYHm5l2qWEDoiA9Y1VJKIaS+b3p/jE6P0cRgrUxLwVP09kZFI63EUmM6IwFDPexPxP6+bQnjpZVwmKTBJZ4vCVGCI8SQM3OeKURBjQwhV3NyK6ZAoQsFEVjYhuPMvL5LWWdV1qu7teaV2XcRRQkfoGJ0iF12gGqqjBmoiih7RM3pFb9aT9WK9Wx+z1iWrmDlAf2B9/gANrpbB</latexit><latexit sha1_base64="ke78r9fZeRf9MY1W0faoZHpgKOk=">AAAB/3icbVBNS8NAEN34WetXVPDiZbEInkoigh6rXnqsYD+gDWGz3bRLN5uwOxFLzMG/4sWDIl79G978N27bHLT1wcDjvRlm5gWJ4Boc59taWl5ZXVsvbZQ3t7Z3du29/ZaOU0VZk8YiVp2AaCa4ZE3gIFgnUYxEgWDtYHQz8dv3TGkeyzsYJ8yLyEDykFMCRvLtw96QQFbP/awH7AEAsqvc57lvV5yqMwVeJG5BKqhAw7e/ev2YphGTQAXRuus6CXgZUcCpYHm5l2qWEDoiA9Y1VJKIaS+b3p/jE6P0cRgrUxLwVP09kZFI63EUmM6IwFDPexPxP6+bQnjpZVwmKTBJZ4vCVGCI8SQM3OeKURBjQwhV3NyK6ZAoQsFEVjYhuPMvL5LWWdV1qu7teaV2XcRRQkfoGJ0iF12gGqqjBmoiih7RM3pFb9aT9WK9Wx+z1iWrmDlAf2B9/gANrpbB</latexit><latexit sha1_base64="ke78r9fZeRf9MY1W0faoZHpgKOk=">AAAB/3icbVBNS8NAEN34WetXVPDiZbEInkoigh6rXnqsYD+gDWGz3bRLN5uwOxFLzMG/4sWDIl79G978N27bHLT1wcDjvRlm5gWJ4Boc59taWl5ZXVsvbZQ3t7Z3du29/ZaOU0VZk8YiVp2AaCa4ZE3gIFgnUYxEgWDtYHQz8dv3TGkeyzsYJ8yLyEDykFMCRvLtw96QQFbP/awH7AEAsqvc57lvV5yqMwVeJG5BKqhAw7e/ev2YphGTQAXRuus6CXgZUcCpYHm5l2qWEDoiA9Y1VJKIaS+b3p/jE6P0cRgrUxLwVP09kZFI63EUmM6IwFDPexPxP6+bQnjpZVwmKTBJZ4vCVGCI8SQM3OeKURBjQwhV3NyK6ZAoQsFEVjYhuPMvL5LWWdV1qu7teaV2XcRRQkfoGJ0iF12gGqqjBmoiih7RM3pFb9aT9WK9Wx+z1iWrmDlAf2B9/gANrpbB</latexit><latexit sha1_base64="ke78r9fZeRf9MY1W0faoZHpgKOk=">AAAB/3icbVBNS8NAEN34WetXVPDiZbEInkoigh6rXnqsYD+gDWGz3bRLN5uwOxFLzMG/4sWDIl79G978N27bHLT1wcDjvRlm5gWJ4Boc59taWl5ZXVsvbZQ3t7Z3du29/ZaOU0VZk8YiVp2AaCa4ZE3gIFgnUYxEgWDtYHQz8dv3TGkeyzsYJ8yLyEDykFMCRvLtw96QQFbP/awH7AEAsqvc57lvV5yqMwVeJG5BKqhAw7e/ev2YphGTQAXRuus6CXgZUcCpYHm5l2qWEDoiA9Y1VJKIaS+b3p/jE6P0cRgrUxLwVP09kZFI63EUmM6IwFDPexPxP6+bQnjpZVwmKTBJZ4vCVGCI8SQM3OeKURBjQwhV3NyK6ZAoQsFEVjYhuPMvL5LWWdV1qu7teaV2XcRRQkfoGJ0iF12gGqqjBmoiih7RM3pFb9aT9WK9Wx+z1iWrmDlAf2B9/gANrpbB</latexit>

ĤBi
<latexit sha1_base64="pNns+e/dSIS0L3fxMtUyer7nA0U=">AAAB/3icbVBNS8NAEN3Ur1q/ooIXL4tF8FQSEfRY6qXHCrYVmhA22227dLMJuxOxxBz8K148KOLVv+HNf+O2zUFbHww83pthZl6YCK7Bcb6t0srq2vpGebOytb2zu2fvH3R0nCrK2jQWsboLiWaCS9YGDoLdJYqRKBSsG46vp373ninNY3kLk4T5ERlKPuCUgJEC+8gbEciaeZB5wB4AIGvkAc8Du+rUnBnwMnELUkUFWoH95fVjmkZMAhVE657rJOBnRAGnguUVL9UsIXRMhqxnqCQR0342uz/Hp0bp40GsTEnAM/X3REYirSdRaDojAiO96E3F/7xeCoMrP+MySYFJOl80SAWGGE/DwH2uGAUxMYRQxc2tmI6IIhRMZBUTgrv48jLpnNdcp+beXFTrjSKOMjpGJ+gMuegS1VETtVAbUfSIntErerOerBfr3fqYt5asYuYQ/YH1+QMPNpbC</latexit><latexit sha1_base64="pNns+e/dSIS0L3fxMtUyer7nA0U=">AAAB/3icbVBNS8NAEN3Ur1q/ooIXL4tF8FQSEfRY6qXHCrYVmhA22227dLMJuxOxxBz8K148KOLVv+HNf+O2zUFbHww83pthZl6YCK7Bcb6t0srq2vpGebOytb2zu2fvH3R0nCrK2jQWsboLiWaCS9YGDoLdJYqRKBSsG46vp373ninNY3kLk4T5ERlKPuCUgJEC+8gbEciaeZB5wB4AIGvkAc8Du+rUnBnwMnELUkUFWoH95fVjmkZMAhVE657rJOBnRAGnguUVL9UsIXRMhqxnqCQR0342uz/Hp0bp40GsTEnAM/X3REYirSdRaDojAiO96E3F/7xeCoMrP+MySYFJOl80SAWGGE/DwH2uGAUxMYRQxc2tmI6IIhRMZBUTgrv48jLpnNdcp+beXFTrjSKOMjpGJ+gMuegS1VETtVAbUfSIntErerOerBfr3fqYt5asYuYQ/YH1+QMPNpbC</latexit><latexit sha1_base64="pNns+e/dSIS0L3fxMtUyer7nA0U=">AAAB/3icbVBNS8NAEN3Ur1q/ooIXL4tF8FQSEfRY6qXHCrYVmhA22227dLMJuxOxxBz8K148KOLVv+HNf+O2zUFbHww83pthZl6YCK7Bcb6t0srq2vpGebOytb2zu2fvH3R0nCrK2jQWsboLiWaCS9YGDoLdJYqRKBSsG46vp373ninNY3kLk4T5ERlKPuCUgJEC+8gbEciaeZB5wB4AIGvkAc8Du+rUnBnwMnELUkUFWoH95fVjmkZMAhVE657rJOBnRAGnguUVL9UsIXRMhqxnqCQR0342uz/Hp0bp40GsTEnAM/X3REYirSdRaDojAiO96E3F/7xeCoMrP+MySYFJOl80SAWGGE/DwH2uGAUxMYRQxc2tmI6IIhRMZBUTgrv48jLpnNdcp+beXFTrjSKOMjpGJ+gMuegS1VETtVAbUfSIntErerOerBfr3fqYt5asYuYQ/YH1+QMPNpbC</latexit><latexit sha1_base64="pNns+e/dSIS0L3fxMtUyer7nA0U=">AAAB/3icbVBNS8NAEN3Ur1q/ooIXL4tF8FQSEfRY6qXHCrYVmhA22227dLMJuxOxxBz8K148KOLVv+HNf+O2zUFbHww83pthZl6YCK7Bcb6t0srq2vpGebOytb2zu2fvH3R0nCrK2jQWsboLiWaCS9YGDoLdJYqRKBSsG46vp373ninNY3kLk4T5ERlKPuCUgJEC+8gbEciaeZB5wB4AIGvkAc8Du+rUnBnwMnELUkUFWoH95fVjmkZMAhVE657rJOBnRAGnguUVL9UsIXRMhqxnqCQR0342uz/Hp0bp40GsTEnAM/X3REYirSdRaDojAiO96E3F/7xeCoMrP+MySYFJOl80SAWGGE/DwH2uGAUxMYRQxc2tmI6IIhRMZBUTgrv48jLpnNdcp+beXFTrjSKOMjpGJ+gMuegS1VETtVAbUfSIntErerOerBfr3fqYt5asYuYQ/YH1+QMPNpbC</latexit>

ĤAi
<latexit sha1_base64="ke78r9fZeRf9MY1W0faoZHpgKOk=">AAAB/3icbVBNS8NAEN34WetXVPDiZbEInkoigh6rXnqsYD+gDWGz3bRLN5uwOxFLzMG/4sWDIl79G978N27bHLT1wcDjvRlm5gWJ4Boc59taWl5ZXVsvbZQ3t7Z3du29/ZaOU0VZk8YiVp2AaCa4ZE3gIFgnUYxEgWDtYHQz8dv3TGkeyzsYJ8yLyEDykFMCRvLtw96QQFbP/awH7AEAsqvc57lvV5yqMwVeJG5BKqhAw7e/ev2YphGTQAXRuus6CXgZUcCpYHm5l2qWEDoiA9Y1VJKIaS+b3p/jE6P0cRgrUxLwVP09kZFI63EUmM6IwFDPexPxP6+bQnjpZVwmKTBJZ4vCVGCI8SQM3OeKURBjQwhV3NyK6ZAoQsFEVjYhuPMvL5LWWdV1qu7teaV2XcRRQkfoGJ0iF12gGqqjBmoiih7RM3pFb9aT9WK9Wx+z1iWrmDlAf2B9/gANrpbB</latexit><latexit sha1_base64="ke78r9fZeRf9MY1W0faoZHpgKOk=">AAAB/3icbVBNS8NAEN34WetXVPDiZbEInkoigh6rXnqsYD+gDWGz3bRLN5uwOxFLzMG/4sWDIl79G978N27bHLT1wcDjvRlm5gWJ4Boc59taWl5ZXVsvbZQ3t7Z3du29/ZaOU0VZk8YiVp2AaCa4ZE3gIFgnUYxEgWDtYHQz8dv3TGkeyzsYJ8yLyEDykFMCRvLtw96QQFbP/awH7AEAsqvc57lvV5yqMwVeJG5BKqhAw7e/ev2YphGTQAXRuus6CXgZUcCpYHm5l2qWEDoiA9Y1VJKIaS+b3p/jE6P0cRgrUxLwVP09kZFI63EUmM6IwFDPexPxP6+bQnjpZVwmKTBJZ4vCVGCI8SQM3OeKURBjQwhV3NyK6ZAoQsFEVjYhuPMvL5LWWdV1qu7teaV2XcRRQkfoGJ0iF12gGqqjBmoiih7RM3pFb9aT9WK9Wx+z1iWrmDlAf2B9/gANrpbB</latexit><latexit sha1_base64="ke78r9fZeRf9MY1W0faoZHpgKOk=">AAAB/3icbVBNS8NAEN34WetXVPDiZbEInkoigh6rXnqsYD+gDWGz3bRLN5uwOxFLzMG/4sWDIl79G978N27bHLT1wcDjvRlm5gWJ4Boc59taWl5ZXVsvbZQ3t7Z3du29/ZaOU0VZk8YiVp2AaCa4ZE3gIFgnUYxEgWDtYHQz8dv3TGkeyzsYJ8yLyEDykFMCRvLtw96QQFbP/awH7AEAsqvc57lvV5yqMwVeJG5BKqhAw7e/ev2YphGTQAXRuus6CXgZUcCpYHm5l2qWEDoiA9Y1VJKIaS+b3p/jE6P0cRgrUxLwVP09kZFI63EUmM6IwFDPexPxP6+bQnjpZVwmKTBJZ4vCVGCI8SQM3OeKURBjQwhV3NyK6ZAoQsFEVjYhuPMvL5LWWdV1qu7teaV2XcRRQkfoGJ0iF12gGqqjBmoiih7RM3pFb9aT9WK9Wx+z1iWrmDlAf2B9/gANrpbB</latexit><latexit sha1_base64="ke78r9fZeRf9MY1W0faoZHpgKOk=">AAAB/3icbVBNS8NAEN34WetXVPDiZbEInkoigh6rXnqsYD+gDWGz3bRLN5uwOxFLzMG/4sWDIl79G978N27bHLT1wcDjvRlm5gWJ4Boc59taWl5ZXVsvbZQ3t7Z3du29/ZaOU0VZk8YiVp2AaCa4ZE3gIFgnUYxEgWDtYHQz8dv3TGkeyzsYJ8yLyEDykFMCRvLtw96QQFbP/awH7AEAsqvc57lvV5yqMwVeJG5BKqhAw7e/ev2YphGTQAXRuus6CXgZUcCpYHm5l2qWEDoiA9Y1VJKIaS+b3p/jE6P0cRgrUxLwVP09kZFI63EUmM6IwFDPexPxP6+bQnjpZVwmKTBJZ4vCVGCI8SQM3OeKURBjQwhV3NyK6ZAoQsFEVjYhuPMvL5LWWdV1qu7teaV2XcRRQkfoGJ0iF12gGqqjBmoiih7RM3pFb9aT9WK9Wx+z1iWrmDlAf2B9/gANrpbB</latexit>

j 2 I(B)
<latexit sha1_base64="pWR0pfDvaExbBErSH6XFqvRhT1w=">AAACAHicbVDLSsNAFL2pr1pfURcu3AwWoW5KIoIuS93oroJ9QBPLZDppx04mYWYilJCNv+LGhSJu/Qx3/o3Tx0KrBy4czrmXe+8JEs6Udpwvq7C0vLK6VlwvbWxube/Yu3stFaeS0CaJeSw7AVaUM0GbmmlOO4mkOAo4bQejy4nffqBSsVjc6nFC/QgPBAsZwdpIPfvgHnlMIC/Cekgwz67zu6xSP8l7dtmpOlOgv8SdkzLM0ejZn14/JmlEhSYcK9V1nUT7GZaaEU7zkpcqmmAywgPaNVTgiCo/mz6Qo2Oj9FEYS1NCo6n6cyLDkVLjKDCdk0PVojcR//O6qQ4v/IyJJNVUkNmiMOVIx2iSBuozSYnmY0MwkczcisgQS0y0yaxkQnAXX/5LWqdV16m6N2flWn0eRxEO4Qgq4MI51OAKGtAEAjk8wQu8Wo/Ws/Vmvc9aC9Z8Zh9+wfr4Bq4blc4=</latexit><latexit sha1_base64="pWR0pfDvaExbBErSH6XFqvRhT1w=">AAACAHicbVDLSsNAFL2pr1pfURcu3AwWoW5KIoIuS93oroJ9QBPLZDppx04mYWYilJCNv+LGhSJu/Qx3/o3Tx0KrBy4czrmXe+8JEs6Udpwvq7C0vLK6VlwvbWxube/Yu3stFaeS0CaJeSw7AVaUM0GbmmlOO4mkOAo4bQejy4nffqBSsVjc6nFC/QgPBAsZwdpIPfvgHnlMIC/Cekgwz67zu6xSP8l7dtmpOlOgv8SdkzLM0ejZn14/JmlEhSYcK9V1nUT7GZaaEU7zkpcqmmAywgPaNVTgiCo/mz6Qo2Oj9FEYS1NCo6n6cyLDkVLjKDCdk0PVojcR//O6qQ4v/IyJJNVUkNmiMOVIx2iSBuozSYnmY0MwkczcisgQS0y0yaxkQnAXX/5LWqdV16m6N2flWn0eRxEO4Qgq4MI51OAKGtAEAjk8wQu8Wo/Ws/Vmvc9aC9Z8Zh9+wfr4Bq4blc4=</latexit><latexit sha1_base64="pWR0pfDvaExbBErSH6XFqvRhT1w=">AAACAHicbVDLSsNAFL2pr1pfURcu3AwWoW5KIoIuS93oroJ9QBPLZDppx04mYWYilJCNv+LGhSJu/Qx3/o3Tx0KrBy4czrmXe+8JEs6Udpwvq7C0vLK6VlwvbWxube/Yu3stFaeS0CaJeSw7AVaUM0GbmmlOO4mkOAo4bQejy4nffqBSsVjc6nFC/QgPBAsZwdpIPfvgHnlMIC/Cekgwz67zu6xSP8l7dtmpOlOgv8SdkzLM0ejZn14/JmlEhSYcK9V1nUT7GZaaEU7zkpcqmmAywgPaNVTgiCo/mz6Qo2Oj9FEYS1NCo6n6cyLDkVLjKDCdk0PVojcR//O6qQ4v/IyJJNVUkNmiMOVIx2iSBuozSYnmY0MwkczcisgQS0y0yaxkQnAXX/5LWqdV16m6N2flWn0eRxEO4Qgq4MI51OAKGtAEAjk8wQu8Wo/Ws/Vmvc9aC9Z8Zh9+wfr4Bq4blc4=</latexit><latexit sha1_base64="pWR0pfDvaExbBErSH6XFqvRhT1w=">AAACAHicbVDLSsNAFL2pr1pfURcu3AwWoW5KIoIuS93oroJ9QBPLZDppx04mYWYilJCNv+LGhSJu/Qx3/o3Tx0KrBy4czrmXe+8JEs6Udpwvq7C0vLK6VlwvbWxube/Yu3stFaeS0CaJeSw7AVaUM0GbmmlOO4mkOAo4bQejy4nffqBSsVjc6nFC/QgPBAsZwdpIPfvgHnlMIC/Cekgwz67zu6xSP8l7dtmpOlOgv8SdkzLM0ejZn14/JmlEhSYcK9V1nUT7GZaaEU7zkpcqmmAywgPaNVTgiCo/mz6Qo2Oj9FEYS1NCo6n6cyLDkVLjKDCdk0PVojcR//O6qQ4v/IyJJNVUkNmiMOVIx2iSBuozSYnmY0MwkczcisgQS0y0yaxkQnAXX/5LWqdV16m6N2flWn0eRxEO4Qgq4MI51OAKGtAEAjk8wQu8Wo/Ws/Vmvc9aC9Z8Zh9+wfr4Bq4blc4=</latexit>

i
<latexit sha1_base64="9jtkmSnVkzQh6f031uh1XGFh3yI=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEqMeiF48t2A9oQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgobm1vbO8Xd0t7+weFR+fikreNUMWyxWMSqG1CNgktsGW4EdhOFNAoEdoLJ3dzvPKHSPJYPZpqgH9GR5CFn1FipyQflilt1FyDrxMtJBXI0BuWv/jBmaYTSMEG17nluYvyMKsOZwFmpn2pMKJvQEfYslTRC7WeLQ2fkwipDEsbKljRkof6eyGik9TQKbGdEzVivenPxP6+XmvDGz7hMUoOSLReFqSAmJvOvyZArZEZMLaFMcXsrYWOqKDM2m5INwVt9eZ20r6qeW/Wa15X6bR5HEc7gHC7BgxrU4R4a0AIGCM/wCm/Oo/PivDsfy9aCk8+cwh84nz/PfYzt</latexit><latexit sha1_base64="9jtkmSnVkzQh6f031uh1XGFh3yI=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEqMeiF48t2A9oQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgobm1vbO8Xd0t7+weFR+fikreNUMWyxWMSqG1CNgktsGW4EdhOFNAoEdoLJ3dzvPKHSPJYPZpqgH9GR5CFn1FipyQflilt1FyDrxMtJBXI0BuWv/jBmaYTSMEG17nluYvyMKsOZwFmpn2pMKJvQEfYslTRC7WeLQ2fkwipDEsbKljRkof6eyGik9TQKbGdEzVivenPxP6+XmvDGz7hMUoOSLReFqSAmJvOvyZArZEZMLaFMcXsrYWOqKDM2m5INwVt9eZ20r6qeW/Wa15X6bR5HEc7gHC7BgxrU4R4a0AIGCM/wCm/Oo/PivDsfy9aCk8+cwh84nz/PfYzt</latexit><latexit sha1_base64="9jtkmSnVkzQh6f031uh1XGFh3yI=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEqMeiF48t2A9oQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgobm1vbO8Xd0t7+weFR+fikreNUMWyxWMSqG1CNgktsGW4EdhOFNAoEdoLJ3dzvPKHSPJYPZpqgH9GR5CFn1FipyQflilt1FyDrxMtJBXI0BuWv/jBmaYTSMEG17nluYvyMKsOZwFmpn2pMKJvQEfYslTRC7WeLQ2fkwipDEsbKljRkof6eyGik9TQKbGdEzVivenPxP6+XmvDGz7hMUoOSLReFqSAmJvOvyZArZEZMLaFMcXsrYWOqKDM2m5INwVt9eZ20r6qeW/Wa15X6bR5HEc7gHC7BgxrU4R4a0AIGCM/wCm/Oo/PivDsfy9aCk8+cwh84nz/PfYzt</latexit><latexit sha1_base64="9jtkmSnVkzQh6f031uh1XGFh3yI=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEqMeiF48t2A9oQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgobm1vbO8Xd0t7+weFR+fikreNUMWyxWMSqG1CNgktsGW4EdhOFNAoEdoLJ3dzvPKHSPJYPZpqgH9GR5CFn1FipyQflilt1FyDrxMtJBXI0BuWv/jBmaYTSMEG17nluYvyMKsOZwFmpn2pMKJvQEfYslTRC7WeLQ2fkwipDEsbKljRkof6eyGik9TQKbGdEzVivenPxP6+XmvDGz7hMUoOSLReFqSAmJvOvyZArZEZMLaFMcXsrYWOqKDM2m5INwVt9eZ20r6qeW/Wa15X6bR5HEc7gHC7BgxrU4R4a0AIGCM/wCm/Oo/PivDsfy9aCk8+cwh84nz/PfYzt</latexit>

ĤBi
<latexit sha1_base64="pNns+e/dSIS0L3fxMtUyer7nA0U=">AAAB/3icbVBNS8NAEN3Ur1q/ooIXL4tF8FQSEfRY6qXHCrYVmhA22227dLMJuxOxxBz8K148KOLVv+HNf+O2zUFbHww83pthZl6YCK7Bcb6t0srq2vpGebOytb2zu2fvH3R0nCrK2jQWsboLiWaCS9YGDoLdJYqRKBSsG46vp373ninNY3kLk4T5ERlKPuCUgJEC+8gbEciaeZB5wB4AIGvkAc8Du+rUnBnwMnELUkUFWoH95fVjmkZMAhVE657rJOBnRAGnguUVL9UsIXRMhqxnqCQR0342uz/Hp0bp40GsTEnAM/X3REYirSdRaDojAiO96E3F/7xeCoMrP+MySYFJOl80SAWGGE/DwH2uGAUxMYRQxc2tmI6IIhRMZBUTgrv48jLpnNdcp+beXFTrjSKOMjpGJ+gMuegS1VETtVAbUfSIntErerOerBfr3fqYt5asYuYQ/YH1+QMPNpbC</latexit><latexit sha1_base64="pNns+e/dSIS0L3fxMtUyer7nA0U=">AAAB/3icbVBNS8NAEN3Ur1q/ooIXL4tF8FQSEfRY6qXHCrYVmhA22227dLMJuxOxxBz8K148KOLVv+HNf+O2zUFbHww83pthZl6YCK7Bcb6t0srq2vpGebOytb2zu2fvH3R0nCrK2jQWsboLiWaCS9YGDoLdJYqRKBSsG46vp373ninNY3kLk4T5ERlKPuCUgJEC+8gbEciaeZB5wB4AIGvkAc8Du+rUnBnwMnELUkUFWoH95fVjmkZMAhVE657rJOBnRAGnguUVL9UsIXRMhqxnqCQR0342uz/Hp0bp40GsTEnAM/X3REYirSdRaDojAiO96E3F/7xeCoMrP+MySYFJOl80SAWGGE/DwH2uGAUxMYRQxc2tmI6IIhRMZBUTgrv48jLpnNdcp+beXFTrjSKOMjpGJ+gMuegS1VETtVAbUfSIntErerOerBfr3fqYt5asYuYQ/YH1+QMPNpbC</latexit><latexit sha1_base64="pNns+e/dSIS0L3fxMtUyer7nA0U=">AAAB/3icbVBNS8NAEN3Ur1q/ooIXL4tF8FQSEfRY6qXHCrYVmhA22227dLMJuxOxxBz8K148KOLVv+HNf+O2zUFbHww83pthZl6YCK7Bcb6t0srq2vpGebOytb2zu2fvH3R0nCrK2jQWsboLiWaCS9YGDoLdJYqRKBSsG46vp373ninNY3kLk4T5ERlKPuCUgJEC+8gbEciaeZB5wB4AIGvkAc8Du+rUnBnwMnELUkUFWoH95fVjmkZMAhVE657rJOBnRAGnguUVL9UsIXRMhqxnqCQR0342uz/Hp0bp40GsTEnAM/X3REYirSdRaDojAiO96E3F/7xeCoMrP+MySYFJOl80SAWGGE/DwH2uGAUxMYRQxc2tmI6IIhRMZBUTgrv48jLpnNdcp+beXFTrjSKOMjpGJ+gMuegS1VETtVAbUfSIntErerOerBfr3fqYt5asYuYQ/YH1+QMPNpbC</latexit><latexit sha1_base64="pNns+e/dSIS0L3fxMtUyer7nA0U=">AAAB/3icbVBNS8NAEN3Ur1q/ooIXL4tF8FQSEfRY6qXHCrYVmhA22227dLMJuxOxxBz8K148KOLVv+HNf+O2zUFbHww83pthZl6YCK7Bcb6t0srq2vpGebOytb2zu2fvH3R0nCrK2jQWsboLiWaCS9YGDoLdJYqRKBSsG46vp373ninNY3kLk4T5ERlKPuCUgJEC+8gbEciaeZB5wB4AIGvkAc8Du+rUnBnwMnELUkUFWoH95fVjmkZMAhVE657rJOBnRAGnguUVL9UsIXRMhqxnqCQR0342uz/Hp0bp40GsTEnAM/X3REYirSdRaDojAiO96E3F/7xeCoMrP+MySYFJOl80SAWGGE/DwH2uGAUxMYRQxc2tmI6IIhRMZBUTgrv48jLpnNdcp+beXFTrjSKOMjpGJ+gMuegS1VETtVAbUfSIntErerOerBfr3fqYt5asYuYQ/YH1+QMPNpbC</latexit>

j
<latexit sha1_base64="ocTLVc574NOAe/DoMycp9A9e/3g=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lE0GPRi8cW7Ae0oWy2k3bbzSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgobm1vbO8Xd0t7+weFR+fikpeNUMWyyWMSqE1CNgktsGm4EdhKFNAoEtoPJ/dxvP6HSPJaPZpqgH9Gh5CFn1FipMe6XK27VXYCsEy8nFchR75e/eoOYpRFKwwTVuuu5ifEzqgxnAmelXqoxoWxCh9i1VNIItZ8tDp2RC6sMSBgrW9KQhfp7IqOR1tMosJ0RNSO96s3F/7xuasJbP+MySQ1KtlwUpoKYmMy/JgOukBkxtYQyxe2thI2ooszYbEo2BG/15XXSuqp6btVrXFdqd3kcRTiDc7gED26gBg9QhyYwQHiGV3hzxs6L8+58LFsLTj5zCn/gfP4A0QGM7g==</latexit><latexit sha1_base64="ocTLVc574NOAe/DoMycp9A9e/3g=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lE0GPRi8cW7Ae0oWy2k3bbzSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgobm1vbO8Xd0t7+weFR+fikpeNUMWyyWMSqE1CNgktsGm4EdhKFNAoEtoPJ/dxvP6HSPJaPZpqgH9Gh5CFn1FipMe6XK27VXYCsEy8nFchR75e/eoOYpRFKwwTVuuu5ifEzqgxnAmelXqoxoWxCh9i1VNIItZ8tDp2RC6sMSBgrW9KQhfp7IqOR1tMosJ0RNSO96s3F/7xuasJbP+MySQ1KtlwUpoKYmMy/JgOukBkxtYQyxe2thI2ooszYbEo2BG/15XXSuqp6btVrXFdqd3kcRTiDc7gED26gBg9QhyYwQHiGV3hzxs6L8+58LFsLTj5zCn/gfP4A0QGM7g==</latexit><latexit sha1_base64="ocTLVc574NOAe/DoMycp9A9e/3g=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lE0GPRi8cW7Ae0oWy2k3bbzSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgobm1vbO8Xd0t7+weFR+fikpeNUMWyyWMSqE1CNgktsGm4EdhKFNAoEtoPJ/dxvP6HSPJaPZpqgH9Gh5CFn1FipMe6XK27VXYCsEy8nFchR75e/eoOYpRFKwwTVuuu5ifEzqgxnAmelXqoxoWxCh9i1VNIItZ8tDp2RC6sMSBgrW9KQhfp7IqOR1tMosJ0RNSO96s3F/7xuasJbP+MySQ1KtlwUpoKYmMy/JgOukBkxtYQyxe2thI2ooszYbEo2BG/15XXSuqp6btVrXFdqd3kcRTiDc7gED26gBg9QhyYwQHiGV3hzxs6L8+58LFsLTj5zCn/gfP4A0QGM7g==</latexit><latexit sha1_base64="ocTLVc574NOAe/DoMycp9A9e/3g=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lE0GPRi8cW7Ae0oWy2k3bbzSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgobm1vbO8Xd0t7+weFR+fikpeNUMWyyWMSqE1CNgktsGm4EdhKFNAoEtoPJ/dxvP6HSPJaPZpqgH9Gh5CFn1FipMe6XK27VXYCsEy8nFchR75e/eoOYpRFKwwTVuuu5ifEzqgxnAmelXqoxoWxCh9i1VNIItZ8tDp2RC6sMSBgrW9KQhfp7IqOR1tMosJ0RNSO96s3F/7xuasJbP+MySQ1KtlwUpoKYmMy/JgOukBkxtYQyxe2thI2ooszYbEo2BG/15XXSuqp6btVrXFdqd3kcRTiDc7gED26gBg9QhyYwQHiGV3hzxs6L8+58LFsLTj5zCn/gfP4A0QGM7g==</latexit>

i
<latexit sha1_base64="9jtkmSnVkzQh6f031uh1XGFh3yI=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEqMeiF48t2A9oQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgobm1vbO8Xd0t7+weFR+fikreNUMWyxWMSqG1CNgktsGW4EdhOFNAoEdoLJ3dzvPKHSPJYPZpqgH9GR5CFn1FipyQflilt1FyDrxMtJBXI0BuWv/jBmaYTSMEG17nluYvyMKsOZwFmpn2pMKJvQEfYslTRC7WeLQ2fkwipDEsbKljRkof6eyGik9TQKbGdEzVivenPxP6+XmvDGz7hMUoOSLReFqSAmJvOvyZArZEZMLaFMcXsrYWOqKDM2m5INwVt9eZ20r6qeW/Wa15X6bR5HEc7gHC7BgxrU4R4a0AIGCM/wCm/Oo/PivDsfy9aCk8+cwh84nz/PfYzt</latexit><latexit sha1_base64="9jtkmSnVkzQh6f031uh1XGFh3yI=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEqMeiF48t2A9oQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgobm1vbO8Xd0t7+weFR+fikreNUMWyxWMSqG1CNgktsGW4EdhOFNAoEdoLJ3dzvPKHSPJYPZpqgH9GR5CFn1FipyQflilt1FyDrxMtJBXI0BuWv/jBmaYTSMEG17nluYvyMKsOZwFmpn2pMKJvQEfYslTRC7WeLQ2fkwipDEsbKljRkof6eyGik9TQKbGdEzVivenPxP6+XmvDGz7hMUoOSLReFqSAmJvOvyZArZEZMLaFMcXsrYWOqKDM2m5INwVt9eZ20r6qeW/Wa15X6bR5HEc7gHC7BgxrU4R4a0AIGCM/wCm/Oo/PivDsfy9aCk8+cwh84nz/PfYzt</latexit><latexit sha1_base64="9jtkmSnVkzQh6f031uh1XGFh3yI=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEqMeiF48t2A9oQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgobm1vbO8Xd0t7+weFR+fikreNUMWyxWMSqG1CNgktsGW4EdhOFNAoEdoLJ3dzvPKHSPJYPZpqgH9GR5CFn1FipyQflilt1FyDrxMtJBXI0BuWv/jBmaYTSMEG17nluYvyMKsOZwFmpn2pMKJvQEfYslTRC7WeLQ2fkwipDEsbKljRkof6eyGik9TQKbGdEzVivenPxP6+XmvDGz7hMUoOSLReFqSAmJvOvyZArZEZMLaFMcXsrYWOqKDM2m5INwVt9eZ20r6qeW/Wa15X6bR5HEc7gHC7BgxrU4R4a0AIGCM/wCm/Oo/PivDsfy9aCk8+cwh84nz/PfYzt</latexit><latexit sha1_base64="9jtkmSnVkzQh6f031uh1XGFh3yI=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEqMeiF48t2A9oQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgobm1vbO8Xd0t7+weFR+fikreNUMWyxWMSqG1CNgktsGW4EdhOFNAoEdoLJ3dzvPKHSPJYPZpqgH9GR5CFn1FipyQflilt1FyDrxMtJBXI0BuWv/jBmaYTSMEG17nluYvyMKsOZwFmpn2pMKJvQEfYslTRC7WeLQ2fkwipDEsbKljRkof6eyGik9TQKbGdEzVivenPxP6+XmvDGz7hMUoOSLReFqSAmJvOvyZArZEZMLaFMcXsrYWOqKDM2m5INwVt9eZ20r6qeW/Wa15X6bR5HEc7gHC7BgxrU4R4a0AIGCM/wCm/Oo/PivDsfy9aCk8+cwh84nz/PfYzt</latexit>

ĤAj
<latexit sha1_base64="TM73yS/NOEXmICNZ+aulVI578ww=">AAAB/3icbVDLSsNAFJ3UV62vqODGzWARXJVEBF1W3XRZwT6gCWEynbRjJw9mbsQSs/BX3LhQxK2/4c6/cdpmoa0HLhzOuZd77/ETwRVY1rdRWlpeWV0rr1c2Nre2d8zdvbaKU0lZi8Yill2fKCZ4xFrAQbBuIhkJfcE6/uh64nfumVQ8jm5hnDA3JIOIB5wS0JJnHjhDAlkj9zIH2AMAZJe5d5d7ZtWqWVPgRWIXpIoKND3zy+nHNA1ZBFQQpXq2lYCbEQmcCpZXnFSxhNARGbCephEJmXKz6f05PtZKHwex1BUBnqq/JzISKjUOfd0ZEhiqeW8i/uf1Uggu3IxHSQosorNFQSowxHgSBu5zySiIsSaESq5vxXRIJKGgI6voEOz5lxdJ+7RmWzX75qxavyriKKNDdIROkI3OUR01UBO1EEWP6Bm9ojfjyXgx3o2PWWvJKGb20R8Ynz8PM5bC</latexit><latexit sha1_base64="TM73yS/NOEXmICNZ+aulVI578ww=">AAAB/3icbVDLSsNAFJ3UV62vqODGzWARXJVEBF1W3XRZwT6gCWEynbRjJw9mbsQSs/BX3LhQxK2/4c6/cdpmoa0HLhzOuZd77/ETwRVY1rdRWlpeWV0rr1c2Nre2d8zdvbaKU0lZi8Yill2fKCZ4xFrAQbBuIhkJfcE6/uh64nfumVQ8jm5hnDA3JIOIB5wS0JJnHjhDAlkj9zIH2AMAZJe5d5d7ZtWqWVPgRWIXpIoKND3zy+nHNA1ZBFQQpXq2lYCbEQmcCpZXnFSxhNARGbCephEJmXKz6f05PtZKHwex1BUBnqq/JzISKjUOfd0ZEhiqeW8i/uf1Uggu3IxHSQosorNFQSowxHgSBu5zySiIsSaESq5vxXRIJKGgI6voEOz5lxdJ+7RmWzX75qxavyriKKNDdIROkI3OUR01UBO1EEWP6Bm9ojfjyXgx3o2PWWvJKGb20R8Ynz8PM5bC</latexit><latexit sha1_base64="TM73yS/NOEXmICNZ+aulVI578ww=">AAAB/3icbVDLSsNAFJ3UV62vqODGzWARXJVEBF1W3XRZwT6gCWEynbRjJw9mbsQSs/BX3LhQxK2/4c6/cdpmoa0HLhzOuZd77/ETwRVY1rdRWlpeWV0rr1c2Nre2d8zdvbaKU0lZi8Yill2fKCZ4xFrAQbBuIhkJfcE6/uh64nfumVQ8jm5hnDA3JIOIB5wS0JJnHjhDAlkj9zIH2AMAZJe5d5d7ZtWqWVPgRWIXpIoKND3zy+nHNA1ZBFQQpXq2lYCbEQmcCpZXnFSxhNARGbCephEJmXKz6f05PtZKHwex1BUBnqq/JzISKjUOfd0ZEhiqeW8i/uf1Uggu3IxHSQosorNFQSowxHgSBu5zySiIsSaESq5vxXRIJKGgI6voEOz5lxdJ+7RmWzX75qxavyriKKNDdIROkI3OUR01UBO1EEWP6Bm9ojfjyXgx3o2PWWvJKGb20R8Ynz8PM5bC</latexit><latexit sha1_base64="TM73yS/NOEXmICNZ+aulVI578ww=">AAAB/3icbVDLSsNAFJ3UV62vqODGzWARXJVEBF1W3XRZwT6gCWEynbRjJw9mbsQSs/BX3LhQxK2/4c6/cdpmoa0HLhzOuZd77/ETwRVY1rdRWlpeWV0rr1c2Nre2d8zdvbaKU0lZi8Yill2fKCZ4xFrAQbBuIhkJfcE6/uh64nfumVQ8jm5hnDA3JIOIB5wS0JJnHjhDAlkj9zIH2AMAZJe5d5d7ZtWqWVPgRWIXpIoKND3zy+nHNA1ZBFQQpXq2lYCbEQmcCpZXnFSxhNARGbCephEJmXKz6f05PtZKHwex1BUBnqq/JzISKjUOfd0ZEhiqeW8i/uf1Uggu3IxHSQosorNFQSowxHgSBu5zySiIsSaESq5vxXRIJKGgI6voEOz5lxdJ+7RmWzX75qxavyriKKNDdIROkI3OUR01UBO1EEWP6Bm9ojfjyXgx3o2PWWvJKGb20R8Ynz8PM5bC</latexit>

i
<latexit sha1_base64="9jtkmSnVkzQh6f031uh1XGFh3yI=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEqMeiF48t2A9oQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgobm1vbO8Xd0t7+weFR+fikreNUMWyxWMSqG1CNgktsGW4EdhOFNAoEdoLJ3dzvPKHSPJYPZpqgH9GR5CFn1FipyQflilt1FyDrxMtJBXI0BuWv/jBmaYTSMEG17nluYvyMKsOZwFmpn2pMKJvQEfYslTRC7WeLQ2fkwipDEsbKljRkof6eyGik9TQKbGdEzVivenPxP6+XmvDGz7hMUoOSLReFqSAmJvOvyZArZEZMLaFMcXsrYWOqKDM2m5INwVt9eZ20r6qeW/Wa15X6bR5HEc7gHC7BgxrU4R4a0AIGCM/wCm/Oo/PivDsfy9aCk8+cwh84nz/PfYzt</latexit><latexit sha1_base64="9jtkmSnVkzQh6f031uh1XGFh3yI=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEqMeiF48t2A9oQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgobm1vbO8Xd0t7+weFR+fikreNUMWyxWMSqG1CNgktsGW4EdhOFNAoEdoLJ3dzvPKHSPJYPZpqgH9GR5CFn1FipyQflilt1FyDrxMtJBXI0BuWv/jBmaYTSMEG17nluYvyMKsOZwFmpn2pMKJvQEfYslTRC7WeLQ2fkwipDEsbKljRkof6eyGik9TQKbGdEzVivenPxP6+XmvDGz7hMUoOSLReFqSAmJvOvyZArZEZMLaFMcXsrYWOqKDM2m5INwVt9eZ20r6qeW/Wa15X6bR5HEc7gHC7BgxrU4R4a0AIGCM/wCm/Oo/PivDsfy9aCk8+cwh84nz/PfYzt</latexit><latexit sha1_base64="9jtkmSnVkzQh6f031uh1XGFh3yI=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEqMeiF48t2A9oQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgobm1vbO8Xd0t7+weFR+fikreNUMWyxWMSqG1CNgktsGW4EdhOFNAoEdoLJ3dzvPKHSPJYPZpqgH9GR5CFn1FipyQflilt1FyDrxMtJBXI0BuWv/jBmaYTSMEG17nluYvyMKsOZwFmpn2pMKJvQEfYslTRC7WeLQ2fkwipDEsbKljRkof6eyGik9TQKbGdEzVivenPxP6+XmvDGz7hMUoOSLReFqSAmJvOvyZArZEZMLaFMcXsrYWOqKDM2m5INwVt9eZ20r6qeW/Wa15X6bR5HEc7gHC7BgxrU4R4a0AIGCM/wCm/Oo/PivDsfy9aCk8+cwh84nz/PfYzt</latexit><latexit sha1_base64="9jtkmSnVkzQh6f031uh1XGFh3yI=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEqMeiF48t2A9oQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgobm1vbO8Xd0t7+weFR+fikreNUMWyxWMSqG1CNgktsGW4EdhOFNAoEdoLJ3dzvPKHSPJYPZpqgH9GR5CFn1FipyQflilt1FyDrxMtJBXI0BuWv/jBmaYTSMEG17nluYvyMKsOZwFmpn2pMKJvQEfYslTRC7WeLQ2fkwipDEsbKljRkof6eyGik9TQKbGdEzVivenPxP6+XmvDGz7hMUoOSLReFqSAmJvOvyZArZEZMLaFMcXsrYWOqKDM2m5INwVt9eZ20r6qeW/Wa15X6bR5HEc7gHC7BgxrU4R4a0AIGCM/wCm/Oo/PivDsfy9aCk8+cwh84nz/PfYzt</latexit>

ĤBj
<latexit sha1_base64="/5h9VMx+4Wy9lCzYf28/MmyYrSE=">AAAB/3icbVDLSsNAFJ3UV62vqODGzWARXJVEBF2Wuumygn1AE8JkOmnHTh7M3IglZuGvuHGhiFt/w51/47TNQlsPXDiccy/33uMngiuwrG+jtLK6tr5R3qxsbe/s7pn7Bx0Vp5KyNo1FLHs+UUzwiLWBg2C9RDIS+oJ1/fH11O/eM6l4HN3CJGFuSIYRDzgloCXPPHJGBLJm7mUOsAcAyBq5d5d7ZtWqWTPgZWIXpIoKtDzzyxnENA1ZBFQQpfq2lYCbEQmcCpZXnFSxhNAxGbK+phEJmXKz2f05PtXKAAex1BUBnqm/JzISKjUJfd0ZEhipRW8q/uf1Uwiu3IxHSQosovNFQSowxHgaBh5wySiIiSaESq5vxXREJKGgI6voEOzFl5dJ57xmWzX75qJabxRxlNExOkFnyEaXqI6aqIXaiKJH9Ixe0ZvxZLwY78bHvLVkFDOH6A+Mzx8Qu5bD</latexit><latexit sha1_base64="/5h9VMx+4Wy9lCzYf28/MmyYrSE=">AAAB/3icbVDLSsNAFJ3UV62vqODGzWARXJVEBF2Wuumygn1AE8JkOmnHTh7M3IglZuGvuHGhiFt/w51/47TNQlsPXDiccy/33uMngiuwrG+jtLK6tr5R3qxsbe/s7pn7Bx0Vp5KyNo1FLHs+UUzwiLWBg2C9RDIS+oJ1/fH11O/eM6l4HN3CJGFuSIYRDzgloCXPPHJGBLJm7mUOsAcAyBq5d5d7ZtWqWTPgZWIXpIoKtDzzyxnENA1ZBFQQpfq2lYCbEQmcCpZXnFSxhNAxGbK+phEJmXKz2f05PtXKAAex1BUBnqm/JzISKjUJfd0ZEhipRW8q/uf1Uwiu3IxHSQosovNFQSowxHgaBh5wySiIiSaESq5vxXREJKGgI6voEOzFl5dJ57xmWzX75qJabxRxlNExOkFnyEaXqI6aqIXaiKJH9Ixe0ZvxZLwY78bHvLVkFDOH6A+Mzx8Qu5bD</latexit><latexit sha1_base64="/5h9VMx+4Wy9lCzYf28/MmyYrSE=">AAAB/3icbVDLSsNAFJ3UV62vqODGzWARXJVEBF2Wuumygn1AE8JkOmnHTh7M3IglZuGvuHGhiFt/w51/47TNQlsPXDiccy/33uMngiuwrG+jtLK6tr5R3qxsbe/s7pn7Bx0Vp5KyNo1FLHs+UUzwiLWBg2C9RDIS+oJ1/fH11O/eM6l4HN3CJGFuSIYRDzgloCXPPHJGBLJm7mUOsAcAyBq5d5d7ZtWqWTPgZWIXpIoKtDzzyxnENA1ZBFQQpfq2lYCbEQmcCpZXnFSxhNAxGbK+phEJmXKz2f05PtXKAAex1BUBnqm/JzISKjUJfd0ZEhipRW8q/uf1Uwiu3IxHSQosovNFQSowxHgaBh5wySiIiSaESq5vxXREJKGgI6voEOzFl5dJ57xmWzX75qJabxRxlNExOkFnyEaXqI6aqIXaiKJH9Ixe0ZvxZLwY78bHvLVkFDOH6A+Mzx8Qu5bD</latexit><latexit sha1_base64="/5h9VMx+4Wy9lCzYf28/MmyYrSE=">AAAB/3icbVDLSsNAFJ3UV62vqODGzWARXJVEBF2Wuumygn1AE8JkOmnHTh7M3IglZuGvuHGhiFt/w51/47TNQlsPXDiccy/33uMngiuwrG+jtLK6tr5R3qxsbe/s7pn7Bx0Vp5KyNo1FLHs+UUzwiLWBg2C9RDIS+oJ1/fH11O/eM6l4HN3CJGFuSIYRDzgloCXPPHJGBLJm7mUOsAcAyBq5d5d7ZtWqWTPgZWIXpIoKtDzzyxnENA1ZBFQQpfq2lYCbEQmcCpZXnFSxhNAxGbK+phEJmXKz2f05PtXKAAex1BUBnqm/JzISKjUJfd0ZEhipRW8q/uf1Uwiu3IxHSQosovNFQSowxHgaBh5wySiIiSaESq5vxXREJKGgI6voEOzFl5dJ57xmWzX75qJabxRxlNExOkFnyEaXqI6aqIXaiKJH9Ixe0ZvxZLwY78bHvLVkFDOH6A+Mzx8Qu5bD</latexit>

j
<latexit sha1_base64="ocTLVc574NOAe/DoMycp9A9e/3g=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lE0GPRi8cW7Ae0oWy2k3bbzSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgobm1vbO8Xd0t7+weFR+fikpeNUMWyyWMSqE1CNgktsGm4EdhKFNAoEtoPJ/dxvP6HSPJaPZpqgH9Gh5CFn1FipMe6XK27VXYCsEy8nFchR75e/eoOYpRFKwwTVuuu5ifEzqgxnAmelXqoxoWxCh9i1VNIItZ8tDp2RC6sMSBgrW9KQhfp7IqOR1tMosJ0RNSO96s3F/7xuasJbP+MySQ1KtlwUpoKYmMy/JgOukBkxtYQyxe2thI2ooszYbEo2BG/15XXSuqp6btVrXFdqd3kcRTiDc7gED26gBg9QhyYwQHiGV3hzxs6L8+58LFsLTj5zCn/gfP4A0QGM7g==</latexit><latexit sha1_base64="ocTLVc574NOAe/DoMycp9A9e/3g=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lE0GPRi8cW7Ae0oWy2k3bbzSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgobm1vbO8Xd0t7+weFR+fikpeNUMWyyWMSqE1CNgktsGm4EdhKFNAoEtoPJ/dxvP6HSPJaPZpqgH9Gh5CFn1FipMe6XK27VXYCsEy8nFchR75e/eoOYpRFKwwTVuuu5ifEzqgxnAmelXqoxoWxCh9i1VNIItZ8tDp2RC6sMSBgrW9KQhfp7IqOR1tMosJ0RNSO96s3F/7xuasJbP+MySQ1KtlwUpoKYmMy/JgOukBkxtYQyxe2thI2ooszYbEo2BG/15XXSuqp6btVrXFdqd3kcRTiDc7gED26gBg9QhyYwQHiGV3hzxs6L8+58LFsLTj5zCn/gfP4A0QGM7g==</latexit><latexit sha1_base64="ocTLVc574NOAe/DoMycp9A9e/3g=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lE0GPRi8cW7Ae0oWy2k3bbzSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgobm1vbO8Xd0t7+weFR+fikpeNUMWyyWMSqE1CNgktsGm4EdhKFNAoEtoPJ/dxvP6HSPJaPZpqgH9Gh5CFn1FipMe6XK27VXYCsEy8nFchR75e/eoOYpRFKwwTVuuu5ifEzqgxnAmelXqoxoWxCh9i1VNIItZ8tDp2RC6sMSBgrW9KQhfp7IqOR1tMosJ0RNSO96s3F/7xuasJbP+MySQ1KtlwUpoKYmMy/JgOukBkxtYQyxe2thI2ooszYbEo2BG/15XXSuqp6btVrXFdqd3kcRTiDc7gED26gBg9QhyYwQHiGV3hzxs6L8+58LFsLTj5zCn/gfP4A0QGM7g==</latexit><latexit sha1_base64="ocTLVc574NOAe/DoMycp9A9e/3g=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lE0GPRi8cW7Ae0oWy2k3bbzSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgobm1vbO8Xd0t7+weFR+fikpeNUMWyyWMSqE1CNgktsGm4EdhKFNAoEtoPJ/dxvP6HSPJaPZpqgH9Gh5CFn1FipMe6XK27VXYCsEy8nFchR75e/eoOYpRFKwwTVuuu5ifEzqgxnAmelXqoxoWxCh9i1VNIItZ8tDp2RC6sMSBgrW9KQhfp7IqOR1tMosJ0RNSO96s3F/7xuasJbP+MySQ1KtlwUpoKYmMy/JgOukBkxtYQyxe2thI2ooszYbEo2BG/15XXSuqp6btVrXFdqd3kcRTiDc7gED26gBg9QhyYwQHiGV3hzxs6L8+58LFsLTj5zCn/gfP4A0QGM7g==</latexit>

i
<latexit sha1_base64="9jtkmSnVkzQh6f031uh1XGFh3yI=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEqMeiF48t2A9oQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgobm1vbO8Xd0t7+weFR+fikreNUMWyxWMSqG1CNgktsGW4EdhOFNAoEdoLJ3dzvPKHSPJYPZpqgH9GR5CFn1FipyQflilt1FyDrxMtJBXI0BuWv/jBmaYTSMEG17nluYvyMKsOZwFmpn2pMKJvQEfYslTRC7WeLQ2fkwipDEsbKljRkof6eyGik9TQKbGdEzVivenPxP6+XmvDGz7hMUoOSLReFqSAmJvOvyZArZEZMLaFMcXsrYWOqKDM2m5INwVt9eZ20r6qeW/Wa15X6bR5HEc7gHC7BgxrU4R4a0AIGCM/wCm/Oo/PivDsfy9aCk8+cwh84nz/PfYzt</latexit><latexit sha1_base64="9jtkmSnVkzQh6f031uh1XGFh3yI=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEqMeiF48t2A9oQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgobm1vbO8Xd0t7+weFR+fikreNUMWyxWMSqG1CNgktsGW4EdhOFNAoEdoLJ3dzvPKHSPJYPZpqgH9GR5CFn1FipyQflilt1FyDrxMtJBXI0BuWv/jBmaYTSMEG17nluYvyMKsOZwFmpn2pMKJvQEfYslTRC7WeLQ2fkwipDEsbKljRkof6eyGik9TQKbGdEzVivenPxP6+XmvDGz7hMUoOSLReFqSAmJvOvyZArZEZMLaFMcXsrYWOqKDM2m5INwVt9eZ20r6qeW/Wa15X6bR5HEc7gHC7BgxrU4R4a0AIGCM/wCm/Oo/PivDsfy9aCk8+cwh84nz/PfYzt</latexit><latexit sha1_base64="9jtkmSnVkzQh6f031uh1XGFh3yI=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEqMeiF48t2A9oQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgobm1vbO8Xd0t7+weFR+fikreNUMWyxWMSqG1CNgktsGW4EdhOFNAoEdoLJ3dzvPKHSPJYPZpqgH9GR5CFn1FipyQflilt1FyDrxMtJBXI0BuWv/jBmaYTSMEG17nluYvyMKsOZwFmpn2pMKJvQEfYslTRC7WeLQ2fkwipDEsbKljRkof6eyGik9TQKbGdEzVivenPxP6+XmvDGz7hMUoOSLReFqSAmJvOvyZArZEZMLaFMcXsrYWOqKDM2m5INwVt9eZ20r6qeW/Wa15X6bR5HEc7gHC7BgxrU4R4a0AIGCM/wCm/Oo/PivDsfy9aCk8+cwh84nz/PfYzt</latexit><latexit sha1_base64="9jtkmSnVkzQh6f031uh1XGFh3yI=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEqMeiF48t2A9oQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgobm1vbO8Xd0t7+weFR+fikreNUMWyxWMSqG1CNgktsGW4EdhOFNAoEdoLJ3dzvPKHSPJYPZpqgH9GR5CFn1FipyQflilt1FyDrxMtJBXI0BuWv/jBmaYTSMEG17nluYvyMKsOZwFmpn2pMKJvQEfYslTRC7WeLQ2fkwipDEsbKljRkof6eyGik9TQKbGdEzVivenPxP6+XmvDGz7hMUoOSLReFqSAmJvOvyZArZEZMLaFMcXsrYWOqKDM2m5INwVt9eZ20r6qeW/Wa15X6bR5HEc7gHC7BgxrU4R4a0AIGCM/wCm/Oo/PivDsfy9aCk8+cwh84nz/PfYzt</latexit>

i
<latexit sha1_base64="9jtkmSnVkzQh6f031uh1XGFh3yI=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEqMeiF48t2A9oQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgobm1vbO8Xd0t7+weFR+fikreNUMWyxWMSqG1CNgktsGW4EdhOFNAoEdoLJ3dzvPKHSPJYPZpqgH9GR5CFn1FipyQflilt1FyDrxMtJBXI0BuWv/jBmaYTSMEG17nluYvyMKsOZwFmpn2pMKJvQEfYslTRC7WeLQ2fkwipDEsbKljRkof6eyGik9TQKbGdEzVivenPxP6+XmvDGz7hMUoOSLReFqSAmJvOvyZArZEZMLaFMcXsrYWOqKDM2m5INwVt9eZ20r6qeW/Wa15X6bR5HEc7gHC7BgxrU4R4a0AIGCM/wCm/Oo/PivDsfy9aCk8+cwh84nz/PfYzt</latexit><latexit sha1_base64="9jtkmSnVkzQh6f031uh1XGFh3yI=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEqMeiF48t2A9oQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgobm1vbO8Xd0t7+weFR+fikreNUMWyxWMSqG1CNgktsGW4EdhOFNAoEdoLJ3dzvPKHSPJYPZpqgH9GR5CFn1FipyQflilt1FyDrxMtJBXI0BuWv/jBmaYTSMEG17nluYvyMKsOZwFmpn2pMKJvQEfYslTRC7WeLQ2fkwipDEsbKljRkof6eyGik9TQKbGdEzVivenPxP6+XmvDGz7hMUoOSLReFqSAmJvOvyZArZEZMLaFMcXsrYWOqKDM2m5INwVt9eZ20r6qeW/Wa15X6bR5HEc7gHC7BgxrU4R4a0AIGCM/wCm/Oo/PivDsfy9aCk8+cwh84nz/PfYzt</latexit><latexit sha1_base64="9jtkmSnVkzQh6f031uh1XGFh3yI=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEqMeiF48t2A9oQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgobm1vbO8Xd0t7+weFR+fikreNUMWyxWMSqG1CNgktsGW4EdhOFNAoEdoLJ3dzvPKHSPJYPZpqgH9GR5CFn1FipyQflilt1FyDrxMtJBXI0BuWv/jBmaYTSMEG17nluYvyMKsOZwFmpn2pMKJvQEfYslTRC7WeLQ2fkwipDEsbKljRkof6eyGik9TQKbGdEzVivenPxP6+XmvDGz7hMUoOSLReFqSAmJvOvyZArZEZMLaFMcXsrYWOqKDM2m5INwVt9eZ20r6qeW/Wa15X6bR5HEc7gHC7BgxrU4R4a0AIGCM/wCm/Oo/PivDsfy9aCk8+cwh84nz/PfYzt</latexit><latexit sha1_base64="9jtkmSnVkzQh6f031uh1XGFh3yI=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEqMeiF48t2A9oQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgobm1vbO8Xd0t7+weFR+fikreNUMWyxWMSqG1CNgktsGW4EdhOFNAoEdoLJ3dzvPKHSPJYPZpqgH9GR5CFn1FipyQflilt1FyDrxMtJBXI0BuWv/jBmaYTSMEG17nluYvyMKsOZwFmpn2pMKJvQEfYslTRC7WeLQ2fkwipDEsbKljRkof6eyGik9TQKbGdEzVivenPxP6+XmvDGz7hMUoOSLReFqSAmJvOvyZArZEZMLaFMcXsrYWOqKDM2m5INwVt9eZ20r6qeW/Wa15X6bR5HEc7gHC7BgxrU4R4a0AIGCM/wCm/Oo/PivDsfy9aCk8+cwh84nz/PfYzt</latexit>

j 2 I(A)
<latexit sha1_base64="RRZ3dDn6TqLnmWF6tNCWFmm2Y6U=">AAACAHicbVBNS8NAEJ3Ur1q/qh48eFksQr2URAQ9Vr3orYL9gCaWzXbbrt1swu5GKCEX/4oXD4p49Wd489+4aXPQ6oOBx3szzMzzI86Utu0vq7CwuLS8Ulwtra1vbG6Vt3daKowloU0S8lB2fKwoZ4I2NdOcdiJJceBz2vbHl5nffqBSsVDc6klEvQAPBRswgrWReuW9e+QygdwA6xHBPLlO75Lq+VHaK1fsmj0F+kucnFQgR6NX/nT7IYkDKjThWKmuY0faS7DUjHCaltxY0QiTMR7SrqECB1R5yfSBFB0apY8GoTQlNJqqPycSHCg1CXzTmR2q5r1M/M/rxnpw5iVMRLGmgswWDWKOdIiyNFCfSUo0nxiCiWTmVkRGWGKiTWYlE4Iz//Jf0jquOXbNuTmp1C/yOIqwDwdQBQdOoQ5X0IAmEEjhCV7g1Xq0nq03633WWrDymV34BevjG6yVlc0=</latexit><latexit sha1_base64="RRZ3dDn6TqLnmWF6tNCWFmm2Y6U=">AAACAHicbVBNS8NAEJ3Ur1q/qh48eFksQr2URAQ9Vr3orYL9gCaWzXbbrt1swu5GKCEX/4oXD4p49Wd489+4aXPQ6oOBx3szzMzzI86Utu0vq7CwuLS8Ulwtra1vbG6Vt3daKowloU0S8lB2fKwoZ4I2NdOcdiJJceBz2vbHl5nffqBSsVDc6klEvQAPBRswgrWReuW9e+QygdwA6xHBPLlO75Lq+VHaK1fsmj0F+kucnFQgR6NX/nT7IYkDKjThWKmuY0faS7DUjHCaltxY0QiTMR7SrqECB1R5yfSBFB0apY8GoTQlNJqqPycSHCg1CXzTmR2q5r1M/M/rxnpw5iVMRLGmgswWDWKOdIiyNFCfSUo0nxiCiWTmVkRGWGKiTWYlE4Iz//Jf0jquOXbNuTmp1C/yOIqwDwdQBQdOoQ5X0IAmEEjhCV7g1Xq0nq03633WWrDymV34BevjG6yVlc0=</latexit><latexit sha1_base64="RRZ3dDn6TqLnmWF6tNCWFmm2Y6U=">AAACAHicbVBNS8NAEJ3Ur1q/qh48eFksQr2URAQ9Vr3orYL9gCaWzXbbrt1swu5GKCEX/4oXD4p49Wd489+4aXPQ6oOBx3szzMzzI86Utu0vq7CwuLS8Ulwtra1vbG6Vt3daKowloU0S8lB2fKwoZ4I2NdOcdiJJceBz2vbHl5nffqBSsVDc6klEvQAPBRswgrWReuW9e+QygdwA6xHBPLlO75Lq+VHaK1fsmj0F+kucnFQgR6NX/nT7IYkDKjThWKmuY0faS7DUjHCaltxY0QiTMR7SrqECB1R5yfSBFB0apY8GoTQlNJqqPycSHCg1CXzTmR2q5r1M/M/rxnpw5iVMRLGmgswWDWKOdIiyNFCfSUo0nxiCiWTmVkRGWGKiTWYlE4Iz//Jf0jquOXbNuTmp1C/yOIqwDwdQBQdOoQ5X0IAmEEjhCV7g1Xq0nq03633WWrDymV34BevjG6yVlc0=</latexit><latexit sha1_base64="RRZ3dDn6TqLnmWF6tNCWFmm2Y6U=">AAACAHicbVBNS8NAEJ3Ur1q/qh48eFksQr2URAQ9Vr3orYL9gCaWzXbbrt1swu5GKCEX/4oXD4p49Wd489+4aXPQ6oOBx3szzMzzI86Utu0vq7CwuLS8Ulwtra1vbG6Vt3daKowloU0S8lB2fKwoZ4I2NdOcdiJJceBz2vbHl5nffqBSsVDc6klEvQAPBRswgrWReuW9e+QygdwA6xHBPLlO75Lq+VHaK1fsmj0F+kucnFQgR6NX/nT7IYkDKjThWKmuY0faS7DUjHCaltxY0QiTMR7SrqECB1R5yfSBFB0apY8GoTQlNJqqPycSHCg1CXzTmR2q5r1M/M/rxnpw5iVMRLGmgswWDWKOdIiyNFCfSUo0nxiCiWTmVkRGWGKiTWYlE4Iz//Jf0jquOXbNuTmp1C/yOIqwDwdQBQdOoQ5X0IAmEEjhCV7g1Xq0nq03633WWrDymV34BevjG6yVlc0=</latexit>

Figure 2. Exchange phase: the dashed connections represent the entanglement between the respective
particles. The steps of the protocol during the exchange phase are described.
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<latexit sha1_base64="pNns+e/dSIS0L3fxMtUyer7nA0U=">AAAB/3icbVBNS8NAEN3Ur1q/ooIXL4tF8FQSEfRY6qXHCrYVmhA22227dLMJuxOxxBz8K148KOLVv+HNf+O2zUFbHww83pthZl6YCK7Bcb6t0srq2vpGebOytb2zu2fvH3R0nCrK2jQWsboLiWaCS9YGDoLdJYqRKBSsG46vp373ninNY3kLk4T5ERlKPuCUgJEC+8gbEciaeZB5wB4AIGvkAc8Du+rUnBnwMnELUkUFWoH95fVjmkZMAhVE657rJOBnRAGnguUVL9UsIXRMhqxnqCQR0342uz/Hp0bp40GsTEnAM/X3REYirSdRaDojAiO96E3F/7xeCoMrP+MySYFJOl80SAWGGE/DwH2uGAUxMYRQxc2tmI6IIhRMZBUTgrv48jLpnNdcp+beXFTrjSKOMjpGJ+gMuegS1VETtVAbUfSIntErerOerBfr3fqYt5asYuYQ/YH1+QMPNpbC</latexit><latexit sha1_base64="pNns+e/dSIS0L3fxMtUyer7nA0U=">AAAB/3icbVBNS8NAEN3Ur1q/ooIXL4tF8FQSEfRY6qXHCrYVmhA22227dLMJuxOxxBz8K148KOLVv+HNf+O2zUFbHww83pthZl6YCK7Bcb6t0srq2vpGebOytb2zu2fvH3R0nCrK2jQWsboLiWaCS9YGDoLdJYqRKBSsG46vp373ninNY3kLk4T5ERlKPuCUgJEC+8gbEciaeZB5wB4AIGvkAc8Du+rUnBnwMnELUkUFWoH95fVjmkZMAhVE657rJOBnRAGnguUVL9UsIXRMhqxnqCQR0342uz/Hp0bp40GsTEnAM/X3REYirSdRaDojAiO96E3F/7xeCoMrP+MySYFJOl80SAWGGE/DwH2uGAUxMYRQxc2tmI6IIhRMZBUTgrv48jLpnNdcp+beXFTrjSKOMjpGJ+gMuegS1VETtVAbUfSIntErerOerBfr3fqYt5asYuYQ/YH1+QMPNpbC</latexit><latexit sha1_base64="pNns+e/dSIS0L3fxMtUyer7nA0U=">AAAB/3icbVBNS8NAEN3Ur1q/ooIXL4tF8FQSEfRY6qXHCrYVmhA22227dLMJuxOxxBz8K148KOLVv+HNf+O2zUFbHww83pthZl6YCK7Bcb6t0srq2vpGebOytb2zu2fvH3R0nCrK2jQWsboLiWaCS9YGDoLdJYqRKBSsG46vp373ninNY3kLk4T5ERlKPuCUgJEC+8gbEciaeZB5wB4AIGvkAc8Du+rUnBnwMnELUkUFWoH95fVjmkZMAhVE657rJOBnRAGnguUVL9UsIXRMhqxnqCQR0342uz/Hp0bp40GsTEnAM/X3REYirSdRaDojAiO96E3F/7xeCoMrP+MySYFJOl80SAWGGE/DwH2uGAUxMYRQxc2tmI6IIhRMZBUTgrv48jLpnNdcp+beXFTrjSKOMjpGJ+gMuegS1VETtVAbUfSIntErerOerBfr3fqYt5asYuYQ/YH1+QMPNpbC</latexit><latexit sha1_base64="pNns+e/dSIS0L3fxMtUyer7nA0U=">AAAB/3icbVBNS8NAEN3Ur1q/ooIXL4tF8FQSEfRY6qXHCrYVmhA22227dLMJuxOxxBz8K148KOLVv+HNf+O2zUFbHww83pthZl6YCK7Bcb6t0srq2vpGebOytb2zu2fvH3R0nCrK2jQWsboLiWaCS9YGDoLdJYqRKBSsG46vp373ninNY3kLk4T5ERlKPuCUgJEC+8gbEciaeZB5wB4AIGvkAc8Du+rUnBnwMnELUkUFWoH95fVjmkZMAhVE657rJOBnRAGnguUVL9UsIXRMhqxnqCQR0342uz/Hp0bp40GsTEnAM/X3REYirSdRaDojAiO96E3F/7xeCoMrP+MySYFJOl80SAWGGE/DwH2uGAUxMYRQxc2tmI6IIhRMZBUTgrv48jLpnNdcp+beXFTrjSKOMjpGJ+gMuegS1VETtVAbUfSIntErerOerBfr3fqYt5asYuYQ/YH1+QMPNpbC</latexit>

ĤBj
<latexit sha1_base64="/5h9VMx+4Wy9lCzYf28/MmyYrSE=">AAAB/3icbVDLSsNAFJ3UV62vqODGzWARXJVEBF2Wuumygn1AE8JkOmnHTh7M3IglZuGvuHGhiFt/w51/47TNQlsPXDiccy/33uMngiuwrG+jtLK6tr5R3qxsbe/s7pn7Bx0Vp5KyNo1FLHs+UUzwiLWBg2C9RDIS+oJ1/fH11O/eM6l4HN3CJGFuSIYRDzgloCXPPHJGBLJm7mUOsAcAyBq5d5d7ZtWqWTPgZWIXpIoKtDzzyxnENA1ZBFQQpfq2lYCbEQmcCpZXnFSxhNAxGbK+phEJmXKz2f05PtXKAAex1BUBnqm/JzISKjUJfd0ZEhipRW8q/uf1Uwiu3IxHSQosovNFQSowxHgaBh5wySiIiSaESq5vxXREJKGgI6voEOzFl5dJ57xmWzX75qJabxRxlNExOkFnyEaXqI6aqIXaiKJH9Ixe0ZvxZLwY78bHvLVkFDOH6A+Mzx8Qu5bD</latexit><latexit sha1_base64="/5h9VMx+4Wy9lCzYf28/MmyYrSE=">AAAB/3icbVDLSsNAFJ3UV62vqODGzWARXJVEBF2Wuumygn1AE8JkOmnHTh7M3IglZuGvuHGhiFt/w51/47TNQlsPXDiccy/33uMngiuwrG+jtLK6tr5R3qxsbe/s7pn7Bx0Vp5KyNo1FLHs+UUzwiLWBg2C9RDIS+oJ1/fH11O/eM6l4HN3CJGFuSIYRDzgloCXPPHJGBLJm7mUOsAcAyBq5d5d7ZtWqWTPgZWIXpIoKtDzzyxnENA1ZBFQQpfq2lYCbEQmcCpZXnFSxhNAxGbK+phEJmXKz2f05PtXKAAex1BUBnqm/JzISKjUJfd0ZEhipRW8q/uf1Uwiu3IxHSQosovNFQSowxHgaBh5wySiIiSaESq5vxXREJKGgI6voEOzFl5dJ57xmWzX75qJabxRxlNExOkFnyEaXqI6aqIXaiKJH9Ixe0ZvxZLwY78bHvLVkFDOH6A+Mzx8Qu5bD</latexit><latexit sha1_base64="/5h9VMx+4Wy9lCzYf28/MmyYrSE=">AAAB/3icbVDLSsNAFJ3UV62vqODGzWARXJVEBF2Wuumygn1AE8JkOmnHTh7M3IglZuGvuHGhiFt/w51/47TNQlsPXDiccy/33uMngiuwrG+jtLK6tr5R3qxsbe/s7pn7Bx0Vp5KyNo1FLHs+UUzwiLWBg2C9RDIS+oJ1/fH11O/eM6l4HN3CJGFuSIYRDzgloCXPPHJGBLJm7mUOsAcAyBq5d5d7ZtWqWTPgZWIXpIoKtDzzyxnENA1ZBFQQpfq2lYCbEQmcCpZXnFSxhNAxGbK+phEJmXKz2f05PtXKAAex1BUBnqm/JzISKjUJfd0ZEhipRW8q/uf1Uwiu3IxHSQosovNFQSowxHgaBh5wySiIiSaESq5vxXREJKGgI6voEOzFl5dJ57xmWzX75qJabxRxlNExOkFnyEaXqI6aqIXaiKJH9Ixe0ZvxZLwY78bHvLVkFDOH6A+Mzx8Qu5bD</latexit><latexit sha1_base64="/5h9VMx+4Wy9lCzYf28/MmyYrSE=">AAAB/3icbVDLSsNAFJ3UV62vqODGzWARXJVEBF2Wuumygn1AE8JkOmnHTh7M3IglZuGvuHGhiFt/w51/47TNQlsPXDiccy/33uMngiuwrG+jtLK6tr5R3qxsbe/s7pn7Bx0Vp5KyNo1FLHs+UUzwiLWBg2C9RDIS+oJ1/fH11O/eM6l4HN3CJGFuSIYRDzgloCXPPHJGBLJm7mUOsAcAyBq5d5d7ZtWqWTPgZWIXpIoKtDzzyxnENA1ZBFQQpfq2lYCbEQmcCpZXnFSxhNAxGbK+phEJmXKz2f05PtXKAAex1BUBnqm/JzISKjUJfd0ZEhipRW8q/uf1Uwiu3IxHSQosovNFQSowxHgaBh5wySiIiSaESq5vxXREJKGgI6voEOzFl5dJ57xmWzX75qJabxRxlNExOkFnyEaXqI6aqIXaiKJH9Ixe0ZvxZLwY78bHvLVkFDOH6A+Mzx8Qu5bD</latexit>

ĤBi
<latexit sha1_base64="pNns+e/dSIS0L3fxMtUyer7nA0U=">AAAB/3icbVBNS8NAEN3Ur1q/ooIXL4tF8FQSEfRY6qXHCrYVmhA22227dLMJuxOxxBz8K148KOLVv+HNf+O2zUFbHww83pthZl6YCK7Bcb6t0srq2vpGebOytb2zu2fvH3R0nCrK2jQWsboLiWaCS9YGDoLdJYqRKBSsG46vp373ninNY3kLk4T5ERlKPuCUgJEC+8gbEciaeZB5wB4AIGvkAc8Du+rUnBnwMnELUkUFWoH95fVjmkZMAhVE657rJOBnRAGnguUVL9UsIXRMhqxnqCQR0342uz/Hp0bp40GsTEnAM/X3REYirSdRaDojAiO96E3F/7xeCoMrP+MySYFJOl80SAWGGE/DwH2uGAUxMYRQxc2tmI6IIhRMZBUTgrv48jLpnNdcp+beXFTrjSKOMjpGJ+gMuegS1VETtVAbUfSIntErerOerBfr3fqYt5asYuYQ/YH1+QMPNpbC</latexit><latexit sha1_base64="pNns+e/dSIS0L3fxMtUyer7nA0U=">AAAB/3icbVBNS8NAEN3Ur1q/ooIXL4tF8FQSEfRY6qXHCrYVmhA22227dLMJuxOxxBz8K148KOLVv+HNf+O2zUFbHww83pthZl6YCK7Bcb6t0srq2vpGebOytb2zu2fvH3R0nCrK2jQWsboLiWaCS9YGDoLdJYqRKBSsG46vp373ninNY3kLk4T5ERlKPuCUgJEC+8gbEciaeZB5wB4AIGvkAc8Du+rUnBnwMnELUkUFWoH95fVjmkZMAhVE657rJOBnRAGnguUVL9UsIXRMhqxnqCQR0342uz/Hp0bp40GsTEnAM/X3REYirSdRaDojAiO96E3F/7xeCoMrP+MySYFJOl80SAWGGE/DwH2uGAUxMYRQxc2tmI6IIhRMZBUTgrv48jLpnNdcp+beXFTrjSKOMjpGJ+gMuegS1VETtVAbUfSIntErerOerBfr3fqYt5asYuYQ/YH1+QMPNpbC</latexit><latexit sha1_base64="pNns+e/dSIS0L3fxMtUyer7nA0U=">AAAB/3icbVBNS8NAEN3Ur1q/ooIXL4tF8FQSEfRY6qXHCrYVmhA22227dLMJuxOxxBz8K148KOLVv+HNf+O2zUFbHww83pthZl6YCK7Bcb6t0srq2vpGebOytb2zu2fvH3R0nCrK2jQWsboLiWaCS9YGDoLdJYqRKBSsG46vp373ninNY3kLk4T5ERlKPuCUgJEC+8gbEciaeZB5wB4AIGvkAc8Du+rUnBnwMnELUkUFWoH95fVjmkZMAhVE657rJOBnRAGnguUVL9UsIXRMhqxnqCQR0342uz/Hp0bp40GsTEnAM/X3REYirSdRaDojAiO96E3F/7xeCoMrP+MySYFJOl80SAWGGE/DwH2uGAUxMYRQxc2tmI6IIhRMZBUTgrv48jLpnNdcp+beXFTrjSKOMjpGJ+gMuegS1VETtVAbUfSIntErerOerBfr3fqYt5asYuYQ/YH1+QMPNpbC</latexit><latexit sha1_base64="pNns+e/dSIS0L3fxMtUyer7nA0U=">AAAB/3icbVBNS8NAEN3Ur1q/ooIXL4tF8FQSEfRY6qXHCrYVmhA22227dLMJuxOxxBz8K148KOLVv+HNf+O2zUFbHww83pthZl6YCK7Bcb6t0srq2vpGebOytb2zu2fvH3R0nCrK2jQWsboLiWaCS9YGDoLdJYqRKBSsG46vp373ninNY3kLk4T5ERlKPuCUgJEC+8gbEciaeZB5wB4AIGvkAc8Du+rUnBnwMnELUkUFWoH95fVjmkZMAhVE657rJOBnRAGnguUVL9UsIXRMhqxnqCQR0342uz/Hp0bp40GsTEnAM/X3REYirSdRaDojAiO96E3F/7xeCoMrP+MySYFJOl80SAWGGE/DwH2uGAUxMYRQxc2tmI6IIhRMZBUTgrv48jLpnNdcp+beXFTrjSKOMjpGJ+gMuegS1VETtVAbUfSIntErerOerBfr3fqYt5asYuYQ/YH1+QMPNpbC</latexit>

ĤAi
<latexit sha1_base64="ke78r9fZeRf9MY1W0faoZHpgKOk=">AAAB/3icbVBNS8NAEN34WetXVPDiZbEInkoigh6rXnqsYD+gDWGz3bRLN5uwOxFLzMG/4sWDIl79G978N27bHLT1wcDjvRlm5gWJ4Boc59taWl5ZXVsvbZQ3t7Z3du29/ZaOU0VZk8YiVp2AaCa4ZE3gIFgnUYxEgWDtYHQz8dv3TGkeyzsYJ8yLyEDykFMCRvLtw96QQFbP/awH7AEAsqvc57lvV5yqMwVeJG5BKqhAw7e/ev2YphGTQAXRuus6CXgZUcCpYHm5l2qWEDoiA9Y1VJKIaS+b3p/jE6P0cRgrUxLwVP09kZFI63EUmM6IwFDPexPxP6+bQnjpZVwmKTBJZ4vCVGCI8SQM3OeKURBjQwhV3NyK6ZAoQsFEVjYhuPMvL5LWWdV1qu7teaV2XcRRQkfoGJ0iF12gGqqjBmoiih7RM3pFb9aT9WK9Wx+z1iWrmDlAf2B9/gANrpbB</latexit><latexit sha1_base64="ke78r9fZeRf9MY1W0faoZHpgKOk=">AAAB/3icbVBNS8NAEN34WetXVPDiZbEInkoigh6rXnqsYD+gDWGz3bRLN5uwOxFLzMG/4sWDIl79G978N27bHLT1wcDjvRlm5gWJ4Boc59taWl5ZXVsvbZQ3t7Z3du29/ZaOU0VZk8YiVp2AaCa4ZE3gIFgnUYxEgWDtYHQz8dv3TGkeyzsYJ8yLyEDykFMCRvLtw96QQFbP/awH7AEAsqvc57lvV5yqMwVeJG5BKqhAw7e/ev2YphGTQAXRuus6CXgZUcCpYHm5l2qWEDoiA9Y1VJKIaS+b3p/jE6P0cRgrUxLwVP09kZFI63EUmM6IwFDPexPxP6+bQnjpZVwmKTBJZ4vCVGCI8SQM3OeKURBjQwhV3NyK6ZAoQsFEVjYhuPMvL5LWWdV1qu7teaV2XcRRQkfoGJ0iF12gGqqjBmoiih7RM3pFb9aT9WK9Wx+z1iWrmDlAf2B9/gANrpbB</latexit><latexit sha1_base64="ke78r9fZeRf9MY1W0faoZHpgKOk=">AAAB/3icbVBNS8NAEN34WetXVPDiZbEInkoigh6rXnqsYD+gDWGz3bRLN5uwOxFLzMG/4sWDIl79G978N27bHLT1wcDjvRlm5gWJ4Boc59taWl5ZXVsvbZQ3t7Z3du29/ZaOU0VZk8YiVp2AaCa4ZE3gIFgnUYxEgWDtYHQz8dv3TGkeyzsYJ8yLyEDykFMCRvLtw96QQFbP/awH7AEAsqvc57lvV5yqMwVeJG5BKqhAw7e/ev2YphGTQAXRuus6CXgZUcCpYHm5l2qWEDoiA9Y1VJKIaS+b3p/jE6P0cRgrUxLwVP09kZFI63EUmM6IwFDPexPxP6+bQnjpZVwmKTBJZ4vCVGCI8SQM3OeKURBjQwhV3NyK6ZAoQsFEVjYhuPMvL5LWWdV1qu7teaV2XcRRQkfoGJ0iF12gGqqjBmoiih7RM3pFb9aT9WK9Wx+z1iWrmDlAf2B9/gANrpbB</latexit><latexit sha1_base64="ke78r9fZeRf9MY1W0faoZHpgKOk=">AAAB/3icbVBNS8NAEN34WetXVPDiZbEInkoigh6rXnqsYD+gDWGz3bRLN5uwOxFLzMG/4sWDIl79G978N27bHLT1wcDjvRlm5gWJ4Boc59taWl5ZXVsvbZQ3t7Z3du29/ZaOU0VZk8YiVp2AaCa4ZE3gIFgnUYxEgWDtYHQz8dv3TGkeyzsYJ8yLyEDykFMCRvLtw96QQFbP/awH7AEAsqvc57lvV5yqMwVeJG5BKqhAw7e/ev2YphGTQAXRuus6CXgZUcCpYHm5l2qWEDoiA9Y1VJKIaS+b3p/jE6P0cRgrUxLwVP09kZFI63EUmM6IwFDPexPxP6+bQnjpZVwmKTBJZ4vCVGCI8SQM3OeKURBjQwhV3NyK6ZAoQsFEVjYhuPMvL5LWWdV1qu7teaV2XcRRQkfoGJ0iF12gGqqjBmoiih7RM3pFb9aT9WK9Wx+z1iWrmDlAf2B9/gANrpbB</latexit>

At the -th step:i
<latexit sha1_base64="9jtkmSnVkzQh6f031uh1XGFh3yI=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEqMeiF48t2A9oQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgobm1vbO8Xd0t7+weFR+fikreNUMWyxWMSqG1CNgktsGW4EdhOFNAoEdoLJ3dzvPKHSPJYPZpqgH9GR5CFn1FipyQflilt1FyDrxMtJBXI0BuWv/jBmaYTSMEG17nluYvyMKsOZwFmpn2pMKJvQEfYslTRC7WeLQ2fkwipDEsbKljRkof6eyGik9TQKbGdEzVivenPxP6+XmvDGz7hMUoOSLReFqSAmJvOvyZArZEZMLaFMcXsrYWOqKDM2m5INwVt9eZ20r6qeW/Wa15X6bR5HEc7gHC7BgxrU4R4a0AIGCM/wCm/Oo/PivDsfy9aCk8+cwh84nz/PfYzt</latexit><latexit sha1_base64="9jtkmSnVkzQh6f031uh1XGFh3yI=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEqMeiF48t2A9oQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgobm1vbO8Xd0t7+weFR+fikreNUMWyxWMSqG1CNgktsGW4EdhOFNAoEdoLJ3dzvPKHSPJYPZpqgH9GR5CFn1FipyQflilt1FyDrxMtJBXI0BuWv/jBmaYTSMEG17nluYvyMKsOZwFmpn2pMKJvQEfYslTRC7WeLQ2fkwipDEsbKljRkof6eyGik9TQKbGdEzVivenPxP6+XmvDGz7hMUoOSLReFqSAmJvOvyZArZEZMLaFMcXsrYWOqKDM2m5INwVt9eZ20r6qeW/Wa15X6bR5HEc7gHC7BgxrU4R4a0AIGCM/wCm/Oo/PivDsfy9aCk8+cwh84nz/PfYzt</latexit><latexit sha1_base64="9jtkmSnVkzQh6f031uh1XGFh3yI=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEqMeiF48t2A9oQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgobm1vbO8Xd0t7+weFR+fikreNUMWyxWMSqG1CNgktsGW4EdhOFNAoEdoLJ3dzvPKHSPJYPZpqgH9GR5CFn1FipyQflilt1FyDrxMtJBXI0BuWv/jBmaYTSMEG17nluYvyMKsOZwFmpn2pMKJvQEfYslTRC7WeLQ2fkwipDEsbKljRkof6eyGik9TQKbGdEzVivenPxP6+XmvDGz7hMUoOSLReFqSAmJvOvyZArZEZMLaFMcXsrYWOqKDM2m5INwVt9eZ20r6qeW/Wa15X6bR5HEc7gHC7BgxrU4R4a0AIGCM/wCm/Oo/PivDsfy9aCk8+cwh84nz/PfYzt</latexit><latexit sha1_base64="9jtkmSnVkzQh6f031uh1XGFh3yI=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEqMeiF48t2A9oQ9lsJ+3azSbsboQS+gu8eFDEqz/Jm//GbZuDtj4YeLw3w8y8IBFcG9f9dgobm1vbO8Xd0t7+weFR+fikreNUMWyxWMSqG1CNgktsGW4EdhOFNAoEdoLJ3dzvPKHSPJYPZpqgH9GR5CFn1FipyQflilt1FyDrxMtJBXI0BuWv/jBmaYTSMEG17nluYvyMKsOZwFmpn2pMKJvQEfYslTRC7WeLQ2fkwipDEsbKljRkof6eyGik9TQKbGdEzVivenPxP6+XmvDGz7hMUoOSLReFqSAmJvOvyZArZEZMLaFMcXsrYWOqKDM2m5INwVt9eZ20r6qeW/Wa15X6bR5HEc7gHC7BgxrU4R4a0AIGCM/wCm/Oo/PivDsfy9aCk8+cwh84nz/PfYzt</latexit>

Alice Bob

Figure 3. The two kinds of measurements a client, say, Alice, performs at a step i.

9. For each round i ∈ I for which there exists j ∈ I (A), such that i = j, Alice measures ĤAj on

the corresponding particle from T (B)
A , to obtainR(B)

Cj
(see Figure 3). If Bob indeed measured his

honest observable ĤBi , then his measurement outcome will match Alice’s, R(B)
i = R(B)

Cj
. In the

presence of noise, Alice applies a statistical test to verify if Bob provided enough consistent
results (see Appendix A.1.2). In case i 6= j ∈ I (A), Alice uses Bob’s result R(B)

i ∈ R(B)
T for

the optional binding phase, when Trent confronts Alice’s information aboutR(B)
i with his own

measurement outcomes. The same is done by Bob upon receivingR(A)
i from Alice. Then: (i) if all

measurement outcomes, R(A/B)
C (2N of them for each client), are found to be consistent by the

end of the communication at step 4N, both clients will, during the binding phase, obtain with
certainty the certified document from Trent that allows them to acquire a signed contract from
the authorities (see the description below of the binding phase); (ii) if one of the clients suspects
dishonest behavior, the communication is stopped, and they measure their honest observables on
all remaining qubits and proceed to the binding phase.

The exchange phase ends with the following: If no cheating occurred, Alice and Bob both obtain their
own, as well as each others’ results,R(A) andR(B). In case the communication was interrupted at step
m, a client, say, Alice, ends up with all of her own results R(A) and those received from Bob by the
step m (note that those do not necessarily need to be obtained by actually performing measurements
on qubits).

Binding phase:

Parties involved: Trent and a client, say, Alice.
Input:

• The sets T (A)
T and T (B)

T of particles kept by Trent.
• The sets of Alice’s measurement results,R(A), and those sent to Alice by Bob,R(B). Note that in

the case of Bob’s cheating,R(B) might contain the wrong values, and in case the communication
was interrupted at step m, it is only a partial set of results. For simplicity, we use the same symbol
R(B) for both sets of “honest”, as well as “dishonest” results.

• h∗ = h(M), the hash value of the contract M to be signed, obtained using publicly-known
function h.

• A publicly-known distribution p(α) to choose the acceptance rate α.
Communication channel: Private classical channel or in person.

The binding phase (see Figure 4) consists of the following step:
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10. During the binding phase, a single client, say Alice, presents her results to Trent in order to bind
the contract, to receive a certified document, signed by Trent’s public key, declaring valid the
hash value h∗ = h(M). Having such a certificate, Alice can appeal to the authorities to enforce
the terms of the contract M: she presents the contract M and the signed document declaring the
value h∗ valid, so that the authorities can verify that indeed h∗ = h(M) (note that the function h is
publicly known). As pointed out in the Introduction, Trent is an agency accredited by the State (e.g.,
public notaries). To bind the contract, Alice provides the string h∗ = h(M) to Trent and presents
her resultsR(A), as well as those obtained from Bob,R(B) (if the protocol was interrupted before
its completion, Alice will guess the rest of Bob’s outcomes; see Appendix for details). Knowing h∗,
Trent computes HAj = h∗ ⊕ kAj and HBj = h∗ ⊕ kBj . Trent thus measures the honest observables ĤAi

on N randomly-chosen qubits from the subset T (A)
T and ĤBi on another N randomly-chosen qubits

from T (B)
T (the other 2N particles are kept for binding the contract for Bob, if requested). He also

chooses independently at random α > 1/2, according to some publicly-known distribution p(α).
Trent will give to Alice a certified document declaring the hash value h∗ valid (“bind the contract for
Alice”) if the resultsR(A) andR(B) satisfy the following two conditions:

10a. at least a fraction α of N Alice’s results from R(A)
T is equal to Trent’s results on the

corresponding entangled N particles from T (A)
T , and

10b. at least a fraction α of N Bob’s results from R(B)
T is equal to Trent’s results on the

corresponding entangled N particles from T (B)
T .

Alice Trent
Outcomes

Outcomes

R(A)

R(B)

a.   Alice sends           ,           , and                       
b.   Trent receives           ,           , and

from Alice.
c.    Trent measures all N particles from

and all N particles from          and
compares them with the corresponding
N results from          and          each,
respectively.

d.    If at least         of Alice’s results from
and          are consistent with the
corresponding results from         and        ,
then Trent provides Alice with a certified
document declaring the hash value      
valid, otherwise does nothing.

e.   Alice receives a certified document
from Trent declaring the hash value      
valid, allowing her to obtain the
certified copy of the contract      , for
which                     . 
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Using        and                       ,   
measures         and compares 
the result with         .      R(A)

T
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T
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Compares the results using a publicly known 
distribution          , and decides whether to provide 
Alice with a certified document declaring the hash 
value       valid.
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Contract for       ,
satisfying   

R(B)
T

h⇤

M

to Trent. h⇤

h⇤

h⇤
h⇤

h⇤= h(M)
<latexit sha1_base64="+NM9kJ0GFZcoj9KdJRZB2MuIJqU=">AAAB8nicbVBNS8NAEJ3Ur1q/qh69rBaheiiJCHoRil68CBXsB6SxbLabZukmG3Y3Qgn9GV48KOLVX+PNf+O2zUFbHww83pthZp6fcKa0bX9bhaXlldW14nppY3Nre6e8u9dSIpWENongQnZ8rChnMW1qpjntJJLiyOe07Q9vJn77iUrFRPygRwn1IjyIWcAI1kZyw8dT1D28Cqt3J71yxa7ZU6BF4uSkAjkavfJXty9IGtFYE46Vch070V6GpWaE03GpmyqaYDLEA+oaGuOIKi+bnjxGx0bpo0BIU7FGU/X3RIYjpUaRbzojrEM1703E/zw31cGll7E4STWNyWxRkHKkBZr8j/pMUqL5yBBMJDO3IhJiiYk2KZVMCM78y4ukdVZz7Jpzf16pX+dxFOEAjqAKDlxAHW6hAU0gIOAZXuHN0taL9W59zFoLVj6zD39gff4A9EqPuA==</latexit><latexit sha1_base64="+NM9kJ0GFZcoj9KdJRZB2MuIJqU=">AAAB8nicbVBNS8NAEJ3Ur1q/qh69rBaheiiJCHoRil68CBXsB6SxbLabZukmG3Y3Qgn9GV48KOLVX+PNf+O2zUFbHww83pthZp6fcKa0bX9bhaXlldW14nppY3Nre6e8u9dSIpWENongQnZ8rChnMW1qpjntJJLiyOe07Q9vJn77iUrFRPygRwn1IjyIWcAI1kZyw8dT1D28Cqt3J71yxa7ZU6BF4uSkAjkavfJXty9IGtFYE46Vch070V6GpWaE03GpmyqaYDLEA+oaGuOIKi+bnjxGx0bpo0BIU7FGU/X3RIYjpUaRbzojrEM1703E/zw31cGll7E4STWNyWxRkHKkBZr8j/pMUqL5yBBMJDO3IhJiiYk2KZVMCM78y4ukdVZz7Jpzf16pX+dxFOEAjqAKDlxAHW6hAU0gIOAZXuHN0taL9W59zFoLVj6zD39gff4A9EqPuA==</latexit><latexit sha1_base64="+NM9kJ0GFZcoj9KdJRZB2MuIJqU=">AAAB8nicbVBNS8NAEJ3Ur1q/qh69rBaheiiJCHoRil68CBXsB6SxbLabZukmG3Y3Qgn9GV48KOLVX+PNf+O2zUFbHww83pthZp6fcKa0bX9bhaXlldW14nppY3Nre6e8u9dSIpWENongQnZ8rChnMW1qpjntJJLiyOe07Q9vJn77iUrFRPygRwn1IjyIWcAI1kZyw8dT1D28Cqt3J71yxa7ZU6BF4uSkAjkavfJXty9IGtFYE46Vch070V6GpWaE03GpmyqaYDLEA+oaGuOIKi+bnjxGx0bpo0BIU7FGU/X3RIYjpUaRbzojrEM1703E/zw31cGll7E4STWNyWxRkHKkBZr8j/pMUqL5yBBMJDO3IhJiiYk2KZVMCM78y4ukdVZz7Jpzf16pX+dxFOEAjqAKDlxAHW6hAU0gIOAZXuHN0taL9W59zFoLVj6zD39gff4A9EqPuA==</latexit><latexit sha1_base64="+NM9kJ0GFZcoj9KdJRZB2MuIJqU=">AAAB8nicbVBNS8NAEJ3Ur1q/qh69rBaheiiJCHoRil68CBXsB6SxbLabZukmG3Y3Qgn9GV48KOLVX+PNf+O2zUFbHww83pthZp6fcKa0bX9bhaXlldW14nppY3Nre6e8u9dSIpWENongQnZ8rChnMW1qpjntJJLiyOe07Q9vJn77iUrFRPygRwn1IjyIWcAI1kZyw8dT1D28Cqt3J71yxa7ZU6BF4uSkAjkavfJXty9IGtFYE46Vch070V6GpWaE03GpmyqaYDLEA+oaGuOIKi+bnjxGx0bpo0BIU7FGU/X3RIYjpUaRbzojrEM1703E/zw31cGll7E4STWNyWxRkHKkBZr8j/pMUqL5yBBMJDO3IhJiiYk2KZVMCM78y4ukdVZz7Jpzf16pX+dxFOEAjqAKDlxAHW6hAU0gIOAZXuHN0taL9W59zFoLVj6zD39gff4A9EqPuA==</latexit>

kA
<latexit sha1_base64="HSAVEHp9e1+vjB7pf1xIyINxTME=">AAAB6nicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEqMeqF48V7Qe0oWy2m3bpZhN2J0IJ/QlePCji1V/kzX/jts1BWx8MPN6bYWZekEhh0HW/ncLa+sbmVnG7tLO7t39QPjxqmTjVjDdZLGPdCajhUijeRIGSdxLNaRRI3g7GtzO//cS1EbF6xEnC/YgOlQgFo2ilh3H/ul+uuFV3DrJKvJxUIEejX/7qDWKWRlwhk9SYrucm6GdUo2CST0u91PCEsjEd8q6likbc+Nn81Ck5s8qAhLG2pZDM1d8TGY2MmUSB7YwojsyyNxP/87ophld+JlSSIldssShMJcGYzP4mA6E5QzmxhDIt7K2EjaimDG06JRuCt/zyKmldVD236t1fVuo3eRxFOIFTOAcPalCHO2hAExgM4Rle4c2Rzovz7nwsWgtOPnMMf+B8/gAQIo2j</latexit><latexit sha1_base64="HSAVEHp9e1+vjB7pf1xIyINxTME=">AAAB6nicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEqMeqF48V7Qe0oWy2m3bpZhN2J0IJ/QlePCji1V/kzX/jts1BWx8MPN6bYWZekEhh0HW/ncLa+sbmVnG7tLO7t39QPjxqmTjVjDdZLGPdCajhUijeRIGSdxLNaRRI3g7GtzO//cS1EbF6xEnC/YgOlQgFo2ilh3H/ul+uuFV3DrJKvJxUIEejX/7qDWKWRlwhk9SYrucm6GdUo2CST0u91PCEsjEd8q6likbc+Nn81Ck5s8qAhLG2pZDM1d8TGY2MmUSB7YwojsyyNxP/87ophld+JlSSIldssShMJcGYzP4mA6E5QzmxhDIt7K2EjaimDG06JRuCt/zyKmldVD236t1fVuo3eRxFOIFTOAcPalCHO2hAExgM4Rle4c2Rzovz7nwsWgtOPnMMf+B8/gAQIo2j</latexit><latexit sha1_base64="HSAVEHp9e1+vjB7pf1xIyINxTME=">AAAB6nicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEqMeqF48V7Qe0oWy2m3bpZhN2J0IJ/QlePCji1V/kzX/jts1BWx8MPN6bYWZekEhh0HW/ncLa+sbmVnG7tLO7t39QPjxqmTjVjDdZLGPdCajhUijeRIGSdxLNaRRI3g7GtzO//cS1EbF6xEnC/YgOlQgFo2ilh3H/ul+uuFV3DrJKvJxUIEejX/7qDWKWRlwhk9SYrucm6GdUo2CST0u91PCEsjEd8q6likbc+Nn81Ck5s8qAhLG2pZDM1d8TGY2MmUSB7YwojsyyNxP/87ophld+JlSSIldssShMJcGYzP4mA6E5QzmxhDIt7K2EjaimDG06JRuCt/zyKmldVD236t1fVuo3eRxFOIFTOAcPalCHO2hAExgM4Rle4c2Rzovz7nwsWgtOPnMMf+B8/gAQIo2j</latexit><latexit sha1_base64="HSAVEHp9e1+vjB7pf1xIyINxTME=">AAAB6nicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEqMeqF48V7Qe0oWy2m3bpZhN2J0IJ/QlePCji1V/kzX/jts1BWx8MPN6bYWZekEhh0HW/ncLa+sbmVnG7tLO7t39QPjxqmTjVjDdZLGPdCajhUijeRIGSdxLNaRRI3g7GtzO//cS1EbF6xEnC/YgOlQgFo2ilh3H/ul+uuFV3DrJKvJxUIEejX/7qDWKWRlwhk9SYrucm6GdUo2CST0u91PCEsjEd8q6likbc+Nn81Ck5s8qAhLG2pZDM1d8TGY2MmUSB7YwojsyyNxP/87ophld+JlSSIldssShMJcGYzP4mA6E5QzmxhDIt7K2EjaimDG06JRuCt/zyKmldVD236t1fVuo3eRxFOIFTOAcPalCHO2hAExgM4Rle4c2Rzovz7nwsWgtOPnMMf+B8/gAQIo2j</latexit>

ĤAi
<latexit sha1_base64="ke78r9fZeRf9MY1W0faoZHpgKOk=">AAAB/3icbVBNS8NAEN34WetXVPDiZbEInkoigh6rXnqsYD+gDWGz3bRLN5uwOxFLzMG/4sWDIl79G978N27bHLT1wcDjvRlm5gWJ4Boc59taWl5ZXVsvbZQ3t7Z3du29/ZaOU0VZk8YiVp2AaCa4ZE3gIFgnUYxEgWDtYHQz8dv3TGkeyzsYJ8yLyEDykFMCRvLtw96QQFbP/awH7AEAsqvc57lvV5yqMwVeJG5BKqhAw7e/ev2YphGTQAXRuus6CXgZUcCpYHm5l2qWEDoiA9Y1VJKIaS+b3p/jE6P0cRgrUxLwVP09kZFI63EUmM6IwFDPexPxP6+bQnjpZVwmKTBJZ4vCVGCI8SQM3OeKURBjQwhV3NyK6ZAoQsFEVjYhuPMvL5LWWdV1qu7teaV2XcRRQkfoGJ0iF12gGqqjBmoiih7RM3pFb9aT9WK9Wx+z1iWrmDlAf2B9/gANrpbB</latexit><latexit sha1_base64="ke78r9fZeRf9MY1W0faoZHpgKOk=">AAAB/3icbVBNS8NAEN34WetXVPDiZbEInkoigh6rXnqsYD+gDWGz3bRLN5uwOxFLzMG/4sWDIl79G978N27bHLT1wcDjvRlm5gWJ4Boc59taWl5ZXVsvbZQ3t7Z3du29/ZaOU0VZk8YiVp2AaCa4ZE3gIFgnUYxEgWDtYHQz8dv3TGkeyzsYJ8yLyEDykFMCRvLtw96QQFbP/awH7AEAsqvc57lvV5yqMwVeJG5BKqhAw7e/ev2YphGTQAXRuus6CXgZUcCpYHm5l2qWEDoiA9Y1VJKIaS+b3p/jE6P0cRgrUxLwVP09kZFI63EUmM6IwFDPexPxP6+bQnjpZVwmKTBJZ4vCVGCI8SQM3OeKURBjQwhV3NyK6ZAoQsFEVjYhuPMvL5LWWdV1qu7teaV2XcRRQkfoGJ0iF12gGqqjBmoiih7RM3pFb9aT9WK9Wx+z1iWrmDlAf2B9/gANrpbB</latexit><latexit sha1_base64="ke78r9fZeRf9MY1W0faoZHpgKOk=">AAAB/3icbVBNS8NAEN34WetXVPDiZbEInkoigh6rXnqsYD+gDWGz3bRLN5uwOxFLzMG/4sWDIl79G978N27bHLT1wcDjvRlm5gWJ4Boc59taWl5ZXVsvbZQ3t7Z3du29/ZaOU0VZk8YiVp2AaCa4ZE3gIFgnUYxEgWDtYHQz8dv3TGkeyzsYJ8yLyEDykFMCRvLtw96QQFbP/awH7AEAsqvc57lvV5yqMwVeJG5BKqhAw7e/ev2YphGTQAXRuus6CXgZUcCpYHm5l2qWEDoiA9Y1VJKIaS+b3p/jE6P0cRgrUxLwVP09kZFI63EUmM6IwFDPexPxP6+bQnjpZVwmKTBJZ4vCVGCI8SQM3OeKURBjQwhV3NyK6ZAoQsFEVjYhuPMvL5LWWdV1qu7teaV2XcRRQkfoGJ0iF12gGqqjBmoiih7RM3pFb9aT9WK9Wx+z1iWrmDlAf2B9/gANrpbB</latexit><latexit sha1_base64="ke78r9fZeRf9MY1W0faoZHpgKOk=">AAAB/3icbVBNS8NAEN34WetXVPDiZbEInkoigh6rXnqsYD+gDWGz3bRLN5uwOxFLzMG/4sWDIl79G978N27bHLT1wcDjvRlm5gWJ4Boc59taWl5ZXVsvbZQ3t7Z3du29/ZaOU0VZk8YiVp2AaCa4ZE3gIFgnUYxEgWDtYHQz8dv3TGkeyzsYJ8yLyEDykFMCRvLtw96QQFbP/awH7AEAsqvc57lvV5yqMwVeJG5BKqhAw7e/ev2YphGTQAXRuus6CXgZUcCpYHm5l2qWEDoiA9Y1VJKIaS+b3p/jE6P0cRgrUxLwVP09kZFI63EUmM6IwFDPexPxP6+bQnjpZVwmKTBJZ4vCVGCI8SQM3OeKURBjQwhV3NyK6ZAoQsFEVjYhuPMvL5LWWdV1qu7teaV2XcRRQkfoGJ0iF12gGqqjBmoiih7RM3pFb9aT9WK9Wx+z1iWrmDlAf2B9/gANrpbB</latexit>

Using        and                       ,   
measures         and compares 
the result with         .      

h⇤= h(M)
<latexit sha1_base64="+NM9kJ0GFZcoj9KdJRZB2MuIJqU=">AAAB8nicbVBNS8NAEJ3Ur1q/qh69rBaheiiJCHoRil68CBXsB6SxbLabZukmG3Y3Qgn9GV48KOLVX+PNf+O2zUFbHww83pthZp6fcKa0bX9bhaXlldW14nppY3Nre6e8u9dSIpWENongQnZ8rChnMW1qpjntJJLiyOe07Q9vJn77iUrFRPygRwn1IjyIWcAI1kZyw8dT1D28Cqt3J71yxa7ZU6BF4uSkAjkavfJXty9IGtFYE46Vch070V6GpWaE03GpmyqaYDLEA+oaGuOIKi+bnjxGx0bpo0BIU7FGU/X3RIYjpUaRbzojrEM1703E/zw31cGll7E4STWNyWxRkHKkBZr8j/pMUqL5yBBMJDO3IhJiiYk2KZVMCM78y4ukdVZz7Jpzf16pX+dxFOEAjqAKDlxAHW6hAU0gIOAZXuHN0taL9W59zFoLVj6zD39gff4A9EqPuA==</latexit><latexit sha1_base64="+NM9kJ0GFZcoj9KdJRZB2MuIJqU=">AAAB8nicbVBNS8NAEJ3Ur1q/qh69rBaheiiJCHoRil68CBXsB6SxbLabZukmG3Y3Qgn9GV48KOLVX+PNf+O2zUFbHww83pthZp6fcKa0bX9bhaXlldW14nppY3Nre6e8u9dSIpWENongQnZ8rChnMW1qpjntJJLiyOe07Q9vJn77iUrFRPygRwn1IjyIWcAI1kZyw8dT1D28Cqt3J71yxa7ZU6BF4uSkAjkavfJXty9IGtFYE46Vch070V6GpWaE03GpmyqaYDLEA+oaGuOIKi+bnjxGx0bpo0BIU7FGU/X3RIYjpUaRbzojrEM1703E/zw31cGll7E4STWNyWxRkHKkBZr8j/pMUqL5yBBMJDO3IhJiiYk2KZVMCM78y4ukdVZz7Jpzf16pX+dxFOEAjqAKDlxAHW6hAU0gIOAZXuHN0taL9W59zFoLVj6zD39gff4A9EqPuA==</latexit><latexit sha1_base64="+NM9kJ0GFZcoj9KdJRZB2MuIJqU=">AAAB8nicbVBNS8NAEJ3Ur1q/qh69rBaheiiJCHoRil68CBXsB6SxbLabZukmG3Y3Qgn9GV48KOLVX+PNf+O2zUFbHww83pthZp6fcKa0bX9bhaXlldW14nppY3Nre6e8u9dSIpWENongQnZ8rChnMW1qpjntJJLiyOe07Q9vJn77iUrFRPygRwn1IjyIWcAI1kZyw8dT1D28Cqt3J71yxa7ZU6BF4uSkAjkavfJXty9IGtFYE46Vch070V6GpWaE03GpmyqaYDLEA+oaGuOIKi+bnjxGx0bpo0BIU7FGU/X3RIYjpUaRbzojrEM1703E/zw31cGll7E4STWNyWxRkHKkBZr8j/pMUqL5yBBMJDO3IhJiiYk2KZVMCM78y4ukdVZz7Jpzf16pX+dxFOEAjqAKDlxAHW6hAU0gIOAZXuHN0taL9W59zFoLVj6zD39gff4A9EqPuA==</latexit><latexit sha1_base64="+NM9kJ0GFZcoj9KdJRZB2MuIJqU=">AAAB8nicbVBNS8NAEJ3Ur1q/qh69rBaheiiJCHoRil68CBXsB6SxbLabZukmG3Y3Qgn9GV48KOLVX+PNf+O2zUFbHww83pthZp6fcKa0bX9bhaXlldW14nppY3Nre6e8u9dSIpWENongQnZ8rChnMW1qpjntJJLiyOe07Q9vJn77iUrFRPygRwn1IjyIWcAI1kZyw8dT1D28Cqt3J71yxa7ZU6BF4uSkAjkavfJXty9IGtFYE46Vch070V6GpWaE03GpmyqaYDLEA+oaGuOIKi+bnjxGx0bpo0BIU7FGU/X3RIYjpUaRbzojrEM1703E/zw31cGll7E4STWNyWxRkHKkBZr8j/pMUqL5yBBMJDO3IhJiiYk2KZVMCM78y4ukdVZz7Jpzf16pX+dxFOEAjqAKDlxAHW6hAU0gIOAZXuHN0taL9W59zFoLVj6zD39gff4A9EqPuA==</latexit>

ĤBi
<latexit sha1_base64="pNns+e/dSIS0L3fxMtUyer7nA0U=">AAAB/3icbVBNS8NAEN3Ur1q/ooIXL4tF8FQSEfRY6qXHCrYVmhA22227dLMJuxOxxBz8K148KOLVv+HNf+O2zUFbHww83pthZl6YCK7Bcb6t0srq2vpGebOytb2zu2fvH3R0nCrK2jQWsboLiWaCS9YGDoLdJYqRKBSsG46vp373ninNY3kLk4T5ERlKPuCUgJEC+8gbEciaeZB5wB4AIGvkAc8Du+rUnBnwMnELUkUFWoH95fVjmkZMAhVE657rJOBnRAGnguUVL9UsIXRMhqxnqCQR0342uz/Hp0bp40GsTEnAM/X3REYirSdRaDojAiO96E3F/7xeCoMrP+MySYFJOl80SAWGGE/DwH2uGAUxMYRQxc2tmI6IIhRMZBUTgrv48jLpnNdcp+beXFTrjSKOMjpGJ+gMuegS1VETtVAbUfSIntErerOerBfr3fqYt5asYuYQ/YH1+QMPNpbC</latexit><latexit sha1_base64="pNns+e/dSIS0L3fxMtUyer7nA0U=">AAAB/3icbVBNS8NAEN3Ur1q/ooIXL4tF8FQSEfRY6qXHCrYVmhA22227dLMJuxOxxBz8K148KOLVv+HNf+O2zUFbHww83pthZl6YCK7Bcb6t0srq2vpGebOytb2zu2fvH3R0nCrK2jQWsboLiWaCS9YGDoLdJYqRKBSsG46vp373ninNY3kLk4T5ERlKPuCUgJEC+8gbEciaeZB5wB4AIGvkAc8Du+rUnBnwMnELUkUFWoH95fVjmkZMAhVE657rJOBnRAGnguUVL9UsIXRMhqxnqCQR0342uz/Hp0bp40GsTEnAM/X3REYirSdRaDojAiO96E3F/7xeCoMrP+MySYFJOl80SAWGGE/DwH2uGAUxMYRQxc2tmI6IIhRMZBUTgrv48jLpnNdcp+beXFTrjSKOMjpGJ+gMuegS1VETtVAbUfSIntErerOerBfr3fqYt5asYuYQ/YH1+QMPNpbC</latexit><latexit sha1_base64="pNns+e/dSIS0L3fxMtUyer7nA0U=">AAAB/3icbVBNS8NAEN3Ur1q/ooIXL4tF8FQSEfRY6qXHCrYVmhA22227dLMJuxOxxBz8K148KOLVv+HNf+O2zUFbHww83pthZl6YCK7Bcb6t0srq2vpGebOytb2zu2fvH3R0nCrK2jQWsboLiWaCS9YGDoLdJYqRKBSsG46vp373ninNY3kLk4T5ERlKPuCUgJEC+8gbEciaeZB5wB4AIGvkAc8Du+rUnBnwMnELUkUFWoH95fVjmkZMAhVE657rJOBnRAGnguUVL9UsIXRMhqxnqCQR0342uz/Hp0bp40GsTEnAM/X3REYirSdRaDojAiO96E3F/7xeCoMrP+MySYFJOl80SAWGGE/DwH2uGAUxMYRQxc2tmI6IIhRMZBUTgrv48jLpnNdcp+beXFTrjSKOMjpGJ+gMuegS1VETtVAbUfSIntErerOerBfr3fqYt5asYuYQ/YH1+QMPNpbC</latexit><latexit sha1_base64="pNns+e/dSIS0L3fxMtUyer7nA0U=">AAAB/3icbVBNS8NAEN3Ur1q/ooIXL4tF8FQSEfRY6qXHCrYVmhA22227dLMJuxOxxBz8K148KOLVv+HNf+O2zUFbHww83pthZl6YCK7Bcb6t0srq2vpGebOytb2zu2fvH3R0nCrK2jQWsboLiWaCS9YGDoLdJYqRKBSsG46vp373ninNY3kLk4T5ERlKPuCUgJEC+8gbEciaeZB5wB4AIGvkAc8Du+rUnBnwMnELUkUFWoH95fVjmkZMAhVE657rJOBnRAGnguUVL9UsIXRMhqxnqCQR0342uz/Hp0bp40GsTEnAM/X3REYirSdRaDojAiO96E3F/7xeCoMrP+MySYFJOl80SAWGGE/DwH2uGAUxMYRQxc2tmI6IIhRMZBUTgrv48jLpnNdcp+beXFTrjSKOMjpGJ+gMuegS1VETtVAbUfSIntErerOerBfr3fqYt5asYuYQ/YH1+QMPNpbC</latexit>

kB
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h⇤= h(M)
<latexit sha1_base64="+NM9kJ0GFZcoj9KdJRZB2MuIJqU=">AAAB8nicbVBNS8NAEJ3Ur1q/qh69rBaheiiJCHoRil68CBXsB6SxbLabZukmG3Y3Qgn9GV48KOLVX+PNf+O2zUFbHww83pthZp6fcKa0bX9bhaXlldW14nppY3Nre6e8u9dSIpWENongQnZ8rChnMW1qpjntJJLiyOe07Q9vJn77iUrFRPygRwn1IjyIWcAI1kZyw8dT1D28Cqt3J71yxa7ZU6BF4uSkAjkavfJXty9IGtFYE46Vch070V6GpWaE03GpmyqaYDLEA+oaGuOIKi+bnjxGx0bpo0BIU7FGU/X3RIYjpUaRbzojrEM1703E/zw31cGll7E4STWNyWxRkHKkBZr8j/pMUqL5yBBMJDO3IhJiiYk2KZVMCM78y4ukdVZz7Jpzf16pX+dxFOEAjqAKDlxAHW6hAU0gIOAZXuHN0taL9W59zFoLVj6zD39gff4A9EqPuA==</latexit><latexit sha1_base64="+NM9kJ0GFZcoj9KdJRZB2MuIJqU=">AAAB8nicbVBNS8NAEJ3Ur1q/qh69rBaheiiJCHoRil68CBXsB6SxbLabZukmG3Y3Qgn9GV48KOLVX+PNf+O2zUFbHww83pthZp6fcKa0bX9bhaXlldW14nppY3Nre6e8u9dSIpWENongQnZ8rChnMW1qpjntJJLiyOe07Q9vJn77iUrFRPygRwn1IjyIWcAI1kZyw8dT1D28Cqt3J71yxa7ZU6BF4uSkAjkavfJXty9IGtFYE46Vch070V6GpWaE03GpmyqaYDLEA+oaGuOIKi+bnjxGx0bpo0BIU7FGU/X3RIYjpUaRbzojrEM1703E/zw31cGll7E4STWNyWxRkHKkBZr8j/pMUqL5yBBMJDO3IhJiiYk2KZVMCM78y4ukdVZz7Jpzf16pX+dxFOEAjqAKDlxAHW6hAU0gIOAZXuHN0taL9W59zFoLVj6zD39gff4A9EqPuA==</latexit><latexit sha1_base64="+NM9kJ0GFZcoj9KdJRZB2MuIJqU=">AAAB8nicbVBNS8NAEJ3Ur1q/qh69rBaheiiJCHoRil68CBXsB6SxbLabZukmG3Y3Qgn9GV48KOLVX+PNf+O2zUFbHww83pthZp6fcKa0bX9bhaXlldW14nppY3Nre6e8u9dSIpWENongQnZ8rChnMW1qpjntJJLiyOe07Q9vJn77iUrFRPygRwn1IjyIWcAI1kZyw8dT1D28Cqt3J71yxa7ZU6BF4uSkAjkavfJXty9IGtFYE46Vch070V6GpWaE03GpmyqaYDLEA+oaGuOIKi+bnjxGx0bpo0BIU7FGU/X3RIYjpUaRbzojrEM1703E/zw31cGll7E4STWNyWxRkHKkBZr8j/pMUqL5yBBMJDO3IhJiiYk2KZVMCM78y4ukdVZz7Jpzf16pX+dxFOEAjqAKDlxAHW6hAU0gIOAZXuHN0taL9W59zFoLVj6zD39gff4A9EqPuA==</latexit><latexit sha1_base64="+NM9kJ0GFZcoj9KdJRZB2MuIJqU=">AAAB8nicbVBNS8NAEJ3Ur1q/qh69rBaheiiJCHoRil68CBXsB6SxbLabZukmG3Y3Qgn9GV48KOLVX+PNf+O2zUFbHww83pthZp6fcKa0bX9bhaXlldW14nppY3Nre6e8u9dSIpWENongQnZ8rChnMW1qpjntJJLiyOe07Q9vJn77iUrFRPygRwn1IjyIWcAI1kZyw8dT1D28Cqt3J71yxa7ZU6BF4uSkAjkavfJXty9IGtFYE46Vch070V6GpWaE03GpmyqaYDLEA+oaGuOIKi+bnjxGx0bpo0BIU7FGU/X3RIYjpUaRbzojrEM1703E/zw31cGll7E4STWNyWxRkHKkBZr8j/pMUqL5yBBMJDO3IhJiiYk2KZVMCM78y4ukdVZz7Jpzf16pX+dxFOEAjqAKDlxAHW6hAU0gIOAZXuHN0taL9W59zFoLVj6zD39gff4A9EqPuA==</latexit>
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<latexit sha1_base64="+NM9kJ0GFZcoj9KdJRZB2MuIJqU=">AAAB8nicbVBNS8NAEJ3Ur1q/qh69rBaheiiJCHoRil68CBXsB6SxbLabZukmG3Y3Qgn9GV48KOLVX+PNf+O2zUFbHww83pthZp6fcKa0bX9bhaXlldW14nppY3Nre6e8u9dSIpWENongQnZ8rChnMW1qpjntJJLiyOe07Q9vJn77iUrFRPygRwn1IjyIWcAI1kZyw8dT1D28Cqt3J71yxa7ZU6BF4uSkAjkavfJXty9IGtFYE46Vch070V6GpWaE03GpmyqaYDLEA+oaGuOIKi+bnjxGx0bpo0BIU7FGU/X3RIYjpUaRbzojrEM1703E/zw31cGll7E4STWNyWxRkHKkBZr8j/pMUqL5yBBMJDO3IhJiiYk2KZVMCM78y4ukdVZz7Jpzf16pX+dxFOEAjqAKDlxAHW6hAU0gIOAZXuHN0taL9W59zFoLVj6zD39gff4A9EqPuA==</latexit><latexit sha1_base64="+NM9kJ0GFZcoj9KdJRZB2MuIJqU=">AAAB8nicbVBNS8NAEJ3Ur1q/qh69rBaheiiJCHoRil68CBXsB6SxbLabZukmG3Y3Qgn9GV48KOLVX+PNf+O2zUFbHww83pthZp6fcKa0bX9bhaXlldW14nppY3Nre6e8u9dSIpWENongQnZ8rChnMW1qpjntJJLiyOe07Q9vJn77iUrFRPygRwn1IjyIWcAI1kZyw8dT1D28Cqt3J71yxa7ZU6BF4uSkAjkavfJXty9IGtFYE46Vch070V6GpWaE03GpmyqaYDLEA+oaGuOIKi+bnjxGx0bpo0BIU7FGU/X3RIYjpUaRbzojrEM1703E/zw31cGll7E4STWNyWxRkHKkBZr8j/pMUqL5yBBMJDO3IhJiiYk2KZVMCM78y4ukdVZz7Jpzf16pX+dxFOEAjqAKDlxAHW6hAU0gIOAZXuHN0taL9W59zFoLVj6zD39gff4A9EqPuA==</latexit><latexit sha1_base64="+NM9kJ0GFZcoj9KdJRZB2MuIJqU=">AAAB8nicbVBNS8NAEJ3Ur1q/qh69rBaheiiJCHoRil68CBXsB6SxbLabZukmG3Y3Qgn9GV48KOLVX+PNf+O2zUFbHww83pthZp6fcKa0bX9bhaXlldW14nppY3Nre6e8u9dSIpWENongQnZ8rChnMW1qpjntJJLiyOe07Q9vJn77iUrFRPygRwn1IjyIWcAI1kZyw8dT1D28Cqt3J71yxa7ZU6BF4uSkAjkavfJXty9IGtFYE46Vch070V6GpWaE03GpmyqaYDLEA+oaGuOIKi+bnjxGx0bpo0BIU7FGU/X3RIYjpUaRbzojrEM1703E/zw31cGll7E4STWNyWxRkHKkBZr8j/pMUqL5yBBMJDO3IhJiiYk2KZVMCM78y4ukdVZz7Jpzf16pX+dxFOEAjqAKDlxAHW6hAU0gIOAZXuHN0taL9W59zFoLVj6zD39gff4A9EqPuA==</latexit><latexit sha1_base64="+NM9kJ0GFZcoj9KdJRZB2MuIJqU=">AAAB8nicbVBNS8NAEJ3Ur1q/qh69rBaheiiJCHoRil68CBXsB6SxbLabZukmG3Y3Qgn9GV48KOLVX+PNf+O2zUFbHww83pthZp6fcKa0bX9bhaXlldW14nppY3Nre6e8u9dSIpWENongQnZ8rChnMW1qpjntJJLiyOe07Q9vJn77iUrFRPygRwn1IjyIWcAI1kZyw8dT1D28Cqt3J71yxa7ZU6BF4uSkAjkavfJXty9IGtFYE46Vch070V6GpWaE03GpmyqaYDLEA+oaGuOIKi+bnjxGx0bpo0BIU7FGU/X3RIYjpUaRbzojrEM1703E/zw31cGll7E4STWNyWxRkHKkBZr8j/pMUqL5yBBMJDO3IhJiiYk2KZVMCM78y4ukdVZz7Jpzf16pX+dxFOEAjqAKDlxAHW6hAU0gIOAZXuHN0taL9W59zFoLVj6zD39gff4A9EqPuA==</latexit>
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Figure 4. Binding phase: the thick arrows represent the transfer of measurement outcomes from Alice
to Trent. The steps for the binding phase are described.
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The binding phase ends with the following: In case Trent finds Alice’s results consistent with his, she
receives an authorized document from him declaring the hash value h∗ valid, which then allows her to
obtain the certified copy of the contract M, for which h∗ = h(M).

3. Security Analysis

In our protocol, a cryptographic hash function h is used to map contract M to a bit string of fixed
size 4N = |h(M)|. Had Trent possessed an infinite computational power, he would be able to find the
collisions, among which one message would be the contract M. Nevertheless, the problem of finding
collisions for existing cryptographic hash functions (such as SHA256 and others) is not based on any
mathematical or number theoretical conjecture, such as the hardness of factoring, but on the fact that
the hashing function is highly irregular and non-linear. Its security is at the same level of symmetric
cryptography (such as AES), which is assumed to be beyond the capacity of quantum technologies
to attack, and moreover, AES is actually used in current commercial QKD services. Furthermore,
note that at the time this paper was written, it was not yet found a single collision for SHA256 of two
meaningless texts, and so, it is unforeseeable to find collisions for a given fixed text. Google used more
than 9× 1018 hashes to find a meaningless collision of SHA1 [25], and SHA256 is considerably harder
than SHA1. Finally, it is worthwhile noticing that the assumption that there exists an unbreakable
hash function, the so-called random oracle model, is quite common, even when quantum information
and computation is available [26]. In addition, having such computational power would also allow
a cheating client (say, Bob) to find collisions as well, thus potentially giving him the opportunity to
bind a different contract M′, for which h(M′) = h(M). Nevertheless, given a particular hash function
h, it is negligible that other collisions different from the contract M would still represent meaningful
contracts, let alone contracts that would be favorable to Bob.

Let us define the following probabilities for Alice to pass the above tests (a) and (b), in case the
communication was interrupted at step m,

PBTH(m; α) − Probability that Bob passes Trent’s test on his own qubits,

PBTA(m; α) − Probability that Bob passes Trent’s test on Alice’s qubits,

PATH(m; α) and PATB(m; α) can be analogously defined as Alice’s probabilities to pass Tests (a) and (b).
Additionally, we define Bob’s probability to pass Alice’s verification test on the resultsR(A)

i ∈ R(A)
B

(see Step (5) of Section 2) received from Alice by step m, as:

PBAS(m) − Probability that Bob passes Alice’s test on their shared qubits,

and analogously PABS(m) for Alice.
It is easy to verify that, in the noiseless scenario, the protocol is optimistic. If both clients follow

the protocol honestly till the end, both of them are able to enforce the contract: Alice will have all
the consistent results for her own, as well as Bob’s qubits, allowing her to bind the contract with
probability one (the same happens for Bob).

To analyze the probabilistic fairness quantitatively, we introduce the so-called probability to cheat,
along the lines of the similar quantity analyzed in [22]. By PBbind(m; α) = PBTH(m; α) · PBTA(m; α),
we denote the probability that Bob passes Trent’s tests and can thus bind the contract, if the
communication is interrupted at step m of the protocol, for a given choice of α; and analogously
for Alice. To reach step m, both clients have to pass each others’ verification, which is given by the
probability P(m) = PBAS(m) · PABS(m). Bob’s probability to cheat at step m, for a given α, is defined
as the probability that he can bind the contract, while Alice cannot, multiplied by the probability to
reach step m:

PBch(m; α) = P(m) · PBbind(m; α)
[
1− PAbind(m; α)

]
. (5)
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Note that the above probabilities also depend on the particular distribution of entangled pairs,
denoted as “configuration L”, given by probability q(L), and in the case of a dishonest client,
the cheating strategy. Furthermore, both the above, as well as any probability evaluated (with the
exception of p(α)) depend on N; therefore, we omit writing it, as it is implicitly assumed. Nevertheless,
the dependence on configuration L is relevant in calculations, and below, we analyze it in detail.

As prescribed by the protocol, Trent gives 6N qubits to Alice: 4N qubits from A and 2N from
T (B)

A (see Figure 5), together with their relative positions. Analogously, Bob receives 6N qubits from

B and T (A)
B . We assume that all the classical communications between Trent and clients are private

and authenticated, based on, say, pre-shared symmetric key schemes. After the communication has
stopped at step m, out of the 4N qubits to measure from A and B, Alice and Bob will be left with `(A)

and `(B) unmeasured qubits, respectively, with `(A) = `(B) = 4N −m. Note that, among the `(A) and
`(B) qubits, not all will be used by Trent to bind the contract for Alice and Bob. In fact, the qubits that
are entangled between Alice and Bob are irrelevant for their binding probabilities. They are used by
the parties to check each others’ honesty. Let then `(A) be decomposed into `

(A)
T and `

(A)
B , the qubits

entangled with those held by Trent and by Bob, respectively. Analogously, let `(B) be decomposed into
`
(B)
T and `

(B)
A . Therefore:

Alice : (2N + 2N)−m = `(A) = `
(A)
T + `

(A)
B

Bob : (2N + 2N)−m = `(B) = `
(B)
T + `

(B)
A .

(6)
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N N

(A) (B)

2N2N

T (B)
A T (A)

B

m

`
(A)
T

`
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B

`
(B)
T

`
(B)
A

T (A)
T

T (B)
T

(2N � `
(A)
T )

(2N � `
(A)
B ) (2N � `

(B)
A )

(2N � `
(B)
T )

(4N � m)

N N

`
(A)
T1

`
(A)
T2

`
(B)
T1

`
(B)
T2

T (A)
T1 T (A)

T2
T (B)

T1 T (B)
T2

m

(4N � m)

Figure 5. Decomposition of `(A) into `
(A)
T and `

(A)
B and decomposition of `(B) into `

(B)
T and `

(B)
A .

The same colors and patterns represent entanglement between the respective particles of different parties.

In order to bind the contract, a client, say Bob, has to present his own measurement results, as well
as those obtained from Alice. Then, Trent checks if they are correlated with those obtained on qubits in
his possession. Unlike the previous proposal [22], in which both clients had to be present and show
their results to Trent in order to both obtain signed contracts during the binding phase, in the current
protocol, Bob does not need Alice to be summoned in order to bind the contract (and vice versa).
Since the protocol should be symmetric to both clients, it should allow that they both, separately,
are able to bind the contract. For this reason, when binding the contract to, say Bob, Trent does not
check all of his results from T (A)

T and T (B)
T for qubits entangled withA and B, respectively. Note that to

check Bob’s results, Trent has to measure the honest observables ĤAi and ĤBi on his qubits, he obtains
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using the h∗ = h(M) provided by Bob. Therefore, if both clients were using the same sets of qubits
(entangled with those in Trent’s possession) to bind the contract separately, a dishonest Bob would have
a trivial successful cheating strategy. He measures his honest observables given by the mutually-agreed
contract M, which allows him to bind that contract. Nevertheless, in case he later decides not to comply
with it, he simply provides Trent with a random h′ 6= h(M). As a consequence, Trent’s results will be
uncorrelated with both Bob’s, as well as Alice’s results, i.e., neither client would be able to bind the
contract M. This is precisely the reason for checking only N out of 2N qubits from T (A)

T and T (B)
T , each.

Thus, Trent’s qubits are each divided into two equal subsets of the same size, T (A)
T = T (A)

T1 ∪ T
(A)

T2

and T (B)
T = T (B)

T1 ∪ T
(B)

T2 : the sets with the T1 subscript are used for binding the contract to Alice,

while those with T2 for Bob. Consequently, we have `
(A)
T = `

(A)
T1 + `

(A)
T2 and `

(B)
T = `

(B)
T1 + `

(B)
T2

(see Figure 5).
The overall configuration L of the entangled pairs distributed between Alice, Bob, and Trent is

given by six numbers,

L =
{
`
(A)
B , `(A)

T1 , `(A)
T2 , `(B)

A , `(B)
T1 , `(B)

T2

}
,

with q(L) ≤ q(`(A)
B )· q(`(A)

T1 )· q(`(A)
T2 )· q(`(B)

A )· q(`(B)
T1 )· q(`(B)

T2 ).
(7)

Therefore, Bob’s probability to cheat, given by Equation (5), now written with the explicit
dependence on the configuration L, is:

PBch(m; α|L) = P(m|`(A)
B , `(B)

A ) · PBbind(m; α|`(A)
T2 , `(B)

T2 ) ·
[
1− PAbind(m; α|`(A)

T1 , `(B)
T1 )

]
. (8)

Averaging the “constituent” probabilities from the above equation over their respective
configurations from L gives:

P(m) = 〈PABS(m|`(A)
B )〉

`
(A)
B
· 〈PBAS(m|`(B)

A )〉
`
(B)
A

,

PBbind(m; α) = 〈PBTH(m; α|`(B)
T2 )〉̀ (B)

T2
· 〈PBTA(m; α|`(A)

T2 )〉̀ (A)
T2

,

PAbind(m; α) = 〈PATH(m; α|`(A)
T1 )〉̀ (A)

T1
· 〈PATB(m; α|`(B)

T1 )〉̀ (B)
T1

,

(9)

where 〈A〉` represents the expectation value of A(`) over the values of `. To simplify notation,
in the following, we will use PABS(m) = 〈PABS(m|`(A)

B )〉
`
(A)
B

and PBTH(m; α) = 〈PBTH(m; α|`(B)
T2 )〉

`
(B)
T2

,

and analogously for the other four probabilities from the right-hand sides of the above three equations.
Hence, with Bob’s probability to cheat, averaged over all configurations L,

PBch(m; α) = ∑
L

q(L) PBch(m; α|L)

≤ P(m) · PBbind(m; α)
[
1− PAbind(m; α)

]
, (10)

we have the expected probability to cheat as:

P̄Bch(m) =
∫

p(α) PBch(m; α) dα. (11)

For honest clients that follow the protocol, the above probability is determined by the steps
prescribed by the protocol (the “honest strategy”). In case a client, say Bob, does not follow the
protocol, the above probability depends on the “cheating strategy” of a dishonest client. It turns out
(see Appendix A.2) that the quantum part of the honest and the optimal cheating strategies is the same,
i.e., the (quantum) measurements performed by a cheating Bob are the same as that of an honest one,
given by his honest observables ĤBi . In other words, the best a cheating Bob can do is to send to Alice
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the wrong results determined by a frequency f . This is a consequence of the fact that Bob does not
know which of the qubits given to him are used to bind the contract by Trent and which to check his
honesty by Alice (for details, see Appendix A.2).

In Appendix A.1, we derive the explicit expressions for the expected probability to cheat (11)
for honest clients that follow the protocol, in the ideal noiseless case (Appendix A.1.1), as well as for
noisy environments (Appendix A.1.2), thus showing the soundness of the protocol. In Figure 6a,b,d,e,
we present the values of the maximal expected probability to cheat as a function of the total number
of photons for the values of 4N up to 6000. In both cases (as well as for the case of a cheating client
discussed below), the results are obtained for the uniform p(α) on the intervals [0.9, 0.99], [0.8, 0.99],
and [0.7, 0.99], and with a noise parameter κ = 0.05. The observed dependence maxm P̄A/B

ch (m) ∝
N−1/2 is confirmed by the proof of the asymptotic behavior, Pch(m; α) ∈ O(N−1/2) (see Theorem A1
from Appendix A.1.1).

100 200 300 400 500 600
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maxmPch (m)

(a) Honest Noiseless
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Figure 6. (a,d) correspond to the honest noiseless scenario, where the maximal expected probability
to cheat, maxm P̄ch(m), is plotted against the total number of rounds between Alice and Bob, 4N.
(b,e) correspond to the case of honest clients in a noisy channel with a noise parameter of κ = 0.05.
(c,f) correspond to the realistic case of a dishonest client with noisy channels, where the optimal
cheating strategy depends on a parameter f . In all three cases, the red, blue, and green curves are
obtained for the uniform p(α) on the intervals [0.9, 0.99], [0.8, 0.99], and [0.7, 0.99], respectively.

In Appendix A.2, we evaluated the corresponding probabilities for the case of a cheating client
who deviates from the protocol, in the presence of noise. In Figure 6c,f, we plot the values of the
maximal expected probability to cheat against 4N, for the optimal cheating strategy, showing the same
dependence ∝ N−1/2. Further, in Appendices A.1 and A.2, we analyze the decrease of the expected
probabilities to cheat in case the cheating strategy deviates from the optimal values of m or f .

The results presented in Figure 6 are obtained for a fixed value of the noise parameter κ.
By increasing the noise, more and more “wrong” results are going to be obtained, such that even honest
participants will either interrupt the communication during the exchange phase or will not be able to
bind the contract with Trent. The figure of merit here is the final average probability to bind obtained
for m = 4N, given by Equations (A26)–(A28) from Appendix A.1.2 (note that, if upon exchanging all
the messages, clients have high enough probability to bind the contract, then they would also be able
to pass each others’ tests during the whole exchange phase with equally high probability).

Thus, for a fixed number of rounds, 4N, range of α, and its probability distribution p(α), one can
straightforwardly obtain the threshold values for the noise parameter κ, both for the honest noisy,
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as well as for dishonest noisy cases (note that such threshold values depend on predetermined security
level, i.e., the lower bound for the binding probability set by the users).

While such quantitative numbers can straightforwardly be obtained using the analysis presented
in the paper, they would not be very informative. Namely, what one should do is to, given the noise
level (given κ), determined by the actual implementation setup, optimize the rest of the relevant
parameters (N, p(α) and its range). While conceptually, this is possible to do, it is clearly exceptionally
demanding regarding the computational resources (note that in our analysis, we probed only three α

ranges and only the simplest uniform distribution). Our paper is more of a proof of a concept, rather
than the final analysis, which, as mentioned, is strongly implementation dependent.

Therefore, considering our limited computational power and the fact that the presented threshold
values for κ would probably differ from the ones to be obtained by optimizing the parameters of actual
implementations, we decided to omit such numerical analysis. Note that the above discussion also
applies for the cheating probability: to obtain the optimized cheating probability levels, one should
vary all the relevant parameters. Nevertheless, while it is obvious that the binding probability will
decrease as the noise increases, it was not at all obvious that it is even possible to establish upper
bounds for the cheating probability, such that it can be made arbitrarily low.

The techniques presented in our paper use the “brute force” numerical approach in obtaining the
final quantitative results (with the exception of our analytic proof of the asymptotic behavior given in
Theorem A1 from Appendix A.1.1), which do not allow for drawing qualitative insights. Developing
more closed analytic expressions for the final binding and cheating probabilities that can be analyzed
beyond the final numerical values would be an interesting topic of future research.

4. Discussion

Like the previous version of the quantum contract-signing protocol [22], the proposed protocol
relies on long-term stable quantum memories, namely keeping entangled pairs until the binding
phase. The practical problem of long-term stable quantum memories can be overcome by a simple
modification: instead of EPR pairs, Trent sends (over an authenticated quantum channel) two ordered
sets of photons in pure BB84 states, one for Alice and the other for Bob. As soon as the clients
receive their particles, they measure on them the honest observables according to h(M). Thus, all the
information kept by the parties is classical and can be used to check the agents’ behavior and honesty,
similarly as in the protocol we proposed. This approach goes along the lines of reducing the security of
BB84 to the E91 entangled QKD protocol. The details of such a reduction are a matter of a separate study.

Contract signing is an important and wide-spread cryptographic protocol, as performing
transactions over the Internet is an important part of today’s society. Nevertheless, all such current
classical implementations fully rely on the use of a third trusted party. Moreover, if buying directly
from, say, Amazon, the trust is handed over to a signing party, Amazon itself. Within classical
approaches, there are several service providers and applications that can mediate the contract signing
process, such as EverSign, HelloSign, and DocuSign.

On the other hand, if the parties do not want to rely fully on a third party to exchange the
signature between them, classical solutions, such as [15–21], mentioned in the Introduction, require
the gradual exchange of signed parts of the message. Therefore, classical digital contract signing is a
very demanding application from the point of view of communication and computation: the exchange
process has a significant number of rounds, and each exchanged message has to be digitally signed
using (computationally-demanding) public-key cryptographic systems and infrastructures. We refer
the reader to the following survey [27] for a more detailed description of these protocols. As a
consequence, such classical contract signing applications are, due to their current inefficiency, to the
best knowledge of the authors, not present on the market. We note that this is precisely the reason
classical solutions to secure multiparty computation privacy protocols are not widely available as well.
Potentially fast exchange of (single or coherent) photon pulses might be one of the main advantages
of quantum solutions to the mentioned cryptographic problems. Note that by now, it was the higher
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security levels that promoted quantum over classical cryptography. This novel feature, providing
practical schemes not even available classically, might potentially be shown to be significant.

5. Conclusions

We presented a quantum protocol for signing contracts. We showed that, under the realistic
assumptions of noise and measurement errors, the protocol was fair, and consequently optimistic as
well. In particular, the maximal probability to cheat can be made arbitrarily low, as it scaled as 1/

√
N,

where 4N was the total number of rounds of the protocol. We also showed that our protocol was robust
against noise. Indeed, even in a dishonest noisy case, the probability to cheat could be as low as 0.022,
for 4N = 6000, the noise parameter κ = 0.05, and α ∈ [0.7, 0.99]. Moreover, already for 4N = 400,
the probability to cheat was below 10% (in the honest scenarios, this was so for 4N = 300). Given the
noise level κ, finding optimal parameters N, the range of α and p(α), was straightforward using the
“brute force” techniques presented in the current paper (running computer codes and simulations).
Full analytical study of such optimization problem is a matter of future study.

Unlike the classical counterparts, the protocol was based on the laws of physics, and the clients
did not need to exchange a huge number of signed authenticated messages during the actual contract
signing process (the exchange phase). Thus, the protocol was abuse-free: a client cannot prove to be
involved in the actual act of signing the contract. In contrast, in the classical counterparts, having
the signed and authenticated messages received during the exchange phase, a client could show
them to other interested clients to negotiate better terms of a financial transaction. In other words,
classically, a dishonest client can abuse the signing process by falsely presenting his/her interest in
the deal, while actually using the protocol to achieve a different goal(s). Unlike generic quantum
security protocols (say, quantum key distribution), preforming quantum measurements different from
those prescribed by the protocol cannot help a cheating client (see Appendix A.2 for details). In the
current proposal, each client can independently obtain the signed contract, without the other client
being present, which was not possible in [22]. Thus, the probability to cheat was assigned to a real
event (whereas in [22], it was just a formal figure of merit). Unlike the classical counterparts (and the
previous quantum proposal [22]), when first contacting Trent, the clients did not need to agree upon
a definitive contract. Moreover, Trent never learned the actual content of the protocol, as the clients
provided Trent its hash value, h∗ = h(M), given by publicly-known hash function h.
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Appendix A

In this Appendix, we analyze the protocol’s security in case the communication is interrupted at
step m. To proceed to the binding phase, the two clients measure their respective honest observables
(ĤAi and ĤBi ) on the rest of their qubits, thus increasing their probability to pass Trent’s Test 10a on
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qubits shared with him. For the qubits shared between Trent and the other client, used in Test 10b,
the best they can do is to guess their outcomes. Note that this strategy is optimal for both the case of
honest clients, studied in Appendix A.1, as well as for a dishonest client, discussed in Appendix A.2.

Before discussing the protocol’s correctness for the case of honest and security for dishonest
clients, we present the overall setup: the “configuration” L and the details of the structure of the
figure of merit, the expected probability to cheat for Bob and Alice. We assume the scenario in which
the communication is interrupted upon both clients receiving m measurement outcomes from the
other. The biased case of one client having m, while the other m− 1, results is described analogously.
A simplified protocol description is given in Figure A1.
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ĤBi
<latexit sha1_base64="pNns+e/dSIS0L3fxMtUyer7nA0U=">AAAB/3icbVBNS8NAEN3Ur1q/ooIXL4tF8FQSEfRY6qXHCrYVmhA22227dLMJuxOxxBz8K148KOLVv+HNf+O2zUFbHww83pthZl6YCK7Bcb6t0srq2vpGebOytb2zu2fvH3R0nCrK2jQWsboLiWaCS9YGDoLdJYqRKBSsG46vp373ninNY3kLk4T5ERlKPuCUgJEC+8gbEciaeZB5wB4AIGvkAc8Du+rUnBnwMnELUkUFWoH95fVjmkZMAhVE657rJOBnRAGnguUVL9UsIXRMhqxnqCQR0342uz/Hp0bp40GsTEnAM/X3REYirSdRaDojAiO96E3F/7xeCoMrP+MySYFJOl80SAWGGE/DwH2uGAUxMYRQxc2tmI6IIhRMZBUTgrv48jLpnNdcp+beXFTrjSKOMjpGJ+gMuegS1VETtVAbUfSIntErerOerBfr3fqYt5asYuYQ/YH1+QMPNpbC</latexit><latexit sha1_base64="pNns+e/dSIS0L3fxMtUyer7nA0U=">AAAB/3icbVBNS8NAEN3Ur1q/ooIXL4tF8FQSEfRY6qXHCrYVmhA22227dLMJuxOxxBz8K148KOLVv+HNf+O2zUFbHww83pthZl6YCK7Bcb6t0srq2vpGebOytb2zu2fvH3R0nCrK2jQWsboLiWaCS9YGDoLdJYqRKBSsG46vp373ninNY3kLk4T5ERlKPuCUgJEC+8gbEciaeZB5wB4AIGvkAc8Du+rUnBnwMnELUkUFWoH95fVjmkZMAhVE657rJOBnRAGnguUVL9UsIXRMhqxnqCQR0342uz/Hp0bp40GsTEnAM/X3REYirSdRaDojAiO96E3F/7xeCoMrP+MySYFJOl80SAWGGE/DwH2uGAUxMYRQxc2tmI6IIhRMZBUTgrv48jLpnNdcp+beXFTrjSKOMjpGJ+gMuegS1VETtVAbUfSIntErerOerBfr3fqYt5asYuYQ/YH1+QMPNpbC</latexit><latexit sha1_base64="pNns+e/dSIS0L3fxMtUyer7nA0U=">AAAB/3icbVBNS8NAEN3Ur1q/ooIXL4tF8FQSEfRY6qXHCrYVmhA22227dLMJuxOxxBz8K148KOLVv+HNf+O2zUFbHww83pthZl6YCK7Bcb6t0srq2vpGebOytb2zu2fvH3R0nCrK2jQWsboLiWaCS9YGDoLdJYqRKBSsG46vp373ninNY3kLk4T5ERlKPuCUgJEC+8gbEciaeZB5wB4AIGvkAc8Du+rUnBnwMnELUkUFWoH95fVjmkZMAhVE657rJOBnRAGnguUVL9UsIXRMhqxnqCQR0342uz/Hp0bp40GsTEnAM/X3REYirSdRaDojAiO96E3F/7xeCoMrP+MySYFJOl80SAWGGE/DwH2uGAUxMYRQxc2tmI6IIhRMZBUTgrv48jLpnNdcp+beXFTrjSKOMjpGJ+gMuegS1VETtVAbUfSIntErerOerBfr3fqYt5asYuYQ/YH1+QMPNpbC</latexit><latexit sha1_base64="pNns+e/dSIS0L3fxMtUyer7nA0U=">AAAB/3icbVBNS8NAEN3Ur1q/ooIXL4tF8FQSEfRY6qXHCrYVmhA22227dLMJuxOxxBz8K148KOLVv+HNf+O2zUFbHww83pthZl6YCK7Bcb6t0srq2vpGebOytb2zu2fvH3R0nCrK2jQWsboLiWaCS9YGDoLdJYqRKBSsG46vp373ninNY3kLk4T5ERlKPuCUgJEC+8gbEciaeZB5wB4AIGvkAc8Du+rUnBnwMnELUkUFWoH95fVjmkZMAhVE657rJOBnRAGnguUVL9UsIXRMhqxnqCQR0342uz/Hp0bp40GsTEnAM/X3REYirSdRaDojAiO96E3F/7xeCoMrP+MySYFJOl80SAWGGE/DwH2uGAUxMYRQxc2tmI6IIhRMZBUTgrv48jLpnNdcp+beXFTrjSKOMjpGJ+gMuegS1VETtVAbUfSIntErerOerBfr3fqYt5asYuYQ/YH1+QMPNpbC</latexit>
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Measure ĤAj
<latexit sha1_base64="TM73yS/NOEXmICNZ+aulVI578ww=">AAAB/3icbVDLSsNAFJ3UV62vqODGzWARXJVEBF1W3XRZwT6gCWEynbRjJw9mbsQSs/BX3LhQxK2/4c6/cdpmoa0HLhzOuZd77/ETwRVY1rdRWlpeWV0rr1c2Nre2d8zdvbaKU0lZi8Yill2fKCZ4xFrAQbBuIhkJfcE6/uh64nfumVQ8jm5hnDA3JIOIB5wS0JJnHjhDAlkj9zIH2AMAZJe5d5d7ZtWqWVPgRWIXpIoKND3zy+nHNA1ZBFQQpXq2lYCbEQmcCpZXnFSxhNARGbCephEJmXKz6f05PtZKHwex1BUBnqq/JzISKjUOfd0ZEhiqeW8i/uf1Uggu3IxHSQosorNFQSowxHgSBu5zySiIsSaESq5vxXRIJKGgI6voEOz5lxdJ+7RmWzX75qxavyriKKNDdIROkI3OUR01UBO1EEWP6Bm9ojfjyXgx3o2PWWvJKGb20R8Ynz8PM5bC</latexit><latexit sha1_base64="TM73yS/NOEXmICNZ+aulVI578ww=">AAAB/3icbVDLSsNAFJ3UV62vqODGzWARXJVEBF1W3XRZwT6gCWEynbRjJw9mbsQSs/BX3LhQxK2/4c6/cdpmoa0HLhzOuZd77/ETwRVY1rdRWlpeWV0rr1c2Nre2d8zdvbaKU0lZi8Yill2fKCZ4xFrAQbBuIhkJfcE6/uh64nfumVQ8jm5hnDA3JIOIB5wS0JJnHjhDAlkj9zIH2AMAZJe5d5d7ZtWqWVPgRWIXpIoKND3zy+nHNA1ZBFQQpXq2lYCbEQmcCpZXnFSxhNARGbCephEJmXKz6f05PtZKHwex1BUBnqq/JzISKjUOfd0ZEhiqeW8i/uf1Uggu3IxHSQosorNFQSowxHgSBu5zySiIsSaESq5vxXRIJKGgI6voEOz5lxdJ+7RmWzX75qxavyriKKNDdIROkI3OUR01UBO1EEWP6Bm9ojfjyXgx3o2PWWvJKGb20R8Ynz8PM5bC</latexit><latexit sha1_base64="TM73yS/NOEXmICNZ+aulVI578ww=">AAAB/3icbVDLSsNAFJ3UV62vqODGzWARXJVEBF1W3XRZwT6gCWEynbRjJw9mbsQSs/BX3LhQxK2/4c6/cdpmoa0HLhzOuZd77/ETwRVY1rdRWlpeWV0rr1c2Nre2d8zdvbaKU0lZi8Yill2fKCZ4xFrAQbBuIhkJfcE6/uh64nfumVQ8jm5hnDA3JIOIB5wS0JJnHjhDAlkj9zIH2AMAZJe5d5d7ZtWqWVPgRWIXpIoKND3zy+nHNA1ZBFQQpXq2lYCbEQmcCpZXnFSxhNARGbCephEJmXKz6f05PtZKHwex1BUBnqq/JzISKjUOfd0ZEhiqeW8i/uf1Uggu3IxHSQosorNFQSowxHgSBu5zySiIsSaESq5vxXRIJKGgI6voEOz5lxdJ+7RmWzX75qxavyriKKNDdIROkI3OUR01UBO1EEWP6Bm9ojfjyXgx3o2PWWvJKGb20R8Ynz8PM5bC</latexit><latexit sha1_base64="TM73yS/NOEXmICNZ+aulVI578ww=">AAAB/3icbVDLSsNAFJ3UV62vqODGzWARXJVEBF1W3XRZwT6gCWEynbRjJw9mbsQSs/BX3LhQxK2/4c6/cdpmoa0HLhzOuZd77/ETwRVY1rdRWlpeWV0rr1c2Nre2d8zdvbaKU0lZi8Yill2fKCZ4xFrAQbBuIhkJfcE6/uh64nfumVQ8jm5hnDA3JIOIB5wS0JJnHjhDAlkj9zIH2AMAZJe5d5d7ZtWqWVPgRWIXpIoKND3zy+nHNA1ZBFQQpXq2lYCbEQmcCpZXnFSxhNARGbCephEJmXKz6f05PtZKHwex1BUBnqq/JzISKjUOfd0ZEhiqeW8i/uf1Uggu3IxHSQosorNFQSowxHgSBu5zySiIsSaESq5vxXRIJKGgI6voEOz5lxdJ+7RmWzX75qxavyriKKNDdIROkI3OUR01UBO1EEWP6Bm9ojfjyXgx3o2PWWvJKGb20R8Ynz8PM5bC</latexit>

ĤBj
<latexit sha1_base64="/5h9VMx+4Wy9lCzYf28/MmyYrSE=">AAAB/3icbVDLSsNAFJ3UV62vqODGzWARXJVEBF2Wuumygn1AE8JkOmnHTh7M3IglZuGvuHGhiFt/w51/47TNQlsPXDiccy/33uMngiuwrG+jtLK6tr5R3qxsbe/s7pn7Bx0Vp5KyNo1FLHs+UUzwiLWBg2C9RDIS+oJ1/fH11O/eM6l4HN3CJGFuSIYRDzgloCXPPHJGBLJm7mUOsAcAyBq5d5d7ZtWqWTPgZWIXpIoKtDzzyxnENA1ZBFQQpfq2lYCbEQmcCpZXnFSxhNAxGbK+phEJmXKz2f05PtXKAAex1BUBnqm/JzISKjUJfd0ZEhipRW8q/uf1Uwiu3IxHSQosovNFQSowxHgaBh5wySiIiSaESq5vxXREJKGgI6voEOzFl5dJ57xmWzX75qJabxRxlNExOkFnyEaXqI6aqIXaiKJH9Ixe0ZvxZLwY78bHvLVkFDOH6A+Mzx8Qu5bD</latexit><latexit sha1_base64="/5h9VMx+4Wy9lCzYf28/MmyYrSE=">AAAB/3icbVDLSsNAFJ3UV62vqODGzWARXJVEBF2Wuumygn1AE8JkOmnHTh7M3IglZuGvuHGhiFt/w51/47TNQlsPXDiccy/33uMngiuwrG+jtLK6tr5R3qxsbe/s7pn7Bx0Vp5KyNo1FLHs+UUzwiLWBg2C9RDIS+oJ1/fH11O/eM6l4HN3CJGFuSIYRDzgloCXPPHJGBLJm7mUOsAcAyBq5d5d7ZtWqWTPgZWIXpIoKtDzzyxnENA1ZBFQQpfq2lYCbEQmcCpZXnFSxhNAxGbK+phEJmXKz2f05PtXKAAex1BUBnqm/JzISKjUJfd0ZEhipRW8q/uf1Uwiu3IxHSQosovNFQSowxHgaBh5wySiIiSaESq5vxXREJKGgI6voEOzFl5dJ57xmWzX75qJabxRxlNExOkFnyEaXqI6aqIXaiKJH9Ixe0ZvxZLwY78bHvLVkFDOH6A+Mzx8Qu5bD</latexit><latexit sha1_base64="/5h9VMx+4Wy9lCzYf28/MmyYrSE=">AAAB/3icbVDLSsNAFJ3UV62vqODGzWARXJVEBF2Wuumygn1AE8JkOmnHTh7M3IglZuGvuHGhiFt/w51/47TNQlsPXDiccy/33uMngiuwrG+jtLK6tr5R3qxsbe/s7pn7Bx0Vp5KyNo1FLHs+UUzwiLWBg2C9RDIS+oJ1/fH11O/eM6l4HN3CJGFuSIYRDzgloCXPPHJGBLJm7mUOsAcAyBq5d5d7ZtWqWTPgZWIXpIoKtDzzyxnENA1ZBFQQpfq2lYCbEQmcCpZXnFSxhNAxGbK+phEJmXKz2f05PtXKAAex1BUBnqm/JzISKjUJfd0ZEhipRW8q/uf1Uwiu3IxHSQosovNFQSowxHgaBh5wySiIiSaESq5vxXREJKGgI6voEOzFl5dJ57xmWzX75qJabxRxlNExOkFnyEaXqI6aqIXaiKJH9Ixe0ZvxZLwY78bHvLVkFDOH6A+Mzx8Qu5bD</latexit><latexit sha1_base64="/5h9VMx+4Wy9lCzYf28/MmyYrSE=">AAAB/3icbVDLSsNAFJ3UV62vqODGzWARXJVEBF2Wuumygn1AE8JkOmnHTh7M3IglZuGvuHGhiFt/w51/47TNQlsPXDiccy/33uMngiuwrG+jtLK6tr5R3qxsbe/s7pn7Bx0Vp5KyNo1FLHs+UUzwiLWBg2C9RDIS+oJ1/fH11O/eM6l4HN3CJGFuSIYRDzgloCXPPHJGBLJm7mUOsAcAyBq5d5d7ZtWqWTPgZWIXpIoKtDzzyxnENA1ZBFQQpfq2lYCbEQmcCpZXnFSxhNAxGbK+phEJmXKz2f05PtXKAAex1BUBnqm/JzISKjUJfd0ZEhipRW8q/uf1Uwiu3IxHSQosovNFQSowxHgaBh5wySiIiSaESq5vxXREJKGgI6voEOzFl5dJ57xmWzX75qJabxRxlNExOkFnyEaXqI6aqIXaiKJH9Ixe0ZvxZLwY78bHvLVkFDOH6A+Mzx8Qu5bD</latexit>

h⇤= h(M)
<latexit sha1_base64="+NM9kJ0GFZcoj9KdJRZB2MuIJqU=">AAAB8nicbVBNS8NAEJ3Ur1q/qh69rBaheiiJCHoRil68CBXsB6SxbLabZukmG3Y3Qgn9GV48KOLVX+PNf+O2zUFbHww83pthZp6fcKa0bX9bhaXlldW14nppY3Nre6e8u9dSIpWENongQnZ8rChnMW1qpjntJJLiyOe07Q9vJn77iUrFRPygRwn1IjyIWcAI1kZyw8dT1D28Cqt3J71yxa7ZU6BF4uSkAjkavfJXty9IGtFYE46Vch070V6GpWaE03GpmyqaYDLEA+oaGuOIKi+bnjxGx0bpo0BIU7FGU/X3RIYjpUaRbzojrEM1703E/zw31cGll7E4STWNyWxRkHKkBZr8j/pMUqL5yBBMJDO3IhJiiYk2KZVMCM78y4ukdVZz7Jpzf16pX+dxFOEAjqAKDlxAHW6hAU0gIOAZXuHN0taL9W59zFoLVj6zD39gff4A9EqPuA==</latexit><latexit sha1_base64="+NM9kJ0GFZcoj9KdJRZB2MuIJqU=">AAAB8nicbVBNS8NAEJ3Ur1q/qh69rBaheiiJCHoRil68CBXsB6SxbLabZukmG3Y3Qgn9GV48KOLVX+PNf+O2zUFbHww83pthZp6fcKa0bX9bhaXlldW14nppY3Nre6e8u9dSIpWENongQnZ8rChnMW1qpjntJJLiyOe07Q9vJn77iUrFRPygRwn1IjyIWcAI1kZyw8dT1D28Cqt3J71yxa7ZU6BF4uSkAjkavfJXty9IGtFYE46Vch070V6GpWaE03GpmyqaYDLEA+oaGuOIKi+bnjxGx0bpo0BIU7FGU/X3RIYjpUaRbzojrEM1703E/zw31cGll7E4STWNyWxRkHKkBZr8j/pMUqL5yBBMJDO3IhJiiYk2KZVMCM78y4ukdVZz7Jpzf16pX+dxFOEAjqAKDlxAHW6hAU0gIOAZXuHN0taL9W59zFoLVj6zD39gff4A9EqPuA==</latexit><latexit sha1_base64="+NM9kJ0GFZcoj9KdJRZB2MuIJqU=">AAAB8nicbVBNS8NAEJ3Ur1q/qh69rBaheiiJCHoRil68CBXsB6SxbLabZukmG3Y3Qgn9GV48KOLVX+PNf+O2zUFbHww83pthZp6fcKa0bX9bhaXlldW14nppY3Nre6e8u9dSIpWENongQnZ8rChnMW1qpjntJJLiyOe07Q9vJn77iUrFRPygRwn1IjyIWcAI1kZyw8dT1D28Cqt3J71yxa7ZU6BF4uSkAjkavfJXty9IGtFYE46Vch070V6GpWaE03GpmyqaYDLEA+oaGuOIKi+bnjxGx0bpo0BIU7FGU/X3RIYjpUaRbzojrEM1703E/zw31cGll7E4STWNyWxRkHKkBZr8j/pMUqL5yBBMJDO3IhJiiYk2KZVMCM78y4ukdVZz7Jpzf16pX+dxFOEAjqAKDlxAHW6hAU0gIOAZXuHN0taL9W59zFoLVj6zD39gff4A9EqPuA==</latexit><latexit sha1_base64="+NM9kJ0GFZcoj9KdJRZB2MuIJqU=">AAAB8nicbVBNS8NAEJ3Ur1q/qh69rBaheiiJCHoRil68CBXsB6SxbLabZukmG3Y3Qgn9GV48KOLVX+PNf+O2zUFbHww83pthZp6fcKa0bX9bhaXlldW14nppY3Nre6e8u9dSIpWENongQnZ8rChnMW1qpjntJJLiyOe07Q9vJn77iUrFRPygRwn1IjyIWcAI1kZyw8dT1D28Cqt3J71yxa7ZU6BF4uSkAjkavfJXty9IGtFYE46Vch070V6GpWaE03GpmyqaYDLEA+oaGuOIKi+bnjxGx0bpo0BIU7FGU/X3RIYjpUaRbzojrEM1703E/zw31cGll7E4STWNyWxRkHKkBZr8j/pMUqL5yBBMJDO3IhJiiYk2KZVMCM78y4ukdVZz7Jpzf16pX+dxFOEAjqAKDlxAHW6hAU0gIOAZXuHN0taL9W59zFoLVj6zD39gff4A9EqPuA==</latexit>

Measure acc. to
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h⇤= h(M)
<latexit sha1_base64="+NM9kJ0GFZcoj9KdJRZB2MuIJqU=">AAAB8nicbVBNS8NAEJ3Ur1q/qh69rBaheiiJCHoRil68CBXsB6SxbLabZukmG3Y3Qgn9GV48KOLVX+PNf+O2zUFbHww83pthZp6fcKa0bX9bhaXlldW14nppY3Nre6e8u9dSIpWENongQnZ8rChnMW1qpjntJJLiyOe07Q9vJn77iUrFRPygRwn1IjyIWcAI1kZyw8dT1D28Cqt3J71yxa7ZU6BF4uSkAjkavfJXty9IGtFYE46Vch070V6GpWaE03GpmyqaYDLEA+oaGuOIKi+bnjxGx0bpo0BIU7FGU/X3RIYjpUaRbzojrEM1703E/zw31cGll7E4STWNyWxRkHKkBZr8j/pMUqL5yBBMJDO3IhJiiYk2KZVMCM78y4ukdVZz7Jpzf16pX+dxFOEAjqAKDlxAHW6hAU0gIOAZXuHN0taL9W59zFoLVj6zD39gff4A9EqPuA==</latexit><latexit sha1_base64="+NM9kJ0GFZcoj9KdJRZB2MuIJqU=">AAAB8nicbVBNS8NAEJ3Ur1q/qh69rBaheiiJCHoRil68CBXsB6SxbLabZukmG3Y3Qgn9GV48KOLVX+PNf+O2zUFbHww83pthZp6fcKa0bX9bhaXlldW14nppY3Nre6e8u9dSIpWENongQnZ8rChnMW1qpjntJJLiyOe07Q9vJn77iUrFRPygRwn1IjyIWcAI1kZyw8dT1D28Cqt3J71yxa7ZU6BF4uSkAjkavfJXty9IGtFYE46Vch070V6GpWaE03GpmyqaYDLEA+oaGuOIKi+bnjxGx0bpo0BIU7FGU/X3RIYjpUaRbzojrEM1703E/zw31cGll7E4STWNyWxRkHKkBZr8j/pMUqL5yBBMJDO3IhJiiYk2KZVMCM78y4ukdVZz7Jpzf16pX+dxFOEAjqAKDlxAHW6hAU0gIOAZXuHN0taL9W59zFoLVj6zD39gff4A9EqPuA==</latexit><latexit sha1_base64="+NM9kJ0GFZcoj9KdJRZB2MuIJqU=">AAAB8nicbVBNS8NAEJ3Ur1q/qh69rBaheiiJCHoRil68CBXsB6SxbLabZukmG3Y3Qgn9GV48KOLVX+PNf+O2zUFbHww83pthZp6fcKa0bX9bhaXlldW14nppY3Nre6e8u9dSIpWENongQnZ8rChnMW1qpjntJJLiyOe07Q9vJn77iUrFRPygRwn1IjyIWcAI1kZyw8dT1D28Cqt3J71yxa7ZU6BF4uSkAjkavfJXty9IGtFYE46Vch070V6GpWaE03GpmyqaYDLEA+oaGuOIKi+bnjxGx0bpo0BIU7FGU/X3RIYjpUaRbzojrEM1703E/zw31cGll7E4STWNyWxRkHKkBZr8j/pMUqL5yBBMJDO3IhJiiYk2KZVMCM78y4ukdVZz7Jpzf16pX+dxFOEAjqAKDlxAHW6hAU0gIOAZXuHN0taL9W59zFoLVj6zD39gff4A9EqPuA==</latexit><latexit sha1_base64="+NM9kJ0GFZcoj9KdJRZB2MuIJqU=">AAAB8nicbVBNS8NAEJ3Ur1q/qh69rBaheiiJCHoRil68CBXsB6SxbLabZukmG3Y3Qgn9GV48KOLVX+PNf+O2zUFbHww83pthZp6fcKa0bX9bhaXlldW14nppY3Nre6e8u9dSIpWENongQnZ8rChnMW1qpjntJJLiyOe07Q9vJn77iUrFRPygRwn1IjyIWcAI1kZyw8dT1D28Cqt3J71yxa7ZU6BF4uSkAjkavfJXty9IGtFYE46Vch070V6GpWaE03GpmyqaYDLEA+oaGuOIKi+bnjxGx0bpo0BIU7FGU/X3RIYjpUaRbzojrEM1703E/zw31cGll7E4STWNyWxRkHKkBZr8j/pMUqL5yBBMJDO3IhJiiYk2KZVMCM78y4ukdVZz7Jpzf16pX+dxFOEAjqAKDlxAHW6hAU0gIOAZXuHN0taL9W59zFoLVj6zD39gff4A9EqPuA==</latexit>

Figure A1. Stages of the protocol. The green arrows represent entanglement between the corresponding
qubits. The blue arrows represent the transfer of measurement outcomes. The dashed arrows represent

the transfer of qubits T (B)
A and T (A)

B from Trent to Alice and Bob, respectively. The big boxes represent
the shielded private laboratories of Alice, Bob, and Trent.

Appendix A.1. Probabilistic Fairness for Honest Clients

In this scenario, we assume that both Alice and Bob are honest until step m, after which the
communication is interrupted. Without loss of generality, we assume that Alice was the first one to
start the information exchange. To analyze the fairness of the protocol, we consider the case when
the communication is interrupted after Alice has sent m outcomes to Bob, but received only m− 1
outcomes in return, so Bob has a slight advantage over Alice. The case where both Alice and Bob
have m outcomes each is perfectly symmetric (that is, both Bob and Alice have the same expected
probability to bind). In this section, we will analyze the ideal case of a noiseless channel, as well as the
protocol’s robustness in the presence of noise.

Appendix A.1.1. Noiseless Channel

In the absence of any noise, both honest Alice and Bob obtain perfect correlations on their
respective qubits shared (entangled) with Trent and among themselves. Hence, both clients will,
with certainty, pass each others’ verification tests, PABS(m) = PBAS(m) = 1, and thus, P(m) =
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PABS(m) · PBAS(m) = 1 (i.e., the reason for communication interruption is the failure of the network).
Then, the probability to cheat, say, for Bob (10), is given by:

PBch(m; α) = PBbind(m; α)
[
1− PAbind(m; α)

]
. (A1)

Moreover, the probabilities for the clients to pass Trent’s test on their own qubits, PATH(m; α) and
PBTH(m; α), are also one. Thus, Bob’s probability to bind (9) is also simplified, giving:

PBbind(m; α) = PBTH(m; α)PBTA(m; α) = PBTA(m; α) (A2)

and analogously for Alice.
Out of the m correct results that Bob received from Alice (note that we assume the ideal noiseless

scenario), N − `
(A)
T2 are relevant when presenting to Trent to prove Alice’s commitment. With α chosen

randomly by Trent, let bαNc be the number of correct results corresponding to N qubits from T (A)
T2

and T (B)
T2 each that Trent needs to receive from Bob in order to bind the contract for him. For the

case bαNc ≤ N − `
(A)
T2 , Bob already has more than the required number of correct results; hence,

his probability to bind the contract will be one. When bαNc > N − `
(A)
T2 , Bob must correctly guess at

least nc = bαNc −
(

N − `
(A)
T2

)
out of the remaining `

(A)
T2 results to convince Trent to bind the contract

for him. Hence, his probability to bind the contract is given by:

PBbind(m; α|`(A)
T2 ) = PBTA(m; α|`(A)

T2 ) =





1 if bαNc ≤ N − `
(A)
T2

2−`
(A)
T2

`
(A)
T2

∑
n=nc

(
`
(A)
T2
n

)
if bαNc > N − `

(A)
T2 .

(A3)

Here,
(
`
(A)
T2
n

)
gives the number of possible choices for n out of `(A)

T2 , and 2−`
(A)
T2 = 2−n 2−(`

(A)
T2 −n) gives

the probability of guessing correctly exactly n results (incorrectly on the rest of the `
(A)
T2 − n results).

Averaging over `(A)
T2 gives the binding probability for Bob, as a function of measurement outcomes

obtained from Alice, m (the round of communication interruption), and the parameter α:

PBbind(m; α) = ∑
`
(A)
T2

q
(
`
(A)
T2

)
PBbind

(
m; α|`(A)

T2

)
, (A4)

with the probability distribution for `(A)
T2 given by:

q
(
`
(A)
T2

)
=

(
m

N − `
(A)
T2

)(
4N −m
`
(A)
T2

)

(
4N
N

) . (A5)

To verify the last expression, note that at the m-th step: (i) there are
(

m
N − `

(A)
T2

)
ways of choosing the

N− `
(A)
T2 results already obtained from Alice; (ii)

(
4N −m
`
(A)
T2

)
ways of choosing the `(A)

T2 results from the

remaining 4N −m to guess; (iii) there are
(

4N
N

)
ways of choosing the N results, relevant for binding

the contract for Bob, from the total 4N results.
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Note that in general, `(A)
T2 takes values from 0–N, but for the step m of communication interruption,

`
(A)
T2 is constrained to the following values:

`
(A)
T2 = N −m , . . . , N for m < N,

`
(A)
T2 = 0 , . . . , N for N ≤ m < 3N,

`
(A)
T2 = 0 , . . . , 4N −m for 3N ≤ m.

(A6)

The above ranges define our summation ∑
`
(A)
T2

. When `
(A)
T2 is out of the first or the third range, we have

m < N − `
(A)
T2 and 4N −m < `

(A)
T2 , respectively. Since in those cases, the binomials

(
m

N − `
(A)
T2

)
and

(
4N −m
`
(A)
T2

)
are by definition equal to zero, we can always take the `

(A)
T2 = 0 , . . . , N range.

By replacing m with m− 1 in Equation (A5), one obtains Alice’s probability to bind the contract
PAbind(m; α) (note that, having one less measurement result than Bob, she therefore has a small
disadvantage).

Bob’s probability to cheat (A1), when the communication is interrupted at step m, and for a
fixed α, is given by PBch(m; α) = PBbind(m; α)

[
1− PAbind(m; α)

]
. Using (A4), and its counterpart for

Alice, one can evaluate the expected probability to cheat P̄Bch(m) =
∫

p(α) PBch(m; α) dα for every m.
In Figure A2, we plot the expected probability to cheat, P̄Bch(m), against the step of communication
interruption m (running from 1–4N), for the simplest case of the uniform distribution p(α) on the
interval [0.9, 0.99]. Since Alice starts first and Bob is thus privileged, we have that P̄Ach(m) ≤ P̄Bch(m) =

P̄ch(m). The maximal value shows the behavior maxm P̄ch(m) ∝ N−1/2, as presented in Figure 6a,d,
from the main text.

4N = 100
4N = 200
4N = 300
4N = 400
4N = 500
4N = 600

0 100 200 300 400 500 600
m

0.05

0.10

0.15

0.20

0.25
Pch (m)

4N = 1000
4N = 2000
4N = 3000
4N = 4000
4N = 5000
4N = 6000

0 1000 2000 3000 4000 5000 6000
m

0.02

0.04

0.06

0.08

0.10
Pch (m)

Figure A2. Honest scenario (noiseless channel): the expected probability to cheat, P̄ch(m), is plotted
against the step of communication interruption m (from 1 to 4N), for α chosen uniformly on the interval
[0.9, 0.99].

In addition to the quantitative results for up to 4N = 6000, below, we present an analytic proof
of the asymptotic behavior for the maximal expected probability to cheat, showing that as N → ∞,
we have Pch(m; α) ∝ N−1/2. The proof for the case of a noisy channel follows analogously (see [28] for
the analysis for the contract signing presented in [22]).

Theorem A1. In the honest noiseless case, for uniformly-chosen α ∈ (1/2, 1), we have that:

Pch(m; α) ∈ O(N−1/2).

Proof. We are going to show that for all 1 < m < 4N and α ∈ (1/2, 1), we have that Pch(m; α) ∈
O(N−1/2), and therefore, the statement follows straightforwardly.

Recall that a binomial distribution B(k, p), with k sufficiently large and p bounded away from zero
and one (that is, not tending to zero or one as N grows to infinity), can be approximated by a normal
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distribution with mean, kp, and variance, kp(1− p), as N (kp, kp(1− p)). In our case (with k = `
(A)
T2 ),

for `(A)
T2 sufficiently large and p = 1/2 (guessing probability of a binary bit), the binomial distribution,

B
(
`
(A)
T2 , 1/2

)
can be approximated by N

(
`
(A)
T2 /2 , `(A)

T2 /4
)

. Hence, approximating PBbind

(
m; α|`(A)

T2

)

for the case bαNc > N − `
(A)
T2 , we have:

PBbind(m; α|`(A)
T2 ) = 2−`

(A)
T2

`
(A)
T2

∑
n=nc

(
`
(A)
T2
n

)

≈
∫ ∞

nc

1√
2πσ2

e
− (n−µB)2

2σ2
B dn =

1
2

erfc

[√
2

`
(A)
T2

(
nc −

`
(A)
T2
2

)]
,

(A7)

with nc = bαNc − (N − `
(A)
T2 ) and the binomial mean and variance given by µB = `

(A)
T2 /2 and

σ2
B = `

(A)
T2 /4, respectively. Therefore:

PBbind(m; α|`(A)
T2 ) ≈





1 if bαNc ≤ N − `
(A)
T2 ,

1
2

erfc

[√
2

`
(A)
T2

(
N(α− 1) +

`
(A)
T2
2

)]
if bαNc > N − `

(A)
T2 ,

(A8)

where erfc(β) is the complementary error function, defined as:

erfc(β) =
2√
π

∫ ∞

β
e−γ2

dγ . (A9)

For the case bαNc > N − `
(A)
T2 , we expand PBbind(m; α|`(A)

T2 ) around `
(A)
T2 = 2N(1− α) where it has the

value 1/2, to obtain:

1
2

erfc

[√
2

`
(A)
T2

(
N(α− 1) +

`
(A)
T2
2

)]
=

1
2
+ c1(`

(A)
T2 − 2N(1− α)) + c2(`

(A)
T2 − 2N(1− α))2

+O((`(A)
T2 − 2N(1− α))3). (A10)

Let P1(m; α|`(A)
T2 ) = 1

2 + c1(`
(A)
T2 − 2N(1− α)) + c2(`

(A)
T2 − 2N(1− α))2. We also obtain the limits for

`
(A)
T2 where this function becomes one and zero, denoted by `in f and `sup, respectively.

We know that:
PBbind(m; α) = ∑

`
(A)
T2

q
(
`
(A)
T2

)
PBbind

(
m; α|`(A)

T2

)
, (A11)

with the probability distribution for `(A)
T2 given by:

q
(
`
(A)
T2

)
=

(
m

N − `
(A)
T2

)(
4N −m
`
(A)
T2

)

(
4N
N

) . (A12)

By Feller’s result [29] on the approximation of the hypergeometric distribution, one can
approximate (A12) for N → ∞, N

4N → t ∈ (0, 1) to a normal distribution as:

q(`(A)
T2 ) ∼ e−(`

(A)
T2 −µ`)

2/2σ2
` (1−t)

√
2πσ2

` (1− t)
= P2(`

(A)
T2 ) , (A13)
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with mean, µ` = N −m/4, variance, σ2
` = N( m

4N )( 4N−m
4N ), and t = 1/4. Hence, (A11) can be upper

bounded (shifting the limit `(A)
T2 = N(1− α) to `

(A)
T2 = `in f and using the approximation (A10) from

`in f to `sup) by:

PBbind(m; α) ≤
∫ `in f

0
1·P2(`

(A)
T2 ) d`(A)

T2 +
∫ `sup

`in f

P2(`
(A)
T2 )·

[
P1(m; α|`(A)

T2 ) + k
(
`
(A)
T2 − 2N(1− α)

)3
]

d`(A)
T2

︸ ︷︷ ︸
B1

+
∫ +∞

`sup
P2(`

(A)
T2 ) · PBbind(m; α|`(A)

T2 ) d`(A)
T2

︸ ︷︷ ︸
B2

(A14)

≤
∫ `in f

0
P2(`

(A)
T2 ) d`(A)

T2 +O(N−1/2), (A15)

where the O(N−1/2) in Equation (A15) was obtained by computing limits for B1 and B2 for N → ∞
with the Mathematica software package. To compute the limit for B1, from [30], we used the fact that
by the change of variable N = 1/x, if limx→0+ f (x) = 0, then limN→∞ f (N) = 0 and obtained the
desired bound. For computing B2, we upper bounded PBbind(m; α|`(A)

T2 ) by 1
2 erfc[λN] for some constant

λ > 0 and used the upper bound for complementary error function, which also led to the O(N−1/2)

bound.
To obtain the expression for Alice’s probability to bind, PAbind(m; α), we have:

q
(
`
(B)
T1

)
=

(
m− 1

N − `
(B)
T1

)(
4N −m + 1

`
(B)
T1

)

(
4N
N

) . (A16)

Making the same approximations, we get P2

(
`
(B)
T1

)
similar to (A13), with m replaced by m− 1. Hence:

PAbind(m; α) ≥
∫ `in f

0
P2(`

(B)
T1 ) d`(B)

T1 −
∫ `in f

0
(1− PAbind(m; α|`T1))P2(`

(B)
T1 )

︸ ︷︷ ︸
A1

d`(B)
T1

+
∫ +∞

`in f

P2(`
(B)
T1 ) PAbind(m; α|`(B)

T1 ) d`(B)
T1

︸ ︷︷ ︸
A2

(A17)

≥
∫ `in f

0
P2(`

(B)
T1 ) d`(B)

T1 −O(N−1/2), (A18)

where the bounds in Equation (A18) were obtained with the help of the Mathematica software package.
Since we are computing the lower bound, one can drop A2, and it suffices to show that the integral
of A1 computed between N(1− α) (as PAbind(m; α|`T1) is one up to N(1− α)) and `in f vanishes when
N → ∞. Since (1− PAbind(m; α|`T1)) < 1, we can drop this and compute the limit of the integral of

P2(`
(B)
T1 ), which also provides the bound.
If the communication was interrupted at step m, for all choices of α ∈ (1/2, 1) by Trent, we want

to compute, say for Bob, the probability to cheat, given by:

PBch(m; α) = PBbind(m; α)
[
1− PAbind(m; α)

]
(A19)

≤
[∫ `in f

0
P2(`

(A)
T2 ) d`(A)

T2 + O(N−
1
2 )

] [
1−

∫ `in f

0
P2(`

(B)
T1 ) d`(B)

T1 +O(N−1/2)

]
(A20)

= O(N−1/2), (A21)
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where theO(N−1/2) in Equation (A21) was again obtained by computing a limit with the Mathematica
software package.

Appendix A.1.2. Noisy Channel

For the case of a noisy channel, a binomial test could be used by both parties for the permitted
number of wrong results from the other party. Consider white noise in the channel that decreases
the degree of correlation between the honest clients’ results. The depolarizing channel, modeling the
effects of white noise on a two-qubit mixed state ρ, is given by (I is the identity matrix for dimension
four, and κ ∈ [0, 1]):

Ed(ρ) = (1− κ)ρ + κ
I
4

. (A22)

Hence, both Alice and Bob receive some inevitable number of incorrect results, due to the noise
considered, in spite of both of them measuring their respective honest observables on their own qubits.
Let us denote by p(xy) the probability of Alice and Bob obtaining the results x and y, respectively,
corresponding to measurements of Ed(ρ) in either a computational or diagonal basis, for the case of
the entangled two-qubit state ρ = |ψ+〉〈ψ+|. Given that both Alice and Bob measure their respective
correct observables, ĤAi and ĤBi , we have the following probabilities of obtaining different results:

p(00) = (2− κ)/4,

p(01) = κ/4,

p(10) = κ/4,

p(11) = (2− κ)/4.

(A23)

For a given probability of the favorable event (in our case, p(00) + p(11), of obtaining consistent
results) and the total number of such events (say, mr), the probability of obtaining exactly r correct
results is given by the binomial distribution:

P
(
r||ψ+〉; mr, κ

)
=

(
mr

r

)(
p(00) + p(11)

)r(
p(01) + p(10)

)mr−r
, (A24)

with mean and variance given by:

µ = mr

(
p(00) + p(11)

)
= mr

(
1− κ

2

)
,

σ2 = mr

(
p(00) + p(11)

)(
1− p(00)− p(11)

)
= mr

(
1− κ

2

) κ

2
.

(A25)

Suppose that each party applies a three-sigma “acceptance criterion”, then a client will continue as
long as he/she has at least µ− 3σ consistent results from the other.

From (9), Bob’s probability to bind the contract is PBbind(m; α) = 〈PBTH(m; α|`(B)
T2 )〉

`
(B)
T2
·

〈PBTA(m; α|`(A)
T2 )〉

`
(A)
T2

. While Bob’s probability to pass the test on his qubits, PBTH , does not depend

on step m nor on `
(B)
T2 (he measures all of his qubits), the probability to pass the test on Alice’s qubits,

PBTA, depends on m, as well as on `
(A)
T2 (for simplicity, we omit the implicit dependence on the noise

parameter κ). Thus, we have:

PBbind(m; α) = PBTH(α) · 〈PBTA(m; α|`(A)
T2 )〉

`
(A)
T2

, (A26)
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with:

PBTH(α) =
N

∑
s=bαNc

(
N
s

)
Ps
=PN−s
6= ,

︸ ︷︷ ︸
probability of obtaining at least

bαNc correct results from N by measuring
the correct observable (ĤBi ) on all his qubits

(A27)

PBTA(m; α) = ∑
`
(A)
T2

q
(
`
(A)
T2

) N−`(A)
T2

∑
t=0

(
N − `

(A)
T2

t

)
Pt
=P(N−`(A)

T2 )−t
6=

︸ ︷︷ ︸
probability of obtaining t correct

results from the N − `
(A)
T2 results

received up to step m

× 2−`
(A)
T2

`
(A)
T2

∑
u=bαNc−t

(
`
(A)
T2
u

)

︸ ︷︷ ︸
probability of guessing

at least bαNc − t correct results
from the `

(A)
T2 results to guess

, (A28)

where P= = p(00) + p(11) and P6= = p(10) + p(01). Analogously, we define PAbind(m; α) = PATH(α) ·
〈PATB(m; α|`(B)

T1 )〉
`
(B)
T1

for Alice.

To obtain Bob’s probability to cheat (10), PBch(m; α) = P(m)PBbind(m; α)
[
1− PAbind(m; α)

]
, we now

estimate P(m) = PABS(m) · PBAS(m). PBAS(m), the probability that Bob passes Alice’s tests on their
shared qubits (from the m− 1 results sent by him to Alice). Note that, in order to reach step m, Bob has
to pass the test at all the steps 2, . . . , m− 2, m− 1. Thus, we can bound PBAS(m) from above by the
probability to pass Alice’s test at step m− 1 only:

PBAS(m) = ∑
`
(B)
A

q(`(B)
A ) ×

2N−`(B)
A

∑
v=µ−3σ

(
2N − `

(B)
A

v

)
Pv
=P

2N−`(B)
A −v

6=
︸ ︷︷ ︸

probability for Alice to obtain at least

µ− 3σ correct results on the 2N − `
(B)
A results

out of the m− 1 results received from Bob

, (A29)

with µ and σ defined by (A25), where mr = 2N − `
(B)
A . The probability distribution for `(B)

A is given by:

q
(
`
(B)
A

)
=

(
m− 1

2N − `
(B)
A

)(
4N −m + 1

`
(B)
A

)

(
4N
2N

) . (A30)

PABS(m), the probability that Alice passes Bob’s test on their shared qubits (from the m results she
sends to Bob), as well as its bound PABS(m) are defined analogously. Thus, the overall probability to
reach step m is given by PABS(m) · PBAS(m) ≤ PABS(m) · PBAS(m).

Hence, the average probability for Bob to cheat, with both Alice and Bob having reached the step
m by passing each others’ tests, is

P̄Bch(m) ≤ PABS(m) · PBAS(m)
∫

α
p(α)PBbind(m; α)

(
1− PAbind(m; α)

)
dα. (A31)

In Figure A3, we present the expected probability to cheat, P̄ch(m), plotted against the total
number of communications between Alice and Bob, 4N, for the three-sigma acceptance criterion of
both Alice and Bob (as before, p(α) is uniform on the interval [0.9, 0.99]). The maximal value again
shows the behavior maxm P̄ch(m) ∝ N−1/2, as presented in Figure 6b,e from the main text.
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Figure A3. Honest scenario (noisy channel): the expected probability to cheat, P̄ch(m), is plotted
against the step of communication interruption m (from 1–4N), for α chosen uniformly over the interval
[0.9, 0.99]. The noise parameter is κ = 0.05.

Appendix A.2. Security Analysis (Probabilistic Fairness) against a Dishonest Client

In order to cheat, a dishonest client, say Bob, would want to obtain a signed copy of the contract
for message M that Alice and Bob initially agreed upon, without letting Alice obtain a signed copy for
herself, so that he can use it later on, if he wants.

The qubits from T (A)
B are used to verify Alice’s honesty, and therefore, Bob measures them

according to the protocol (note that he knows which qubits from A are entangled with T (A)
B and

also which observable HAi to measure). Regarding qubits from B, unlike the standard quantum
cryptographic protocols, where the task of an adversary (say Eve, in key distribution schemes) is
to distinguish between mutually non-orthogonal states, in this protocol, a cheating Bob knows the
pure states of his qubits. He knows that Trent and an honest Alice measure ĤBi on their respective
halves of the pairs entangled with Bob, and thus, by measuring ĤBi , he can check to which of the
two mutually-orthogonal states they (will) collapse his system. Note that Bob cannot take advantage
of measuring observables different from those prescribed by the protocol. Since Alice’s and Bob’s
measurements are local, they commute, and thus, their time order is irrelevant. Thus, by deviating
from the protocol, a dishonest Bob can only spoil the correlations between his and Alice’s outcomes,
a task he can achieve by any random source. Regarding Trent, the time ordering matters, as it is
Bob who tells Trent which single-qubit observables to measure, based on the h∗ = h(M) he provides
Trent. Nevertheless, since Bob’s aim is to have his results as correlated as possible with Trent’s,
without spoiling the correlations established with Alice’s results, Bob should measure his honest
observables ĤBi on all the qubits from B.

As argued above, for a cheating client Bob, even knowing to which states the particles sent to
him are collapsed to (due to Alice’s and Trent’s measurements) does not help. This is because he still
does not know which of those particles are entangled with Alice and which ones are with Trent. Bob’s
cheating strategy should allow him to bind the contract, such that Alice is unable to bind the contract
even with Trent’s help. In order to bind the contract for himself, Bob must pass the test by providing to
Trent at least a fraction α of correct measurement results on the qubits entangled with T (A)

T2 , as well as

T (B)
T2 , respectively. At the same time, Bob does not want Alice to pass the test on the results sent by

him (corresponding to qubits entangled with T (B)
T1 ) to her. Making measurements in a basis other than

the one given by ĤBi on some of the qubits and sending those results to Alice does not help him in

any way, because then he ends up with incorrect results on some of his qubits in T (B)
T2 entangled with

Trent. While these incorrect results will spoil Alice’s chances to bind the contract, they will equally
decrease Bob’s chances as well. Hence, Bob’s best strategy is to measure his honest observable ĤBi on

all his qubits, to pass the test on all T (B)
T2 qubits, and send random bits to Alice, by choosing a random
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probability f to decide whether or not to flip the result that he sends to Alice (the frequency of sending
wrong results). Therefore, the probability for Alice to obtain correct results on these qubits will be:

P̃= = (1− f )P= + f P6=, (A32)

where P= = p(00) + p(11) and P6= = p(10) + p(01).
The communication is interrupted at step m, after Alice stops sending the measurement outcomes

to Bob upon suspecting a dishonest behavior. Recall that we are considering the case where Alice is
the first one to start the communication, and therefore, in the worst case scenario after the m-th step,
Alice and Bob each have m measurement results from each other.

With m measurement results each, the probability for Alice and Bob to pass Trent’s test on her/his
own qubits, PATH(α) and PBTH(α), respectively, remains the same as in the honest noisy case. Since
Bob decides to flip the results randomly, based on f , he is bound to send wrong results on some of
the qubits. Hence, Alice receives more incorrect results from Bob as compared to the honest noisy
case. Bob on the other hand receives the same number of correct results as in the honest noisy case.
Therefore, PABS(m) and PBTA(m; α) remain the same, while PATB(m; α) and PBAS(m) are modified by
replacing P= and P6= by P̃= and P̃6= = 1− P̃= (A32).

The expected probability to cheat, P̄ch(m, f ), is plotted in Figure A4. The same behavior (as in the
case of honest clients), maxm, f P̄ch(m, f ) ∝ N−1/2, is observed, as in Figure 6c,f from the main text.
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Figure A4. Dishonest scenario (noisy channel): The maximal expected probability to cheat, P̄ch(m, f ),
is first plotted against the step of communication interruption, m (taking the optimal value for f ),
and then against the cheating parameter, f (taking the optimal value for m), for the case for the uniform
p(α) on the interval [0.9, 0.99]. The noise parameter is κ = 0.05.
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