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Abstract: The classical secret-key agreement (SKA) scheme includes three phases: (a) advantage
distillation (AD), (b) reconciliation, and (c) privacy amplification. Define the transmission rate as the
ratio between the number of raw key bits obtained by the AD phase and the number of transmitted
bits in the AD. The unidirectional SKA, whose transmission rate is 0.5, can be realized by using
the original two-way wiretap channel as the AD phase. In this paper, we establish an efficient
bidirectional SKA whose transmission rate is nearly 1 by modifying the two-way wiretap channel
and using the modified two-way wiretap channel as the AD phase. The bidirectional SKA can be
extended to multiple rounds of SKA with the same performance and transmission rate. For multiple
rounds of bidirectional SKA, we have provided the bit error rate performance of the main channel
and eavesdropper’s channel and the secret-key capacity. It is shown that the bit error rate (BER) of
the main channel was lower than the eavesdropper’s channel and we prove that the transmission
rate was nearly 1 when the number of rounds was large. Moreover, the secret-key capacity Cs was
from 0.04 to 0.1 as the error probability of channel was from 0.01 to 0.15 in binary symmetric channel
(BSC). The secret-key capacity was close to 0.3 as the signal-to-noise ratio increased in the additive
white Gaussian noise (AWGN) channel.

Keywords: two-way wiretap channel (TWWC); secret-key agreement (SKA); transmission rate;
secret-key capacity

1. Introduction

The one-time pad was developed by Vernam [1], by which a group of users can communicate
messages among themselves securely if they share a common secret key beforehand. However, the key
rate should be at least the message rate [2], and so the problem of secure communication effectively
turns into the problem of secret-key agreement (SKA). In the SKA problem, legitimate users Alice and
Bob aim at agreeing on a sequence of bits (key) that must be kept secret from the passive eavesdropper
Eve. As shown in Figure 1, the classical SKA scheme includes three phases: (a) advantage distillation
(AD), (b) reconciliation, and (c) privacy amplification [3]. AD aims to provide the legitimate agents
an advantage over the eavesdropper. Information reconciliation aims at generating an identical random
sequence at both Alice and Bob. Privacy amplification is the step that extracts a secret key from the
identical random sequence agreed upon by the legitimate agents [4].

Bounds for the secret-key capacity have been derived for a large variety of communication
channels [5-9]. Unfortunately, most do not provide direct insight into the design of practical secret-key
capacity-achieving schemes. SKA based on noisy channels was presented in [5,10] using an additional
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insecure but authenticated public channel in which a third party can eavesdrop the communication
but cannot forge it. This approach was recently extended in [11] to the model where the players
share correlated Gaussian sources. In [12], opportunistic transmission was proposed for SKA over the
quasi-static fading channel by sending signals only when the channel condition for the two legitimate
players is better than the one for an adversary. The use of the reciprocity of wireless channels has been
studied in [13-15] to study the key agreement. In [16], the SKA with public discussion was studied
based on Gaussian and fading channels.
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Figure 1. Block diagram of the secret key agreement (SKA) scheme.

It is well known that Wyner [17] introduced the wiretap channel, in which a sequence M is
transmitted from Alice to Bob over the main channel, while Eve is wiretapping over the eavesdropper’s
channel. Wyner proved that Alice could send M to Bob in almost perfect secrecy if the main channel
between Alice and Bob is better than Eve’s eavesdropper channel. Nevertheless, the assumption that
the main channel is better (lower error rate) than the eavesdropper’s channel is generally impractical.
This problem can be solved by using a two-way communication (TWC) as the main channel [18].
By using TWC, the message received by Eve over the eavesdropper’s channel is noisier than the
message received by Bob. Therefore, the TWC scheme can be used as an AD scheme. Obviously, if we
combine this AD scheme with any reconciliation and privacy amplification steps, the result can be
used as secret keys between Alice and Bob [19]. However, the SKA of [18] is unidirectional from Alice
to Bob, and therefore the transmission rate of this SKA is slow.

In this paper, emphasis is placed on the AD over the binary symmetric channel (BSC) and additive
white Gaussian noise (AWGN) channel. We present a novel approach in building the two-way wiretap
channel (TWWC) for bidirectional SKA. Different from all previous works, we will modify the original
TWC scheme to be a bidirectional AD scheme to increase the transmission rate of the SKA and study
the proposed AD over BSC and AWGN channel. We calculate the secret-key capacity of the proposed
AD scheme to measure how many secret key bits can be shared between Alice and Bob. The advantages
of the proposed bidirectional AD scheme are as follows.

e The proposed AD scheme provides an advantage of Alice and Bob over Eve when the channel
between Alice and Bob is not less noisy than Eve’s eavesdropper channel.

e  The unidirectional SKA—whose transmission rate is 0.5—can be realized by using the original
TWWC as the AD scheme. However, a bidirectional SKA whose transmission rate is 1 can be
realized by using the proposed AD scheme.
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The remainder of this paper is organized as follows. Section 2 presents a general two-way
wiretap channel; A single round of the SKA with the proposed AD scheme is introduced in Section 3;
The proposed AD scheme is extended to multiple rounds and is introduced in Section 4; Section 5
proposes a bidirectional secret-key agreement over AWGN channel; Section 6 shows performances of
the proposed systems; Finally, conclusions are drawn in Section 7.

2. Original Two-Way Wiretap Channel

2.1. Transmission Scheme

A TWWC between Alice and Bob was described in [18], in which the channel from Alice to Bob
was considered to be error-free due to the powerful Low Density Parity Check (LDPC) codes. In this
paper, we consider an original TWWC model shown in Figure 2, in which both main channel and
eavesdropper channel are not error free.

The notations used throughout this paper are given in Table 1. In the conventional TWWC, to
initiate a secure communication, Bob first transmits a random sequence Q to Alice. Fori =1,2,--- 1,
the raw keys are M}, and M , the error vectors of the main channel and the eavesdropper’s channel
are E;b, E;; o Efw, and Eé .- Ega denotes the error vector of the main channel and Ege denotes the error
vector of the eavesdropper’s channel. The superscript 0 represents the process where Bob sends
a random sequence Q to Alice and i represents that a raw key M is transmitted in the i-th round.
The subscripts ab, ba and ae, be denote sequences transmitted from Alice to Bob, from Bob to Alice and
sequences wiretapped from Alice to Eve, and from Bob to Eve. We assume that the length of each
sequence is 1, so that the received sequences of Alice and Eve are

T, = E), & Q, 1)
TA, = E), @ Q, 2

respectively, where the binary operator & denotes exclusive OR (XOR) operation [20]. Then, Alice uses
the received sequence T to calculate

U =T © ML, (©)

Eve

Q : random sequence Mi,M.,...,Mi: secret keys
W1,W,,...,,Wi: Bob receives the sequence from Alice
V1,Vs,...,Vi: Eve wiretaps the sequence from Alice

Figure 2. Advantage Distillation Scheme based on the original two-way wiretap channel.
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Table 1. Symbols.

Symbols Meaning

M; raw keys

Q random sequence

Ega noise vector from Bob to Alice over BSC channel
ES . noise vector from Bob to Eve over BSC channel
E’ib noise vector from Alice to Bob over BSC channel
Ei " noise vector from Bob to Alice over BSC channel
Ei, noise vector from Alice to Eve over BSC channel
Ei; . noise vector from Bob to Eve over BSC channel
T noisy version of Q obtained by Alice
TA, noisy version of Q obtained by Eve

u; raw keys covered by T;

Vi noisy version of U; obtained by Bob or Alice

T; equals to V;_q

W; noisy version of U; obtained by Eve
Mtllb noisy version of raw keys obtained by Bob or Alice
VAR noisy version of raw keys obtained by Eve

Ly number of raw keys M

Lo number of random sequence Q

o cross over probability between Alice and Bob

B cross over probability between legitimate users and Eve
n;b noise vector from Alice to Bob over AWGN channel
né . noise vector from Bob to Alice over AWGN channel
nk, noise vector from Alice to Eve over AWGN channel
”Z . noise vector from Bob to Eve over AWGN channel
Ci capacity of the main channel

Cuw capacity of the eavesdropper’s channel

Cs secret-key capacity

Alice transmits Uj to Bob through the main channel and Eve may wiretap this U; through the
eavesdropper’s channel. Bob and Eve can receive the noisy version of Uj, respectively, as

Wy, = U; @ EL,. (5)

Since Bob knows the random sequence Q, he can XOR Q to U as

My, =Vi®Q =M, &E), & Ej,. (6)

Eve only knows TAj, which is the noisy version of Q, and she can only XOR TA; to W as

Zge = W1 ® TAy = My, @ E}, © Ejp, @ Eg,. @)

As shown in Figure 3, the raw key M is transmitted unidirectionally from Alice to Bob in the
original TWWC. By comparing M), and Z},, Eve has one more noisy term than Bob. Therefore, as long

as the main channel is not worse than the passive eavesdropper’s channel (the weight of Ej) is not
higher than that of Eg . and E},), it is guaranteed that Eve is unable to arrive at the same sequence as
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Alice and Bob. Alice and Bob can use any reconciliation scheme and privacy amplification function to
transform the raw key M), and Z}, into a much shorter secret key. Because of her errors, Eve is unable
to predict Alice’s or Bob’s output of the privacy amplification. Finally, the secret key would be used
as a one-time pad to ensure information-theoretic security between Alice and Bob. Furthermore, it is
easy to see that this SKA is unidirectional from Alice to Bob. If Bob wants to send raw keys to Alice,
they need another secure transmission with their roles exchanged.

Alice Elfa Bob
0 < J
T-E0Q e
ab /‘
UI:TI®M<ib \ //V VI:UIC—BE;h
\ / :Tl@Mclzb@E;b
El E[?) / 1 0 1
\“e ‘// =M, ,®00FE, ®F,
/ —1
\ / Mas=V,®0
\ // =lelb®Eb0a®E;b
\fve/
Y
W =U®E T4 =E, ®Q
=T OM, DL, 7 =W T4,
=M, ®08E, ®F, =M, ®F, ®F, ®F,

Figure 3. Original two-way wiretap channel.

2.2. Transmission Rate

Following the literature [3], we denote # as the transmission rate of the AD scheme. Let Ly be
the number of raw keys, and Lo be the number of random sequences. Then, the transmission rate is
calculated as

Lm

Following the definition, the transmission rate 7,,,; of the original unidirectional TWC scheme is

n 1

Nuni = Tn =75 )

3. Bidirectional Secret-Key Agreement

If we use the above TWWC for AD in SKA, the raw keys are unidirectionally transmitted from
Alice to Bob and the transmission rate #,,,,; is just % In order to increase the transmission rate of the
SKA, we modify the original unidirectional TWWC to a bidirectional TWWC for the AD step of the
SKA between Alice and Bob .

3.1. Proposed Advantage Distillation scheme

Assuming that there are  rounds of SKA between Alice and Bob, the first round of the proposed
bidirectional AD scheme is as follows.
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3.1.1. Preprocessing

Bob sends a random sequence Q, Q = (40,41, - - ,gn—1) to Alice. The received sequences by Alice
and Eve, respectively, are

T =Q&E), (10)
TA; = Q@ E), (11)
where Ti = (to,t},-- by 1),y = gy @ ey, and TAy = (tag,tay, -~ tay ) tap = g e},

0<k<n-1.
3.1.2. SKA from Alice to Bob
(A1.1) Alice uses the received sequence T to calculate
Uy = Ty & My, (12)

where U; = (u(l), u%, el u;_l), u,l = t}( @ m;bk. Alice sends U, over the main channel and Eve wiretaps

U; through the eavesdropper’s channel.

(Al.2) Bob and Eve receive the noisy version of Uy as V4 and Wj, respectively, as

Vi=U ®E, =M\, ©QaE) ©EL, (13)
Wy =U @E, =M, e Qe E) ®EL. (14)

(Al1.3) Bob knows Q, so he can XOR Q to V; as
My = V1 ®Q = M, @ Ey, ® Egy, (15)

where M;b = (1”71}7 bo? ﬁz; by m}lbm) is the received raw key. Eve only knows the noisy version of Q,
which is TA;. Therefore, she can only XOR TA; to Wj as

Z;e =W ®&TA = Malb ® Ega ® Ege ® E;er (16)

1 1 1

where Z, = (2}, 24, ** +Za¢, ,) in the eavesdropped raw key.

3.1.3. SKA from Bob to Alice
(B1.1) Before Bob sends the raw key M}, to Alice, he has to make
T, = V. 17)
Then, we can calculate
U =T, & M}, (18)
and send U, to Alice through the main channel when Eve wiretaps it via the eavesdropper’s channel.

(B1. 2) In this step, when Bob transmits the sequence U, to Alice, the noise of the two channels are
E}, and E} , respectively. Both Alice and Eve receive a noisy version of U, as V, and Wj:

Vo = Up @ Ej, = My, ® Uy ® Egy © By, (19)
W, = U ®E}, = M}, ®U; ®EL, ©E},. (20)

(B1. 3) Alice has the knowledge of U; and Eve has the knowledge of W,, therefore Alice can obtain
the intended raw key by
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Mo = V2 @ Uh = My, @ Egy @ Ej, @1)

and Eve can obtain the intended sequence by
Zy, =W, ® Wy = My, ® E}, & Ej, & E} 22
be = V2 O W1 = My, © L © Ege © g (22)

Step Al and Step Bl correspond to the first round of our proposed bidirectional AD scheme for
SKA, which is shown in Figure 4. Note that Steps A1.1-A1.3 provide raw keys M;b and M;h ; we can
do the reconciliation to correct errors between M1, and M}, and do the privacy amplification to get the
secret keys shared between Alice and Bob. Similarly, Steps B1.1-B1.3 provide raw keys M} and M ,
based on which we can also do the reconciliation and privacy amplification steps and obtain secret
keys between Alice and Bob.

Alice 0 Bob
E
=0®E, 9 1
U=T®&M' E, / _1V1:U1®Eab
e > M=V, ®0
\ !
\ Eba/ -M' ®E' @ E!
V :U @El < ,4 ab ba ab
_]z 2 P Ly, \ | 0 / / T,=V,
Mba :IG@UI \Eae Ehe//l / U2:T2 @M}la
1 1 1
= Mha ®Eab @Eba \ / Ebe
/
\ /
Eve//
¥ 0
1 TA =0®E.,
VVl:Ul@Eae VV2:U2®Eble
Zlie :Mliu@Eib@Ezlte@Elie Z;" :Mfllb@Ef?a®E:€®Eflll’

Figure 4. First round of bidirectional secret-key agreement.

Let us define L}, as the number of the raw keys, L as the number of the random sequence Q.
Then, the transmission rate ’7;;1' of the proposed bidirectional AD over i round is

Liy

i =T Lo @)

For example, for i = 1,2, ;; and 772, equals to % and %, respectively. However, for a large number
of rounds, such as | = 100, ;7;?0 almost equals to 1. Now, let us analyze the error probability of the

main and eavesdropper’s channels in the following theorem.

Theorem 1. Let the error probability of Ei and E', be denoted as Pr(e} o = 1) = Pr(e;bk =1) =aand
the error probability of Ei and E%, be denoted as Pr(e} o = 1) = Pr(efwk = 1) = B. After a round of the
bidirectional TWC, the bit error probability of the main channel is 2a(1 — «), and the bit error probability of the

eavesdropper’s channel is a(1 — )% +2(1 — a)(1 — B)B + aB>.
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Proof. Since Bob receives M;b = M;b @ E(h)u @ E;b and the raw key is M;b, the bit error probability of
raw key M}, is

Pr(iitgy, # My, ) = Pr(e), =1)Pr(ey, =0)+Pr(ey, = 0)Pr(ey, =1)
=a(l—a)+(1—a)n (24)
[

=2ua(1 —a).
Since Eve only has Z!, = M;b & Ega &) Egg @ EJ,, her bit error probability is

Pr(zg,, # My, ) = Pr(ep, = 1) Pr(ep, = 0)Pr(eg,, = 0) + Pr(e), =0)Pr(ep, = 1)Pr(ez, = 0)
+ Pr(egak =0) Pr(egek =0) Pr(e%ek =1)+ Pr(eguk =1) Pr(egek =1) Pr(e%ek =1)
=a(1-p)1-B)+ (1 —-a)p(1—p)+ (1—-a)(1—p)p+app
a(1—B)2+2(1—a)(1—B)B+ap

(25)

O

Let Cyy and Cy, pm = 2a(1 — &), and pyp = a(1 — B)? +2(1 — a)(1 — B)B + ap? denote the
capacity of the main channel and eavesdropper’s channel, bit error probability of main channel
and eavesdropper’s channel, respectively. Assuming & = f3, the BER of the main channel and the
eavesdropper’s channel are summarized in Table 2. We can also receive the secret-key capacity Cs,

Cs = Cm — Cow = (1 = Hy(pm)) — (1 — Hp(pw)), (26)

where Hy(p) is the binary entropy function. Assuming o = f3, p(m;bk =1) = p(m}lbk =0) = 1. Then,
we can obtain

1 1 1
Cs = (1— pmlog, o + (1= pm) log, q) — (1= pwlog, o + (1~ pow)logy, 7— -
= (2a — 24%) log, (2a — 2a2) + % log, (1 — 2a + 2a?) (27)

— (3a — 6a* +4a°) log, (3a — 6a” + 4a®) — %log2 (1 —3a + 60> — 443).

Table 2. Bit error rate (BER) of main channel and the eavesdropper’s channel.

o= 0.1 0.2 0.3 0.4 0.5

Main channel 0.093 0.165 0216 0.247 0.258
Eavesdropper’s channel 0.244 0.392 0.468 0.496 0.499

For the varying « and §, the corresponding Cy;, C, and Cs are summarized in Table 3.

Table 3. Channel capacity and secret-key capacity.

a=p4 001 0.02 0.03 0.04 0.05

Cin 0.87 0.79 0.72 0.66 0.61
Cw 0.83 0.72 0.63 0.56 0.50
Cs 0.04 0.07 0.09 0.10 0.11
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4. Multiple Rounds of Secret-Key Agreement

Assume that there are I rounds of SKA. Then, the ith round of bidirectional AD (shown in Figure 5)
is as follows.

Alice Bob ‘
T,,.,=V,, E,, szfl =U,,®E,
. > Ma =V, ®U,
Uy, =1L,.,9M, \ Ei ' ! .211_2 _
A b =M,®FE, ®F,
V,=U, ® Ezl;a ! / Tziszl._]
M =V, @U,,, \ / Uy =T, @M/ia
= Mlia @ E;b @ Elia E(ie Et’)e /
_ \ Eve / l,
w,=U,®E, \ / W, =U, ,®F,
Z,, =W, OW,,, Z =W, oW,
=M, ®F, ®F, ®F, =M, ®E ®E. ®F.,

Figure 5. The i-th round of bidirectional secret-key agreement.

4.1. SKA from Alice to Bob
(A2.1) Let

Thi1 = Vi (28)
Then, Alice sends the raw key Mflb to Bob by
Upi1 = Toi 1 ® My, (29)

(A2.2) Bob and Eve can receive the noisy version of Up; 1 as
Vo1 = Upi_1 @ ELy =M., & Uy, ®E, '®EL,, (30)
Wai1 = Upi1 ® Ely= M}, @ Up; 2 ®EL T®EL,. (31)

(A2. 3) Bob and Eve have the knowledge of Uy;_» and W,;_». Therefore, they can obtain the noisy
version of M;b by XOR Uyp;_p and Wy, to Vp;_1 and Wj;_q, respectively. The result is
calculated as

My = Voig @ Upip = M, @ By ' & Ely (32)
and
Zh, = W1 ® Wyi_p = ML, ®E, 1&E] &L, (33)

4.2. SKA from Bob to Alice
(B2.1) In the i-th round, Bob has to make

Ty = Voi_1. (34)
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Then, he sends the raw key M;; , in the noisy form, which is
Uy = Toi ® M, (35)
over the main channel. Meanwhile, Eve may wiretap it by the eavesdropper’s channel.

(B2. 2) Alice can receive Vp;, consisting of the noisy vector E;; , and Up;, and Eve can receive Wy;,
which consists of the noisy vector E} and Uy;,

Voi = Uy @ Ej,, = M, ©Up; 1 GER, O, (36)
Wi = Uy ®E}, = My, ®Upi 1 DE}, DEj,. (57)
(B2. 3) Alice and Eve have the knowledge of Up; 1 and W5;_1, respectively. Therefore, they can

obtain the noisy version of Mé . by XOR Up;_1 and Wy;_1 to (36) and (37). The Mi, , and Zf) .
can be received by

M., = Vy®Uy; 1 = Ml ®E, OEF (38)

and
Zliae = Wyi®&Wyi1 = Mlim@Efzb@Ezize@Eég- (39)

As shown in Figure 6, the secret sequence M is transmitted bidirectionally between Alice and Bob
in our proposed scheme. The BER of the main channel and eavesdropper’s channel in the i-th round is
the same as that of the first round. Transmission rate after / rounds of the proposed AD is

;201
Wbi*izz ’

which is close to 1 when [ is large enough.

Eve

Round
1 Wa Moz — -

— \VZL

Q : random sequence  Mi1,M2,M3,M4,...,M21.1,M21: raw keys
Wi1,Ws,...,Wari : Bob receives the sequence from Alice
V1,Vs,...,Vau1 - Eve wiretaps the sequence from Alice
W2,Ws,...,Wai: Alice receives the sequence from Bob

V2,Vs4,...,Va: Eve wiretaps the sequence from Bob

Figure 6. Proposed bidirectional advantage distillation scheme.
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5. Bidirectional Secret-Key Agreement over AWGN Channel

Now, let us demonstrate the proposed AD scheme over the AWGN channel. Assume that there
are [ rounds of SKA over AWGN channel as well. Then, the i-th round shown in Figure 7 is as follows.

Alice Bob
) _ i
Ty =V n,, Vaia =Up g,
Uy =T tM,, 1V ; T Moo=V, +U,,
n S
) A\ b =M, +n/’);l i,
i <=
V, =U,tn, \ / T, =V,
—i i i—
MoK, / u=n
. . . 1 1 a
:MbaJrnab @nba . . /
1 1

\ v
VY

= _ i
Wy =Uytm, Wi =Uy T,
. i
Z;;e:VI/zi—i_VVQH Zae - W25—1+Wzi-2
i i i i — i i-1 i—1 i
= Mllza +n;b + nc[ze + nllw _Mab +nha +nbe +nae

Figure 7. The i-th round of bidirectional secret-key agreement over AWGN channel.

5.1. SKA from Alice to Bob
(A3.1) Let

i1 = Vai-a. (40)
Then, Alice sends the raw key Mflb to Bob by
Uy 1 = Toi1+M., (41)
where (Uy, Uy, - -+, Uy) € (+1,-1)
(A3.2) Bob and Eve can receive the noisy version of Up;_1 as
Vaioq = Upj_q+nby =M.+ Uy o+ny M nly, (42)
Wai1 = Upj_q+nb, =M+ Up p+ni 1+nlk,, (43)

where the variance of AWGN over the main channel and the eavesdropper’s channel are ¢Z, and 72,
respectively.

(A3. 3) Bob and Eve can obtain the noisy version of M{ib by minusing Uy;_» and Wp;_, to Vp;_1 and
Wa;_1, respectively. The result will be

My, = Vai1+Unip = Myy,+nj ' +ni, (44)

and
Zh, = Wi 1+ Wyip = Mby+nb 1 ni T 4nl,, (45)

where the variance of AWGN 1y, or 1, is 2.
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5.2. SKA from Bob to Alice
(B3.1) In the ith round, Bob has to make

Thi = Vai-1. (46)
Then, he sends the raw key Mi; . in the noisy form, which is
Uy = T+ M, (47)
over the main channel.

(B3. 2) Alice can receive Vp;, consisting of the noisy vector Eé , and Uy;, and Eve can receive W»;,
which consists of the noisy vector EZ . and Up;,

Vo =Upi+nb, = My, +Uy; 140y +nj, (48)
Wi =Upi+ny, = M, +Uyi_1+nly+njp,. (49)

(B3. 3) Alice and Eve can obtain the noisy version of M'h , by minusing U; 1 and Wp; 1 to (48) and
(49). Mlb , and Zé . can be received by

Méa = Voi4+Uy_1 = Méa—i-l’l;h—i-n;m, (50)
and
Zpe = Wait W1 = My, +jy +11jp 1. (51)

Now, let us calculate the capacity of the main channel and the eavesdropper’s channel by C,,, and
Cyw. Because the variance of the main channel and the eavesdropper’s channel are 0, and o, we can
calculate

1 p 1 p
Cn = 5logy(14+ —=) = slog,(1+ =), (52)
=108+ aoe) = j e+ 57
and
1 p 1 p
Co==zlog,(1+ 5———)==log,(1+ =———).
Y2 o8, +U,%1+az%+a§,) 2 082 +2(7,%1+0120) ©3)
We can also receive the secret-key capacity C; over it.
1 p p
=Cp—Cyp =z [log,(1+ =) —log,(1+7—5—=)]
Cs =Cin—Co =5 [logy( +20%) 0g, ( +2(7,2n+t7§,)] (54)

6. Performance Analysis

In this section, we evaluate performance of the proposed AD scheme over BSC channel in terms
of BER and C; and performance of the proposed AD scheme over AWGN channel Cs. The length n
of raw key M is 10,000. BER simulation results are shown in Figure 8. With the increasing crossover
probability p, the BER increases as well. This indicates that performance of the main channel between
Alice and Bob is superior to that of the eavesdropper’s channel under the same number ! of rounds
and length 7 of the secret sequence.

We also show the capacity of main channel, eavesdropper’s channel, and the difference
between them that is secret-key capacity over BSC channel in Figure 9 and over AWGN channel
in Figure 10. Assuming that « = B < 0.09, the secret-key capacity increases as « and § increase.
However, when & = > 0.1, the secret-key capacity decreases with the increase of « and B. In the
AWGN channel, the C; is close to 0.3 when the signal-to-noise ratio (SNR) is from 0 to 50.
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Comparing to the AD schemes using the original two-way wiretap channel, the advantage of our
scheme is that we need fewer rounds of communication between Alice and Bob to obtain the same
amount of keys. Furthermore, since we need fewer rounds of communication, we also need less XOR
operations to obtain the same amount of keys. In each round of the unidirectional AD scheme, using
the original two-way wiretap channel, Alice and Bob need 1 XOR operation, respectively, in (3) and (6).
In each round of the proposed bidirectional AD scheme, Alice needs 2 operations in (12) and (21),
and Bob needs 2 operations in (15) and (18). Therefore, in each round of the proposed bidirectional AD
scheme, the number of XOR operations is two times higher than that in the unidirectional AD scheme.
However, our bidirectional scheme also has a transmission rate of secret keys which is two times greater
than that of the unidirectional AD scheme. Therefore, our scheme needs the same number of XOR
operations to obtain the same amount of secret keys as the unidirectional AD scheme. We have listed
the transmission rate, XOR operations of the unidirectional AD scheme and the proposed bidirectional
AD in Table 4.

0.5
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0.4

0.35

BER

0.3

0.25

0.2

1 —— BER of main channel
—=o— BER of eavesdropper channel

i i i

0.1 0.15 0.2 0.25 0.3 0.35 0.4 0.45 0.5
Crossover probability p

Figure 8. The BER performance of the main channel and eavesdropper’s channel over binary symmetric
channel (BSC).
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Figure 9. The secret-key capacity and capacities of the main channel and eavesdropper’s channel over
BSC channel.
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Table 4. Transmission rate number of XOR operations of different schemes with I rounds, [ is large enough.
TWWC: two-way wiretap channel.

Scheme Transmission Rate Number of XOR Operations
Unidirectional TWWC scheme 0.5 21
Bidirectional TWWC scheme 1 4]
25 - -
—— Capacity of main channel
——b— Capacity of eavesdropper channel X
Secrecy capacity
2 L
. 15F J
N
=
[%:]
Q.
o
[72)
o 4l |
0.5F J
0 5 10 15 20 25 30 35 40 45

SNR(dB)

Figure 10. The secret-key capacity and capacities over additive white Gaussian noise (AWGN) channel.

7. Conclusions

In this paper, we modified the original unidirectional TWWC to a bidirectional TWWC for the
AD step of the SKA between Alice and Bob over BSC channel and AWGN channel. The proposed
bidirectional secret-key agreement can be used to distribute keys between Alice and Bob and its
transmission rate is better than the secret-key agreement of unidirectional TWWC. The BER and
capacity were calculated first, and then we evaluated the performance of the proposed AD scheme
in terms of BER over BSC channel and secret-key capacity over both channels. The BER of the main
channel is lower than the eavesdropper’s channel, and analysis of the transmission rate is nearly 1
when the number of rounds is large. Moreover, The secret-key capacity C; is from 0.04 to 0.1 as the error
probability of channel is from 0.01 to 0.15 in the BSC channel. In the AWGN channel, the secret-key
capacity is close to 0.3 as the SNR increases.
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