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Abstract: Information security is increasingly important as society migrates to the
information age. Classical cryptography widely used nowadays is based on computational
complexity, which means that it assumes that solving some particular mathematical
problems is hard on a classical computer. With the development of supercomputers and,
potentially, quantum computers, classical cryptography has more and more potential risks.
Quantum cryptography provides a solution which is based on the Heisenberg uncertainty
principle and no-cloning theorem. While BB84-based quantum protocols are only secure
when a single photon is used in communication, the three-stage quantum protocol is
multi-photon tolerant. However, existing analyses assume perfect noiseless channels. In this
paper, a multi-photon analysis is performed for the three-stage quantum protocol under the
collective-rotation noise model. The analysis provides insights into the impact of the noise
level on a three-stage quantum cryptography system.
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1. Introduction

The purpose of cryptography is to protect the secret message that is transmitted between the legitimate
sender and the receiver from unauthorized reading or modification of the message. The task of
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cryptographers is to develop secure and reliable cryptographic protocols. Classical cryptography
techniques such as symmetric cryptography and asymmetric cryptography are widely used. However,
since classical cryptography is based on the complexity of computation, it is facing more and more
challenges due to the development of supercomputers and, potentially, quantum computers.

The development of quantum cryptography provides a solution that is based on the Heisenberg
Uncertainty Principle and No-Cloning Theorem. In 1984, Bennet and Brassard proposed the first
quantum key distribution (QKD) protocol, which is known as the BB84 protocol [1]. In this protocol,
two legitimate users can establish a secure channel by using quantum resources to generate an
unconditionally secure key. After 1984, several variants [2-4] of BB84 protocols concentrated around
QKD were proposed. In 1999, Buzek and Bertaiume proposed a protocol for quantum secret sharing
(QSS) [5]. In the same year, a protocol for deterministic secure quantum communication (DSQC) was
proposed by Shimizu and Imoto [6]. In a DSQC protocol, one bit of additional classical information
transmission is required for each qubit; otherwise the receiver cannot read the correct secret message.
Secure direct quantum communication does not require exchange of classical information for encryption
or decryption of the message. A protocol that does not require such classical information exchange is
named quantum secure direct communication (QSDC) [7,8]. In all QSDC and DSQC protocols, the
secret message can be only transmitted one-way “from Alice to Bob”. In the year of 2004, the first
quantum dialogue protocol was proposed by Nguyen using Bell states [9], which enables the
bidirectional quantum communication that Alice and Bob can transmit and receive their messages
simultaneously. This protocol is a modification of the Ping-Pong protocol which started with an initial
state [7]. In 2006, Kak proposed the three-stage quantum cryptography protocol [10]. In this protocol,
there is no need to have prior generation of keys and it does not need an initial state. Besides, multi-
photons can be used to increase the stability and security of the transmission [11]. QSDC has been also
extended to continuous-variable systems [12,13].

Most quantum protocols assume a noiseless channel. But in real applications and implementations,
noise should be considered as it will have a critical impact on the performance of the transmission.
The concept of collective noise on quantum cryptography was explained by Ball and Banaszek [14].
Several collective noise analyses have been performed on previous protocols. Authors of [15] proposed
an efficient way for quantum key distribution over collective noise. An economical setup for faithful
entanglement sharing against collective noise was presented in [16]. Paper [17] analyzed the security of
the “Ping-Pong” protocol in a noisy environment. Two quantum dialogue protocols were proposed in [18],
each of which is robust against one of the two kinds of collective noise: Collective-dephasing noise and
collective-rotation noise. Furthermore, continuous-variable quantum cryptography with two-way
guantum communication has shown to be very robust to the presence of noise [19-21].

In this paper, we analyze the effect of collective-rotation noise in a multi-photon system under the three-
stage protocol. This work distinguishes itself from existing work in the following ways: The three-stage
protocol is an interesting quantum protocol as it can be used either as QKD, or as QSDC. It maps
information onto non-orthogonal polarization states of photons. In the simplest form, all communications
in the three-stage protocol are performed using quantum channels. No classical information is exchanged
between Alice and Bob. To the best of authors’ knowledge, this paper is the first one to analyze the
three-stage protocol in a noisy environment. Lastly, the three-stage protocol is a multi-photon tolerant
protocol, which means that the protocol is provably secure when more than single photons are used in
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communication. This is also the first paper to analyze the impact of noise on a multi-photon system, and
should be instrumental to other potential multi-photon tolerant quantum protocols [22].

The remaining part of the article is organized as follows: In Section 2, we briefly describe the three-stage
protocol. In Section 3, we introduce the collective-rotation noise model and derive the mathematical
model for the three-stage multi-photon protocol and show numerical results. Section 4 concludes the paper.

2. Three-Stage Quantum Cryptography

In the BB84 protocol and its many variants, each qubit is transmitted in one of four different states.
In contrast, in the three-stage protocol, the qubit can be in an arbitrary quantum state during the transmission.
The qubit remains in its quantum state in each stage. No classical information exchange is needed for
the three-stage protocol. In comparison, in previous protocols, the classical information is exchanged
after qubit transmission in one direction.

In the three-stage protocol, the qubit state | X ) can be in one of the two orthogonal states, such as |0>
%(|O>—|1>) and %(|O>+|1>), can also be used. The

orthogonal states of | X ) represent 0 and 1 respectively. The orthogonal states, as well as details such as

and [1). Alternative orthogonal states, e.g.,

which state represents 1 and 0, are agreed upon prior to the transmission.
Alice and Bob will apply secret rotation operators R,(a) and R, (/) onthe qubit state | X ). R, () and

R; () are commutative, which means R,(2)R; (8)|X) =R (B)R, ()| X).

Alice Bob

X)L R@

Re (8)

Ru(-a)

Re(=5)

Figure 1. Schematic diagram of the three-stage protocol.

The summarized steps shown in Figure 1 are described as follows:
e Step 1: Alice applies a unitary operator R, (a) on quantum information | X) and sends the qubit

to Bob.
e Step 2: Bob applies another unitary operator R, () on the received qubit state RA(a)| X> , thereby

giving RB(,B)RA(a)|X> and sends it back to Alice. R,(«) and R;(/) should be commutative

transformations.
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e Step 3: Alice applies R,(—c) (transpose of complex conjugate of R,(er)) on the received qubit
state to get R,(—a)R; (B)R,(@)| X) =Ry (B)|X) and sends it back to Bob.
e Step 4: Then Bob applies Rg(—) on R;(8)| X) to get the information| X ).

The angles of polarization rotation that both sides (Alice and Bob) select to apply to the information
bits are arbitrary and independent values which vary from 0 to 180 degrees. The eavesdropper cannot
obtain correct information without the knowledge of the correct polarization rotation. Moreover, both
Alice and Bob do not need to exchange the encryption angle before the transmission. All they need to
do is to apply their independent angle to the information (potentially, one unique rotation angle for each
bit of information), and reverse the process independently. Then the receiver can recover the original
information.

3. Collective-Rotation Noise Analysis
3.1. Collective-Rotation Noise Model

In this section, we analyze the effect of collective-rotation noise [14] on the three-stage protocol.
In a real situation, the noise will fluctuate with time and space. In order to analyze conveniently, the
environment noise is set as a constant using the maximum value of the noise as a upper bound to analyze
the performance of the protocol under the collective-rotation noise model.

Based on the collective-rotation noise model, each photon is deflected to either counterclockwise or
clockwise by an angle of @, with a probability of 1/2 respectively. For a random qubit state |X>

clockwise deflection is denoted as |x—t9> and counterclockwise deflection is denoted as |x+6’>.

The state |1> , |x> |0> and their corresponding deflection states are shown in Figure 2.

[1+6) |1y |1-6)

|0-06)
Figure 2. Collective-rotation model on qubit states |1), |x) and |0).

Parameter 6 denotes the noise in the collective-rotation channel. In the following analysis, 6 is
considered as a constant for all three stages. However, the impact of different values of @ is analyzed.
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Based on the value of information bit X , the initial qubit Alice prepares can be in one of the two states:
|0) and |1). Without considering the rotation operator, let us first consider the case where |0) is sent.

Because of the collective-rotation channel noise, the qubit |0> has a probability of 1/2 to become |O+ 9)

and a probability of 1/2 to become |O—9> , Which can be written as

O>_>{|0+49>:00549|0>+sim9|1> "

|0—-6)=cos@|0)—siné|1)

The probability that qubit |0) is recognized as 0 is 1/ 2cos® @+1/ 2cos” @ =cos” & and the probability
that qubit |0) is recognized as 1 is 1/ 2sin® @+1/ 2(sin)*@ =sin® .. The error rate is given by sin*6.
Let us consider the case where [1) is sent. Similarly, qubit |1) has a probability of 1/2 to become

|1+ 6) and a probability of 1/2 to become |1-6), which can be written as

. |1+ 0) =—sin0|0)+cos O 1)
19~ |1-6) =sin@|0)+cos 1) )

So the probability that qubit [1) is recognized as 1 is 1/2cos*@+1/2cos’@=cos’ 6 and the
probability that qubit |1) is recognized as 0 is 1/2(-sin)’@+1/2sin*@=sin>@ . The error rate is

therefore given by sin*4.
For each qubit sent in a noisy quantum channel, the qubit error rate o, is

o =lsin20+£sin29=sin20 (3)
° 2 2

3.2. A Single-Photon Analysis

In the three-stage protocol, a single photon is transmitted through the quantum channel three times
between Alice and Bob, each of which is subject to collective-rotation noise. In this section, we analyze
the state of the photon in each of the stages, and derive the error rate due to collective-rotation noise.

Based on the protocol described in Section 2, a rotation operator is applied to the qubit in each round
to map the qubit to a non-orthogonal state. Therefore, the collective-rotation noise changes the
non-orthogonal quantum state by either & or —@, respectively. Since Alice and Bob will reverse their
rotation operations eventually, the actual value of the rotation operator does not affect the results of the
analysis. In order to make the derivation concise, the rotation operators are not shown in the derivation.

After the first stage, the deflection angle can be either & or —@ with probability 1/2, as shown in
Table 1.

Table 1. Probabilities of each angle after first round of transmission.

Deflection Angle 0 —0
Probability 1/2 1/2

The states of the qubit can be written as
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|0+8)=cosd|0)+sind|1 |1+6)=-sind|0)+cosd|1

10y [[0+0)=00s010)4sin0lY) | L+6)=—sin010}+coso 1) “
|0—-6)=cos@|0)—sing|1) |1-6) =sin@|0)+cos 1)

Because there are two possible deflection angles at the end of the first stage of transmission, there are
three possible angles after the second stage, namely, 26, 0 and —2¢. The probabilities of the angles
are shown in Table 2.

Table 2. Probabilities of each angle after second round of transmission.

Deflection Angle 20 0 —26
Probability 1/4 12 1/4

The possible qubit states can be written as

|0+26) =cos26|0)+sin260|1) |1+ 20) = —sin 26| 0)+cos 20| 1)
|0) —>4]0+0)= 0) , 11) > 41+0) =[1) . (5)
|0—26) =cos26|0)—sin 26 |1) |1-26) =sin 26| 0) +cos 20| 1)

After the third stage, there are four possible angles: 3¢, 8, —6 and -3¢ . The probabilities of the
angles are show in Table 3.

Table 3. Probabilities of each angle after third round of transmission.

Deflection Angle 36 0 -0 -30
Probability 1/8 3/8 3/8 1/8

The possible qubit states can be written as

|0+36) =c0s30|0)+sin30|1) |1+30) =—sin 30| 0)+cos30|1)
|0+68)=cos@|0)+sind|1 |1+ 6)=-sin@|0)+cosd|1

o) (0700010 00Ty o)< sinolo)seosolyy
|0—6)=cos#|0)—sind|1) |1-6) =sin@|0)+cosH|1)
|0—-360)=cos3¢|0)—sin30|1) |1-360) =sin3600)+cos30|1)

Because each case in (6) occurs with probability 1/8, we can derive the mean error probability as

g =lsin230+§sin29+§sin2(—9)+lsin2(—39)= sin? 6+ Ssin?30 (7)
° 8 8 8 8 4

1
4
3.3. Multi-Photon Analysis

Since the three-stage protocol is multi-photon tolerant [11], multiple photons can be transmitted
simultaneously to indicate one bit of information to improve the success rate of the transmission.

We assume each photon is independent from each other and all photons transmitted at the same time
are affected by the same collective-rotation noise. As discussed in Section 3.2, the probability that a
single photon is recognized as incorrect information is &,, which is the mean error rate for a single
photon transmitted in the noisy channel, as shown in Equation (7). The probability that a single photon
is recognized correctly is
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g, =1-g, (8)
We also assume that the channel is lossless. Therefore, all photons sent by Alice reach the photon

detector on Bob’s side. Bob will register a correct bit if a majority number of photons reach the correct

photon detector. In the case of a tie, we assume that there is 50% of chance to register a correct bit.
Let the total number of photons used in transmitting one bit be N , where N=2k+1k>0 or

N =2k + 2,k > 0. Note that we purposely use the notation 2k + 2 to indicate that an even number of
photons are used in the communication, instead of the standard notation of 2k . This allows us to
establish a relationship between the even and odd numbers of photons under the same value of k . First,
we derive the error rate under the odd number and the even number of photons, respectively.

Case 1: N=2k+1k>0.
In this situation, odd number photons are sent simultaneously. If more than k photons reach the

correct photon detector, Bob will receive the correct bit (either 0 or 1) sent by Alice.
Let i be the number of photons that reach the correct photon detector. The probability of this event is

dd i i/ \2k+1-i
Pio :C;k+1(80)l(80)2 = 9)
So the overall error rate £ is
RIS TN _ e
& = ig:,l P = i;1 Co(&) 1—&)) (10)

Using the results from Equation (7), the overall error rate &,,, can be re-written as

Odd_i:iﬁCi (Esin? 0+ 3sin? 30) @ sin? 0 >sin? 3g)
& = 2% 4 4 4 4 (1)

i=k+1

Case 2: N=2k+2,k>0.

In this situation, even number photons are sent simultaneously. If more than k +1 photons reach the
correct photon detector, the receiver will receive the correct bit. In the case of a tie, where k +1 photons
reach the correct detector and k +1 photons reach the wrong detector, we assume that the system will
randomly choose between 1 or 0 with probability 1/2.

Suppose the number of photons that reach the correct photon detector is i. The probability of this event is

PP = Chya () ()™ (12)
The overall error rate &" is
even 1 42 even 1 k+1 k+1 k+1 342 i i 2k+2—i
€ =§Pk+1+ z i =EC2k+2 (&) A-&)"+ Z Coria(&) A=) (13)
i=k+2 i=k+2

It can be re-written as

e :lczkk*iz(lsinz¢9+§sin236?)"*1(1—lsin2¢9—§sin236>)k+l
2 4 4 4 4
2 [ 1., 3.2 i 1., 3.2 2k+2-i
+ > sz(zsm 0+ sin 30) (1—Zsm 0~ sin 30)%* .

i=k+2

(14)
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Mathematically, Equation (10) is equivalent to Equation (13) when they have the same value of k,
which means that sending 2k +1 photons has the same mean error rate as sending 2k +2 photons. It is
counter-intuitive. We briefly show the mathematical proof and explain the physical meaning.

Suppose the mean error rate of sending an odd number of 2k +1 photons is ¢,,,,. Suppose we add

one more photon to make it even. We are interested in determining if having one more photon joining
the transmission will affect the error rate. Denote the mean error rate of sending 2k +2 photons ¢, ., .

To understand the effect of the added photon, we first exam the possible outcomes from the previous
2k +1 photons. Denote the number of photons reaching the correct photon detector N°, and denote the
number of photons reaching the wrong photon detector N* . Based on our assumption, the information
bit is correctly detected if N°>N"; or if N°=N", there is 50% chance the information is correctly
detected. We discuss the following possibilities.

(1) More than k +1 photons out of the 2k +1 photons hit the correct photon detector (N >k +2).
In this case, it does not matter whether the added photon hits the correct or the wrong detector.
In either cases, N <k . Therefore, N° > N". The information bit is detected correctly.

(2) More than k+1 photons out of the 2k +1 photons hit the wrong photon detector (N" >k +2).
In this case, it again does not matter whether the added photon hits the correct or the wrong
detector. In this case, the total number of photons reaching the correct detector N° <k .
Therefore, N > N°. The information bit is detected incorrectly.

(3) Out of 2k +1 photons, k +1photons reach the correct detector and k photons reach the wrong
detector. In this case, there are two possibilities. If the added photon reaches the correct detector,
this will make N°=k+2,and N"“ =k. Therefore, N° > N" and the information bit is detected
correctly. On the other hand, if the added photon reaches the wrong detector, we have
N°®=N"=k+1. Based on the assumption, the probability to detect a correct information
bitis 1/2.

(4) Out of 2k +1 photons, k photons reach the correct detector and k +1 photons reach the wrong
detector. In this case, there are also two possibilities. If the added photon reaches the wrong
detector, this will make N" =k+2, and N°=k. Therefore, N" > N° and the information bit
is detected incorrectly. If the added photon reaches the correct detector, this will make N® =k +1,
and N" =k +1. Therefore, N°=N" and the probability of detecting a correct information bit
isl/2.

The mean error rate &,,,, can be written as

1 o o o 1 o o -
Eopsn = (Epkdd +pkf(1]"-+p2gi1)5o + (Epkiflj +"'ngil)80
1 dd 1 o dd dd (15)
= Epk &t P +§Pk+1 &gt Prsp Tt Poya
From Equation (9), it is clear that
[o] ; (o]
P == pi (16)

Therefore,
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1 odd odd 1 odd
Epk 80+pk+180+§pk+180

1 1 a—
= —ﬁpfffgo + Pliao T = Pl €o
2.8 2 (17)

1 odd . odd 1 odd .
= E Pii1 6ot Praéot E P10

odd

= pk+1'
So &,,.,, will be written as

i=2k+1

Eonra = Pisnyodd T Pks2yodd T+ F Paksyodd = Z Pi = Exn (18)
i=k+1

We have proved that the error rate of using 2k +1 photons is the same as that of using 2k +2 photons
under the same value of k. The physical meaning can be found in the possible scenarios above.
Essentially, the (2k +2)—th photon either makes no contribution to the final outcome, or contributes to
a tie situation. Therefore, it has no overall impact on the mean error rate. This only applies to the pair of
photon numbers that share the same value of k. As k increases, the mean error rate will drop, which is
demonstrated in Section 3.4.

In this section, the error rate of multi-photon transmission in three-stage protocol is analyzed under
the collective-rotation noise model. The relationship between the error rate and the deflection angle is
established. Numerical results will be shown in the following section.

3.4. Numerical Results

In this section, we present the numerical results of the three-stage protocol under the collective-rotation
noise model. The error rate of a single photon and the error rate of multiple photons are plotted in Figure 3.
We only plot the results for odd number photons as we have proved that the corresponding even number
of photons with the same value of k produce the same error rate. From the figure we can see that the
mean error rate increases as the deflection angle increases. In a multi-photon system, when the photons
are influenced under the same deflection angle, increasing the number of photons used in transmission
will decrease the mean error rate.

The achievable bit error rate is important to a quantum cryptography system. From Figure 3, we can
see that if the target bit error rate is 0.1, it is not achievable under & =15° collective-rotation noise, even
with 15 photons. If the target bit error rate is 0.2, under € =15° collective-rotation noise, it is achievable
with 15 photons. If a single photon is used, the error rate will get close to 0.4 when the deflection angle
is 15°. Increasing from 1 photon to 3 photons, the system can much better cope with collective-rotation
noise. Likewise, under & =10° collective-rotation noise, the error rate decreases from 0.2 to 0.1.
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Figure 3. Error rate versus deflection angle in multi-photon system with odd numbers.

The error rate versus the numbers of photons with different deflection angles is plotted in Figures 4-6.
By increasing the number of photons, the error rate decreases rapidly and gets close to 0 at some point.
Under collective-rotation noise 8 =5°, the bit error rate gets close to 0 at 7 photons. Under & =10°, the
bit error rate is close to 0 at 15 photons. When collective-rotation noise € =15°, it might be too noisy

for the quantum cryptography system. Even with 15 photons, it has an error rate close to 0.2.
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Figure 4. Error rate versus number of photons when deflection angle is 5°.
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Figure 6. Error rate versus number of photons when deflection angle is 15°.

By coupling collective noise information with the number of photons used in transmission, the system
can be tuned to an operating point where Eve’s siphoning of photons can be detected by the change of
the bit error rate from the expected values. For example, under collective-rotation noise @ =10°, if seven
photons are used to transmit the information, the expected bit error rate is 0.03. If three to four photons
get lost (Eve needs to steal at least three photons to obtain information), the bit error rate will increase
dramatically to 0.1, which is a significant change for the system. This will allow Alice and Bob to abort
the transmission. At this operating point, the system is very sensitive to the loss of photons, therefore,
can be used to detect Eve's disturbance of the system.

4. Conclusions

In this paper, a multi-photon analysis is performed for the three-stage quantum protocol under the
collective-rotation noise model. The analysis provides insights into the impact of the noise level on a
three-stage quantum cryptography system. We show that a multi-photon system provides better error
rate tolerance during the transmission in a noisy environment. The analysis on the mean error rate can
provide better support on hardware equipment design. Also, the system can detect Eve’s siphoning by
the change of the bit error rate, which increases the robustness of the system. The results are also
applicable to other multi-photon tolerant quantum cryptography protocols.
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