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Abstract

With the rapid expansion of the Internet, it is crucial to be aware of the different aspects of
privacy, especially in light of rising global cybersecurity threats and data breaches. While
previous research has identified various factors when studying privacy awareness, these
studies often remain fragmented or examine key factors in isolation from one another,
limiting their ability to provide a holistic view. To address this gap, this study proposes the
Comprehensive Privacy Awareness Framework (CPAF), which is a theoretically grounded
model that conceptualizes privacy awareness across four dimensions: individual, tech-
nological, organizational, and social. The framework is empirically validated through
a case study of Saudi e-commerce users, a context chosen due to the sector’s rapid dig-
ital transformation under Vision 2030 and limited comprehensive privacy research. A
CPAF-based survey was administered to 400 active e-commerce users. The quantitative
results demonstrate that privacy awareness is a multidimensional construct, where each
dimension is significantly associated with the others. Privacy awareness cannot be cap-
tured through a single and uniform measure. The findings further reveal notable gaps
in users’ knowledge, behaviors, and perceptions of privacy risks, indicating insufficient
preparedness when navigating e-commerce environments. These insights highlight the
urgent need for targeted awareness initiatives and policy interventions to strengthen user
protection and foster responsible digital participation.

Keywords: cybersecurity; privacy and security; privacy awareness; e-commerce security;
human factors; user behavior; data protection; Saudi Arabia

1. Introduction

Privacy has become one of the most critical issues in today’s digital world. Privacy is
the user’s right to keep their personal information confidential and maintain control over
it [1]. However, this right is constantly under threat. Every time users browse the internet,
use social media, or even shop online, their personal data can be collected, stored, sold,
and used by various companies. This data may include general information, like names,
or sensitive information, such as credit card details. Companies typically use this data for
various purposes, such as targeted advertising, marketing, and even improving the quality
of the services provided [2]. However, this information can be vulnerable to misuse, abuse,
and even breaches. For instance, hackers recently stole nearly 13,000 credit card numbers
and passwords from well-known websites, such as Walmart and Amazon [3].
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Users should be aware of such risks so that they can make informed and intelligent
decisions about their online activities. This need for awareness has caught the attention of
researchers and led to the concept of “privacy awareness”. Although there is no unified
definition of this concept, it generally refers to an individual’s understanding of privacy
issues, including their awareness of related regulations and policies [4-7]. In the literature,
this is considered to be a complex construct that is studied and measured from different
angles and using various factors.

While privacy awareness has been widely investigated and measured in fields, such
as the Internet of Things (IoT) and social media [8-15], research in other areas, such as
e-commerce platforms, especially in Saudi Arabia, remains limited [16,17]. This gap is
concerning, given the rapid expansion of e-commerce worldwide, especially after the
COVID-19 pandemic [17,18]. In the Middle East, specifically in Saudi Arabia, the e-
commerce sector has also experienced significant growth. According to the Ministry
of Commerce [19], in 2019, Saudi Arabia ranked 9th for e-commerce growth improvement
among Asian countries and 49th in the United Nations (UN) E-commerce Index. Addition-
ally, in 2021, the number of online stores increased to 36,447 stores, as shown in Figure 1.
At the end of 2024, the number of electronic commercial registrations in Saudi Arabia
reached approximately 40,913, according to the annual report of the Ministry of Commerce
(https:/ /mc.gov.sa/ar/About/Statistics, accessed on 4 December 2025.).
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Figure 1. The Development of the Number of E-commerce Stores and Platforms in Saudi Arabia
During the Period (2018-2021) [20,21].

With the growth of these stores, the number of users has also reached a new level.
Recent statistics reveal that the percentage of online shoppers in Saudi Arabia exceeds
60% [22,23]. As can be seen in Figure 2, the number of e-commerce users is expected to
reach 34.5 million by 2025. Therefore, there is a critical need to study and investigate the
complex state of privacy awareness among e-commerce platform users.
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Figure 2. Growth in the Number of E-commerce Users in Saudi Arabia from 2017 to 2025*
(* Expected) [24,25].
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This study will begin by introducing the Comprehensive Privacy Awareness Frame-
work (CPAF), as a new and flexible framework designed to be adaptable to various regula-
tory and cultural environments to assess and understand privacy awareness from multiple
angles. It integrates four key factors: individual, technological, organizational, and social,
to provide a complete picture of this complex concept. To empirically validate this frame-
work, this study applies it to a case study of Saudi e-commerce users, aiming to answer the
following research question: RQ: What is the current level of privacy awareness among
Saudi e-commerce users?

By answering this question, this study contributes to the existing literature by:

¢ Introducing the Comprehensive Privacy Awareness Framework (CPAF) as a new and
flexible framework for investigating, understanding, and assessing the complexity of
privacy awareness in different contexts.

¢  Providing a complete and detailed assessment of privacy awareness among Saudi
e-commerce users within this understudied context. This includes identifying specific
knowledge and behavior gaps across individual, technological, organizational, and
social dimensions.

¢ Developing recommendations that address both global and Saudi-specific needs to
enhance privacy awareness among users.

2. Background and Literature Review
2.1. Understanding Privacy

Privacy is a complex and multifaceted issue [26]; it is also a fundamental right that pro-
tects individuals from the misuse of their personal information [1]. With the advancement
of society and technology, privacy has developed from being a personal right and a desire to
a legally recognized right in several nations, including Saudi Arabia. In 2021, Saudi Arabia
issued the Personal Data Protection Law (PDPL), (https:/ /sdaia.gov.sa/en/Research/
Pages/DataProtection.aspx, accessed on 4 December 2025.) which aims to “protect the
privacy of individuals and enable them to exercise their rights when their personal data is
processed”. The PDPL applies to any entity processing the personal data of individuals
residing in Saudi Arabia.

However, the exact meaning of privacy can differ significantly among individuals and
even depends on the context. It has been discussed for centuries, and one of the earliest
discussions on privacy can be traced back to Warren and Brandeis [27], who framed it as
“the right to be left alone”. At present, with the advent of new technologies that collect and
use personal information in unprecedented ways, defining privacy in our digital age has
become even more complex.

Surrounding this, several key concepts are frequently discussed in the literature. One
of the most critical is privacy awareness, which forms the foundation of our study.

2.2. Understanding Privacy Awareness

Privacy awareness is a critical factor shaping how individuals navigate digital environ-
ments. Researchers have proposed a variety of definitions to describe this concept. Some of
these definitions are narrower and focus on specific aspects of privacy [15]. Others are more
comprehensive, considering a wide range of factors [28]. One notable definition comes from
Bergman in 2009 [7], who described privacy awareness as an individual’s understanding of
a service provider’s privacy policies. Other studies have combined different definitions to
cover more aspects. For example, the study [29] used Bergman’s 2009 definition [7], and
the definition by Sim et al. [30], who described awareness as understanding the current
state of information privacy, including data collection, use, and potential risks.
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Nevertheless, privacy awareness remains challenging to define and measure consis-
tently. One of the key issues is the lack of a unified conceptual and theoretical foundation.
As discussed in previous studies [5,31], many researchers either fail to define “privacy
awareness” clearly or conflate it with related concepts, such as knowledge, familiarity, or
concerns. This leads to a fragmented understanding and inconsistent ways of measuring
it across studies. Different studies measure privacy awareness in different ways, often
focusing on specific factors, as will be discussed later. This fragmented approach makes it
challenging to fully understand and measure the complexity of privacy awareness.

2.3. Scales and Key Influencing Factors in Privacy Awareness Research

As we explained earlier, privacy awareness has been studied and investigated from
different angles, using different scales and by focusing on several factors. In this domain,
several scales have been introduced; however, they typically focus on privacy concerns
rather than directly measuring privacy awareness. For instance, the Concern for Informa-
tion Privacy (CFIP) scale [32], which focuses on four dimensions for measuring privacy
concerns (unauthorized access, errors, secondary use, and collection), is one of the oldest
scales in this field. This was followed by the development of the Internet User Information
Privacy Concerns (IUIPC) scale in 2004 [33], which consists of three dimensions: collection,
control, and awareness of privacy practices. The Privacy Consciousness Scale (PCS) [34],
which focuses on public consciousness and behaviors to do with individual privacy and
others, was introduced in 2014. Additionally, there was the development of the Online
Privacy Literacy Scale (OPLIS) in 2015 [35], which consists of five dimensions, including
technical and legal knowledge.

While acknowledging their contributions, these scales have certain limitations. For
example, the PCS does not take into account critical factors, such as data breach risks and
security practices. The OPLIS scale also includes technical questions that may be difficult
for non-technical users. Furthermore, the IUIPC scale does not address contextual factors,
such as incentives offered.

Additionally, many studies define their own factors to assess privacy awareness rather
than relying solely on these standardized measures, which confirms the complexity of this
concept. One important factor that has been studied and found to influence awareness is
understanding the benefits and risks of sharing information online, often known as privacy
calculus [8,9,36]. Although benefits and risks were not clearly identified in previous scales,
they have been extensively studied in the literature. In addition, an individuals” awareness
of privacy policies has been shown to directly impact privacy awareness [8,37-39]. Despite
the importance of knowing the data protection regulations that mandate the existence
of these policies, few studies have considered this factor [40]. These two critical factors
correspond to what is measured in the OPLIS scale [35]. Another key factor that has been
repeatedly studied is data control [8,38-41], which covers the ability to access and manage
personal data. This factor aligns with what has been studied and directly measured in the
IUIPC scale [33]. Some studies suggest that trust in online platforms can also influence
individual privacy awareness [8,36,42].

2.4. Privacy Awareness Research in E-Commerce

Based on the above scales and factors, researchers have extensively studied privacy
awareness in various fields since its emergence. These fields include social networks, the
Internet of Things (IoT), and e-commerce. Focusing on e-commerce, studies have shown
that privacy awareness and knowledge of security measures are major barriers to the
sector’s growth. This lack of awareness can expose users to security risks, such as data
breaches and the sharing of personal information without their knowledge or consent [4,5].
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2.4.1. Privacy Awareness in Global E-Commerce

Global studies consistently reveal low levels of privacy awareness among e-commerce
users. For instance, a study of Pakistani e-commerce users found a lack of understanding
and awareness of privacy issues [17]. This supports the findings of another study conducted
in the same region [43]. Similarly, research on South African e-commerce users confirmed
these findings and found there to be a lack of awareness [44,45]. These studies underscore
the critical need for education, awareness, and clear and concise privacy policies.

A study in China also observed a significant gap in privacy awareness among Chinese
users [37]. Many users express concerns about potential privacy violations and have a
limited understanding of privacy policies. Moving to India, a study found that security
and privacy were the most important factors that affected the Indian users’ confidence in
e-commerce [46]. A study of U.S. and Brazilian consumers found that Americans consider
their information to be more sensitive than consumers in Brazil and are less willing to
share their information [47]. This indicates that American consumers have a higher level of
privacy awareness compared to their Brazilian counterparts.

Focusing on European countries, a study shows a difference in the levels of awareness
of cybersecurity in e-commerce between European countries [48]. Experts found that
users are concerned about data sharing and payment security, which creates a barrier to
online shopping. A Croatian study confirms this concern, as it found that privacy concerns
negatively impact user behavior and purchasing decisions [49].

These findings are consistent with those of an Indonesian study [13] that found
that a small but significant group of participants valued transparency and expressed
privacy concerns. Another study in the region found that individuals with greater privacy
awareness, online experiences, and a preference for robust privacy controls are more likely
to express privacy concerns [40].

A Nigerian study found that most Nigerian users lack awareness of online privacy
protection [50]. In addition, it was observed that very few participants read privacy policies
due to their length and complexity.

2.4.2. Privacy Awareness in Saudi E-Commerce

Despite the rapid growth of e-commerce, research on privacy awareness among Saudi
users remains limited compared to global research [16]. One early study on personal data
sharing showed that Saudi customers are willing to share personal information online if
they perceive clear benefits, such as discounts or exclusive product access. However, they
remain hesitant when privacy concerns arise [51].

Similarly, in the context of social commerce, a study shows that privacy concerns influ-
ence users’ attitudes toward information sharing and participation [38]. Many participants
consider privacy policies necessary to minimize perceived risks. However, users often
struggle to understand these policies. In the same year, researchers delved deeper into
the effect of gender on privacy concerns in social commerce [39]. This study revealed that
women place greater importance on different aspects of privacy and are more hesitant to
share personal information online, especially when they perceive there to be inadequate
privacy protection. This contrasts with an earlier study that found no significant difference
in privacy concerns between genders [49]. Additionally, in the specific domain of mobile
commerce, another Saudi study noted relatively low levels of security perception among
Saudi users of mobile shopping applications [16].

2.4.3. Summary of Existing Literature and Gaps

These global and regional studies, despite their valuable insights, often focus primar-
ily on privacy concerns or partial aspects of privacy awareness, or treat awareness as a
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component of concern. It is crucial to distinguish between privacy awareness and privacy
concerns. While privacy concerns represent “feelings and concerns when information
is collected and used by entities for purposes and in ways that the individual did not
intend [52]”, privacy awareness is defined more comprehensively as explained previously.
Privacy awareness generally is conceptualized as an individual’s understanding of the
current state of information privacy, including data collection, use, and potential risks, and
the application of methods and practices to protect this privacy [5].

Furthermore, existing studies often rely on fixed scales (such as CFIP, IUIPC, and
OPLIS) that produce a single numerical score for privacy awareness or often examine
factors affecting this awareness in isolation. These studies fail to integrate social influ-
ences or distinguish between government regulations (e.g., PDPL) and privacy policies.
Additionally, local research often neglects these specific regulatory (e.g., PDPL) and social
dimensions within the Saudi context.

These gaps underscore the need for a comprehensive framework, which reconcep-
tualizes privacy awareness as a standalone, multidimensional construct that integrates
different factors such as individual, technological, organizational, and social dimensions
into a single assessment logic.

3. The Comprehensive Privacy Awareness Framework (CPAF)

The above literature review reveals that, although existing scales, such as IUIPC and
OPLIS, and related studies offer multidimensional perspectives, they frequently conflate
distinct constructs, including privacy awareness, concern, and literacy, as discussed in the
literature [5,31]. Furthermore, they tend to overlook and underestimate certain important
factors or examine factors in isolation.

To address these research gaps, this study introduces the Comprehensive Privacy
Awareness Framework (CPAF). The CPAF is a novel, multidimensional framework de-
signed to understand and guide the assessment of individuals’ privacy awareness.

The framework aids in creating tools, such as questionnaires, to comprehensively and
accurately assess users’ privacy awareness by asking questions about what users know
(e.g., “Are you aware of the PDPL?”, “What security measures do you apply?”) rather than
only relying on what they fear (e.g., “I worry about data misuse”). This approach ensures
the identification of existing gaps in knowledge and behavior from different angles or
dimensions. The framework offers a clear starting point, making it easier to track changes
in awareness and provide evidence and recommendations.

This framework allows us to see privacy awareness as a multidimensional construct.
It was developed through a review of the literature and the identification of the most
frequently occurring important factors shaping individual privacy awareness and behavior.
The CPAF is grounded in the Antecedents, Privacy Concerns, and Outcomes (APCO) model
introduced by Smith et al. [53], which structures the relationships between causal factors,
privacy perceptions, and behavioral outcomes. The APCO model was selected as the core
theory using the IMPACT framework [54]. This approach ensures that the theory aligns
closely with the research objectives and explains privacy awareness in the simplest and
most effective way.

Within this framework, four main factors (individual, technological, organizational,
and social) are identified as antecedents. Together, these factors shape and build an
individual’s comprehensive privacy awareness, which then motivates behaviors that protect
privacy. This structure is complemented by two theories: the Theory of Planned Behavior
(TPB) [55], and Privacy Calculus Theory [56]. These theories aim to understand and predict
human behavior concerning privacy issues and actions.
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As shown in Figure 3, the framework categorizes these factors into four main cate-

gories: individual, organizational, technological, and social. These factors are classified

based on their nature and source of influence. This categorization ensures covering and

seeing privacy awareness from all angles without overlooking any factors that may affect

said awareness. Additionally, it allows researchers to customize and select appropriate

components based on their specific context or target population.

Organizational Factors

Understanding of Government

Privacy Regulation Understanding of Privacy Policies

Individual Factors Social Factors

User Experiences Trust in Organizations

General Knowledge and . i q
Media and Campaign Influence
Understanding of Privacy Prlvacy Awareness ' 1 Y
Understanding of the Risks and
5 ) Peer Influence
Benefits of Data Sharing
Understanding of Privacy Control Understanding and Implementation
and Settings of Security Measures

Technological Factors

Figure 3. The Comprehensive Privacy Awareness Framework (CPAF).

3.1. Individual Factors

One of the most important aspects that researchers consider when studying human

behavior is individual factors. These factors refer to the different personal characteristics,

experiences, and basic knowledge that shape an individual’s understanding, awareness,

and behavior regarding privacy [57]. This factor will cover three sub-factors:

User Experience: Positive and negative experiences directly shape and influence
an individuals’ awareness, opinions, and expectations regarding privacy. It can
be considered part of the Antecedents in the APCO model (previous experiences
contribute to privacy concerns) [37,40-42,49,58-61].

General Knowledge and Understanding of Privacy: User privacy awareness begins
with knowledge of general privacy concepts. A strong understanding enables individ-
uals to interact more carefully with online platforms [14,62].

Understanding of Risks and Benefits: Grounded in Privacy Calculus Theory, this
factor describes how individuals weigh the expected benefits against the risks before
disclosing their personal data. Research indicates that this awareness directly shapes
behavior, where users tend to share more when perceiving benefits and less when they
are aware of potential risks [14,56,63].

Based on the TPB theory, such factors are fundamental to how an individual perceives

privacy and decides to protect it [64].
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3.2. Technological Factors

According to [65,66], technology influences people’s understanding of privacy. Con-
sequently, studying and understanding technological aspects is essential. With the
widespread use of the Internet and the massive amount of data exchanged, it is impor-
tant to understand how we can control and protect our data. Therefore, two sub-factors
are covered:

¢ Understanding and Use of Personal Privacy Controls and Settings: Being aware of
available privacy options allows users to make better choices about how their data is
shared and used. Users with stronger privacy management skills are less likely to en-
gage in risky privacy behaviors [10,13,15,17,33,40,67,68]. Here, “awareness of personal
privacy controls” and “awareness and use of privacy settings” are combined into one
factor to link knowledge with practical application. This includes understanding their
function and knowing how to access and modify them.

*  Understanding and Implementation of Security Measures: Being aware of and ap-
plying security practices, such as using strong passwords and secure networks, is
essential in today’s digital life. The more security layers individuals apply, the harder
it is for attackers to breach their data [45,67].

Based on the TPB theory, such factors may show an individual’s ability and confidence
when protecting their privacy using the available tools [69].

3.3. Organizational Factors

The awareness of the regulations and policies that are implemented and operated by
organizations that deal with individuals” data is critical. According to the APCO model [61],
a lack of awareness about these practices, especially when data is used without the users’
knowledge, increases their concerns. Therefore, this factor will cover two sub-factors:

*  Understanding of Government Privacy Regulations: Awareness of government data
privacy laws (e.g., Saudi Arabia’s PDPL) helps individuals understand their rights
and request access, correct, or object to data processing [10,12,40—-42,70].

e Understanding of Privacy Policies: Awareness and understanding of privacy policies
enable individuals to make informed decisions regarding data sharing. These policies
outline how personal data is collected, used, and stored by organizations [8,10,29,38].

While some studies treat the above aspects as one, it’s important to distinguish between
them. Government regulations (e.g., GDPR, PDPL) set the overall legal framework, while
privacy policies serve as tools for organizations to document compliance and inform
individuals about their data practices.

3.4. Social Factors

In the previous factors, the focus was primarily on the individual. However, it is also
important to consider the broader context by examining the community surrounding the
individual. People often follow the behavior of those around them, especially close contacts
such as family and friends. Therefore, three sub-factors are covered:

*  Peer Influence: Privacy-related behaviors can spread between individuals within a
social network. Individuals are often influenced by their peers to determine what
is considered normal or acceptable behavior. Based on the TPB theory, this may
represent the “subjective norm,” meaning what an individual perceives as acceptable
or expected from others regarding privacy [64].

*  Media and Campaign Influence: Media and campaigns related to privacy issues can
significantly impact public knowledge and behavior. Further investigation is needed
to explain how they contribute to raising the awareness of individual privacy [71,72].
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¢  Trust in Organizations and Platforms: User trust in organizations and platforms
plays a critical role in privacy-related behavior. It affects their willingness to share
their data. Higher trust leads to more data disclosure, and a lack of trust will cause
hesitation [15,18,61,63,69].

Although the effect of friends and community on an individuals” comprehensive
privacy awareness has not been widely studied in the field of privacy awareness, it plays a
significant role in shaping it [61,64,73].

3.5. Framework Contribution and Comparative Analysis

As illustrated in Figure 4 and Table 1, the CPAF integrates these factors to define and
assess privacy awareness comprehensively. By combining these key factors into a unified
structure, the framework overcomes the limitations of previous studies that often examined
these aspects in isolation.

Knowledge and Understanding of : Affected by :
General Concepts of Privacy User Experiences
Risks and Benefits of Data Sharing Trust in Organizations
Privacy Awareness
Government Privacy Regulation Media and Campaign Influence
Privacy Policies Peer Influence

Applying and Using of :
Privacy Control and Settings

Security Measures

Individual Factors Technological Factors Organizational Factors Social Factors
Figure 4. Components of Privacy Awareness According to the CPAF Framework.

Table 1. Summary of Factor Definitions.

Factors

Sub-Factors Definition

Individual Factors

User Experience; General Knowledge; Risk-Benefit Individual’s personal knowledge, experiences re-
Understanding garding privacy

Technological Factors

Privacy Controls & Settings; Security Measures Individual’s knowledge of and capability to use

available privacy and security tools

Organizational Factors =~ Government Regulations; Privacy Policies Individual’s understanding of legal rights and pri-
vacy policy
Social Factors Peer Influence; Media Influence; Trust Influence of the social environment.

Although the CPAF framework is based on the dimensions derived from existing
measurement tools such as CFIP [32], IUIPC [33], and OPLIS [35], it reframes them within
a more comprehensive perspective. It utilizes concepts such as data collection mechanisms,
control, and legal knowledge, and integrates them into a comprehensive framework that
aims to understand privacy awareness from all angles, rather than from a single perspective
(Table 2).
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Table 2. Comparison of CPAF and Established Privacy Scales.

Feature CFIP (1996) [32] IUIPC (2004) [33] OPLIS (2015) [35] CPAF
Type Measurement scale Measurement scale Measurement scale Conceptual framework
Output Numerical score Numerical score Numerical score Structured understanding

Primary Focus

Privacy concerns

Online privacy concerns

Privacy literacy

Comprehensive awareness

Main Dimensions

4 dimensions

3 dimensions

5 dimensions

4 main factors (10 sub-factors)

Core Coverage

Unauthorized access,
errors, secondary use,
collection

Collection, control,
awareness of practices

Technical /legal knowl-
edge, strategies, data
protection

Individual, technological, or-
ganizational, social factors

Social Factors Not included Not included Not included Included
Regulatory Not addressed Limited General legal knowl- Distinguished (regulations vs.
Awareness edge policies)

The CPAF distinguishes itself through three key features. Unlike previous studies,
which have mostly focused on individual concerns or technical practices, the CPAF inte-
grates social factors. Although the literature acknowledges the importance of these factors,
they remain neglected in existing frameworks [61,64]. Additionally, the framework clearly
differentiates between government regulations (e.g., PDPL, GDPR) and privacy policies.
This separation allows for a better understanding of how these factors independently
influence privacy awareness. Importantly, the CPAF is designed with the flexibility to suit
different domains and contexts. It is adaptable to the continuous developments in digital
tools, to updates in regulations and data protection laws, and to the changing expectations
and values of society. This enables researchers and policymakers to apply it to different
cultural, regulatory, and technological environments.

4. Methodology

This study employs a quantitative research design to empirically validate the proposed
framework (CPAF) through a questionnaire. Specifically, the study selects the Saudi
e-commerce sector as the empirical context to demonstrate the framework’s practical
application and effectiveness. As discussed earlier, this context was chosen due to the
rapid and remarkable growth of the e-commerce sector in the Kingdom, in addition to
the limited comprehensive research available on user privacy awareness in this field.
Consequently, applying the CPAF offers an in-depth assessment of privacy awareness gaps
among Saudi users.

4.1. Questionnaire Design and Validation

The questionnaire was developed based on the CPAF and included multiple items de-
signed to cover each of the framework’s factors (Individual, Technological, Organizational,
and Social). Direct, scenario-based, and indirect questions were used. All questions were
written in simple and clear Arabic, avoiding complex technical terms.

To ensure validity, the questionnaire items were evaluated by consulting experts
and target participants. Initially, experts in statistics, security, privacy, and the Arabic
language reviewed the questionnaire. Participants from the target population, representing
different regions in Saudi Arabia, as well as a range of genders, education levels, and ages,
provided their feedback. As a result, the questionnaire was refined to include 44 questions.
The final version of the study questionnaire is provided in the Supplementary Materials
(Questionnaire S1).

https:/ /doi.org/10.3390/jtaer21020050


https://doi.org/10.3390/jtaer21020050

J. Theor. Appl. Electron. Commer. Res. 2026, 21, 50 11 of 29

4.2. Data Collection

The questionnaire was reviewed by the Deanship of Graduate Studies at King Abdu-
laziz University. Following this review and approval, the questionnaire, designed using
Microsoft Forms, was distributed through email and on social media platforms. The data
collection process lasted for 40 days. Non-Saudi participants and those who did not use
e-commerce platforms or did not agree to participate in the study were excluded, resulting
in a final sample of 400 participants. This size is sufficient and statistically representative as
it exceeds the minimum threshold set by Cochran’s equation for large populations, which
states that a sample of 384 participants is sufficient to achieve a 95% confidence level with a
5% margin of error [74].

5. Results and Discussion
5.1. Demographic Data

The demographic characteristics of the participants showed a balanced gender distri-
bution, with 51.50% males and 48.50% females (Figure 5a). The majority of the participants
were in the 25-34 age group (49.25%) (Figure 5b). In terms of educational level, most partic-
ipants were highly educated, with 53.50% holding a bachelor’s degree and 95 participants
holding a postgraduate degree (Figure 5c). Finally, the Riyadh and Makkah regions had
the highest representation, with 43.25% and 29.25%, respectively (Figure 5d).
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Figure 5. Demographic Distribution Overview (N = 400).

5.2. Structural Validation of the CPAF Framework

To ensure the integrity of the proposed framework, we used PLS-SEM with SmartPLS
version 4. This analysis validates that the four factors of the CPAF (Individual, Techno-
logical, Organizational, and Social) are statistically associated and together represent a
multidimensional structure.

As displayed in Table 3, the CPAF factors exhibit acceptable to strong outer loadings,
ranging from 0.651 to 0.849. These loadings, along with the significant path coefficients
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(p < 0.001), validate that each factor makes a meaningful contribution to the overall assess-
ment of privacy awareness. The VIF test showed values between 1.270 and 1.992. Since
these numbers are much lower than the suggested limit of 5.0, it confirms that the factors
are sufficiently distinct [75].

Table 3. Factor Loading, Weights, and VIF Values of the CPAF Framework.

Construct Factor Outer Loadings Outer Weights VIF
Privacy Awareness Individual 0.725 0.339 1.555
Organizational 0.651 0.339 1.270
Social 0.729 0.339 1.349
Technological 0.849 0.339 1.992
Note: Statistical significance for all weights and loadings is p < 0.001 based on 5000 bootstrap samples, as
recommended by [75].

As illustrated in Figure 6, the path coefficients (8) from the four factors to privacy
awareness were approximately equal and highly significant (8 ~ 0.339, p < 0.001), which
indicates a balanced contribution from each factor. The model achieved an R? value of 1.000,
which is an expected result since the privacy awareness is defined using the four main
factors; this R? value reflects a structural property of the formative two-stage PLS-SEM
model rather than predictive power [75].

Organizational Factors

1.000

Organizatipnal Factor

0339

1.000
Individual Factors ——1.000 0. @ 0. 1.000—— Social Factors

Individual Factor Privacy Awareness Social Factor

0.339

Technological Factor

1.000

Technological Factors

Figure 6. The CPAF Model with Path Coefficients.

5.3. Individual Factors

Starting with individual factors, it was found that 46 participants (11.50%) reported
experiencing an online privacy violation (Figure 7). Notably, the chi-square test showed
there to be a statistically significant relationship between experiencing a privacy violation
and changing privacy settings (x> = 11.44, p = 0.001). Participants who experienced a
privacy violation were significantly more likely to adjust their privacy settings than those
who had not. Specifically, 47.83% of participants who experienced a breach changed their
settings, compared to only 24.29% of those who did not experience a breach. However, the
analysis revealed no statistically significant association between experiencing a privacy
violation and key factors such as knowledge of how online stores collect data (x> = 3.32,
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p = 0.068), or reading privacy policies before providing personal information (x> = 1.21,
p = 0.270).

Yes

11.50%

88.50%

No

Figure 7. Experience of Privacy Violations Among Participants.

These findings are in line with those found in a study conducted in Croatia [49], where
researchers found that previous negative experiences did not affect the level of interest and
behaviors toward privacy protection. In contrast, another study observed that participants
significantly changed their behaviors after experiencing privacy violations, and they began
to read privacy policies more frequently [60]. These contrasting findings highlight the need
for further research on the relationship between negative experiences, privacy awareness,
and behavior.

Focusing on the basic concepts related to privacy, the majority of participants showed
awareness of its meaning, and 90.25% strongly agreed on its importance (Mean = 1.13,
Median = 1.00, Std = 0.45). However, when measuring the participants’ awareness
of data collection, 70.25% did not know how online stores collect and use their data
(Figure 8 and Table 4). This observation confirms the findings reported in the literature
across multiple domains [76]. This gap is concerning in today’s digital environment. Data
collection has become a common practice and is often done without obtaining direct
approval from users [77]. This highlights the urgent need to improve individuals’ under-
standing of privacy concepts and data collection methods to help them make informed
decisions regarding their personal data.

No
70.25%

29.75%
Yes

Figure 8. Percentage of Participants Aware of Data Collection Methods.
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Table 4. Perceived Data Collection Methods Among Aware Participants (N = 119).

Method of Data Collection Percent of Cases
Through purchases and payment information 69.75
Through tracking activity on websites and apps 75.63
Through cookies and other tracking technologies 69.75
Through social media account information (if linked) 54.62
Through voluntarily provided information (e.g., surveys) 41.18
Through purchasing information from third parties 36.97

When it comes to personal data, most of the participants were primarily concerned
about sharing their national identity and bank card information (Table 5). This is consistent
with what Nigerian shoppers thought in a 2017 study [50]. The majority of shoppers from
both countries were concerned about sharing credit card data. Interestingly, it was also
noted that their home address was one of the personal details that half of the Nigerian
and Saudi participants did not prefer to share. This similarity reflects the shared concern
between the two groups regarding the sensitivity of their home address and credit card
information. Another interesting observation is that Saudi users expressed concern over
sharing personal photos, with 335 respondents selecting the data as sensitive, while only
15.42% of the 220 Nigerian participants did the same.

Table 5. Participants’ Perceptions of Sensitive Personal Information Types.

Category Percent of Cases
Name 46.50
Identity Information 93.50
Email Address 51.00
Phone Number 54.00
Home Address 56.50
Bank Account and Card Numbers 89.75
License, Records, Personal Property Numbers 82.25
Personal Photos (Static and Motion) 83.75

By focusing more on the idea of balancing the benefits and risks of e-commerce, it
is evident from Table 6 that product prices are the most significant factor influencing the
choice of online stores for the majority of participants, followed by website security and a
clear privacy policy. This information indicates that users prioritize competitive prices and
recognize the importance of robust security and privacy policies. These findings align with
a previous study conducted during the COVID-19 pandemic [78], which also highlighted
the importance of product-related factors for Saudi users, such as product variety or price.

Table 6. Mean Ranks of Factors Influencing Online Shopping Decisions.

Option Mean Rank
Product prices 2.29
Website security 2.79
Clarity of the company’s privacy policies 2.92
Available payment options 3.70
Customer reviews and ratings 3.75
Website design 5.56
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5.4. Technical Factors

From a technical perspective, while most participants recognized the importance
of accessing and managing their personal data (Mean = 1.55, Median = 1.00, Std = 0.83),
73.00% had not recently updated their privacy settings, as illustrated in Figure 9b. In-
terestingly, a statistically significant relationship between updating privacy settings and
not taking any security measures was confirmed using the chi-square test (x> = 13.13,
p < 0.001). The results suggest that individuals who do not update their privacy settings are
significantly more likely to take no security measures when shopping online. Specifically,
26.03% of those who did not change their settings reported taking no security measures
compared to only 9.26% of those who updated their privacy settings.

248

Frequency
z
o

301 73.00%
102

27.00%

A3
s p O T e

0
& R

(a) (b)

Figure 9. The Right to Access and Control Personal Data. (a) Agreement on the Right to Access,
Control, and Correct Personal Data Held by Online Stores. (b) Changing Privacy Settings at Online
Stores Recently.

Additionally, the findings showed that the main obstacles to changing these settings
are their complexity and difficulty in understanding them. Specifically, 74.44% of the
participants reported difficulty understanding the settings, and 69.26% found the process
to be too complex or time-consuming. This observation aligns with the existing literature
across multiple domains. Many users struggle with the complexity and inaccessibility of
privacy settings [79]. Some researchers have suggested that the difficulty of using these
settings is due to their poor design. It has been argued that presenting many options and
settings in a single table may overwhelm users with a large amount of information to
process [80]. This highlights the need for website and app designers across different sectors
to simplify interfaces and privacy settings to encourage users to take more steps to protect
their data.

Focusing on security measures, as can be seen in Table 7, 70.75% (283) of participants
avoided opening unknown links or attachments, and 69.25% (277) avoided saving pay-
ment information. This result indicates a significant awareness of basic security practices.
However, the use of advanced technologies, such as virtual private networks (VPNs) and
two-factor authentication is still low. This finding suggests the need to raise awareness
of the importance of these advanced measures to protect personal data. Compared to the
study that focused on Nigerian shoppers [50], users from both countries agree on using
specific security measures, such as deleting cookies and using antivirus software. How-
ever, it is worth noting that only 21.50% (89) of participants in this study report taking no
security measures, unlike the Nigerian study, where 64.65% of participants (approximately
142 participants) admitted to not knowing or taking any security measures, although the
number of participants in that study was 220 in total.

https://doi.org/10.3390/jtaer21020050


https://doi.org/10.3390/jtaer21020050

J. Theor. Appl. Electron. Commer. Res. 2026, 21, 50 16 of 29

Table 7. Security Measures Taken by Participants.

Security Measure Percent of Cases
No Action Taken 21.50
Clear Browsing History and Cookies 54.00
Use Strong Passwords and Change Them Regularly 64.25
Change Default Settings 40.75
Avoid Using Unsecured Public Wi-Fi 67.25
Use Incognito Browser 39.50
Use VPN 33.25
Use Two-Factor Authentication 46.75
Avoid Saving Payment Information 69.25
Use Antivirus Software 40.50
Block Pop-Ups 53.75
Backup Data 37.50
Verify No Sharing of Personal Data with Third Parties 57.75
Avoid Opening Unknown Links or Attachments 70.75
Check App Permissions 50.00
Use Regularly Updated Software 49.00
Avoid Installing Apps from Unknown Sources 67.75

By focusing on one of the most essential technologies for protecting information online,
especially during online shopping, our study showed that participants differ in how they
understand Secure Sockets Layer (SSL) certificates (and the padlock symbol that often
represents them) (Figure 10). Although 45.50% of the participants never check for an
SSL certificate before entering their personal information (Figure 10a), 45.25% consider its
absence to be a critical factor in purchase decisions (Figure 10b). This finding highlights the
lack of awareness of the importance of this fundamental technology. This lack of under-
standing is supported by a previous study [81], which found that users often misinterpret
the padlock icon, and some even avoid transactions when it’s absent. Interestingly, our
study also found a correlation between SSL verification and other factors that influence
online purchase decisions. A positive correlation was observed between SSL verification
and website security (0 = 0.23, p < 0.001). This result suggests that users who verify SSL
prioritize website security when choosing shopping sites.

Yes

182

45.25%

Frequency

75

53 50
40 54.75%

Always Often Sometimes Rarely Never
Checking for SSL Certificate

(a) (b)

Figure 10. Impact of SSL Certificate Presence on Consumer Behavior During Online Shopping.
(a) Frequency of Checking for SSL Certificate Before Providing Personal Information. (b) Influence of
the Absence of an SSL Certificate on Participants” Purchasing Decisions.
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5.5. Organizational Factors

This study found there to be a positive and strong correlation between knowledge of
the Personal Data Protection Law (PDPL) and awareness of the Ministry of Commerce’s
regulations (p = 0.79, p < 0.001). This strong correlation indicates that individuals who
are familiar with one set of regulations are likely to be knowledgeable about the other.
However, as can be seen in Figure 11, 54.00% of participants reported being unaware of the
Personal Data Protection Law in Saudi Arabia, and 43.75% were unaware of the Ministry of
Commerce’s regulations. This observation aligns with the findings of [37], which identified
a similar lack of awareness of privacy laws among participants in China.

200
216
175 7S
200
150
150 125
3 3
e e
5] 5]
z 2100
o o
= 100 * ”
75 71
69
57 50
50 35 42
30 28 25
0
Excellent Good Average Low No Knowledge Excellent Good Average Low No Knowledge
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(a) (b)

Figure 11. Participant Awareness of Privacy Laws and E-Commerce Regulations. (a) Awareness of
the Personal Data Protection Law (PDPL). (b) Awareness of Saudi E-Commerce Regulations.

Interestingly, the results revealed a statistically significant association between the
awareness of privacy regulations (PDPL and Ministry of Commerce’s regulations) and
the likelihood of reporting uncertainty about what actions to take during a data breach
(x* ranging from 22.96 to 23.14, p ranging from 0.23 to 0.24, p < 0.001). Participants with
lower awareness were more likely to report not knowing what actions to take when faced
with a potential data breach. This finding highlights the critical role of awareness in
empowering individuals to take appropriate actions during such events.

When it comes to privacy policies, 68.00% of our participants reported not reading
privacy policies before submitting their personal information (Figure 12a). These results
are similar to many other studies in different fields. A study in China found that few
participants read privacy policies [37]. Similarly, studies in Croatia, Indonesia, and Pakistan
revealed that the majority of their participants do not read policies due to their length
and complexity [17,49,82]. This finding confirms that many users often do not read privacy
policies when engaging in e-commerce, perhaps due to their length and the complex
technical terms used. Yet, individuals in our study showed a willingness to read policies if
there are clear summaries, as illustrated in Figure 12b. This finding highlights the need to
simplify privacy policies for better readability and understanding.

5.6. Social Factors

Focusing on the social factors and the environment surrounding the participants, it
was observed that the level of trust users have in the ability of online stores to protect their
personal data is generally low (Figure 13a). Only 35.50% have moderate trust, and 34.00%
have no trust at all. This suggests that users have doubts and concerns about the security
of their data when dealing with online stores. Additionally, the results reveal a strong and
highly significant correlation between the level of trust in e-commerce stores’ ability to
protect personal data and the belief that trust influences the willingness to share personal
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information (0 = 0.56, x> = 187.86, p < 0.001). In simple terms, the higher the trust users
have in online stores, the more likely they are to believe that this trust influences their
decision to share personal information. This finding is in line with research suggesting that
trust significantly influences an individuals” willingness to disclose personal information
online [18,83].

No

39.25%

No
68.00%

32.00%

Yes

60.75%

Yes

(a) (b)

Figure 12. Awareness and Reading of Privacy Policies. (a) Reading Privacy Policies Before Submitting
Personal Information. (b) Would Clear Summaries Encourage Reading Privacy Policies?
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Figure 13. Trust in Online Platforms. (a) Participants” Trust in Online Stores” Ability to Protect Their
Personal Data. (b) Impact of Trust on Willingness to Share Personal Information.

When it comes to following the news and the impact of campaigns, Figure 14a shows
that the majority of participants do not follow news related to data breaches. Meanwhile,
government campaigns related to security and privacy influenced 56.50% of the participants
(Figure 14b). As shown in Table 8, the results of the chi-square test showed statistically
significant values (p < 0.001) between being influenced by government campaigns and
awareness of privacy concepts, changing privacy settings, and reading privacy policies.
This means that individuals who reported that government campaigns influenced their
interactions with online stores were more familiar with the concept of “privacy” and were
more likely to change their privacy settings in online stores and even read privacy policies
before providing personal information.
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Figure 14. Following News and Government Campaigns Impact. (a) Participants’ Interest in Follow-
ing News About Data Breaches or Privacy Issues. (b) Impact of Government Campaigns on Users’
Behavior Toward E-Commerce Security and Privacy.

Table 8. Relationship Between Government Campaigns and Behavioral Changes Due to Negative
Experiences with Key Factors.

Factor Government Campaigns Behavioral Changes

Yes No x2 p-Value Yes No x> p-Value

Awareness of Privacy Concept 183 51  108.08 <0.001 188 46 12039 <0.001
Change Privacy Settings 87 21 3483 <0001 9 18 4040 <0.001
Read Privacy Policies 109 19 6289 <0.001 111 17 6576  <0.001

Note: x? = Pearson Chi-Square. Significant at p < 0.05.

These findings confirm that campaigns focused on privacy and security can contribute
to enhancing an individuals’ understanding of privacy issues and improving their security
behaviors. This is consistent with previous studies [71,72], which have shown that such
awareness campaigns can influence user behavior and serve as important wake-up calls.
Therefore, it is recommended to enhance security campaigns and encourage companies to
implement more effective security campaigns. Future campaigns should focus on providing
clear information about the practical steps that individuals can take to protect themselves.

Focusing on social relationships, the results in Figure 15a showed that 75.75% of
participants discussed their privacy concerns with their peers. In addition, 57.50% re-
ported changing their behaviors in response to negative experiences shared by said peers
(Figure 15b). This confirms that social relationships influence an individuals” behavior to-
ward privacy and security. This pronounced social influence reflects the cultural specificity
of Saudi society, which is characterized by its deeply interconnected nature [84]. This shows
that practices related to privacy and digital security in Saudi Arabia are the result of social
interaction and shared values, rather than just technical decisions made in isolation from
the surrounding environment.

As shown in Table 8, the chi-square results revealed statistically significant values
between changing behaviors based on negative experiences shared by peers and adopting
security measures. For example, individuals who changed their behaviors after hearing
negative experiences from their peers were more likely to change their privacy settings
(p <0.001), and even read privacy policies (p < 0.001). These findings suggest that negative
experiences shared by peers can significantly influence individuals to adopt more secure
online behaviors.
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Figure 15. Influence of Relatives and Friends on Privacy Behavior. (a) Discussion of Privacy Concerns
with Relatives and Friends. (b) Changes in Privacy Behavior After Hearing Negative Experiences
from Relatives.

The results show that the majority of respondents (75.44%) rely on ratings and reviews
to check the security of an online store before using it, even if it is recommended by a friend.
This is followed by reviewing the app’s permissions and privacy policy (58.15%). Although
most participants reported that they do not read privacy news, 54.89% indicated here that
they follow online reports or articles about recommended app security.

5.7. Investigating the Relationship Between Demographic Characteristics and Privacy Awareness

Previous research has revealed conflicting results on how demographic characteristics
influence privacy awareness and concerns [17,39,49]. To address this gap, this section
examines the impact of key demographic characteristics on privacy awareness, such as age,
gender, and education. However, the unequal distribution of participants across cities, as
shown in Figure 5d, led us to exclude the city from our analysis.

Based on the findings in Table 9, it is evident that demographic factors like gender,
education, and age influence privacy awareness and behavior among individuals [17,39].
The results show that females are more aware of privacy concepts and read privacy policies.
Meanwhile, males tend to take more security measures to protect themselves, such as
using strong passwords, avoiding public Wi-Fi networks, and using antivirus software, in
addition to being more aware of data protection laws and regulations.

Regarding education, individuals with higher education show greater awareness of
privacy and more careful behavior, and they are more influenced by government campaigns
and news related to data breaches.

When it comes to age, the 25-34 age group is considered to be the most aware and
concerned with many factors, such as reading privacy policies, taking technical measures
to protect themselves, being influenced by awareness campaigns, and discussing privacy
issues with family and friends. The results show that the 18-24 age group is the most
interested in following news related to data breaches.
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Table 9. The Relationship between Demographic Characteristics and Privacy Awareness.

Factor Description Gender Education Age
Test  x%Z p Conclusion Test x2%/H p Conclusion Test x2%/H p Conclusion
Individual Awareness of privacy X2 6436 <0001 | cmalesmore x> 5444 <goo1 [ligheredumore 2 5219 <0001 ABe234
aware aware more aware
concept
Experienced violation X2 071 0399 No diff. x> 1989  <0.001 ggﬁgfed“ X2 276 0431  No diff.
Data collection aware. x> 8.45 0.004 Females more x> 2345  <0.001 Higher edu x> 16.83 0.001 Age 25-34
aware more aware more aware
Website security M-W  —272 0006 Viales more KW 224 0525 Nodiff KW 1120 0011 2> otmore
concern concern
Policy clarity M-W  —819 <0001 Femalesconcern ~ K-W 6403 <0001 LLsheredu KW 4124 <0001 2> o4more
concern concern
Technical Changed settings X2 3333 <0001 Lemalesmore x> 979 0020 lligheredu x> 2049 <0001 ~8e25-34
aware more aware more aware
2 2 Higher edu 2
Other measures X Range <0.05 Males more aware Range <0.05 X Range <0.05 25-34 more aware
more aware
L Higher edu
Organizational Awareness of PDPL M-W  —424 <0.001 Males moreaware K-W 9.29 0.026 More aware K-w 1121 0.011  25-34 more aware
Ministry regulations M-W 546 <0.001 Malesmoreaware K-W 549 0.140 No diff. K-W 1329 0.004 25-34 more aware
Reading policies X 3847 <0001 emalesmore X2 381 0283 Nodiff X 2195 <0001 ~8e234
aware more aware
. . . Higher edu
Social Trust in online stores M-W -774 <0.001 Males more trust K-W 3379 <0.001 more trust K-W 8659 <0.001 25-34more trust
Follow privacy news X2 27.86  <0.001 Eg‘;‘?les follow x> 1930 <0.001 Higheredufollow x2 2869 <0.001 18-24 follow news
Campaigns behavior 2 8390 <0.001 Females moreinfl. )2 4279  <0.001 ihgher edu more 2 4564 <0.001 25-34 more infl.
Discuss concerns 2 1219  <0.001 Males discuss more 2 7.59 0.055  No diff. 2 15.89 0.001  25-34 discuss more
Relatives’ exp. 2 80.92 <0.001 Femalesmoreinfl. x?> 4438  <0.001 Eﬁe‘iﬁdu 2 3545 <0.001 25-34 more infl.

Note: x? = Pearson Chi-Square; M-W = Mann-Whitney U test (Z value); K-W = Kruskal-Wallis test (H value). p < 0.05 is significant; “No diff.” = No significant difference.
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5.8. Key Findings

In summary, the results of this study confirm that privacy awareness is not a simple
concept but a complex and multidimensional construct. As demonstrated through the
CPAF framework, the individual, technical, organizational, and social factors are associated.
Therefore, a user’s overall privacy awareness cannot be represented by a single and unified
degree that is simply “high” or “low”. As shown in Table 10, an individual may show a
high level of awareness in one factor (e.g., prioritizing website security as an important
factor when choosing online stores) while simultaneously showing a low level in another
(e.g., alack of awareness of data collection practices). Similarly, a user might apply basic
security awareness (e.g., avoiding unknown links) yet fail in another technological aspect
(e.g., not updating privacy settings as reported by 73.00% of users). This study confirms
that awareness and knowledge of one factor are significantly associated with other factors.

Figure 16 presents the characteristics of Saudi e-commerce users and summarizes their
level of awareness across the factors. Despite the demographic differences, there are gaps
remaining in the Saudi users’ awareness of privacy. There are gaps in their understanding
of data collection and security practices, as well as limited awareness of privacy regulations
and policies. Furthermore, despite personal and social influences, users still need simpler
education, tools, and solutions to deal with the current digital privacy challenges and
increased awareness to overcome these gaps.

Organizational Factors

Individual Factors

Negative experiences may motivate

them to act

Lack of understanding of some of
the concepts surrounding privacy

Lack of awareness of government
privacy regulation

Lack of awareness of privacy policy

Social Factors

Low confidence reduces their
willingness to share data

Influenced by government campaigns

Consider both benefits and risks of
online shopping

Influenced by the experiences of
peers

Saudi E-commerce User

Lack of awareness and use of
advanced security measures

Don't change privacy settings due to
their complexity

Technological Factors

Figure 16. Characteristics of Saudi E-commerce Users Regarding Privacy Awareness Based on the
CPAF Framework.

5.9. Targeted Recommendations

Based on the research findings, practical recommendations have been proposed and
summarized in Table 11 to improve online privacy and security awareness. While these
recommendations were developed in response to the specific challenges and needs we
identified in our study among Saudi users (such as awareness of the PDPL), they are
designed to be globally applicable (such as simplifying privacy policies and launching
awareness campaigns).
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Table 10. Summary of Key Study Findings.

Framework Factor

Key Finding

Statistical Evidence

Discussion

Individual Factors

11.50% experienced a privacy violation. Here, privacy
violation experience affects setting changes but not
knowledge of data collection or policy reading.

p = 0.001 (settings), p = 0.068 (collection knowl-
edge), p = 0.270 (policy reading).

Negative experiences drive action, but do not automat-
ically enhance knowledge or policy engagement.

Basic awareness of privacy exists, but low awareness
of data collection practices.

70.25% unaware of data collection.

This indicates a significant gap in understanding online
data collection methods.

Prioritize price, security, and clear privacy policies.

Product prices are rated the highest, followed by
website security and privacy policy (as prioritized
by participants).

Consumers perform a privacy calculus, balancing per-
ceived benefits with potential risks.

Technological Factors

Most users had not recently updated their privacy set-
tings, due to the complexity and difficulty in under-
standing them.

73.00% did not update settings, p < 0.001 with poor
practices.

Strong correlation between not updating settings and
poor security practices.

Users show some basic security awareness, but often
do not use advanced tools or understand key features
like SSL certificates.

283 avoided unknown links, 277 avoided saving
info, low VPN/2FA use, 45.50% ignore SSL, 45.25%
see it as critical.

Basic security awareness is present, but advanced mea-
sures are not widely adopted.

Organizational Factors

Low regulatory awareness.

54.00% unaware of PDPL, 43.75% unaware of Min-
istry of Commerce (MoC) regulations.

This indicates a significant gap in user knowledge re-
garding data protection regulations and their rights.

Users generally neglect privacy policies, but are willing
to read them if clear summaries are provided.

68.00% do not read privacy policies, 60.75% willing
to read them if summaries.

User engagement with privacy policies is low, but is
influenced by policy summaries and awareness of rele-
vant regulations.

Social Factors

Social relationships affect users’ privacy and security
behavior. Many participants discuss privacy with
peers and adjust their actions based on others’ experi-
ences, particularly negative ones.

75.75% discuss, 57.50% change behavior, p < 0.001
with measures and policy reading.

Peer experiences promote awareness and encourage
security practices.

While campaigns positively influence behavior, most
users do not actively follow news about breaches.

56.50% influenced by campaigns, p < 0.001 with
awareness of privacy concepts and behavior.

This indicates a significant gap in users” ongoing aware-
ness of privacy threats.

Low organizational trust.

35.50% moderate trust, 34.00% no trust, p < 0.001
with willingness to share info.

Trust impacts privacy behavior and willingness to
share data in e-commerce.
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Table 11. Summary of Targeted Recommendations.

Category

Recommendation

Statistical Evidence

Justifications

Further Research

Explore how negative online ex-
periences truly affect what users
know and do about privacy.

Violation experience affects set-
ting changes (p = 0.001) but not
policy reading (p = 0.270) or col-
lection knowledge (p = 0.068).

Our study found that bad experi-
ences make users change settings,
but do not always lead to more pri-
vacy knowledge or policy reading.

Education & Cam-
paigns

Launch future targeted campaigns
and programs to increase under-
standing of privacy basics, data col-
lection practices, advanced secu-
rity mechanisms (like VPNs, 2FA),
key security technologies (like SSL
certificates), and relevant govern-
ment privacy laws (like PDPL) and
Ministry of Commerce regulations.
These campaigns should focus on
providing clear, specific guidance
on practical steps individuals can
take to protect themselves.

70.25% unaware of data collec-
tion; 54.00% unaware of PDPL;
43.75% unaware of MoC regula-
tions; 56.50% influenced by cam-

paigns.

Our study showed that many par-
ticipants were affected by the cur-
rent government campaigns. These
campaigns had a strong positive
impact on the adoption of several
security practices.

Social Influence

Using social media and peer influ-
ence to spread privacy awareness
and promote safer online practices.

75.75% discuss privacy with
peers; 57.50% change behavior
after hearing peers’ negative on-
line experiences.

Our study showed that many par-
ticipants were strongly influenced
by their peers’ negative online
experiences. These experiences
prompted them to adopt better pri-
vacy and security practices.

Simplified Design

Prioritize simplifying website and
app designs, particularly their pri-
vacy settings. Encourage com-
panies to develop privacy poli-
cies that include clear, easy-to-read
summaries to improve readability
and comprehension.

73.00% did not update settings
due to complexity; 60.75% will-
ing to read summaries of poli-
cies.

Our study showed that a signif-
icant number of participants are
prevented from updating their pri-
vacy settings by the complexity
and difficulty of understanding
them. Most users do not read pri-
vacy policies, but they are willing
to read them if they are presented
in a summarized form.

6. Conclusions

This study has introduced the Comprehensive Privacy Awareness Framework (CPAF),
a novel and adaptable framework suitable for different global contexts. This framework
includes several factors surrounding privacy awareness, which make it a valuable tool
for researchers in multiple fields. Researchers can effectively customize it to meet the
unique needs of different populations, whether in e-commerce, social media, or other fields.
For instance, researchers can modify the organizational and regulatory factors to reflect
their local laws, such as the General Data Protection Regulation (GDPR) in Europe or the
Personal Data Protection Law (PDPL) in Saudi Arabia. Similarly, social factors, which
include peer influence and media campaigns, can be modified based on the cultural context.
Additionally, technological factors can be adjusted to reflect the level of technological
evolution in the region under study. This flexibility makes the framework effective for
studying privacy awareness in various contexts.

This study applied and empirically validated the framework by investigating privacy
awareness among Saudi e-commerce users. To the best of the authors’ knowledge, this
represents one of the first studies to investigate privacy awareness in the Saudi e-commerce
context using a multi-dimensional framework. The results highlight significant gaps in
Saudi users’” knowledge and behavior, especially regarding data collection practices, privacy
policy engagement, and the adoption of advanced security measures. Furthermore, the
study confirmed the nature of privacy awareness as a multifaceted construct. It goes beyond
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a simple theoretical concept to become an integrated system of knowledge, practices, and
skills. Finally, based on our findings, we have offered practical recommendations to
enhance online privacy and security awareness. By implementing these recommendations,
e-commerce practitioners and policymakers can improve privacy awareness and promote
safer online behaviors in the Saudi e-commerce sector and globally. The CPAF provides
a universal tool for policymakers to identify specific privacy gaps and develop targeted,
evidence-based strategies for safer digital environments.

Despite these contributions, certain methodological limitations should be considered.
First, the use of non-probability sampling through digital channels (email and social media)
may introduce a sample or systematic bias toward digitally active users. However, this
approach may be justified as the study specifically targets e-commerce users who are
naturally active in digital environments. Second, the voluntary nature of participation may
create the possibility of self-selection bias. However, the study attempted to limit these
effects by using filtering questions at the beginning of the questionnaire to ensure that it
targeted actual e-commerce users in Saudi Arabia. In addition, as with most survey-based
studies, although the instrument included some objective questions, it partially relied
on self-reported data, which may introduce social desirability bias, whereby participants
may overestimate their behaviors. This bias appears to be limited in the current study
as substantial proportions of participants reported low awareness and limited protective
behaviors, suggesting that they responded honestly rather than overstating their awareness
or actions. Future studies should adopt probability sampling methods and expand data
collection channels to include non-digital means.
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