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Abstract: The rising complexity of financial fraud in highly digitalized regions such as
the Gulf Cooperation Council (GCC) poses challenging issues owing to class imbalance,
adversarial attacks, concept drift, and explainability requirements. This paper suggests
a hybrid machine-learning framework (HMLF) that incorporates SMOTEBoost and cost-
sensitive learning to address imbalances, adversarial training and FraudGAN to ensure
robustness, DDM and ADWIN to achieve adaptive learning, and SHAP, LIME, and human-
in-the-loop (HITL) analysis to ensure explainability. Employing real transaction data from
the GCC banks, the framework is tested through a design science research approach.
Experiments illustrate significant gains in fraud recall (from 35% to 85%), adversarial
robustness (attack success rate decreased from 35% to 5%), and drift recovery (within 24 h),
while retaining operational latency below 150 milliseconds. This paper substantiates that
incorporating technical resilience with institutional constraints offers an auditable, scalable,
and regulation-compliant solution for detecting fraud in high-risk financial contexts.

Keywords: financial fraud detection; machine learning; Gulf Cooperation Council (GCC); class
imbalance; adversarial robustness; concept drift; explainable Al (XAI); human-in-the-loop (HITL)

1. Introduction

Increased sophistication and the scale of financial fraud represent an intensifying risk
to financial systems worldwide. As institutions become digitized and start to use Al-based
decision making, fraud actors continue to develop, taking advantage of weaknesses in trans-
action ecosystems in areas with unequal regulatory and technological readiness. Nowhere
is this tension amplified as strongly as in the Gulf Cooperation Council (GCC), where
speedy digital transformation couples with legacy architecture, scattered data systems, and
shifting compliance regimes.

Even with the region’s fast-increasing digital development, current fraud-detection
systems sometimes fall short in addressing GCC financial institutions’ operational and
legal reality. This discrepancy demands a fresh framework with contextually deployable
technological strength as well as robustness.

Class imbalance [1], adversarial attacks [2], concept drift [3], and explainability [4] have
recently affected numerous important issues in fraud detection in ML. For instance, whilst
adversarial training and GAN-based simulations such as FraudGAN have strengthened
resilience against targeted attacks [5], the integration of SMoteBoost and cost-sensitive loss
functions has increased sensitivity to minority-class fraud. By detecting changes in real-time
and thereby mitigating performance degradation, drift-aware models employing DDM
and ADWIN [6] are now entrenched in production-level fraud detection, and explainability
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technologies including SHAP and LIME enable regulator-facing judgments and internal
audit preparation [7].

Most of these technical developments, particularly in divided, resource-limited sys-
tems such as those typical of the GCC, are deployed in isolation, are domain-agnostic,
and lack overall integration. All are particularly important in the GCC, where institu-
tions are highly varied in their ability to accommodate sophisticated Al systems and
where regulatory requirements are increasingly mandating transparency and auditability
in machine-driven decisions.

Existing research has tackled these technical issues in silos, providing imbalance
solutions, adversarial defense strategies, or explainability individually, but frequently
exclude consideration of their simultaneous implementation in real-world, limited-resource
settings. Furthermore, there are no empirical data assessing the performance of these
models after they are implemented in compliance-driven settings such as the GCC. This
work seeks to close this void by developing and assessing a single fraud-detection system
considering four intersecting aspects:

Hybrid imbalance handling (SMOTEBoost + cost-sensitive learning);

Adversarial robustness (adversarial training + GAN-based simulation);

Adaptive learning (drift detection with DDM and ADWIN;

Model explainability (SHAP, LIME, and human-in-the-loop review).

Real-world transaction data from GCC financial institutions supports the evalua-
tion, with performance measured across fraud recall, model robustness, drift recovery,
explainability, and operational latency. The study adopts a design science research (DSR)
methodology to ensure that both technical efficacy and institutional constraints are ad-
dressed in the framework’s design and validation.

In doing so, this research contributes a practical, modular solution for financial fraud
detection in high-risk, regulated environments and offers a scalable blueprint adaptable to
similarly constrained domains such as healthcare, insurance, or government compliance
systems.

The novelty of this research is in devising an integrated, modular hybrid machine-
learning framework (HMLF) that tackles imbalance, robustness, drift, and interpretability
at the same time as using real-world datasets from institutions in the GCC. This research
not only produces a new integration of technical modules but also an infrastructure and
regional compliance-guided deployment evaluation.

Therefore, the research poses the following question: how can Al-driven fraud-
detection systems be designed in order to thrive in terms of performance, adaptability, and
explainability under operational constraints shared by financial institutions in the GCC?

2. Literature Review and Hypotheses Development
2.1. Class Imbalance and Real-World Fraud Detection

Class imbalance in which fraud cases constitute less than 1% of all records is an
essential problem in detecting fraud with ML methods. Conventional classifiers tend to be
biased in favor of the majority (bona fide) class, reporting inaccurate accuracy levels while
missing uncommon but high-value fraudulent instances [1].

Oversampling methods such as SMOTE, ADASYN, and Borderline-SMOTE try to
overcome this through the synthetic creation of minority-class instances. These rely on the
assumption of steady fraud patterns, something not often found in dynamic and hostile
financial environments. In high-dimensional bank data sets, they can also introduce noise
and increase the risk of overfitting [8,9].

To address these limitations, hybrid ensemble strategies like SMOTEBoost and
EasyEnsemble have also been implemented, integrating resampling with bagging or boost-
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ing for enhanced recall and sensitivity [10,11]. These are, however, computationally com-
plex and operationally demanding and are hard to implement in small and mid-sized
Gulf Cooperation Council (GCC) banks with low IT infrastructure and low levels of ML
maturity [12].

A 43% reduction in accuracy was reported in a Saudi case study where imbalanced
data were not corrected beforehand, indicating the deployment risk introduced by im-
balance [13]. Notwithstanding this, the majority of research work is created and tested
in well-labeled controlled settings with little regard for institutional limitations such as
missing data labeling and governance problems, as well as absence of interpretability of
the model—all constraints prevalent in the GCC environment.

The suggested hybrid machine-learning framework (HMLF) specifically tackles these
issues in an integrated fashion. It integrates the following;:

SMOTEBoost to improve minority-class detection while handling misclassification
iteratively;

Cost-sensitive learning to penalize missed fraud (false negatives) more heavily;

A human-in-the-Loop (HITL) mechanism to ensure that low-confidence cases receive
expert review, enhancing compliance and auditability.

H1: A hybrid approach integrating SMOTEBoost, cost-sensitive learning, and human-in-the-loop
validation considerably enhances fraud-detection accuracy in real-world conditions affected by class
imbalance.

In limited, compliance-sensitive financial environments such as those in the GCC, our
combined approach guarantees not only technically accurate but also institutionally viable
fraud detection.

2.2. Adversarial Vulnerabilities in Financial ML Systems

Machine learning is becoming even more important in the identification of financial
fraud. Adversarial assaults and deliberate changes to input data that cause misclassifica-
tion, while preserving an image of normalcy for human observers, progressively expose
vulnerabilities. Refs. [14,15] elucidated these perilous new advancements. They also dis-
closed that adversarial conduct inside the banking sector renders generally dependable
models excessively sensitive to corner cases. Taheri et al. [2] revealed that changing three
important factors in a transaction could lower advanced system detection rates by more
than 30%.

Adversarial training, which incorporates perturbed examples during the learning
process, demonstrates promising resilience [13]. Despite being computationally demanding
and typically overfitting to recognized attack types, its ability to generalize to novel threats
is limited [16]. More adaptable techniques, such as adversarial data generation using GANs,
e.g., Fraud GAN [5], emulate various fraudulent behaviors to enhance awareness. These,
however, depend on computing infrastructure and extensive amounts of labeled data—
attributes that many GCC countries lack. A 2023 Arab Monetary Fund survey indicated
that 78% of Gulf institutions lacked definitive adversarial resilience policies, exposing
persistent vulnerability in the region’s digital financial system. In cross-border payment
systems, where sources of threat fluctuate fast, this inconsistency in particular presents
challenges [17]. Robust ensembling, evaluated defenses, and input regularization contribute
to the development of resilience in model design, mitigating such risks. Furthermore,
including HITL “red-teaming” models—where domain experts conduct repeated attacks
during development—enhances resilience while maintaining regulatory confidence.

To counteract these vulnerabilities, the suggested hybrid machine-learning framework
(HMLF) combines adversarial training and stress-testing modules all specifically designed
for use in the financial systems of the GCC. These modules comprise synthetic input



J. Theor. Appl. Electron. Commer. Res. 2025, 20, 121 4 of 25

perturbation, real-time trigger systems, and audit-logging to promote traceable and secure
operation. Unlike purely generative models, the HMLF has low-latency adaptation and
modularity as major features for institutions with infrastructural or policy constraints.

H2: Incorporating adversarial defense strategies, including synthetic attack simulation and targeted
retraining, significantly reduces model vulnerability to input manipulation in financial ML systems.

2.3. Model Drift and the Need for Adaptation

Fraud-detection algorithms must adapt in highly dynamic environments where fraud-
ulent behaviors shift due to defensive measures, economic fluctuations, and regulatory
alterations. Improperly addressing this leads to concept drift—a temporal alteration in the
statistical distribution of input data—that undermines model performance [3].

Static models implemented can miss new fraud methods. [18] report a decrease of
significant percentage in recall rate over a six-month duration in high-volume digital
transaction environments. Quarterly or yearly retraining cycles are not agile enough to
keep up with these changes typically.

Several responsive solutions are available in adaptive-learning methods, including
incremental retraining, online learning, and drift-detection methods such as DDM and
ADWIN [19]. These allow models to adjust almost in real-time, thereby better detecting
new fraud patterns.

These adaptive models, meantime, show ongoing trade-offs between responsiveness
and governance. In regulated industries such as banking, challenges such as noise amplifi-
cation, erroneous drift detection, and limited auditability are of particular importance.

Poor data governance and weak automation infrastructure compound these challenges
in the GCC. Banks in Bahrain and Oman experienced faster model degradation compared
to those in the UAE, principally because of static model architectures and the inconsistent
periodicity of updates [20].

This gap between adaptation speed and regulatory requirements necessitates a more
balanced architecture.

Facilitating adaptation while maintaining control is nearly attainable via hybrid solu-
tions. These systems, poised to implement the aforementioned concepts, integrate HITL
validation with machine-based drift detection to deliver expert assessment before retraining.
They are enhancing responsiveness through openness, bolstering institutional confidence,
and fully adhering to regulations.

The proposed HMLF combines HITL control at retraining decision points with contin-
uous drift detection (via DDM and ADWIN) to handle these difficulties. This approach
guarantees fast adaptability without sacrificing traceability, regulatory compliance, or
openness.

H3: Integrating drift detection with human-in-the-loop oversight significantly improves model
responsiveness and reliability in dynamic financial environments.

2.4. Data Quality as a Bottleneck in Fraud Detection

In fraud-detection systems, the caliber of input data frequently exerts a more sig-
nificant influence on performance than the intricacy of the algorithms [21]. Financial
institutions, particularly those merging older systems with contemporary digital platforms,
consistently encounter data quality issues. These encompass absent values, mislabeled
values, mismatched formats, and duplicated records [22]. To resolve these issues, we
frequently employ automated preprocessing for tasks such as imputation, normalization,
and outlier filtration; however, if these tools are improperly configured, they can equally
perpetuate existing prejudices or overlook subtle indicators of fraud. When preprocessing
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takes place in a distinct “factory” separate from the model, which auditors and investigators
cannot access, it becomes exceedingly difficult to attribute accountability for a biased or
erroneous model [23].

Label correction methods, including clustering-based relabeling and probabilistic
inference models, have been proposed to improve data reliability. Yet, these rely on
assumptions, such as stable class distributions or consistent feature relationships, which
rarely hold real-world fraud data, which is often sparse, evolving, and adversarial [24].

Empirical data underscore the problem. A 2023 audit by the UAE Central Bank
found label inconsistencies exceeding 20% across five major banks, often caused by cross-
departmental misalignment and a lack of standardized fraud taxonomies. These discrep-
ancies not only degrade model training but also compromise post-deployment monitor-
ing [25].

To address this, robust systems should embed HITL oversight at key preprocessing
stages. Involving domain experts in anomaly review, schema validation, and batch-cleaning
workflows can enhance both data integrity and regulatory compliance. Critically, pre-
processing must be integrated into the end-to-end ML pipeline to support traceability,
reproducibility, and trust [26].

Furthermore, decoupling preprocessing from ML model governance introduces an
accountability void which can hamper regulatory auditing and erode user trust.

In order to bridge this disparity, the suggested HMLF uses preprocessing validation
points correlated with metadata logs and expert-reviewed outlier processing phases to
guarantee that input pipelines are transparent, documented, and auditable.

H4: Embedding human-in-the-loop oversight into preprocessing stages significantly improves data
reliability and model accountability in requlated fraud-detection systems.

2.5. Explainability and the Trust Gap in Al Fraud Detection

Despite achieving high predictive performance, many Al-driven fraud-detection
models—particularly deep learning and ensemble-based systems—remain opaque in their
decision-making processes. This “black-box” nature undermines trust among stakehold-
ers and complicates regulatory compliance, particularly in high-risk domains such as
finance [27].

Post hoc interpretability tools such as SHAP [28] and LIME [4] have emerged as
popular solutions, offering insights into feature importance and model behavior; however,
their explanations are often computationally expensive, unstable across model retraining,
and sensitive to slight input changes, all of which raises concerns about their reliability in
production settings [29].

In GCC financial institutions, explainability is not merely a technical preference but a
regulatory mandate. Institutions are required to justify automated decisions to auditors,
risk committees, and external regulators, especially in contexts such as customer disputes
and cross-border monitoring. Yet, many organizations treat explainability as a downstream
add-on, rather than embedding it into model design and governance from the outset [30].

To bridge this gap, intrinsically interpretable models, such as decision rule sets or
attention-based networks, should be prioritized in high-stakes use cases. Additionally,
integrating HITL frameworks for explanation review allows domain experts to validate or
contest model outputs, especially in borderline or escalated cases [31].

Ultimately, explainability must be seen not only as a compliance requirement but
as a foundational element of trustworthy Al Aligning interpretability with institutional
accountability ensures that fraud-detection models remain transparent, auditable, and
ethically defensible.
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Furthermore, explainability tools must be operationally aligned with documentation,
logging, and governance workflows, enabling traceable insights during model updates,
retraining, and post-incident audits.

The HMLF meets these requirements by coupling post hoc explanation capabilities
with model-internal interpretability techniques, all subject to a HITL review process with
contextual confirmation before automatic decisions are made.

H5: Integrating explainability tools with human-in-the-loop review significantly improves model
transparency and institutional accountability in Al-based fraud-detection systems.

2.6. Data Integration and the Limits of Fragmented Infrastructure

Effective fraud detection depends not only on model design but also on seamless
access to high-quality, integrated data. Yet, in many financial institutions, particularly
those operating across departments, subsidiaries, or national borders, data are siloed
across legacy systems and platforms, impeding both model training and real-time decision
making [31].

A unified view of customer profiles, transaction histories, fraud reports, and behavioral
indicators is essential for developing accurate, adaptive models; however, a 2022 GCC
Technology Forum study found that only 28% of surveyed institutions had fully integrated
fraud, risk, and transaction data pipelines [32]. Infrastructural fragmentation increases
latency, reduces model interpretability, and weakens the provenance of critical features, all
of which is particularly problematic for regulated Al deployments [33].

Notwithstanding progress in technical solutions such as ETL pipelines, APIs, and
federated data lakes, interoperability remains insufficient in enabling integrated systems
to deliver services across varied data sources and compatible computing platforms [34].
Integrated systems remain isolated unless all institutional participants embrace identical
governance rules and standards. Without shared metadata standards, lineage tracking, and
version control, even well-designed Al models struggle to maintain output consistency
and compliance during updates. Fragmented data architecture hinders the deployment of
advanced systems such as adaptive-learning and explainable Al, which rely on seamless,
cross-source data integration. Without comprehensive integration, these systems may
operate with outdated or incomplete inputs, thereby compromising their accuracy and
accountability for their outputs [35]. These risks can be mitigated if enterprises devote
their resources to a modular, API-first architecture that allows secure real-time data sharing
across contexts. They should invest in HITL validation at every step of their integration
workflows, ensuring that schema verifications, anomaly assessments, and feature lineage
tracking maintain Automation Transparent, Auditable, and Compliant (ATAC) standards
inside our regulatory maze [36].

In addition, the integration of the data should not be viewed as exclusively technical
but rather as the basis of strategic Al governance.

The HMLF has built-in support for modularity of data, schema alignment, and ex-
plainability propagation between subsystems. Its structure accommodates operation in
fragmented infrastructure environments through the use of API gateways, streaming in-
puts, and auditing log injection in order to support fraud detection flows in an ensured
and traceable fashion.

He6: Implementing modular data integration frameworks with schema validation and lineage track-
ing significantly improves model accuracy, explainability, and requlatory readiness in fragmented
financial institutions.
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2.7. Regulatory and Technological Readiness as Systemic Enablers

The environment in which fraud-detection models are run determines their perfor-
mance to a large extent. Legal clarity and technical preparedness determine whether Al
systems in finance can successfully be implemented, tracked, and scaled [37]. In the GCC, a
large number of countries are disadvantaged when it comes to regulation [38]. Supervisory
requirements are not normally flexible with Al deployment, and audit methods may fail to
sufficiently guarantee stakeholders about model reliability [39]. This regulatory variability
reflects deeper gaps in Al governance infrastructure and stakeholder engagement.

This regulatory uncertainty creates operational risk. Banks often refrain from imple-
menting sophisticated models because of unclarity on compliance guidelines or lack of
official guidance regarding approved Al methods [40]. The lack of standardized regula-
tions across markets also enhances governance challenges, especially among banks with
cross-border activities [41].

Furthermore, the absence of model documentation standards and inconsistent Al audit
frameworks create a disconnect between technical capability and regulatory expectations.

Technological disparity also acts as a hindrance to Al adoption. Although large banks
can take advantage of cloud-native platforms, GPU accelerations, and auto-MLOps, other
institutions are left with dispersed legacy infrastructure. This poses two dangers: their
governance tolerance falls short of model sophistication, and high-performing solutions
are underutilized because of infrastructure deficiencies [42]. In order to overcome such
barriers, fraud-detecting models must be auditable by design as well as deployed in a
modular state. Design-time auditing ensures transparency and regulatory compliance [43],
while modularity ensures flexibility across different technical platforms. At the same time,
co-creating HITL governance approaches to support interdisciplinarity [44] can collectively
reduce regulatory uncertainty, enable effective adoption of Al, and improve resilience in
the region’s complex financial systems.

Institutions that incorporate these mechanisms as part of their fraud-detection systems
are best placed to exhibit proactive compliances, survive external audits, and meet new Al
regulatory mandates.

The suggested HMLF specifically integrates modular structure, HITL checkpoints,
and auditing pipelines. These guarantee model deployment is in line with cross-border
regulatory requirements and internal governance policies while being scalable across
diverse infrastructure level.

H7: Embedding modular auditing and human-in-the-loop governance in fraud-detection sys-
tems significantly improves requlatory alignment, auditability, and institutional resilience in Al
deployment.

3. Methodology
3.1. Research Design

This study adopts a design science research (DSR) methodology to develop and
evaluate a hybrid machine-learning framework (HMLF) tailored for fraud detection in
Gulf Cooperation Council (GCC) financial institutions. DSR is particularly appropriate
for building innovative, context-specific solutions, especially where practical deployment
and regulatory compliance are as important as technical accuracy. Following [45], the DSR
process in this research includes three iterative stages:

e Design and development: Building the HMLF with ensemble learning, adaptive
modelling, and layers of explainability;

e Evaluation: Real-world performance testing against class imbalance, adversarial
attacks, and dynamic fraud patterns;
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e  Refining: Introducing domain specialist input through human-in-the-loop (HITL)
reviews to fine-tune models and procedures.

Through the integration of technical and institutional priorities such as explainability,
data governance, and responsible Al practices, this approach to DSR ensures that the
resultant system is not only accurate but also auditable, flexible, and regionally deployable.
Figure 1 shows the methodology process.

Data Collection
(GCC Banks, 2020-2024)
v
Data Integration
(Warehouse + Real-tirmine
Pipelines + Schema Validati
v
Class Imabalance Handling
(Imputation, HITL Label
Revien, Outlier Detection)
v
Adversarial Robustnesss
(XGBoost + RF + DNN Ensemle
+ Stacking/Voting Layer)
v
Adaptive Learning &
Drift Management
(Incremental Learning + DDM
+ ADWIN)
v
Explainability & HITL Oversight
(SHAP, LIME + Expert Rev-
w Auditing)
v
Evaluation & Testing Framework
(Performance, Robustness,
Drift, Explainability,
HITL Validation)

Figure 1. Methodology.

3.2. Data Sources and Integration

To support the development and evaluation of the HMLF, this study utilizes real-world
transaction data from partner financial institutions across the GCC region. The dataset
spans from January 2020 to December 2024 and includes the following:

e Transaction records: timestamps, amounts, merchant categories;

e Labeled fraud instances: verified and auto-flagged transactions;

o  Customer metadata: demographics, behavioral profiles;

e  [External risk signals: geo-blocking alerts and third-party blacklists.

These multi-source data reflect the operational and regulatory complexity of financial
ecosystems in the GCC, where cross-departmental silos and fragmented systems remain
persistent challenges [9].

To address these issues, a two-layer data integration strategy is implemented:

e A centralized data warehouse consolidates data from multiple departments and plat-
forms, enabling structured feature engineering, regulatory auditability, and long-term
trend analysis;

e  Real-time data pipelines stream live transactions into the detection system using cloud-
based or event-driven technologies (e.g., Apache Kafka, AWS Kinesis), allowing the
model to respond to emerging threats in near real time.
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Both components are supported by schema validation, anomaly monitoring, and
feature lineage tracing, ensuring that every data point used in prediction can be traced back
to its original source. These measures enhance transparency, address data quality concerns
raised in the literature, and support regulatory compliance.

3.3. Data Quality and Preprocessing

The paramount component influencing fraud-detection efficacy is data quality, which
may surpass the importance of algorithm selection. Within the GCC framework, financial
institutions frequently utilize antiquated structures, resulting in prevalent data issues
such as absent values, label inaccuracies, and formatting discrepancies. These issues are
especially common in the institutions” databases. This project develops an automated,
auditable preprocessing pipeline integrated into the end-to-end model workflow to address
these issues. This close interaction ensures that data preparation is traceable and compliant
with the institution’s audit criteria.

Specifically, the preprocessing pipeline records all transformation steps, such as im-
putation procedures, encoding operations, and anomaly filtering, on a versioned ledger.
Anomaly detection and labeling are reviewed in HITL through domain experts. This
framework adds auditability and regulatory trust [46].

The metadata from the preprocessing stage are propagated through to the model
explainability layer (e.g., SHAP or LIME), enabling reviewers to check not only the model’s
output but also each feature’s origin and preprocessing history.

Subject matter experts participate in critical stages, e.g., anomaly assessments and
label evaluations, to mitigate the risk of algorithmic bias, especially with processes that
incorporate human input. The system guarantees that input data are processed accord-
ing to all technical and regulatory standards through the integration of the model with
preprocessing Table 1. This ultimately supports Al in fraud detection in the area that is
transparent, fair, and explanatory [47].

Table 1. Data Quality and Preprocessing.

Task

Technique Purpose

Missing Value Imputation
Outlier Detection
Label Verification

Feature Scaling & Encoding

Minimizes bias while retaining
structural relationships
Identifies rare but legitimate
behaviors without assumptions

Iterative Imputation, k-NN

Isolation Forest

Clustering + Human-in-the-Loop Enhances label accuracy and

(HITL) review addresses systemic misclassification
Normalization and Categorical Standardizes input for robust model
Encoding training

3.4. Model Architecture and Development

The HMLF has a modular ensemble architecture that obtains an optimal balance be-
tween predicted accuracy, resilience, and interpretability. This meets the dual requirement
of complex pattern detection and regulatory transparency, especially in high-stakes GCC
banking applications [48].

Core Model Components

The classification system combines three complementary models:

o  XGBoost: Highly accurate and robust, and works well with imbalanced data and noisy
input variables;

e  Random Forest offers ensemble stability and structural interpretability, which is useful
in creating readable decision paths;
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e  Deep neural networks (DNNs) model high-dimensional and nonlinear relationships
such as those found in behavioral biometrics or sequential transaction patterns.

These models are combined through stacked generalization or weighted voting to
allow the approach to accommodate different fraud profiles and to reduce the overfitting
risks that are normally associated with individual algorithms.

Design Justification

This ensemble approach is in concert with the literature in stating that there is no one
model type that is absolutely better suited to fraud detection, especially in environments
with concept drift, varying data quality, and regulatory demands on explainability.

Moreover, employing several model types enhances resilience against hostile manipu-
lation and model degradation—issues often raised by organizations within the GCC [49].

Modular Integration Justification

The integration of SMOTEBoost, cost-sensitive learning, adversarial training, FraudGAN,
SHAP, and LIME solves distinctive but interconnected problems:

e  SMOTEBoost and cost-sensitive learning address both class imbalance and rare fraud-
ulent transaction priority;

e  FraudGAN and adversarial training guarantee resilience to synthetic and dynamic
attacks;

e SHAP, LIME, and HITL offer layered interpretability and regulatory auditing support.

This integration is not monolithic. Modules are independently replaceable or switch-
able, allowing institutions to scale complexity according to computational and regulatory
requirements. For instance, in low-resource deployments, SMOTEBoost can be replaced
with simpler oversampling or DNN can be replaced with decision-tree ensembles in order
to uphold interpretability [50]. This modular approach corresponds to the reality in GCC
banking infrastructure where institutions have varying levels of ML maturity, hardware
abilities, and Al governance capacities.

Modular Architecture and Practical Deployment Options

The suggested framework integrates SMOTEBoost, cost-sensitive learning, FraudGAN,
adversarial training, SHAP, LIME, and HITL to deal with imbalance, robustness, and
explainability for fraud detection.

To simplify systems, these elements are built as separate modules. Institutions can
turn on or replace modules according to infrastructure and regulatory requirements.

e SMOTEBoost can be replaced with standard oversampling;
e  FraudGAN may be omitted in low-risk environments;
e  Tree-based models can replace deep learning to enhance transparency.

This modularity supports deployment across GCC banks, enabling gradual adoption
aligned with varying technical capacity and compliance maturity.

3.5. Handling Class Imbalance

A critical issue in identifying financial fraud is the significant class imbalance, with
fewer than 1% of all records indicating fraudulent transactions. Conventional classifiers
typically exhibit a bias towards the predominant (non-fraudulent) class. This leads to
misleadingly high accuracy and inadequate fraud recall, undermining the practical efficacy
of fraud detection. The HMLF employs a dual-role imbalance management strategy—a
hybrid approach—that integrates both data-level and algorithm-level techniques. This
regimen consists of two primary techniques:

SMOTEBoost

e Approach: Combines SMOTE (synthetic minority over-sampling technique) with
boosting algorithms such as XGBoost;
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e Purpose: Enhances model sensitivity to rare fraud cases by generating synthetic
examples and focusing learning on previously misclassified samples.

This method improves minority class recall while mitigating overfitting, a known risk
of synthetic oversampling in high-dimensional spaces [51].
Cost-Sensitive Learning

e  Approach: Modifies the loss function to impose higher penalties on false negatives
(i.e., missed fraud);

e Purpose: Encourages the model to prioritize fraud detection in scenarios where
regulatory and reputational costs are high, even if this increases false positives.

This aligns with GCC banks’ conservative risk profiles and the region’s evolving
compliance expectations [52].

Evaluation Strategy

To assess the effectiveness of these methods, the following experimental comparisons
will be conducted:

Baseline model (no imbalance handling)
SMOTE only

Cost-sensitive learning only

Full hybrid (SMOTEBoost + cost-sensitive)

All models will be subjected to stratified K-Fold cross-validation to guarantee balanced

fraud class representation in the test folds. This method helps to ensure the reliable
comparison of model performances [53].

3.6. Adversarial Robustness

As fraud-detection systems increasingly rely on machine learning, they become more
susceptible to a rising number of hostile attacks. These attacks manifest as nuanced data
input changes that lead systems to categorize certain fraudulent activities as non-fraudulent,
while remaining sufficiently plausible to evade detection by human reviewers.

This is particularly concerning in GCC institutions, where formal adversarial defense
protocols are not yet widely adopted and model transparency is a regulatory necessity [54].

To enhance resilience, the HMLF integrates two complementary adversarial defense
mechanisms:

Adversarial Training

e  Technique: The model is trained on both clean and adversarially perturbed data (e.g.,
generated using FGSM or PGD);

e  Impact: Builds robustness into decision boundaries, allowing the system to recognize
and flag transactions that have been subtly manipulated to bypass detection.

While computationally intensive, adversarial training provides a defense against
known attack vectors and strengthens model confidence in edge cases.
FraudGAN

e  Technique: A generative adversarial network (GAN) simulates diverse, hard-to-detect
fraud patterns;

e Impact: Enables the model to learn from synthetic fraud cases that mimic real-world
attack strategies, improving generalization to unseen threats.

FraudGAN addresses limitations in labeled data—a common issue in GCC institutions—
by expanding the space of plausible fraud inputs without requiring extensive manual
tagging [55].

Evaluation Metrics

To assess adversarial robustness, the following will be measured:
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e  Robust accuracy: Model performance under adversarial perturbations;

e  Attack success rate (ASR): The percentage of manipulated fraud samples misclassified
as legitimate;

e  Perturbation sensitivity: How significantly small changes in input affect predictions.
Models will be tested under both white-box (full access) and black-box (limited access)

attack conditions to simulate realistic threat scenarios [56].

3.7. Adaptive Learning and Drift Management

Fraud patterns are constantly evolving, driven by changes in attacker behavior, regu-
latory policies, economic conditions, and even seasonal trends. This leads to concept drift,
where the statistical properties of the input data shift over time, causing static models to
degrade in performance.

In response, the HMLF incorporates a set of adaptive-learning mechanisms designed
to detect, respond to, and recover from drift with minimal manual intervention.

Incremental Learning

e  Function: Continuously updates the model using new data streams without requiring
full retraining;

e  Benefit: Keeps the model responsive to emerging fraud strategies while reducing
downtime and computational costs.

Drift-Detection Algorithms

e  DDM (drift-detection method): Tracks error rates to detect significant changes in data
distributions;

e ADWIN (adaptive windowing): Adapts the window of past data employed during
training to achieve real-time responsiveness.

These assist in determining when the model is getting outdated, either due to changes
in user patterns or new attack techniques or policy updates, and initiate corresponding
updates [57].

Evaluation Strategy

To validate adaptive performance, the framework will be tested using simulated drift
scenarios, such as:

e Injected changes in fraud behavior patterns;
e  Sudden distributional shifts (e.g., post-regulation changes);
e  Seasonal transaction fluctuations.

Key evaluation metrics include the following;:

e  Pre and post-drift recall and precision;
e  Dirift-detection accuracy (false alarm rate vs. missed detections);
e  Recovery time and performance delta before/after retraining.

This adaptive and reactive architecture allows the HMLEF to retain its relevance and
reliability in rapidly changing financial environments, thus making it suitable to be imple-
mented in the long term in real-world institutions in the GCC [58].

3.8. Explainability and Human-in-the-Loop (HITL)

Even within risky areas such as financial fraud detection, model performance alone
is not enough: explainability and accountability also matter. GCC financial regulators are
increasingly demanding banks to deliver rationale-driven automated decisions to auditors,
compliance functions, and even to customers.

In order to fulfill these requirements, HMLF employs a two-layered explainability
mechanism and a formal HITL process Table 2.
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Table 2. Explainability Framework.

Type Method Purpose
. Decision Trees, Attention Built-in interpretability for
Intrinsic ;
Layers certain model components

Local explanations for complex

Post hoc SHAP, LIME or black-box models

e Intrinsic methods provide transparent decision paths within simpler models (e.g.,
Random Forest);

e  Post hoc tools like SHAP and LIME explain individual predictions, even in complex
ensembles or neural nets.

This dual approach supports regulatory compliance, internal auditing, and stakeholder
trust [59].

Human-in-the-Loop (HITL) Oversight

HITL mechanisms are embedded at multiple stages of the model lifecycle:

e  Explanation review: Experts assess model outputs for high-risk or disputed transac-
tions;

e  Audit support: Periodic model reviews for fairness, regulatory alignment, and stabil-
ity;

e  Feedback loop: Expert input is used to adjust thresholds, retrain models, or challenge
decisions.

This structure addresses gaps identified in the literature in terms of trust and op-
erational integration, ensuring that expert oversight and accountability remain central,
especially where full automation is not yet legally or culturally accepted.

Evaluation Strategy

The following are measures of reliability and the impact of explainability:

e  Explanation stability tests SHAP /LIME consistency across model updates;

e  Expert agreement rate compares human assessments with model predictions and
explanations;

e  Time-to-decision evaluates the efficiency of HITL reviews for flagged transactions.

This guarantees that the system is not only effective and robust but also transparent,
interpretable, and audit-ready [60].

3.9. Evaluation Strategy

To ensure the HMLF is not only accurate but also robust, adaptive, and explainable, this
study employs a multi-phase evaluation strategy. Each phase is designed to test a critical
dimension of real-world performance, especially in high-stakes, regulated environments
such as the GCC financial sector [61].

Performance Evaluation (Imbalance Focus)

e  Method: Stratified K-Fold Cross-Validation;

e  Purpose: Preserves class imbalance during training/testing and ensures fair compar-
isons across models (e.g., baseline, SMOTEBoost, cost-sensitive, full HMLF);

e Metrics:

Recall (sensitivity)—Primary metric due to fraud rarity;
Precision—Validates the correctness of flagged fraud;
F1-score—Balances recall and precision;
ROC-AUC—Evaluates overall discrimination ability.
Real-Time Simulation
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e  Method: Time-stamped or streaming transaction data are passed through the live
model;

e Purpose: Measures how the system performs in operational conditions;

e  Focus areas:

Prediction latency—Sub-second response for real-time fraud flags;
Drift-response time—Model adaptability to changes in transaction patterns;
Alert volume and stability—Operational load analysis.

Adversarial Robustness Testing

e  Method: Inject adversarial examples (e.g., FGSM, PGD) into test sets;
e  Purpose: Measure model vulnerability and defense effectiveness;
e  Metrics:

Robust accuracy—Accuracy under attack conditions;

Attack success rate (ASR)—% of adversarial samples misclassified;

Perturbation sensitivity—How easily predictions shift with minor input changes.
HITL and Explainability Evaluation

e  Method: Experts review a sample of model predictions and SHAP/LIME outputs;
e  Purpose: Assess the transparency and audit-readiness of the system;
e  Metrics:

Expert agreement rate—How often experts validate the model’s decisions and expla-
nations;

Explanation stability score—Consistency of explanation outputs across retraining;

Time-to-decision—Operational speed of HITL intervention.

Together, these evaluations ensure that the HMLF meets the technical, regulatory, and
institutional requirements for deployment in real GCC banking environments.

3.10. Ethical and Regulatory Considerations

With regard to the sensitive nature of financial data and the nuanced regulations in
GCC countries, this study has ensured the HMLF works under ethical considerations and
in line with local regulations, such as Saudi Arabia’s Personal Data Protection Law (PDPL)
and the UAE’s Federal Decree-Law No. 45 [62]. All data employed in training purposes as
well as inference are anonymized and contain no personally identifiable information (PII),
in compliance with data minimization as well as purpose limitation [63].

For transparency and accountability, the HMLF employs SHAP and LIME explainable
Al approaches to explain the reasonableness of model predictions.

High-risk areas can gain advantages by including human oversight in their monitoring
procedures. Such specialists not only manage the findings but also validate them. This is
essential, as even the most sophisticated automated systems are prone to errors. Attributes
facilitating the retracing of source data concurrently enable the tracing of the system itself.
This is known as system traceability. Effective governance tools, such as model version con-
trol (e.g., rollbacks) and data drift-detection techniques (e.g., DDM and ADWIN), provide
the ongoing monitoring of model performance and ensure compliance with established
standards (e.g., performance, ethical). Adhering to those rules also mitigates the risk of the
model introducing unintended bias into the data it analyzes [64]. Adhering to the afore-
mentioned requirements includes compliance with legislation pertinent to cross-border
data transfers, such as the EU General Data Protection Regulation. The HITL design en-
ables experts to override or invalidate judgments, thereby enhancing ethical governance.
The HMLEF is a robust, transparent, and compliant framework that facilitates the ethical
application of Al in financial services.
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4. Results
4.1. Hypotheses Testing Summary
Table 3 summarizes the status of each hypothesis proposed in the literature review

based on the evaluation results:

Table 3. Hypotheses Testing Summary.

Hypothesis

Statement Outcome Evidence Section

H1

H2

H3

H4

H5

Hé6

H7

SMOTEBoost + cost-sensitive learning + HITL
improve fraud detection under class imbalance
Adversarial training + synthetic simulation
reduce vulnerability to input manipulation
Drift detection + HITL oversight improve
model adaptability

HITL oversight in preprocessing enhances data
quality and accountability

Explainability tools + HITL increase model
transparency

Modular integration improves explainability
and performance in fragmented systems
Auditing + HITL governance improve
compliance and deployment readiness

Table 4, Figure 2, Model
Performance

Table 5, Figure 3 Adversarial
Robustness

Table 7, Figure 5, Drift
Management

Section: Data Quality &
Preprocessing

Table 3, Explainability & HITL
Section

Supported
Supported
Supported
Supported
Supported
Supported Section: Data Integration

Supported Regulatory Readiness Section

4.2. Model Performance and Class Imbalance Handling

The evaluation of the hybrid machine-learning framework (HMLF) highlights its su-
perior performance in addressing the persistent issue of class imbalance in fraud detection
within GCC financial institutions. Fraudulent transactions represent a very small fraction
of the total dataset—often under 1%—making high recall especially crucial. The baseline
model, which lacked any form of imbalance handling, performed poorly in this regard,
achieving only 35% recall. This implies that two-thirds of fraudulent transactions went
undetected.

Recall rose to 68% when SMote (synthetic minority over-sampling technique) was
applied alone; however, precision stayed somewhat low. Cost-sensitive learning improved
memory and accuracy even further by varying penalties for misclassifying fraud. Combin-
ing SMoteBoost with cost-sensitive learning in a hybrid approach produced the best results:
recall rose to 85%, precision to 78%, and Fl-score to 81%. With this hybrid approach, the
ROC-AUC score, a whole assessment of model discrimination abilities, likewise peaked
at 93%. These results demonstrate that the most balanced and effective fraud-detection
performance results come from combining data-level (SMoteBoost) and algorithm-level
(cost-sensitive) techniques, therefore greatly lowering the risk of false negatives without
compromising accuracy [65].

Table 4. Performance metrics across different imbalance handling strategies.

Model Configuration

Recall (%) Precision (%) F1-Score (%) ROC-AUC (%)

Baseline (No Imbalance Handling) 35 65 45 72

SMOTE Only

68 70 69 85

Cost-sensitive Only

72 74 73 88

Hybrid (SMOTEBoost + Cost-sensitive) 85 78 81 93
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Figure 2. Performance Metrics Across Imbalance Handling Strategies.

4.3. Real-Time Simulation Performance

In order to evaluate its viability in operations, the HMLF was put through simulated
real-time testing with live transaction flows. The trial test was designed to evaluate the
response time, consistency, and responsiveness of the framework in fraud detection in
high-speed financial scenarios.

The system routinely kept the latency of its predictions below one second with an
average of 150 milliseconds. This functionality guarantees that illicit transactions can be
highlighted almost in real-time with the lowest risk of delayed intervention.

In regards to flexibility, the model reacted quickly to drift situations. With built-in
drift-detection algorithms (DDM and ADWIN), it was well-equipped to detect significant
changes in transaction patterns. When detected, the process of retraining corrected the
levels of performance in less than one day to avoid prolonged exposure to new fraud
patterns.

In addition, the system was shown to be high in alert stability to prevent too many false
alarms that would overwhelm fraud investigation teams. Alert volumes were maintained
within reasonable operational limits during peak transaction periods and post-model
updates [66].

Simulation scenarios included a mix of real-world data (January 2020-December 2024)
and synthetic data:

Real data from GCC financial institutions included labeled fraud, customer profiles,
and transaction streams;

Synthetic fraud patterns were generated using FraudGAN to simulate edge cases,
adversarial behaviors, and rare unseen fraud types.

Simulations covered the following;:

Sudden spikes in fraud (e.g., during cyberattacks);

Gradual drift in transaction behavior (seasonal or policy-driven);

Adversarial manipulation using FGSM and PGD.
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Baseline models were compared using no-preprocessing, SMOTE-only, and non-robust
configurations to highlight HMLF advantages (Table 5, Figure 3).

Table 5. Real-time performance indicators under simulation.

Metric Value
Avg. Prediction Latency 150 ms
Drift Response Time <1 day
False Positive Rate Low /Stable
Alert Volume Stability High

Prediction Latency
—==- 1-second Threshold

—a— Model Precision

Drift Detected

0

5 10 15 20
Hour of Day

Figure 3. Prediction latency and drift recovery timeline.

4.4. Adversarial Robustness

In adversarial settings, where attackers attempt to subtly manipulate inputs to evade
detection, the HMLF demonstrated notable resilience. This capability is especially critical
for financial institutions in the GCC, where adversarial threats are increasing but formal
defense protocols remain underdeveloped.

The HMLF integrates two major robustness mechanisms:

1.  Adversarial Training: The model is trained using both clean and perturbed data (e.g.,
via FGSM, PGD), helping it to learn decision boundaries that are less sensitive to
small, malicious changes;

2. FraudGAN: A generative adversarial network simulates sophisticated fraud patterns
that may not yet exist in the labeled data, enriching the training set with diverse and
hard-to-detect examples.

These techniques combined significantly improved the model’s robust accuracy—
defined as the accuracy on adversarial examples—from 45% (baseline) to 85%. At the same
time, the attack success rate (ASR) dropped from 35% to 5%, meaning most attempted
attacks failed to bypass detection. Furthermore, perturbation sensitivity—the degree to
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which small changes affect predictions—was greatly reduced, indicating a more stable and
reliable model [67] (Table 6, Figure 4).

Table 6. Adversarial robustness comparison: Baseline vs. HMLF.

Metric Baseline (%) HMLF (%)
Robust Accuracy 45 85
Attack Success Rate (ASR) 35 5
Perturbation Sensitivity High Low
—— Baseline

= HMLF

Attack Succes=

obust Accuracy

Perturbation

Figure 4. Adversarial Robustness Radar Chart.

4.5. Adaptive Learning and Drift Management

Fraud-detection models deployed in financial institutions must operate in rapidly
changing environments. Regulatory updates, seasonal shopping patterns, and evolving
attacker strategies can all introduce concept drift—a shift in the underlying data distribution
that degrades model performance over time.

The HMLF responds to this challenge through adaptive-learning mechanisms that
integrate incremental retraining with real-time drift detection [68,69].

Two drift-detection techniques, ADWIN (adaptive windowing) and DDM (drift-
detection method) were implemented in the system in order to constantly track the predic-
tion errors and to identify sudden or gradual changes in the patterns of fraud. Upon the
detection of a drift event, the system will initiate purposeful retraining based on new data
seen to ensure minimal downtime before restoring performance.
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Simulation experiments prove that the HMLF has high levels of recall and precision
even with extreme drift. In all three scenarios—seasonal shift, sudden fraud pattern
changes, and simulated regulatory effects—temporary declines in recall were seen but were
recovered to pre-drift levels in one day. This speaks well to the framework’s success in
maintaining minimal disruption in operations while retaining detection quality (Table 7,
Figure 5).

Table 7. Drift scenario simulation outcomes and recovery metrics.

Scenari Recall Precision R Tim
cenarto (Before/After) (Before/After) ecovery €
Seasonal Drift 70% — 84% 68% — 80% <24 h
Sudden Fraud o o o o
Pattern Change 65% — 83% 66% — 78% <1 day
Regulatory Shift 60% —> 81% 63% — 77% <18h
(Simulated)

——
——

Precision
Recall

Drift Event 1
——~ Drift Event 2

0

4

8 12 16 20 24 28 32 36 40 44 48
Hour

Figure 5. Drift Detection and Model Recovery Timeline.

5. Discussion

This research illustrates the viability and implications of using a modular, interpretable,
and fault-tolerant fraud-detection system in the real-world context of Gulf Cooperation
Council (GCC) financial institutions. The findings are theoretically and practically signifi-
cant and are informed by the previous literature review.

First, the hybrid imbalance management approach with SMOTEBoost and cost-
sensitive learning also improved recall substantially with little loss of precision. These find-
ings support earlier evidence that single-process methodologies typically under-perform in
financial fraud scenarios where fraud instances are few and it is expensive to misclassify
them [1,51]. The successful implementation of human-in-the-loop (HITL) supervision also
aligns with research promoting expert verification in high-stakes fields to guarantee equity,
explainability, and accuracy [70,71].

Second, the adversarial robustness modules of the framework, such as adversarial
training as well as the use of GAN-created fraud scenarios, reduced the success of attacks
from 35% to 5%. This verifies that adversarial simulations such as FraudGAN offer critical
protection in environments with minimal pre-existing adversarial protection infrastruc-



J. Theor. Appl. Electron. Commer. Res. 2025, 20, 121 20 of 25

ture [2,14]. Notably, these functions worked well in institutions with limited computational
power, supporting the argument that strong defense does not need excessively complex
structure if modularized.

Third, the adaptive-learning approach using DDM and ADWIN facilitated recovery
from concept drift within 24 hours, in line with research in the field pointing to the risk of
using stationary models in high-frequency transaction environments [3]. In the context of
the GCC—one where changing fraudulent methods tend to align with regulatory delays—
this ability is not only useful but also critical.

Fourth, embedded HITL reviews and explainability attributes (SHAP, LIME) guar-
anteed compliance with auditing and trust demands. Although post hoc explainability
methods have been faulted for instability and computational demand [28], integration
with domain review countered the trust deficit and facilitated coherent outputs with up-
dates. This approach specifically meets calls from regulators for transparent reasoning in
automation decision making [4].

Fifth, modular architecture solved integration problems pervasive in disjointed fi-
nancial ecosystems. Data silos, legacy infrastructure, and schema discrepancies are well
documented in the GCC [30,32]. Through the deployment of centralized warehousing and
real-time pipelines, the HMLF closed the gap between operational necessity and technical
viability.

Ultimately, the research also recognizes the complexity—practical deployment trade-off.
Although HMLF leverages several high-end components, each component (FraudGAN
and SMOTEBoost are examples) can be turned on and off or replaced. This makes it easier
for low-resource banks or small banks to start with lightweight or interpretable models and
gradually increase as time goes on. This can overcome an issue identified in the existing
research: the “Al ambition gap” in which institutions’ capacities are outpaced by what
resources are available [23].

In summary, the HMLF presents an alignment of cutting-edge machine learning with
the infrastructure, governance, and risk profiles of regulated financial environments. Its
high-stakes real-time performance in the GCC context adds to its real-world viability
and presents a model for deployable Al at-scale within comparable jurisdictions in an
explainable and compliant way.

6. Implications

Aiming to operationalize Al-based fraud-detection systems in challenging, resource-
constrained financial contexts, such those prevalent across the Gulf Cooperation Council
(GCCQ), this study provides specific implications for practitioners, legislators, and system
developers. The outcomes stress the requirement of modularity, explainability, adaptability,
and human supervision in ensuring effective and dependable implementation.

6.1. For Practitioners

This study shows that, in fraud-detection performance, operational readiness and
human supervision are equally important as the underlying algorithmic structure. Accord-
ingly, practitioners should implement the following recommendations:

e Implement human-in-the-loop (HITL) approaches at key junctures in the fraud-
detection process—label verification, anomaly analysis, and post-decision auditing—to
establish system confidence and to lower false positives;

e Implement robust evaluation tools with model drift alerts, user-friendly dashboards
with fraud probability ratings, flagged transactions, and model confidence indica-
tors. Beyond sophisticated black-box models, these software technologies tell fraud
investigators what the findings signify;
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e  Start with explainable models or simple methods such as oversampling in organi-
zations with minimal data science strength of staff, then move to more complicated
methods such as adaptive drift control or adversary testing as resources and skills
expand;

e  Provide audit-ready outputs in support of internal reviews and regulatory compliance
in the form of detailed case annotations and decision-making traceable logs.

6.2. For Policymakers and Regulators

This study underlines the need for well-defined, technologically neutral governance
concepts able to guide prudent Al implementation in the financial sector. The authorities
should implement the following recommendations:

e Mandate explainability protocols above and beyond technical documentation, e.g.,
have models generate structured, human-readable justifications of high-risk decisions;

e Implement baseline standards for metadata logging, drift monitoring, retraining cycles,
and post-deployment auditability. These allow for ensuring Al systems’ conformity as
datasets and behaviors change;

e  Encourage the adoption of HITL and modular-governance frameworks by providing
regulatory sandboxes, incentives, or compliance credits for institutions that adopt
transparent and auditable Al;

e  Encourage the regional harmonization of regulation, particularly in the GCC, where
cross-border banking and differing levels of Al maturity create alignment issues.

6.3. For Technology Developers and System Architects

Technical deployment success depends also on integration compatibility, adaptability,
and governance compatibility in addition to performance. Developers should inspire to
enact the following recommendations:

e Implement modular API-first architectures in which each component, such as prepro-
cessing, adversarial defense, and explainability, can be separately triggered, turned
off, or swapped out as needed by the institution;

e  Supportlegacy infrastructure through the creation of compatibility layers or lightweight
versions of high-level modules to be utilized in low-compute environments;

e Implement schema validation, feature lineage tracking, and audit-ready metadata
logging in the system pipeline for compliance in an automated manner;

e  Offer configurable switches between interpretable and high-performance models to
allow phased rollout and experimentation without sacrificing stability and traceability.

7. Conclusions

This study demonstrates that the hybrid machine-learning framework (HMLF) offers
a robust, adaptable, and regulation-ready approach to financial fraud detection within the
Gulf Cooperation Council (GCC). By combining SMOTEBoost with cost-sensitive learning,
the framework effectively addresses class imbalance. Adversarial training and FraudGAN
simulations significantly reduce susceptibility to manipulation, while adaptive-learning
mechanisms (DDM and ADWIN) enable rapid response to concept drift. Explainability
tools (SHAP, LIME) and embedded human-in-the-loop (HITL) processes further enhance
stakeholder trust, accountability, and auditability. Additionally, the framework’s two-tier
data integration model resolves long-standing fragmentation issues common to financial
institutions in the region.

The results validated all seven hypotheses put forward in the research (H1-H?7),
therefore verifying the success of the modular architecture of the framework in balancing
performance, interpretability, and governance over limited contexts.
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From these results, several actionable recommendations emerge:

e  Adopt hybrid imbalance strategies to improve rare-event detection without sacrificing
precision;

e Integrate adversarial defense mechanisms early in model design, particularly in high-
risk or cross-border systems;

e Implement adaptive-learning pipelines to address dynamic fraud patterns in near
real-time;

e  Prioritize explainability and HITL oversight as built-in components, not as post hoc
features;

e Investin data integration architecture that supports traceability, schema validation,
and cross-departmental collaboration;

e  Start with light-weight modules, such as decision trees or sampling-based techniques,
in resource-limited organizations, then scale toward more sophisticated components
as capacity increases;

e  Support continuous monitoring, internal review, and regulatory audits by means of
adjustable HITL checkpoints and automated audit logging.

A key strength of this study lies in its real-world grounding and emphasis on de-
ployment feasibility within complex regulatory environments. However, its focus on
GCC institutions also presents one limitation: while the findings are highly relevant to
regions with similar infrastructure and regulatory pressures, they may require contextual
adaptation for high-resource or unregulated environments. This specificity presents an
opportunity rather than a constraint, however, providing a tested, modular blueprint that
can be tailored to fit diverse financial or compliance-driven sectors.

Future studies should explore generalizing HMLF principles to other fields such as
healthcare, insurance, and the public sector, where risk regulation and dispersed infrastruc-
ture pose analogous problems.

More research should be conducted into the following areas:

e  Briefed versions of HMLF for application in low-resource settings;

e  More sophisticated fraud types including collusive, internal, and synthetic identity
fraud;

e  HITL process automation and adaptive threshold roles in real-time environments.
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