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Abstract: The aim of this study was to explore the influence of a personal information
agreement on customers’ information disclosure behavior. By integrating the existing
privacy calculus theory, we sought to understand customer behavior in the context of
encountering a personal information agreement and to provide insights into the efficacy
of a company’s privacy policy. Our findings reveal that upon encountering a personal
information agreement, customers perceive both a privacy retention period policy and
privacy information sharing policy. We discovered that both policies significantly influ-
ence the perception of privacy benefits, but only the privacy information sharing policy
impacts the perception of privacy risk. Furthermore, while privacy benefits were found to
dictate information disclosure behavior in the context of a personal information agreement,
perceptions of privacy risk did not significantly affect this behavior.

Keywords: personal information agreement; privacy calculus; privacy paradox; information
disclosure behavior; privacy policy

1. Introduction

With the rise of the Fourth Industrial Revolution and artificial intelligence (Al), ac-
tivities involving the analysis of users’ personal information to provide new services or
increase corporate profits through analyzed data have become increasingly prevalent [1,2].
On the other hand, as companies utilize customers’ personal information for various ana-
lytics and services, there is a growing concern regarding potential violations of customer
privacy [3-6]. As digital transformation shifts offline activities to the online realm, cus-
tomers are increasingly prompted to input their personal information into websites and
app services [7]. Customers frequently provide their personal information not only for
services they are already using but also for those they may be unfamiliar with, often as part
of the membership or purchase process. When registering with a well-known company,
customers can decide whether to input their personal information based on their existing
perception or image of the company. However, when signing up for a new, lesser-known
service, customers must make this decision solely based on the information provided by
the company, as they lack any prior knowledge of the company.

Customers have two ways to familiarize themselves with the company’s customer
privacy policy and can decide whether to provide personal information based on it. The
first source is the contents of ‘the personal information agreement’, which appears on the
consent screen before entering personal information. The second source is the contents of
‘the Privacy Policy on the website” provided at the bottom of the homepage. Customers
should derive the company’s privacy policy from these two pieces of information. The
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privacy policy on the homepage is accessible only to those who voluntarily choose to read it.
Often lengthy, complex, and legally oriented, it poses challenges for the average customer
who may not be particularly interested in deciphering its contents. On the other hand,
the personal information agreement is presented during the consent stage before entering
personal information. The content of this notification is simpler than the privacy policy on
website, offering customers information that is easier to understand than the company’s
comprehensive privacy policy.

In various studies examining factors influencing personal information disclosure be-
havior, privacy calculus, which interprets such behavior as a choice made by the information
subject considering the benefits and risks involved, has been widely utilized [8-10]. These
studies have been conducted with the anticipation that individuals” perceived benefits and
risks would vary depending on the nature of the service.

Moreover, previous research on privacy policy has explored variations in how cus-
tomers perceive the comprehensiveness of privacy policy and how this perception influ-
ences their intention to provide personal information or use the service, as well as how
the wording of the privacy policy on homepage contributes to such perceptions [11-15].
Hence, it has not been feasible to ascertain the influence of customers’ perception of the
privacy agreement on their behavior at the moment of actual privacy provision. This
study concentrates on addressing this issue and aims to investigate the influence of the
perception of the privacy policy, as outlined in the personal information agreement, on
personal information disclosure behavior. Specifically, numerous information providers
furnish subscribers’ personal information to third parties to offer convenient services [16].
They often maintain policies to retain personal information for a designated period even
after the user unsubscribes, or to continue utilizing acquired content even if the personal
information is deleted [17]. Hence, this study aims to assess the impact of the privacy
retention period and the privacy information sharing policies on personal information
disclosure behavior.

This study examines how customers perceive privacy agreements and how their will-
ingness to disclose personal information varies in response to different privacy agreement
contents, using privacy calculus theory as a theoretical framework. An experiment is
conducted to test our research hypotheses. The personal information agreement, which
customers need to review and agree to during membership registration for the provision of
personal information, is displayed in a manner that varies according to the situation, ensur-
ing that customers are informed about the company’s privacy policy. To simulate a scenario
where a customer encounters an unfamiliar company, we assumed a situation in which a
customer signs up for registration at a small online shopping mall, where a corresponding
personal information collection agreement is presented. We aim to determine whether
customers recognize how the company manages the provision and retention of personal
information based on the content of the agreement in this scenario and whether their behav-
ior in providing personal information changes accordingly. This experiment seeks to assess
the influence of variations in the privacy information sharing and retention period policy,
as outlined in the company’s personal information agreement, on customers’ behavior in
providing personal information. The objective is to establish a foundation for the company
to use as a reference when formulating policies for processing personal information.

Compared to previous studies, this study has the following distinctions. Firstly, un-
like previous studies grounded in privacy calculus theory, which surveyed customers
by recalling the reasons for their behavior, this study employs the personal information
agreement that customers must confirm during the registration process as an experimental
environment to validate their behavior. Secondly, we expand the current model of privacy
calculus theory by incorporating antecedent variables related to the privacy policy and
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examining how they influence personal information disclosure behavior. This theoreti-
cal extension helps us understand how specific aspects of privacy policies affect users’
cost-benefit calculations. Thirdly, while previous research has primarily focused on com-
prehensive website privacy policies, our study specifically examines the more immediate
and accessible personal information agreement that users encounter during the signup
process. This focus is particularly relevant as users increasingly engage with unfamiliar
services in the digital landscape. Lastly, in the current landscape, where service provision
through the extensive analysis of customer personal information using big data and Al is
prevalent, this study provides timely insights into how general users perceive and respond
to the personal information consent processes when interacting with unfamiliar services.

2. Literature Review
2.1. The Privacy Calculus Theory

The privacy calculus theory is a conceptual framework used to explain users’ behavior
in providing personal information. It has been extensively applied in prior studies to
illustrate that users engage in a cost-benefit analysis, comparing the advantages and risks
associated with disclosing personal information when utilizing a service [8,9,18]. Drawing
from the privacy calculus theory, studies have investigated whether actual users engage in
a cost-benefit analysis to determine whether to provide personal information.

Laufer and Wolfe termed the “calculus of behavior,” which refers to individuals’
assessment of the consequences of their information disclosure [19]. Culnan and Armstrong
introduced the concept of privacy calculus, asserting that when the benefits of providing
customer information outweighs the associated risks, customers are more likely to engage
in a transaction by providing information [20]. Subsequently, Culnan and Bies delved into
the implementation methods within organizations and transactions, building upon the
foundational concept of privacy calculus [21].

In the literature, positive and negative factors are frequently considered together
to discern the impacts on privacy disclosure behavior. Numerous research efforts have
highlighted the role of perceived privacy benefits as a key motivator for individuals’
willingness to disclose personal information [9,18,22]. Conversely, a separate strand of
research has focused on privacy concerns, rather than privacy risks, as a deterrent in privacy-
related decision-making processes [8,22,23]. In the context of this study’s experimental
framework, we have incorporated privacy risk as a significant variable. We argue that the
situational variability of privacy risk makes it a more suitable choice for our investigation
compared to privacy concerns, which may be more static and inherent to individuals.

Among the previous studies, some have made significant contributions by extending
the model, identifying antecedents that influence privacy benefits and privacy risks in spe-
cific situations. For instance, Duan and Deng analyzed how antecedents such as personal
innovativeness, perceived ease of use, and trust influence perceived benefits and perceived
privacy risks in contact tracing apps adoption [24]. Xu et al. incorporate compensation,
industry self-regulation, and government regulation [18]. Kim and Kim include institu-
tional trust for considering perceived privacy control [25]. Sah and Jun demonstrated that
privacy awareness serves as an important antecedent variable affecting both privacy benefit
and privacy risk in IoT services [10]. Miltgen and Smith investigated how perceptions of
privacy benefits, risks, and trust can influence the withholding or falsification of personal
information [26]. Schomakers et al. extend its application beyond information disclosure
to technology acceptance, demonstrating that individuals” willingness to accept and use
smart technologies is determined by weighing the perceived benefits of the technology
against privacy concerns [2].
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2.2. Privacy Policy

Different policies govern how companies process and manage personal information.
However, as users cannot directly access a company’s internal regulations, such as the
personal information internal management plan or information protection regulations,
research on privacy policies has been conducted through surveys to gauge how customers
perceive these policies [11,13,14,27].

Wau et al. revealed that effectively communicating access, security, and enforcement in
the privacy policy can mitigate privacy concerns, while a well-communicated notice, access,
and security can boost privacy trust [15]. Kim and Oh discovered that privacy policies can
impact both privacy trust and privacy risk, subsequently affecting intentions to provide
personal information [11]. In this study, the survey items were adapted to the consent
context by drawing reference from the measures used in these studies.

Analyses of the influence of privacy policy awareness on privacy risk, privacy con-
cerns, and privacy trust have yielded mixed results across various studies. Chang et al,,
Kim and Oh, and Wu et al. found that awareness of privacy policies reduced privacy
risk [11,15,28]. Conversely, Min and Hwang and Park and Kim observed that awareness of
privacy policies heightened privacy risk or privacy concerns [13,14]. A similar disparity
was noted regarding privacy trust. Chang et al., Esmaeilzadeh, Kim and Oh, and Lee et al.
observed that awareness of privacy policies elevated privacy trust, while Min and Hwang
found that it decreased privacy trust [11-13,28,29].

This discrepancy can be attributed to the dual impact of privacy policies. Initially,
raising awareness of the privacy policy informs customers about the company’s personal
information processing, simultaneously increasing privacy concerns while diminishing
privacy trust. Studies conducted by Min and Hwang, Park and Kim, Yang reported that
policy disclosure led to heightened privacy concerns or risks [13,14,30]. These studies
incorporated privacy policy awareness as one of several factors influencing privacy con-
cerns or risks. The survey questions also encompassed experiences with privacy breaches,
potentially causing the processing of personal information itself to be perceived as a risk.

Conversely, Kim and Oh revealed that transparent disclosure of how a company
manages personal information can mitigate privacy concerns and bolster privacy trust [11].
Likewise, Lee et al. uncovered that privacy policies had a positive impact on increasing
privacy trust [12]. Furthermore, Wu et al., who segmented privacy policies into distinct
elements, observed that raising awareness about choice, security, and regulation reduced
privacy concerns [15]. We can anticipate similar outcomes when examining how the scope
of personal information sharing policy and the personal information retention period policy
are perceived in this experimental scenario.

2.3. Privacy Control

Previous research has utilized survey-based approaches to explore how the perception
of data subjects having control over their personal information influences various factors,
including privacy concerns, privacy risks, privacy benefits, and personal information
disclosure behavior. The perception of having control over privacy influences privacy
concerns, subsequently impacting personal information disclosure behavior [14,23,31,32].
Xu et al. also observed that the perceived usefulness of privacy policies can lead to a higher
perception of privacy controls, subsequently reducing privacy concerns [33]. Chang et al.
also found that privacy control has a positive effect on trust [28]. Dimodugno et al. and
Mutimukwe et al. also included privacy controls and privacy concerns in their model to
see the impact [34,35].

Other studies have incorporated privacy controls as a variable. For instance, in a study
concerning home delivery services, Lim determined that privacy controls were influenced
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by perceived knowledge competence and privacy attitudes, subsequently influencing
privacy protection behaviors [36]. Yu et al. explored the privacy paradox on Facebook and
established that privacy controls exerted a negative influence on privacy concerns, acting
as a deterrent to usage intention [37]. They concluded that heightened perceived privacy
controls decreased privacy concerns and resulted in higher usage intentions. Anic et al. also
found that desire for information control positively influenced online privacy concerns [38].

In studies involving privacy controls, activities that augment privacy controls or
perceived privacy controls typically result in reduced privacy concerns. Consequently, in
this study, we postulate that if each data subject perceives they can control their privacy
in accordance with the company’s privacy policy, they will also perceive greater privacy
benefits and diminished privacy risks.

3. Research Design
3.1. Research Model and Hypotheses

The research model was organized as illustrated in Figure 1. Consistent with privacy
calculus theory, each customer perceives privacy risks and privacy benefits, and these
perceptions of privacy risks and benefits exert an influence on information disclosure
behavior [8]. In this study, we devised a model rooted in privacy calculus theory, wherein
perceived privacy risks and privacy benefits influence personal information disclosure
behavior. In the context of personal information collection, our research model encompasses
the notion that the level of the privacy retention period policy and privacy information
sharing policy, which govern the handling of personal information on the website, impact
the perception of privacy risks and privacy benefits.

Personal Information
Agreement

Privacy Retention
Period Policies

Privacy Risks

Willingness to
Disclose Personal
Information

Privacy Information
Sharing Policies

Privacy Benefits

Figure 1. Research model.

Through the research model, we can discern how the content of the personal informa-
tion agreement provided by the company influences the willingness to disclose personal
information in a scenario where users are required to agree to provide personal information
during online shopping mall registration. From the perspective of customers who actively
utilize online shopping malls, we can ascertain the influence of the shopping mall’s personal
information agreement on the perception of privacy risks and benefits. Furthermore, from
the company’s standpoint, which relies on offering services reliant on personal information
provision, the contents of the personal information agreement, specifically the privacy
retention period policy and the privacy information sharing policy, can serve as a reference
for assessing the company’s level of personal information utilization. This assessment can
be made by examining how the contents of the personal information agreement influence
personal information disclosure behavior.

First, drawing upon privacy calculus theory and previous studies utilizing this frame-
work, we formulated two hypotheses to examine the impact of privacy risk and benefit
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perceptions on personal information disclosure behavior within the context of obtaining
consent for personal information provision. The research hypotheses involve the impact of
privacy risks and privacy benefits on personal information disclosure behavior, as explored
in previous studies that have applied the privacy calculus theory [8,23].

The concept of privacy calculus was proposed as a theory that if the benefits of
providing customer information are higher than the risks of providing information, people
will engage in transactions through information provision, and there have been previous
studies discussing implementation methods in organizations and transactions based on the
concept of privacy calculus. In addition, the concept of privacy calculus has been extended
to demonstrate that the perception of privacy risk has a positive effect on privacy concerns,
and privacy concerns have a negative effect on the intention to provide personal information
in online transactions [8,20,21]. Additionally, a multitude of survey-based studies have
demonstrated that an elevated perception of privacy risk has an adverse impact on personal
information provision. This effect extends beyond internet transaction-related personal
information provision to encompass personalization services, with privacy risk perception
detrimentally influencing customers’ information disclosure behavior [9,39,40].

Hence, the hypothesized relationship between privacy risk perception and willingness
to disclose personal information is as follows.

H1. An increased perception of privacy risks will negatively impact the willingness to disclose
personal information.

The theory of privacy calculus considers perceived risk as linked to beliefs regarding
the extent of privacy leakage, while perceived benefit pertains to the monetary gain from
providing personal information or the provision of a service [9]. If the expectation of benefit
or usefulness is high, the desire for acceptance, attitude, or informational behavior also
increases [18,41,42]. Accordingly, previous survey-based studies have shown that privacy
benefit has a positive effect on personal information disclosure behavior [22,40].

Therefore, the hypothesis regarding the relationship between the perception of privacy
benefits and willingness to disclose personal information is as follows.

H2. Anincrease in privacy benefits will positively impact the willingness to disclose personal information.

Drawing from the privacy calculus theory, this study establishes that users’ perception
of the privacy retention period policy and the privacy information sharing policy, as
presented by the service provider in the personal information agreement, significantly
influences their perception of privacy risks and benefits, subsequently impacting their
personal information disclosure behavior. In this experiment, we manipulated two key
elements of the privacy agreement: the privacy retention period and the sharing of personal
information to third parties. These factors were organized to represent the privacy retention
period policy and the privacy information sharing policy. Hypotheses 3 and 4 were
formulated to investigate how the perception of the privacy retention period policy and
the privacy information sharing policy affects privacy risk.

The analysis of the impact of perceived privacy policy on privacy risk or privacy
concerns has yielded varying results across different studies. In this study, we hypothesize
that awareness of a privacy policy reduces privacy risk, as observed in studies conducted
by Kim and Oh and Wu et al. [15,25]. Unlike previous studies, Min and Hwang, Park and
Kim, and Yang, in which awareness of privacy policy increased privacy concerns, this study
uses an experimental setting where customers are exposed to a personal information agree-
ment [13,14,30]. Through this experimental design, we aim to examine how the presence of
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a clear privacy policy, rather than the mere fact of personal information processing, affects
perceived privacy risk.

On the other hand, previous studies have shown that transparent disclosure of how
a company handles personal information can reduce privacy concerns. Studies that have
broken down privacy policies into elements have also demonstrated that recognizing choice,
security, and enforcement can reduce privacy concerns [11,15,28]. We can expect similar
results in terms of observing how the privacy information sharing policy and privacy
retention period policy perform in this experimental situation.

Furthermore, in terms of control, we anticipate that users” perception of privacy risk
will decrease when they are provided with more control over the privacy retention period
policy and privacy information sharing policy. Previous research has demonstrated that an
increase in perceived privacy control is linked to greater engagement in privacy-conscious
behaviors, enhanced trust in companies, and an increased willingness to share personal
information. Moreover, studies have indicated that heightened awareness of privacy
controls diminishes privacy concerns, enhances usage intention, and encourages greater
self-disclosure on SNS [36,37,43].

As a result, we hypothesize that granting users the option to delete their personal infor-
mation upon unsubscribing and opting not to share their personal information externally
will negatively impact the perception of privacy risk.

H3. Perceived shorter personal information retention periods will have a negative effect on perceived
privacy risk.

H4. Perceived restriction of personal information sharing with third party companies will have a
negative effect on perceived privacy risk.

Next, we formulated Hypotheses 5 and 6 to investigate how perceptions of the privacy
retention period policy and privacy information sharing policy affect privacy benefits.

Previous studies on the impact of privacy policy on privacy trust have yielded varied
results. We hypothesize that privacy policy awareness increases perceived privacy ben-
efits, which is consistent with previous research that demonstrated its positive effect on
privacy trust [11,12,29].

In contrast to the prior study by Min and Hwang, which discovered that awareness of
privacy policies resulted in diminished privacy trust, our study employs an experimental
setting where users are prompted to confirm the personal information agreement [13].
Given that the processing of personal information is already established, the significance of
how personal information is managed is likely to surpass the awareness of its processing,
and consequently, a stricter privacy retention period policy and privacy information sharing
policy should increase privacy benefits. Moreover, research exclusively focusing on the
impact of privacy policies on privacy trust has consistently revealed that such policies
boost privacy trust. Likewise, studies dissecting privacy policies into their constituent
elements have underscored that elevating awareness of aspects like notice, choice, and
security heightens privacy trust [11,12,15,28].

In the context of perceived control, it is observed that users’ perceived privacy benefits
increase when they are afforded greater control. Similarly, drawing from previous research
that affirms a positive impact of increased privacy controls on privacy behavior and
the intention to disclosure personal information, as well as prior studies indicating that
the utilization of privacy controls results in greater self-exposure on SNS, users tend to
perceive heightened privacy benefits when they possess control over their data [28,36,43].
Thus, we formulated a hypothesis suggesting that enabling users to delete their personal
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information upon unsubscribing and granting them the choice to refrain from external
personal information sharing would result in an increased perception of privacy benefits.

Hence, we established two hypotheses to examine how the privacy retention period
policy and the privacy information sharing policy impact users’ perceived privacy benefits.

H5. Perceived shorter personal information retention periods will have a positive effect on perceived
privacy benefits.

He6. Perceived restriction of personal information sharing with third party companies will have a
positive effect on perceived privacy benefits.

3.2. Experimental Design

The variables of privacy risk, privacy benefit, and information disclosure behavior, as
presented in Table 1, were developed based on Kim and Kim [23] and Kim and Kim [25]. In
the experimental setting, customers will review the personal information agreement, which
includes the website’s privacy retention period policy and privacy information sharing
policy. We adapted the questions from Kim and Oh to measure the perceived policy using
the questions in Table 2 [11]. The survey was conducted in Korean for Korean participants,
and the survey items were translated into English for this paper.

Table 1. Measures and variables for privacy benefits, privacy risk, and information disclosure behavior.

Variables Operational Definitions Measures
The degree of benefit the subject PIT1: Using this internet service is useful to me.
Privacy perceives to be derived from PIT2: Using this internet service is worth it to me.
Benefits providing personal information to ~ PIT3: Using this internet service is helpful to me.
the controller PIT4: Using this internet service is beneficial to me.
PRI1: I understand that providing my personal
information to this internet service involves risks.
PRI2: I believe that providing my personal
information to this internet service may cause
unforeseen problems.
Privacy Perf:eived risl.< of the subject’s , PRI3: I think there is a lot of uncertainty
Risks behavior regarding .the COI‘ltI.'OHeI‘ §  (insecurity) in providing personal information to
use of personal information this internet service.

PRI4: I believe that providing personal
information to this internet service may result in a
loss to me.

PRI5: I do not believe it is safe to provide personal
information to this internet service.

Willingness to Disclose
Personal
Information

IPA1: I willingly provide my personal information
when requested for the use of this internet service.
IPA2: I generally provide personal information
when asked for it in order to use
this internet service.

IPA3: I readily provide my personal information
when it is requested for using this internet service.
IPA4: 1 frequently provide personal information
when asked for it in order to use this
internet service.

The extent to which the subject is
willing to provide personal
information to the controller
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Table 2. Measures and variables for privacy policies.

Variables

Operational Definitions Measures

Privacy
Retention
Period
Policies

PRPP1: I trust that the internet service will take
steps to ensure that my personal information is
no longer used when I want it to be.
PRPP2: When I want, I will be able to have my
Awareness of how long personal information deleted from this
information controllers keep internet service.
subjects” personal information = PRPP3: I believe that this internet service will
stop using the data it analyzes about me when I
want it to.
PRPP4: When I want, I will be able to have this
internet service delete the data it analyzed
about me.

Privacy

Information Sharing

Policies

PPCP1: I believe that my personal information
will only be utilized by this internet service that
I am a member of.

PPCP2: I believe that my membership
information is only analyzed by this internet
service that I am a member of.

PPCP3: I think other companies, not the one I
signed up with, will not be able to use the
information I provided for this internet service.
PPCP4: I believe that other companies, not the
one I signed up with, will not be able to
analyze and utilize the information I provided
for this internet service.

Awareness that information
controllers may provide
subjects’ personal information
to external parties

As discussed earlier, users of online services provide personal information in accor-
dance with the policies established by the online service provider in order to use the service.
Personal information is provided during the signup or usage stage of the service, and users
are informed about the specific personal information that will be collected at that point.
Consent is obtained from the user if required. In this study, we conduct an experiment
in a scenario where users encounter a personal information agreement to observe how
the principles of the privacy calculus theory, as discussed in previous studies, manifest
themselves in an online shopping environment. To achieve this, the experiment proceeded
in the following sequence: firstly, users were presented with a privacy agreement, followed
by a survey to assess their comprehension of the agreement, and finally, a survey was
conducted to measure their behavior in that context. Lastly, demographic information
was collected.

To examine the influence of the privacy retention period policy and the privacy
information sharing policy on perceptions of privacy risks and privacy benefits, four
distinct personal information agreements were formulated. These, a two by two factorial
design, were developed by varying the magnitude with which the privacy retention period
policy and the privacy information sharing policy were manipulated. The privacy retention
period policy varied between situations, including cases where member information was
deleted upon unsubscription and cases where it was retained for a longer duration, while
the privacy information sharing policy varied between situations, involving cases where
personal information was provided to a third party and cases where it was not. The four
types of situations are presented in Table 3.
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Table 3. Situations assigned to each user.

Situations Personal Inf9rmat10n Personal Information Sharing
Retention

Deletion upon
Situation 1 withdrawal of
membership

No provision of personal information to
a third party company

Retention for customer
Situation 2 convenience even after
withdrawal

No provision of personal information to
a third party company

Deletion upon
Situation 3 withdrawal of
membership

Provided to a third party company for
product preference research

Retention for customer
Situation 4 convenience even after
withdrawal

Provided to a third party company for
product preference research

The user is presented with one of four different personal information agreements,
depending on the situation. In Situation 1, it is stated that the retained data will be destroyed
upon withdrawal, and personal information will not be provided to other companies. In
Situation 2, it is stated that personal information will not be provided to other companies,
which is the same as in Situation 1, but the retained personal information will continue
to be kept even after withdrawal. Situations 3 and 4 are the same as Situations 1 and 2 in
terms of the change in the privacy retention period policy, except that personal information
is provided to other companies.

After viewing the consent for collecting personal information on this screen, respon-
dents are asked to answer 5-point survey questions regarding how they perceive the privacy
retention period policy and the privacy information sharing policy presented. They are
also asked questions about how they perceive privacy benefits and privacy risks, as well
as their personal information disclosure behavior, all on a 5-point scale. Afterwards, they
will respond to questions about their demographic information, and the experiment will
conclude. The demographic information includes questions about gender, age group,
education, and internet usage.

4. Data Analysis
4.1. Data Characteristics

In conducting the research presented in this study, data were collected through online
experiments and questionnaires. Upon accessing the site, individuals were greeted with a
detailed explanation of the study’s purpose, the nature of the information being collected,
and assurances of confidentiality and anonymity.

The survey was conducted using a pool of respondents collected from SurveyMonkey’s
Audience feature, with a sample size of 197 adults. Data analysis was performed using
SPSS version 29 and seminr library in R for Partial Least Squares Path Modeling. Out of the
197 participants who completed the online experiment, 185 responses were included in the
analysis, while 12 responses were excluded due to their insincerity, which could potentially
skew the data in one direction. Table 4 shows the demographic characteristics. The response
data can be downloaded at: www.mdpi.com/xxx/s1, Table S1: Response Data.
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Table 4. Demographic characteristics.

Demographics Response Count Ratio (%)
male 94 50.8
Gender female 91 49.2
~19 1 0.5
20~29 38 20.5
Age 30~39 57 30.8
40~49 56 30.3
50~59 26 14.1
60~ 7 3.8
High school diploma or less 23 124
Community college 23 124
Education Level dropout/graduate
Bachelor’s degree program 122 65.9
dropout/graduate '
Graduate school dropout/graduate 17 9.2
It is essential to have someone else’s v 3.8
help when using the internet. ’

I need some assistance from others
Internet Usage when using the internet. 8 43
Level I can use the internet independently. 19 10.3
I have no trouble using the internet. 73 39.5
I can help others use the internet. 78 42.2

Respondents were randomly assigned to one of the four situations, and Table 5 shows
the distribution of respondents across each situation. After removing outlier responses,
the number of responses analyzed for each situation was 46, 51, 52, and 36 for Situations
1 through 4, respectively. The relatively low number of final responses in Situation 4,
compared to the other situations, is likely due to the fact that Situation 4 involves retaining
personal information for the longest period of time and providing personal information to
a third party. Consequently, fewer users who were assigned to this experimental situation
completed the survey.

Table 5. The number of respondents for each situation.

Analysis Sample (After Outlier

Situations Respondents Removal)

Situation 1 50 25.4% 46 24.9%
Situation 2 54 27.4% 51 27.6%
Situation 3 55 27.9% 52 28.1%
Situation 4 38 19.3% 36 19.5%

4.2. Preliminary Analysis

The research model comprises five latent variables: privacy retention period policy,
privacy information sharing policy, privacy benefit, privacy risk, and willingness to disclose
personal information, all of which are rated on a scale from 1 to 5. Frequency analysis
was performed to calculate the mean, standard deviation, skewness, and kurtosis of the
primary variables intended for use in the structural equation model. The stationarity of
the data was assessed, and all variables satisfied the assumption of normal distribution, as
indicated by skewness values less than 2 and kurtosis values less than 7. The findings of
the preliminary analysis have been summarized into Table 6. Furthermore, the reliability
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of each latent variable was assessed using Cronbach’s alpha, revealing that all five latent
variables had acceptable values, ranging from 0.854 to 0.938. These results are presented in
Table 7.

Table 6. Descriptive statistics analysis.

Variables Mean Star.lda.rd Skewness Kurtosis
Deviation
privacy PRPP1 3.01 1.234 —0.091 —1.145
retention PRPP2 3.17 1.179 —0.109 —1.064
period PRPP3 2.97 1.242 0.079 -1.157
policies PRPP4 3.14 1.224 —0.046 —1.145
privacy PPCP1 3.22 1.205 —0.236 —1.002
information PPCP2 3.19 1.270 —0.259 —1.111
sharing PPCP3 3.04 1.257 0.028 —1.163
policies PPCP4 3.01 1.223 0.098 —1.093
PIT1 3.26 0.927 —0.304 0.104
privacy PIT2 3.17 0.951 —-0.277 —0.059
benefits PIT3 3.44 0.931 —0.424 0.107
PIT4 3.18 0.918 —0.235 —0.025
PRI1 3.49 0.927 —0.622 0.038
. PRI2 3.55 0.920 —0.834 0.662
Pr%VECY PRI3 3.49 0.841 —0.528 0.219
TiSks PRI4 3.33 0.929 —0.581 0.061
PRI5 3.41 0.862 —-0.322 0.170
wi]]ingness IPA1 3.05 0.864 —0.207 0.299
to disclose IPA2 3.35 0.814 —0.715 0.418
personal IPA3 2.94 0.910 —0.101 —-0.179
information IPA4 3.06 0.904 —0.341 —0.201
Table 7. Reliability analysis.
Variables Cronbach’s Alpha Number of Items
privacy rete.n’.aon period 0.929 4
policies
privacy 1nfor1pa.1t10n 0.938 4
sharing policies
privacy benefits 0.925
privacy risks 0.898
willingness to disclose 0.854 4

personal information

Table 8 is intended to show the difference in perception in each situation. To confirm
that respondents accurately perceived the differences between the situations, we assessed
the perceived value of the privacy retention period policy and the perceived value of the
privacy information sharing policy in each situation. We then validated these differences
using an independent samples ¢-test. The t-test was performed by comparing the percep-
tion of the privacy retention period policy for Situations 1 and 3 with Situations 2 and 4,
where the privacy information sharing policy was manipulated differently. Additionally,
we compared the perception of the privacy information sharing policy for Situations 1 and 2
with Situations 3 and 4, where the privacy information sharing policy was manipulated dif-
ferently. The results shown in Tables 9 and 10 indicate that participants correctly recognize
the difference between the situations, and that the difference is statistically significant.
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Table 8. Mean for each situation.

Privacy Retention Period Privacy Information Sharing
Situations Policies Policies
(Mean) (Mean)
Situation 1 3.35 3.53
Situation 2 2.76 3.20
Situation 3 3.41 2.94
Situation 4 2.65 2.70

Table 9. T-test results for differences in perceptions of privacy retention period policies.

Situation Count Mean Star}da}rd t p
Deviation
1/3 98 3.38 1.05
PRPP 4.259 *** <0.001
2/4 87 2.72 1.07

¥ < 0.001.

Table 10. T-test results for differences in perceptions of privacy information sharing policies.

Situation Count Mean Star.ld;?rd t p
Deviation
1/2 97 3.36 1.02
PPCP 3.119 ** 0.001
3/4 88 2.84 1.21

p<0.01.

For the validity analysis, factor analysis was performed using principal component
analysis as the factor extraction method, followed by varimax rotation. As shown in
Table 11, the results demonstrate that all five latent variables were accurately factorized.

Table 11. Factor analysis.

Variables 1 2 3 4 5
PRPP1 —0.076 0.855 0.110 0.208 0.062
Privacy retention PRPP2 —0.068 0.881 0.207 0.199 0.017
period policies PRPP3 —0.024 0.808 0.181 0.300 0.129
PRPP4 —0.077 0.879 0.173 0.219 0.088
. PPCP1 —0.121 0.294 0.271 0.818 0.078
Privacy

information PPCP2 —0.188 0.281 0.226 0.822 0.086
sharing policies PPCP3 —0.107 0.251 0.207 0.847 0.096
PPCP4 —0.155 0.218 0.247 0.829 0.142
PIT1 —0.077 0.189 0.824 0.265 0.182
Privacy benefits PIT2 —0.024 0.202 0.823 0.235 0.160
PIT3 —0.056 0.230 0.836 0.204 0.227
PIT4 —0.008 0.099 0.853 0.190 0.173
PRI1 0.783 -0.026 —-0.131 -0.112 0.023
PRI2 0.832 —0.046 0.118 —0.099 0.083

Privacy risks PRI3 0.892 -0.038 —-0.019 -0.09%  -0.022
PRI4 0.849 —0.053 0.053 —0.056 0.015

PRI5 0.826 —0.086 —0.194 —0.106 0.028
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Table 11. Cont.
Variables 1 2 3 4 5
Willi IPA1 —0.040 0.052 0.238 0.130 0.819
g 11 ngness to . IPA2 0.146 0.035 0.162 —0.007  0.790
15¢ ;’Se persona IPA3 —0.074  0.154 0.133 0.094 0.834
information IPA4 0.082 0.021 0.081 0.105 0.806
Eigenvalue 3.651 3.39 3.306 3.257 2.861
Common variance (%) 17.385 16.144 15.743 15.51 13.623
Cumulative variance (%) 17.385 33.53 49.273 64.783 78.406

The next phase of our analysis focused on examining the integrity of the model’s

framework. Refer to Table 12 to review the results of model evaluation. The KMO (Kaiser—

Meyer—Olkin) measure was found to be 0.869, and Bartlett’s test for sphericity yielded a

p-value of less than 0.001, confirming the suitability of the factorization model (approximate

Chi-square 3410.537 /p < 0.001). The results of the confirmatory factor analysis indicated

that the paths from the latent variables to the measured variables were all significant at the

0.001 level of significance.

Table 12. Confirmatory factor analysis.

Observed Estimate
Latent Variables Variables B B S.E. C.R.
PRPP1 1 0.833
Privacy retention PRPP2 1.041 0.908 0.066 15.836 ***
period policies PRPP3 1.016 0.841 0.073 13.993 ***
PRPP4 1.093 0.918 0.068 16.112 ***
PPCP1 1.014 0.905 0.057 17.877 ***
Privacy information PPCP2 1.062 0.9 0.06 17.662 ***
sharing policies PPCP3 1.02 0.873 0.061 16.61 ***
PPCP4 1 0.88
PIT1 1 0.871
Privacy benefits PIT2 1.002 0.848 0.067 14.961 ***
PIT3 1.021 0.886 0.063 16.131 ***
PIT4 0.94 0.822 0.066 14.194 ***
PRI1 0.967 0.725 0.091 10.598 ***
PRI2 1.035 0.782 0.089 11.693 ***
Privacy risks PRI3 1.071 0.885 0.078 13.706 ***
PRI4 1.082 0.81 0.088 12.241 ***
PRI5 1 0.807
- IPA1 1 0.836
Willingness to IPA2 0.809 0.717 0.08 10.085 ***
disclose personal IPA3 1.005 0.797 0.089 11.349 #++
information IPA4 0.897 0.716 0.089 10.067 ***

¥ < 0.001.
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The results of the correlation analysis between the latent variables are presented in
Table 13. The correlation coefficients between variables did not exceed 0.8. We evaluated
the model’s convergent and discriminant validity by calculating the Average Variance
Extracted (AVE), Rho_A, and Construct Reliability for each latent variable. Convergent
validity was confirmed as all five latent variables had an AVE greater than or equal to 0.5
and both Rho_A and composite reliability values greater than or equal to 0.7. Discriminant
validity was confirmed based on the Fornell-Larcker criterion, as the square root of AVE
was consistently higher than correlations between constructs.

Table 13. Correlation analysis, AVE, and composite reliability.

Average

PRPP PPCP PIT PRI IPA Variance  Rho_A Composite
Reliability
Extracted
PRPP 0.908 * 0.824 0.933 0.929
PPCP 0.566 09191 0.844 0.940 0.938
PIT 0.445 0.549 0.904 1 0.817 0.929 0.925
PRI —0.163 —0.287 —0.137 0.844 1 0.712 0.917 0.900
IPA 0.214 0.265 0.415 0.026 0.834 1 0.695 0.871 0.854

t Square root of AVE.

The Variance Inflation Factor (VIF) values ranged from 1.000 to 1.570, indicating that
multicollinearity was not an issue. The f? effect size shown in Table 14 indicates medium
effects (> 0.15) for the relationships between privacy benefits and personal information
disclosure behavior, and between privacy information sharing policies and privacy benefits.
Small effects were observed in the relationships between privacy information sharing poli-
cies and privacy risks, and between privacy retention period policies and privacy benefits.

Table 14. 2 effect size.

PIT PRI IPA
PRPP 0.040 0.000 -
PPCP 0.193 0.060 -
PIT - - 0.156
PRI - - 0.007

We concluded that our model has medium prediction power, as approximately 70%
(9 of 13) of the indicators showed lower RMSE values compared to the naive linear regres-
sion model [44].

4.3. Structural Model Analysis

The structural model analysis indicates that the privacy retention period policy does
not have a significant effect on privacy risks but does have a positive effect on privacy
benefits (8 = 0.198, p < 0.01). The privacy information sharing policy has a negative effect
on privacy risks (8 = —0.287, p < 0.01) and a positive effect on privacy benefits (8 = 0.437,
p < 0.001). Privacy risks show no significant effect on the willingness to disclose personal
information, while privacy benefits have a significant positive effect on the willingness to
disclose personal information (8 = 0.426, p < 0.001). The R? value for privacy benefits was
moderate (R? = 0.328), while the values for privacy risks and the willingness to disclose
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personal information were weak (R? = 0.082 and 0.179, respectively). Detailed results of the
analysis can be found in Tables 15 and 16.

Table 15. Structural model analysis results.

Paths B S.E. t Statistics p-Value
privacy retention period 0,000 0.108 0003 0.9976
policies — privacy risks ' ' ’ ’
privacy retention period 0.198 0.074 2683 0.007 **
policies — privacy benefits ) ' ’ )
privacy information sharing _ _ -
policies — privacy risks 0.287 0.102 2.815 0.004
privacy information sharing 0.437 0.072 6.100 0.000 **
policies — privacy benefits ’ ' ' )
privacy risks — willingness to
disclose personal information 0.084 0-100 0840 0400
privacy benefits — willingness 0.426 0.085 5006 0.000 ***
to disclose personal information ) ' ' )
= <0.01, ™ p < 0.001.
Table 16. Test results of the research model.
Hypothesis Test Results

An increased perception of privacy risks
Hypothesis 1 will negatively impact the willingness to reject
disclose personal information.

An increase in privacy benefits will
Hypothesis 2 positively impact the willingness to disclose accept
personal information.

Perceived shorter personal information
Hypothesis 3 retention periods will have a negative effect reject
on perceived privacy risk.

Perceived restriction of personal
information sharing with third party
companies will have a negative effect on
perceived privacy risk.

Hypothesis 4 accept

Perceived shorter personal information
Hypothesis 5 retention periods will have a positive effect accept
on perceived privacy benefits.

Perceived restriction of personal
information sharing with third party
companies will have a positive effect on
perceived privacy benefits.

Hypothesis 6 accept

Figure 2 illustrates the relationships between the variables as presented in the
above analysis.
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H3: 0.000

Privacy Retention
Period Policies

Privacy Risks

(= 0.082) N HI:0.084
N

Willingness to
Disclose Personal
Information
(r2=0.179)

HS: 0.198***

H4: —0.287***

H2: 0.426%**

Privacy Information
Sharing Policies

Privacy Benefits
(r2=10.328)

H6: 0.437***

Figure 2. Structural model analysis results. (*** p < 0.001).

5. Discussion and Conclusions
5.1. Discussion

The existing research on privacy calculus theory suggests that privacy risk has a
negative influence on personal information disclosure behavior, while privacy benefit has a
positive influence [8,9,37]. Hypotheses 1 and 2 were formulated to examine whether the
principles of the privacy calculus theory apply in our experimental context.

Hypothesis 1, which states that privacy risk has a negative effect on the willingness to
disclose personal information, was rejected. In our experiments, it was found that increasing
privacy risk had no significant impact on privacy-providing behavior. In other words,
participants did not seem to take into account the privacy risk associated with providing
personal information in the context of the experimental privacy consent statement. In the
context of online shopping malls, the focus of this experiment, it is notable that users opt
to disclose personal information despite being conscious of the associated privacy risks,
illustrating a form of privacy paradox.

This result contrasts with several prior studies that have confirmed a negative asso-
ciation between privacy risk perception and information disclosure behavior in various
online settings [8,18,22,38]. However, our finding aligns with research suggesting that,
despite concerns about privacy, individuals often disclose personal information due to
other motivating factors, a phenomenon described as the privacy paradox [24,45-47]. For
instance, Tsai et al. found that users’ privacy concerns did not significantly deter them
from making online purchases, even when privacy policies varied [6]. Similarly, Kim et al.
demonstrated that privacy risks had no significant impact on the willingness to provide
privacy information [9]. In essence, it is a situation characterized by a weak privacy para-
dox, wherein heightened privacy concerns do not significantly correlate with increased
service usage, rather than a strong privacy paradox where rising privacy concerns lead to
greater service utilization. In this experiment, we observed that a situation similar to the
privacy paradox can arise during the online shopping mall signup process, where users
engage in personal information disclosure behavior despite being aware of privacy risks.

Hypothesis 2, which predicts that an increase in privacy benefits will have a positive
effect, was found to be statistically significant. This finding is consistent with previous
studies that have emphasized the role of perceived benefits in shaping individuals’ willing-
ness to disclose personal information [18,22,33]. For example, Xu et al. found that when
users perceived tangible benefits, such as financial compensation, they were more likely
to share their personal data, despite privacy risks [18]. Likewise, Kim et al. showed that
anticipated service-related benefits drive willingness to disclose information in IoT ser-
vices [9]. Our results reinforce these findings, suggesting that in e-commerce environments,
perceived privacy benefits play a more dominant role in shaping disclosure behavior than
privacy risks.
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Next, we tested Hypotheses 3 and 4 to determine the effects of the privacy retention
period policy and the privacy information sharing policy, which were manipulated through
the personal information agreement, on participants’ perceptions of privacy risk in the
experimental situation. We hypothesized that stricter privacy retention period policies and
privacy information sharing policies would reduce participants’ perceptions of privacy risk.

In the experimental context, it was found that the perception of shorter privacy
retention periods did not significantly impact the perception of privacy risk. Therefore,
Hypothesis 3 was rejected. Participants did not perceive the retention of information after
unsubscribing as a privacy risk. In contrast, we found that restricting the provision of
personal information had a negative effect on perceived privacy risk, so Hypothesis 4
was supported. As a result, it appears that the perception of privacy risk is influenced
more by the privacy information sharing policy than by the personal information retention
period policy.

Considering the hypothesized effect of the privacy information sharing policy on
the perception of privacy risk and the effect of the privacy retention period policy on the
perception of privacy benefit in the experimental situation, it is somewhat surprising that
participants in the experimental situation did not seem to pay close attention to or make
the connection between the agreement and privacy risk. Indeed, the results of the f-test in
the pre-check confirm that participants’ perception of the privacy retention period policy
varied depending on the situation. It appears more convincing that participants were
not concerned in advance about their inability to delete their personal information after
unsubscription, given that they were providing their personal information to the online
shopping mall for registration. In other words, participants were more concerned about
their personal information being provided to a third party at this stage than about how
their personal information might be deleted in the future when perceiving privacy risks. It
is also possible that they perceived storing their data on the site they chose to sign up for as
less risky than providing their data to an unfamiliar third-party company.

We also tested Hypotheses 5 and 6 to assess the impact of the privacy retention period
policy and the privacy information sharing policy on perceived privacy benefits. These
hypotheses were derived from studies by Kim and Oh, Wu et al., and Lee et al., which
emphasized the importance of well-disclosed privacy policies in building trust [11,12,15].
Additionally, they were influenced by research that highlighted the significance of users’
perception of privacy control [36,43].

In the experimental context, it was confirmed that reducing the retention period and
limiting the sharing of personal information had a positive impact on the perception of
privacy benefits, aligning with the hypotheses. Therefore, both Hypotheses 5 and 6 were
supported. To put it differently, participants tend to perceive greater privacy benefits when
they have control over their personal information as they review the consent to collect
personal information. Consequently, perceived privacy benefits contribute to personal
information disclosure behavior, so enabling users to restrict the storage and provision of
personal information can also lead to personal information disclosure behavior.

In summary, among the privacy policies tested as research hypotheses, the strict estab-
lishment of the privacy retention period policy and the privacy information sharing policy
has a positive impact on privacy benefits. Moreover, the perception of an increase in privacy
benefits is associated with a higher likelihood of personal information disclosure behavior.
In our experimental setting, it became evident that privacy policies influence personal
information disclosure behavior primarily through their impact on privacy benefits, rather
than privacy risks.
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5.2. Conclusions

The implications of this study are as follows. Firstly, it examines the applicability of
privacy calculus theory in the context of online shopping malls, specifically investigating
whether privacy risks and benefits influence the decision to provide personal information.
Numerous studies employing privacy calculus theory as a research framework have tested
whether users apply this theory when making decisions in various fields. However,
our study differs as it employed an experimental methodology using a simulated sign-
up scenario in an online shopping mall setting, allowing participants to make real-time
decisions rather than relying on the recall process typically used in surveys.

Secondly, our study examined the impact of the personal information agreement on
the perception of privacy risk and privacy benefits. In the existing literature, a range of
factors has been identified as influencing privacy risk and privacy benefit. Additionally,
this study expands upon the existing model by incorporating two new variables from the
company’s privacy policy: the perception of the privacy retention period policy and the
perception of the privacy information sharing policy. These variables are explored for their
influence on the perception of privacy risk and privacy benefit.

In our research, we discovered that restricting the provision of personal information
more effectively reduces the perception of privacy risk compared to shortening the retention
period of personal information. Additionally, we found that both the privacy retention
period policy and the privacy information sharing policy influence the perception of privacy
benefit. Furthermore, our study succeeded in integrating the content of the personal
information agreement as an influential factor within the existing privacy calculus model.
Therefore, this study builds upon Gerlach et al. by identifying individuals” perceptions
of the privacy agreement and incorporating these perceptions as an independent variable
within the privacy calculus theory [48]. Furthermore, in contrast to the approach of Lee
and Rha, which utilized the recognition of the privacy agreement for group differentiation,
our study demonstrates that the content of the personal information agreement can be
effectively expanded as an independent variable [49].

Thirdly, our study identified the factors that exert greater influence on the pathway
leading to information disclosure behavior during the stage when customers provide per-
sonal information. The experimental results demonstrated that in the context of providing
personal information to online shopping malls, privacy benefits can lead to information
disclosure behavior, whereas perceived privacy risks do not result in such behavior.

Previous studies employing recall-based surveys to test the theory of privacy calculus
have found that both privacy benefits and risks influence personal information disclosure
behavior [8,37]. In our experimental setting, we observed that manipulating variables such
as the privacy retention period policy and the privacy information sharing policy in the
personal information agreement resulted in information disclosure behavior being driven
more by privacy benefits than by privacy risks. This implies that at the stage of personal
information collection, the perception of privacy benefits takes precedence over concerns
regarding privacy risks.

This situation exemplifies a privacy paradox. In our experiments, although users
acknowledge privacy risks, these perceptions do not influence their behavior regarding the
provision of personal information. Many existing studies on the privacy paradox, which
employ surveys, have confirmed its occurrence. Yet, they tend to focus primarily on the
varying degrees of the paradox, such as cases where privacy concerns have a significant
positive impact on personal information disclosure behavior, and others where the impact
is not significant [45,47]. As this study was conducted in an experimental research setting,
it is pertinent to consider that the actual decision-making process might differ from that in
a recall-based survey.
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In practical terms, this study offers guidance for companies on implementing their
privacy policies. Our findings indicate that enabling customers to perceive control over their
personal information positively affects their privacy benefits, leading to more informed
behavior. The analysis of these personal information agreements can serve as a guide for
companies aiming to analyze and utilize personal information. It helps in establishing
privacy policies concerning the duration of personal information collection and decisions
regarding its provision. In an era where the use of personal information is increasingly
prevalent, this study offers valuable insights into crafting notices for personal information
use and in formulating a company’s privacy policy. In other words, by establishing policies
that grant customers control over their personal information, it is possible to enhance their
willingness to disclose information.

5.3. Limitations and Future Research

While this study offers valuable insights into the impact of personal information
agreements on privacy perceptions and willingness to disclose personal information, it also
has limitations.

First, regarding the measurement of manipulated variables, instead of using traditional
manipulation check questions, we employed full-scale measures to assess participants’ per-
ceptions of privacy policy elements. While this approach provides richer insights into how
participants interpret these privacy policies, it may not serve as a direct manipulation check.

Second, the uneven distribution of responses across scenarios presents a limitation.
Situation 4 had a lower completion rate, likely due to the heightened privacy concerns
associated with extended data retention and third-party information sharing. This discrep-
ancy suggests potential response bias, where participants opted out of the study based on
their sensitivity to privacy risks. While our analysis maintained statistical adequacy, future
studies could address this issue by employing alternative experimental designs, such as
ensuring equal sample sizes across conditions or using incentive-based mechanisms to
encourage completion.

Third, our choice of SEM over ANOVA for data analysis is another aspect to consider.
While ANOVA is commonly used for experimental studies with manipulated variables, we
opted for SEM to assess the complex relationships between privacy risk, privacy benefit,
and the willingness to disclose personal information. This approach aligns with prior
studies using SEM in experimental settings. However, we acknowledge that ANOVA could
provide additional insights into direct group differences, and future studies may benefit
from a comparative approach using both methods.

Beyond these methodological considerations, this study is also limited to online
shopping mall registration contexts, focusing solely on personal information agreements.
The results of this study might vary in other industries or in activities beyond membership
registration, such as in different contexts of online shopping malls. Additionally, as this
study focused solely on manipulating the personal information agreement, the outcomes
may differ when considering other aspects of the privacy policy in homepage, where
customers can review the processing of their personal information.

Furthermore, within the scope of privacy policies, easily recognizable and measurable
elements such as the privacy retention period policy and the privacy information shar-
ing policy were selected as experimental variables in the personal information collection
agreement. This experiment, focused on an online shopping mall’s membership registra-
tion for delivery purposes, did not account for the manipulation of personal information
sharing items due to the service’s limited nature. However, other services might consider
manipulating these variables. Therefore, there is potential to expand the model to include
such manipulations.
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Additionally, while our finding that privacy risk does not lead to personal information
disclosure behavior during the personal information agreement aligns with the privacy
paradox, it was not verified using privacy concerns as a metric. Future research could thus
explore the impact of privacy concerns in similar experimental contexts.
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