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Abstract

:

To ensure the long-term stable and uninterrupted service of satellite navigation systems, the robustness and reliability of time–frequency systems are crucial. Integrity monitoring is an effective method to enhance the robustness and reliability of time–frequency systems. Time–frequency signals are fundamental for integrity monitoring, with their time differences and frequency biases serving as essential indicators. These indicators are influenced by the inherent characteristics of the time–frequency signals, as well as the links and equipment they traverse. Meanwhile, existing research primarily focuses on only monitoring the integrity of the time–frequency signals’ output by the atomic clock group, neglecting the integrity monitoring of the time–frequency signals generated and distributed by the time–frequency signal generation and distribution subsystem. This paper introduces a time–frequency signal integrity monitoring algorithm based on the temperature compensation frequency bias combination model. By analyzing the characteristics of time difference measurements, constructing the temperature compensation frequency bias combination model, and extracting and monitoring noise and frequency bias features from the time difference measurements, the algorithm achieves comprehensive time–frequency signal integrity monitoring. Experimental results demonstrate that the algorithm can effectively detect, identify, and alert users to time–frequency signal faults. Additionally, the model and the integrity monitoring parameters developed in this paper exhibit high adaptability, making them directly applicable to the integrity monitoring of time–frequency signals across various links. Compared with traditional monitoring algorithms, the algorithm proposed in this paper greatly improves the effectiveness, adaptability, and real-time performance of time–frequency signal integrity monitoring.
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1. Introduction


The integrity of the time–frequency system is a critical determination of the navigation, positioning, and timing service performance of the Global Navigation Satellite System (GNSS). A fault within this system can inflict substantial damage on the GNSS operations. On 11 July 2019, a malfunction in the ground time–frequency system led to a disruption in the Galileo satellite navigation system. This incident affected over 20 satellites, resulting in the unavailability of navigation signals and a subsequent interruption of navigation, positioning, and timing services. These were not restored until a week later, significantly impacting both system operations and user services. To maintain the long-term stability and continuous service of satellite navigation systems, the robustness and reliability of time–frequency systems are essential. Integrity monitoring is a key strategy for enhancing these aspects. Therefore, there is an urgent need to conduct comprehensive research into the integrity monitoring of time–frequency systems to ensure the dependable functioning of the GNSS worldwide.



Currently, the development and research of integrity monitoring are primarily focused on the field of GNSS integrity monitoring, which is mainly divided into GNSS system integrity monitoring and receiver autonomous integrity monitoring (RAIM). The scope of GNSS system integrity monitoring is expansive, encompassing satellite integrity monitoring for satellite-based augmentation systems [1], real-time integrity monitoring for wide-area-precision positioning systems [2], and the theoretical framework for multi-tiered autonomous integrity monitoring in multi-source PNT elastic fusion navigation systems [3,4]. RAIM enables GNSS receivers to autonomously detect and rectify errors using redundant GNSS data. Scholars are presently delving into its methodological principles and performance analyses [5,6,7,8], availability and integrity risk assessment [9,10,11], GNSS satellite selection strategy [12], scenarios involving multiple constellations and faults [8,13,14,15], cross-integration with other disciplines [16], and applications in aviation, Precise Point Positioning (PPP), Real-Time Kinematics (RTK), and other fields [17,18,19,20,21,22]. In response to the integrity monitoring requirements of timing receivers with precisely known, stationary antenna coordinates, a Timing-Receiver Autonomous Integrity Monitoring (T-RAIM) algorithm has been proposed [23,24,25]. In order to meet the integrity monitoring needs of the aviation LPV-200 operation, an advanced receiver autonomous integrity monitoring (ARAIM) algorithm has been developed on the basis of the RAIM algorithm, and its performance is evaluated [26,27,28]. In addition, the receiver solution information combines external auxiliary information to develop an auxiliary integrity monitoring algorithm, which is mainly combined with auxiliary information such as inertial navigation, WIFI, and differential GNSS [29,30,31,32,33].



However, in the realm of time–frequency systems’ integrity monitoring, the time–frequency signal serves as the fundamental basis, with its time differences and frequency biases being important indicators for the assessment of the integrity monitoring of time–frequency systems. A typical time–frequency system is shown in Figure 1.



The time–frequency signal is generated by the time–frequency source in the atomic clock group, and is finally output to the users through a series of system equipment in the time–frequency system. All time–frequency signals in the time–frequency system are transmitted through cables. The 10 MHz frequency signal generated by the atomic clock group, after the time–frequency signal generation and distribution subsystem, generates multiple 10 MHz frequency signals and Pulse Per Second (1PPS) signals and outputs them to the users. Although the atomic clock group is the core part of the time–frequency system, the time–frequency signal generation and distribution subsystem is also an important part that affects the quality and performance of the time–frequency signal used by users. Therefore, to study the integrity monitoring of time–frequency systems, it is necessary to study the integrity monitoring of the time–frequency signals’ output by the atomic clock group and the time–frequency signal generation and distribution subsystem.



Presently, there is a scarcity of methods concerning the comprehensive monitoring of time–frequency signal integrity, particularly those emanating from the atomic clock ensemble within the time–frequency system. The existing approaches primarily involve cross-comparing the output signals of the atomic clocks, reviewing the phase, frequency deviation, and stability to achieve real-time integrity monitoring of the atomic clock’s signal output [34]. Current research only focuses on the integrity monitoring of the time–frequency signal produced by the atomic clock group, yet it neglects to monitor the integrity of the signals generated by the time–frequency signal generation and distribution subsystem.



In light of the aforementioned absence of integrity monitoring for the time–frequency signals generated by the time–frequency signal generation and distribution subsystem, this paper aims to explore the integrity monitoring of the time–frequency signals from the time–frequency signal generation and distribution subsystem. The structure of the article is as follows: Section 1 introduces the research background, significance, and current status of the integrity monitoring addressed in this article, along with proposing the research objectives. In Section 2, the characteristics of the measurement results between time–frequency signals are analyzed, a time–frequency signal temperature compensation frequency bias combination model is developed, and a time–frequency signal integrity monitoring algorithm along with its parameter calculation criteria based on the temperature compensation frequency bias combination model are proposed. Section 3 introduces the source of the time difference measurement results, which come from five different time–frequency signal links, and proposes experimental strategies. In Section 4, relevant parameters are calculated using the constructed model, the proposed algorithm, and the acquired experimental data. These parameters are then applied to another set of experimental data to evaluate and analyze their applicability. Finally, we compare and analyze the performance of the proposed algorithm and the traditional monitoring algorithm. Section 5 summarizes the research content of this article.




2. Model and Method


In the process of model construction, it is essential to conduct statistical analysis of measurement data and account for noise. Therefore, some statistical evaluation indicators such as mean, standard deviation (STD), and root mean square error (RMSE) become necessary tools for assessment. The corresponding equations are presented as follows:


  μ =  1 N    ∑  i = 1  N    x i     



(1)






  σ =    1 N    ∑  i = 1  N      (   x i  − μ  )   2       



(2)






  R M S E =    1 N    ∑  i = 1  N      (   x i  − f  (   t i   )   )   2       



(3)




where xi is the i-th real data, N is the data length, and   f  (   t i   )    represents the predicted value at the time of ti.



2.1. Characteristic Analysis


The time–frequency signal is generated by a time–frequency source and ultimately conveyed to the user through an array of system equipment within the time–frequency system. The theoretical time difference   c  ( t )    of the time–frequency source can be expressed in two distinct elements: the deterministic component and the random component. The deterministic component can be represented by a quadratic polynomial [35,36,37]:


  c  ( t )  = x + y t +  1 2  D  t 2  + ε  ( t )   



(4)




where x, y, and D represent time difference, frequency bias, and frequency drift rate, and t represents time. The random component   ε  ( t )    is the noise of the time–frequency source. It is a power-law spectral model [37,38,39,40,41,42]. It can be described by five independent random processes, and the total noise can be regarded as a linear superposition of five different noises.



As shown in Figure 1, the time–frequency signal link refers to the path where the time–frequency signal generated by the time–frequency source is finally output to the users through different cables and equipment inside the time–frequency system. For example: the time–frequency signal is output from the atomic clock group, through the cable to the frequency distribution equipment, and then through the cable to the users, this is a time–frequency signal link. The delay of the time–frequency signal link is the link delay, which is expressed by   d  ( t )   .



In theory, the link delay   d  ( t )    can be expressed as two parts: the deterministic component and the random component. The deterministic component can be represented by a fixed constant.


  d  ( t )  = τ + δ  ( t )   



(5)




where  τ  is a time-independent fixed constant, called the fixed link delay. The random component   δ  ( t )    is the noise generated by the time–frequency signal passing through the link, called link noise, which follows the Gaussian distribution. The size of the noise is related to the length of the cable on the link and the number of pieces of equipment.



During the actual operation of the time–frequency system, the deterministic component of the link delay of the time–frequency signal changes: the time–frequency signal passing through the time–frequency equipment on the link will produce a link frequency bias [43,44]. At the same time, the deterministic component is affected by temperature changes and has a linear relationship with the amount of temperature change [45,46]. Therefore,   d  ( t )    is corrected to:


  d  ( t )  = τ + Δ y t + a Δ T + δ  ( t )   



(6)




where  τ  represents the fixed link delay,   Δ y   represents the link frequency bias, t represents the time,  a  represents the temperature change coefficient,   Δ T   represents the amount of temperature change, and   δ  ( t )    is the link noise, which follows the Gaussian distribution.



Therefore, the time difference of the time–frequency signal output, which is represented by   z  ( t )   , to the users is:


  z  ( t )  = c  ( t )  + d  ( t )   



(7)








2.2. Model Construction


The time difference    z 1   ( t )    and    z 2   ( t )    of the time–frequency signals of two different links are:


     z 1   ( t )  = c  ( t )  +  d 1   ( t )       z 2   ( t )  = c  ( t )  +  d 2   ( t )     



(8)







At the same time, the time difference measurement result of the two time–frequency signals, which are represented by   m  ( t )   , is the difference between the time difference of the two links’ output to the user:


  m  ( t )  =  z 1   ( t )  −  z 2   ( t )  =  d 1   ( t )  −  d 2   ( t )   



(9)







The stably operating time–frequency system means that the internal cables and equipment of the time–frequency system are connected and fixed, the cables are not damaged, the equipment is in good operating condition and trouble-free, and the ambient temperature is controlled by a precision air-conditioning system. In a stably operating time–frequency system, the temperature change coefficient of the time–frequency signal link is related to the link, but the temperature change of each link is consistent, depending on the ambient temperature of the time–frequency system.



Therefore, by expanding and merging the above equations, we can construct an integrated model for temperature compensation frequency bias:


    m  ( t )    =  d 1   ( t )  −  d 2   ( t )       =  (   τ 1  −  τ 2   )  +  (  Δ  y 1  − Δ  y 2   )  t +  (   a 1  −  a 2   )  Δ T +  (   δ 1   ( t )  −  δ 2   ( t )   )       =  m d  +  f b  t + A Δ T + n  ( t )     



(10)




where    m d    represents the difference between the fixed link delay of the two time–frequency signal links,    f b    represents the combined frequency bias value, t represents the time, A represents the combined temperature change coefficient,   Δ T   represents the amount of change in ambient temperature of the time–frequency system, and   n  ( t )    represents the combined noise of the two links, which also follows the Gaussian distribution.




2.3. Integrity Monitoring Algorithm


2.3.1. Algorithm Overview


Building upon the temperature compensation frequency bias combination model developed in this paper, the noise and frequency bias within the measurement results are estimated. At the same time, utilizing the aforementioned model, a time difference prediction model is constructed as follows:


   m p  =  m d  +  f b   t p  + A Δ  T   t p     



(11)




where    m p    represents the predicted time difference,    t p    represents the predicted time, and   Δ  T   t p      represents amount of change in ambient temperature of the time–frequency system at the predicted time.



The bias   p d  (   t p   )    of the prediction of the time difference at time    t p    is:


  p d  (   t p   )  = m  (   t p   )  −  m p   



(12)




where   m  (   t p   )    represents the actual measured value of the time difference at time    t p   .



Under the stably operating time–frequency system, the estimated frequency bias fb is stable. The estimated noise is stable and follows the Gaussian distribution, that is,   p d  (   t p   )  = n  (   t p   )   ,    σ  p d   =  σ n   . The STD of the bias of the prediction of time difference is equivalent to RMSE,    σ  p d   ⇔ R M S E  .



Should the equipment undergo aging, the RMSE will increase significantly, then   R M S E >  σ n   . If the equipment or link phase transitions, the predicted bias represented by pd increases, and the absolute value of the statistical mean expressed by    |   μ  p d    |    increases over a period of time. If the frequency of the device or link changes, the absolute value of the combined frequency deviation value increases. Therefore, the devised temperature compensation frequency bias combination model serves to extract the noise n(t), the frequency bias fb, and the predicted bias pd from the time difference measurement outcomes. This facilitated real time monitoring of the time–frequency signal’s health status and the detection of time–frequency signal anomalies, thereby achieving vigilance over the integrity of the time–frequency signal.




2.3.2. Algorithm Implementation


Leveraging the composite model of time–frequency signal measurement results constructed in this paper, in conjunction with the above algorithm concepts, the process of constructing a time–frequency signal integrity monitoring algorithm is shown in Figure 2. The meaning of each parameter is shown in Table 1. And, |x| replaces the absolute value of x.



Specifically, the algorithm steps are as follows: Step 1 is to use dataold, ∆T, and data to calculate fb,    σ n   , and pd. Step 2 is to obtain the parameters pdarr,   t h  r  R M S E    , thrpd,   t h  r  p  d  m e a n      ,   m e a  n  p  d  a r r      , statematrix, and thrfb. Step 3 is to set the parameter stateIntegrity to 0, which means that the time–frequency signal state is healthy. Step 4 is to judge the parameter statefault. The specific process is that when |pd|> thrpd,    |  m e a  n  p  d  a r r      |    >   t h  r  p  d  m e a n      , RMSE >   t h  r  R M S E    , or |fb|> thrfb, the parameter statefault is 1, otherwise it is 0. When |pd|> thrpd, the measurement result needs to be replaced with the predicted result. Step 5 is to update the array statematrix. The specific operation is to throw the oldest fault state into array statematrix and stuff the latest fault state into array statematrix. Step 6 is to judge the integrity of the time–frequency signal. The specific method is that when the array statematrix is all 1, then the time–frequency signal is faulty, otherwise the time–frequency signal is trouble-free. When the array statematrix is all 1, the measurement result needs to be replaced with the predicted result. The last step is to output the integrity monitoring status parameter stateIntegrity. When it is 1, the measurement result is abnormal and it is not recommended to use it. The predicted time difference is generally used. Otherwise, the measurement results are normal.





2.4. Model Parameter Calculation Criteria


Using the temperature compensation frequency bias combination model, three parameters can be calculated: the STD of noise    σ n   , the estimated value of the frequency bias fb, and the predicted bias pd. The estimation accuracy of the above three parameters is closely related to the fitting time of the data represented by ftdata used in the model. Under the stably operating time–frequency system,    σ n    is stable,    |   f b   |    is less than a certain threshold, and RMSE is similar to    σ n   . Therefore,    Δ  b i a s    ,      |   f b   |    max    , and    σ   σ n      are used to construct the model parameter calculation criteria, where    Δ  b i a s   =  |  R M S E −  μ   σ n     |    is the absolute value of the difference between    μ   σ n      and the RMSE,    μ   σ n      is the mean of the    σ n   ,      |   f b   |    max     is the maximum value of the    |   f b   |   , and    σ   σ n      is the STD of the    σ n   .


  R =  α t   (   w 1  +  w 2  +  w 3   )   



(13)




where R is the weighting result,    α t    is the weighting coefficient of the fitting time, and    w i    is the weight represented by each parameter. Different users set it according to the importance of different parameters. In this article, it is set to:


     α t  =     0.2 +   0.8   1 + exp  (  − t + 12  )        1 ≤ t ≤ 24          w 1  =  {     1     Δ  b i a s   ≤ 1       1 + 10  (   Δ  b i a s   − 1  )       Δ  b i a s   > 1            w 2  =  {     1       |   f b   |    max   ≤  T d        1 + B  (     |   f b   |    max   −  T d   )         |   f b   |    max   >  T d             w 3  =  {     1     σ   σ n    ≤ 0.1       1 + 10  (   σ   σ n    − 0.1  )       σ   σ n    > 0.1          



(14)




where B is the frequency offset amplification factor, take 1 × 1016. Td is the threshold for the worst frequency bias, take 3 × 10−16. Based on the S-curve and its extension, S-curve has now been used in the field of parameter estimation and contribution and weight calculation [47,48]. At the same time, the reference for the value of    α t    is: the value is nonlinear and positively correlated with the fitting time. And the initial value of    α t    should not be excessively small, maintaining compatibility with other fitting time values without orders of magnitude differences, thus neglecting errors induced by brief fitting periods. Therefore, the standard S-curve is modified to obtain the    α t    in this paper. Therefore, the R value is calculated according to different fitting times. When R is the smallest, the corresponding ftdata is the calculated model parameter.





3. Data and Strategy


3.1. Experimental Data


We obtain the relevant experimental data from a stably operating time–frequency system. The time difference measurement results are measured using high-precision time interval measurement equipment, and the ambient temperature measurement results of the time–frequency system are measured using high-precision temperature measurement modules.



The time–frequency signal output by the atomic clock group is used as the reference signal. The time difference measurement results of the time–frequency signal and the reference signal is denoted as td, and the time difference measurement results of the time–frequency signal and the reference signal of the i-th link is denoted as tdi.



Unlike the one shown in Figure 1, the time–frequency system has more frequency distribution equipment and 1PPS distribution equipment to output time–frequency signals to more users.



Therefore, the time–frequency system has five time–frequency signal links, and the time difference measurement result of 1 day is shown in Figure 3. In order to facilitate the display, the measurement results eliminate a fixed delay and limit it to 1000 ps.



At the same time, the results of the ambient temperature change of the time–frequency system are shown in Figure 4.




3.2. Experimental Strategy


First, we obtain the time difference measurement results of a link and handle the data abnormalities, and this is a long period of trouble-free measurement data. Then, by employing the previously established model and methodology, a set of model calculation and experimental parameters that are pertinent to the measurement results are determined, including the data fitting time, thrpd, forecast deviation accumulation time,   t h  r  p  d  m e a n      ,   t h  r  R M S E    , and thrfb. In this paper, the first link is selected for the experiment, and the noise characteristics of the 16-day measurement results are shown in Figure 5.



Secondly, the adaptability of the set parameters is evaluated and dissected through the utilization of the defined model and experimental parameters, the integrity monitoring algorithm, and the time difference measurement results of other links.



Finally, the traditional monitoring algorithm for time–frequency signals is introduced, and the performance of the algorithm proposed in this paper and the traditional monitoring algorithm are compared and analyzed.





4. Experiment and Results Analysis


4.1. Calculation of Experimental Parameters


4.1.1. Calculation of Model Parameters


According to the calculation criterion in Equation (13) of the ftdata, within one day, the results of the data with different fitting times under the condition of running for 2 h are shown in Table 2. It was found that the minimum value for R is 10 h. Therefore, the ftdata of the model is selected to be 10 h for subsequent analysis.




4.1.2. Calculation of Experimental Parameters


According to the algorithm ideas and processes proposed in this paper, the integrity monitoring parameters that need to be set by the user are as follows: the fault continuous alarm time threshold, the forecast deviation fault threshold, the forecast deviation cumulative time, the forecast deviation mean threshold, the RMSE threshold, and the frequency bias threshold.



The above parameters are all determined based on the user’s requirements for the Probability of False Alarm (PFA) and Probability of Missed Detection (PMD) of the system. Drawing on the navigation performance requirements of civil aviation for GNSS in GNSS integrity monitoring [49], this experiment sets the PFA to be better than 10−3, and the PMD to be better than 10−3. Some parameters of integrity monitoring can be calculated from the PFA and PMD:


    I R = P F A * P M D     A R = P F A + P M D     i n t e g r i t y   l e v e l = 1 − P M D     c o n t i n u i t y = 1 − P F A     a v a i l a b i l i t y = 1 − A R    



(15)







So, its Integrity Risk (IR) is better than 10−6 and the Availability Risk (AR) is better than 2 × 10−3. Therefore, the corresponding integrity level of this experiment is (1 − 1 × 10−3/s), the continuity is (1 − 1 × 10−3/s), and the availability is 99.8%.



The continuous fault alarm time represented by ATcon refers to the length of time before the signal fault is continuously detected before the alarm is issued to the system. It is usually set by the user according to the needs. It has nothing to do with the PFA and the PMD. This experiment is set to 5 s.



The fault threshold of the forecast bias refers to the threshold value which the forecast bias must exceed for the detection signal to be a fault. According to the preliminary research in this paper, the noise extracted from the combined model follows the Gaussian distribution and its STD is stable over time. Therefore, according to the requirement that the PMD is better than 10−3 and the probability interval of the standard normal distribution, the detection threshold for the forecast bias is selected to be 3.1 times the STD (σ).



The   t h  r  p  d  m e a n       and   t h  r  R M S E     are selected based on the cumulative time of the prediction. By analyzing the curve of the mean and RMSE of the forecast bias, as shown in Figure 6, we select the cumulative prediction time as 30 s for this experiment, represented by Tcp.



Based on the trouble-free measurement data after long-term analysis and processing, we take the cumulative prediction time as 30 s and analyze the PFA of the threshold of the mean of the forecast bias, the RMSE, and the frequency bias. At different moments randomly selected within the time range of the measurement data, the frequency bias estimation and time difference forecast bias results of these moments are used to perform a Monte Carlo simulation of the PFA of the thresholds. The number of times the Monte Carlo simulation is run is 10,000, and the PFA of the thresholds is shown in Figure 7.



According to the index requirements that the PFA set in this paper is better than 10−3 and the results shown in Figure 7,   t h  r  p  d  m e a n       is selected to be 50 ps,   t h  r  R M S E     is 1.44 times the    σ n   , and thrfb is 1.5 × 10−15.



In summary, the setting of the experimental parameters in this paper are shown in Table 3.




4.1.3. Calculation of Fault Simulation Parameters


Based on the trouble-free measurement data after long-term analysis and processing, different moments are randomly selected within the time range of the measurement data, and the parameters set by the experiment are used to perform a Monte Carlo simulation of the PMD of thresholds under faults of different sizes. The size of the faults corresponding to the PMD required by the user is the Minimum Detection Bias (MDB). The number of times the Monte Carlo simulation is run is 10,000 and the PMD of the thresholds is shown in Figure 8.



According to the results shown in Figure 8, it can be found that under the set experimental parameters, under the condition that the PMD is better than 10−3, the MDB of various types of faults are the phase transition is 86 ps, the STD of the noise deterioration is 88 ps, and the frequency bias is 2 × 10−15.





4.2. Evaluation of Parameter Adaptability


4.2.1. Experimental Scene


In this experiment, other link data were selected for the adaptability evaluation experiment of experimental parameters.



The parameter settings of the experimental scene are shown in Table 3. Time–frequency signal faults are mainly categorized into three distinct fault types: phase transition faults, noise deterioration faults, and frequency transition faults. In this paper, noise deterioration refers to noise increase. According to the MDB results calculated above, for these three fault types, a randomized onset time is selected, and the following fault simulation scenarios are devised during the 101st second of the time difference results of different links.



The details are as follows: 1. The time–frequency signal has a significant phase transition of 400 ps and the result exceeds the maximum fault threshold after the transition. 2. The time–frequency signal has an ordinary phase transition of 200 ps and the result after the transition does not exceed the maximum fault threshold. 3.The time–frequency signal has a small phase transition of 90 ps. 4. The noise deterioration of the time–frequency signal, superimposing a Gaussian white noise with an STD of 90 ps. 5. The frequency transition of the time–frequency signal leads to a frequency bias change in the order of 2 × 10−15. The simulation results of the above fault scenario are shown in Figure 9.




4.2.2. Experimental Results


In view of the above-mentioned faults’ simulation results, the algorithm is used for integrity monitoring, with the status of the alarm and the Time To Alert (TTA) detailed in Table 4.



According to the experimental results in the table above, it can be found that the algorithm proposed in this paper can effectively monitor the time–frequency signal fault and issue an alarm to the user within a period of time after the signal fault occurs. At the same time, the model and experimental parameters set above are still valid in the integrity monitoring of other time–frequency signal links. In view of the frequency transition fault of the time–frequency signal, the impact on the measurement result within the maximum alarm time under different links is   2 ×   10   − 15   × 7798 ≈ 15.6   ps, and the impact on the system is within the range of the time–frequency system index (500 ps). At the same time, the TTA of the frequency transition fault of the 4th link is less than that of the other links. The reason is that the number of pieces of equipment and cables on the link is small, the impact of the noise and temperature changes is small, and the impact of the frequency changes can be monitored more sensitively.





4.3. Comparative Experiment of Algorithm


4.3.1. Traditional Monitoring Algorithm


Due to the current lack of research on the integrity monitoring of time–frequency systems, the time–frequency signals output by the time–frequency signal generation and distribution subsystem in the time–frequency system use a very simple traditional monitoring algorithm. The principle and process are shown in Figure 10.



First, based on Equation (5), the link delay of each link is calculated by averaging the historical 30 min measurement data. Then, the noise of each link is calculated. The noise of each link is the corresponding link delay calculated in the first step deducted from the measurement data of each link. The noise of each link is near 0. Finally, the fault status is determined based on the fault threshold set by the user and the time difference measurement result. If the time difference measurement result exceeds the threshold, the link is considered to be faulty. On the contrary, if it is below the threshold, the link is considered to be trouble-free.




4.3.2. Experimental Scene and Parameter Setting


The scene of this experiment is consistent with the scene of the experiment described in Section 4.2.1 and will not be repeated here. And the threshold of this experiment is 500 ps, which is the index of the time–frequency system.




4.3.3. Experimental Results


For the scene of this experiment in Section 4.2.1, the traditional monitoring algorithm is used for integrity monitoring, and the status of the alarm and the TTA are shown in Table 5.



In Table 5, N/A means that the faults cannot be detected within 3 days after the faults occurs. It can be found that the traditional monitoring algorithm cannot accurately and effectively detect the small phase transition fault and the noise deterioration fault, and the detection effectiveness and real-time performance are weak. The detection ability of the traditional monitoring algorithm is closely related to the link itself, so its adaptability is weak. At the same time, for the frequency transition fault, the traditional monitoring algorithm takes 1 to 2 days to detect, and the real-time performance is weak.



In addition, by comparing the results of Table 4 and Table 5, it can be found that the integrity monitoring algorithm proposed in this paper has the following advantages compared with the traditional monitoring algorithm: the effectiveness and timeliness of fault detection are significantly improved, it can effectively detect multiple types of faults, and the real-time performance is increased by about 12 times. Therefore, the integrity monitoring algorithm proposed in this paper greatly improves the effectiveness, adaptability, and real-time performance of time–frequency signal monitoring.



In summary, the integrity monitoring algorithm proposed in this paper can effectively detect, identify, and alarm the phase transition fault, the noise deterioration fault, and the frequency transition fault. At the same time, the model proposed in this paper and the calculated integrity monitoring parameters have good adaptability. Compared with the traditional monitoring algorithm, the integrity monitoring algorithm proposed in this paper greatly improves the effectiveness, adaptability, and real-time performance of time–frequency signal integrity monitoring.






5. Conclusions


This paper focuses on the problem that the integrity monitoring of the time–frequency system is limited to the time–frequency signal output by the atomic clock group. By analyzing the theory of time–frequency source and link delay, it is found that temperature changes and frequency changes of the time–frequency signal are the main influencing factors of time difference measurement results. Therefore, a time–frequency signal integrity monitoring algorithm based on a temperature compensation frequency bias combination model is proposed. The algorithm analyzes the characteristics of time difference measurements, constructs a temperature compensation frequency bias combination model, and extracts and monitors the characteristics of the noise and frequency bias of the time difference measurement results, so as to realize the integrity monitoring of the time–frequency signal. The time difference measurement results of multiple links in a stably operating time–frequency system are used for verification. The conclusion is as follows:




	(1)

	
Under the condition that the PFA is 10−3 and the PMD is 10−3, the typical value of the MDB is as follows: the phase transition is 86 ps, the STD of noise deterioration is 88 ps, and the frequency bias is 2 × 10−15.




	(2)

	
Based on the typical value of the MDB and the calculated integrity monitoring parameters, the time difference measurement data of different links is used to construct a simulation experiment of the time–frequency signal fault of the corresponding link. The experimental results show that the algorithm in this paper can effectively detect, identify, and alarm the phase transition fault, the noise deterioration fault, and the frequency transition fault.




	(3)

	
Additionally, the model and the integrity monitoring parameters developed in this paper exhibit high adaptability, making it directly applicable to the integrity monitoring of time–frequency signals across various links.




	(4)

	
The traditional monitoring algorithm is used for fault simulation experiments, and the experimental results are compared with the experimental results of the algorithm in this paper. The experimental results show that the algorithm proposed in this paper greatly improves the effectiveness, adaptability, and real-time performance of time–frequency signal integrity monitoring.
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Figure 1. Architecture of a typical time–frequency system. 
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Figure 2. Algorithm flowchart. 
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Figure 3. Curve of time–frequency signal time difference measurement. 
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Figure 4. Curve of ambient temperature change. 






Figure 4. Curve of ambient temperature change.



[image: Remotesensing 16 01453 g004]







[image: Remotesensing 16 01453 g005] 





Figure 5. The noise characteristics of the time–frequency signal time difference. 
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Figure 6. Curve of the mean and RMSE of forecast bias. 
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Figure 7. Curve of the PFA of various thresholds. (a) Curve of the PFA of the threshold of the mean of forecast bias; (b) Curve of the PFA of the threshold of RMSE; (c) Curve of the PFA of the threshold of frequency bias. 
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Figure 8. Curve of the PMD of various thresholds. (a) Curve of the PMD of the threshold of the mean of forecast bias; (b) Curve of the PMD of the threshold of RMSE; (c) Curve of the PMD of the threshold of frequency bias. 
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Figure 9. Simulation of time–frequency signal fault. (a) Simulation of phase transition fault; (b) Simulation of noise deterioration fault; (c) Simulation of frequency transition fault. 
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Figure 10. The process of the traditional monitoring algorithm. 
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Table 1. The meaning of each parameter in process.
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	Parameter
	Meaning





	dataold
	Historical measurement data



	∆T
	Historical temperature change data



	data
	Current measurement result



	fb
	Frequency bias



	    σ n    
	The STD of noise



	pdarr
	Sequence of historical forecast bias



	   t h  r  R M S E     
	Threshold of RMSE



	thrpd
	Threshold of forecast bias



	   t h  r  p  d  m e a n       
	Threshold of the mean of the forecast bias



	   m e a  n  p  d  a r r       
	Mean of the historical forecast bias



	statematrix
	Sequence of historical fault state



	thrfb
	Threshold of frequency bias



	statefault
	Fault Status at the current time



	stateIntegrity
	Integrity status at the current time










 





Table 2. Calculation results of model parameters.
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	ftdata (Hour)
	     Δ  b i a s      
	       |   f b   |    max      
	     σ   σ n       
	R





	1
	0.53
	8.96 × 10−15
	0.34
	18.40



	2
	0.14
	4.74 × 10−15
	0.38
	10.06



	3
	0.29
	4.42 × 10−15
	0.27
	9.19



	4
	0.31
	4.58 × 10−15
	0.21
	9.38



	5
	0.35
	4.07 × 10−15
	0.16
	8.30



	6
	0.47
	2.35 × 10−15
	0.15
	4.85



	7
	0.70
	1.30 × 10−15
	0.13
	2.74



	8
	0.67
	1.20 × 10−15
	0.12
	2.61



	9
	0.69
	8.55 × 10−16
	0.14
	2.13



	10
	0.81
	3.85 × 10−16
	0.07
	1.14



	11
	0.87
	3.13 × 10−16
	0.09
	1.30



	12
	0.91
	2.36 × 10−16
	0.05
	1.80



	13
	1.01
	1.30 × 10−16
	0.06
	2.40



	14
	1.01
	8.94 × 10−17
	0.04
	2.80



	15
	1.01
	8.87 × 10−17
	0.03
	2.94



	16
	0.93
	9.36 × 10−17
	0.02
	2.96



	17
	0.92
	9.81 × 10−17
	0.04
	2.98



	18
	0.92
	8.06 × 10−17
	0.02
	2.99



	19
	0.90
	5.96 × 10−17
	0.04
	3.00



	20
	0.95
	1.97 × 10−16
	0.08
	3.00



	21
	1.01
	2.46 × 10−16
	0.07
	3.12



	22
	1.06
	2.85 × 10−16
	0.04
	3.56



	23
	1.07
	2.93 × 10−16
	0.04
	3.69



	24
	1.06
	2.98 × 10−16
	0.02
	3.55
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	Parameters
	Meanings
	Values





	ftdata
	The fitting time of data
	10 h



	ATcon
	The threshold of continuous fault alarm time
	5 s



	thrpd
	Threshold of the forecast bias
	3.1    σ n   



	Tcp
	Cumulative prediction time
	30 s



	   t h  r  p  d  m e a n       
	Threshold of the mean of the forecast bias
	50 ps



	   t h  r  R M S E     
	Threshold for RMSE
	1.44    σ n   



	thrfb
	Threshold for frequency bias
	1.5 × 10−15










 





Table 4. Experimental results of parameter adaptability evaluation.
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Type of Faults

	
TTA(s)




	
td1

	
td2

	
td3

	
td4

	
td5






	
Phase transition of 400 ps

	
5

	
5

	
5

	
5

	
5




	
Phase transition of 200 ps

	
8

	
7

	
5

	
5

	
5




	
Phase transition of 90 ps

	
13

	
13

	
10

	
7

	
10




	
Noise deterioration at 90 ps

	
14

	
13

	
19

	
7

	
7




	
Frequency transition of 2 × 10−15

	
7784

	
7666

	
7596

	
1846

	
7798











 





Table 5. Experimental results of the traditional monitoring algorithm.
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Type of Faults

	
TTA(s)




	
td1

	
td2

	
td3

	
td4

	
td5






	
Phase transition of 400 ps

	
1463

	
1463

	
27788

	
N/A

	
10062




	
Phase transition of 200 ps

	
N/A

	
N/A

	
N/A

	
N/A

	
N/A




	
Phase transition of 90 ps

	
N/A

	
N/A

	
N/A

	
N/A

	
N/A




	
Noise deterioration at 90 ps

	
12,314

	
83,798

	
26,135

	
N/A

	
N/A




	
Frequency transition of 2 × 10−15

	
89,666

	
107,408

	
135,189

	
182,726

	
160,450
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