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Abstract: This study analyzes different attitudes toward introduction of smart policing technologies
in cybercrime policing among the Korean public and police. Policing is essential for a sustainable
community. Technological advances in policing have both positive and negative aspects, making
it essential to investigate perceptions of both public and police when introducing smart policing
technologies. A discrete choice experiment was undertaken to survey preferences of the public and
police toward introduction of such technologies and conduct simulation analysis to compare changes
in the acceptance of various scenarios. The study divides cybercrime policing into prevention and
investigation. The sample included 500 members of the public and 161 police officers. The results
show that the public thinks an increase in yearly taxes and invasion of privacy are the most important
factors. Conversely, the police think factors enhancing the efficiency of policing are most important.
Moreover, when smart policing technologies are introduced, the public and police perceive more
utility in the prevention and investigation of cybercrime, respectively. Few studies in this field
separate the prevention and investigation of crimes, or compare perceptions of the public and police
toward the introduction of smart policing technologies. This study’s quantitative analysis provides
insights lacking in previous literature.
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1. Introduction

Policing contributes to the sustainability of a community because it ensures public safety so that
various social activities and sustainable development can take place [1-3]. However, along with recent
technological advances in information and communications technology (ICT), criminals are becoming
more intelligent and sophisticated. Therefore, crime prevention and arrests of criminals to ensure a
safe and sustainable community are becoming more difficult. For example, South Korea had a high
crime clearance rate of over 90% in the 1990s, but due to dramatic ICT advances and economic growth,
the clearance rate steadily decreased, reaching 78.3% by 2014. The main contributor to this trend is
intellectual crime, with a clearance rate of 68.3%, which is 10% lower than the average [4]. In 2014,
the rate of intellectual crime in South Korea was 16.8%, which is larger than that of violent crimes
(16.3%) or theft (15.0%). Among intelligent crimes, crimes in the cyber space damage our society in a
new way, as the public experiences a new type of insecurity, that in the cyber space, which is different
from insecurity in the physical world [5,6].

To cope with these crimes, the necessity for smart policing technologies has steadily increased,
and many state-of-the-art technologies are already being utilized in policing activities, such as
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biometrics, digital imaging, and monitoring technologies. Some examples of these smart policing
technologies are deoxyribonucleic acid (DNA) testing, face and action recognition, location tracing,
censorship of electronic devices, video monitoring, and fingerprint and footprint imaging [7]. Due to
technological advances, electronic devices are being increasingly miniaturized. Moreover, big data
and machine learning technologies provide the ability to produce real-time responses to crime. These
technologies can be specifically applied to crime forecasting systems using big data (the IBM “i2
COPLINK?”), target identification systems using real-time video monitoring (the Microsoft and New
York Police Department’s [NYPD] “Domain Awareness System”), police cars equipped with an infrared
monitor (NYPD’s “smart car”), and portable DNA testing machines (NEC Corporation’s “Portable
DNA Analyzer”). For a review of current and emerging smart policing technologies, refer to [8].

The use of smart policing technologies to prevent crime and enhance the clearance rate can reduce
damage to the public and companies and contribute to sustainable development of the community [9-12].
However, many of these technologies, especially those coping with cyber-crime, are data-driven.
To make use of these technologies, digital surveillance and collection as well as saving of the
public’s private information are needed, which make these technologies controversial as regards
to privacy [13-21]. Moreover, due to the public nature of policing, research and development (R&D)
for policing technologies are usually led by the central government (e.g., the National Institute of
Justice in the United States, National Policing Improvement Agency in the United Kingdom, National
Research Institute of Police Science in Japan, and the China Research Center). Therefore, an increase in
R&D investment leads to an increase in taxes. Moreover, these technologies may incur a tremendous
introduction cost, which may also lead to an increase in taxes. Thus, legislation and regulations based
on an understanding of these factors are important, since R&D for smart policing technologies is
very costly, in terms of both money and privacy. In addition, since smart policing technologies are
mainly used by the police, the beneficiaries and actual users of the technology are different. Therefore,
policy direction regarding these legislations and regulations should be designed with a thorough
understanding of people’s attitudes toward the smart policing technology.

The police, who are the actual users of the technology, may want to introduce and make full use
of these technologies to effectively and efficiently cope with crimes. On the other hand, the public,
who are the beneficiaries and cost bearers of the technology, may resist its introduction for various
reasons, such as anxiety regarding private information leakage or an increase in tax burden. In case
of South Korea, people are extremely passive about providing their private information, which may
be because of repeated incidents of information leakage since 2008 from various types of companies
(e.g., online shopping mall, internet service provider, online game company, broadcasting company,
and bank) [22]. Thus, there are efforts to design appropriate policies and regulations regarding private
information [23].

Accordingly, some type of reconciliation between the police and public is needed.
By understanding the difference in their attitudes toward the introduction of smart policing
technologies, appropriate alignment between security and privacy may be achieved [5]. Moreover,
attitudes about the introduction of such technologies may differ because of other reasons, such as
reduction in labor force or prioritization of the prevention or investigation of the crime.

Therefore, this study empirically analyzes different attitudes of both the public and police toward
the introduction of smart policing technologies in cybercrime policing. Additionally, cybercrime
policing is divided into prevention and investigation, and their differences are analyzed. Ultimately,
this study provides policymakers with implications that can enhance acceptance of the smart policing
technologies. To this end, a discrete choice experiment is used to obtain knowledge on the preferences
of the public and police toward the introduction of these technologies, and a simulation analysis
compares the changes in acceptance in various scenarios. A cost-benefit analysis is also conducted for
the introduction of smart policing technologies.

The remainder of this article is organized as follows. Section 2 reviews the previous literature,
exploring the perceptions of both the public and police toward policing, and outlines the contributions
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of this study. Section 3 describes the research framework and the mixed logit model used for analysis.
Section 4 presents the estimation results for the preferences of the public and police toward the
introduction of smart policing technologies, as well as the findings of the simulation analysis and their
implications. Section 5 discusses the key results of the study. Section 6 summarizes the study and
provides conclusions and policy implications with directions for future research.

2. Literature Review

Much of the previous literature on attitudes toward policing explored the general public’s
perceptions of the role of police or analyzed perceptions on the development of smart policing
technologies. The literature exploring public perceptions of the role of police usually focused on
identifying the determinants of perception [24-30]. Correia et al. [24] analyzed public satisfaction levels
for the Washington state police, considering demographic variables such as age, gender, education
level, and housing (own versus rent), along with personal experiences related to the police, such as
receiving a warning or citation. On the other hand, Weitzer and Tuch [25] analyzed the effect of the
perception of public safety and the likelihood of civic participation on policing policies proposed by the
police. Reisig and Giacomazzi [26] categorized perceptions of the police concerning officer demeanor,
citizen-police relations, problem-solving orientation, and crime control responsibility, and analyzed the
relationship between these perceptions and both demographic characteristics and personal experiences
with crime. Tyler [27] analyzed the cases of policing in the United States and Europe to examine the
issues of trust and legitimacy.

Numerous recent studies have focused on the relationship between the media and perceptions
of the police. Dowler and Zawilski [28] analyzed how public perceptions of police misconduct and
discriminatory police practices are affected by police-related TV shows (e.g., police dramas, crime
solving, and police reality shows), TV news, and demographic variables. In their analysis, factors
such as the perception of crime and police-related experiences were controlled. Further, Callanan
and Rosenberger [29] analyzed how media coverage affects trust in police, and the results show that
watching TV news or crime-based reality programs enhances this trust.

Moreover, some studies analyzed the differences between various groups of people. Dimc and
Dobovsek [31] compared people’s perception of cybercrime in Slovenia and the United States.
The results suggest that Slovenian people feel safer than people in the United States in the virtual
environment. Nasi et al. [32] conducted a multi-national study in Finland, the United States, Germany,
and the United Kingdom on the victimization of young people through cybercrime. The results show
that the country in which the people resided did not affect their victimization, while factors such
as gender, whether their parents were born abroad, and whether they lived with their parents did.
Different attitudes toward the use of private information in Asian countries are presented in [23].
Some studies analyzed the attitude of police toward certain groups of people. Williams [33] analyzed
the attitude of police toward immigrants in the United States. The results showed that many police
departments try to develop a “welcoming” attitude toward immigrants, which, in turn, results in
deeper commitments in community policing.

Another recent research trend for perceptions of policing is perception analysis on the introduction
of smart policing technologies. As state-of-the-art technologies are applied in policing, issues such
as rights, liberties, accountability, integrity, ethics, and effectiveness are emerging [34], because the
introduction of smart policing technologies can increase the probability of invading an individual’s
privacy, rights, and freedom, since many of these technologies collect, trade, and save individual
private information. Additionally, significant investment is needed to develop these technologies
further. Therefore, the honesty of police organizations, which are in control of this information, and the
technology’s effectiveness in policing compared with its investment cost, are essential issues to be
considered [35,36]. Moreover, some studies analyzed the role of other factors, such as the political
environment [37].
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Numerous studies focusing on perceptions toward the introduction of smart policing technologies
also analyzed perceptions toward surveillance technologies. For instance, Pavone and Degli
Esposti [38] used survey data to analyze the trade-off between security and privacy regarding the
introduction of surveillance-oriented security technologies. They divided the general public into
two groups, those who trust smart policing technologies and those who are concerned about them,
and showed that perceptions toward security and privacy are different between these two groups.
Additionally, Strickland and Hunt [39] analyzed perceptions toward radio frequency identification
(RFID) technologies for policing and business purposes. Their results showed that even those with
substantive knowledge of these technologies are anxious regarding the collection of private information
and skeptical about whether the information is safely protected. Moreover, even individuals who
endorse RFID technologies for policing believe the government should enhance its regulations on
smart policing technologies. Further studies like those of Valkenburg [40] and Friedewald et al. [41]
also analyzed the public’s trade-off between privacy and security.

As such, most extant studies focused on the perceptions of the general public, but some [42—44]
analyzed the acceptance of technology by police officers, who are the actual users.

The development and use of smart policing technologies clearly affect both the general public
(which is the beneficiary and cost bearer) and police officers (who are the actual users). However,
previous studies usually analyzed the perception of only one of these two groups. Moreover, since
policing activity can be divided into two categories—prevention and investigation of crimes—the effect
of smart policing technologies may differ between these. However, few previous studies separated
these categories for analysis. Therefore, this study identifies and compares the perceptions of both
the general public and police officers toward the introduction of smart policing technologies for the
prevention and investigation of crime. By quantitatively analyzing the attitudes of these two groups,
this investigation expects to provide implications that previous studies did not.

3. Methodology

Smart policing technologies are not widely adopted yet, which makes the response or preference
data of the public and police very limited or non-existent. Therefore, we use the choice experiment
method, which requires respondents to choose their preference from among scientifically designed
hypothetical alternatives to obtain knowledge about their preference structure. Then, using data
collected from the choice experiment, we use the econometric model to analyze preferences about the
introduction of smart policing technologies of both the public and police [45].

3.1. Choice Experiment Design

First, a choice experiment is conducted to quantitatively analyze the perceptions of the general
public and police officers toward the introduction of smart policing technologies. A choice experiment
is appropriate in this case, since it can quantitatively analyze the invisible value of the subject. In such
an experiment, a set of hypothetical alternatives is provided, which is a combination of the effects of
the introduction of smart policing technologies [46]. For this, attributes that can represent the effect of
introducing smart policing technologies in cybercrime prevention and investigation are generated.

First, for cybercrime prevention, five attributes are assumed: increase in taxes, privacy invasion,
decrease in workforce needed, decrease in hacking crimes, and auto-blocking of harmful content.
For the attribute level of increase in taxes, the police’s R&D budget is considered, as well as the expected
increased budget, and three levels are set at 500 KRW /year, 1500 KRW /year, and 2000 KRW /year.
According to the National Police Agency, the R&D budget for the National Police in 2016 was about
KRW 5 billion. If this is divided by the 21,241,538 households in South Korea [47], the cost per
household is about 240 KRW /year. However, since R&D activities for policing are also being conducted
at the supreme prosecutor’s office and by a national forensics service, and the R&D budget is expected
to increase, the abovementioned increase in tax levels is assumed. Three levels are set for the attribute
of privacy invasion: no, low, and high risk of invasion. No risk of invasion means that no private
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information is collected; low risk of invasion means that only information such as that of sign-up logs,
identification, internet protocol (IP) addresses, and visit logs is collected; and, finally, high risk of
invasion means that information such as that of sign-up logs, identification, IP addresses, visit logs,
accessing regions, media access control (MAC) addresses, trading information, and real names is
collected. Next, for the decrease in workforce needed, it is noted that there was workforce reduction of
8%, or 3000 police officers, in 2011 through the operations of the NYPD Real Time Crime Center [48].
The levels of this attribute are set as current, 15% decrease, and 30% decrease. Similarly, for the
decrease in hacking crimes, the levels are also set as current, 15% decrease, and 30% decrease. Finally,
regarding the auto-blocking of harmful content, such as illegal pornography, gambling, defamation,
and discriminatory content, the levels are set as current, 15% increase, and 30% increase. The attributes
and attribute levels for introducing smart policing technologies in the prevention of cybercrime are
illustrated in Table 1.

Table 1. Attributes and attribute levels for the effect of introducing smart policing technologies for
cybercrime prevention.

Attributes Attribute Level

500 KRW /year

Increase in tax (cost) 1500 KRW /year
2500 KRW /year

No risk of invasion (private information is not collected)

Low risk of invasion (information such as sign up log, ID, IP

Invasion of privacy address, and visit log are collected)

High risk of invasion (information such as sign up log, ID,
IP address, visit log, accessing region, MAC address, trading
information, and real name are collected)

Current level
Decrease in manpower needed 15% decreased
30% decreased

Current level
Decrease in hacking crime 15% decreased

30% decreased

Current level
Auto-blocking of harmful contents 15% increased
30% increased

Note: ID = identity; IP address = internet protocol address; MAC address = media access control address.

Next, for cybercrime investigation, five attributes are assumed: increase in taxes, privacy invasion,
decrease in time spent on investigation, increase in clearance rate, and decrease in police misconduct.
The attribute levels for the increase in taxes and privacy invasion are the same as those for prevention.
For the decrease in the time spent on investigation, reference is made to the fact that the NYPD
decreased the time spent on investigation by 30% by introducing the Real Time Crime Center, and the
levels are set as current, 25% decrease, and 50% decrease. For the increase in clearance rate, the attribute
levels are assumed as current, 10% increase, and 20% increase. Finally, regarding the decrease in
police misconduct, the levels are assumed as current and decrease in police misconduct. The attributes
and attribute levels for introducing smart policing technologies in the investigation of cybercrime are
illustrated in Table 2.

By setting the introduction effects of smart policing technologies, as discussed above, the total
number of available alternatives is 274 for cybercrime prevention and 162 for cybercrime investigation.
Of course, it would be inappropriate to suggest all these alternatives to respondents. As such,
this study utilizes a fractional factorial design and selects 18 orthogonal alternatives. Subsequently,
these alternatives are combined into six choice sets, and respondents are asked to choose their most
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preferred alternative among the three in the choice set. Examples of the choice experiments for
cybercrime prevention and investigation are illustrated in Figures 1 and 2, respectively.

Table 2. Attributes and attribute levels for the effect of introducing smart policing technologies for
cybercrime investigation.

Attributes Attribute Level

500 KRW /year

Increase in tax (cost) 1500 KRW /year
2500 KRW /year

No risk of invasion (private information is not collected)

Low risk of invasion (information such as sign up log, ID,

Invasion of privacy IP address, and visit log are collected)

High risk of invasion (information such as sign up log, ID,
IP address, visit log, accessing region, MAC address, trading
information, and real name are collected)

Current level
25% decreased
50% decreased

Decrease in time spent for
investigation

Current level
Increase in clearance rate 10%p increased
20%p increased

Current level

Decrease in police misconduct . .
P Police misconduct decreased

Note: ID = identity; IP address = internet protocol address; MAC address = media access control address.

Q. Please choose the preferred type of effect from introducing smart policing technologies in
cybercrime prevention from among the three hypothetical options provided below.

Note: Assume that all the other attributes, besides the five proposed here. remain the same.

B Questionnaire 1

Type A Type B Type C
Increase in tax 1500 KRW/year 500 KRW/year 2500 KRW/year
Invasion of . . . . . . . . , .
X Low risk of invasion High risk of invasion Low risk of invasion
privacy
Decrease in ,
30% decreased Current level Current level
manpower needed
Decrease in . , )
. . 15% decreased 30% decreased 30% decreased
hacking crime
Auto-blocking of . .
g Current level 15% increase 30% increase
harmful content
Choose the most
preferred one —

Figure 1. An example of the choice experiment (cybercrime prevention).
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Q. Please choose the preferred type of effect from introducing smart policing technologies in
cybercrime investigation from among the three hypothetical options provided below.
Note: Assume that all the other attributes, besides the five proposed here. remain the same.

B Questionnaire 1

Type A Type B Type C
Increase in tax 1500 KR W/year 500 KRW/year 2500 KRW/year
Invasion of _ . . . . . . . . .
. No risk of invasion High risk of invasion No risk of invasion
privacy
Decrease in time
spent for Current level 25% decreased 50% decreased
investigation
Increase in L. . .
20%p increased 10%p increased 10%p increased
clearance rate
Decrease in police Police misconduct
i P Current level Current level
misconduct decreased
Choose the most
preferred one —

Figure 2. An example of the choice experiment (cybercrime investigation).

3.2. Model Specification

Data collected in the choice experiment can be used to estimate the parameters for each attribute
using the mixed logit model. In the basic logit model, indirect utility U,; that consumer n feels from
alternative j can be separated into deterministic utility V;; and probabilistic utility ¢,;. Each consumer
then selects the alternative with the highest utility. Therefore, the probability of consumer # selecting
alternative j is the probability that the utility from choosing alternative j is larger than that of choosing
other alternatives [45,49]. This can be represented as per Equation (1):

Pnj = Pr(l,lnj > Uy, Vi 75])
= PI’(an +&pj > Vii + €41, Vi # ]) 1)
= f I(em‘ — &yj < an = Vai, Vi ?é j)f(sn)den
€

However, the basic logit model cannot incorporate the preference heterogeneity of respondents
and the problem of independence of irrelevant alternatives [45]. To overcome this problem, a researcher
may consider using a latent class logit model [50,51] or mixed logit model [52,53]. In this study, we used
the mixed logit model, since it can analyze the preference heterogeneity of respondents using various
types of distributions [45]. Moreover, since a latent class logit model divides the sample into finite
number of classes and our sample is quite small (especially for the police officers), we concluded that
the use of a mixed logit model is better than that of a latent class model.

A mixed logit model is utilized to incorporate heterogeneity between consumers. In the basic logit
model, such as in Equation (2), a consumer’s deterministic utility systematically changes according to
attribute coefficient f, when attributes of the alternative x;; change by one unit. In the mixed logit
model, the value a consumer places on an attribute 8, is assumed to follow a specific probability
distribution f(p) to incorporate heterogeneity:

un]' = an+£nj = ,B:,,an+£nj (2)
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Here, ¢,; is defined as a random disturbance, which has independent and identically distributed
extreme value distributions. The choice probability of a mixed logit model can be written as in
Equation (3) [45]:

BliXnj
P = [ | o | (P18 ®)

1

The distribution of f(p) is generally assumed to be normal, but this can sometimes be
inappropriate for attributes for which all consumers have the same direction of preference. For these
attributes, other distributions should be assumed [54]. For example, since everyone prefers a lower
price for a good or service, it is appropriate to assume the distribution of the coefficient for the price
attribute as log-normal.

Moreover, to obtain the economic implications using estimated coefficient values from the mixed
logit model, one must be able to calculate the marginal willingness to pay (MWTP). The MWTP is the
maximum additional price a consumer is willing to pay when the quantity or quality of an attribute
changes by one unit, and it can be calculated using Equation (4):

LA S
aunj/axj,price ﬁprice

MWTPy, = 4)

Here, xj; and By are the attribute value and estimated coefficient of the attributes excluding the
price attribute, respectively; and x; yice and B; yrice are the attribute value and estimated coefficient of
the price attribute, respectively.

Moreover, since the relative importance of each attribute in decision making is different, the part
worth of each attribute is calculated. The relative importance of an attribute K (RIk) can be calculated
using Equation (5):

art — worth
RIx = PP WOTAK o 100 ®)
Y. part — worthy,
k

Here, the part worth of attribute k can be calculated by multiplying the estimated coefficient B

by the difference in the minimum and maximum values of attribute k.

4. Results and Discussion

4.1. Data

Surveys are used for data collection, being conducted by a professional survey company (Gallup
Korea) using face-to-face interviews with a structured questionnaire. The survey of the general public
was conducted from 19 January to 5 February 2016, with 500 people between the ages of 20 and 59,
living in South Korea’s major cities. The survey of police officers was conducted from 22 February
to 3 March 2016, with 161 on-duty officers nationwide. For sampling, a purposive quota-sampling
method was used to represent the population appropriately. For the general public, gender, age,
and region were considered, while for police officers, position and specific duties were captured.
The descriptive statistics of the respondents are illustrated in Table 3.
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Table 3. Descriptive statistics.

General Public Police Officers
Classification Respondents (%) Classification Respondents (%)
Total 500 (100.0) Total 161 (100.0)
Gend Male 248 (49.6) Positi Lower than sergeant 41 (25.5)
ender Female 252 (50.4) osttion Higher than lieutenant 120 (74.5)
20-29 123 (24.6) Patrol division 61 (37.9)
Age 30-39 133 (26.6) Investigation support 15 (9.3)
& 40-49 133 (26.6) Traffic 14 (8.7)
50-59 111 (22.2) Public safety 13 (8.1)
Seoul 217 (43.4) Police affairs 13 (8.1)
Ilsan 22 (4.4) Duty Guard 10 (6.2)
Bundang 20 (4.0) Information equipment 8(5.0)
Region Incheon 57 (11.4) Intellectual crime 7 (4.3)
& Busan 73 (14.6) Information 4(2.5)
Daegu 51 (10.2) Security 4(2.5)
Gwangju 30 (6.0) Violent crime 2(1.2)
Daejeon 30 (6.0) Others 10 (6.2)

4.2. Results: Estimation and Willingness to Pay
First, the estimation results for the introduction of smart policing technologies in cybercrime

prevention for the general public and police officers are illustrated in Tables 4 and 5, respectively.

Table 4. Estimation results of introduction of smart policing technologies in cybercrime prevention for
the general public.

Variable Coefficient Variance MWTP (Per Year) Relative Importance
Increase in tax —1.087 *** 4.300 - 25.5%
Invasion of privacy —1.964 *** 2.958 * —2607 KRW 24.0%
Decrease in hacking crime 0.649 *** 0.541 *** 70 KRW /% 23.6%
Auto-blocking of harmful contents 0.328 *** 0.515 *** 30 KRW/% 13.7%
Decrease in manpower needed 0.257 *** 0.477 *** 36 KRW/% 13.2%

Note: MWTP = marginal willingness to pay. ***, ** and * indicate significance at the 1%, 5%, and 10%
levels, respectively.

Table 5. Estimation results of introduction of smart policing technologies in cybercrime prevention for
police officers.

Variable Coefficient Variance MWTP (Per Year) Relative Importance
Decrease in hacking crime 0.713 *** 0.626 *** 129 KRW /% 24.9%
Decrease in manpower needed 0.622 *** 0.494 *** 140 KRW /% 24.4%
Auto-blocking of harmful contents 0.529 *** 0.473 *** 122 KRW/% 18.9%
Invasion of privacy —1.527 *** 1.806 * —3332 KRW 18.8%
Increase in tax —0.543 *** 1.115** - 13.0%

Note: MWTP = marginal willingness to pay. ***, ** and * indicate significance at the 1%, 5%, and 10%
levels, respectively.

The results show that the signs of the estimated parameters are the same for both the public and
police. Both groups do not prefer an increase in taxes and privacy invasion. On the other hand, both
groups prefer decreases in needed workforce and hacking crimes, as well as increased auto-blocking
of harmful content.

However, when considering the extent to which each group prefers or does not prefer each
attribute, a distinct difference between the public and police can be observed by looking at the relative
importance estimates. Compared with the police, the public thought an increase in tax and invasion of
privacy were more important and a decrease in manpower was less important. The police considered
a decrease in manpower quite important. This may be because prevention of cybercrime is mainly
about monitoring the cyber space, which is quite time consuming and stressful for police officers
without the use of smart policing technologies. Also, this may imply that introduction of smart
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policing technologies do not threat police about maintaining their job. Finally, the police considered
auto-blocking of harmful content more important than the public. This may be because some members
of the public believe that auto-blocking of content is a type of censorship.

Next, if we look at the MWTP estimates, the police, who are the actual users, are less sensitive to
an increase in taxes due to the introduction of smart policing technologies for cybercrime prevention,
which causes the police’s MWTP to be relatively larger than that of the public. In introducing smart
policing technologies for cybercrime prevention, police officers are willing to pay about 30% more to
avoid privacy invasion, and about three times more to decrease the workforce needed by 10%.

The results of the introduction of smart policing technologies in cybercrime investigation for the
general public and police officers are illustrated in Tables 6 and 7, respectively.

Table 6. Estimation results of introduction of smart policing technologies in cybercrime prevention for
the general public.

Variable Coefficient Variance MWTP (Per Year) Relative Importance
Invasion of privacy —1.045 ** 17.251 ** —1505 KRW 30.7%
Increase in tax —2.640 *** 465.097 *** - 27.1%
Increase in clearance rate 0.554 *** 1.102 *** 143 KRW /%p 20.2%
Decrease in police misconduct 0.277 * 3.148* 41 KRW 11.6%
Decrease in time spent for investigation —0.017 0.182 *** - 10.5%

Note: MWTP = marginal willingness to pay. ***, ** and * indicate significance at the 1%, 5%, and 10%
levels, respectively.

Table 7. Estimation results of introduction of smart policing technologies in cybercrime prevention for
police officers.

Variable Coefficient Variance MWTP (Per Year) Relative Importance
Decrease in time spent for investigation 0.082 0.250 *** - 30.2%
Invasion of privacy —0.789 ** 4.408 ** —124,568 KRW 29.7%
Increase in clearance rate 0.284 ** 0.862 *** 3949 KRW /%p 24.6%
Decrease in police misconduct 0.112 1.769 ** - 15.0%
Increase in tax —0.005 *** 0.000 - 0.5%

Note: MWTP = marginal willingness to pay. ***, ** and * indicate significance at the 1%, 5%, and 10%
levels, respectively.

Similar to the case of cybercrime prevention, the signs of coefficients are the same for significant
coefficients of both the public and police. Both groups want to avoid an increase in taxes and privacy
invasion and prefer an increase in the clearance rate. For the decrease in time spent for investigation,
the estimates for both groups are not significant. This may be because both groups believe the
investigation of a crime should be conducted carefully and that the time spent for this is not that
important. The big difference between the public and police was as regards police misconduct.
The public preferred a decrease in police misconduct, whereas this attribute was not significant for the
police. This may represent the general public’s distrust in the police.

Next, by looking at the relative importance of the attributes, we can observe the differences
between the two groups in more detail. The most significant difference is regarding the increase in
tax. The police thought an increase in tax was less important than the public did for the prevention
of crime, but the difference is quite significant than in the previous case. Increase in tax did have a
significant effect on the police, but its magnitude was very small. This may imply that the police want
to solve crimes while placing very low priority on the cost. Other than this, the relative importance of
attributes significant to both groups was quite similar between the groups.

Next, when comparing the MWTP of the public and police officers, MWTP of the latter is
exceptionally higher. For example, police officers are willing to pay 124,568 KRW /year to avoid
privacy invasion, which is more than 80 times higher than that of the public (1505 KRW /year).
As mentioned above, this is probably because police officers are extremely insensitive to increase in
taxes when it comes to investigating crimes.
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Finally, results for the prevention and investigation of cybercrime were considered by comparing
the same attribute for an increase in taxes and for privacy invasion. Regarding the public, the sum of
the relative importance of an increase in taxes and privacy invasion is 57.8% for investigation and 49.5%
for prevention, which implies that the public considers that these two cost attributes of smart policing
are more important in the investigation of cybercrime, meaning that the benefits of smart policing are
more important for cybercrime prevention. On the other hand, regarding police officers, the sum of the
relative importance of an increase in taxes and privacy invasion is 30.2% for investigation and 31.8%
for prevention, which implies that police officers consider that the benefits of smart policing are more
important in the investigation of cybercrime.

The abovementioned results stem from different perceptions toward policing activity between the
two groups. The public would, of course, prefer more efficient investigation activity for cybercrime.
Nonetheless, it benefits most from crime prevention. On the other hand, since the responsibility
of police officers focuses on investigation, they consider efficient investigation activity to be more
important than prevention.

4.3. Results: Simulations

Next, the study analyzes the acceptance of the public and police officers as the levels of tax
increase and privacy invasion changes. First, to simulate the acceptance rate by the change in the level
of an increase in taxes, the levels of other attributes are assumed to be fixed. Specifically, for cybercrime
prevention, the assumed levels of other attributes are low risk of privacy invasion, 15% decrease in
workforce needed, 15% decrease in hacking crimes, and 15% increase in auto-blocking of harmful
content. For cybercrime investigation, the assumed levels are low risk of privacy invasion, 15% decrease
in time spent for investigation, 10% increase in the clearance rate, and decrease in police misconduct.
The results of this acceptance analysis are illustrated in Table 8 and Figure 3.

Table 8. Acceptance rate for smart policing technology by increase in tax.

Increase in Tax (KRW/Year) 0 300 600 900 1200 1500 1800 2100 2400
Public (Prevention) 67.1% 604% 544% 49.7% 46.0% 42.8% 40.0% 37.4% 34.9%
Police (Prevention) 86.5% 84.7% 827% 80.3% 77.6% 747% 71.7% 68.8%  66.0%
Public (Investigation) 55.9%  44.6%  40.3% 37.7% 35.8% 342% 32.6% 312% 29.8%
Police (Investigation) 51.9% 51.8% 51.7% 51.7% 51.6% 51.6% 51.5% 51.4% 51.4%

95.0%
85.0%
75.0%
b
© 65.0%
8
2
S 55.0%
=< D, T Sl Kemmo- L SR L (LT W= m——- 3 LT LT Sl bl Nemmm— X
45.0%
35.0%
25.0%
0 300 600 900 1200 1500 1800 2100 2400

Increase in tax (KRW/year)

Public (Prevention) Police (Prevention) Public (Investigation) == 9 = Police (Investigation)

Figure 3. Acceptance of smart policing technologies by tax increase.
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The results show that, in cybercrime prevention, the acceptance of police officers is higher than
that of the public by about 20% to 30%, and the gap between the two groups widens as the level
of increase in taxes expands, since the public is more sensitive to this attribute. On the other hand,
for cybercrime investigation, the acceptance of police officers is steady at around 51%, regardless of an
increase in taxes. The public’s level of acceptance is higher than that of police officers when the increase
in taxes is below 100 KRW /year, but falls below that of police officers for a higher increase in taxes.
If the results of cybercrime prevention and investigation are compared, the public’s sensitivity toward
an increase in taxes is similar. However, regarding investigation, the results show high sensitivity for a
low increase in taxes, and, regarding prevention, high sensitivity for a high increase in taxes.

Next, the study simulates acceptance as the intensity of the privacy invasion changes.
The assumptions for the other attributes are the same as in the scenario of an increase in taxes,
and a KRW 500 increase in taxes is assumed. The level of privacy invasion is then varied, and changes
are observed; the results are illustrated in Table 9 and Figure 4.

Table 9. Acceptance of smart policing technologies by change in invasion of privacy.

Intensity of Privacy Invasion None (0) Low (0.5) High (1)
Public (Prevention) 72.8% 56.3% 40.0%
Police (Prevention) 90.3% 83.4% 71.8%
Public (Investigation) 53.6% 41.4% 34.8%
Police (Investigation) 62.3% 51.8% 42.9%
95.0%
85.0%
75.0%
© 65.0%
5 ~——ee.
a Seead
8 55.0% R
<  TEvece—a. . T Essmcaa. M= m e o
45.0% B
E
35.0%
25.0%
No risk Low risk High risk
Increase in intensity of privacy invasion
Public (Prevention) Police (Prevention) Public (Investigation) == == Police (Investigation)

Figure 4. Acceptance of smart policing technologies by intensity of privacy invasion.

The results show that, for both prevention and investigation of cybercrime, the acceptance of police
officers is higher than that of the public. Additionally, the difference in acceptance for the prevention
of cybercrime is much larger than that for investigation, which implies that different attitudes exist
toward privacy invasion for cybercrime prevention between the public and police officers.

4.4. Results: Cost-Benefit Analysis

Next, using MWTP results for the public, a cost-benefit analysis is conducted, comparing the
investment needed from the government (cost) and benefit to the public (benefit) when smart policing
technologies are introduced for cybercrime prevention and investigation. This study assumes that the
public benefits from a decrease in needed workforce, a decrease in hacking crimes, and auto-blocking
of harmful content in cybercrime prevention as well as from a decrease in time spent for investigation,
an increase in the clearance rate, and a decrease in police misconduct in cybercrime investigation.
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On the other hand, the assumption is that the public loses its benefits from privacy invasion for both
cybercrime prevention and investigation.

The study assumes 21,173,397 households in South Korea [47]. To calculate the total benefit of
introducing smart policing technologies for cybercrime prevention, a scenario with a low level of
privacy invasion, 10% decrease in workforce needed, 10% decrease in hacking crimes, and 10% increase
in auto-blocking of harmful content is proposed. The annual household MWTP, total annual household
MWTP, and total benefits to the public for cybercrime prevention are illustrated in Table 10.

Table 10. Total benefit of introducing smart policing technologies in cybercrime prevention.

. Annual Household Total Household Attribute .
Attribute MWTP Annual MWTP Level Total Benefit
Invasion of privacy KRW —2607 KRW —55,201 million low KRW —27,601 million
Decrease in manpower needed 36 KRW/% 762 million KRW /% 10% KRW 7621 million
Decrease in hacking crime 70 KRW /% 1492 million KRW /% 10% KRW 14,920 million
Auto-blocking of harmful contents 30 KRW/% 627 million KRW /% 10% KRW 6275 million

Next, for cybercrime investigation, the scenario has a low level of privacy invasion, 10% decrease
in workforce needed, 5% increase in the clearance rate, and a decrease in police misconduct. Since the
attribute of decrease in time spent for investigation does not have a significant effect on benefits to the
public, it is not included in the analysis. The annual household MWTP, total annual household MWTP,
and total benefit to the public from cybercrime investigation are illustrated in Table 11.

Table 11. Total benefit of introducing smart policing technologies in cybercrime investigation.

. Annual Household Total Household Attribute 5
Attribute MWTP Annual MWTP Level Total Benefit
Invasion of privacy KRW —1505 KRW —31,870 million Low KRW —15,935 million
Increase in clearance rate KRW 143/%p KRW 3026 million/%p 5%p KRW 15,132 million
Decrease in police misconduct KRW 41 KRW 877 million Decrease KRW 877 million

Based on these results, the observed benefit of introducing smart policing technologies in
cybercrime prevention and investigation is approximately KRW 1.3 billion. Since the National Police
invest KRW 5.1 billion in policing R&D, and this budget is distributed between five major departments,
the assumption is made that each department, including cyber safety, receives an investment of
approximately KRW 1 billion. Considering the current department system of the police, smart policing
can be grouped into five areas: investigation, traffic, public safety, cyber safety, and security. Therefore,
according to the results of this study, the benefit of introducing smart policing technologies is larger
than its cost.

5. Discussion

The R&D for smart policing technologies in South Korea is currently in its early phase. Therefore,
an appropriate future direction of R&D should be decided. The results of this study show that the
perception of introduction of smart policing technologies is different for the users (police) and the
beneficiaries and cost bearers of the technology (public). Therefore, the perceptions of both groups,
specifically the parts that need to be reconciled between the two groups, should be considered in the
R&D planning of smart policing technologies.

First, in case of cybercrime prevention, the public considered an increase in tax and privacy as
most important, and the police considered a decrease in manpower as important. This implies that
some type of reconciliation is needed between the public and police. In other words, the public should
acknowledge and understand the problem of worker shortage for the police, and the police should
acknowledge the problems of tax burden and privacy invasion when designing policing R&D to ensure
reduced social conflict. The increase in tax will need some explanation for the public, since the primary
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results of our survey suggest that only 9% of the public are aware of policing R&D, and only 31% are
interested in smart policing technology. Moreover, for privacy invasion, 55.8% answered that smart
policing technologies may invade their privacy, and 47.2% were concerned about problems that may be
caused by the technology. However, 74.4% answered that more investment in policing R&D is needed,
and only 24% were satisfied with the current level of policing technology. Thus, there is a chance for
proper reconciliation. The police should provide more information about policing R&D to the public
and try to convince them of need for these technologies despite their cost and the privacy invasion
problem. Moreover, as Figure 4 implies, the discrepancy between the public and police in terms of
the privacy invasion problem was larger in cybercrime prevention than in cybercrime investigation.
Therefore, once introduced, smart technologies for the prevention of cybercrime should give more
attention to the privacy invasion problem.

On the other hand, in case of cybercrime investigation, both groups thought that the privacy
invasion problem was similarly important. However, the police considered that the problem of increase
in tax was extremely less important than did the public. As Figure 3 suggests, the public were also less
sensitive to additional tax for investigation rather than the prevention of cybercrime, but the police was
almost invariant to the cost change. Moreover, the public were concerned about the police misconduct
problem, while the police were not. Therefore, the police need to acknowledge and consider the
public’s concerns about increase in tax and police misconduct, and the public should acknowledge and
consider the police’s desire to investigate and clear cases by designing better policing R&D policies
with less social conflict.

6. Conclusions

This study quantitatively analyzes the difference in the perceptions of the public and police officers
toward the introduction of smart policing technologies in cybercrime prevention and investigation,
respectively. To this end, a discrete choice model is utilized to identify the preferences of both the
public and police officers. Subsequently, a simulation analysis is conducted, and the costs and benefits
associated with the introduction of these technologies are compared.

The results can be summarized as follows. First, the general public considers an increase in
taxes and privacy invasion as the most important effects related to the introduction of smart policing
technologies, while police officers value the factors that make policing activities more efficient. Second,
comparing prevention and investigation of cybercrime, the general public feel they benefit more from
introducing smart technologies in preventing cybercrime, while police officers from introducing smart
technologies in investigating cybercrime. Third, the simulation results of the levels of the acceptance
rate of increased taxes and privacy invasion show that the acceptance rate of police officers is generally
higher, which means that the public is more sensitive to an increase in taxes and privacy invasion.
Fourth, the results of the cost-benefit analysis of introducing smart policing technologies in cybercrime
show that the benefit of introducing such technologies is larger than its cost, the latter being the budget
the government is currently investing.

The findings of this study can provide some useful and important implications in establishing
an R&D plan for smart policing technologies. Three key policy implications arise from these results.
First, since the public and police officers have different perceptions toward the effect of introducing
smart policing technologies, various stakeholders’ opinions should be considered before establishing
an R&D plan in policing. In other words, R&D planning should not be based solely on the utility of
either the public (beneficiary and cost-payer of the technology) or police officers (actual users of the
technology), but should consider both simultaneously.

Second, the biggest obstacles in introducing smart policing technologies are an increase in taxes
and privacy invasion, regardless of referring to cybercrime prevention or investigation. Therefore,
to enhance the acceptance of such technologies, an institutional framework should be built to addresses
these issues.
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Third, the importance of crime prevention compared with investigation should be noted. As our
results suggest, the public considers smart policing technologies that enhance the prevention of crime
more beneficial than those that enhance the investigation of crime. However, the current R&D of smart
policing is focused on investigation. Therefore, the perception of the public should be considered and
the importance of technologies that can prevent crimes reconsidered. This is an important angle of this
study. There is a possible reconciliation of the differences between the public and police, in that the
police value investigation, which is less invasive than massive crime prevention programs involving
widespread surveillance. If the public understood the police’s actual preference for investigation
(through studies such as this one), they might be more willing to accept technologies promoting
investigation, both benefiting the police in reality and minimizing mass surveillance. With more
understanding and less conflict between these two groups, sustainable policing for a sustainable
community will become possible.

Finally, this study can be supplemented by various future studies. First, a researcher may
consider more samples, more factors, or classify the public into more specific groups to gain additional
implications. Moreover, this study analyzed the attitudes toward the general effects of smart policing
technologies such as increase in clearance rate, but future studies may want to consider a specific
technology and its attributes for more delicate R&D planning. Finally, similar studies in other parts of
the world are possible.
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