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Abstract: Insect swarms and migratory birds are known to exhibit something known as a hive mind,
collective consciousness, and herd mentality, among others. This has inspired a whole new stream
of robotics known as swarm intelligence, where small-sized robots perform tasks in coordination.
The social media and smartphone revolution have helped people collectively work together and
organize in their day-to-day jobs or activism. This revolution has also led to the massive spread of
disinformation amplified during the COVID-19 pandemic by alt-right Neo Nazi Cults like QAnon
and their counterparts from across the globe, causing increases in the spread of infection and deaths.
This paper presents the case for a theoretical cybernetic hive mind to explain how existing cults like
QAnon weaponize group think and carry out crimes using social media-based alternate reality games.
We also showcase a framework on how cybernetic hive minds have come into existence and how
the hive mind might evolve in the future. We also discuss the implications of these hive minds for
the future of free will and how different malfeasant entities have utilized these technologies to cause
problems and inflict harm by various forms of cyber-crimes and predict how these crimes can evolve
in the future.

Keywords: AI; hive mind; ethics and AI; human-centric AI; novel interfaces

1. Introduction

Brain–computer interfaces were pushed into the mainstream after the invention of
Neuralink [1] by Elon Musk and his startup of the same name. Although the technology
is still in its nascent stages, it has immense potential to take humans to the next step in
evolution, according to the transhumanist school of thought. Hive minds have existed
in nature since the very dawn of life on earth. Bees, ants, termites, and even migratory
birds display characteristics of a hive mind where the entire group behaves as if they are
controlled by a single mind and work collectively towards achieving a goal.

This paper looks at the history and applications of several human-computer interfaces
like the brain–computer interface, muscle–computer interface, connected devices, social
networks, and biomedical devices. We explain how these technologies have led to the rise
of cybernetic hive minds of human beings, machines, and machine learning algorithms.
We also look at how science fiction and myth have inspired these technologies and how
close we realize them.

One of the objectives of this paper is to look at the impact of hive minds on various
kinds of cybercrime currently and how these crimes will evolve in the future, and what
steps need to be taken to prevent them. We are specifically looking at QAnon, a social
media-based ARG, and how the people behind this ARG weaponized group think and
conduct crimes en mass. The main problem statement we are trying to solve is explaining
how this ARG works as a cybernetic hive mind and the different crimes conducted with it.

We also attempt to classify the various kinds of hive minds and collective conscious-
ness based on our understanding of the research. We also look at the positives and the
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perils arising from this technology and suggest a set of regulations to ensure basic ethics
like privacy and Free will is not violated.

Review Methodology

This study conducted a systemic review of several research publications from journals
and conferences of renowned publishers like Springer, IEEE, Nature, Taylor & Francis, CHI.
This study has also taken inputs from several news articles, journalistic publications, and
thesis reports of various students. This article presents a thorough assessment of various
technological fields that are part of the cybernetic hive mind and explains how these fields
are interconnected and how they will improve in the future. In total, 158 academic and
research publications from various journals, conferences, thesis reports, books, research
reports, and patents were gathered from scientific search engines like Google Scholar,
Semantic Scholar, Google Patents, PubMed, SpringerLink, Nature, New Scientist. In
addition to this, around 68 press articles were referenced from various accredited press
sources like Washington Post, The Guardian, MSN News, Newsweek, and The Independent.
We referenced their reports on QAnon and coverage of Trump Rallies and their COVID
infection rates.

This article conducted a deep dive on all these research papers and how each of these
fields has led to the proto hive mind and how this hive will evolve in the future

2. Technologies Related to the Human-Machine Hive Mind
2.1. Brain–Computer Interface

The term brain–computer interface was first introduced in the year 1973 through the
work of Jacques Vidal [2]. However, EEG-based signal classification was used to detect and
classify hand gestures [3], facial expressions [4], and even control prostheses [5] for hands
and limbs [6] even before the term was coined. Researchers at Honeywell have also used
BCI to fly an airplane [7].

Types of Brain-Computer Interfaces

There are several models of classifying brain–computer interfaces; one simple model
looks at the invasive nature of the devices, i.e., invasive BCI like Neuralink and non-invasive
BCI. There are other models based on the type of device and electrode type, i.e., gel-based
electrodes and non-gel-based electrodes [6,8], and the number of electrodes [9]. There is a
third type of BCI, which is invasive but is implanted as a stent in the blood vessel closest to
the brain called the Stentrode [10].

2.2. Swarm Robotics

Hive minds have existed in nature since the very dawn of life on earth. Bees, ants,
termites, and even migratory birds display characteristics of a hive mind where the entire
group behaves as if they are controlled by a single mind and work collectively towards
achieving a goal.

The hive minds in nature have inspired roboticists at various places to build swarm
robots to perform certain tasks. This coordinated robot interaction has been done at
Harvard [11] and through the works of Professor Vijay Kumar [12], who focused on building
robot drone swarms to perform coordinated tasks like taking care of agriculture [13].

2.3. Connected Devices and Social Networks
2.3.1. Social Networks

Social networks have become invasive in our day-to-day lives. We live in a day and age
when most people depend on social media even for their daily source of news [14]. It has
also become the primary means of maintaining connections in the personal and professional
aspects of our lives. It has been blamed for rampant depression among teens in the US
and adults [15,16]. It has also been blamed for the rampant spread of misinformation [17],
but it has also been a force for good in the world [18,19]. Information collected from social
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media, especially psychometric data, has been used by malfeasant entities like Cambridge
Analytica to stoke fears via targeted misinformation and manipulate people into voting for
demagogue politicians [20].

While having the problem of being platforms for creating depression and anxiety
among humans through the spread of certain unrealistic beauty standards, faulty prod-
ucts, and pseudoscience remedies, social networks have also been a platform for good via
organizing and collectivism. This was especially visible during the Arab Spring move-
ments in Egypt and Tunisia [21], as well as anti-government protests in Iran [22] and
the anti-corruption movement in India [23]. Thus, we can say that the social networks
connecting humans worldwide have become a proto-collective conscious hive mind(s) of
human beings.

2.3.2. Connected Devices

With the rise of the internet of things, we have a lot of smart devices around us like
fridges, washing machines, thermostats, cars, and even toasters; these devices can be
controlled through the comfort of your smartphone [24]. In the future, we might see all of
these devices being controlled through our minds, which has already been demonstrated
in certain labs [25]. Thus, we can say that connected devices paired with BCIs will result in
a hive mind between humans and machines. Cross-device interactions have found a lot of
applications in home automation systems integrated with wearables [26].

2.4. Muscle Computer Interface

Surface electromyography has found applications in device control [27] and in con-
trol of prosthetics [28], as well as speech recognition [29] and control of assets in virtual
reality [30]. This has been termed muscle computer Interface by Scott Saponas and Desney
Tan of Microsoft Research [31]. Here, the input was from the muscles’ electrical activity
and the muscles, and the output was on a computer. Another project employing surface
electromyography named Possessed Hand by Jun Reikimoto and his colleagues at his lab
at the University of Tokyo showcased that human stimuli can be controlled via a computer
or a machine interface [32]. Note that these devices are still in their nascent stage. Their
accuracy depends on several conditions; for example, sweating might cause problems
with the signal quality [33,34]; this area, like brain–computer interfaces, should be further
inspected and studied.

2.5. Cyborg Insects and Animals

Since the dawn of intelligence and consciousness, humans have been obsessed with
the idea of flight; insects are one such creature capable of it. They have a unique structure
with an exoskeleton as part of the muscular-skeletal system, combined with a protein-
based muscle and a simplistic nervous system for movement, including flight and survival.
Their simplistic nervous system enabled scientists to hack them and control them to a
certain degree of success. This was exhibited in the open-source project RoboRoach [35]
and the cyborg insects from the lab of Dr. Hirotaka Sato at the NanyangTechnological
University [36].

There have also been projects conducted on the motor cognition skills of other animals
like cats, frogs, primates [37], and even fruit flies [38].

2.6. Hypnotic Computer Interface

In our previous work, we coined the term hypnotic computer interface, where we
showcased an educational prototype of how hypnosis is conducted where the user is the
hypnotist and the machine, a voice assistant named GEORGIE, performs certain tasks upon
the action of certain set triggers [39]. We also showed that other researchers in the past
had demonstrated a hypnotic smartwatch [40] to alleviate anxiety and other conditions, a
machine that puts patients into a trance-like state [41], and an anti-hypnotic device for truck
drivers [42]. We would also like to highlight the work of the journalist George F Will who
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coined the term electronic morphine [43] to describe the gambling addiction happening at
casinos, a trend we have seen now move towards mobile gaming applications and social
media, which has borrowed ideas from the casino industry [44]. The interactions in these
devices put their end-users in a trance-like state that causes addiction [45]. The therapy for
this is severe in some cases, the controversial transcranial magnetic [46] stimulation, which
has really bad side effects, including seizures.

2.7. Microbots and Artificial Cells

Richard Feynman famously said there is plenty of room at the bottom while introduc-
ing the whole world to the concept of nanotechnology [47]. We should also be looking
at the enhancements being done on a micro-level. Scientists at the University of Vermont
have made the first form of cellular robots using genetically modified frog embryo cells
known as Xeno-bots [48]. Scientists at Cornell have built microbots using a new class of
voltage-controllable electrochemical actuators known as marionettes [49]. Artificial red
blood cells known as respirocytes have also been made in several labs [50], and nanorobots
have been used for precision drug delivery [51].

2.8. Biohacking

Biohacking is a small but growing group of fitness plus personal health enthusiasts
who have embraced technology for physical and mental wellness. They have used chips
to monitor vitals and implanted customized earbuds [52] in their bodies. Biohackers
also utilize the technologies mentioned in the above sections as part of self-enhancement
techniques like neuroplasticity, which claims that one can improve brain functioning by
solving puzzles based on solid pseudoscience [53]. The FDA has approved an implantable
continuous glucose monitor [54], which has opened a gateway for a variety of other
transdermal implants.

2.9. Augmented, Virtual and Mixed Reality

Extended reality-based headwear has gained a lot of traction in recent days. Although
Google Glass failed to gain traction in the consumer space, it has been used in several in-
dustrial applications in aerospace [55] and supply chain warehousing [56]. Head-mounted
tablets and near-to-eye devices have also been used in industrial products like offshore oil
and gas rigs [57], automotive industries [58], and telemedicine [59]. VR and MR headsets
have been used as museum guides [60] and even for industrial and scientific training [61].
The form factor of these devices remains a big problem. However, this could be solved
soon as scientists have already built a single-pixel contact lens that has been tested on
rabbits [62]. Powering these devices and ensuring that they do not have any long-term
effects on the eyes needs to be studied and investigated further.

BCI’s have been used to control AR, VR, and MR headsets [63], and fMRI 60 has also
been used to control VR interfaces [64]. Transcranial stimulation has been reported to project
images directly into human retinas [65]. There are also reports of electric stimulation using
implanted electrodes that have caused visual activity [66]. Thus, we can easily understand
that XR technologies will be a crucial part of the hive mind devices in the future.

2.10. Machine Learning Algorithms/Artificial Intelligence

Machine learning algorithms, popularly known as artificial intelligence, are pervasive
in our day-to-day lives. They are used for targeted advertising in our IoT devices [67] and
mobile phone applications like replika.ai [68]. In the application replika the machine learn-
ing algorithms begin to learn more about you through constant chats and begin to become
more like the user. Machine learning algorithms are also used in regulating behavior in
cyberspace, and social media has used these algorithms to filter content deemed danger-
ous [69]. Machine learning has also been helpful in home automation devices [70], and
learning user behavioral patterns have been helpful in creating power-saving mechanisms
and lighting adjustments [71]. Swarm intelligence also utilizes machine learning algorithms
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to teach robot swarms to solve problems collectively [72]. Real-life swarm intelligence
seen in ants has also inspired ML scientists to create algorithms based on them to solve
unique problems [73]. ML algorithms have enabled anomaly detection in large-scale IoT
Systems [74].

Machine learning algorithms play a big role in hive minds on social media. We have
seen how machine learning algorithms have played a major role in the Cambridge Analytica
scandal [75]. The recommendation algorithms were highly influential in creating echo
chambers of hate by targetting users with advertisements and posts on social media [76].

3. The Advantages and Disadvantages of the Hive Mind
3.1. Applications of the Cybernetic Hive Mind

Collectivism has contributed to human evolution and the rise of civilizations, although
there are a few examples in history where this has gone wrong. Cybernetic hive minds
do possess a lot of applications. A Google Glass-based hive mind was experimented on
users to perform a set of tasks to great success [77]. This shows that electronic HIVE minds
can definitely improve efficiency and productivity. Considering the promise telematics
holds for us, it can be safe to assume that one day possibly, we could lie down with a
VR and BCI suit and control bionic devices across the globe and maybe even one day in
space. Telematics has been applied for the control of the Robonaut in ISS [78] and by the
company RAVN through their AR headset [79] that allows ground troops to command and
control multiple drones on the battlefield plus take informed decisions based on the live
feed shown to control them.

The prosthetics, enhancement, therapies, and machines to simplify our lives mentioned
in the prior sections are on the verge of becoming mainstream in a few years. Some
companies are already manufacturing drones with swarm intelligence that are used in
agriculture and are EEG and sEMG-based. Several firms are using prosthetic limbs to
rehabilitate war veterans who have been injured in the line of duty. DARPA is leading the
efforts on this front. The FDA has approved implantable electronics for glucose monitoring
and vital tracking for people suffering from critical illnesses. IoT devices have simplified
our lives and have helped us save time to focus on other crucial aspects of our lives. Social
networks have been a force for collectivism and organizing. There are excellent applications
of the various technologies that will lead to the hive mind, and these applications are further
explained in Figure 1 individually. These technologies individually might seem harmless,
but things might get a little scary when they work in sync.

Soon, we would have achieved a means to bring the XR technologies to a contact
lens-based device controlled via a neural implant woven across your brain. Social media,
games, and other forms of material are projected directly into your retina. Humans would
then go in for more augmentations to improve their abilities. Then you would have
groups of people with similar augmentations based on their profession or a role in society.
For example, a set of humans working at high altitudes may implant themselves with
respirocytes to improve breathing.

People would then opt for genetic modifications and other bioelectrical implants. This
would create new and several different classes of humans who would be complete cyborgs
and superior to normal humans in several ways. This, coupled with the fact that all their
minds will be connected via the Internet, or its successors, means that humanity would
bring a hive mind into existence much akin to an insect hive or an ant colony which could
then start to nudge humans to work towards tackling various collective goals like survival
of the species, task collaboration, coordinated movements, discussions.
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sciousness, a process that will turn us into cyborgs. This is already underway through 
the smartphone revolution that is turning us into psychological cyborgs [80]. A few 
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Figure 1. Information and technologies leading to the human-machine hive mind in the future.

3.2. Problems with the Digital Cybernetic Hive Mind of the Future

Post the Snowden leaks; several online companies have begun claiming to use end-to-
end encryption for their data. However, we know that these firms use many psychometric
data to market various products and political viewpoints. This is right now being done for
all mobile and computing products. In a future where we have technologies, IoT systems
permeating every aspect of our lives, BCIs, muCIs, cybernetic insects and animals, and
artificial cells that are controlled by implants, there would be even more data generated
through all these devices and technologies. This data can be used for various forms of
manipulation, which are further explained in Figure 2. The other problems of the cybernetic
hive mind are described in the following sections.
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4. Cybernetic Hive Minds

The rise of consumer-based BCIs will result in our lives being changed forever. For
starters, this will result in computing machines becoming another layer in our conscious-
ness, a process that will turn us into cyborgs. This is already underway through the
smartphone revolution that is turning us into psychological cyborgs [80]. A few researchers
think we already have a hive mind [81], and a few others think we are just a node in an
electronic hive mind [82]. However, this revolution will inevitably give rise to a lot of
problems in the future, much like the problems arising from the personal computer and
internet. This technology could also give ways and means to malicious entities to create
havoc based on existing knowledge of psychiatry and peeking into the world of fiction,
fantasy and myth. The researchers of this paper attempt to classify the problems that may
arise through this technology and define how consciousness might change in the future. In
the following few sections, we will briefly discuss the impact this would have on our idea
of consciousness and how we will transcend into a post-human stage in human evolution.

4.1. Consciousness and the Hive Mind

A few psychologists divide the human psyche into consciousness, subconsciousness,
and unconsciousness. Each of these components forms a specific portion of our personality;
researchers agree that AI would become another layer in our consciousness, and we are all
connected via brain–computer interfaces over the internet. It could have a very interesting
effect on our psyche; imagine a group of people thinking they are all the same entity. We
can see a glimpse of this with the QAnon movement, where the slogan ’we are all Q’ is
chanted by the followers, and this herd has collectively become the root cause of increased
COVID-19 infections in the western world. In a world where technology can make you feel
like another person or impinge psychological disease like anxiety on you, it makes you feel
like the gateway experience has been amplified.

The gateway experience has been described as pseudoscience and as a pathway to
psychosis. It is also interesting that the CIA dossier of the same name [83] openly states
meditation as a form of self-hypnosis. If conducted without proper guidance or care, it can
result in severe neurological damage. It also mentions that Lee Sannella M.D. describes
the process of Kundalini awakening as a psychotic episode [84]. The dossier further shows
that other forms of transcendental meditation are self-hypnosis. Hypnosis, as a process,
has been in the interest of neuroscience for a long time. If done properly in a guided
manner through a licensed and certified practitioner, it can even help people heal pain, as
demonstrated by [85] and a few other neuroscientists.

Cults have used social media to increase the spread of such practices, re-branding
them as spiritual therapies. This has served two purposes: brainwashing and the second
being increasing the number of followers. Such social media-based cult hive minds have
most of their members with severe psychosis.

Despite warnings that only licensed professionals from a credited institute can use
hypnosis in practice, several agencies have used untested techniques on unsuspecting
people in the public, marketed as meditation therapy and other psychotherapies. This
has resulted in psychotic episodes for several people, and certain reality distortions can
become permanent and sometimes even impinged onto other people as well through these
techniques [86]. This and the fact that belief in God and religious practices is a form of
schizophrenia [87], coupled with the outreach of social media, have resulted in a myriad
of problems.

4.2. The Musk–Oxley Model of Human Machine Hives

Based on our understanding, these are the following types of hive minds that could
arise in the future. We are naming this model after Elon Musk and Dr. Thomas Oxley
for bringing BCIs to the mainstream. Distributed cognition is an undeniable future of the
human race, and it has immense applications in several areas like space travel, deep-sea
exploration, therapy, military equipment, nature studies, construction, gaming, and much
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more. Parts of this are already happening due to telematics and virtual reality. We may see
this expanded to other avenues as well.

1. Single human to machine(s).
2. Multiple humans to machine(s).
3. Single human to multiple humans.
4. Multiple humans to single human.
5. Multiple humans to multiple humans.
6. Singular AI cybernetic being to humans.
7. Multiple AI cybernetic beings to humans.
8. Human–animal cybernetic hive mind.

5. New Age Viruses of the Hive Mind

This section is an attempt to foresee the future and predict what sort of problems
might arise due to these technologies. Please note that almost all of them are based on
existing problems and extrapolating them.

5.1. Ghosts and Phantasms

People who experience psychosis have reported several instances of being in touch
with the paranormal, like seeing shapes floating, figures, people, and even ghosts and other
mythical beings. They have reported hallucinations happening across all the senses; people
with sleep paralysis have reported undergoing hallucinations that involve some sort of
apparition sitting on their chest where they feel the full force on their chest, which results
in breathing problems. Although we know that these hallucinations happen because of
some electrical stimuli being sent to the eyes from the brain, these above-described effects
can also be achieved by stimulating the brain using various techniques like EEG-based BCI
and transcranial magnetic stimulation.

We do not need a full-scale anthropomorphic ghost to be classified as a cybernetic
phantasm virus. In the below diagram, we are showcasing an example of how a small
apparition paired with a sound begins to appear in the vision area of your AR device like
a contact lens can be classified as a new form of computer virus Figure 3, even though
the effects are being induced by a line of computer code and not a genetic mutation or
psychedelics. Maybe future pandemics would be tackling computer viruses that would
leave people with implanted AR devices with such distortions.

5.2. Possession Episodes and Loss of Free Will

Based on the demonstration of Jun Reikimoto and other neuroscientists, it is clear that
electric stimuli can be used to control muscular movement. In nature, the Emerald Wasp
targets the dopamine receptors in the simplistic insect brain of the cockroach and turns it
into a zombified state. Thus, it is no surprise that using stimulation techniques like sEMG;
machines can take over transcranial stimulation control. The researcher Jaron Lanier has
also said that one of the reasons he is not on social media is the loss of free will [88].

Cicada 3310 was one of the toughest online puzzles to appear. Some would even
describe the puzzle as a form of alternate reality gaming. Microsoft also used the base
form of this gaming to promote the film AI and the game Halo. Cults whose sole aim
and purpose are massive recruitment would also try out methods that would enable them
to override a person’s free will through a combination of social media, alternate reality
gaming, and surveillance.

This can enable them to track people who prescribe their dogma through all channels
and attempt a form of mind control which can include several techniques, including but
not limited to hypnosis and what is being termed spiritual psychotherapy, which in reality
could have drastic cognitive and psychological effects as mentioned by the CIA dossier
and other sources cited above.
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5.3. Alternate Reality Gaming for Mass Experimentation and Eugenics
5.3.1. Alternate Reality Gaming

Any game that spins a narrative that involves transcending into different media is
known as an alternate reality game or an ARG. These games follow the down the rabbit
hole narrative to engage the end-user. The types of media in ARGs are usually web, print,
telephony, radio, and travel to physical locations. Microsoft had released an ARG as a
promo for the game Halo, and the movie AI also had an ARG as a promo. The ARG
Cicada3301 was one of the toughest puzzles in the modern-day that first appeared in the
community 4chan.

5.3.2. QAnon

QAnon is a bizarre conspiracy that started as a joke to sell T-shirts and other merchan-
dise to unwitting Trump supporters, which was then taken over by the Russian mob who
had connections to Trump. This bizarre conspiracy then morphed into an online alternate
reality game that spun out of the discussion boards of 8Kun into mainstream social media
like Twitter and Facebook [89]. This movement adheres to several conspiracy theories as
the belief systems and has attracted followers from all walks of life, including people from
new-age spirituality, and they are spewing antisemitic and racist rhetoric. They have also
been pushing anti-vax sentiments on social media, which has caused a lot of distrust, and
this movement has been blamed for the spike in the infection rate in the US due to the delta
variant. In the next few sections, we will be looking at the origins of this movement, how it
morphed into a large ARG, the merging of various conspiracies together, and how all of
this contributed to the increase in the spread of the virus.
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Pre QAnon Conspiracy Theories

Ancient aliens and UFO mania: Ancient aliens is a fringe conspiracy theory based
on the belief that life on earth was seeded by technologically advanced aliens who have
supposedly been secretly guiding humanity by selectively releasing technology to the
world [90]. This conspiracy theory went into the mainstream via the pseudoscience show
of the same name on the History channel [91].

The craze for UFOs goes back to the period 1947–1967 when several reports of uniden-
tified crafts were being mentioned in the newspapers [92]. Over time several such sightings
have been reported, but most of them have been debunked as military drones [93], weather
balloons, clouds, and in one sighting, a police officer mistook the planet Venus to be a
UFO [94]. The UFO fandom in the US has a large fan following, and fans of the theories
have a UFO trail across various states they follow, making their nation look like a large
theme park [95,96].

Anti-vaccine movement: The conspiracy theory that vaccines cause autism and other
disorders is based on a scientific study that has been debunked by several experts in the
medical field [97]. This theory was promoted by several celebrities and politicians [98].
Leading medical experts agree that this is a subtle form of bioterrorism [99].

Anti-Semitism: The oldest of all conspiracies is the one where the Jews are said to
be the puppet masters and Satan worshipers. The other anti-Semitic conspiracies include
Jews controlling the weather, Jews being greedy and evil, and manipulating the stock
market [100]. Prominent supporters of liberal causes like George Soros are a target of such
conspiracy theories [101].

Anti-Islam: There is a certain mainstream view of Islam in the West [102], which is
mainly defined by Salafism and Wahhabism [103] originating in Saudi Arabia. Islam also
has a large following of Hydari, Nizari Ismailis [104,105], and Bohras, whose views of
Islam are more liberal than the extreme form of Wahhabism in Saudi Arabia and the other
GulfNations like UAE, Qatar, and others. Conspiracy theories that Muslims want Sharia
law everywhere or that Muslims are inherently violent and the immigrants from Muslim
nations would bring diseases to their country had been amplified in the west post the
9/11 era [106].

Anti-science. Several conspiracy theories like fluoride in water is a mind-control
drug [107], anti-GMO movements [108], quack cures, and fringe new age therapies all fall
in this category. Regulatory agencies try to intervene via public warnings, which have little
to no effect [109]. The members of the alt-right fringe were also promoting such distrust
in public health measures and are still encouraging their adherents to follow specific
diet regimens of OTC medications [110], which is similar to the process of indoctrination
practiced by cults as described by the psychiatrist Joost M Meerlo [111]. A few anti-biotech
activists like Vandana Shiva went on to spread conspiracy theories that GMOs were behind
the COVID-19 pandemic. [112]

Xenophobic and racist conspiracy theories. Racist beliefs that the Chinese are schemers [113]
and belief in phrenology by white supremacists to discriminate against African Ameri-
cans [114] were very common in the extreme right-wing spectrum of US Politics.

QAnon Autopsy of an ARG

Followers from all walks of life: QAnon started on the boards of 8kun and slowly gath-
ered support from followers from all walks of life. People from the LGBT community [115]
were involved in its activities and people from different religions, including Osama Bin
Laden’s niece Noor Bin Laden [116]. It was primarily driven by the heads of the Republican
party, a few ex-military generals like Michael Flynn, Right Wing propaganda outlets like
OANN, Fox News hosts like Tucker Carlson, Sean Hannity [117–119], conspiracy theorists
like Alex Jones [120], Shiva Ayyadurai [121], and other. New age spirituality followers who
usually peddle products were also drawn into it and began spreading this conspiracy along
with other conspiracies about 5G, UFOs, anti-vax theories, and conspiracy theories on Bill
Gates creating COVID-19 to implant chips, etc. [122].
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Transcending media: Every ARG has the common trait of transcending different media;
in QAnon, there are message boards at 8Kun that send people to various Youtube videos to
look for hidden ’clues’ which were supposedly left by Q. The boards would also ask them
to read several books published by a few of the key puppet masters that supposedly had
more clues [123]. Social media websites like Facebook, Twitter, Reddit, and video streaming
platforms like Vimeo and Youtube, are also a source of conspiracy theories [124]. Many
of the books published by the QAnon ’puppet masters’ were bestsellers on Amazon [125].
QAnon has also had several physical events encouraging followers to gather at various
places for supposedly more clues [126].

Down the rabbit hole narrative: This endless rabbit hole was then spouting out endless
conspiracy theories partially based on real-life events like the death of the highly influential
pedophile Jeffery Epstein [39,127] and the rampant sexual abuse and pedophilia problem
in Hollywood due to Scientology [128].

The rabbit hole narrative would then lead them into an alternate reality that would ask
its participants to distrust media, government, and mainstream science. They slowly
make their followers think that the entire world is controlled by a cult or a cabal of
pedophile Satan worshiping aliens from another dimension who have occupied high
positions in government, and the QAnon believers call them the ’Deep State’ [129]. The
QAnon conspiracy began slowly merging with various other forms of conspiracies [130].
The problem escalated during the COVID-19 pandemic. There are also slogans in the
grouplike WWG1WGA which stands for where we go one we go all, [131] which was used
as a marketing mantra to gather more support. They have also been blamed for hijacking
the Save the Children movement and using it for recruitment [132]. The proponents of
QAnon were traffickers themselves [133], and hijacking this movement provided cover for
the criminals to continue their crimes.

Puppet Masters of the QAnon ARG: In any ARG there are players who control the
narrative from behind the scene. These are the people who create the path or rabbit hole
through which the players traverse through the media transcending ARG. QAnon has
quite a few puppet masters; one of the most famous ones is the Q Map creator named
Jason Gelinas, a former employee of Citibank [134]. The other two known puppet-masters
are Ron and Jim Watkins, who run the imageboard 8Kun [135]. Conspiracy theorists like
James O’Keefe [136], Ali Alexander [137] have endorsed QAnon, and alt-right political
leaders like Mike Flynn [138] and Roger Stone [139] have all pledged allegiance to QAnon.
Crowdsourced intelligence points out Jim Watkins being Q, but other theorists say that
there are several other figures who decide the narrative of the game who are in touch with
Watkins based on email leaks [140,141]. The figure below gives a hierarchical view of the
QAnon cult, their roles, and manipulation tools in the ARG. We are theorizing this as an
insect hive/herd structure to better understand their functioning.

Mergers and Acquisitions of the conspiracy theory world: Anti-vax, anti-semitic,
anti-Muslim, and anti-science conspiracy theories were famous in the underground fringe
neo-nazi circles. The QAnon conspiracy theories slowly began merging with these other
conspiracy theories. Trump himself had supported the anti-vax movement, and it was
the first time that a head of a state had endorsed such conspiracies. The new age spiritual
movement, which had endorsed several anti-vax and anti-science movements, had also at-
tracted followers to QAnon. They were peddling OTC medications and other supplements
via social media. The alt-right conspiracy theorist’s endorsing QAnon had e-commerce
websites where they were peddling supplements. We noticed that a couple of these supple-
ments, like krill oil, have been flagged for microplastic contamination [142]. Microplastics
are composed of forever chemicals; if a person has higher concentrations of these in their
bodies, their chances of dying via COVID-19 are very high [143]. This merger and acqui-
sition exclusively to increase Donald Trump’s political footprint had major consequences
during the COVID-19 pandemic. The misinformation and peddling of quack cures for
COVID-19 in the QAnon circles had major consequences.
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Hijack of the law enforcement apparatus: The GOP and the QAnon faction of the
Republican party slowly took over the entire party apparatus. The once-fringe and under-
ground Neo Nazis surfaced in the mainstream and were elected to Congress. Candidates
like Matt Gaetz, Marjorie Taylor Greene, and Tina Forte have all endorsed QAnon [144],
and some have been elected to the US Government. Harmeet Dhillon, a lawyer of QAnon
abiding James O’Keefe was a central figure in the anti-mask movement as she filed several
unsuccessful lawsuits to counter California’s mask mandates [145] and has been actively
campaigning against vaccine mandates [146]. The lawyers of the Republican Party and the
GOP tried to stall the confirmation of the current US President by filing several unsuccessful
lawsuits based on the conspiracy theory that the election was rigged [147]. It is widely
agreed that the people behind QAnon have hijacked the entire Republican Party apparatus,
and effectively it is certain that Republican Party is the party of QAnon. Harmeet Dhillon’s
other associate Andy Ngo is well-known for framing activists from the left and center of
the political spectrum [148].

Role of religion: Churches were COVID-19 hotspots and have contributed to the spread
of the disease; religious gatherings like indoor prayer and outdoor masses have also resulted
in massive infections [149]. The alt-right has its roots in hardline views of Christianity, and
several people from the Church were actively into COVID-19 denial. Several Evangelicals
and Catholic church figures were also peddling false cures for COVID-19 [150]. A thorough
research analysis using AI to compare narratives of COVID-19 conspiracy theories with
traditional Danish Christian folklore has found a lot of similarities [151]. Thus, religion and
adherence to religious beliefs had a major role in the narrative of Qanon and COVID-19
conspiracy theories. Trump was portrayed like a messianic figure akin to Jesus Christ in
the new testament who would save the world from evil forces; ironically, the words of this
messiah were killing them.

Damage to public health: There were massive spikes in Covid19 infection rates due
to the rampant misinformation on the social media by the alt-right. A study from a
research group at Stanford concluded that 18 of Donald Trump’s rallies resulted in around
30,000 infections and 600 deaths. Here we are accounting for the long-term physical and
mental health damage afflicted on society due to the spread of COVID-19. In Table 1,
we are looking at data from various studies about COVID-19 infections associated with
Trump rallies.

Table 1. Estimates of COVID-19 infections stemming from Q Anon and Donald Trump-related
policies and events.

SNo Publication Authors Total Infections Total Deaths

1 Biden, Trump, and COVID-19
Infection Rates: Don’t be

Melton RJ, Sinclair
RC [152]

Mean value 39,743.36/Per
Million in Trump states

Mean value 721.73/Per
Million in Trump States

2

The effects of large group
meetings on the spread of

COVID-19: The case of
Trump rallies

Bernheim BD, Buchmann
N, Freitas-Groff Z [153]

30000 infections resulting
directly from

18 Trump Rallies

700 deaths resulting
directly from

18 Trump rallies

3

The contagion externality of a
super spreading event: The Stur-

gis motorcycle rally and
COVID-19

Dave D, Mc- Nichols D,
Sabia JJ [154]

15,283 and 266,796 directly
via the Sturgis Rally -

4

Differential Effects of
Intervention Timing on
COVID-19 Spread in the

United States

Pei S, Kan- dula S,
Shaman J [155]

600,000 cases directly
attributed to the Trump

Policies

35,000 deaths attributed
directly to Trump policies

5 Spreading the disease: Protest in
times of pandemics

Lange M, Monscheuer
O [156]

21,000 infections attributed
to QAnon related
misinformation in

Germany

19 deaths attributed to
QAnon misinformation

in Germany



AI 2022, 3 477

Table 1. Cont.

SNo Publication Authors Total Infections Total Deaths

6

Risk avoidance, offset- ting
community effects, and

COVID-19: Evidence from an
indoor political rally

Dave DM, Friedson AI,
Matsuzawa K, et al. [157]

13,076 to 20,862 infections
due to the Tulsa Rally -

7
Trump’s COVID-19 inaction
killed Americans. Here’s a

counter that shows how many.
Jarecki E [158] - 435,908 deaths at- tributed

to Trump’s inactions

Physical health damage due to COVID-19 misinformation: COVID-19 causes perma-
nent cardiac tissue [159] and lung tissue damage [160], as per several reports. It also causes
damage to the epithelial cells in the digestive tissue [161] and renal tissue damage [162].
The condition known as long COVID [163] affects a certain portion of the people who get
affected by it. These symptoms persist for a long duration post the infection and affect the
normal daily functioning of the patients [164].

Mental health damage due to the spread of COVID-19 misinformation: Post COVID-19
induced psychosis [165] and neurosis [166] have been reported by several studies. Long
COVID affects the cognitive well-being of the patient and logical thinking skills [167].
People suffering from long COVID might find it difficult to carry on with their day-to-day
work. Therefore, this can have long-term consequences for the survivors of the infection.
Figure 3 illustrates the various physiological and psychological damage caused by Covid19.

Arguments towards Medical Malpractice by the Republican Party

The Republicans and the people in their close circles have been profiting off the
pandemic in an ugly manner. They have been charged with purchasing shares in the
company Gilead life sciences, which makes the debunked cure for COVID-19 Remedesivir,
and profiting off of it in the pandemic [168]. Trump had shares in Gilead as per his 2017 tax
returns [169]. The Republican party has been peddling Ivermectin, an anti-parasite drug
used in horses and sheep, as a potential cure for COVID-19 [170]. A few hospitals have
reported poisoning and deaths where people ate the ones meant for livestock [171]. This
behavior of peddling false cures with the aim of profiteering via increased sales is a form of
medical malpractice. Pushing anti-mask and anti-vaccine propaganda and thus ensuring
more people fall sick coupled with quack cures which lead to deaths and therefore increase
the stock prices via increased sales of drugs. The alt-right has also been promoting false
propaganda on several media outlets purporting to be from whistleblowers to affect the
stock prices of various firms. Pfizer has been a target of this scheme, resulting in its stock
price losing points due to fake stories like their CEO being arrested [172], and debunked
articles about the efficacy of their vaccine [173]. Leaked emails of America’s Frontline
Doctors, an organization with ties to several alt-right entities, proved they profited heavily
by prescribing unproven cures for COVID-19 [174]. This proves that the alt-right profited
heavily from mass deaths by spreading misinformation. They can be charged with a highly
unique crime of our time a ‘highly profit-driven genocide using Alternate Reality Gaming’.

Arguments for Assigning the Bio Terrorist Status to QAnon Adherents, the Alt-Right, and
the Republican Party

Bioterrorism, by definition, is the purposeful spread of disease-causing bacteria,
viruses, and biological toxins in the environment and contributing to actions increas-
ing the spread of the disease-causing agents [175]. In this definition, the affected include
humans and cattle, plants, and wild animals. There are several bioterrorist incidents in
history that have had a significant impact on historical events. The most recent one is in
China; the African Swine flu epidemic [176] was worsened by crime syndicates known
as Triads. They were using drones to spray the virus on pig farms [177]. This had caused
losses of several billion dollars [178]. There were other bioterrorist events like the Rajneesh
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bioterror attack in Oregon [179], where a few buffet joints were purposely infected with
salmonella to affect the local election outcome.

Purposeful hosting of superspreader events and flouting COVID-19 safety measures
like masking and social distancing: The Trump campaign pushed lies that the virus was
just the flu and pushed for the reopening of places despite repeated warnings from public
health officials, which led to massive spikes in infections [180]. The Trump supporters
openly flouted public health warnings, leading to massive spikes in infections [181]. This
would count as a purposeful release of the virus into the environment by ensuring sick
people assemble in crowded events and contribute to the increase in the spread of the virus.

Anti-COVID-19 safety measures campaigns by the alt-right: The lawyers in the alt-
right tried to derail the implementation of COVID-19 restrictions during the beginning of
the pandemic. They were actively pushing against mask mandates [182] and the reopening
of Churches even though Churches and religious events were hotspots for COVID-19
infections [183]. These campaigns by the alt-right effectively increased the spread of the
virus, resulting in massive spikes and a high death rate among their supporters. [184].

Using Social Media for misinformation: The alt-right relied heavily on using social me-
dia platforms to spread misinformation regarding the virus. Platforms like Rumble funded
by alt-right scion Peter Thiel [185], are a hotbed of COVID-19 [186] related misinformation
and vaccine conspiracy theories and have found a massive outreach in the pandemic.
The analysis of QAnon social media accounts clearly proves that the misinformation was
rampant and their blinded followers were infected. [187].

Dark Enlightenment

Steve Bannon, one of the key figures in the alt-right, is aligned with a Neo Nazi-Fascist
philosophy known as Dark Enlightenment which calls for the genocide of people [188].
Alt-right Silicon Valley figures like Peter Thiel and other high-profile Silicon Valley CEOs
have also aligned themselves to this philosophy. In ref [189], Peter Thiel has investments
and is on the board of directors of social media firms like Facebook [190] and Rumble [191].
His firm Palantir has had ties to Cambridge Analytica, and their former chief psychologist is
spearheading the COVID-19 misinformation campaign [192,193]. It is not surprising to see
them killing people via the spread of misinformation since they adhere to this philosophy.

It is not surprising to see Silicon Valley firms like Verdaka, which hosted super spreader
parties during COVID-19 [194], which says they clearly lack respect for the lives of others.
They also had a history of sexual assault [195]. The fact that Verdaka used the FBI to harass
the people who exposed this shows how badly the hijack of the law enforcement by the
AltRight has taken place.

Parallels between Nazis and Other Bioterrorist Entities

The Nazis had purposefully infected the Jews and Romas with diseases in the con-
centration camp. The purposeful misinformation spread via QAnon, which increased the
COVID-19 infections, can be equated to the same. It is also curious to see that a Trump
appointee to HHS, Paul Alexander, pushed for the debunked way of achieving herd immu-
nity by increasing the number of people infected with the virus [196]. This, coupled with
the fact that QAnon misinformation led to large-scale infections, should not be ignored.

The Rajneeshis and Aum Shirinkoyo [197] purposefully used biological agents to
cause harm to the masses. The purposeful spread of misinformation that contributed
to the virus’s increased spread is the modern-day equivalent of the Rajneeshi and Aum
Shirinkoyo terrorist attacks.

Table 2 compares past cult-led mass suicides, bioterrorist, and chemical terrorist events
with the overall deaths caused by the COVID-19 misinformation campaigns conducted by
the alt-right via QAnon and Donald Trump.
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Table 2. A comparison of various biological and chemical terrorist events, including mass suicides orchestrated by various cults andterrorist outfits and comparing
them with the Covid-19 infections resulting from Trump Rallies and QAnon misinformation.

SNo Event Name Event Type Perpetrators Toxin/Biological Entity Infections Deaths Source

1 Oregon diner poisonings (1984)
Bioterrorist plot to

alter election
outcome

Rajneeshis Salmonella 750 0 Homeland Security
Digital Library [198]

2 Botox poisonings (1990) Bioterrorist plot Aum Shirinkoyo Botulinum Toxin 0 0 Sugishima [199]
3 Kameiodo Incident (1993) Bioterrorist plot Aum Shirinkoyo Bacilus Anthracis 0 0 Takashi et.al. [200]
4 Tokyo Subway Nerve Gas (1995) Bioterrorist plot Aum Shirinkoyo Sarin Gas 5000 12 Anthony T Tu [201]
5 Jonestown mass suicide (1978) Mass suicide Peoples Temple Cyanide 0 900+ Eldridge [202]
6 Heavens Gate (1997) Mass suicide Heavens gate Phenobarbital 0 39 Delloye [203]
7 Marea Chemical attack (2016) Chemical terrorism IS Mustard Gas 50 0 Naylor [204]
8 Matsumoto Attack (1994) Bioterrorist plot Aum Shirinkoyo Sarin Gas 500 8 Olson [205]
9 al-Hasakah (2015) Chemical terrorism IS Chlorine 12 0 Buluous [206]

10 Erbil Incident (2016) Chemical terrorism IS Mustard Gas 35 0 Reuters [207]
11 Taza Chemical Attack (2016) Chemical terrorism IS Mustard Gas 600 0 AP [208]

12 Unit Experiments (1932–1945) Biowarfare Japanese
Imperial Army

B. anthracis, Neisseria
meningi-tidis, Vibrio cholerae,

Shigella spp., and Shigella
Yersinia pestis

- 10,000 Riedel [209]

13 SmallPox outbreak among Native
American Mandan tribes (1837) Biowarfare US Army Variola Major - 125,000 Churchill [210]

14 Anthrax Letter (2001) Bioterrorist plot Unknown Bacillus Anthracis 22 5 Barras Greub [211]

15 Ningbo Plague (1940–1941) Biowarfare Japanese
Imperial Army Yersinia Pestis - 3000 Carus [212]

16 Sydney Smallpox outbreak (1789) Biowarfare British
Imperial Navy Variola Major -

50–70% of
Aborigines
population

Mear [213]

17 Fort Pitt Smallpox blankets (1763) Biowarfare British Imperial Variola Major - Close to 100 Ranlet [214]

18 Covid deaths attributed to Donald
Trump (2020–2021) Bioterrorist plot

Donald Trump, the
Republican Party and

QAnon
SARS-CoV2 - 435,908 Jacrecki [158]
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5.3.3. Loss of Individuality

Individuality is defined as the quality or traits that help distinguish one individual
over the other. We all know that the use of social media through the above-explained
sections brings about a loss of free will. This would empower cult-like organizations to
brainwash people to think in a singular stream of thought, thereby the complete and total
loss of individuality as we know it. This would be of concern to law enforcement agencies
and human rights agencies. We will be discussing the tools and technologies needed for
protecting free will in the next few sections.

5.3.4. Altered States of Reality

Suppose we can immerse ourselves visually in Paris today using a standard HMD VR
display set. In that case, we easily understand the future, as shown in the short film SIGHT,
which shows a future of cybernetic humans with AR and BCI deeply embedded in our lives.
It is also easily possible to have altered states akin to the guided imagery-based hypnosis
used by the cults and implant post-hypnotic suggestions, which can lead to confusion and
hysterical states over which the end-user might have no control.

5.3.5. Comatose Virtual Reality and Alternate Reality Limbo

Imagine playing your favorite VR game, and you have just finished a mission, and
you have landed in your safehouse. You decide to exit the game, and suddenly you find
you are not able to. The floor begins to meld into a black void, and you find yourself falling
into it. You remember your ancestors used to have something known as VR HMD you
could take it off. Still, your 8th Generation Brain Wave XR Implant from a certain company
is within your body, and you need to call the paramedics and police to help you out. What
would you do?

5.3.6. Memory Erasure, False Memory Implantation and Hyper Brainwashing

This is a widely agreed concept in psychiatry and neuroscience that memories can
be erased, and new ones can be implanted using methods of hypnosis [215], certain
psychotherapies, and certain anti-psychotic drugs can cause memory loss as well [216]. In
the case of a BCI model of the brain where all that we see, hear, feel, smell, and even taste
can be monitored, should we be worried that some malicious entities might implant false
memories and cause memory erasure with much more ease? Or, much worse, manipulated
for their own self-interests to turn us into some post-modern transhuman race of slaves
controlled via machines in cyberspace?

5.3.7. Cyber Activated Biological Viruses and Prions

Tiktok is being blamed for causing a pandemic within a pandemic, as per a few pub-
lications. The addictive social media platform has caused Tourette-like tic disorders in
people [217]. This would be the first case of a psychiatric condition being manifested on a
large scale by using a social media application. Facebook and Instagram have caused
depression among youngsters [218]. In the future, we might see the cyber origin of
various diseases.

Viruses are a few lines of genetic code; they are simplistic structures of having a protein
shell storing a small fraction of RNA code or DNA code. Some of them can lie dormant
in our body only to be reactivated much later, in a future where humans and machines
have integrated biologically to a great extent. Is it safe to say that malicious entities could
possibly infect humans or trigger a dormant virus by a few lines of code uploaded into our
brain–computer interface without their knowledge.

A dormant HSV virus can be reactivated using stress [219] induced via hacking a brain–
computer implant or stress-inducing acoustics via hacking your cellphone’smicrophone [220].
PCOD is a disease that solely affects females; industrial endocrine disruptors like Bisphenol-
A can trigger PCOD in women [221]. Bad faith actors can use a combination of social media
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engineering to purchase products with high quantities and trigger stress via hacked mobiles
to cause this disease.

6. Ethics for the Development of Technologies Leading to the Hive Mind

The QAnon cult is an example of how collectivism can go wrong and cause harm to
several people in society. Platforms like Facebook, Twitter, YouTube, and other tech giants
have contributed to this issue and are still not held accountable by governmental agencies.

6.1. Privacy before Profits

The end user’s privacy and data privacy should be prioritized before profits. For exam-
ple, social media algorithms are well known to go through people’s messages for targeted
advertising. This should be avoided as future bionic interfaces will become mainstream.

6.2. Data Encryption and Destruction

End-to-end data encryption and data destruction exist in a few messaging applica-
tions. However, we need mechanisms to ensure that specific psychometric data should be
destroyed after being used for purposes the end-user has provided consent for, especially
for medical devices.

6.3. Voluntary Disclosure of Secrets to Preventing Corporate and Governmental Malfeasance

There must be laws to protect hackers, information activists, and people within organi-
zations who leak information to the public to highlight practices of wrongdoing. Punishing
the truth-tellers only enables the abusers and people who promote irrational, illogical
ideologies that focus solely on control and profit.

6.4. Facts before Feelings

Manipulators on social media use people’s feelings of hatred against themselves
to further their nefarious agendas and create echo chambers. Although there must be
mechanisms to prevent people from manipulating people by presenting half-truths, fact-
checking tools and algorithms that are not successful have been misused by the far-right
activists to shut truth-tellers. AI needs to be assistive and should not aim to replace the
user. An excellent example of this is the autopilot mode in airplanes. It does not replace the
pilot but rather frees up their cognitive and motor load to monitor the aircraft’s vitals.

6.5. Identifying and Defusing Mass Human and Animal Experimentation

Cambridge Analytica is one of the biggest mass experiments on human beings via
psychographics. Even though the firm was shut down, the employees went on to form
smaller firms and began continuing the same work. There must be mechanisms that can
prevent such experimentation. Strict penalties should be levied on former employees, and
political parties should not be allowed on social media. In addition, there need to be other
mechanisms to prevent such events from happening in the future.

6.6. New Technology Needs to Be Accessible to All

Any new technology needs to be made accessible to all regardless of their social status
or disabilities. This will ensure that society develops on the foundation of equality.

6.7. Interfaces and Interactions That Promote Psychological Well-Being

Tik Tok’s infinite scroll is the digital form of electronic morphine used in casino slot
machines. This was one of the primary reasons why it is very addictive. However, the other
interactions on social media have been known to promote depression and fatigue. This
needs to be changed drastically. There need to be time limits placed within social media
that automatically log out the user after a daily quota. The interactions and mechanisms of
influence like likes and retweets need to be changed to feel positive after sharing content.
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6.8. Breakdown of Big Tech

One of the big reasons we have the problem of fake news is because tech companies
are becoming behemothic. Therefore, it becomes impossible to monitor them effectively.
Thus, it is not a surprise that YouTube’s and Facebook’s algorithms were recommending
conspiracy theories, and QAnon books were the bestsellers on Amazon. Big tech is a
problem for humankind because they prioritize profits over public mental health. This was
also a significant reason why these companies promoted conspiracy theories and books.
Therefore, if big tech gets broken down, it would be easier to monitor them and prevent
such future outbreaks of fake news.

6.9. Manual Override Options to Disconnect

Any device, especially implantable electronics, needs to have the opportunity to
disconnect from the Internet manually. This can be achieved by several means, explained
in the next section.

7. Free Will and Anonymity in the Transhuman Age

Let us face it; we are all psychological cyborgs, a fact that is undeniable because
most of us are using cellular devices and other computing devices. When BCI, muCI, and
transdermal implants go from medical devices to the mainstream, we will have reached the
transhuman age. When the machines are inside us, and they begin to monitor and augment
every aspect of our life, the possibility of machines taking over our free will be alarming
for any individual. In this paper, we attempt to propose three different technologies that
will solve this problem. We urge the community of the internet and all the proponents of
the preservation of free will, including Anonymous, to go through this and make all the
necessary additions to this framework.

7.1. Technologies That Ensure Preservation of Free Will, Privacy and Anonymity
7.1.1. Faraday Clothing

Today, we have Faraday bags that act like mini Faraday Boxes that prevent remote
data transfer or wiping. Cyber lawyers and investigative journalists primarily use these to
ensure that data remains protected [222]. If we can have Faraday bags, why not have some
sort of Faraday clothing in the future? We are already seeing several commercial examples
of electronic fashion accessories and conductive fabric being used by Levi’s and Google to
control smartphones via gestures.

7.1.2. Nanotechnology

Nanotechnology has been shown to make non-conductive substances like silver con-
ductive by the formation of certain nanoclusters. This was used in tagging biological cells;
a potential example of this is a means to locate and isolate cancer cells using a magnetic
field [223]. We hope for nanorobot surgeries to treat and cure several diseases, and we hope
to have cells or a membrane around our implants to ensure that our bionic brains do not
get hacked.

7.1.3. Quantum Dots and DNA Storage

The privacy of data storage in bionic devices is a major concern. One way of making
this discreet is by using protein-based quantum dots; applications of this technology have
also been suggested in the early detection of cancer [224]. Maybe in the future, we may
have some form of protein quantum dot data storage. We have also seen bacteriophages
being used to create quantum dots with zinc sulfide crystals [225]. In the future, we may
see viruses replace or repair the quantum dot data storages in our transdermal implants, or
assemble aquantum dot to detect cancer.
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7.1.4. Human, Machine and AI Ethics

There have to be standards and guidelines for designing software and hardware for
bionic devices, similar to the US Army guidelines [226], that would ensure the safety of such
technologies. We should also ensure free will and privacy are the foundational guidelines
for such technologies.

7.1.5. Animal Ethics

Currently, there are limits to animal experimentation, and companies will have to
apply for permission to test their technologies on animals. This would be applicable in
the future as well; companies preparing such software and hardware will be required to
go through stringent guidelines and pass certain tests before being given permission for
animal testing.

7.1.6. Education

Cyber laws and cybercrime cases should be taught as part of the school curriculum.
Children should be educated about the concepts of privacy and free will at a young age.
They should also be educated about how such technologies can impinge on their privacy
and how these technologies can be used to alter their perception of reality.

7.1.7. Governments, Law and Order

There have to be strict laws involving cyber-crimes of such nature, and strict actions
would be taken if any entities were found to be engaging in such acts; they would be
subjected to strict punishments. However, there should also be laws and frameworks that
would ensure technologies being built are safe and reliable; like the FDA and other regula-
tory bodies, there should be a regulatory body for such bionic devices, which currently falls
under the purview of the FDA. It should be noted that if, as a species, we are serious about
privacy and free will, the nature of governmental bodies is also very crucial. Evidence
points toward anarcho-capitalistic/anarcho-socialistic states combined with a worldwide
monarchist night watchmen state would ensure more importance is given to human rights,
freedom of speech, and freedom of the press for such issues.

8. Conclusions & Future Work
8.1. Implications of Current Findings

Hive minds are an inevitable part of our future. We are slowly being turned into
nodes in an electronic hive unless we start applying our minds together; only then can we
preserve the true values that make us humans. From our analysis of QAnon, it is clear
that it should be classified as a bioterrorist entity and the people behind the movement,
from alt-right politicians to dark enlightenment Silicon Valley tech gurus, need to be held
accountable. Since this crime involved an angle of bioterrorism plus was enabled and
amplified in cyberspace, we can call this a first-of-a-kind cyberbioterrorism.

QAnon did not just appear out of nowhere. There were several aspects of American
culture that was primarily to blame. The US mass media had encouraged anti- science
movements like fear of GMOs, vaccines, and conspiracy laden fandom like Ancient aliens
and UFOs for a very long time. QAnon managed to combine all of these theories into
one, which during the COVID-19 pandemic contributed to the increase in the number
of infections and deaths. The purposeful spread of such anti-public health propaganda
should be classified as a new-age form of bioterrorism. This, coupled with the fact that
the Republican Party was profiting heavily from the same, indicates a genocide for profit
scheme. Thus, it needs to be charged for bioterrorism and medical malpractice. QAnon is
what you get when you combine the Rajneeshi cults bioterrorism and Heavens Gates mass
suicide, but the damage QAnon caused was several thousand times the damage caused by
these two entities. The leader of Heavens Gate joined his followers, but Trump and his ilk
have stolen millions of dollars from his followers and killed them.
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8.2. Future Research

In the future, we would like to further research the aspect of cyber bioterrorism and
dissect every aspect of the ARG, including the intentions behind increasing the spread of
the SARS-CoV2 virus. The researchers would also like to work on bringing forth laws and
regulations that would prevent such crimes from happening in the future.

We would also like to look at the implications of a hive mind in augmented reality and
see if it can improve the productivity of human beings in general. We would like to work
on a hive mind-based augmented reality application that workers can use in performing
coordinated tasks.

Julian Assange famously said this could be the last free generation because of the mass
surveillance and the fact that parents splash their kids’ photos all over social media. We
need to heed his words as a warning and start putting the necessary foundations in place
to preserve our freedom. The QAnon ARG-based conspiracy theory has destroyed the very
idea of free will, and this was done using mobile technology, social media, and print-based
medium. One can only imagine that if IoT systems and other technologies are used by such
bad faith actors, they could cause many problems in the future. The authors would also
like to aid law enforcement, private intelligence, and information activists to fight such sort
of cyberterrorist groups in the future.

Author Contributions: A.C. have conceptualized the human-machine hive mind framework. Both
the authors have gone through several research papers and publication and anlysed them through the
systemic review process to arrive at certain conclusions with measurable heuristics. The hierarchical
structure of QAnon hive mind cult was worked out by R.R. All authors have read and agreed to the
published version of the manuscript.

Funding: This is a self funded study.

Institutional Review Board Statement: Not applicable.

Informed Consent Statement: Not applicable.

Data Availability Statement: The data cited in this research is from various publically available
sources including several datasets used by researchers in their publications.

Conflicts of Interest: There are no conflict of interests.

References
1. Musk, E. An integrated brain-machine interface platform with thousands of channels. J. Med. Internet Res. 2019, 21, e16194.

[CrossRef] [PubMed]
2. Vidal, J.J. Toward direct brain-computer communication. Annu. Rev. Biophys. Bioeng. 1973, 2, 157–180. [CrossRef] [PubMed]
3. Streltsova, A.; Berchio, C.; Gallese, V.; Umilta, M.A. Time course and specificity of sensory-motor alpha modulation during the

observation of hand motor acts and gestures: A high density EEG study. Exp. Brain Res. 2010, 205, 363–373. [CrossRef] [PubMed]
4. Soleymani, M.; Asghari-Esfeden, S.; Fu, Y.; Pantic, M. Analysis of EEG signals and facial expressions for continuous emotion

detection. IEEE Trans. Affect. Comput. 2015, 7, 17–28. [CrossRef]
5. Miranda, R.A.; Casebeer, W.D.; Hein, A.M.; Judy, J.W.; Krotkov, E.P.; Laabs, T.L.; Manzo, J.E.; Pankratz, K.G.; Pratt, G.A.;

Sanchez, J.C. DARPA-funded efforts in the development of novel brain-computer interface technologies. J. Neurosci. Methods
2015, 244, 52–67. [CrossRef]

6. Childress, D.S. Powered limb prostheses: Their clinical significance. IEEE Trans. Biomed. Eng. 1973, BME-20, 200–207. [CrossRef]
7. Mathan, S.; Conner, K.J.; Erdogmus, D. Thought Enabled Hands-Free Control of Multiple Degree-Of-Freedom Systems.

U.S. Patent Application No. 13/307,580, 30 May 2013.
8. Mihajlovic, V.; Molina, G.G.; Peuscher, J. To What Extent Can Dry and Water-Based EEG Electrodes Replace Conductive Gel ones?

In Proceedings of the BIODEVICES Conference, Vilamoura, Algarve, Portugal, 13 February 2012.
9. Schuettler, M.; Ordonez, J.S.; Henle, C.; Oh, D.; Gilad, O.; Holder, D.S. A flexible 29 channel epicortical electrode array. In

Proceedings of the 13th Annual Conference of the International FES Society, Freiburg, Germany, 21–25 September 2008.
10. Oxley, T.J.; Opie, N.L.; John, S.E.; Rind, G.S.; Ronayne, S.M.; Wheeler, T.L.; Judy, J.W.; McDonald, A.J.; Dornom, A.; Lovell, T.J.

Minimally invasive endovascular stent-electrode array for high-fidelity, chronic recordings of cortical neural activity. Nat.
Biotechnol. 2016, 34, 320–327. [CrossRef]

11. Rubenstein, M.; Cornejo, A.; Nagpal, R. Programmable self-assembly in a thousand-robot swarm. Science 2014, 345, 795–799.
[CrossRef]

http://doi.org/10.2196/16194
http://www.ncbi.nlm.nih.gov/pubmed/31642810
http://doi.org/10.1146/annurev.bb.02.060173.001105
http://www.ncbi.nlm.nih.gov/pubmed/4583653
http://doi.org/10.1007/s00221-010-2371-7
http://www.ncbi.nlm.nih.gov/pubmed/20680250
http://doi.org/10.1109/TAFFC.2015.2436926
http://doi.org/10.1016/j.jneumeth.2014.07.019
http://doi.org/10.1109/TBME.1973.324273
http://doi.org/10.1038/nbt.3428
http://doi.org/10.1126/science.1254295


AI 2022, 3 485

12. Guerrero-Bonilla, L.; Prorok, A.; Kumar, V. Formations for resilient robot teams. IEEE Robot. Autom. Lett. 2017, 2, 841–848.
[CrossRef]

13. Liu, X.; Chen, S.W.; Liu, C.; Shivakumar, S.S.; Das, J.; Taylor, C.J.; Underwood, J.; Kumar, V. Monocular camera based fruit
counting and mapping with semantic data association. IEEE Robot. Autom. Lett. 2019, 4, 2296–2303. [CrossRef]

14. Broersma, M.; Graham, T. Social media as beat: Tweets as a news source during the 2010 British and Dutch elections. J. Pract.
2012, 6, 403–419. [CrossRef]

15. Jelenchick, L.; Eickhoff, J.; Moreno, M. “Facebook Depression?” Social Networking Site Use and Depression in Older Adolescents.
J. Adolesc. Health 2013, 52, 128–130. [CrossRef] [PubMed]

16. Vannucci, A.; Flannery, K.M.; Ohannessian, C.M. Social media use and anxiety in emerging adults. J. Affect. Disord. 2017, 207,
163–166. [CrossRef]

17. Strudwicke, I.J.; Grant, W.J. # JunkScience: Investigating pseudoscience disinformation in the Russian Internet Research Agency
tweets. Public Underst. Sci. 2020, 29, 459–472. [PubMed]

18. Wolfsfeld, G.; Segev, E.; Sheafer, T. Social media and the Arab Spring: Politics comes first. Int. J. Press/Politics 2013, 18, 115–137.
[CrossRef]

19. Mundt, M.; Ross, K.; Burnett, C. Scaling Social Movements Through Social Media: The Case of Black Lives Matter. Soc. Media + Soc.
2018, 4, 205630511880791. [CrossRef]

20. Ward, K. Social networks, the 2016 US presidential election, and Kantian ethics: Applying the categorical imperative to Cambridge
Analytica’s behavioral microtargeting. J. Media Ethics 2018, 33, 133–148. [CrossRef]

21. Al-Jenaibi, B. The nature of Arab public discourse: Social media and the ‘Arab Spring’. J. Appl. J. Media Stud. 2014, 3, 241–260.
[CrossRef]

22. Amin, R. The empire strikes back: Social media uprisings and the future of cyber activism. Kennedy Sch. Rev. 2010, 10, 64–67, 846.
23. Chowdhury, A. Anti-corruption movement: A story of the making of the Aam Admi Party and the interplay of political

representation in India. Politics Gov. 2019, 7, 189–198. [CrossRef]
24. Li, T.J.J.; Li, Y.; Chen, F.; Myers, B.A. Programming IoT Devices by Demonstration Using Mobile Apps. In International Symposium

on End User Development; Springer: Cham, Switzerland, 2017; pp. 3–17.
25. Zhang, X.; Yao, L.; Zhang, S.; Kanhere, S.; Sheng, M.; Liu, Y. Internet of Things meets brain-computer interface: A unified deep

learning framework for enabling human-thing cognitive interactivity. IEEE Internet Things J. 2018, 6, 2084–2092. [CrossRef]
26. Yoon, H.; Shin, C. Cross-device computation coordination for mobile collocated interactions with wearables. Sensors 2019, 19, 796.

[CrossRef] [PubMed]
27. Li, G.; Zhang, L.; Sun, Y.; Kong, J. Towards the sEMG hand: Internet of things sensors and haptic feedback application. Multimed.

Tools Appl. 2019, 78, 29765–29782. [CrossRef]
28. Brunelli, D.; Farella, E.; Giovanelli, D.; Milosevic, B.; Minakov, I. Design considerations for wireless acquisition of multichannel

sEMG signals in prosthetic hand control. IEEE Sens. J. 2016, 16, 8338–8347. [CrossRef]
29. Abdullah, A.; Chemmangat, K. A Computationally Efficient sEMG based Silent Speech Interface using Channel Reduction and

Decision Tree based Classification. Procedia Comput. Sci. 2020, 171, 120–129. [CrossRef]
30. Li, X.; Zhou, Z.; Liu, W.; Ji, M. Wireless sEMG-based identification in a virtual reality environment. Microelectron. Reliab. 2019, 98,

78–85. [CrossRef]
31. Saponas, T.S.; Tan, D.S.; Morris, D.; Turner, J.; Landay, J.A. Making muscle-computer interfaces more practical. In Proceedings of

the SIGCHI Conference on Human Factors in Computing Systems, Atlanta, GA, USA, 10–15 April 2010; pp. 851–854.
32. Tamaki, E.; Miyaki, T.; Rekimoto, J. PossessedHand: Techniques for controlling human hands using electrical muscles stimuli.

In Proceedings of the SIGCHI Conference on Human Factors in Computing Systems, Vancouver, BC, Canada, 7–12 May 2011;
pp. 543–552.

33. Türker, K.S. Electromyography: Some methodological problems and issues. Phys. Ther. 1993, 73, 698–710. [CrossRef]
34. Chowdhury, A.; Ramadas, R.; Karmakar, S. Muscle computer interface: A review. In ICoRD’13; Springer: Berlin/Heidelberg,

Germany, 2013; pp. 411–421.
35. Cotroneo, C. World’s Worst Toy Kit Lets You Turn a Cockroach into a Robot. Available online: https://www.thedodo.com/

cockroach-controlled-phone-roboroach-1932330780.html (accessed on 7 May 2022).
36. Cao, F.; Zhang, C.; Choo, H.Y.; Sato, H. Insect-computer hybrid legged robot with user-adjustable speed, step length and walking

gait. J. R. Soc. Interface 2016, 13, 20160060. [CrossRef]
37. Bassett, L.; Troncy, E.; Pouliot, M.; Paquette, D.; Ascah, A.; Authier, S. Telemetry video-electroencephalography (EEG) in rats,

dogs and non-human primates: Methods in follow-up safety pharmacology seizure liability assessments. J. Pharmacol. Toxicol.
Methods 2014, 70, 230–240. [CrossRef]

38. Warren, T.L.; Giraldo, Y.M.; Dickinson, M.H. Celestial navigation in Drosophila. J. Exp. Biol. 2019, 222 (Suppl. S1), jeb186148.
[CrossRef]

39. Ramadas, R.; Chowdhury, A. Hypnotic computer interface (hypCI) using GEORGIE: An approach to design discrete voice user
interfaces. J. Intell. Amp; Fuzzy Syst. 2020, 38, 6507–6516. [CrossRef]

40. Speigel, R.B. Method of Modifying Human Behavior Using Signal Triggered Post-Hypnotic Suggestion. U.S. Patent No. 54,256,995,
20 June 1995.

41. Carlin, R.L. Hypnotic Inducer. U.S. Patent No. US3014477A, 26 December 1961.

http://doi.org/10.1109/LRA.2017.2654550
http://doi.org/10.1109/LRA.2019.2901987
http://doi.org/10.1080/17512786.2012.663626
http://doi.org/10.1016/j.jadohealth.2012.05.008
http://www.ncbi.nlm.nih.gov/pubmed/23260846
http://doi.org/10.1016/j.jad.2016.08.040
http://www.ncbi.nlm.nih.gov/pubmed/32597365
http://doi.org/10.1177/1940161212471716
http://doi.org/10.1177/2056305118807911
http://doi.org/10.1080/23736992.2018.1477047
http://doi.org/10.1386/ajms.3.2.241_1
http://doi.org/10.17645/pag.v7i3.2155
http://doi.org/10.1109/JIOT.2018.2877786
http://doi.org/10.3390/s19040796
http://www.ncbi.nlm.nih.gov/pubmed/30781408
http://doi.org/10.1007/s11042-018-6293-x
http://doi.org/10.1109/JSEN.2016.2596712
http://doi.org/10.1016/j.procs.2020.04.013
http://doi.org/10.1016/j.microrel.2019.04.007
http://doi.org/10.1093/ptj/73.10.698
https://www.thedodo.com/cockroach-controlled-phone-roboroach-1932330780.html
https://www.thedodo.com/cockroach-controlled-phone-roboroach-1932330780.html
http://doi.org/10.1098/rsif.2016.0060
http://doi.org/10.1016/j.vascn.2014.07.005
http://doi.org/10.1242/jeb.186148
http://doi.org/10.3233/JIFS-179731


AI 2022, 3 486

42. Placek, E.W. Anti-Hypnotic Apparatus. U.S. Patent No. US2998799A, 5 September 1961.
43. Will, G.F. Electronic morphine. Newsweek 2002, 140, 92. [PubMed]
44. Harrigan, K.A.; Collins, K.; Dixon, M.J.; Fugelsang, J. Addictive gameplay: What casual game designers can learn from slot

machine research. In Proceedings of the International Academic Conference on the Future of Game Design and Technology,
Vancouver, BC, Canada, 6–7 May 2010; pp. 127–133.

45. Blackwell, D.; Leaman, C.; Tramposch, R.; Osborne, C.; Liss, M. Extraversion, neuroticism, attachment style and fear of missing
out as predictors of social media use and addiction. Personal. Individ. Differ. 2017, 116, 69–72. [CrossRef]

46. Trojak, B.; Zullino, D.; Achab, S. Brain stimulation to treat internet addiction: A commentary. Addict. Behav. 2017, 64, 363–364.
[CrossRef] [PubMed]

47. Feynman, R. There’s Plenty of Room at the Bottom. Eng. Sci. 1960, 23, 22–36.
48. Kriegman, S.; Blackiston, D.; Levin, M.; Bongard, J. A scalable pipeline for designing reconfigurable organisms. Proc. Natl. Acad.

Sci. USA 2020, 117, 1853–1859. [CrossRef]
49. Miskin, M.Z.; Cortese, A.J.; Dorsey, K.; Esposito, E.P.; Reynolds, M.F.; Liu, Q.; Cao, M.; Muller, D.A.; McEuen, P.L.; Cohen, I.

890 Electronically integrated, mass-manufactured, microscopic robots. Nature 2020, 584, 557–561. [CrossRef]
50. Frcitas, R. Exploratory Design in Medical Nanotechnology: A Mechanical Artificial Red Cell. Artif. Cells Blood Substit. Biotechnol.

1998, 26, 411–430. [CrossRef]
51. Fu, J.; Yan, H. Controlled drug release by a nanorobot. Nat. Biotechnol. 2012, 30, 407–408. [CrossRef]
52. Carmichael, J. Why This Guy Implanted Headphones In His Ears. [online] Popular Science. 2022. Available online: \T1

\textless{}https://www.popsci.com/technology/article/2013-06/biohacking-implanted-headphones/ (accessed on 7 May 2022).
53. Chooi, W.T.; Thompson, L.A. Working memory training does not improve intelligence in healthy young adults. Intelligence 2012,

40, 531–542. [CrossRef]
54. Barnard, K.D.; Kropff, J.; Choudhary, P.; Neupane, S.; Bain, S.C.; Kapitza, C.; Forst, T.; Link, M.; Mdingi, C.; DeVries, J.H.

Acceptability of implantable continuous glucose monitoring sensor. J. Diabetes Sci. Technol. 2018, 12, 634–638. [CrossRef]
[PubMed]

55. Aerospace, H. Ovation Select Cabin Management System. [online] Aerospace.honeywell.com. 2022. Available online:
\T1\textless{}https://aerospace.honeywell.com/us/en/learn/products/cabin/honeywell-ovation-select-cabin-management-
system (accessed on 7 May 2022).

56. Chickowski, E. DHL Expanding Use of Google Glass for Augmented Reality-Enhanced Warehouse Logistics; DHL: Bonn, Germany, 2019.
57. RealWear. Honeywell Improves Remote Processes with RealWear Assisted Reality. 2022. Available online: https://www.realwear.

com/client-case-study/honeywell-case-study/ (accessed on 7 May 2022).
58. ProGlove-EN. Vuzix and ProGlove Partner to Offer a Combined Hands-Free Scanning Solution to Streamline Workflows for

Enterprise Customers. 2022. Available online: https://www.proglove.com/press/vuzix-and-proglove-partner-to-offer-a-
combined-hands-free-scanning-solution-to-streamline-workflows-for-enterprise-customers-2/ (accessed on 7 May 2022).

59. Pixee Medical. Knee+. 2022. Available online: https://www.pixee-medical.com/en/knee/ (accessed on 7 May 2022).
60. Hammady, R.; Ma, M. Designing spatial ui as a solution of the narrow fov of microsoft hololens: Prototype of virtual museum

guide. In Augmented Reality and Virtual Reality; Springer: Cham, Switzerland, 2019.
61. Honeywell.com. How AR and VR are Revolutionizing Job Training. 2022. Available online: https://www.honeywell.com/us/

en/news/2018/02/how-ar-and-vr-are-revolutionizing-job-training (accessed on 7 May 2022).
62. Lingley, A.R.; Ali, M.; Liao, Y.; Mirjalili, R.; Klonner, M.; Sopanen, M.; Suihkonen, S.; Shen, T.; Otis, B.P.; Lipsanen, H. A single-pixel

wireless contact lens display. J. MicroMech. MicroEng. 2011, 21, 125014. [CrossRef]
63. Lotte, F.; Faller, J.; Guger, C.; Renard, Y.; Pfurtscheller, G.; Lécuyer, A.; Leeb, R. Combining BCI with virtual real-

ity: Towards new applications and improved BCI. In Biological and Medical Physics, Biomedical Engineering; Springer:
Berlin/Heidelberg, Germany, 2012.

64. Taube, J.S.; Valerio, S.; Yoder, R.M. Is navigation in virtual reality with FMRI really navigation? J. Cogn. Neurosci. 2013, 25,
1008–1019. [CrossRef] [PubMed]

65. Losey, D.M.; Stocco, A.; Abernethy, J.A.; Rao, R.P. Navigating a 2D virtual world using direct brain stimulation. Front. Robot. AI
2016, 3, 72. [CrossRef]

66. Bosking, W.H.; Beauchamp, M.S.; Yoshor, D. Electrical stimulation of visual cortex: Relevance for the development of visual
cortical prosthetics. Annu. Rev. Vis. Sci. 2017, 3, 141–166. [CrossRef]

67. Shanthamallu, U.S.; Spanias, A.; Tepedelenlioglu, C.; Stanley, M. A brief survey of machine learning methods and their sensor and
IoT applications. In Proceedings of the 2017 8th International Conference on Information, Intelligence, Systems & Applications
(IISA), Larnaca, Cyprus, 27–30 August 2017; pp. 1–8.

68. Possati, L.M. Psychoanalyzing artificial intelligence: The case of Replika. AI Soc. 2022, 37, 7. [CrossRef]
69. Chavan, V.S.; Shylaja, S.S. Machine learning approach for detection of cyber-aggressive comments by peers on social media

network. In Proceedings of the 2015 International Conference on Advances in Computing, Communications and Informatics
(ICACCI), Kochi, India, 10–13 August 2015; pp. 924, 2354–2358.

70. Jaihar, J.; Lingayat, N.; Vijaybhai, P.S.; Venkatesh, G.; Upla, K.P. Smart home automation using machine learning algorithms. In
Proceedings of the 2020 International Conference for Emerging Technology (INCET), Belgaum, India, 5–7 June 2020; pp. 1–4.

http://www.ncbi.nlm.nih.gov/pubmed/12501748
http://doi.org/10.1016/j.paid.2017.04.039
http://doi.org/10.1016/j.addbeh.2015.11.006
http://www.ncbi.nlm.nih.gov/pubmed/26632195
http://doi.org/10.1073/pnas.1910837117
http://doi.org/10.1038/s41586-020-2626-9
http://doi.org/10.3109/10731199809117682
http://doi.org/10.1038/nbt.2206
\T1\textless {}https://www.popsci.com/technology/article/2013-06/biohacking-implanted-headphones/
\T1\textless {}https://www.popsci.com/technology/article/2013-06/biohacking-implanted-headphones/
http://doi.org/10.1016/j.intell.2012.07.004
http://doi.org/10.1177/1932296817735123
http://www.ncbi.nlm.nih.gov/pubmed/28990436
\T1\textless {}https://aerospace.honeywell.com/us/en/learn/products/cabin/honeywell-ovation-select-cabin-management-system
\T1\textless {}https://aerospace.honeywell.com/us/en/learn/products/cabin/honeywell-ovation-select-cabin-management-system
https://www.realwear.com/client-case-study/honeywell-case-study/
https://www.realwear.com/client-case-study/honeywell-case-study/
https://www.proglove.com/press/vuzix-and-proglove-partner-to-offer-a-combined-hands-free-scanning-solution-to-streamline-workflows-for-enterprise-customers-2/
https://www.proglove.com/press/vuzix-and-proglove-partner-to-offer-a-combined-hands-free-scanning-solution-to-streamline-workflows-for-enterprise-customers-2/
https://www.pixee-medical.com/en/knee/
https://www.honeywell.com/us/en/news/2018/02/how-ar-and-vr-are-revolutionizing-job-training
https://www.honeywell.com/us/en/news/2018/02/how-ar-and-vr-are-revolutionizing-job-training
http://doi.org/10.1088/0960-1317/21/12/125014
http://doi.org/10.1162/jocn_a_00386
http://www.ncbi.nlm.nih.gov/pubmed/23489142
http://doi.org/10.3389/frobt.2016.00072
http://doi.org/10.1146/annurev-vision-111815-114525
http://doi.org/10.1007/s00146-021-01379-7


AI 2022, 3 487

71. Sigurdson, D.; Stroulia, E. Activity Recognition for Smart-Lighting Automation at Home. In Proceedings of the 2018
9th International Conference on Information, Intelligence, Systems and Applications (IISA), Zakynthos, Greece, 23–25 July 2018;
pp. 1–6.

72. Weng, L.; Liu, Q.; Xia, M.; Song, Y.D. Immune network-based swarm intelligence and its application to unmanned aerial vehicle
(UAV) swarm coordination. Neurocomputing 2014, 125, 134–141. [CrossRef]

73. Forestiero, A. Metaheuristic algorithm for anomaly detection in Internet of Things leveraging on a neural-driven multiagent
system. Knowl.-Based Syst. 2021, 228, 107241. [CrossRef]

74. Forestiero, A.; Mastroianni, C.; Spezzano, G. Antares: An ant-inspired P2P information system for a self-structured grid. In
Proceedings of the 2007 2nd Bio-Inspired Models of Network, Information and Computing Systems, Budapest, Hungary,
10–12 December 2007; pp. 151–158.

75. Rubel, A.; Castro, C.; Pham, A. Democratic Obligations and Technological Threats to Legitimacy: PredPol, Cambridge Analytica,
and Internet Research Agency. In Algorithms & Autonomy: The Ethics of Automated Decision Systems; Cambridge University Press:
Cambridge, UK, 2021; pp. 163–183.

76. Isaak, J.; Hanna, M.J. User data privacy: Facebook, Cambridge Analytica, and privacy protection. Computer 2018, 51, 56–59.
[CrossRef]

77. Campbell, M. Hive-mind solves tasks using Google Glass. NewScientist 2013, 219, 20. [CrossRef]
78. Ambrose, R.O.; Savely, R.T.; Goza, S.M.; Strawser, P.; Diftler, M.A.; Spain, I.; Radford, N. Mobile manipulation using NASA’s

robonaut. In Proceedings of the IEEE International Conference on Robotics and Automation, New Orleans, LA, USA,
26 April–1 May 2004; Volume 2, pp. 2104–2109.

79. Ravn Inc. Available online: https://www.ravn.com/ (accessed on 7 May 2022).
80. Case, A. An Illustrated Dictionary of Cyborg Anthropology; CreateSpace Independent Publishing Platform: Scotts Valley, CA, USA, 2014.
81. Castro, J. You Have a Hive Mind. Available online: https://www.scientificamerican.com/article/you-have-a-hive-mind/

(accessed on 7 May 2022).
82. Hai-Jew, S. Electronic Hive Minds on Social Media: Emerging Research and Opportunities. In Electronic Hive Minds on Social

Media: Emerging Research and Opportunities; IGI Global: Hershey, PA, USA, 2019; pp. 1–358.
83. McDonnell, W.M. Analysis and Assessment of the Gateway Process. 2003. Available online: https://documents2.theblackvault.

com/documents/cia/CIA-RDP96-00788R001700210016-5.pdf (accessed on 7 May 2022).
84. Sannella, L. The Kundalini Experience: Psychosis or Transcendence? Integral Pub.: Pymble, Australia, 1987.
85. Spiegel, D. The use of hypnosis in controlling cancer pain. CA A Cancer J. Clin. 1985, 35, 221–231. [CrossRef] [PubMed]
86. Farias, M.; Maraldi, E.; Wallenkampf, K.C.; Lucchetti, G. Adverse events in meditation practices and meditation-based therapies:

A systematic review. Acta Psychiatr. Scand. 2020, 142, 374–393. [CrossRef] [PubMed]
87. Mohr, S. The relationship between schizophrenia and religion and its implications for care. Swiss Med. Wkly. 2004, 134, 369–376.

[PubMed]
88. Lanier, J. Ten Arguments for Deleting your Social Media Accounts Right Now; Random House: New York, NY, USA, 2018.
89. The Making of QAnon: A Crowdsourced Conspiracy. Available online: https://www.bellingcat.com/news/americas/2021/01/

07/the-making-of-qanon-a-crowdsourced-conspiracy/ (accessed on 7 May 2022).
90. Turner, D.D.; Turner, M.I. “I’m Not Saying It Was Aliens”: An Archaeological and Philosophical Analysis of a Conspiracy Theory; Springer:

Cham, Switzerland, 2021.
91. Switek, B. The Idiocy, Fabrications and Lies of Ancient Aliens. 2012. Available online: https://www.smithsonianmag.com/

science-nature/the-idiocy-fabrications-and-lies-of-ancient-aliens-86294030/ (accessed on 7 May 2022).
92. Hutchison, P.J.; Strentz, H.J. Journalism Versus the Flying Saucers: Assessing the First Generation of UFO Reportage, 1947–1967.

Am. J. 2019, 36, 150–170. [CrossRef]
93. Pais, S.C. Room Temperature Superconducting System for Use on a Hybrid Aerospace-Undersea Craft; AIAA Scitech 2019 Forum: San

Diego, CA, USA, 2019; p. 869.
94. Carey, B.; Melina, R. Livescience. 7 Things Most Often Mistaken for UFOs. 2010. Available online: https://www.livescience.com/

32849-7-ways-to-generate-a-great-space-hoax.html (accessed on 7 May 2022).
95. Licea, M. NYPost. The Man Who Chases Aliens on ‘America’s Paranormal Highway’. 2016. Available online: https://nypost.

com/2016/09/04/this-investigator-chases-aliens-along-americas-paranormal-highway/ (accessed on 7 May 2022).
96. Schonfeld, A. NewsWeek. Nevada’s 98 Mile-Long Extraterrestrial Highway Is Stranger Than Fiction. 2020. Available online: https:

//www.newsweek.com/nevadas-98-mile-long-extraterrestrial-highway-stranger-fiction-1515187 (accessed on 7 May 2022).
97. Taylor, B.; Miller, E.; Farrington, C.; Petropoulos, M.C.; Favot-Mayaud, I.; Li, J.; Waight, P.A. Autism and measles, mumps, and

rubella vaccine: No epidemiological evidence for a causal association. Lancet 1999, 353, 2026–2029. [CrossRef]
98. Merlan, A. Jezebel. Here’s a Fairly Comprehensive List of Anti-Vaccination Celebrities. 2015. Available online: https://jezebel.

com/heres-a-fairly-comprehensive-list-of-anti-vaccination-c-1714760128 (accessed on 7 May 2022).
99. MD, R.C.L. Medpage Today. Time for a Crackdown on Anti-Vax Enablers? 2015. Available online: https://www.medpagetoday.

com/infectiousdisease/vaccines/49988 (accessed on 7 May 2022).
100. Berlet, C. The violence of right-wing populism. Peace Rev. 1995, 7, 283–288. [CrossRef]

http://doi.org/10.1016/j.neucom.2012.06.053
http://doi.org/10.1016/j.knosys.2021.107241
http://doi.org/10.1109/MC.2018.3191268
http://doi.org/10.1016/S0262-4079(13)61922-3
https://www.ravn.com/
https://www.scientificamerican.com/article/you-have-a-hive-mind/
https://documents2.theblackvault.com/documents/cia/CIA-RDP96-00788R001700210016-5.pdf
https://documents2.theblackvault.com/documents/cia/CIA-RDP96-00788R001700210016-5.pdf
http://doi.org/10.3322/canjclin.35.4.221
http://www.ncbi.nlm.nih.gov/pubmed/3926258
http://doi.org/10.1111/acps.13225
http://www.ncbi.nlm.nih.gov/pubmed/32820538
http://www.ncbi.nlm.nih.gov/pubmed/15340880
https://www.bellingcat.com/news/americas/2021/01/07/the-making-of-qanon-a-crowdsourced-conspiracy/
https://www.bellingcat.com/news/americas/2021/01/07/the-making-of-qanon-a-crowdsourced-conspiracy/
https://www.smithsonianmag.com/science-nature/the-idiocy-fabrications-and-lies-of-ancient-aliens-86294030/
https://www.smithsonianmag.com/science-nature/the-idiocy-fabrications-and-lies-of-ancient-aliens-86294030/
http://doi.org/10.1080/08821127.2019.1602418
https://www.livescience.com/32849-7-ways-to-generate-a-great-space-hoax.html
https://www.livescience.com/32849-7-ways-to-generate-a-great-space-hoax.html
https://nypost.com/2016/09/04/this-investigator-chases-aliens-along-americas-paranormal-highway/
https://nypost.com/2016/09/04/this-investigator-chases-aliens-along-americas-paranormal-highway/
https://www.newsweek.com/nevadas-98-mile-long-extraterrestrial-highway-stranger-fiction-1515187
https://www.newsweek.com/nevadas-98-mile-long-extraterrestrial-highway-stranger-fiction-1515187
http://doi.org/10.1016/S0140-6736(99)01239-8
https://jezebel.com/heres-a-fairly-comprehensive-list-of-anti-vaccination-c-1714760128
https://jezebel.com/heres-a-fairly-comprehensive-list-of-anti-vaccination-c-1714760128
https://www.medpagetoday.com/infectiousdisease/vaccines/49988
https://www.medpagetoday.com/infectiousdisease/vaccines/49988
http://doi.org/10.1080/10402659508425892


AI 2022, 3 488

101. Lavin, T. Washington Post. Conspiracy Theories about Soros Aren’t Just False. They’re Anti-Semitic. 2018. Available on-
line: https://www.washingtonpost.com/outlook/2018/10/24/conspiracy-theories-about-soros-arent-just-false-theyre-anti-
semitic/ (accessed on 7 May 2022).

102. Berntzen, L.E.; Sandberg, S. The collective nature of lone wolf terrorism: Anders Behring Breivik and the anti-Islamic social
movement. Terror. Political Violence 2014, 26, 759–779. [CrossRef]

103. Hellmich, C. Creating the ideology of al Qaeda: From Hypocrites to Salafi-Jihadists. Stud. Confl. Terror. 2008, 31, 111–124.
[CrossRef]

104. Gova, A. The Nizari-Ismailis in Modernity. Master’s Thesis, Simon Fraser University, Burnaby, BC, Canada, 2005.
105. Nanji, A. Modernization and change in the Nizari Ismaili community in East Africa: A perspective. J. Relig. Afr. 1974, 6, 123–139.
106. Cherney, A.; Murphy, K. Being a ‘suspect community’ in a post 9/11 world-The impact of the war on terror on Muslim

communities in Australia. Aust. N. Z. J. Criminol. 2016, 49, 480–496. [CrossRef]
107. Freeze, R.A.; Lehr, J.H. The Fluoride Wars: How a Modest Public Health Measure Became America’s Longest-Running Political Melodrama;

John Wiley & Sons: Hoboken, NJ, USA, 2009.
108. Clancy, K.A.; Clancy, B. Growing monstrous organisms: The construction of anti-GMO visual rhetoric through digital media. Crit.

Stud. Media Commun. 2016, 33, 279–292. [CrossRef]
109. McNeil, D.R. America’s Longest War: The Fight over Fluoridation, 1950-. Wilson Q. 1985, 9, 140–153. [PubMed]
110. Ricci, K. Uproxx. John Oliver Shreds Alex Jones For His Snake Oil Salesman Tendencies: ‘It’s Like QVC For Conspiracy’. 2017.

Available online: https://uproxx.com/culture/john-oliver-alex-jones-neutraceuticals/ (accessed on 7 May 2022).
111. Meerloo, J.A.M.; Meerloo, J. The Rape of the Mind: The Psychology of Thought Control, Menticide, and Brainwashing; World Publishing

Company: New York, NY, USA, 1956; Volume 118.
112. Power, M. Genetic Literacy Project. Anti-Biotech Activist Vandana Shiva Says GMO Soy Caused the COVID-19 Pandemic. Here’s

Why She’s Wrong. 2020. Available online: https://geneticliteracyproject.org/2020/04/01/viewpoint-anti-gmo-activist-vandana-
shiva-says-gmo-soy-caused-the-covid-19-pandemic-heres-why-shes-wrong/ (accessed on 7 May 2022).

113. Goto, S.G.; Gee, G.C.; Takeuchi, D.T. Strangers still? The experience of discrimination among Chinese Americans. J. Community
Psychol. 2002, 30, 211–224. [CrossRef]

114. Branson, S. Phrenology and the science of race in antebellum America. Early Am. Stud. 2017, 15, 164–193. [CrossRef]
115. Leonard, K.; Mueller, T.; Strott, S. RealClearPolitics. Trump Rally-Goers on Why They Took Risk to Attend Nevada Campaign

Events, Favor President Amid Pandemic. 2020. Available online: https://www.realclearpolitics.com/2020/09/16/nevada_rally_
goers_on_why_they_favor_trump_523540.html (accessed on 7 May 2022).

116. Collman, A. Meet Noor bin Ladin, the Niece of Osama bin Laden Who Has Come Out as a Trump Supporter and QAnon Believer.
Available online: https://www.businessinsider.in/international/news/meet-noor-bin-ladin-the-niece-of-osama-bin-laden-who-
has-come-out-as-a-trump-supporter-and-qanon-believer/slidelist/78002550.cms (accessed on 7 May 2022).

117. Neale, S. Mediate. Hannity Promotes QAnon Conspiracy Theorist Who Claims ‘Deep State’ Using Coronavirus to ‘Manipu-
late Economies’. 2020. Available online: https://www.mediaite.com/news/sean-hannity-cites-qanon-conspiracy-theorist-to-
suggest-deep-state-fear-mongering-over-coronavirus-is-tanking-economy/ (accessed on 7 May 2022).

118. Pengelly, M. Fox News Host Tucker Carlson Calls QAnon Followers ‘Gentle’ Patriots. Available online: https://www.theguardian.
com/us-news/2021/mar/06/fox-news-host-tucker-carlson-qanon-followers (accessed on 7 May 2022).

119. Forberg, P.L. From the Fringe to the Fore: An Algorithmic Ethnography of the Far-Right Conspiracy Theory Group QAnon.
J. Contemp. Ethnogr. 2021, 51, 291–317. [CrossRef]

120. Kamola, I. QAnon and the Digital Lumpenproletariat. New Political Sci. 2021, 43, 231–234. [CrossRef]
121. O’Brien, L. The Huffington Post. Most QAnon Candidates Lost Their Races, But 2 Are Heading To Congress. 2020. Available

online: https://www.huffpost.com/entry/qanon-candidates-win-house-congress_n_5fa1d1bdc5b6c588dc9687cf (accessed on
7 May 2022).

122. Bodner, J.; Welch, W.; Brodie, I. COVID-19 Conspiracy Theories: QAnon, 5G, the New World Order and Other Viral Ideas; McFarland:
Jefferson, NJ, USA, 2020.

123. Hannah, M. QAnon and the information dark age. First Monday 2021, 26, 2. [CrossRef]
124. Fuchs, C. Users’ Reactions to COVID-19 Conspiracy Theories on Social Media; Emerald Group Publishing: Bradford, UK, 2021.
125. Tiffany, K. Vox. How a Conspiracy Theory about Democrats Drinking Children’S Blood Topped Amazon’s Best-Sellers List. 2019.

Available online: https://www.vox.com/the-goods/2019/3/6/18253505/amazon-qanon-book-best-seller-algorithm-conspiracy
(accessed on 7 May 2022).

126. O’Sullivan, D.; Ramirez, G. CNN. Analysis: A CNN Reporter Went to Two Different QAnon Events. Here’s What he Found. 2019.
Available online: https://edition.cnn.com/2020/10/19/tech/qanon-events-cnn-reporter/index.html (accessed on 7 May 2022).

127. Vincent, I. New York Post. The Questions That Still Need Answering about Jeffrey Epstein’s Death. 2020. Available online:
https://nypost.com/2020/07/04/questions-that-still-need-answering-about-epsteins-death/ (accessed on 7 May 2022).

128. Parry, E. The Sun. ’IT WAS UTTER HELL’ Ex-Scientology Member ‘Sexually Abused and sent to Prison Camps with Paedos Aged
just 12′. 2019. Available online: https://www.thesun.co.uk/news/8379866/abused-scientology-12-prison-camps-paedophiles-
quiz-adults-sick-perversions/ (accessed on 7 May 2022).

129. Horwitz, R.B. Trump and the “deep state”. Policy Stud. 2021, 42, 473–490. [CrossRef]

https://www.washingtonpost.com/outlook/2018/10/24/conspiracy-theories-about-soros-arent-just-false-theyre-anti-semitic/
https://www.washingtonpost.com/outlook/2018/10/24/conspiracy-theories-about-soros-arent-just-false-theyre-anti-semitic/
http://doi.org/10.1080/09546553.2013.767245
http://doi.org/10.1080/10576100701812852
http://doi.org/10.1177/0004865815585392
http://doi.org/10.1080/15295036.2016.1193670
http://www.ncbi.nlm.nih.gov/pubmed/11624732
https://uproxx.com/culture/john-oliver-alex-jones-neutraceuticals/
https://geneticliteracyproject.org/2020/04/01/viewpoint-anti-gmo-activist-vandana-shiva-says-gmo-soy-caused-the-covid-19-pandemic-heres-why-shes-wrong/
https://geneticliteracyproject.org/2020/04/01/viewpoint-anti-gmo-activist-vandana-shiva-says-gmo-soy-caused-the-covid-19-pandemic-heres-why-shes-wrong/
http://doi.org/10.1002/jcop.9998
http://doi.org/10.1353/eam.2017.0005
https://www.realclearpolitics.com/2020/09/16/nevada_rally_goers_on_why_they_favor_trump_523540.html
https://www.realclearpolitics.com/2020/09/16/nevada_rally_goers_on_why_they_favor_trump_523540.html
https://www.businessinsider.in/international/news/meet-noor-bin-ladin-the-niece-of-osama-bin-laden-who-has-come-out-as-a-trump-supporter-and-qanon-believer/slidelist/78002550.cms
https://www.businessinsider.in/international/news/meet-noor-bin-ladin-the-niece-of-osama-bin-laden-who-has-come-out-as-a-trump-supporter-and-qanon-believer/slidelist/78002550.cms
https://www.mediaite.com/news/sean-hannity-cites-qanon-conspiracy-theorist-to-suggest-deep-state-fear-mongering-over-coronavirus-is-tanking-economy/
https://www.mediaite.com/news/sean-hannity-cites-qanon-conspiracy-theorist-to-suggest-deep-state-fear-mongering-over-coronavirus-is-tanking-economy/
https://www.theguardian.com/us-news/2021/mar/06/fox-news-host-tucker-carlson-qanon-followers
https://www.theguardian.com/us-news/2021/mar/06/fox-news-host-tucker-carlson-qanon-followers
http://doi.org/10.1177/08912416211040560
http://doi.org/10.1080/07393148.2021.1925835
https://www.huffpost.com/entry/qanon-candidates-win-house-congress_n_5fa1d1bdc5b6c588dc9687cf
http://doi.org/10.5210/fm.v26i2.10868
https://www.vox.com/the-goods/2019/3/6/18253505/amazon-qanon-book-best-seller-algorithm-conspiracy
https://edition.cnn.com/2020/10/19/tech/qanon-events-cnn-reporter/index.html
https://nypost.com/2020/07/04/questions-that-still-need-answering-about-epsteins-death/
https://www.thesun.co.uk/news/8379866/abused-scientology-12-prison-camps-paedophiles-quiz-adults-sick-perversions/
https://www.thesun.co.uk/news/8379866/abused-scientology-12-prison-camps-paedophiles-quiz-adults-sick-perversions/
http://doi.org/10.1080/01442872.2021.1953460


AI 2022, 3 489

130. Suthaharan, P.; Reed, E.J.; Leptourgos, P.; Kenney, J.G.; Uddenberg, S.; Mathys, C.D.; Litman, L.; Robinson, J.; Moss, A.J.;
Taylor, J.R. Paranoia and belief updating during the COVID-19 crisis. Nat. Hum. Behav. 2021, 5, 1190–1202. [CrossRef]

131. Knuutila, A.; Herasimenka, A.; Au, H.; Bright, J.; Nielsen, R.; Howard, P.N. Covid-Related Misinformation on YouTube: The
Spread of Misinformation Videos on Social Media and the Effectiveness of Platform Policies. The Computational Propaganda
Project Algorithms, Automation and Digital Politics 2020. Available online: https://demtech.oii.ox.ac.uk/wp-content/uploads/
sites/93/2020/09/YouTube-misinfo-memo.pdf (accessed on 7 May 2022).

132. Garry, A.; Walther, S.; Rukaya, R.; Mohammed, A. QAnon Conspiracy Theory: Examining its Evolution and Mechanisms of
Radicalization. J. Deradicalization 2021, 26, 152–216.

133. Greenspan, R.E. Business Insider QAnon Believers are Defending Matt Gaetz amid a Reported Sex Trafficking Probe after Years
of Smearing Democrats as Pedophiles. 2021. Available online: https://www.businessinsider.nl/qanon-believers-are-defending-
matt-gaetz-amid-a-reported-sex-trafficking-probe-after-years-of-smearing-democrats-as-pedophiles/ (accessed on 7 May 2022).

134. Zhao, C. NewsWeek. Who Is Jason Gelinas? QAnon Website Goes Offline After New Jersey Operator Identified. 2020. Available
online: https://www.newsweek.com/who-jason-gelinas-qanon-website-goes-offline-after-new-jersey-operator-identified-15
31453 (accessed on 7 May 2022).

135. Bloom, M.; Moskalenko, S. Pastels and Pedophiles: Inside the Mind of QAnon; Stanford University Press: Redwood City, CA, USA, 2021.
136. Sommer, W. TheDailyBeast. James O’Keefe’s Google ‘Whistleblower’ Loves QAnon, Accused ‘Zionists’ of Running the Gov-

ernment. 2019. Available online: https://www.thedailybeast.com/james-okeefes-google-whistleblower-loves-qanon-accused-
zionists-of-running-the-government (accessed on 7 May 2022).

137. Petrizzo, Z. The DailyDot. Ali Alexander Flirts with QAnon on Telegram in Rant about ’17’. 2021. Available online: https:
//www.dailydot.com/debug/ali-alexander-qanon-telegram/ (accessed on 7 May 2022).

138. Robins-Early, N. Huffington Post. Michael Flynn’s Wild Ride Into The Heart Of QAnon. 2021. Available online: https:
//www.huffpost.com/entry/michael-flynn-qanon-trump-capitol-riot_n_6026e076c5b680717ee79b5c (accessed on 7 May 2022).

139. Martin, J. NewsWeek. Former Trump Adviser Roger Stone Says He Hopes QAnon Source is ’Real’. 2020. Available online: https:
//www.newsweek.com/former-trump-adviser-roger-stone-says-he-hopes-qanon-source-real-1515197 (accessed on 7 May 2022).

140. Bevensee, E.; Aliapoulios, M. BellingCat. Exposed Email Logs Show 8kun Owner in Contact With QAnon Influencers and
Enthusiasts. 2021. Available online: https://www.bellingcat.com/news/2021/01/07/exposed-email-logs-show-8kun-owner-
in-contact-with-qanon-influencers-and-enthusiasts/ (accessed on 7 May 2022).

141. Greenspan, R.E. Who is Q? Why QAnon’s Ringleader May Have Been Hiding in Plain Sight All Along. 2021. Available
online: https://www.msn.com/en-us/news/other/who-is-q-why-qanons-ringleader-may-have-been-hiding-in-plain-sight-
all-along/ar-BB19Nbgc (accessed on 7 May 2022).

142. Wahlquist, C. The Guardian. Krill Found to Break Down Microplastics–But It Won’T Save the Oceans. 2018. Available online:
https://www.theguardian.com/environment/2018/mar/12/krill-can-turn-microplastics-into-nanoplastics-study (accessed on
7 May 2022).

143. Landis, W.G. Per-and Polyfluoroalkyl Substances, Microplastics, and COVID-19: Will We Ever Learn? Integr. Environ. Assess.
Manag. 2020, 16, 412. [CrossRef] [PubMed]

144. Zitser, J.; Ankel, S. A Trump-Loving Insurrectionist and a Convicted Stalker Are among 36 QAnon Supporters Running for
Congress in 2022. 2021. Available online: https://www.businessinsider.nl/a-trump-loving-insurrectionist-and-a-convicted-
stalker-are-among-36-qanon-supporters-running-for-congress-in-2022/ (accessed on 7 May 2022).

145. Willon, P. California’s Mask Order Tests the Limits of Newsom’s Executive Power. 2020. Available online: https://news.yahoo.
com/californias-mask-order-tests-limits-120003505.html (accessed on 7 May 2022).

146. Miele, F. Fighting Back Against Covid Vaccine Mandates. 2021. Available online: https://www.realclearpolitics.com/2021/08/16
/fighting_back_against_covid_vaccine_mandates_549514.html#! (accessed on 7 May 2022).

147. Sheth, S. Trump and His Allies Filed more than 40 Lawsuits Challenging the 2020 Election Results. All of Them Failed; Business Insider:
New York, NY, USA, 2021.

148. Gupta, A. Portland’s Andy Ngo Is the Most Dangerous Grifter in America. Jacobin 2019. Available online: https://www.
jacobinmag.com/2019/08/andy-ngo-right-wing-antifa-protest-portland-bigotry (accessed on 7 May 2022).

149. Quadri, S.A. COVID-19 and religious congregations: Implications for spread of novel pathogens. Int. J. Infect. Dis. 2020, 96,
219–221. [CrossRef] [PubMed]

150. Boutros, A. The Edges of a Pandemic: Pseudoscience, Alternative Medicine, and Belief in the Age of COVID. TOPIA: Can. J. Cult.
Stud. 2020, 41, 42–49. [CrossRef]

151. Shahsavari, S.; Holur, P.; Wang, T.; Tangherlini, T.R.; Roychowdhury, V. Conspiracy in the time of corona: Automatic detection of
emerging COVID-19 conspiracy theories in social media and the news. J. Comput. Soc. Sci. 2020, 3, 279–317. [CrossRef]

152. Melton, R.J.; Sinclair, R.C. Biden, Trump, and COVID-19 Infection Rates: Don’t be Listening to Trump. Available online:
https://www.researchgate.net/profile/Robert-Sinclair-8/publication/346531716_Biden_Trump_and_COVID-19_Infection_
Rates_Don\T1\textquoterightt_be_Listening_to_Trump/links/5fc6617c45851568d1308347/Biden-Trump-and-COVID-19
-Infection-Rates-Dont-be-Listening-to-Trump.pdf (accessed on 7 May 2022).

153. Bernheim, B.D.; Buchmann, N.; Freitas-Groff, Z.; Otero, S. The Effects of Large Group Meetings on the Spread of COVID-19: The
case of Trump Rallies. 2020. Available online: https://ssrn.com/abstract=3722299 (accessed on 7 May 2022).

http://doi.org/10.1038/s41562-021-01176-8
https://demtech.oii.ox.ac.uk/wp-content/uploads/sites/93/2020/09/YouTube-misinfo-memo.pdf
https://demtech.oii.ox.ac.uk/wp-content/uploads/sites/93/2020/09/YouTube-misinfo-memo.pdf
https://www.businessinsider.nl/qanon-believers-are-defending-matt-gaetz-amid-a-reported-sex-trafficking-probe-after-years-of-smearing-democrats-as-pedophiles/
https://www.businessinsider.nl/qanon-believers-are-defending-matt-gaetz-amid-a-reported-sex-trafficking-probe-after-years-of-smearing-democrats-as-pedophiles/
https://www.newsweek.com/who-jason-gelinas-qanon-website-goes-offline-after-new-jersey-operator-identified-1531453
https://www.newsweek.com/who-jason-gelinas-qanon-website-goes-offline-after-new-jersey-operator-identified-1531453
https://www.thedailybeast.com/james-okeefes-google-whistleblower-loves-qanon-accused-zionists-of-running-the-government
https://www.thedailybeast.com/james-okeefes-google-whistleblower-loves-qanon-accused-zionists-of-running-the-government
https://www.dailydot.com/debug/ali-alexander-qanon-telegram/
https://www.dailydot.com/debug/ali-alexander-qanon-telegram/
https://www.huffpost.com/entry/michael-flynn-qanon-trump-capitol-riot_n_6026e076c5b680717ee79b5c
https://www.huffpost.com/entry/michael-flynn-qanon-trump-capitol-riot_n_6026e076c5b680717ee79b5c
https://www.newsweek.com/former-trump-adviser-roger-stone-says-he-hopes-qanon-source-real-1515197
https://www.newsweek.com/former-trump-adviser-roger-stone-says-he-hopes-qanon-source-real-1515197
https://www.bellingcat.com/news/2021/01/07/exposed-email-logs-show-8kun-owner-in-contact-with-qanon-influencers-and-enthusiasts/
https://www.bellingcat.com/news/2021/01/07/exposed-email-logs-show-8kun-owner-in-contact-with-qanon-influencers-and-enthusiasts/
https://www.msn.com/en-us/news/other/who-is-q-why-qanons-ringleader-may-have-been-hiding-in-plain-sight-all-along/ar-BB19Nbgc
https://www.msn.com/en-us/news/other/who-is-q-why-qanons-ringleader-may-have-been-hiding-in-plain-sight-all-along/ar-BB19Nbgc
https://www.theguardian.com/environment/2018/mar/12/krill-can-turn-microplastics-into-nanoplastics-study
http://doi.org/10.1002/ieam.4279
http://www.ncbi.nlm.nih.gov/pubmed/32542974
https://www.businessinsider.nl/a-trump-loving-insurrectionist-and-a-convicted-stalker-are-among-36-qanon-supporters-running-for-congress-in-2022/
https://www.businessinsider.nl/a-trump-loving-insurrectionist-and-a-convicted-stalker-are-among-36-qanon-supporters-running-for-congress-in-2022/
https://news.yahoo.com/californias-mask-order-tests-limits-120003505.html
https://news.yahoo.com/californias-mask-order-tests-limits-120003505.html
https://www.realclearpolitics.com/2021/08/16/fighting_back_against_covid_vaccine_mandates_549514.html#!
https://www.realclearpolitics.com/2021/08/16/fighting_back_against_covid_vaccine_mandates_549514.html#!
https://www.jacobinmag.com/2019/08/andy-ngo-right-wing-antifa-protest-portland-bigotry
https://www.jacobinmag.com/2019/08/andy-ngo-right-wing-antifa-protest-portland-bigotry
http://doi.org/10.1016/j.ijid.2020.05.007
http://www.ncbi.nlm.nih.gov/pubmed/32389851
http://doi.org/10.3138/topia-006
http://doi.org/10.1007/s42001-020-00086-5
https://www.researchgate.net/profile/Robert-Sinclair-8/publication/346531716_Biden_Trump_and_COVID-19_Infection_Rates_Don\T1\textquoteright t_be_Listening_to_Trump/links/5fc6617c45851568d1308347/Biden-Trump-and-COVID-19-Infection-Rates-Dont-be-Listening-to-Trump.pdf
https://www.researchgate.net/profile/Robert-Sinclair-8/publication/346531716_Biden_Trump_and_COVID-19_Infection_Rates_Don\T1\textquoteright t_be_Listening_to_Trump/links/5fc6617c45851568d1308347/Biden-Trump-and-COVID-19-Infection-Rates-Dont-be-Listening-to-Trump.pdf
https://www.researchgate.net/profile/Robert-Sinclair-8/publication/346531716_Biden_Trump_and_COVID-19_Infection_Rates_Don\T1\textquoteright t_be_Listening_to_Trump/links/5fc6617c45851568d1308347/Biden-Trump-and-COVID-19-Infection-Rates-Dont-be-Listening-to-Trump.pdf
https://ssrn.com/abstract=3722299


AI 2022, 3 490

154. Dave, D.; McNichols, D.; Sabia, J.J. The contagion externality of a superspreading event: The Sturgis Motorcycle Rally and
COVID-19. South. Econ. J. 2021, 87, 769–807. [CrossRef]

155. Pei, S.; Kandula, S.; Shaman, J. Differential effects of intervention timing on COVID-19 spread in the United States. Sci. Adv. 2020,
6, eabd6370. [CrossRef]

156. Lange, Martin and Monscheuer, Ole, Spreading the Disease: Protest in Times of Pandemics (2021). ZEW—Centre for European
Economic Research Discussion Paper No. 21-009. Available online: https://ssrn.com/abstract=3787921 (accessed on 7 May 2022).

157. Dave, D.M.; Friedson, A.I.; Matsuzawa, K.; McNichols, D.; Redpath, C.; Sabia, J.J. Risk Aversion, Offsetting Community Effects, and
COVID-19: Evidence from an Indoor Political Rally; National Bureau of Economic Research: Cambridge, MA, USA, 2020.

158. Jarecki, E. Trump’s COVID-19 inaction killed Americans. Here’s a counter that shows how many. The Washington Post, 6 May
2020.

159. Jr, F.R.C.; Bosukonda, D.; Keck, P.C.; Carlson, W.D. Multiorgan Damage in Patients With COVID-19: Is the TGF-$β$/BMP
Pathway the Missing Link? Basic Transl. Sci. 2020, 5, 1145–1148.

160. Nowakowski, A.C. Brave new lungs: Aging in the shadow of COVID-19. J. Gerontol. Ser. B 2021, 76, e230–e234. [CrossRef]
161. Gulen, M.; Satar, S. Uncommon presentation of COVID-19: Gastrointestinal bleeding. Clin. Res. Hepatol. Gastroenterol. 2020, 44,

e72–e76. [CrossRef]
162. Ahmadian, E.; Hosseiniyan Khatibi, S.; Razi Soofiyani, S.; Abediazar, S.; Shoja, M.; Ardalan, M.; Zununi Vahed, S. COVID-19 and

kidney injury: Pathophysiology and molecular mechanisms. Rev. Med. Virol. 2020, 31, e2176. [CrossRef]
163. Mahase, E. COVID-19: What do we know about “long covid”? BMJ 2020, 370, m2815. [CrossRef] [PubMed]
164. Lancet, T. Facing up to long COVID. Lancet 2020, 396, 1861. [CrossRef]
165. Lim, S.T.; Janaway, B.; Costello, H.; Trip, A.; Price, G. Persistent psychotic symptoms following COVID-19 infection. BJPsych Open

2020, 6, e105. [CrossRef]
166. Aleksandrov, D.; Okhrimenko, I. Psychological Risk Factors of the Neurotization of Adolescents under the Conditions of

Quarantine Measures of the COVID-19 Epidemic. BRAIN. Broad Res. Artif. Intell. Neurosci. 2021, 11, 29–36. [CrossRef] [PubMed]
167. Sudre, C.H.; Murray, B.; Varsavsky, T.; Graham, M.S.; Penfold, R.S.; Bowyer, R.C.; Pujol, J.C.; Klaser, K.; Antonelli, M.; Canas, L.S.

Attributes and predictors of long COVID. Nat. Med. 2021, 27, 626–631. [CrossRef] [PubMed]
168. Wilkie, C.; Mangan, D. CNBC. Rand Paul’s Wife bought Shares in Covid Treatment Maker Gilead in Early Days of Virus, the

Couple’S Only Individual Stock Purchase in Years. 2021. Available online: https://www.cnbc.com/2021/08/12/rand-pauls-
wife-bought-shares-in-covid-treatment-maker-gilead-as-virus-spread.html (accessed on 7 May 2022).

169. Monica, P.R.L. Trump has Ties to Drugmaker Regeneron–and Now Its Stock is Surging. 2020. Available online: https://edition.
cnn.com/2020/10/05/investing/trump-regeneron/index.html (accessed on 7 May 2022).

170. Berlatsky, N. Independent. Ivermectin Is the Horse De-Wormer Republicans Are Taking to Own the Libs and Boy, Is It Working.
2021. Available online: https://news.yahoo.com/ivermectin-horse-wormer-republicans-taking-212841520.html (accessed on
7 May 2022).

171. Mole, B. ArsTechnica. Ivermectin Overdose Death Probed in NM: “I don’t Want more People to Die”. 2021. Available
online: https://arstechnica.com/science/2021/09/ivermectin-overdose-death-probed-in-nm-i-dont-want-more-people-to-die/
(accessed on 7 May 2022).

172. Lee, B.Y. Forbes. No, Pfizer CEO Albert Bourla Was Not Arrested, Here’s How This Conspiracy Theory Emerged. 2021.
Available online: https://www.forbes.com/sites/brucelee/2021/11/06/was-pfizer-ceo-albert-bourla-really-arrested-heres-
how-unfounded--claims-emerged/ (accessed on 7 May 2022).

173. Stecklow, S.; Macaskill, A. Reuters. The Ex-Pfizer Scientist Who Became an Anti-Vax Hero. 2021. Available online: https:
//www.reuters.com/investigates/special-report/health-coronavirus-vaccines-skeptic/ (accessed on 7 May 2022).

174. Lee, M. The Intercept Network of Right-Wing Health Care Providers Is Making Millions Off Hydroxychloroquine and Ivermectin,
Hacked Data Reveals. 2021. Available online: https://theintercept.com/2021/09/28/covid-telehealth-hydroxychloroquine-
ivermectin-hacked/ (accessed on 7 May 2022).

175. Department of Health Services. Bioterrorism Overview. 2006. Available online: https://emergency.cdc.gov/bioterrorism/pdf/
bioterrorism_overview.pdf (accessed on 7 May 2022).

176. Tao, D.; Sun, D.; Liu, Y.; Wei, S.; Yang, Z.; An, T.; Shan, F.; Chen, Z.; Liu, J. One year of African swine fever outbreak in China. Acta
Trop. 2020, 211, 105602. [CrossRef]

177. Houser, K. Futurism. Chinese Farmers: Criminals Are Using Drones to Infect Our Pigs. 2019. Available online: https://futurism.
com/the-byte/chinese-farmers-criminals-drones-pigs-infect (accessed on 7 May 2022).

178. Weaver, T.R.; Habib, N. Think-Asia. Evaluating Losses Associated with African Swine Fever in the People’s Republic of China
and Neighboring Countries. 2020. Available online: https://www.think-asia.org/handle/11540/12714 (accessed on 7 May 2022).

179. Carus, W.S. Bioterrorism and Biocrimes: The Illicit Use of Biological Agents Since 1900; National Defense University: Washington, DC, USA, 2001.
180. Thorp, H.H. Trump lied about science. Science 2020, 369, 1409. [CrossRef]
181. Enders, A.M.; Uscinski, J.E.; Klofstad, C.; Stoler, J. The Different forms of COVID-19 Misinformation and Their Consequences.

Harv. Kennedy Sch. (HKS) Misinformation Rev. 2020, 1, 1–13. [CrossRef]
182. Krawczyk, K. Fox News’ Laura Ingraham Claims Democrats Will Make Americans Wear Masks ‘Forever’. 2020. Available online:

https://news.yahoo.com/laura-ingraham-claims-democrats-americans-170300099.html (accessed on 7 May 2022).

http://doi.org/10.1002/soej.12475
http://doi.org/10.1126/sciadv.abd6370
https://ssrn.com/abstract=3787921
http://doi.org/10.1093/geronb/gbaa118
http://doi.org/10.1016/j.clinre.2020.05.001
http://doi.org/10.1002/rmv.2176
http://doi.org/10.1136/bmj.m2815
http://www.ncbi.nlm.nih.gov/pubmed/32665317
http://doi.org/10.1016/S0140-6736(20)32662-3
http://doi.org/10.1192/bjo.2020.76
http://doi.org/10.18662/brain/11.2Sup1/91
http://www.ncbi.nlm.nih.gov/pubmed/35324780
http://doi.org/10.1038/s41591-021-01292-y
http://www.ncbi.nlm.nih.gov/pubmed/33692530
https://www.cnbc.com/2021/08/12/rand-pauls-wife-bought-shares-in-covid-treatment-maker-gilead-as-virus-spread.html
https://www.cnbc.com/2021/08/12/rand-pauls-wife-bought-shares-in-covid-treatment-maker-gilead-as-virus-spread.html
https://edition.cnn.com/2020/10/05/investing/trump-regeneron/index.html
https://edition.cnn.com/2020/10/05/investing/trump-regeneron/index.html
https://news.yahoo.com/ivermectin-horse-wormer-republicans-taking-212841520.html
https://arstechnica.com/science/2021/09/ivermectin-overdose-death-probed-in-nm-i-dont-want-more-people-to-die/
https://www.forbes.com/sites/brucelee/2021/11/06/was-pfizer-ceo-albert-bourla-really-arrested-heres-how-unfounded--claims-emerged/
https://www.forbes.com/sites/brucelee/2021/11/06/was-pfizer-ceo-albert-bourla-really-arrested-heres-how-unfounded--claims-emerged/
https://www.reuters.com/investigates/special-report/health-coronavirus-vaccines-skeptic/
https://www.reuters.com/investigates/special-report/health-coronavirus-vaccines-skeptic/
https://theintercept.com/2021/09/28/covid-telehealth-hydroxychloroquine-ivermectin-hacked/
https://theintercept.com/2021/09/28/covid-telehealth-hydroxychloroquine-ivermectin-hacked/
https://emergency.cdc.gov/bioterrorism/pdf/bioterrorism_overview.pdf
https://emergency.cdc.gov/bioterrorism/pdf/bioterrorism_overview.pdf
http://doi.org/10.1016/j.actatropica.2020.105602
https://futurism.com/the-byte/chinese-farmers-criminals-drones-pigs-infect
https://futurism.com/the-byte/chinese-farmers-criminals-drones-pigs-infect
https://www.think-asia.org/handle/11540/12714
http://doi.org/10.1126/science.abe7391
http://doi.org/10.37016/mr-2020-48
https://news.yahoo.com/laura-ingraham-claims-democrats-americans-170300099.html


AI 2022, 3 491

183. Marinucci, C. Politico. Conservatives Turn to San Francisco Lawyer to Fight Coronavirus Orders. 2020. Available online:
https://www.politico.com/states/california/story/2020/05/26/conservatives-turn-to-san-francisco-lawyer-to-fight-
coronavirus-orders-1286382 (accessed on 7 May 2022).

184. Leonhardt, D. The New York Times. U.S. Covid Deaths Get Even Redder. 2021. Available online: https://www.nytimes.com/20
21/11/08/briefing/covid-death-toll-red-america.html (accessed on 7 May 2022).

185. Wyat, T. NYPost Facebook Director Peter Thiel Invests in Conservative Rival Rumble. 2021. Available online: https://nypost.
com/2021/05/19/facebook-director-peter-thiel-invests-in-conservative-rival-rumble/ (accessed on 7 May 2022).

186. Mak, A. Slate. Where Anti-Vaccine Propaganda Went When YouTube Banned It. 2021. Available online: https://slate.com/
technology/2021/03/youtube-rumble-vaccine-misinformation.html (accessed on 7 May 2022).

187. Barker, T. Foreign Policy. Germany Is Losing the Fight Against QAnon. Foreign Policy 2020, 2. Available online: https:
//foreignpolicy.com/2020/09/02/germany-is-losing-the-fight-against-qanon/ (accessed on 7 May 2022).

188. Goldhill, O. Quartz. The Neo-Fascist Philosophy that Underpins Both the Alt-Right and Silicon Valley Technophiles. 2017.
Available online: https://qz.com/1007144/the-neo-fascist-philosophy-that-underpins-both-the-alt-right-and-silicon-valley-
technophiles/ (accessed on 7 May 2022).

189. Gray, R.; Mac, R. Buzzfeed News. Peter Thiel Met With The Racist Fringe As He Went All In On Trump. 2020. Available online:
https://www.buzzfeednews.com/article/rosiegray/peter-thiel-donald-trump-white-nationalist-support (accessed on
7 May 2022).

190. Sloan, P. CNET Peter Thiel Sells Facebook Shares, Pockets $400M. 2012. Available online: https://www.cnet.com/tech/services-
and-software/peter-thiel-sells-facebook-shares-pockets-400m/ (accessed on 7 May 2022).

191. Gilbert, D.V. QAnon and Don Jr.’s Favorite New Video Platform Is Getting Some Serious Cash. 2021. Available online:
https://www.vice.com/en/article/4avxyp/the-hillbilly-elegy-guy-is-bankrolling-the-anti-vax-version-of-youtube (accessed on
7 May 2022).

192. Ahmed, N.; TheByline Times. Cambridge Analytica Psychologist Advising Global COVID-19 Disinformation Network Linked
to Nigel Farage & Conservative Party. 2021. Available online: https://bylinetimes.com/2021/02/02/cambridge-analytica-
psychologist-advising-global-covid-19-disinformation-network-linked-to-nigel-farage-and-conservative-party/?source=
techstories.org (accessed on 7 May 2022).

193. Thalen, M.D. Exclusive: Ex-Cambridge Analytica Psychologist Secretly Aided Prominent Anti-COVID Vaccine Group. 2020. Avail-
able online: https://www.dailydot.com/debug/leaked-chats-ex-cambridge-analytica-patrick-fagan-hart-group/ (accessed on
7 May 2022).

194. Turton, W.; Gallagher, R.; McBride, S.; Ford, B. ‘Bro Culture’ at Camera Maker Verkada Pushed Profits, Parties. 2021. Available
online: https://www.bloomberg.com/news/articles/2021-04-09/-bro-culture-at-camera-maker-verkada-pushed-profits-parties
(accessed on 7 May 2022).

195. Schiffer, Z. The Verge. Surveillance Company Harassed Female Employees Using Its own Facial Recognition Technology.
2020. Available online: https://www.theverge.com/2020/10/26/21535089/surveillance-company-verkada-harassed-female-
employees (accessed on 7 May 2022).

196. McEvoy, J. Forbes. ‘We Want Them All Infected’: HHS Distances Itself From Trump Appointee Who Repeatedly Pushed For ‘Herd
Immunity’. 2020. Available online: https://www.forbes.com/sites/jemimamcevoy/2020/12/16/we-want-them-all-infected-
trump-appointee-repeatedly-pushed-for-herd-immunity-while-at-hhs/ (accessed on 7 May 2022).

197. Tu, A.T. Overview of sarin terrorist attacks in Japan. In Natural and Selected Synthetic Toxins; ACS Publications: Washington, DC, USA, 2000.
198. Homeland Security Digital Library. Rajneeshee Bioterror Attack. 1984. Available online: https://www.hsdl.org/c/tl/rajneeshee-

bioterror-attack/ (accessed on 7 May 2022).
199. Sugishima, M. Aum Shinrikyo and the Japanese law on bioterrorism. Prehospital Disaster Med. 2003, 18, 179–183. [CrossRef]
200. Takahashi, H.; Keim, P.; Kaufmann, A.F.; Keys, C.; Smith, K.L.; Taniguchi, K.; Inouye, S.; Kurata, T. Bacillus anthracis bioterrorism

incident, Kameido, Tokyo, 1993. Emerg. Infect. Dis. 2004, 10, 117. [CrossRef]
201. Tu, A.T. Toxicological and Chemical Aspects of sarin terrorism in Japan in 1994 and 1995. Toxin Rev. 2007, 26, 231–274. [CrossRef]
202. Elridge, A. Brittannica. Jonestown. 2012. Available online: https://www.britannica.com/event/Jonestown (accessed on

7 May 2022).
203. Delloye, T. Madness of Heaven’s Gate Cult: HBO Doc Reveals How Two Star Trek-Obsessed Texans Persuaded 39 Cult Members

to ‘Exit Their Human Vessels’ in Largest Mass Suicide in US History-and Each with $5.75 in Their Pocket and Wearing Same
Nike Sneakers. 2020. Available online: https://www.dailymail.co.uk/news/article-9012075/Heavens-Gate-UFOs-cults-largest-
mass-suicide-event-American-soil.html (accessed on 7 May 2022).

204. Naylor, H. Washington Post Islamic State Accused of Using Mustard Gas in Syria Attack. 2015. Available online:
https://www.washingtonpost.com/world/middle_east/islamic-state-accused-of-using-mustard-gas-in-syria-attack/20
15/08/25/14df23d0-4b3b-11e5-80c2-106ea7fb80d4_story.html (accessed on 7 May 2022).

205. Olson, K.B. Aum Shinrikyo: Once and future threat? Emerg. Infect. Dis. 1999, 5, 513. [CrossRef] [PubMed]
206. Bulous, N. Isil ’Chemical Attack’ on Kurds Raises Fear of Gas Warfare. 2015. Available online: https://www.telegraph.co.

uk/news/worldnews/middleeast/syria/11748319/Isil-chemical-attack-on-Kurds-raises-fear-of-gas-warfare.html (accessed on
7 May 2022).

https://www.politico.com/states/california/story/2020/05/26/conservatives-turn-to-san-francisco-lawyer-to-fight-coronavirus-orders-1286382
https://www.politico.com/states/california/story/2020/05/26/conservatives-turn-to-san-francisco-lawyer-to-fight-coronavirus-orders-1286382
https://www.nytimes.com/2021/11/08/briefing/covid-death-toll-red-america.html
https://www.nytimes.com/2021/11/08/briefing/covid-death-toll-red-america.html
https://nypost.com/2021/05/19/facebook-director-peter-thiel-invests-in-conservative-rival-rumble/
https://nypost.com/2021/05/19/facebook-director-peter-thiel-invests-in-conservative-rival-rumble/
https://slate.com/technology/2021/03/youtube-rumble-vaccine-misinformation.html
https://slate.com/technology/2021/03/youtube-rumble-vaccine-misinformation.html
https://foreignpolicy.com/2020/09/02/germany-is-losing-the-fight-against-qanon/
https://foreignpolicy.com/2020/09/02/germany-is-losing-the-fight-against-qanon/
https://qz.com/1007144/the-neo-fascist-philosophy-that-underpins-both-the-alt-right-and-silicon-valley-technophiles/
https://qz.com/1007144/the-neo-fascist-philosophy-that-underpins-both-the-alt-right-and-silicon-valley-technophiles/
https://www.buzzfeednews.com/article/rosiegray/peter-thiel-donald-trump-white-nationalist-support
https://www.cnet.com/tech/services-and-software/peter-thiel-sells-facebook-shares-pockets-400m/
https://www.cnet.com/tech/services-and-software/peter-thiel-sells-facebook-shares-pockets-400m/
https://www.vice.com/en/article/4avxyp/the-hillbilly-elegy-guy-is-bankrolling-the-anti-vax-version-of-youtube
https://bylinetimes.com/2021/02/02/cambridge-analytica-psychologist-advising-global-covid-19-disinformation-network-linked-to-nigel-farage-and-conservative-party/?source=techstories.org
https://bylinetimes.com/2021/02/02/cambridge-analytica-psychologist-advising-global-covid-19-disinformation-network-linked-to-nigel-farage-and-conservative-party/?source=techstories.org
https://bylinetimes.com/2021/02/02/cambridge-analytica-psychologist-advising-global-covid-19-disinformation-network-linked-to-nigel-farage-and-conservative-party/?source=techstories.org
https://www.dailydot.com/debug/leaked-chats-ex-cambridge-analytica-patrick-fagan-hart-group/
https://www.bloomberg.com/news/articles/2021-04-09/-bro-culture-at-camera-maker-verkada-pushed-profits-parties
https://www.theverge.com/2020/10/26/21535089/surveillance-company-verkada-harassed-female-employees
https://www.theverge.com/2020/10/26/21535089/surveillance-company-verkada-harassed-female-employees
https://www.forbes.com/sites/jemimamcevoy/2020/12/16/we-want-them-all-infected-trump-appointee-repeatedly-pushed-for-herd-immunity-while-at-hhs/
https://www.forbes.com/sites/jemimamcevoy/2020/12/16/we-want-them-all-infected-trump-appointee-repeatedly-pushed-for-herd-immunity-while-at-hhs/
https://www.hsdl.org/c/tl/rajneeshee-bioterror-attack/
https://www.hsdl.org/c/tl/rajneeshee-bioterror-attack/
http://doi.org/10.1017/S1049023X00001023
http://doi.org/10.3201/eid1001.030238
http://doi.org/10.1080/15569540701496321
https://www.britannica.com/event/Jonestown
https://www.dailymail.co.uk/news/article-9012075/Heavens-Gate-UFOs-cults-largest-mass-suicide-event-American-soil.html
https://www.dailymail.co.uk/news/article-9012075/Heavens-Gate-UFOs-cults-largest-mass-suicide-event-American-soil.html
https://www.washingtonpost.com/world/middle_east/islamic-state-accused-of-using-mustard-gas-in-syria-attack/2015/08/25/14df23d0-4b3b-11e5-80c2-106ea7fb80d4_story.html
https://www.washingtonpost.com/world/middle_east/islamic-state-accused-of-using-mustard-gas-in-syria-attack/2015/08/25/14df23d0-4b3b-11e5-80c2-106ea7fb80d4_story.html
http://doi.org/10.3201/eid0504.990409
http://www.ncbi.nlm.nih.gov/pubmed/10458955
https://www.telegraph.co.uk/news/worldnews/middleeast/syria/11748319/Isil-chemical-attack-on-Kurds-raises-fear-of-gas-warfare.html
https://www.telegraph.co.uk/news/worldnews/middleeast/syria/11748319/Isil-chemical-attack-on-Kurds-raises-fear-of-gas-warfare.html


AI 2022, 3 492

207. Deutsch, A.R. Tests Show Isis Used Mustard Gas in Iraq, Says Diplomat at Chemical Watchdog. 2016. Available online:
https://www.reuters.com/article/us-mideast-crisis-iraq-chemicalweapons-idUSKCN0VO1IC (accessed on 7 May 2022).

208. Press, A. Isis Launches Two Chemical Attacks in Northern Iraq. 2016. Available online: https://www.theguardian.com/world/
2016/mar/12/isis-launches-two-chemical-attacks-in-northern-iraq (accessed on 7 May 2022).

209. Riedel, S. Biological warfare and bioterrorism: A historical review. In Baylor University Medical Center Proceedings; Taylor & Francis:
Abingdon, UK, 2004; Volume 17, pp. 400–406.

210. Churchill, W. Indians Are Us? Culture and Genocide in Native North America; Common Courage Press: Monroe, ME, USA, 1994.
211. Barras, V.; Greub, G. History of biological warfare and bioterrorism. Clin. Microbiol. Infect. 2014, 20, 497–502. [CrossRef] [PubMed]
212. Carus, W.S. A Short History of Biological Warfare: From Pre-History to the 21st Century; Government Printing Office:

Washington, DC, USA, 2017; Volume 12.
213. Mear, C. The origin of the smallpox outbreak in Sydney in 1789. J. R. Aust. Hist. Soc. 2008, 94, 1–22.
214. Ranlet, P. The British, the Indians, and smallpox: What actually happened at Fort Pitt in 1763? Pa. Hist. A J. Mid-Atl. Stud. 2000,

67, 427–441.
215. Scoboria, A.; Wade, K.A.; Lindsay, D.S.; Azad, T.; Strange, D.; Ost, J.; Hyman, I.E. A mega-analysis of memory reports from eight

peer-reviewed false memory implantation studies. Memory 2017, 25, 146–163. [CrossRef]
216. Nye, A.M.; Clinard, V.; Barnes, C. Medication nonadherence secondary to drug-induced memory loss. Consult. Pharm. 2010, 25,

117–121. [CrossRef]
217. Olvera, C.; Stebbins, G.T.; Goetz, C.G.; Kompoliti, K. TikTok tics: A pandemic within a pandemic. Mov. Disord. Clin. Pract. 2021, 8,

1200–1205. [CrossRef]
218. Hunt, M.G.; Marx, R.; Lipson, C.; Young, J. No more FOMO: Limiting social media decreases loneliness and depression. J. Soc.

Clin. Psychol. 2018, 37, 751–768.1138. [CrossRef]
219. Padgett, D.A.; Sheridan, J.F.; Dorne, J.; Berntson, G.G.; Candelora, J.; Glaser, R. Social stress and the reactivation of latent herpes

simplex virus type 1. Proc. Natl. Acad. Sci. USA 1998, 95, 7231–7235. [CrossRef]
220. Macdonald, H.S.; Yin, B.; Wye, D.; Hall, B.; Ralph, P. Increasing the Emotionality of Horror Games with Infrasound. In Proceedings

of the DiGRA 2017 Conference: Think Design Play, Melbourne, Australia, 2–6 July 2017.
221. Nicolopoulou-Stamati, P.; Hens, L.; Sasco, A.J. Cosmetics as endocrine disruptors: Are they a health risk? Rev. Endocr. Metab.

Disord. 2015, 16, 373–383. [CrossRef] [PubMed]
222. Judy, R. Faraday Bag with Magnetic Closure System. U.S. Patent No. US10709044B1, 7 July 2020.
223. Schrand, A.M.; Braydich-Stolle, L.K.; Schlager, J.J.; Dai, L.; Hussain, S.M. Can silver nanoparticles be useful as potential biological

labels? Nanotechnology 2008, 19, 235104. [CrossRef] [PubMed]
224. Zajac, A.; Song, D.; Qian, W.; Zhukov, T. Protein microarrays and quantum dot probes for early cancer detection. Colloids Surf. B

Biointerfaces 2007, 58, 309–314. [CrossRef] [PubMed]
225. Lee, S.W.; Mao, C.; Flynn, C.E.; Belcher, A.M. Ordering of quantum dots using genetically engineered viruses. Science 2002, 296,

892–895. [CrossRef] [PubMed]
226. DOD Adopts Ethical Principles for Artificial Intelligence. Available online: https://www.defense.gov/News/Releases/Release/

Article/2091996/dod-adopts-ethical-principles-for-artificial-intelligence/ (accessed on 7 May 2022).

https://www.reuters.com/article/us-mideast-crisis-iraq-chemicalweapons-idUSKCN0VO1IC
https://www.theguardian.com/world/2016/mar/12/isis-launches-two-chemical-attacks-in-northern-iraq
https://www.theguardian.com/world/2016/mar/12/isis-launches-two-chemical-attacks-in-northern-iraq
http://doi.org/10.1111/1469-0691.12706
http://www.ncbi.nlm.nih.gov/pubmed/24894605
http://doi.org/10.1080/09658211.2016.1260747
http://doi.org/10.4140/TCP.n.2010.117
http://doi.org/10.1002/mdc3.13316
http://doi.org/10.1521/jscp.2018.37.10.751
http://doi.org/10.1073/pnas.95.12.7231
http://doi.org/10.1007/s11154-016-9329-4
http://www.ncbi.nlm.nih.gov/pubmed/26825071
http://doi.org/10.1088/0957-4484/19/23/235104
http://www.ncbi.nlm.nih.gov/pubmed/21825779
http://doi.org/10.1016/j.colsurfb.2007.02.019
http://www.ncbi.nlm.nih.gov/pubmed/17408931
http://doi.org/10.1126/science.1068054
http://www.ncbi.nlm.nih.gov/pubmed/11988570
https://www.defense.gov/News/Releases/Release/Article/2091996/dod-adopts-ethical-principles-for-artificial-intelligence/
https://www.defense.gov/News/Releases/Release/Article/2091996/dod-adopts-ethical-principles-for-artificial-intelligence/

	Introduction 
	Technologies Related to the Human-Machine Hive Mind 
	Brain–Computer Interface 
	Swarm Robotics 
	Connected Devices and Social Networks 
	Social Networks 
	Connected Devices 

	Muscle Computer Interface 
	Cyborg Insects and Animals 
	Hypnotic Computer Interface 
	Microbots and Artificial Cells 
	Biohacking 
	Augmented, Virtual and Mixed Reality 
	Machine Learning Algorithms/Artificial Intelligence 

	The Advantages and Disadvantages of the Hive Mind 
	Applications of the Cybernetic Hive Mind 
	Problems with the Digital Cybernetic Hive Mind of the Future 

	Cybernetic Hive Minds 
	Consciousness and the Hive Mind 
	The Musk–Oxley Model of Human Machine Hives 

	New Age Viruses of the Hive Mind 
	Ghosts and Phantasms 
	Possession Episodes and Loss of Free Will 
	Alternate Reality Gaming for Mass Experimentation and Eugenics 
	Alternate Reality Gaming 
	QAnon 
	Loss of Individuality 
	Altered States of Reality 
	Comatose Virtual Reality and Alternate Reality Limbo 
	Memory Erasure, False Memory Implantation and Hyper Brainwashing 
	Cyber Activated Biological Viruses and Prions 


	Ethics for the Development of Technologies Leading to the Hive Mind 
	Privacy before Profits 
	Data Encryption and Destruction 
	Voluntary Disclosure of Secrets to Preventing Corporate and Governmental Malfeasance 
	Facts before Feelings 
	Identifying and Defusing Mass Human and Animal Experimentation 
	New Technology Needs to Be Accessible to All 
	Interfaces and Interactions That Promote Psychological Well-Being 
	Breakdown of Big Tech 
	Manual Override Options to Disconnect 

	Free Will and Anonymity in the Transhuman Age 
	Technologies That Ensure Preservation of Free Will, Privacy and Anonymity 
	Faraday Clothing 
	Nanotechnology 
	Quantum Dots and DNA Storage 
	Human, Machine and AI Ethics 
	Animal Ethics 
	Education 
	Governments, Law and Order 


	Conclusions & Future Work 
	Implications of Current Findings 
	Future Research 

	References

