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Abstract: Smart cities are required to be effectively and efficiently managed in order to ensure the
desired level of sustainability and quality of life for all inhabitants. This is a particularly difficult
challenge in crisis situations of considerable scale and intensity (for example, the COVID-19 pandemic,
armed conflicts, social tensions). For this reason, the aim of this article is to identify the attitudes and
perceptions of risk by city administration employees combined with an assessment of their impact
on the consequences of risk (the implementation of internal and external threats). The analyses
used the results of a survey conducted on a representative sample of 399 Polish municipal offices,
as well as descriptive statistics and structural equation modeling. The obtained results show that:
(1) employees of municipal offices negatively perceive risk and are aware of its destructive impact on
the organization, but are reluctant to report the risks; (2) individual and collective measures are taken
in offices to protect against risks, but employees are not always encouraged to report potential sources
of risk (rarely in the form of an informal conversation and even more rarely in a systemic form);
(3) for the most part, employees are aware that internal and external risks have a negative impact
on the operation of municipal offices; (4) the consequences of risks are more strongly influenced by
employees’ perceptions of risk than by individual, team, and systemic attitudes toward risk. The
added value of the research presented in this article comes from diagnosing the behavioral aspects
of urban risk management and assessing the impact of attitudes toward risks and risk perceptions
(internal and external) in a broad, representative range.

Keywords: risk management in smart cities; behavioral aspects of urban risk management; resilience
of smart cities to risks

1. Introduction

The foundation of the smart city concept is the need to improve the quality of life
in cities [1–3]. This is a task that requires multifaceted and yet sustainable development.
The above expectations are directed in practice to the authorities of smart cities, which,
therefore, need to demonstrate above-average efficiency and managerial effectiveness [4,5].
Afterall, without proper planning and implementation of individual goals, it is impossi-
ble to coordinate the activities of large metropolises and reconcile the many, sometimes
conflicting, interests of urban stakeholders [6,7].

The situation of cities becomes more complicated in the face of internal and external
threats. Then, the primal need for a sense of security, which is far less present during the
periods of socioeconomic prosperity, intensifies [8,9]. In the 21st century, such exposure
to a violent global crisis occurred at least several times. This undoubtedly included the
subprime mortgage crisis in 2007, the COVID-19 pandemic, and the Russia–Ukraine armed
conflict [10–12].

At such a time, city authorities are forced not only to take care of the comfort of
residents associated with improved quality of life, but also social, economic, and sanitary
security. In the context of the intensification of external threats being beyond the control and
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possibility of influence, this is a complex and very difficult task. The important question
then becomes whether municipal offices and their employees are ready for emergency risk
management, and can they make the city more resilient to the effects of threats?

Due to the above circumstances, the aim of this article is to identify the attitudes and
perceptions of risk by city administration employees, combined with an assessment of their
impact on the consequences of risk (the implementation of internal and external threats).
In order to achieve such a goal, the authors conducted survey research in 399 Polish cities
(representative sample) relating to behavioral aspects of urban risk management in the
context of the development and implementation of the smart city concept.

The results of the surveys are analyzed using descriptive statistics (measures of central
tendency, variability, asymmetry and flattening, and concentration). In addition, structural
equation modeling is used in the course of the research to identify the impact of risk
perceptions and attitudes toward risk on the consequences of risk.

The originality of the considerations and research stems from the following goals:

• Conducting a diagnosis of the behavioral aspects of urban risk management.
• Assessment of the impact of attitudes and perceptions of risk on threats (internal and

external) in a broad, representative range.
• Contribution to the formation of resilience to internal and external risks of cities,

which—in the current socioeconomic conditions—is important for the implementation
and development of the smart city concept.

The structure of the article is subordinated to that mentioned above: the purpose and
the research problem. It begins with this introduction, which is followed by a literature
study related to smart city management, with a focus on risk management and resilience
to threats. This is followed by a description of the research methodology (survey research
with statistical analytical tools and principles of research sampling). In the next section,
the results of the research are presented, with a focus on two key themes: (1) behavioral
aspects of urban risk management and (2) assessment of the impact of risk perceptions
and attitudes on the consequences of urban risk. The entire discussion concludes with
references to previous research results and recommendations for the benefit of authorities
in modern cities, along with a summary including conclusions, research limitations, and
directions for further research.

2. Literature Overview

The literature studies are presented in the form of two topics, in accordance with the
principle of content hierarchy. Within the first topic, reference was made to issues related to
smart city management that constitute the broader context of the subject matter analyzed in
the article. The second topic describes issues of risk management and smart city resilience.

2.1. Smart City Management

The literature emphasizes that a characteristic trait of smart cities is a focus on manage-
ment using knowledge and innovation, especially those related to the development of in-
formation technology (IT) and information and communication technologies (ICT) [13–19].
The following management elements are important in the development of smart cities
defined in this way [20,21]:

1. The definition of a strategic goal that includes the use of modern technologies
for the improvement of urban services and cooperation developed between all
stakeholders [22–24].

2. The use of open data in the process of informing the urban community about the
development of the city, thereby increasing the transparency of city government
activities [25].

3. Investing in ICT technologies to ensure accelerated service innovations’ implementa-
tion and to obtain automatic and dynamic responses in real time.

4. Adapting traditional organizational models of delivery using data and digital capabil-
ities in favor of partnerships focused on shared outcomes [26–28].
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The effect of effective governance in smart cities is undoubtedly a faster pace of
development and easier access to financing. This is an effect also present in developing
economies, where the research conducted in this article is located. Kóňa et al. (2020) [29]
in their study of Slovak cities emphasize that those cities that aspire to be smart cities
economically develop much better than others. They are also characterized by higher levels
of innovation [30]. Therefore, it is worth creating and implementing smart city solutions.
Nevertheless, as emphasized by Sheikh et al. (2023) [31], the development of smart cities
should also take into account the human factor, the urban community, so that the newly
created structures are not overly technical.

The inclusion of the urban community in the governance process, understood more
broadly as public participation, is one of the characteristic traits of a modern smart city.
However, the bottom-up approach to governance is also a source of new challenges and
complications, such as reluctance to participate, excessive individualism, and the need to
take into account many different positions. These issues are highlighted by Liu and Qi
(2022) [32], among others.

The importance of effective governance of smart cities is also exposed by Janusz and
Kowalczyk (2022) [33] in the course of their study of cities in the Visegrad Group. Their
cross-country comparisons indicate that smart city structures develop best in the Czech
Republic, and the development is the slowest in eastern Poland. The authors also argue
that the Czech Republic’s success is primarily due to the efficient implementation of e-
government, significant economic and social potential, as well as the good state of the labor
market, including openness to labor migrants. On the other hand, among the reasons for
the failure of the cities of eastern Poland, they mention primarily the depopulation process
in economically less developed areas and the progressive aging of the population in this
part of Poland.

Despite some successes in implementing smart city concepts in developing and emerg-
ing economies, it should be noted [34–37] that the pace of smart city development in these
regions is lower than in developed countries. One of the reasons for this is ineffective and
poorly coordinated management.

Thus, Tantau and Santa (2021) [38] find that developing economies often lack com-
prehensive strategies for smart city development, which makes implementation efforts
difficult and sometimes even impossible.

Similar conclusions are reached by Naterer et al. (2018) [39] when analyzing the
strategies of Slovenian cities and relating their content to the Europe 2020 Strategy. They
note that Slovenian documents are of poor quality and do not comply with European
guidelines. In practice, this results in selective and haphazard actions undertaken by city
authorities to develop smart urban infrastructure, and such an approach does not support
coordinated efforts to improve the quality of life of residents.

Based on the literature studies carried out in this subsection, the following general
conclusions can be made:

• Smart city management should be comprehensive, integrated, and sustainable.
• Urban management strategies focus on technologies, innovations, and their use in the

process of providing public services of the highest quality.
• Smart city management in emerging and developing economies needs to be improved,

as it does not meet the requirements indicated above.

The literature relatively rarely refers to issues related to human resource management
in public administration, despite that it is they who largely determine the effectiveness
of smart city development strategies. For this reason, in this article, considerations are
embedded in the mentioned management area.

2.2. Risk Management in Smart Cities

Risk management is a structured (usually four-step) process oriented toward reducing
the likelihood of risks or minimizing their impact. The process begins with risk identifica-
tion, which involves developing a list of possible risk factors. It forms the basis for assessing
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the scale and scope of the risk. Based on the above stages, a risk management plan was
developed, the effects of which should be monitored on an ongoing basis. The results of
the risk control carried out should form the basis for improving the management plan.

The human factor is extremely important in risk management. Afterall, it is the attitude
and response of managers that determine the plan for mitigating risks, and thus, the extent
of protection, whether of an enterprise or a city [40,41]. Among behavioral factors, the most
relevant are considered as:

• Perception of risk, can be negative or positive (opportunity for additional benefits [42,43]).

Individual perception of risk is influenced by two factors. The first is the decision-
maker’s general, life-long attitude resulting from his or her personality traits, referred to as
affectivity [44]. Affectivity can be positive or negative. If the decisionmaker is character-
ized by positive affectivity, then he or she most often views risk as an opportunity. If the
decisionmaker is characterized by negative affectivity, then he or she perceives risk as a
threat that must be prevented in order to minimize damage and loss [45].

In addition to affectivity, risk perception is also influenced by what is known as experi-
ence history, which shapes the decisionmaker’s past associations with the consequences of
risk implementation. Thus, if a manager has realized gains more often in connection with
risk-taking, they will view risk as an opportunity. If, on the other hand, risk is more often
associated with losses, they will perceive it as a threat. Nonetheless, it is worth adding that
some studies indicate that recent memories matter most in the history of experiences, and
decisionmakers are less likely to consider the totality of past experiences [46].

In addition to the aforementioned factors, cognitive distortions signifying exaggerated
and/or irrational thinking patterns also influence risk perception [47], for example: (1) an
employee’s assessment of his or her own probability of failure as lower than that of others
in the same situation, or (2) an employee’s assessment of certain events as less likely or less
likely to result in losses, in a situation in which he or she has a direct influence.

• Risk attitudes that are the product of risk perception and risk aversion [48–50] and
include: risk-taking, risk avoidance, and risk indifference.

In risk management, the most desirable attitude toward risk is risk-taking (active
attitude), which in practice consists of understanding the essence of risk, accepting its
existence, and acting in order to mitigate threats, and then using opportunities connected
with making specific decisions.

Risk avoidance can inhibit entrepreneurial initiatives and actions, which is a barrier to
growth. It does not always imply a lack of knowledge about risk and risk management,
but only a paralyzing fear of making decisions and the associated consequences.

The indifferent attitude toward risk associated with ignoring threats and the passive
attitude toward opportunities seems to be the least desirable in risk management, due to
the lack of knowledge about risk that it causes, ignorance, and consequently, not taking
any action to prevent the occurrence of a threat regardless of its intensity and scale.

The above statements were developed primarily on the basis of studies conducted
in enterprises (the authors of the article applied them in the research methodology for
public administration). Studies devoted to the role of employees in urban risk management
are less frequent. Urban risk, on the other hand, appears quite abundantly in the topics
presented below.

Smart cities face a variety of risks due to several key circumstances. Many new
solutions are being implemented in smart cities. Therefore, the implications of their use are
not fully recognized. In the process of implementing smart city solutions, technical and
social systems interact, which can cause tensions and problems. Finally, the infrastructure
of a smart city is extremely complex, which only intensifies the scale and scope of possible
risks [51].

For these reasons, effective smart city management is important and should be one of
the priorities of city authorities. Its importance is exposed by crisis situations such as the
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COVID-19 pandemic and economic recession. The following are the latest topics connected
with smart city risk management relating to the stages of the process described above.

Thus, Shayan and Kim’s (2023) [52] research on identifying urban risks shows that
the biggest sociodemographic threat to smart cities is social exclusion. It is particularly
dangerous for the elderly and women. For these reasons, the authors suggest developing
urban plans to prevent the negative impact of smart city solutions on social sustainability.

There are also privacy and information security issues associated with the implemen-
tation of modern smart city technologies and open data systems. With the above in mind,
Al Sharif and Pokharel (2022) [53] suggest organizing information security as early as the
planning stage of smart city development. This is because it is crucial for the community to
accept the modern, open-access urban solutions.

The COVID-19 pandemic has intensified the research on health and sanitation risks in
smart cities. Gavurova et al. (2022) [54] proposed the integration of the following smart
city systems in this regard: Smart Security, Smart Healthcare, Smart Environment, and
the Smart WebGIS. They also noted the need to secure adequate funding in the municipal
budget for both risk identification and prevention of health and sanitary risks.

Due to the intensity of the use of the city’s infrastructure, proper crisis management
and the response of the city government to accidents or disasters is also an important issue.
In this regard, Kollárová and Ristvej (2021) [55] propose using a process approach and
analysis of faults and their consequences (FMEA) to identify and mitigate risks. In contrast,
Zhang et al. (2021) [56], for this purpose, engage artificial intelligence to protect the city
from fires.

Ullah et al. (2021) [57] undertook the difficult task of classifying the risks involved in
creating smart cities. In the end, they managed to identify 56 risks, which they classified
into 3 groups: technological, organizational, and environmental (TOE). They considered
the most important sources of technological risk (17 factors, 37.8% share of total risk) to
be: Internet of Things, public management of Internet networks, and loss of security by
users of the listed tools. Among the most important organizational risks, they identified
(11 factors, 15.6% share of total risk): data security and cloud management. Environmental
risks, on the other hand, included (28 factors, 46.7% share of total risk): issues of pollution
of the ecosphere, but also social integration and urban management. The authors also
unanimously emphasize the importance of proper, integrated management and efficiency
of the city government in the process of risk reduction.

According to the literature studies, contemporary research on risk management focuses
on the identification of risks and the use of modern technologies in the process of their
mitigation. Aspects of risk management itself are less often addressed, and if they are,
then only in the context of final recommendations or the development of risk management
strategies and plans. Little attention is paid to the human resources involved in the risk
management process in municipal offices. Meanwhile, it is these resources, their attitudes,
and approaches that will determine the quality of planning and the effectiveness of risk
management. Considering such a research gap, the authors of this article undertook a
study to identify attitudes toward risk and perceptions of risk by city administration
employees, combined with an assessment of their impact on the consequences of risk (the
implementation of internal and external risks).

3. Materials and Methods
3.1. Rationale, Intent, and Research Methods

In the context of the conducted literature studies, the following reasons for undertaking
research can be found:

• The relevance of risk management in smart cities due to the novelty and scope of the
use of IT and ICT technologies and the complexity of urban infrastructures.

• The lack of research on the impact of behavioral factors characterizing urban human
resources on urban risk management.
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• The need to strengthen the resilience of cities to risks related to the intensification of
external threats that could have been observed in recent years.

• The need to improve the management of smart cities in emerging and develop-
ing economies.

Completion of the identified research gap was accomplished through surveys con-
ducted in Polish cities.

The survey questionnaire was constructed on the basis of literature studies on behav-
ioral aspects of risk management, which were then adapted to the specific traits of city
administration. Thus, the questionnaire consists of three groups of statements concern-
ing, respectively:

1. Perceptions of risk, allowing to determine whether and to what extent city employees
perceive errors as a source of risk to the organization and are concerned about the
consequences resulting from their occurrence.

2. Attitudes toward risk, allowing to identify the ways of responding to errors and crises
in the organization at the individual (employee–supervisor), team (team of employees–
supervisors), and systemic (employees–error and risk reporting systems) levels.

3. Consequences of risk, enabling identification of how employees perceive the effects
of risk realization (in the form of change or error) in relation to external and inter-
nal threats.

In the process of creating the questionnaire, the authors used statements and a five-
point Likert scale. This is a method often used in social and psychological research [58–60].
The respondent has the ability to quickly assimilate and understand the content of the
statement and assess to what extent she/he agrees or disagrees with it. This, in turn, gives
the researcher a wide opportunity to analyze the scale of the phenomenon.

A detailed list of survey statements with their assignment to each group is presented
in Table 1.

Table 1. Survey statements, including risk perception, attitudes toward risk, and consequences of
risk.

Research Area
Survey Statements
(Rated on a Five-Point Likert Scale: 1—Definitely Not; 2—Rather
Not; 3—I Have No Opinion; 4—Rather Yes; 5—Definitely Yes)

(1) Risk Perception

Employees are reluctant to admit their mistakes for fear of
the consequences.
The prevailing belief is: “as long as no one has been caught
red-handed, no one is responsible.”

(2) Attitudes Toward Risk

We talk about mistakes and how to learn from them.
When mistakes happen, we discuss how we could have
prevented them.
We take the time to identify those activities/tasks that are so
important that we don’t want them to go astray.
When a crisis occurs, we quickly pool our collective knowledge to
try to resolve it.
Employees are encouraged to report as many incidents as possible,
including so-called incidents that did not result in losses/damages.
The municipal office has an information system to report errors,
incidents, or suggestions for improvement.

(3) Consequences of Risk

A mistake made in one unit (department, division, office, etc.)
affects the work of other units.
Changes coming from the outside (for example changing
legislation) cause chaos.

The questions in the table relating to individual areas of risk management were
assessed on a five-point Likert scale. The individual answers meant:
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1. Definitely not
2. Rather not
3. I have no opinion
4. Rather yes
5. Definitely yes

This approach made it possible to accurately assess the scale of individual phenomena.
It also enabled the use of structural equation modeling as a method of analyzing survey
results.

The characterized survey questionnaire was completed by city officials employed
in Polish municipal offices. There are currently 930 cities in Poland. The survey sample
included 399 cities. This is a representative sample, selected assuming: (1) a maximum
error of 5%, (2) a fraction size of 0.5, and (3) a 99% confidence level. The survey sample
included 70% of smaller cities and 30% of cities with larger populations, reflecting the
peculiarities of the population of Polish cities. The detailed composition of the research
sample is presented in Figure 1.
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It is worth explaining that only a few cities in Poland have the status of smart city.
Nevertheless, many of them aspire to be called smart, and interest in smart urban solutions
is constantly growing. In addition, the authors believe that smart city is the only right
development concept for modern urban infrastructures—which is emphasized in the
introduction. For these reasons, the considerations are set “in the context of smart cities”.
The framework of this context is determined by theoretical considerations and discussion.
The conducted research, in turn, is aimed at locating and inscribing the development of
Polish cities into the paths of the SC concept. Thanks to the diagnosis obtained and the
formulated recommendations, it will be possible to improve the management of Polish
cities focused on being smart.

3.2. Methodology for Assessing Risk Management in the Surveyed Cities

The analysis of survey results was carried out in two stages. In the first stage—
concerning the identification of risk perceptions, attitudes, and consequences—the follow-
ing methods of descriptive statistics were used:

• Measures of central tendency, that is: arithmetic mean, and dominant and median,
depicting typical values of the surveyed variables.
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• Measures of variability, that is: standard deviation and coefficients of variation illus-
trating the degree of variation in the variables under study.

• Measures of asymmetry, i.e., skewness, reporting how the variable is distributed
around the mean value and the degree to which its distribution conforms to the
normal distribution.

• Measures of concentration and flattening, that is: kurtosis, indicating the intensity of
the occurrence of extreme values of the variable.

In the second research stage, concerning the analysis of the relationship between risk
perceptions and attitudes toward risk and the consequences of risk for the risk management
in the city, structural equation modeling was used. This method makes it possible to analyze
complex relationships between multiple variables, and for this reason it was chosen in the
article as one of the research methods [61,62].

In practice, it is very often used in the fields of economics, social sciences, and human-
ities, because it allows systematizing the results of multi-faceted questionnaire research
containing behavioral observations and subjective opinions of respondents [63]. This is
carried out thanks to the possibility of parameterizing unobservable and non-quantifiable
factors in the form of certain latent variables, and then aggregated to specific groups of
endogenous variables, ultimately affecting the examined exogenous variable.

An additional advantage of modeling structural equations is the possibility of taking
into account indirect relationships between individual groups of variables, which is not
possible with classical multiple regression, most often used in the process of identifying the
dependencies and effects of independent variables on the dependent variable.

Structural equation modeling takes place in five stages [64,65]:

1. Theoretical definition of the model,
2. Model identification,
3. Estimating model parameters,
4. Determining the goodness of fit of the model,
5. Possible modification of the model.

The first of these stages is considered the most important. Its task is to determine the
basic relationships between the analyzed variables. These relationships are identified and
described on the basis of the existing economic, social, and humanistic regularities reflected
and confirmed in previous scientific research [66]. Therefore, the development of the model
requires thorough literature studies, experience, and knowledge of the phenomena studied.

It is possible to parameterize it at the level of model identification. The necessary
condition in this case is the fulfillment of the t rule, according to which the number of
estimated parameters should be less than or equal to the number of unique values in
the covariance matrix. In turn, the number of unique values can be calculated using
Formula (1):

u = p × (p + 1)/2 (1)

p—number of observed variables.
Fulfillment of the above-mentioned relationship is a guarantee of the model’s

traceability [67].
After finding the possibility of identifying the model, one can start estimating the

parameters of the model, i.e., determining the strength and direction of the relationships
linking the individual variables selected and characterized in the first stage. From a statisti-
cal point of view, estimating the model consists in finding such values of individual model
parameters that will enable the most faithful replication of the observed real covariance
matrix [68,69].

Four methods that can be used in the process of model estimation are described
below [64]:

• ML—maximum likelihood: Requires meeting the assumption of multidimensional
normality of an observable variable, applicable with fewer attempts, and is resistant
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to change of the measuring scale. It cannot be used when the observed covariance
matrix is not positively determined.

• GLS—generalized least squares: Requires meeting the assumption of multivariate
normality of an observable variable, applicable with fewer attempts, and can be used
when the observed covariance matrix is not positively determined.

• USL—unweighted least squares: May not require meeting the assumption of multi-
variate normality of an observable variable (however, then it is not possible to estimate
the model measurement errors), applicable with fewer attempts, and can be used
when the observed covariance matrix is not positively determined.

• WLS—weighted least squares = ADF—asymptotically distribution-free: Does not
require meeting the assumption of multidimensional normality of an observable
variable, and can be used with numerous trials, at least 200–500 observations.

Model testing, which is the penultimate stage of creating structural equations, means
the assessment of the fit of real data to the model form, i.e., checking to what extent the
obtained model allows to replicate the input covariance matrix. Typically, the following
indicators are used in the testing process:

• GFI—goodness-of-fit index: Allows to determine what part of the variance in the
observed matrix is explained by the identified model of structural equations. The
satisfactory value of this indicator is 0.95 and more.

• AGFI—adjusted-goodness-of-fit index: This is the degrees of freedom-adjusted version
of the GFI indicator.

• RMSEA—root mean square error of approximation: This is the value of the root mean
square error of approximation, where 0.05 or less is considered a satisfactory value.

• Bentler–Bonett Normed Fit Index: Indicates the degree of fit between the empirical
and theoretical covariance matrix, and a satisfactory value for this index should be
above 0.9.

The estimation of the model parameters may turn out to be unsatisfactory due to
the failure to achieve the satisfactory values of the indicators outlined above. Then, an
attempt should be made to modify the model, aimed at improving the fit. Most often,
statistically insignificant relationships are removed from the model. One can also change
the relationships between selected groups of variables and/or introduce new, justified
relationships between the variables [70].

Structural equation modeling was carried out in this article using Statistica software
in the SEPATH module. The research model developed on the basis of the literature studies
is shown in Figure 2. It was used to identify the multidimensional relationships between
attitudes toward risk and risk perceptions and the consequences of risk in the surveyed
municipal offices.
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4. Results

The methodology presented in the previous section was used to conduct surveys in
399 Polish cities. Their results are included in the next two subsections. The first includes
descriptive statistics, allowing for characterizing risk perceptions, attitudes, and conse-
quences. The second includes the identification of relationships between risk perceptions
and attitudes and risk resilience carried out using structural equation modeling.

4.1. Perceptions, Attitudes, and Consequences of Risk in the Surveyed Cities

Table 2 shows the number and structure of responses, and Table 3 shows the basic
descriptive statistics for each survey statement.

Table 2. The number and structure of the answers to specific survey statements.

No. Statement
Answers: *

Number of Responses

1 2 3 4 5 Total

Risk Perception

1 Employees are reluctant to admit their mistakes for fear of
the consequences 9 106 116 141 27 399

2 The prevailing belief is: “as long as no one has been
caught red-handed, no one is responsible” 86 158 108 37 10 399

Attitudes Toward Risk

3 We talk about mistakes and how to learn from them 7 30 34 253 75 399

4 When mistakes happen, we discuss how we could have
prevented them 8 17 32 242 100 399

5 We take the time to identify those activities/tasks that are
so important that we don’t want them to go astray 7 24 48 245 75 399

6 When a crisis occurs, we quickly pool our collective
knowledge to try to resolve it 5 20 34 232 108 399

7
Employees are encouraged to report as many incidents as
possible, including so-called incidents that did not result

in losses/damages
14 45 135 170 35 399

8 The municipal office has an information system to report
errors, incidents, or suggestions for improvement 58 92 100 108 41 399

Consequences of Risk

9 A mistake made in one unit (department, division, office,
etc.) affects the work of other units 4 59 78 221 37 399

10 Changes coming from the outside (for example changing
legislation) cause chaos 10 93 59 164 73 399

No. Question
Responses Structure

1 2 3 4 5 Total

Risk Perception

1 Employees are reluctant to admit their mistakes for fear of
the consequences 2.26% 26.57% 29.07% 35.34% 6.77% 100.00%

2 The prevailing belief is: “as long as no one has been
caught red-handed, no one is responsible” 21.55% 39.60% 27.07% 9.27% 2.51% 100.00%

Attitudes Toward Risk

3 We talk about mistakes and how to learn from them 1.75% 7.52% 8.52% 63.41% 18.80% 100.00%

4 When mistakes happen, we discuss how we could have
prevented them 2.01% 4.26% 8.02% 60.65% 25.06% 100.00%
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Table 2. Cont.

No. Statement
Answers: *

Number of Responses

1 2 3 4 5 Total

5 We take the time to identify those activities/tasks that are
so important that we don’t want them to go astray 1.75% 6.02% 12.03% 61.40% 18.80% 100.00%

6 When a crisis occurs, we quickly pool our collective
knowledge to try to resolve it 1.25% 5.01% 8.52% 58.15% 27.07% 100.00%

7
Employees are encouraged to report as many incidents as
possible, including so-called incidents that did not result

in losses/damages
3.51% 11.28% 33.83% 42.61% 8.77% 100.00%

8 The municipal office has an information system to report
errors, incidents, or suggestions for improvement 14.54% 23.06% 25.06% 27.07% 10.28% 100.00%

Consequences of Risk

9 A mistake made in one unit (department, division, office,
etc.) affects the work of other units 1.00% 14.79% 19.55% 55.39% 9.27% 100.00%

10 Changes coming from the outside (for example changing
legislation) cause chaos 2.51% 23.31% 14.79% 41.10% 18.30% 100.00%

* Statements were rated on a five-point Likert scale: 1—definitely not; 2—rather not; 3—I have no opinion;
4—rather yes; 5—definitely yes.

Table 3. Descriptive statistics for each survey statement.

No. Question Mean Median Mode Std. Dev. Coef. Var. Skewness Kurtosis

Risk Perception

1
Employees are reluctant to admit

their mistakes for fear of the
consequences

3.18 3.00 4.00 0.98 30.68 −0.07 −0.85

2
The prevailing belief is: “as long as
no one has been caught red-handed,

no one is responsible”
2.32 2.00 2.00 0.99 42.87 0.53 −0.13

Attitudes Toward Risk

3 We talk about mistakes and how to
learn from them 3.90 4.00 4.00 0.85 21.81 −1.23 1.94

4 When mistakes happen, we discuss
how we could have prevented them 4.03 4.00 4.00 0.83 20.53 −1.36 2.89

5
We take the time to identify those

activities/tasks that are so important
that we don’t want them to go astray

3.89 4.00 4.00 0.84 21.44 −1.15 1.93

6
When a crisis occurs, we quickly pool

our collective knowledge to try to
resolve it

4.05 4.00 4.00 0.82 20.20 −1.20 2.19

7

Employees are encouraged to report
as many incidents as possible,

including so-called incidents that did
not result in losses/damages

3.42 4.00 4.00 0.93 27.08 −0.52 0.12

8

The municipal office has an
information system to report errors,

incidents, or suggestions for
improvement

2.95 3.00 4.00 1.22 41.39 −0.05 −1.00
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Table 3. Cont.

No. Question Mean Median Mode Std. Dev. Coef. Var. Skewness Kurtosis

Consequences of Risk

9
A mistake made in one unit

(department, division, office, etc.)
affects the work of other units

3.57 4.00 4.00 0.89 24.86 −0.67 −0.13

10
Changes coming from the outside
(for example changing legislation)

cause chaos
3.49 4.00 4.00 1.11 31.82 −0.37 −0.95

Thus, the distribution of responses to the first statement on risk perception indicates
that municipal employees are reluctant to admit to making mistakes for fear of conse-
quences (more than 40% of indications for the sum of “rather yes” and “definitely yes”
responses). This observation is also confirmed by the rather high mean value of 3.18 and
the dominant value of 4.00. This means that employees downplay organizational risks
and prefer to expose the institution to risks rather than inform their superiors of a mistake.
The anxiety they feel also reflects badly on the attitudes of managers, who introduce an
atmosphere of a lack of understanding that causes fear and anxiety. This exposes the
municipal office to a number of undisclosed internal sources of risk.

Despite the reluctance to disclose risks, most employees deny that in the municipal
office it is believed that: “as long as no one has been caught red-handed, no one is re-
sponsible” (more than 50% of indications for the sum of “definitely not” and “rather not”
answers; median and dominant 2.00; mean 2.32). Thus, it can be inferred that responsibility
is enforced, and those guilty of making a mistake are sought out and identified. This
attitude indicates that supervisors are attempting to identify internal sources of risk, but
in light of the answers to question one, employees may associate them with repressive
behavior that instills fear of both making a mistake and revealing it.

The results show a negative perception of risk by employees of municipal offices.
They see in mistakes a threat to both themselves and the organization, but they prioritize
protecting themselves over the effective functioning of the organization. They also associate
risk with the need for accountability, which is enforced by supervisors.

Answers to the first two questions on attitudes toward risk show that in the municipal
offices surveyed, time is spent, and employees are involved in the process of discussing
misconduct. Mistakes are also treated as an opportunity to learn how to avoid them
in the future (more than 80% of indications for the sum of “definitely yes” and “rather
yes” answers for questions 3 “we talk about mistakes and how to learn from them”, and
4 “when mistakes happen, we discuss how we could have prevented them”). This is the
right preventive attitude based on an ex-post analysis of the effects of risks. Discussing
individual mistakes together helps in extending the prevention scope to the entire team.
Nevertheless, in the context of such optimistic responses, it is surprising to see employees’
fear of revealing errors identified in the first part of the survey.

In the surveyed offices, efforts are also being made to mitigate risks ex ante. This is
evidenced by more than 80% of the indications for the sum of “rather yes” and “definitely
yes” answers to question 5: “we take the time to identify those activities/tasks that are
so important that we don’t want them to go astray”. This is also confirmed by the high
mean value of 3.89 and the median and dominant value of 4.00. The combination of ex
post and ex ante protection increases the resilience of the city’s human resources to the
implementation of insider threats.

From the answers to question 6: “when a crisis occurs, we quickly pool our collec-
tive knowledge to try to resolve it,” it can be deduced that the municipal offices do not
underestimate crises and undertake team efforts to prevent their effects (highest mean in
the statement, 4.05, and lowest standard deviation, 0.82; high median and dominant 4.00).
The declaration of the highest level of response to the crisis also suggests an understanding
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of the nature of risk, as well as the presence of fear of the negative consequences of risks
associated with their accumulation during the crisis phase.

The last two questions in the section on attitudes toward risk referred to the attitudes
of supervisors (the municipal office) toward potential risks and their consequences. Thus,
in the first question, respondents assessed the extent to which they are “encouraged to
report as many incidents as possible, including so-called incidents that did not result
in losses/damages”. For this question, the rather low value of the mean and the left
skew of the distribution suggest that encouragement to report hazards is not common
everywhere. This is also confirmed by the rather high standard deviation value of 0.93
and the coefficient of variation of 27.08%. It is worth adding, however, that perhaps such
“incident reporting” is associated by employees with denunciation, which in Poland’s
historical context (centrally planned economy system) raises negative connotations.

In the second question on official attitudes toward risk, respondents assessed whether
“the municipal office has an information system to report errors, incidents, or suggestions
for improvement”. According to the responses, majority of municipal offices do not offer
employees such a solution (more than 39% of the responses were “definitely not” and
“rather not”, and more than 25% of the responses were “don’t know”). Therefore, risk
communication is mostly informal and not computer-assisted.

The last part of the survey referred to the internal and external consequences of risks
perceived and felt by employees. In view of the responses, it can be concluded that city
officials rate the negative consequences of internal errors slightly higher than external risks
(average for internal risks 3.57, and external risks 3.49). Nevertheless, in both cases, they
believe that errors and changes can negatively affect the functioning of the municipal office
(dominant and median 4.00—“rather yes” for both questions).

4.2. Impact of Risk Perceptions and Attitudes on Resilience of Surveyed Cities

Besides assessing the involvement of the city authorities in protecting the health of
residents, the article also plans to assess the participatory maturity of the city authorities in
protecting the health of residents. The results are presented in this subsection.

Figure 3 shows the parameters of the structural model obtained from the surveys.
All the relationships between variables shown in Figure 3 are statistically signifi-

cant at p = 0.01. The model is also a fairly good fit to the data, as confirmed by the
following parameters:

• GFI (goodness-of-fit index) = 0.951 (a satisfactory value for this index is 0.95 and above).
• AGFI (adjusted goodness-of-fit index) = 0.918 (a value above 0.9 indicates an acceptable

model, 0.95 and above, a satisfactory one, and 1 indicates an excellent fit).
• RMSEA (root mean square error of approximation) = 0.058 (0.05 or less is considered a

satisfactory value).
• Bentler–Bonett Normed Fit Index = 0.918 (a satisfactory value for this index is above 0.9).

Analysis of endogenous variables (risk perception, attitudes toward risk) indicated that:

• Perceptions of risk were more strongly influenced by reluctance to admit mistakes
rather than by suffering consequences for making a mistake.

• Attitudes toward risk are shaped primarily by the fact of discussing mistakes after they
have been made (ex post) and by the accumulation of knowledge for the resolution
of crises.

• Individual and systemic reporting facilities affect attitudes toward risk to a lesser
extent than behavioral factors arising from individual employee characteristic traits
and the methods used to manage human resources in the face of risks and crises.
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It follows from the above that the key role in shaping the right attitudes toward risk
in municipal offices is the behavior and reactions of managers. It is their attitudes and
organizing individual and collective work to reduce risks that most strongly influence the
attitudes of city government employees.

Employees are afraid to admit their mistakes. In addition, some of them hide threats
until they are revealed. Managers should therefore make employees aware of the impor-
tance of advance risk analysis and avoid scaring subordinates with the consequences of
making a mistake. Perhaps an important solution in this case would be an institutionalized
threat notification system, which currently exists only in a few municipal offices.

An important and positive aspect of risk management in the surveyed cities is the
discussion about the threats that have materialized and those that may occur in the case
of new challenges. In the light of the results obtained, these are the main factors shap-
ing attitudes towards risk. The collective resolution of crisis situations should also be
positively assessed.

On the other hand, in describing the exogenous variable (consequences of risk), exter-
nal risks that can cause chaos in the organization are of the greatest importance. Internal
risks associated with the risk of errors are of lesser importance. This confirms the manage-
ment difficulties associated with risk management in crisis situations, especially those of
significant scope and intensity.

Such an observation is certainly also the result of the intensification of threats in
the contemporary turbulent environment. It emphasizes the importance of the external
environment in risk management and the need to pay attention and use the efforts of the
organization to mitigate exogenous risks.

Turning to the analysis of the impact of endogenous variables on the exogenous
variable, it should be noted that employees’ perceptions of risk are more important for
the consequences of risk than attitudes toward risk. This may be because risk perceptions
are strongly related to employees’ personalities and past experiences. On the other hand,
attitudes toward risk are derived from risk perception and can be influenced less directly.

It is difficult for managers to influence the perception of risk because it is rooted in the
personality of employees. Nevertheless, the obtained results imply the need to mitigate
concerns about disclosure of threats. However, a motivating approach to participating in
risk management can modify risk perception and encourage employees to work together
to protect the organization.

Therefore, risk perceptions—as being rooted in personality—will be more difficult to
change and shape. Nonetheless, considering the extent of its influence on the consequences
of risk, managers of individual municipal departments should focus on this factor as
important in protecting against risks and strengthening the organization’s resilience to risk.
This conclusion is further strengthened by the analysis conducted earlier, which showed
that employees are reluctant to admit their mistakes, despite that they understand and
recognize the negative consequences of risks.

5. Discussion

This section compares the results of the research with existing insights on risk man-
agement. Recommendations are also formulated for human resource management in the
process of risk mitigation in smart cities.

The survey of risk perception in the municipal offices of Polish cities indicates that
employees perceive risk as a threat. They also have concerns about facing the consequences
associated with it. This is identical to the perception of risk by most managers in companies
and stands in opposition to Ducker’s recommendation that risk should also be seen as
an opportunity [42,43]. The affectivity of officials in the Polish administration is, thus,
decidedly negative [44,45].

It is worth noting that negative risk perceptions may also be the result of a history of
past experience [47], which is an important clue for human resource managers and should
guide them to increase communication related to making mistakes and recognizing risks.
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The relevance of this observation is further reinforced by the high degree of dependence
of risk consequences on risk perceptions, as demonstrated in the structural equation
modeling process.

With regard to attitudes toward risk, it should be noted that in most of the surveyed
units, they are in line with the recommendations of the literature and practice, as em-
ployees are aware of risks and the need to mitigate them, and therefore, consciously take
risks [48–50]. It is also worth mentioning that risk protection is implemented both ex
post and ex ante, which is a positive indication of the risk management process in the
cities studied.

Nevertheless, the measures taken for risk mitigation are not institutionalized. They
mainly take place on the line between supervisor–employee and supervisor–team. They
mainly use traditional dialog. There is a lack of incentives and systems for reporting errors
and risks that can make risk protection more effective. This corresponds with previous
management insights into the development of smart cities in emerging and developing
economies made by, among others: Janusz and Kowalczyk (2022) [33], Tantau and Santa
(2021) [38], and Naterer et al. (2018) [39].

From the analysis of the responses regarding the consequences of risk, it can be noted
that the respondents consider internal risks to be more dangerous than external ones, which
may indicate a very individual perception of risk and a disregard for the decidedly more
serious risks coming from the environment. Meanwhile, the role of the latter in urban
management is clearly exposed by: Gavurova et al. (2022) [54], Kollárová and Ristvej
(2021) [55], as well as Ullah et al. (2021) [57].

In the context of the obtained results, the following recommendations can be made
concerning human resource and risk management in municipal offices:

• Paying more attention to the role of human resources in human resource management.
• Reviewing the conduct of supervisors in situations involving the reporting and moni-

toring of errors and risks.
• Raising employee awareness of risk prevention measures (training, workshops,

panel meetings).
• Making employees aware of the importance of external risks in the context of the

functioning of the city.
• Making efforts to institutionalize the risk identification system using human resources.
• Coordinating and integrating efforts to manage risks using human resources.

6. Conclusions

The conclusions drawn from the considerations undertaken in this article relate to
the perceptions, attitudes, and consequences of risk in municipal offices and the impact of
perceptions and attitudes on the realization of risks. They can be listed in the form of the
following formulations:

• Perception: Employees in municipal offices negatively perceive risk and believe that it
has a disruptive effect on the organization. However, they are reluctant to report these
risks, prioritizing their own safety over that of the municipal office.

• Attitudes: Employees report high levels of taking individual and collective action
to mitigate risks ex ante (before the risk occurs) and ex post (after the risk occurs).
Municipal offices, however, do not always offer the opportunity to report risks both
informally (in the form of a conversation) and in a computerized manner (using a
computer system).

• Consequences: City officials see a negative impact of external and internal threats on
the functioning of city administration. Internal threats (e.g., errors) are slightly more
serious, in their opinion.

• Relationships: The consequences of risk are more strongly influenced by employees’
perceptions of risk than by individual, team, and systemic attitudes toward risk.
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The above statements highlight the role of human resources in the management of
cities that are and aspire to be smart cities. Afterall, the scale of efforts to mitigate risks,
and thus the level of city resilience and safety for all residents, depends on perceptions and
attitudes toward risk. In the current socioeconomic conditions, these are very important
issues, affecting the quality of life of urban communities. For these reasons, smart city
managers should pay more attention to risk management, not only to infrastructural
measures, but also to measures that can strengthen behavioral aspects.

The main research limitation of the study is its reference to Polish cities. Nevertheless,
the representativeness of the sample makes it possible to generalize the results and can
provide an objective basis for international comparisons, in particular those conducted in
developing economies.

Therefore, directions for further research may concern international comparisons.
They may also include an in-depth cause-and-effect analysis of the impact of behavioral de-
terminants on the scale of losses caused by the presence of risks in municipal administration.
Finally, they may also relate to residents’ perceptions of risk and municipal counter-risk
measures, thus confronting the viewpoints of the city and of its key stakeholders.

The added value of the research presented in this article comes from diagnosing the
behavioral aspects of urban risk management and assessing the impact of attitudes toward
risks and risk perceptions (internal and external) in a broad, representative range. Such
research has not been conducted before, and the results contribute to the development of
analyses on the role of urban risk management in the context of the smart city concept.
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17. Vujković, P.; Ravšelj, D.; Umek, L.; Aristovnik, A. Bibliometric Analysis of Smart Public Governance Research: Smart City and

Smart Government in Comparative Perspective. Soc. Sci. 2022, 11, 293. [CrossRef]
18. He, W.; Li, W.; Deng, P. Legal Governance in the Smart Cities of China: Functions, Problems, and Solutions. Sustainability 2022, 14,

9738. [CrossRef]
19. Nina, X.; Hao, Z.; Huije, L.; Rongxial, Y.; Jia, W.; Zhongke, F. Performance Analysis of Smart City Governance: Dynamic Impact

of Beijing 12345 Hotline on Urban Public Problems. Sustainability 2022, 14, 9986.
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