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Abstract: This paper aims to propose an Industry 4.0 implementation model relevant to the composite
manufacturing industry and offer it to academia and manufacturing practice in order to aid successful
change and adoption. The research scope is defined at an intersection of challenges within the
composites industry, as well as Industry 4.0. A critical review of relevant papers was used to establish
key trends and gaps in professional practice. Exposed challenges and opportunities were then
synthesized to propose a conceptual framework for implementing Industry 4.0. Findings suggest
that the predicted growth of the composites sector depends on the paradigm shift in manufacturing.
Industry 4.0, including automation, and horizontally and vertically integrated business models are
seen as enablers. However, the value proposition or organizational resistance in establishing such
integration is not sufficiently addressed or understood by the industry. Achieving a successful design
for manufacturing (DFM), or, more generally, design for excellence (DFX), is identified as the target
performance objectives and key business process enablers used to introduce Industry 4.0 technology.
The identified key gap in professional practice indicate the lack of a model used for structuring and
implementing Industry 4.0 technology into composite businesses. The existence of an identified
gap, evidenced by the lack of literature and available knowledge, reinforces the need for further
research. To enable further research, and to facilitate the introduction of Industry 4.0 in composite
manufacturing firms, a conceptual implementation framework based on the systems engineering V
model is proposed. The paper concludes with topics for further investigation.
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1. Introduction

Composite materials, with their specially engineered properties, present significant
opportunities to a variety of sectors, ranging from aerospace and automotive systems
to renewable energy, marine areas, and construction. Unusual geometries, non-uniform
weight distributions, directional strength, and stiffness are the main advantages that com-
posites can offer in existing or new products [1,2]. Nevertheless, the available market
research contends that the future growth of composite technology and business requires
the introduction of high-volume processes in order to make structural parts [3,4]. Although
the industry exists and delivers to the aforementioned markets, it is still reported to be
in its infancy and needs further maturation when compared with the methods used to
manufacture metallic parts [2,5,6].

The usage of composites in industries such as aerospace, with products including
the Boeing 787 Dreamliner or Airbus A350, demonstrates both an increase in the demand
for these advanced materials due to their ability to offer a reduction in the structural
weight, but also the challenges still present, including the lack of standardization and the
amount of tacit experience that this industry relies on and is built upon [7–9]. These factors
cannot be underestimated when dealing with composites as they have led to significant
delays and cost overruns in various programs [7–9]. Within the aforementioned literature,
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the mentioned issues are raised; however, a limited explanation is provided, of how to
overcome the industry’s reliance on tacit knowledge and practices that lack standardization.

Recent reports, however, suggest that the composites could benefit from the current
industrial trends in the fourth industrial revolution in combating tacit knowledge and
enabling standardization [10–12]. Those sources assert that integrated and intelligent cyber–
physical systems, built around sensor-equipped manufacturing machines, will be able to
deliver autonomous manufacturing of digitally designed products, maintain their quality,
and perform activities along the entire value chain. Further to this, such a system would
enable the formation of an integrated body of knowledge, enabled by data acquisition via
sensors and the application of advanced computing power and data analytics. Existing
research on the issue chiefly reports on industry attempts to standardize production by
translating some of the composite manufacturing steps into an automated manufacturing
domain. One example concerns the automated deposition of composite materials (AF
P—advanced fibre placement or ATL—automatic tape laying) [1]. However, the final
solution is not mechanization or automation alone (although it plays a significant role in
stabilizing and delivering repeatable processes), but in the development of an available and
usable integrated knowledge base around this technology [2]. However, existing research
does not address how to achieve desired improvements and highlights the overall value
proposition of such a system.

In light of these highlighted issues, this study presents an Industry 4.0 technology
implementation framework appropriate for composite manufacturing, focusing on small-
to-medium enterprises (SMEs).

Having a deep understanding of composites, Industry-4.0-enabling technologies, and
business challenges is the prerequisite for the development of the framework. Therefore,
Section 2 presents a critical literature review of the trends and challenges related to com-
posite manufacturing. This is followed by a review of Industry 4.0 usage for composite
manufacturing in Section 3. The findings of existing composite-based challenges are used
as indicators to point out the potential benefits of Industry 4.0 and to aid the exploration
of possible implementation frameworks in Section 4. The paper then utilizes identified
trends and challenges within the composite manufacturing sector to propose an Indus-
try 4.0 implementation framework relevant to the composite manufacturing industry in
Section 5. The following flowchart in Figure 1 shows the research approach and aspects
covered in this study that led to the Industry 4.0 framework appropriate for the composite
manufacturing industry.
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2. Review of Composites in the Manufacturing Sector

A composite is a material formed by adding two or more existing materials to ex-
ploit their benefits and produce improved properties superior to those of the individual
constituent materials [1,13,14]. The principal difference between composites and other
materials generated by joining two or more constituents is that, at the macroscopic scale,
the composite constituents can be identified by the naked eye (e.g., carbon or glass fibre
and matrix–resin), whereas for example, alloys are macroscopically homogeneous. The
implications are that composite material can be anisotropic, e.g., directional properties may
vary [1,13,14]. While very useful in design, and for assigning strength and stiffness only
where needed, this poses a significant challenge to designers and manufacturers when
complex shapes are needed and multiaxial load cases are experienced.

2.1. Composite Manufacturing Challenge

Composite manufacturing encompasses a variety of manufacturing processes [15]; how-
ever, whether the manufacturing is performed using the early “bucket and brush” tech-
nique or with prepreg materials [16], the composite manufacturing process heavily relies
on skilled humans and self-taught craftsmanship skills acquired through many years of
experience [17]. The dextrous and problem-solving capabilities of humans position them
well to tackle craftsman-like tasks such as composite lamination as they can successfully
adapt their skills to be able to form a wide variety of complex shapes [18]; however, this
causes significant challenges in expanding the workforce to scale up the production. Such
traditions and cultural norms still present in the current manufacturing practice are claimed
to be the direct cause of the tacit knowledge still existing in the industry [2,18,19]. Re-
portedly, there are three potential avenues to improve the current state: automation, an
evolution of the current manual approach, and improvements in training [18]. However,
the manual processes still dominate the manufacturing of very many, if not most, com-
posite products [20]. Figure 2 illustrates a typical standard operating instruction (SOI)
for composites.
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Figure 2. Composite-manufacturing process—manual operations [21].

Even if automated fibre placement (AFP) or automated tape laying (ATL) are used,
other processes in the manufacturing process chain may still be manual. This means
that before automating manufacturing, a clear understanding of the complex interactions
between the parameters governing the manufacturing process needs to be developed;
information needs to be built into a knowledge base and made available to support the
design process and manufacturing [20].
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The reviewed literature proposes automation of various production steps to reduce
variability and uncertainty. The selection of steps to be automated needs to be justified
based on cost and payback. However, to achieve the full benefit of automation, a knowledge
base of complex process interactions needs to be created to govern decision making and
manufacturing, including automation. The existing research, however, does not sufficiently
explore the knowledge base constitution, enabling generalisation, transfer, and use of
captured knowledge.

2.2. Material State as a Function of the Production Process

As indicated in the work of Chatzimichali et al. [2], the main difficulty in utilising
composite materials is a requirement for a very deep understanding of the material be-
haviour, not only within the final product use but also during manufacturing. The work of
Talreja [22] proposes that a given manufacturing process results in a composite part that
is specific to that process and can be described by its material state. This is because the
material in its final form is created at the same time as the manufactured part.

Figure 3 [23,24] depicts the highly interactive composite-product development process
requiring the concurrent development of detailed design, process development, tooling,
and manufacturing. The final product and material characteristics of these interactions are
only known upon the final component’s manufacture, resulting in a process-specific part.
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The work of Hinton et al. [25], “The World-Wide Failure Exercise”, delivers an impar-
tial and independent investigation into the status of various polymer composite failure
theories. The benchmarking methodology involved standardised coupon geometries and
layups, uniaxial or biaxial load cases, and assessment of failure by the originators of the
failure theories. This effort exposes the scale of a challenge when trying to predict the
failure of the composite. The above views are echoed in the work of Lu [9], in which they
stated that it remains very difficult to the predict fracture of composites when compared
to metals.

To overcome the deficiencies of available composite failure theories, Talreja [22] pro-
poses a departure from the traditional design approach where manufacturing-created
defects are not considered as a variable in the material state but only as a threshold for
accepting or rejecting criteria. In his model, the material state is additionally characterised
by the in-process-introduced defects, which are viewed as a consequence of a well-defined
manufacturing process, and it is assumed that they can be varied by controlled variation in
the manufacturing parameters. It should be noted that process modelling and simulation
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play a crucial role in the choice of manufacturing parameters, enabling process adaptation
and consistent part quality.

The proposal to enrich the design process by the in-process measurements of char-
acteristics that influence the quality, and hence the material state, has also been made by
Potter et al. [20].

The currently available and reviewed literature proposes in-process measurement and
simulation of the material and process parameters as inputs into the knowledge base of com-
plex process interactions. However, the architecture, implementation and techno-economical
viability of technology that enables critical information capture and reuse in either the design
or manufacturing stage in real commercial settings remain under-investigated.

2.3. Design for Composite Manufacture

As proposed by Chatzimichali and Potter [2], the composite-engineering practice
has largely been influenced by the metallic tradition. Even to this day, most engineers
rely on their training and experience of the principles of metallic design without taking
full advantage of the systemic architecture composites can offer (integrated structures,
reduced part count, redesigning the structure to optimise the load path directions, etc.).
This way of utilising composites, merely as a straight-on substitute material for the previous
metallic designs, is referred to as the black aluminium design [26] and leads to suboptimal
solutions when it comes to composite manufacture. The black aluminium method has many
drawbacks as manufacturing constraints for subtractive metallic-manufacturing processes
are significantly different from the additive ones applicable to composites. Design with
composites requires different philosophies and different skill sets to metal manufacture [1];
however, as reported by Potter [27], despite the new insights available, the practices
developed in the early days of composites’ application still prevail in current production.

The above claim could also be looked at through the lenses of the industrial revolu-
tion and the fact that composites have followed the routines prevalent in the traditional
industries present in the days of the second industrial revolution [2]. The basic principle
of the second industrial revolution that enabled industrial growth can be summarised by
the division of labour principle. This essentially means that the disconnection of design,
engineering, and production from physical craftsmanship skills lies at the heart of the
industrial revolution and traditional manufacturing.

Owing to the highly interactive composite-product development process, seen in
Figure 3, composites generally suffer if the division of design, engineering, and manu-
facturing is applied as composites’ product design and process innovation are highly
interdependent [28–30]. A typical product development process and the interdependencies
related to composite manufacturing being envisaged in advance of manufacturing taking
place are described in Figure 4 [2,31]. On the vertical axis of the graph in Figure 4, stages of
composites’ product development are listed from top to bottom, and along the horizontal
axis, the activities–loops are listed, in sequential order, the fulfilment of which completes
a particular stage or substage of the product development. For example, at the initiation
stage to develop the design brief, an engineer would need to anticipate the follow-up stages
through the assessment loop, as activities at other stages are unknown at that time. This ap-
proach is repeated through all the stages of the product development, further underpinned
by the new learnings obtained via the loop performed at each previous stage.

This process depicts the design for manufacture (DFM) for composites and requires
the manufacturing constraints to be known or anticipated at the time the design is created,
which is rarely possible. For example, the introduction of a new manufacturing process or
material improvement or a change in the existing ones, or simply a geometrical feature in
the part to be produced, leads to unknown manufacturing constraints, meaning that each
new product development process is treated as a research and development (R&D) effort.

Unlike the traditional linear manufacturing approach, properly implemented DFM
in organisations enables activities to be executed collaboratively and concurrently among
divisions and departments [32].
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According to the same source, DFM represents a philosophy that promotes collective
and integrated efforts of many teams involved in planning, organizing, directing, and con-
trolling all activities related to products and processes, from idea generation to a finished
product or services. These activities ensure that the available design, manufacturing, and
information technologies are efficiently utilised, emphasise teamwork, eliminate redundan-
cies and non-value-added activities, promote enterprise integration, and allow for customer
requirements and quality to be built into the design.

Regarding composite manufacturing, manufacturing development is neither part
of the design (explorative activities) nor part of the manufacturing (exploitative activi-
ties) [31]. A typical composite-manufacturing commercial company tends to fit manufac-
turing development activity to the typical concepts of product development (either design
or manufacturing), hence ignoring the learnings from this crucial element of development,
or neglecting to consider input and feedback from other departments, as described in
Figure 5. This means a disconnection of manufacturing development from either design
or manufacturing.
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It is vitally important that manufacturing development is recognised as a distinct and
important activity that takes inputs and feeds back to product design, market analysis,
sales, manufacturing, and production system development. Manufacturing development
typically consists of manufacturing trials, process development, and process simulation.
These activities enable the provision of knowledge and skills that, if not properly and
systematically captured, will over time become tacit knowledge held by a few individuals.

Adequately captured learnings from this phase of the development in the form of
manufacturing or design guidelines enable feedback to the design phase through the DFM
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activities and enhance the chances of “right first time” manufacture, but also form input
into the manufacturing phase and, in conjunction with automation and digital technologies,
enable manufacturing adaptability and quality repeatability.

The two main components of DFM are technological (knowledge base, manufactur-
ing, computing, etc.) and social (corporate organisation culture, employee involvement,
customer attributes, etc.) [32,33]. Amongst the synonyms for DFM are simultaneous engi-
neering, concurrent engineering, and systems engineering [34]. An example of a generic
DFM teamwork in product and process design can be seen in the publications of Whit-
ney [35] and are also depicted in the paper by Youssef [32].

In their work “Analytical model for aircraft design based on design for excellence
(DFX) concepts and use of composite material oriented to automated processes”, Barbosa
and Carvalho [36] refer to the DFX concept as design for excellence (DFX). This concept
generalizes DFM, as in addition to the manufacturability, production rate, and cost, it
considers other drivers in manufacturing such as sustainability, weight, performance and
reliability, supply chain structure, safety, assembly, quality, etc. [37]. Sapuan [38] further
highlights the importance of DFX in composites to achieve optimal production.

Andersson et al. [39] report on the SAAB’s implementation journey of DFM to its
carbon-fibre-reinforced plastics (CFRP) aircraft production, stipulating that in this process,
many DFM methods were explored; however, the majority of the investigated methods
were developed for high-volume products of metallic and plastic materials. Further to
this [39], highlights the need to implement DFM in all departments within the whole
company and comments that companies do not use commercially available methods, but
develop proprietary DFM methods specific to their organisations.

The reviewed literature exposes the sensitivity of composites to the division of design,
development, and manufacture, proposing the utilisation of DFM and DFX to link design,
manufacturing, and other departments and utilise the knowledge obtained in development.
The industry typically applies systems-thinking principles in realising DFM technology,
and DFM is otherwise known as systems engineering. However, a gap has been identified
in the availability of theoretical and practical guidelines related to the implementation of
DFM technology, not only to the technical or technological processes of composites, but
also across the entire enterprise.

2.4. Composites’ Business Challenges

The continuing growth of the composites sector is predicted by a variety of
sources; however, this requires a paradigm shift in the way composite products are
manufactured [3,4,40–43].

Although the scientific principles that form the basis for composite-product devel-
opment and manufacturing practices are common across all sectors [6], there is no single,
homogeneous composite market due to the wide range of specific properties of composite
materials and the different sector requirements posed for composites’ applications [15]. The
global perception of composite manufacturing is largely affected by high-end-industry-led
projects; however, the composite market is still characterised by a large number of mainly
small and microenterprises [44]. The KTN report “Materials for composites” [45], states that
63% of composite companies in the UK are SMEs, most of which operate cross-sartorially,
hence increasing the chances of survival by diversification [46].

The business model these companies operate is effectively built on science-based
innovation [28,47,48], which suffers from the challenges of technology and market un-
certainty [30]. This, in turn, adds pressure on companies to focus even more on more
tactical targets, as the time spans in which technology and market uncertainties are re-
solved are often too long. For many companies operating in this field, R&D and knowledge
development are seen as being costly and a distraction from commercial activities [6,12].
However, this position conflicts with the success of companies in benefiting from high
technological advances, as this is reliant upon their ability to absorb advanced technologies,
generate an innovation culture, and establish appropriate company values [19,49–51]. For
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the companies operating in the composite field, tactical commercial targets often do not
allow for more strategic views and appropriate values and innovation culture development.
So, the challenge in the ability to react to current trends remains. When it comes to the key
trends and drivers, the literature concurs that the biggest challenge remains the high level
of labour involvement caused by the lack of automated processes that, in turn, lower the
cost of composites whilst improving performance [3,4,15,40].

This high level of labour involvement and consequent lack of automation are intrinsi-
cally linked with the nature of composite manufacturing. Using the framework of Pisano
and Shih [29], Fabris and Poursartip [6] classify composites as having high process maturity
when it comes to their commercialisation. However, at the implementation level, i.e., estab-
lishing a stable manufacturing process, composites are classified as having a low process
maturity level due to the scaling issues from the lab to the production environment. Fabris
and Poursartip [6] further categorise composites as having low modularity, meaning that
the product development process, R&D, and manufacturing are intimately interconnected.
As a result, the developed process is not easy to replicate, and subtle changes to production
processes can result in unintended changes to end-product attributes. This is in agreement
with the literature’s viewpoint that the composite products and process innovation are
highly interdependent [2,28,30].

As reported by Witten et al. [52], to overcome the issues of value creation and supply
chain management, companies operating within the composites market look to integrate
horizontally and vertically. The objective of this is to build holistic process chains within
their own company or group, and eventually be able to offer efficient one-source solutions
and perform as a supplier on all levels of the value chain.

To describe the business model of advanced-material ventures, Lubik and Garnsey [48]
combine resource-based theory [53] and ecosystem analysis, which are bridged by the
business model concept. This theory claims that the advanced-material venture cannot
realise the potential of its innovation unless it can identify and participate in a business
environment that can meet its critical requirements for co-innovation and adoption. The
resource-based theory and ecosystem analysis provide a good basis for establishing and
analysing composite-manufacturing business models through exploring the lines of value
creation and needed resources. In her work, Garnsey [54] reflects on the work of Pen-
rose [53], and argues that Penrose’s resource-based theory of the growth of the firm is a
form of systems thinking.

3. Industry 4.0 and Composites

This review aims to capture the top-level view of the current state of Industry 4.0 as
well as to understand how the previously identified challenges of composite technologies
are considered.

The term “Industry 4.0”, otherwise referred to as the fourth industrial revolution,
started in Germany in 2011 as a proposal to safeguard and allow competitiveness in the
manufacturing industry [55]. This proposal is based on the interconnectivity principles of
physical and digital (cyber) assets, information transparency, and decentralised decision
making, aimed at enabling competitiveness and technical developments in manufacturing.
By integrating cyber–physical systems (CPS) in industrial manufacturing [56], Industry
4.0 aims to establish intelligent, self-regulating, and interconnected industrial systems
that enhance value creation [57]. The lack of standardisation and tacit knowledge that
composite technologies rely upon, as evidenced in previous sections, is a fertile ground for
new developments seeking to improve the situation. Modern composite-industry trends are
based on the idea of Industry 4.0 smart manufacturing [11], which eliminates the boundary
between design and manufacturing, integrating them through the lifecycle. According to
the same source, the longer-term goal is to achieve complete autonomous robotic adaptive
manufacturing. Globally, investigation of the Industry 4.0 topic is currently trending in
both professional and academic fields, with the central concept of smart manufacturing,
where Industry 4.0 affects manufacturing well beyond the production shop floor [55,57,58].
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Industry 4.0 is seen as the capability of automation and data exchange in manufac-
turing technologies [1]. The fourth industrial revolution brings unparalleled levels of
connectivity in all aspects of life, and vast cultural change has been witnessed over the
last decade, present also in a manufacturing context. An example could be the on-demand
economy, enabled by the technologies able to fulfil demand immediately [59].

Some of the technologies thought to be enabling the mentioned advances in manu-
facturing are automation, simulation, data analytics, digital twinning, and cyber–physical
coupling [1,12]. These activities aim to enable de-risking of the composite production
process in advance of manufacturing taking place [1,6], as well as to establish a feedback
loop to affect manufacturing [12].

Various reports define the nine enabling technologies (see Figure 6) that make Indus-
try 4.0 possible as the Industrial Internet of Things, simulation, horizontal and vertical
system integration, autonomous robots, additive manufacturing, big data and analytics,
the cloud, cyber security, and augmented reality [12,60,61]. Although these technologies
exist individually, the real benefit is gained when they are connected. To better describe the
research context, these enabling technologies are individually reviewed.
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3.1. The Industrial Internet of Things

The paper by Irving and Soutis, “Polymer Composites in the Aerospace Industry” [1],
describes Industry 4.0 as the name given to the capability of automation and data ex-
change in manufacturing technologies, stating that in the essence of Industry 4.0 is the
cyber–physical system. This term describes the connectivity of the physical assets, i.e.,
the manufacturing equipment (ideally automated and sensorised) that is connected to
cyberspace, such as the digital twins of physical assets, using the resources of Industrial
Internet of Things (IIoT) [60]. Alcácer and Cruz-Machado [62] define the Internet of Things
(IoT) as the connection of the internet and any object or a person. Industrial applications,
however, require real-time data availability and high reliability, provided by the IIoT—the
connection of industrial products such as components and/or machines to the internet [63].
By linking the collected sensing data in a factory with an IoT platform, the IIoT increases
production efficiency with data analysis [64]. As a result, the IIoT is a vital part of the fourth
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industrial revolution as it represents the connectivity between equipment or a product and
digital resources (databases or data warehouses, digital twins, analytics etc.). All parts of an
organisation are party to this connectivity (shop floor, the engineering office, procurement,
etc.) as this capability enables the rapid deployment of analytics and decision making, and
as a result, real-time responses.

An example of a sensor that enables intelligent decision making in composite manufac-
turing via IIoT connectivity is sensors for resin infusion and cure monitoring by Advise [65].
An alternative direct current (DC) sensor by Synthesites Innovative Technologies Ltd. [66]
can measure the electrical resistance and glass transition temperature (Tg) evolution of
a thermoset resin system during curing in industrial conditions by detecting changes in
the ion viscosity within the resins used in the process. In addition to supplying the hard-
ware, the sensor manufacturers supply all the necessary analysis software required to
post-process the raw dielectric data in order to provide parameters such as cure state.

Other examples include intelligent resin-mixing machines from Composites Integra-
tion [67] allowing data to be collected from sensors attached to both the machine and the
mould itself. The machine is PLC-controlled with a human–machine interface (HMI) and
the collection of data on temperatures, vacuum level, and mix ratio is enabled via the
SCADA link.

Commenting on IIoT, Black [11] states that without the application of digital-asset
tracking, composite manufacturers can lose 10–15% of the inventory simply due to being
unaware of the expiring shelf-life. The same source claims up to 80% savings on material
spending if digital tracking is in place [11].

The article by Richardson [68] proposes that digital engineering within the context of
composites is demystifying and opening up the use of composites to the wider audience by
digitalising all the knowledge and finding the right answers faster. However, digitalisation
and automation are also seen as “dark arts” as the customers do not always understand the
long-term gains and payback.

3.2. Simulation

Simulations are used more extensively in plant operations to leverage real-time data
and mirror the physical world in a virtual model [60], including machines, products, supply
chains, and humans. This allows operators to test and optimize the machine settings for the
next product in line in the virtual world before physical actions take place, thereby driving
down machine setup times and increasing quality.

The new simulation-modelling paradigm is based on the concept of digital twins
(DT) extending simulation to all product lifecycle phases, combining real-life data with
simulation models for better performance in productivity and maintenance based on
realistic data [69]. Digital twins are simulations of products and processes along the
entire development chain [11]. With such technologies, the “right-first-time” approach for
composites is becoming more of a reality as products can be virtually tested at any stage of
development [1]. The virtual analysis of design, manufacturing, assembly, a factory, or a
supply chain allows optimised solutions as a trade-off between the performance and cost.
A factory that, alongside its manufacturing equipment, has those virtual tools integrated
and connected with all the stages of development and the physical equipment, is called a
“Smart Factory” [12].

Composite-specific manufacturing-process simulation solutions are delivered through
a variety of vendors. For example, LMAT has developed software for composite- process
simulation including cure simulation, infusion, press moulding, and pultrusion and can
also develop specific process models [70]. LMAT use their simulations to provide PLC-
based systems and control the moulding process. ESI offers a suite of tools based on
coupled multiphysics finite element analysis [71]. Their PAM COMPOSITES simulation
platform caters for a variety of processes such as the press forming of fibrous composites
via the PAM-FORM solver; the liquid-composite moulding of dry fibre reinforcements
through the PAM-RTM module; and curing, crystallization, and geometrical-distortion
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simulation through the PAM-Distortion module. Besides the high-fidelity models, of
practical industrial interest are also real-time, or close to real-time, simulations with the
ability to feed back to the manufacturing process. The FAST RTM software [72] aims
to drastically reduce computation time and expense when simulating liquid-composite
moulding processes by providing this needed capability. Other simulation processes of
interest are draping simulation software, such as Laminate tools [73] that can evaluate ply
producibility using draping simulations to identify potential manufacturing difficulties.
Manufacturing information such as flat patterns and playbooks is produced to ensure the
efficient use of manufacturing data, which can be used to communicate activities to clients
or the shop floor. A paper by Lira and Stojkovic [74] considered resin transfer moulding
simulation and sensor monitoring, demonstrating favourable prediction in a controlled
environment; however, they concluded that the technology needs further maturing due to
uncertainties and variability in the manufacturing process.

However, Tyrrell [75] suggests there is still work to be done to convince the composite-
manufacturing industry of the value brought by simulation technologies. The main barrier
is found to be the low confidence in using process parameters devised through numerical
prediction. When performing a manufacturing-process simulation, unless compared to
the well-controlled laboratory environment, due to the high variability in the composite-
manufacturing process, the results could differ from those observed in an experiment.
Partly, this is to do with the manual and labour-intensive way composites are produced.
Another part is to do with the material properties needed to feed into the numerical models,
which are often not readily available and require nonstandardised tests that are exceedingly
difficult to obtain. The lack of properties and the difficulty in generating them mean that
simulations as tools for establishing the manufacturing process take too long to develop
and are very expensive to perform.

3.3. Horizontal and Vertical System Integration

Horizontal integration aims to integrate the whole value and supply chain, being the
foundation for a close and high-level collaboration between several companies, using infor-
mation systems to enrich the product lifecycle and creating an interconnected ecosystem
within the same value creation network [76–78].

On the other hand, vertical integration represents a networked manufacturing sys-
tem, or intracompany integration, and is the foundation for exchanging information and
collaboration among the different levels of the enterprise’s hierarchy [76,79]. Vertical inte-
gration “digitizes” all the processes within the entire organization, considering all data from
the manufacturing processes, e.g., quality management, process efficiency, or operation
planning, that are available in real-time.

Deuter and Pethig [80] propose that digital twin technology (DT) enables both the
vertical and horizontal integration of the value chains through different levels of integration,
with these being the key value-added elements of product lifecycle management.

With Industry 4.0, companies, departments, functions, and capabilities become much
more integrated and enable the formation of automated value chains. The paper by Perez-
Lara et al. [81] proposes the generic company structure for vertical and horizontal integration.

Smart manufacturing integrates real-time measurement, modelling, simulation, and
controls into manufacturing process design and execution workflow [11]. It further connects
the supply chain, enabling greater levels of collaboration and transparency. To make this a
reality, a company needs a digital enterprise platform able to integrate data from different
sources and with different protocols. A software platform that enables all of the virtual
tools to communicate with each other, and also with the manufacturing equipment and
robots, is a very important feature of a cyber–physical system. An example of such software
is the PLM (product lifecycle management) software by Siemens [11]. The software is used
to offline test and develop composite products before real manufacture takes place. With
this technology, composite products reach the market as much as 50% faster, with at least
the same level of quality as that achieved without PLM [1].
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Furthermore, system integration provides opportunities for composite manufacturing
to provide services on demand, without owning infrastructure, but offering complete
transparency enabled by system integration and IIoT [82]. The Airborne demonstrator of
the on-demand-manufacturing portal exemplifies this for the composite domain [83]. The
on-demand-manufacturing portal enables decentralised manufacturing, where customers
can upload a model of the part that needs composite manufacturing to a web portal, as well
as the requirements and specifications, to gain an instant quote. If the quote is acceptable,
the customer can accept it and machine learning automatically turns the part’s geometry
into the program, sending it to the robot that starts the manufacturing operation to the
prescribed quality. Reportedly, this business model requires the adoption of the wider
ecosystem and changes in business processes or the whole of an organisation, all of which
could be faced with resistance.

3.4. Autonomous Robots

Industrial automation ensures the reliability of composite manufacturing; however,
in the context of Industry 4.0, it brings together automated machinery, including robots,
with intelligence and connectivity, which allow smart production decisions to be made in
reaction to changing requirements [68].

The introduction of robots started with the third industrial revolution in the 1960s, and
the composite industry started experimenting with robots in manufacturing about 30 years
ago [84]. Attempts were made in composite manufacturing to standardise production
by transforming challenging, manual manufacturing steps into automated ones [85]. As
those solutions are developed by the companies traditionally operating in automation, but
not within the composite domain, the material behaviour during the production is often
neglected, leading to serious issues with process reliability, and as a result, productivity [85].
This inability to capture the expert skills and develop automated technologies relevant to
composites results in limiting the composite production capability [2].

In composites, a variety of robotic solutions are available, such as pick and place,
automated tape laying (ATL), automated fibre placement (AFP), filament winding, or
pultrusion [82]. The adoption of these solutions still suffers from requiring large capital
investments and, as a result, requires the vision of long-term programmes to guarantee
payback, both in terms of capital investment and also in terms of personnel training.
Traditional robotics generally require monitoring and inspection since there are no feedback
loops to confirm that the automated operation has been performed satisfactorily. For
example, in advanced fibre placement technology, a ply (made out of deposited tows) must
be inspected after each deposition to make sure it has been laid up correctly before the
next ply deposition starts. Jay [84] reports these shortfalls and claims that AFP automation
technology is only active for 25% to 35% of the time available to deposit material onto
the tool (mould). The inspection makes up the rest of the time. In Industry 4.0, the
full integration of sensors within the robotic system is required to allow feedback and
adaptive manufacturing. The paper by Jayasekara et al. [86] investigates the level of
automation in commonly used composite-manufacturing processing, stating that composite
manufacturing should aim to seamlessly integrate and automate the entire process chain,
from raw-material storage to finished products, using the state-of-the art technologies
such as IIoT, cloud computing, digital twins (DT), cyber–physical systems (CPS), wireless
sensor networks (WSN), etc., with minimum to no human intervention. This research,
however, concludes that even the popular ‘automated’ processes, such as filament winding,
automated tape layup, automated fibre placement, resin transfer moulding, and pultrusion,
are developed in silos and do not show a consistent level of automation throughout their
process chain. The same source continues to state that the benefits of such end-to-end
automation include a reduction in material scrap, reduced manual inspection, reduced
manufacturing lead time, improved producibility, repeatability, reliability and consistency,
increased productivity, increased product quality, increased flexibility, increased throughput
or production volume, increased efficiency or reduced cycle time, improved precision
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and part tolerance, and reduced cost. Although many composite-manufacturing steps
are still manual, examples of Industry 4.0-ready equipment can be seen throughout the
composite-manufacturing process, such as Industry 4.0-ready ply cutters from Comelz [87]
and Lectra [88].

A separate, nontechnological concern that society has concerning the rise in automa-
tion is the anticipated lowering in employment [89]. However, research suggests that
jobs are not going to be lost at the expense of robots, but new skills will be needed [90].
Although up to 45% of the tasks that humans carry out can be automated, automation
will result in a net gain for employment. Robots and AI are great at repeating tasks that
can be programmed, so the greater use of robotics and computerisation will reduce the
number of jobs in production; however, the number of manufacturing jobs requiring skills
in IT and data science will increase, and future employee skills are a major challenge where
mechatronics skills (combined mechanical, electronic, and IT skills) will be more relevant,
rather than purely mechanical skills [91].

3.5. Additive Manufacturing

The additive manufacturing (AM) paradigm is being increasingly developed by en-
abling feasible applications in the industry [92], with the potential of AM to replace many
conventional manufacturing processes [93]. AM is an enabling technology helping with
new products, new business models, and new supply chains. A set of technologies that
enables the “3D printing” of physical objects form the collective term AM [94]. Attraction
is the ability to deliver bespoke products without waste. AM technologies can also be
referred to by other synonyms such as rapid prototyping, solid freeform manufacturing,
layer manufacturing, digital manufacturing, or 3D printing [95]. With AM, it is possible to
create prototypes to allow independence to value chain elements and, therefore, achieve
time reduction in the design and manufacturing process.

However, the view is that advanced composites are effectively additive-manufacturing
processes [82] where large-scale components can be made relatively efficiently. A fully
integrated factory consisting of automated deposition of fibre or tape, and consequent
processing–moulding used to make composite parts, can be considered large-scale 3D
printers [96].

A paper by Fox and Subic [97], “An Industry 4.0 Approach to the 3D Printing of
Composite materials”, states that the key challenge to overcome in composite production
is to increase the rate and lower the cost of composite production. This paper elaborates
that this can only be achieved by using automation and digitalization to reduce slow and
labour-intensive manual processes. In the Industry 4.0 vision of the manufacturing environ-
ment, smart machines, storage systems, and production facilities autonomously exchange
information, trigger actions, and coordinate tasks [59]. Such information from data analy-
sis will facilitate machine-to-machine communication and lead to the incorporation of a
3D-printing approach within composite manufacturing. However, currently, the Industry
4.0 composite-manufacturing line cannot be bought as an off-the-shelf solution, as several
components or concepts are not commercially available [97].

In general, additive-manufacturing methods, as one of the building blocks of Industry
4.0, enable the scalability and customisation of products that offer construction advantages,
such as complex, lightweight designs. However, designers and the certifying bodies must
be satisfied that digital technology can consistently produce acceptable parts and be able to
detect when parts are not acceptable, as well as the fact that new automated manufacturing
techniques must not produce undesired effects not seen before. Therefore, design and
manufacturing constraints must be understood and made available through manufacturing
guidelines. Composites can further benefit from conventional AM technologies, with
the development of rapid tooling or moulds. Examples include 3D-printed tools for
building aircraft [98], low-cost AM composite tooling for marine or infrastructure composite
applications [99], and the 3D printing of composite tooling to reduce costs and lead times
in wind turbines [100].
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3.6. Big Data and Analytics

Large amounts of created data of different types coming from interconnected het-
erogeneous objects, such as structured, semistructured, and unstructured, describe big
data [101]. Data are typically examined with advanced analytics methods and tools, where
offline and real-time data are analysed through analytical techniques such as machine
learning and forecasting models. The data analysis could also be facilitated through cloud
computing. The acquired data enable the formation of knowledge that helps manufacturers
to understand the various stages of the product lifecycle [102]. Moreover, the advanced an-
alytics of big data can be used as a facilitator, identifying and overcoming bottlenecks [103].
Data analytics can then be used as descriptive, to visualise the current process; diagnostic,
helping to identify the cause of problems; predictive, by using past data to predict future
states; and prescriptive, that recommends actions and strategies [104].

As mentioned above, predictive technologies in composite-manufacturing develop-
ment face criticism for being expensive and taking a long time to develop as opposed to
determining the process through practical trials. One way to tackle this issue is to reduce
the time needed in analysing each possible scenario and use machine learning in forming a
surrogate model–response surface from the presolved high-fidelity models. The project
CLAMPS, a collaboration between the National Composites Centre (NCC) and the Centre
for Modelling and Simulation (CFMS), aimed to demonstrate the value of this approach
in the R&D environment [105]. Using high-fidelity simulation, this project has simulated
the resin-transfer-moulding (RTM) process. To cater for the high variability in the manual
nature of the manufacturing process, a solution space was formed by creating an input of
15,000 variations in manufacturing-process parameters, and the same number of results,
i.e., the manufacturing-quality indicators. In total, 70% of the obtained results were used as
the training set for machine learning to develop a model that predicts the quality of the
composite part using manufacturing-process parameters as a leading indicator. Another
30% of the simulation results were used for testing the machine learning as a validation
exercise. The results are encouraging and using the machine-learning prediction reduced
the simulation time from 100 h to 3 min, requiring only ordinary computing as opposed to
the HPC cluster used for high-fidelity models. This type of model, if fed with the sensor
readings, can allow for the real-time control of automation of gates and valves in the real
manufacturing process.

Digital engineering within the context of composites aims to capture the knowledge of
experienced personnel and translate it to the tools that people with less experience can use,
enabling easier use; however, the value proposition is not fully understood [68]. To achieve
the stated aim, the data collected from many different sources (production equipment,
systems, enterprises, etc.) need to be evaluated through analysis, and finally, feedback to
the process is needed to support real-time decision making.

3.7. The Cloud

Cloud computing enables the outsourcing of IT resources [106], and could be a useful
resource for small and medium enterprises (SMEs) as it offers rapid elasticity and measured
service, on-demand self-service, and broad network access [107]. The adoption of this
technology has several advantages related to cost reduction, e.g., the direct and indirect
costs of the removal of IT infrastructure in the organization. The cloud enables large data
storage and computing power for data analysis, enabling rapid computing scalability
and flexibility, seamless data sharing across sites, and the utilisation of data analytics
and artificial intelligence as a service [11]. Very often, digital services, such as digital
twins, are hosted using “cloud computing”. The “cloud” enables large data storage and
computing power for data analysis. All these activities provide a deeper insight into the
manufacturing process based on the historical data or, ideally, real-time feedback, allowing
adaptive manufacturing [11].

Additionally, cloud services, in combination with other Industry 4.0 technologies,
enable the cloud manufacturing concept (CMfg) [62]. In this concept, consumers can
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utilise these services to request support from all stages of a product lifecycle (design,
manufacturing, management, etc.). The CMfg architecture providers own and provide the
capabilities and the manufacturing resources; operators operate the CMfg platform and
deliver services to providers, consumers, and even third parties; and consumers subscribe
to the manufacturing computing services available in a CMfg service platform. This concept
enables a shift in the manufacturing approach from production-oriented to service-oriented.

3.8. Cybersecurity

Valuable information and data created by the application of Industry 4.0 require
protection due to the critical value for the industry’s success. Cybersecurity caters for
information security [108]. The word “cyber” generalises its application to industrial
environments, and generally means protecting, detecting, and responding to attacks [109].
It is reported that cybersecurity is rapidly becoming a major concern for manufacturers
and consumers [104]. With the increased connectivity and use of standard communication
protocols that come with Industry 4.0, the need to protect critical industrial systems and
manufacturing lines from cybersecurity threats has increased dramatically. As a result,
secure, reliable communications, as well as sophisticated identity and access management
of machines and users, are essential, as the attacks can be on the device, network, or factory
level. The defence needs to be technological, organisational, and human-centred, involving
the system, network, and plant level. An ISA62433 standard is reported to be in line with
the concept of defence-in-depth [62].

Amongst the typical reasons for industrial devices getting hacked are: devices running
for too long (weeks or months) without updating security or antivirus tools; a considerable
number of old controllers being used in industrial control system (ICS) networks, designed
when cyber security (CS) was not a concern; CS threats being able to enter by bypassing
CS measures due to the existence of multiple pathways from several ICS networks; and
the quick spread of malware due to several ICS networks remaining implemented as flat
networks without physical or virtual isolation among other unrelated networks [110].

3.9. Augmented Reality

Virtual reality (VR) immerses users in a computer-generated world, and augmented
reality (AR) overlays digital information onto the physical world. As composite manufac-
turing is a dominantly manual process, this technology can be used to train operators as
well as in production to inspect the location and orientation of the placed material [82]. This
technology can be found in a wide range of sectors, e.g., entertainment, marketing, tourism,
surgery, logistics, manufacturing, maintenance, etc. [111]. It is reported that AR usage
is spreading in the manufacturing sector [112], whereas the use of AR in manufacturing
provides aid in visualising simulation [113]. AR technology increases the operator’s reality
perception by making use of additional information about the environment [114,115], and
it can utilise different types of hardware for as long as it interacts with human senses [116].
The value of AR is reported to be in training (job-specific training, safety and security
training, and expert coaching); design (collaborative engineering, inspection of digital pro-
totypes, augmented interfaces, and error diagnostics); manufacturing (quality assurance,
maintenance work instructions, performance dashboards, assembly work instructions,
tracking, and constant monitoring); operations (heads-up displays, digital product con-
trols, augmented operator manuals, augmented interfaces, product localisation, and indoor
guidance systems); service (manual and instructions, service inspections and verifications,
remote expert guidance, improved service, and self-service); and sales and marketing
(product displays and demonstrators, logistics, retail space optimisation, augmented brand
experience, and augmented advertisement) [62].

Composite manufacturing could apply VR and AR technologies in several areas rang-
ing from virtual prototyping, product lifecycle, maintenance, or repair. For example, ESI
has developed a product, IC.IDO, which is an immersive VR technology that combines
the visualisation and real-time simulation of product behaviour in its actual size [117].
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The system uses stereoscopic projection hardware within the “cave” environment or pro-
jected on “powerwalls”. Users wear 3D glasses to experience life-size renditions of the
prototypes they are developing. The latest development allows engineers without access
to a CAVE or powerwall to leverage VR for virtual assembly and service simulations,
immersive visualizations, and CAD data interaction from their workstation by using an
HMD (head-mounted display) and its complementary hand controllers. This system is
used for virtual interaction not only with prototypes but also with whole manufacturing
and assembly lines.

An example of a mixed-reality application is the PlyMatch system from Anaglyph
aimed at helping the manual layup of composites [118]. This system projects real-world
manufacturing operations into the virtual space and provides a live feed of the work area.
The real-manufacturing 3D image is displayed on a monitor along with a superimposed,
computer-generated image of each ply to be laid up. The CAD-generated ply image is
self-calibrated to match up accurately, even when the camera or tool is moved. A couple
of minutes long, the initial system calibration allows for the optical sensor to track the
relative positions of the camera and tool, and the system’s controller updates the positional
relationship in real time. The system is reportedly compatible with any CAD application
that generates IGES or 3D DXF files.

Another technology that helps both the layup training and in-process quality assurance
is delivered by the start-up LayupRITE [119]. The system uses simulation to establish the
correct lamination process, which is then communicated to the laminator by projecting the
process instructions onto the tool. The systems monitor the laminator’s actions and project
the following steps only when the previous ones have been completed correctly.

4. Opportunities for Industry 4.0 Usage within the Composite-Manufacturing Sector

The challenging nature of the composite-manufacturing process requiring dextrous
and problem-solving capabilities is at the heart of why composites are still largely manual
manufacturing processes, where skill is acquired through years of experience and reliance
on tacit knowledge. This, and the fact that the final product and its material characteristics
are process-specific, is driving the composite-product development process to be highly
interactive requiring DFM and the concurrent development of detailed design, process
development, tooling, and manufacturing.

From the reviewed literature, Industry 4.0 technology has significant benefits for
composite manufacturing, in particular due to the increased complexity and increased
number of parameters compared with other manufacturing industries. The more complex
the manufacturing process of the component, the greater the level of interaction which
would be required. Machine learning can make sense of variation in these parameters to
rapidly make decisions on the acceptance of part quality. Additionally, for composites to
become widely used, automation is requisite to reach production rate and cost targets.

Considering the operation management of the companies operating within the com-
posites market, the literature reveals that to cope with the low modularity of composite
technologies and overcome the issues of value creation and supply chain management,
these businesses look to integrate horizontally and vertically. This finding is supported by
the literature insight into how Industry 4.0 via digital twinning enables horizontal and verti-
cal system integration, allowing for the provision of services on demand and new business
model formation. The following sections will utilise the findings exposed by the literature
review and synthesise them into opportunities for composite-manufacturing companies.

4.1. Current vs. Future State of Composite Manufacturing

To further explore and explain opportunities presented by Industry 4.0 within the
composite domain, a magic cube methodology [120] derived for the area of additive
manufacturing, technology of an equal level of complexity, is utilised.

The magic cube methodology is used to describe the complex interplay of identified
drivers as well as the uniqueness and opportunity presented by additive-manufacturing
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technology [120]. Additive manufacturing is similar to composite manufacturing in the
fact that it is not a single technology, but it encompasses a wide range of different processes
and techniques. Similarly, both manufacturing processes can use a wide range of materials
and the final success of technology is a balancing act of managing the processing method
and material properties. Finally, both sets of technologies influence and serve not only a
single industry but many sectors.

An attempt is made to map composite manufacturing into the magic cube and contrast
the current status with the alternative one, underpinned by Industry 4.0 principles. The
magic cube consists of innovative, manufacturing, and industry perspectives, described
and represented graphically in the following chapters.

4.1.1. Innovative Perspective

This perspective looks at the interaction of vertical and horizontal innovation. Vertical
innovation is concerned with improvements in quality or creating new knowledge within a
particular discipline, while horizontal innovation involves targeting the creation of some-
thing new by combining existing knowledge from different disciplines. This interaction
can be represented graphically on the x-y graph with vertical innovation being the y-axis
and horizontal the x-axis; Figure 7.
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Figure 7. Innovative perspective for Composite Manufacturing.

Innovation by using composites starts with design efforts (1). In this phase, as shown
in the literature survey, something new (a product) is developed by combining existing
knowledge and anticipating processes through the design for manufacture activities. As
the design matures, more knowledge in particular disciplines is generated.

However, if this knowledge is locked in the heads of few specialists (i.e., tacit knowl-
edge), the level of vertical innovation is low (2). It is proposed by the findings in this
research that by using advanced digital technologies, the design and manufacturing knowl-
edge can be captured in a variety of forms (e.g., databases, PLM, MRP, and ERP) enabling
a higher level of vertical innovation (a). In the future, the application of machine learn-
ing in conjunction with captured data will provide more understanding of not obvious
relationships (b).

4.1.2. Manufacturing Perspective

This perspective is focused on specialisation in manufacturing and establishes the
interaction between the level of automation on one side and the level of product individu-
alisation on the other. Specialisation is considered the main theme of the second industrial
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revolution contributing to the progress in research, business, and society by virtue of the
division of labour. It can also, in an extreme case, lead to silo formation that limits practical
usefulness. Higher levels of automation can deliver a high rate of production of the same
quality level but require high investment in machinery offering limited flexibility. An exam-
ple of this could be the injection-moulding manufacturing process, able to produce millions
of parts but of the same design. On the other hand, a highly individualised product could
be represented by craftsmanship based on manual labour, which is linked with high labour
cost and productivity constraints. The craftsmanship approach is less likely to be able
to benefit from the economies of scale, although it generates a high level of quality. This
interaction can be represented graphically on the x-y graph with the level of automation
being the y-axis and individualization on the x-axis; Figure 8.

J. Compos. Sci. 2022, 6, x FOR PEER REVIEW 19 of 52 
 

 

Figure 8. Manufacturing perspective for Composite Manufacturing. 

Composite manufacturing typically starts with manufacturing development (1) re-

quiring highly skilled specialists to run a series of trial-and-error assessments to establish 

an acceptable process window. As manufacturing development matures, the process pa-

rameters get locked by experienced staff and bespoke tools are created to cater for future 

production. This ultimately leads to relatively small production rates requiring manual 

intervention (2). 

The literature survey proposes that by using advanced robotics (to cater for the vari-

ous stages of the multistaged composite-manufacturing process), together with databases 

and sensor technologies, the relevant process information can be captured. From the in-

formation captured through the application of advanced analytics and machine-learning 

algorithms, more insight into the process can be found faster (a). The generated process 

insight can then be used in a variety of forms. For example, one could form the guidelines 

of manufacturing capabilities and constraints to be used throughout the development pro-

cess, enabling better designs. Similarly, when this insight is coupled with powerful com-

puting and machine-learning capabilities, it could be used to provide real-time feedback 

into the manufacturing process, allowing for adaptive manufacturing (b). 

4.1.3. Industry Perspective 

The third dimension of the industry perspective is represented by the fact that com-

posite manufacturing influences and delivers to many industrial sectors. If combined with 

Industry 4.0 approaches, there is an opportunity to support flexible and scalable produc-

tion, as the underpinning knowledge would be made available to the different needs and 

requirement levels of different industrial sectors. 

Graphically, it is represented as the z-axis on a graph in Figure 9 that connects the 

innovation and manufacturing perspective. 

In Figure 9, the arrow (1) represents the current or traditional approach in composite 

development and manufacturing, based on product development enabled by the experi-

ence of the personnel and tacit knowledge. Arrow number 2 represents the potential ben-

efits when Industry 4.0 principles are introduced. This diagram can be used to clarify the 

complex interaction between important drivers when composites are concerned and to 

help in managing trade-offs such as cost–benefit when researching the effects of Industry 

4.0. 

 

 

Automation 

Individualisation 
1 

2 

b 

Typical interaction curve 

Tacit knowledge approach: Starting 

point in development based on trial and 

error approach through the experience 

of few. 

Tacit knowledge approach: Production 

scale-up highly dependant on the 

knowledge and ability of the few and 

specific tools. 

a 

Industry4.0 approach: Starting point in 

development based on previously 

captured knowledge (DFM), electronic 

capture of the results, digital twins 

Industry4.0 approach: Production scale-

up based on known building blocks of 

automation, with known and repeatable 

quality and use of sensors and AI 

Figure 8. Manufacturing perspective for Composite Manufacturing.

Composite manufacturing typically starts with manufacturing development (1) re-
quiring highly skilled specialists to run a series of trial-and-error assessments to establish
an acceptable process window. As manufacturing development matures, the process pa-
rameters get locked by experienced staff and bespoke tools are created to cater for future
production. This ultimately leads to relatively small production rates requiring manual
intervention (2).

The literature survey proposes that by using advanced robotics (to cater for the various
stages of the multistaged composite-manufacturing process), together with databases and
sensor technologies, the relevant process information can be captured. From the information
captured through the application of advanced analytics and machine-learning algorithms,
more insight into the process can be found faster (a). The generated process insight can then
be used in a variety of forms. For example, one could form the guidelines of manufacturing
capabilities and constraints to be used throughout the development process, enabling better
designs. Similarly, when this insight is coupled with powerful computing and machine-
learning capabilities, it could be used to provide real-time feedback into the manufacturing
process, allowing for adaptive manufacturing (b).

4.1.3. Industry Perspective

The third dimension of the industry perspective is represented by the fact that com-
posite manufacturing influences and delivers to many industrial sectors. If combined with
Industry 4.0 approaches, there is an opportunity to support flexible and scalable produc-
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tion, as the underpinning knowledge would be made available to the different needs and
requirement levels of different industrial sectors.

Graphically, it is represented as the z-axis on a graph in Figure 9 that connects the
innovation and manufacturing perspective.
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In Figure 9, the arrow (1) represents the current or traditional approach in composite
development and manufacturing, based on product development enabled by the experience
of the personnel and tacit knowledge. Arrow number 2 represents the potential benefits
when Industry 4.0 principles are introduced. This diagram can be used to clarify the
complex interaction between important drivers when composites are concerned and to help
in managing trade-offs such as cost–benefit when researching the effects of Industry 4.0.

4.2. Discussion: Trends, Challenges, and the Gap in Professional Practice

The literature survey forms the research background analysed within this section. This
analysis is further employed to establish the key trends and gaps in professional practice
within the defined research scope presented in this section.

4.2.1. Key Trends and Challenges

The identified key trends are activities, a realisation of which overcomes barriers and
constraints of the traditional composite industry, enabling composite market growth. These
activities deliver greater value generation and waste reduction for composite businesses by:

• A reduction in manufacturing uncertainty and variability whilst enabling production
scaling through: (1.) adopting automation [3,4,15,18,20,40,82,84–86]; (2.) developing
and deploying a product and process knowledge base following DFM
principles [2,20,22,27,31,32,36,38,39]; (3.) enhancing the use of cyber connectivity
through IIoT [1,11,62,63,65–67,82,83,105]; (4.) application and utilisation of digital
twinning [1,11,12,60,70–74].

• A reduction in business model uncertainties through (1.) adequately utilising the
wider business ecosystem [36,38,39,48,52]; vertical and horizontal system integration
to overcome the issues of market and technology uncertainties, value creation, and
supply chain management [1,11,28,52,80,82,83,105].

In terms of Industry 4.0, the key enablers for the above-mentioned trends are the
adoption of (1) automation and autonomous robots; (2) knowledge base through sen-
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sors, IIOT connectivity, digital twinning, and data analytics; (3) vertical and horizontal
systems integration.

However, the literature suggests that the adoption of the mentioned trends is con-
strained by the following challenges:

• Understanding the techno-economic viability (cost–benefit analysis) of implementing
Industry 4.0 technology to the composite-manufacturing companies when delivering
to different sectors with varied requirements [6,12,24,68,75,82,83].

• Changes in cultural norms, skills, business processes, and organisational structure that
are required to effectively absorb and deploy technology within each company of the
ecosystem, as this may be met with resistance from the stakeholders [11,19,28,47–51,89,90].

• Cybersecurity issues posed by the introduction of Industry 4.0
technologies [62,104,108–110].

• Adoption of Industry 4.0 by the wider composite business ecosystem [11,48,52,82,83].

4.2.2. The Gap in Professional Practice

The analysis of the gap in professional practice was carried out by evaluating the
trends in the reviewed literature. This indicated both where further research was required,
and also where existing research could be utilised to help deliver the research objectives.

From this, the key gap in professional practice was formulated as:

“Lack of the model for structuring and implementing an appropriate level of Industry
4.0 technology into the composites businesses delivering to a diverse range of sectors, to
enable benefiting from the commercialisation of offered technological advances”.

Therefore, the challenge of addressing the identification of an appropriate implemen-
tation model for Industry 4.0 in the composite-manufacturing sector remains.

The key future activities are summarised below, stating that further work is needed to:

• Identify challenges to the implementation of Industry 4.0 in composite manufacturing
for SMEs.

• Develop strategies to manage challenges and deliver on opportunities of Industry 4.0
in composite manufacturing for SMEs.

• Develop an understanding of the relationship between different pillars of Industry 4.0
for composite-manufacturing SMEs.

• Develop a methodology for determining the techno-economic viability of implement-
ing Industry 4.0 technology in the composite-manufacturing companies.

• Verify the developed framework.

5. Industry 4.0 Conceptual Implementation Framework for Composites

Industry 4.0 within the composites-manufacturing domain is a small subset of the
Industry 4.0 trend, which is centred around the global digital transformation of businesses.
In manufacturing, the complete product lifecycle, as well as the business and supply chain
aspects of the industry, are undergoing digital transformation. For example, sensors embed-
ded within the production process collect large quantities of process data requiring secure
on-premises or cloud storage. Acquired data sets enable analytics and machine learning to
create process models and feedback for production, further enabling a self-adapting produc-
tion process. This approach provides benefits such as increased productivity, a reduction in
production lead time, an improvement in product quality, increased workforce efficiency,
and an increase in process visualization, as well as control [121]. However, implementing
the elements of Industry 4.0 can be overwhelming for large or small commercial businesses,
and the mentioned benefits can be only achieved if standardised approaches are developed.
This section aims to propose a conceptual framework for implementing Industry 4.0 within
composite-manufacturing firms. Before a concept of the implementation framework is
proposed, the enabling technologies discussed within Section 3 are considered, with a view
to understanding their impact on composite manufacturing. The consideration of enabling
technologies in light of composite manufacturing is summarised in Table 1.
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Table 1. Consideration of enabling technologies in the composite-manufacturing context.

Industry-4.0-Enabling
Technologies

Drivers
Cause a Particular Phenomenon to Happen

Incentives
Motivate or Encourage Someone to

Do Something

Barrier–Specific
An Obstacle That Prevents Movement

or Access

The IioT
[1,10–12,62,63,65–67,82,83,105,122,123]

Connectivity of the physical assets of the
production or supply value chain

(sensorised and automated equipment) to the
cyberspace using resources such as IIoT.

The “right-first-time” approach for
composites aided by collecting real-time data
on materials, parts, kits, processes, machines,
tools, supply chains, and customer demands
enables full traceability of products or supply

chains and checking at any stage via
digital twins.

Digital enterprise platforms able to integrate
data from different sources and with different
protocols enabling the formation of a digital

twin (compatibility of sensors, data, interfaces,
and software).

Simulation
[1,11,12,60,70–74,82]

Formation and use of digital-twin
simulations of the products, processes, and
supply chain along the entire value chain,

where a “body of knowledge” delivered
through a digital twin grows throughout the

product life.

Ability to optimise production or supply
chain settings in the virtual world before

the physical actions take place, thereby
driving down waste, enabling both the

vertical and horizontal integration of the
value chains and increasing the quality of the

composite-manufacturing process, e.g.,
automated compensation for tolerance issues
due to the composite-manufacturing route.

Expertise, resources, simulation tools, trust in
simulation, and resistance by the

manufacturers, but also adoption, company
values, culture, and change in processes.

Horizontal and vertical system integration
[1,2,11,20,22,27,31,32,36–

39,47,51,53,80,82,83,105,123–126]

The integration of value chains, represented
by the communication framework allowing
connected data flow and integrated view of

the asset’s data throughout its lifecycle across
companies, departments, functions, and

capabilities, giving the right info to the right
place at the right time.

Integrated and automated value chains
reduce waste and deliver added value as
well as support achieving DFM/DFX by

overcoming the issues of uncertainties, value
creation, and supply chain management,

offering efficient one-sourced solutions and
performing as a supplier on all levels of the

value chain.

Progression from nonexisting or hierarchical
systems that use enterprise resource planning
(ERP) and manufacturing execution system

(MES) software to manage automation
technology for self-adapting and

self-organizing production; capturing and
managing relevant operational and

manufacturing data amongst all levels of
horizontal or vertical integration.

Autonomous
Robots

[2–4,15,18–20,40,82,84–88,127]

Ability to automate manufacturing
processes and achieve “right-first-time”

quality, by reducing uncertainty and
variability, is attractive. However,

self-adapting/self-organising production
requires intelligent and autonomous

machines/robots.

Driving down uncertainty and variability,
whilst increasing repeatability, and health
and safety. Intelligent, autonomous robots

deliver manufacturing and energy efficiency,
increased control, cost savings, remove heavy

reliance on tacit knowledge and skilled
craftsmanship, enabling scale, rate, design, or

process change.

Composite automation lacks material
behaviour consideration and feedback loops
causing process reliability and productivity
issues and requires human monitoring and
inspection to verify automated operation;

requires a clear understanding of the complex
interactions between the parameters

governing the manufacturing process and
material state.
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Table 1. Cont.

Industry-4.0-Enabling
Technologies

Drivers
Cause a Particular Phenomenon to Happen

Incentives
Motivate or Encourage Someone to

Do Something

Barrier–Specific
An Obstacle That Prevents Movement

or Access

Additive
Manufacturing
[82,86,96–100]

Integration of manufacturing steps enabled
by Industry 4.0 enables 3D-printing

manufacturing philosophy in composite
manufacturing, whilst traditional additive
manufacturing offers the ability for rapid

moulds and tooling development.

Generating competitive products for a
variety of markets enabled by this paradigm

shift reduces the cost of development and
production, and enables flexible, adaptive
production allowing for high volume and

bespoke solutions “batch/lot size one”, faster
certification process, reduced scrap, and more

robust process chains.

Manufacturers’ abilities to absorb
advanced technologies.

Big data
and analytics

[2,19,20,22,28,47–51,89–91,122,123,126]

Firstly, knowledge base formation to
support development, production, and

certification, secondly using AI and business
analytics for decision support in minimising

defect manufacturing of composite parts.

Digital knowledge base enables capturing
tacit knowledge from manufacturing

development, translating it into design and
manufacturing guidelines for training,

enabling workforce expansion, scaling up of
production, traceability of process parameters,
and environmental impact. Understanding of

functional dependencies between
manufacturing process, material state, and
defects delivers “right-first-time” product

and process quality and rapid qualification.

Cultural norms still present in the current
manufacturing practice do not allow for

generic organised knowledge capture, only
direct 1-to-1 training, as well as the ability to

appropriately monitor the entire
manufacturing-process chain where most of

the operations are manual.

The Cloud
[11,62,106,107,124]

The cloud offers rapid elasticity and
measured ICT service, on-demand

self-service, and broad network access.

IT infrastructure cost reduction, large data
storage and computing power for data

analysis, seamless data sharing across sites,
utilising data analytics and artificial

intelligence as a service, and enabling Cloud
Manufacturing concept.

Cybersecurity
[62,104,108–110,123]

Valuable information and data created by
the application of Industry 4.0 require

protection due to the critical value for the
industry’s success.

Trust that the valuable information is
protected and only shared with whom it is

intended. This drives customer confidence as
well as productivity.

Augmented
Reality

[82,111–118]

Immersing users in a computer-generated
world, and overlaying digital information

onto the physical world

Increasing reality perception by making use
of additional information about the

environment. As composite manufacturing is
a dominantly manual process, there is added

value to all aspects of the product lifecycle
including training, design, manufacturing,
operations, service, sales, and marketing.
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The discussion of Industry-4.0-enabling technologies provides a useful tool for un-
derstanding the relative value and opportunities presented by Industry 4.0, as well as
the specific barriers to implementation. Although the research findings point out that
the composite sector notionally accepts the stance of recognising the value of Industry
4.0, the composite-manufacturing companies are lacking confidence in how to approach
implementation and what steps to make. In addition to the specific barriers mentioned in
Table 1, below are listed the generic concerns that need understanding to allow for easier
implementation of Industry 4.0 in composite-manufacturing firms:

• Cost, time, effort, and training to implement I4.0 technologies;
• Value proposition and techno-economic viability which are not fully understood;
• Legacy systems and old methods;
• Leadership and vision;
• Potential for business disruption;
• Scalable computational power, storage, and security;
• Value addition and cost-effectivity of replacing human intervention with automation

of some tasks;
• People development and new skills’ acquisition;
• Change in cultural norms and skills is needed to effectively absorb and deploy technology.

5.1. Implementation of Industry 4.0 in the Manufacturing Sector

To inform the Industry 4.0 implementation in composites, firstly, an implementation
in the generic manufacturing sector is considered.

5.1.1. Industry 4.0 System Architectures

It is considered that the arrival of the Internet of Things (IoT), cloud services, big data,
and analytics made the creation of the cyber–physical system (CPS) concept of Industry 4.0
possible [128,129]. The concept of CPS supports the realisation of smart cities, smart grids,
healthcare, industrial manufacturing, transportation, retail, public safety, and networking.
Depending on the application, CPS architecture connectivity and the integration of value
chain stakeholders also vary, requiring different engineering methods and tools [130].

Industry 4.0 in the manufacturing context considers the integration of the entire
product lifecycle within a factory as well as the supply chain activities [131,132]. The aim of
gathering useful data in real time that feeds back to the manufacturing system relies on the
adoption of digital technologies [133,134], which in turn change the way people work [135].
The traditional implementation architecture of the manufacturing automation systems
follows the layered architecture of the ISA-95 standard [130,136–138] represented by the
automation pyramid in Figure 10. This architecture separates physical manufacturing
systems from communication channels [139], and the field layer relies on real-time Fieldbus
communication for behaviour and determinism, whilst the higher-up layers are based on
ethernet office networks [140].

However, when the existing automation architectures, engineering practices, and
standards are used to deliver the modern concept of a cyber–physical production system
(CPPS), results are lacking seamless integration, interoperability, and reconfigurability of
manufacturing systems [130]. This means that the traditional hierarchical or top-down
systems are very rigid and slow to react. Any mistake requires complete replanning,
whereas decentralized systems enable self-planning, flexibility, and the ability to quickly
re-organize themselves.

Analysis of CPPS integration in light of the software tools shows the important infor-
mation channels being the flow of information from the production (PLC, SCADA) to the
business side (ERP) enabling vertical integration; a flow of information along the value
chain from customers (customer relationship management—CRM) to suppliers (supplier
relationship management—SRM) enabling horizontal integration; and flow of informa-
tion connecting design and service via product lifecycle management (PLM) systems that
manage the product lifecycle [141].
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Central to integrating and utilising the mentioned data flows is the manufacturing
execution system (MES). To enable an effective CPPS based on Industry 4.0 principles, it
is necessary to establish seamless integration bringing an efficient flow of information to
all business areas. The central importance of MES is in connecting the other systems. To
achieve this goal, it is critical to implement the MES; however, to achieve Industry 4.0 goals,
the MES technology will require further improvements from the traditional concepts, to
initially enable computerization and connectivity, followed by visibility, transparency, and
predictive capacity and adaptability [141].

Similarly, the CPPS concepts align with Industry 4.0; utilising facilities of big data
analytics and enabling self-awareness of the CPPS demands higher interconnectivity and
harmonization of communication [139]. To cater for higher interconnectivity and har-
monisation of communication, a proposal aimed at resolving the mentioned integration
challenge by introducing a distributed model of CPPS was made [138]. In this model,
the production-level components of ISA-95 architecture are converted into smart entities.
These entities need to be equipped with communication capabilities enabling them to easily
interact with higher manufacturing levels that act as distributed services. This approach is
depicted in Figure 11, where squares represent the smart entities, circles are the high-level
functionalities, and the lines are the two-way interactions.

The work amongst research and industrial communities is ongoing in terms of stan-
dards for Industry 4.0 system architectures that enable adaptable and flexible CPPS integra-
tion [139]. The most prominent are the German I4.0 initiative, Reference Architecture Model
Industrie 4.0 (RAMI 4.0) [142], and the American Industrial Internet Reference Architecture
(IIRA) [143]. The two approaches are deemed complementary; however, RAMI 4.0 focuses
on manufacturing, whilst IIRA is concerned with integration across domains [144].

Figure 12 graphically represents the RAMI 4.0 architecture as a three-dimensional
space of manufacturing-systems’ integration.
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The composition of RAMI 4.0 architecture [62,145] is briefly provided below.
The vertical axis is composed of the six layers representing the IT structure aiming to

integrate all aspects of the enterprise digitalization
The business layer maps the business, legal framework, and linking between different

businesses. It ensures, within the value stream, the integrity of the functions.
The functional layer enables formal descriptions of functions and acts as a decision-

making layer, a platform for the horizontal integration of different functions. It supports
the business procedures and generates the logic of the rules and decisions.

The information layer is the data collection layer that enables the integration of the dif-
ferent available data into useful information. It also preprocesses events for the next layer.

The communication layer addresses data transfer to the information layer in both direc-
tions by standardising data format and protocols.

The integration layer represents the transition from the real to the digital world and
provides processed information for the digitization of the assets. Elements connect to
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information technologies (IT) such as sensors, radio frequency identification (RFID) readers,
the integration of the human–machine interface (HMI), and computer-aided controls of the
technical processes.

The asset layer represents the real world and physical components of a factory and
human and passive connections of the assets. This could include PLCs, robots, documents,
and archives, but also software and ideas.

The right horizontal axis shows the factory hierarchy levels based on IEC62264/IEC61512
standards representing the different entities grouped by functional properties from the
product to the connected world level. The connected world stage of the Industry 4.0
development enterprise assumes an environment using the Internet of Things (IoT) and
Internet of Services (IoS) to connect enterprises, customers, and suppliers.

The left horizontal axis based on the IEC 62890 standard facilitates the product
lifecycle by addressing the integration and digitalisation of different stakeholders in the
value stream. RAMI 4.0 emphasises the difference between instance and type. When the
design and prototyping are completed, the type becomes instance, ready for production.

The components of the Industry-4.0-enabled CPPS that support RAMI 4.0 architecture
include [130,141]:

Controllers. PLCs are mostly used in manufacturing automation. They require
three essential components: programs for automation, communication links, and a virtual
representation for the administration. In addition, other features, such as reconfigurable
elements, large data storage, services, networking, interoperability, and open programming
standards, should be included.

Human–machine interfaces (HMI): The HMI is the interface for monitoring and
controlling a CPPS. Furthermore, it should support various functionalities, such as auto-
matic adaptation throughout the lifecycle, IoT protocols, smart device integration, and
3D visualization.

IoT connectivity: Integration between operational infrastructures, such as PLC with
IT infrastructure and higher enterprise network levels to establish communications for
smart devices at the operational technology (OT) level, enable the Internet of Service (IoS)
to provide services such as service-oriented architecture (SoA); OT and IT assets compatible
with IoT protocols; and standards and reference models.

Cyber security: the concept of CPPS involves connectivity with cloud and big data
services, as well as the generation, processing, and exchanging of a large amount of
security-critical and privacy-sensitive data, making them attractive targets and vulnerable
to both cyber and physical attacks. The main cyber security characteristics to govern the
CPPS are availability, integrity, and confidentiality of assets and data; authentication and
authorisation (access control) of access levels for assets and data; nonrepudiation that
protects against an individual’s false denial of having performed a particular action; and
the auditability of data and security events generated from the assets.

Digital twins: CPPS defines the behaviour and interaction between cyber and physical
worlds, and digital twins formed with modelling and simulation tools mimic the operation
of manufacturing systems to support interaction between the physical and cyber worlds.
These simulations could model discrete events, manufacturing processes, a transformation
of material, or the formation of workpieces in manufacturing. The utilisation of digital-
twin technologies enables process planning, cycle time studies, resource allocations, and
generating a bill of processes and operations in an accurate and visualised 3D environment.
The effective implementation of digital twins enables scenario planning so that the design
can account for otherwise-unforeseen risks.

The research emerges in the field of system architectures that embody the previously
mentioned Industry 4.0 principles and enable the formation of the CPPS. For example,
Trunzer et al. [139] reviewed available Industry 4.0 complaint architectures and proposed a
generic architecture encompassing all available findings and requirements.

The proposed CPPS architecture aims to satisfy the requirements of flexibility, scalabil-
ity, modularity, and standardized interfaces, common information model, data curation,
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historic data access, interenterprise data exchange, privacy, integrity and security, service
detection and orchestration, and real-time communication. The key component is the data
management and integration bus. This bus consists of real-time and non-real-time channels
and allows for communication amongst connected systems. Importance is drawn to the
usage of the real-time bus for time-critical data only, as this saves communication costs and
ensures proper real-time communication. This way, the bus can carry out real-time as well
as non-real-time communication.

The reviewed literature reveals a large number of academic activities in the domain
of standardisation of CPPS integration models. Some emerging standards, such as RAMI
4.0, are becoming more accepted by the research community; however, there is an evident
lack of published empirical studies coming from manufacturing practice to validate these
initiatives. It is noted that the standardisation of Industry 4.0 architectures is of special
interest for the future. The transition from the traditional automation integration described
by the ISA 95 standard to the new RAMI 4.0 position requires investment and appropri-
ate implementation methodologies; however, understanding the business case for this
transition is the essence.

5.1.2. Industry 4.0 Implementation Approaches

The effective implementation of Industry 4.0 technologies is still a subject of research,
owing to the complex technology architecture of the manufacturing systems [133] and
resulting in a lack of standardised approaches for the industry to follow [104,132,133,146].
This is further exacerbated by the general lack of relevant knowledge, inability to realisti-
cally quantify the return on investment, and lack of a skilled workforce [104]. Although
of practical importance to the practitioners, mostly academic investigations into Industry
4.0 implementation approaches were found. Available implementation proposals include
those based on the lean six sigma principles, for the generic manufacturing industry [104]
or integrated business process management (IBPM) [147]. The key implementation issues
are indicated as (1) the inability to correctly identify the targeted performance objectives
and (2) a lack of leadership capacities [147].

An examination of the procedures followed by four companies in introducing digi-
tal elements in their operations found that each company followed different implemen-
tation patterns; the Industry 4.0 technology is not the goal, but the instrument, and a
particular business process excellence is the driver to introduce new technologies in the
operations [148]. Academic investigations into Industry 4.0 show that this topic is novel;
however, it only extensively focuses on large enterprises [149–151]. The literature points
out that SMEs are only marginally investigated in this context and that the SMEs frequently
have lower digitization levels than their large counterparts which are likely to affect the
implementation of a CPS, further proposing that the implementation path starts with the
adoption of ERP systems, seen as the necessary first step and the technological precursors
to establishing a CPS [149,152].

A proposal to utilise systems thinking in managing challenges caused by the increased
product complexity and connection to the IoT and IoS when implementing cyber–physical
systems (CPS) and cyber–physical production systems (CPPS) was made [153]. This re-
search proposes six checkpoints (business case, specification, architecture, implementation,
integration, and transition) for structuring deliverables along the V-model, where each
checkpoint is supported by control questions. As stated in this paper, the V-model was first
introduced as a software development method [154], and later used for the development
of mechatronic systems by the VDI 2206:2004 [155]. The basic principle of the V-model is
the decomposition of a system, the discipline-specific development of a subsystem, and
the integration with verification of system elements at the same system level as they were
specified [156].

The paper [153] states that the six checkpoints were introduced to structure logical
tasks in developing complex systems as well as the integration of requirement management
and aspects of systems engineering. These questions ensure sufficient system maturity
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before advancing to the next logical group of tasks. This approach provides methodical
support for system designers of CPPS and enables the project manager to check the maturity
of the whole, integrated development. Through this methodical support, the emerging
requirements for the integrated development of CPPS can be fulfilled.

The assumed CPPS combines both the physical and digital realities connected via the
IoT and the IoS, where the physical reality can be manipulated by actuators to provide
additional value-add [153].

To aid the system development, a model-driven engineering toolchain for the develop-
ment of CPPS was proposed [157], and an attempt was made to develop and implement a
pilot integrated system for intelligent automated decision making in the context of Industry
4.0 using model-based systems engineering (MBSE) and associated SysML notation [158].

The SysML models, through a variety of offered diagram types, provide consistency
in developing solution architectures by enabling safety and quality in the designed models,
as well as traceability, e.g., when technology gets updated or removed.

This methodology also enables decision making and identifying the most responsible
equipment for loss of productivity and increases the traceability of the processes.

The reviewed literature exposes that to have a successful Industry 4.0 implementation,
the target performance objectives or target business process excellence goals need to be
identified to act as the drivers for introducing Industry 4.0 technology as an instrument to
achieve desired targets. These targets could be based on process excellence methodology
such as lean or six sigma principles; however, they need to be appropriate for the type of the
business and the sector within which it operates. Systems engineering with the associated
SysML programming language provides an attractive alternative for approaching the
challenge of architecting such a system.

5.1.3. Industry 4.0 Maturity

Digitalisation in SMEs is challenging due to a lack of resources and knowledge to
select appropriate technologies [159]. The literature presented in Section 2.4 concurs with
the research finding that firms’ competitiveness is a result of their ability to innovate and
the speed at which it brings new products to the market [159]. Appropriate implementation
of Industry 4.0 promotes this desirable agility; however, it comes at a risk of inappropriate
investment. To reduce the risks of inappropriate investment, companies need to understand
their maturity in terms of Industry 4.0 to decide on the most appropriate implementation
strategy [159,160]. As seen in Section 2.4, this is particularly critical in the case of composite-
manufacturing firms, most of which are SMEs. For these companies, the challenges of
technology and market uncertainty add pressure and force them to focus on more tactical
targets even more, because the time spans in which technology and market uncertainties
are resolved are often too long [30].

As no studies were identified of Industry 4.0 maturity, neither within composite man-
ufacturing nor fully covering the SMEs, the general Industry 4.0 literature was examined.
To understand the maturity of Industry 4.0 adoption within manufacturing businesses, a
survey of companies led to the proposal of the dimensions that characterise Industry 4.0:
smart supply chain, smart working, smart manufacturing, smart products, and base tech-
nologies consisting of IoT, the cloud, big data, and analytics [161]. Amongst the findings is
a proposal for the staged approach to implementing Industry 4.0 principles, starting with
the adoption of the front-end technologies with a focus on smart manufacturing [161].

A maturity model proposed by VDMA also used the following six dimensions to
identify the maturity level of organisations: strategy and organisation, smart factories,
smart operations, smart products, data-driven services, and employees [162].

These dimensions have six levels measured from 0 to 5, where each number corresponds
to the readiness level: 0—outsider, 1—beginner, 2—intermediate level, 3—experienced level,
4—expert, and 5—top performer. The Industry 4.0 readiness assessment by VDMA [162,163]
was identified as a well-grounded tool recommended by some researchers to be used
to perform Industry 4.0 readiness assessments [164–166]. According to the literature,
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this maturity model has been used in practice and does not require significant time and
resources and needs a medium Industry 4.0 skill level [159].

Another maturity model proposed by Acatech [160] also uses six levels to measure
identified dimensions of resources, information systems, culture, and organisational struc-
ture. The model is robust and offers guidance related to the company objectives; however,
it requires a significant investment of time and resources.

An assessment of existing maturity models in the context of Industry 4.0 examined
many potential tools and methodologies [167]. They concluded that none of the examined
approaches are fully suitable for manufacturing firms and that the most obvious deficiency
of the examined models is that they do not support manufacturing enterprise architecture
holistically. Similarly, [159] analysed existing maturity models’ suitability for SMEs. They
concluded that the currently available maturity models would be challenging for SMEs.
To make a maturity model SME-appropriate, it would need to satisfy the conditions of
simplicity, requiring little knowledge to fill out a questionnaire, suitability of the model for
SME organization, and providing guidance for the follow-up steps.

In addition to the mentioned dimensions of Industry 4.0, the literature survey iden-
tified the interest in investigating the maturity of risk assessment [168] and the ability to
quantify benefits [169].

The reviewed literature exposed proposals in terms of sequences of Industry 4.0
implementation. For this to be successfully followed, companies need to understand their
maturity level before venturing into Industry 4.0 implementation. Understanding the
current status and guidance towards the improved state needs to be driven by the company
strategy; however, the examined maturity models need further modifications to be usefully
used and accepted by the SME community. Furthermore, as no research on this topic was
identified regarding the composites, any of the identified maturity models would need to
be verified in practice.

5.2. Conceptual Industry 4.0 Implementation Framework for Composite Manufacturing

In reality, as seen in Section 2.3, conventional composite-engineering practice has
largely been influenced by the traditional industries following the division of labour prin-
ciple, meaning the disconnection of design, engineering, and production from physical
craftsmanship skills. For a successful product to be delivered, as stated in Section 2.3,
composites require a well-integrated design for manufacture (DFM), or more generally,
design for excellence (DFX), methodology along with the entire enterprise through the
whole of the product lifecycle, relying on the integration of functions and concurrent or
systems-engineering approach. The successful implementation of DFM in organisations
enables activities to be executed collaboratively and concurrently among divisions and
departments, not only integrating technical or technological processes of composites but
also those of the entire enterprise. This integration, as stated in Section 2.4, helps with the
challenges of value creation and supply chain management. As findings from Section 2.3
suggest, companies utilise systems thinking and systems engineering in realising success-
ful and highly integrated DFM methodology including both its technological and social
elements. Additionally, from Section 2.2, it can be concluded that systems thinking is the
essence of the business model considerations of composite-manufacturing firms.

The review of business models of composite firms in Section 2.4 reveals the importance
of the science-based innovation business model and points to its susceptibility to technology
and market uncertainties. This means that for many companies operating in this field, R&D
and knowledge development are seen as being costly and a distraction from commercial
activities. Section 2.4 further explains that the composites market is characterised by a
large number of mainly small and microenterprises and that the cross-sector nature of
some companies allowed them to navigate through the uncertainties of technology and the
market. The research findings further state that the model combining resource-based theory
and ecosystem analysis provides a good basis for exploring composite-manufacturing
businesses. This model promotes the systems-thinking concept and sees a firm as a dynamic
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open system that draws resources from the environment, is subject to dynamic interactions
that at the same time stimulate growth, restricts the firm’s ability to expand capacities, and
facilitates growth.

From the reviewed literature, it is argued that the systems-thinking and systems-
engineering approaches are required in realising Industry 4.0 implementation and that
the goal is successfully delivering the desired DFM and DFX methodologies in composite-
manufacturing firms.

The systems-engineering approach, however, needs further validation or potential
adjustments in the case of composites as the current research caters sufficiently neither
for SMEs nor for composite manufacturing. The gap in professional practice, elicited in
Section 4.2.2, resonates with the previous statement. Although this section delivers a review
of the proposed implementation models, none directly address composite manufacture
and they need further justification in engineering and manufacturing practice.

Findings of the literature search suggest an absence of reported implementation
methodologies and patterns related to composite manufacturing, and the suggestion is
made that composite companies are struggling to understand implementation or simply
how to make the first step [170].

To enable further research and allow for aiding the introduction of Industry 4.0 in
composite-manufacturing firms, a conceptual implementation framework based on the
systems-engineering V model is proposed in Figure 13.
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manufacturing firms.

To more precisely define the research interest of investigating the V-model in imple-
menting Industry 4.0, the diagram presented in Figure 14 is utilised. It represents the wider
ecosystem of composite companies’ business space; however, this research will focus on a
company itself delivering the value by adopting Industry 4.0.

The implementation framework presented in Figure 13 is a proposed process and
methodology to guide the implementation of Industry 4.0 and is based upon systems-
engineering principles.

The following are the aims of this proposed implementation framework:

• Enable senior sponsorship for this activity;
• Help to define the goals and objectives of Industry 4.0;
• Allow for defining solution architecture able to achieve goals and objectives;
• Provide a tool to evaluate and verify value proposition (ROI and payback);
• Provide a platform to develop, verify, and validate the implementation;
• Bring people on the journey of Industry 4.0;
• Aid implementation efforts.
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It is considered that the Industry 4.0 transformation is a major change for any organi-
sation, and risks of inappropriate implementation or implementation failures need to be
managed carefully [104]. As highlighted in the literature review, uncertainties of imple-
menting Industry 4.0 in organisations range from the lack of a proper definition to how it
should be implemented, and whether organizations are ready for such a change [171,172].
Industry 4.0 in manufacturing enables establishing the cyber–physical system (CPS) con-
cept and integration of the entire product lifecycle within a factory as well as the supply
chain. All of those technological advances are posing more demanding requirements on the
infrastructure, management, workers, and technologies; hence, there is a risk of additional
things going wrong [78,147,173]. With new Industry 4.0 technologies in place, it is to be
expected that people can worry about losing their jobs or not wanting to change their ways
of working [147].

This proposed implementation framework aims to enable composite-manufacturing
companies to successfully achieve the move towards Industry 4.0 in a structured way by
carefully managing change while considering associated risk, skill gaps, and shortages,
whilst gaining workforce buy-in at different levels of an organisation. The target is to
achieve DFM and DFX across the organisation [153]. Change management embodies
plans and activities aimed at preparing, supporting, and helping individuals, teams, and
organizations in making organizational changes [174] and ensuring a risk management
strategy to avoid losses [104]. As a result, the proposed implementation process that follows
the V-model of systems engineering includes every part of the organization in a structured
way to ensure that there is ample support available during the change process.

5.2.1. Phase 1—Business Requirements

The first step in the proposed model refers to the “Business requirements” phase,
which should aim to provide the needs and expectations of the business. Business require-
ments should answer the question, “What does the business want to do?” whilst remaining
solution-independent. Business requirements consider the business needs without attempt-
ing to provide a technical solution. This first phase of the Industry 4.0 implementation
process is the start of the change.

As such, the business leadership team with individuals at the highest level of the
business should provide vision, support, and executive sponsorship of the Industry 4.0
initiative. This leadership team should be providing the vision of where the business should
go, act as a steering committee during the project execution, and be the final customer of this
transformation once the implementation transitions into the final phase 9. The individuals
involved at this level should be C-level executives. (CEO, CTO, COO, CFO, etc.). It is not
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anticipated that the business executives would directly lead this implementation project,
but to provide vision and support for this initiative. However, they must be informed
and consulted regarding the execution of this implementation, as it will be a process of
continual discovery and learning, and feedback will allow for appropriate decision making.

For a successful implementation planning and, later, for the roll-out to take place, it
is important to agree on the vision with all stakeholders at this level. This vision should
consider overall business requirements and expectations from the implementation of
Industry 4.0 technologies, whilst describing what the business needs to achieve, but without
prescribing how. How the requirements are achieved comes later in the process and
needs to be thoroughly investigated and substantiated by the business case. Typical tools
used in this phase are a SWOT (strength–weakness–opportunity–threat) analysis and
PESTEL/PESTLE [175,176] analysis that can help in identifying the internal strengths and
weaknesses of the organization, as well as its external opportunities and threats [177].

Typically, the vision topics that should feature at this level would involve considering
where the problem is and the effect of Industry 4.0 on the business and its model [170].
This could be achieved by considering subjects of value creation (productivity increase,
better supply chain management and lowering the stocks, mitigation of job shortages, etc.);
value offer (products vs. services offerings, larger product spectrum, versatile and flexible
products, condition monitoring, remote maintenance, and data analytics services); and
value capture (gaining access to additional customer groups, the way the business interacts
with customers, payment methods, digital accounting and automated invoices, as well
as the pay-per-use or pay-per-feature possibilities) [149]. Once produced, the vision and
business requirements serve as a tool to communicate to operational and technology teams
in the next phase of implementation what the solution needs to do to satisfy the business’
vision. The business targets should cater for short-term, medium-term, and long-term
Industry 4.0 goals, as well as inform the creation of the use cases that are used in the final
phase to validate the technology transfer to BAU.

As Industry 4.0 is a relatively new business transformation trend, many business
leaders might not be fully aware of its benefits and importance. This could result in a
risk of resistance to change [178] and, consequently, not a complete buy-in and lack of
support from the senior executives. This could be mitigated by either the provision of
relevant training on the benefits of Industry 4.0 or by directly involving external Industry
4.0 experts [147]. Furthermore, there are risks in finding relevant and credible external
experts and training on the business impact of Industry 4.0 on composite firms, as the
implementation of Industry 4.0 is a relatively new topic. Additionally, the issue of budgets
and access to all required personnel and resources, and scheduling meetings or workshops,
could prove challenging.

Another risk at this phase is to attempt to make exceedingly early solution decisions,
without a thorough investigation and business case substantiation. As the implementation
process provides continual feedback on the new facts and learnings, any modification
of an existing or introduction of new initiatives will warrant the creation of the new
business requirement.

5.2.2. Phase 2—Operational Requirements

Operational requirements describe the characteristics and targets that need to be met
by the business operations. Industry 4.0 systems are expected to enable delivering on these
requirements, but the focus at this stage is on eliciting requirements and mapping the
current operations.

At this stage, the Industry 4.0 implementation project leadership team should be
assembled from senior business unit leaders/managers, to provide the overview and logic
of business processes, as well as to direct and lead this transformation project. Functional
heads of operations, engineering, R&D, quality, IT, HR, sales and marketing, finance,
purchasing and supply chain management, and legal and governance functions should be
included, all sponsored by the senior executives from phase 1. To truly embrace this change,
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the support from this level of business needs to be active and visible, and these individuals
should become ‘digital champions’ for the employees to adopt this initiative [179].

The project team should attempt to translate the business requirements from phase
1 into the operating requirements (or critical to the process and quality attributes) [78]. For
each operational requirement or identified critical process and quality attribute desired by
the business, such as cost, rate, quality, level of system security, reliability, maintainability
and upgradeability, appropriate metrics and measurement systems need to be defined. The
operational requirements form the operational-level use case, which is used as a basis for
the validation of concepts of operation in phase 8. Once the operating requirements are
understood, the team will need to evaluate the organization’s current position, as well as
the business’ current level of Industry 4.0 maturity. This includes the assessment of the
existing systems, technology, workforce skillset, and culture, identifying the limitations
of the existing resources and anticipation of the developmental needs. Organisations can
benefit from the existing Industry 4.0 readiness assessment tools [160,162–167] designed
to assess a set of identified dimensions including technological, strategic, and employee
readiness factors. These tools are designed to help organisations in formalising roadmaps
and documenting steps that will take them from the current to the desired position. With
these tools, it is possible to benchmark the current level of Industry 4.0 readiness and
obtain guidance on the following steps in achieving the required level of maturity. This
activity should also help to identify additional functional and nonfunctional operational
requirements [180,181] as well as all the stakeholders in this process, such as employees,
management, shareholders, suppliers, and customers, and understand their readiness and
ability to influence the execution.

Following the evaluation of the organization’s current position and the level of Indus-
try 4.0 maturity, it is crucial to identify all the key business processes that would contribute
to achieving previously identified business and operational requirements and use them
as a baseline for the Industry 4.0 initiative. These processes should be taken in turn and
mapped out in their current form using process flow charts and value stream maps. In
either case, it is important to map the “as is” state of identified processes accurately, de-
scribing connections, sequence flows, and decision points. This is a necessary step that
enables capturing the shortcomings and planning for the appropriate actions to be taken.
The value-stream-mapping technique could be used as a useful tool that displays the steps
in a specific business process and shows the flow of both materials and information as they
progress through the process to the end-user [182]. The purpose is to form an ‘as-is’ process
model that provides common understanding and communication among the stakeholders.

This will help the project leadership team to assess the process flow and its short-
comings, and define a change management strategy that will help the transition of an
organisation from the traditional to the digital needs to be defined [183] A variety of
software tools such as LucidChart, Microsoft Visio, and Creately are available to aid the
process [184].

The types of documents expected to be produced at this stage are organizational charts
(a diagram showing the organizational structure and the relationships, as well as roles
and reporting hierarchy of the people, involved [185]), stakeholder maps (layout showing
the responsibilities of the people involved, their connection to each other, and who can
influence the project [186]), context diagram (a tool for confirming the overall scope of
the business function and the system integration requirements for process analysis [187]),
and business use case diagrams (diagrams that can establish the context to confirm the
functional scope of each business process within an organization [188]).

The risk of operational requirements (or critical to the process and quality attributes)
not being aligned with previously defined business-level requirements should be mitigated
in direct communication with the exec level steering team from phase 1. Continuous
feedback is required here between phases 1 and 2 to allow the convergence and verification
of operational targets with the business requirements. Another risk at this stage would
be to start mapping the improved state of the identified critical processes, as opposed to
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their ‘as-is’ state. To mitigate this risk, the frequent and critical evaluation of examined and
mapped processes in their “as-is” state against a real operational environment is needed.

The risk of Industry 4.0 adoption in the follow-up stages of implementation can be
mitigated in this phase of implementation by the assessment of the company’s cultural
landscape [147]. This information helps to understand how change has been managed
historically. The understanding of the organization’s willingness, as well as the ability
to adapt to the next wave of transformation [189], can serve as a baseline for designing
essential change elements and can also help in establishing a contingency plan.

5.2.3. Phase 3—System Architecture and Business Case

The integrated system architecture provides a high-level description of the business
operations system that delivers to the set of prescribed objectives—operational require-
ments. Many system architectures are able to achieve the stated requirements; however,
the down-selected one will be backed up with the winning business case.

The project leadership defined in the previous phase, joined with the business system
architect, is now assessing the “as-is” status of the business against collated operational
requirements, aiming to move towards new concepts incorporating Industry 4.0 principles,
capable of addressing the established critical to the process and quality attributes. As
Industry 4.0 is characterized by the digitization and integration of systems supporting the
functions, such as operations, engineering, R&D, quality, HR, sales and marketing, finance,
purchasing and supply chain management, and legal and governance, the IT function will
need to enable this connectivity, which can put the IT function under extreme stress and
pressure [104]. The IT function must be actively engaged in this process from the beginning,
and possibly involved as the project coordinator. This will help the IT to plan both for its
development, and for developing a digital thread throughout the entire value chain, whilst
maintaining the cybersecurity of the operating environment [190].

Following the assessment of the gaps and shortcoming of the “as-is” status, against
operational requirements, the business system architect—representing the IT function,
in conjunction with the process experts, the R&D team, and the project leadership team
—produces a variety of possible system architectures, using techniques such as brainstorm-
ing, failure mode and effects analysis (FMEA), or a cause-and-effect diagram [104]. To
develop these system architectures, an understanding of available Industry 4.0 technolo-
gies is needed, and companies might need to resort to external experts to support this
phase [147]. The derived system architectures would contain high-level plans and work-
flows covering a wide spectrum of business aspects such as automated manufacturing
approaches, inspection, quality control, certification, customer-to-supplier value chains,
legal domain, health and safety aspects, as well as cybersecurity.

Generated concepts and scenarios should be categorised as short-, medium-, and
long-term implementation ideas, based on complexity, level of organisational maturity and
ability to adopt them, cost, and timeframe for implementation. The short-to-medium-term
Industry 4.0 concepts should be further evaluated, and a detailed cost–benefit analysis of
different architectures should be performed.

Investment appraisal methodologies such as discounted cash flow (DCF) [191] repre-
sented by payback (PB) analysis, net present value (NPV), and internal rate of return (IRR)
should be used [192]. There are also methodologies aiming to establishing the return on
investment (ROI) of software based on phased investment [193] that might prove useful.

It should be noted that SMEs can be particularly cash-flow-sensitive and the cash
impact of capital investments such as Industry 4.0 implementation is one of the critical
information pieces in the decision making of what might be possible to achieve and acquire
or how to finance it. As such, cash flow analysis is important as the monetary investment
of these technologies needs to be balanced with income, and, therefore, planned and staged
appropriately [194].

At this stage, a variety of simulation tools can be used to analyse proposed options
and produce animated and interactive models to replicate the operation of an existing or
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proposed production facility. Software packages such as WITNESS, AnyLogic, FlexSim,
Simio, and Simul8 Professional can be used to assess the impact of investment, plan and
optimise production and scheduling, help with facility design and manufacturing-capability
planning, aid bottleneck analysis and resource allocation, and be used for deriving the
business case of Industry 4.0 [147]. All of the proposed architectures need to be analysed.
Based on the ability of proposed systems to meet the desired requirements, a best-fit
architecture should be identified using a tool such as the Pugh matrix, a simple method
for concept selection [195]. This helps in qualitatively identifying the winning high-level
system architecture composed of relevant subsystems and their interactions.

The final results of this phase are the business case and the new system architecture.
The appointed project manager then uses this information to develop a preliminary im-
plementation project plan, that is refined in the detailed subsystem design in phase 4.
Additionally, a roadmap of future developments is produced as not all proposals will fit
the short- or medium-term period. This approach also helps companies to manage the
change through a series of smaller changes guided by a developed roadmap to generate
immediate benefits and absorb costs easier.

Implementation of Industry 4.0 can fail for many reasons, and the risks at this phase are
trying to do too much without a proper focus or goal, emphasizing simply introducing new
technologies without assessing their role within the business, compartmentalizing digital
initiatives from the rest of the business, or a large-scale implementation of digitalisation
without a realistic view of return on investment [147].

One of the main risks at this phase is realistic value estimation of Industry 4.0 imple-
mentation [169], as businesses are largely unaware of Industry 4.0 benefits. This could
increase a barrier to Industry 4.0 adoption. The task of anticipating benefits resulting from
employing Industry 4.0 enabling technologies, converting these benefits into monetary
value, and anticipating associated costs could prove challenging and time-consuming,
needing significantly different resources time and budgets, depending on the desired level
of insight. Typically, envisioning benefits is the most difficult aspect of such estimations,
as new uses for the same technology are found later [194]. This risk can be mitigated
with either the provision of relevant training on the benefits of Industry 4.0 or by directly
involving external Industry 4.0 experts [147].

In this phase of implementation, the project team and in particular IT function must
be empowered or enabled appropriately to start planning management of the forthcom-
ing change, as otherwise, this can pose a significant implementation risk. For example,
new architectures and improved processes might change the interactions between business
processes. This is a significant risk for the implementation and adoption of Industry 4.0 tech-
nologies so the roll-out plan and training need to be anticipated and planned appropriately.

All of the potentially introduced changes will need to be assessed for legal implications.
In the future, it is anticipated that blockchain technology and smart contracts will be used
within the legal or commercial framework [196].

More globally, businesses of an appropriate maturity can start to consider how to
derive value from the customer demand to supply chain interactions due to the introduction
of Industry 4.0 technologies [161]. However, this integration of value chains, and the
creation of a digital supply network by connecting the digital twins of partners’ operations
heavily rely on IT alignment across value chains [197]

5.2.4. Phase 4–Subsystems Definition and Sub-Systems Design

The winning system architecture determined in phase 3 consists of a high-level def-
inition of sub-systems, their interactions, communication and data exchange plans. A
subsystem (e.g., automated manufacturing production line) is a single, predefined oper-
ating environment through which the system coordinates the workflow and the use of
resources [198]. In this phase, the project team is expanded to encompass the process
specialist or subject matter experts from all considered areas of business, as well as the
intended system users at all levels. This subsystem definition starts by reviewing the
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high-level system design and selected subsystems, which were determined in the previous
phase by using the Pugh matrix technique.

In this phase, each sub-system is designed in detail using methodology such as “Model-
based systems engineering” (MBSE) which is a formalised methodology used to support the
requirements, design, analysis, verification, and validation associated with the development
of complex systems [195]. In contrast to document-centric engineering, MBSE puts models
at the centre of system design. By creating and using MBSE models, complex systems
design activities are possible to coordinate, stakeholder requirements to manage and
achieve optimal use of time and resources [199]. At this phase, the detailed responsibilities
of the subsystem are defined and refined, while refining subsystem dependencies and
interfaces as needed.

The project team, technically led by the business system architect needs to consider
and design each subsystem in the context of Industry 4.0 technologies separately first, and
then in combination with others, to develop a holistic understanding of the benefits. It is
expected that some of these activities will feedback to phase 3 to further inform cost–benefit
analysis and enable make or buy decisions [157].

During the development process, the developed subsystem models would be subjected
to numerical and statistical analysis to optimize their performance, such as Pareto frontiers
multiobjective optimization [195], the design of experiments [200,201], or the response
surface methodology [202]. To be successful, this development must identify and adopt
appropriate target performance objectives. This could be in the form of process excellence
methodology, such as lean management [148], or in the case of composites achieving DFM
or, more globally, DFX [153]. With this aim in mind, the developed systems will allow
for the feedback from the manufacturing development into the design; development of a
database of knowledge; establishment of the complex interactions of process and quality
parameters; as well as integration with the nontechnical functions to be mapped into the
design and final product. This should be a multifunctional development, and mechatronics,
software, automation, and process specialists will need to work together in determining
the different elements of each subsystem.

The final aim is to develop a detailed architectural model of the whole system made by
connecting the predefined number of cyber–physical sub-systems, where each subsystem
is discretely modelled and has its transformation function [157]. Based on the determined
detailed design, a use case for each subsystem is to be defined and used as a basis for
validation later at the “Subsystems test” in phase 6. Using the detailed design of the
subsystems and overall system architecture, the appointed project manager updates the
preliminary implementation project plan produced in phase 3.

The key to the success of the follow-up component design phase is to identify responsi-
bilities, interfaces, and dependencies for each subsystem, and to state detailed requirements
and interfaces for each subsystem, as well as a detailed communication plan and data
exchange plan. The aim of this is to use subsystem models to guide the development
and acquisition of the components (e.g., electrical, mechatronics, software, or automation
components) that will make up the subsystems as well as be used as use cases in the phase 6
“Subsystems test” for validation. For example, the subsystem representing a cyber–physical
system of a composite-manufacturing production line compatible with Industry 4.0 princi-
ples will identify the components needing to be acquired, and the developed models enable
the cost, takt time, process, and quality function to be determined. This can be used to then
validate the system at implementation in phase 6.

The major risk at this stage is developing solutions that do not follow standards for
technologies such as IIoT and cyber security [62,110]. This requires specialists in each
functional area to be fully involved and informed of appropriate standards. If the skill does
not exist within the company, external experts need to be considered. Companies should
consider partnering up with universities, research institutions, national laboratories, and
other publicly funded bodies, which can play pivotal roles in helping private manufacturers
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implement Industry 4.0 technologies. This can help reduce cost and implementation barriers
for many composite manufacturers [105,170].

Another risk at this stage is to create detailed system and subsystem solutions without
considering all users and stakeholders in the company. It is essential to involve all the
potential system users in the creation of the use cases at this stage, to ensure buy-in and
usefulness of the systems and user interfaces. As the barriers to implementation are
associated with resistance to change [126], various stakeholders will need to have the
opportunity to be involved and express opinions.

5.2.5. Phase 5—Component Acquisition

At this stage, the components of each subsystem are acquired either by being built
internally or purchased [158]. This phase involves many functional teams, as the compo-
nents intended to meet the system and subsystem requirements defined in previous phases
need to be acquired via the most suitable route. As a result, the project team is expanded
further and will include specialists from the business areas for which the subsystems are
considered, and could also include software developers, mechatronics, automation, and
process specialists.

Component acquisition is a transition phase from requirements’ development into
implementation [153]. For the case of manufacturing CPPS, the typical components would
cover sensors, actuators, automation, robotics, SCADA, MES, ERP, software, and interfaces
to the IoT and IoS [141]. It is critical that the project team by this phase has established the
critical parameters to be measured, and critical process attributes to be controlled [104]
so that, for example, the appropriate sensors and actuators can be acquired. Additionally,
depending on the ambition and level of business Industry 4.0 maturity, various knowledge
databases could be established with the ability to use data analytics as descriptive, diagnos-
tic, predictive, or prescriptive capability [158,161]. All of these components depend on the
requirements of system and subsystem architectures, and need to be carefully chosen at
this stage and finally acquired, either through purchasing or internal development.

Industry 4.0 consists of a wide range of technologies, and it is expected that most
of the components will be procured, with only a small number of internal develop-
ments [127,161]. This process would start with the identification and selection of reliable
suppliers/vendors [125].

The identified suppliers should be evaluated for compliance with the chosen Industry
4.0 standard, such as ISA-95 or RAMI 4.0, on criteria such as corporate vision, technology
and system architecture, product functionality, product industry targets, service and sup-
port, and supplier longevity [125]. After selecting appropriate vendors, the list of criteria
for each component from previous phases should be compiled and used to benchmark
various products, leading to the selection of the most appropriate ones.

For inhouse developments at this phase, the typical tools used would be software
packages for CAD design, process flow, product analysis, software development, etc. [104].

The successful delivery of this phase includes managing risks of planning being ap-
proved by the business and released by the project team to initiate all procurement [153].
Another risk is to try to undertake everything inside a company, as the range of skills and
resources needed to develop the full breadth of Industry 4.0 capabilities would exceed that
of the given company [170]. Instead, the companies should aim to become intelligent speci-
fiers, utilising the learnings from this design phase. Then, depending on the availability of
skills and resources, the components are typically acquired through the supply chain.

5.2.6. Phase 6—Subsystem Tests

At this stage, each subsystem is firstly built or assembled from the components
acquired in phase 5, and then tested against the relevant subsystem use case, and developed
in phase 4 to validate the subsystem design. The simulations of the subsystem models
developed in phase 4 are extensively used to provide the comparison with the results of
the subsystems’ pilot runs and understand real vs. ideal behaviour.
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Pilot runs are typically performed to assess and manage the risk of failure, understand
the subsystem’s true performance in a controlled environment, confirm or disprove ex-
pected results and relationships, test and validate the benefit of the proposed solutions
before full-scale implementation, validate the measurement systems, identify additional
improvements in either the solution or implementation launch itself, improve future projec-
tions of the benefits of full-scale implementation, increase stakeholder buy-in, and quickly
deliver a version of the solution to a targeted segment of the client population [104].

The subsystem pilot runs should be exposed to a test matrix covering a broad range
of inputs and process conditions. After the pilot runs, the project team should analyse
the differences between the predicted and the actual performance, and the appropriate
tolerance of acceptability should be established so that the results can be communicated
objectively [104,124]. For any large deviation in the expected result, the root cause analysis
of the differences should be carried out, followed by the decision regarding if changes
are required.

The next step after the pilot run should be the dissemination of results to the busi-
ness and gathering feedback on the outcomes. Change management is a key part of a
project’s success, and feedback provides insight into the opinions of those impacted by the
project [122]. The results of the pilot run should be compared to the scope and goals of the
project, and the project team will need to establish if the specified degree of automation
can be achieved, or if the layouts, dimensions, designs, and details of sensors, actuators,
software, and interfaces to the IoT and IoS been implemented. Additionally, the team
should report on the important features of a CPPS such as cyber security, human–system
collaboration, simulation models, whether the subsystems are installed following the rules,
standards and legal requirements in terms of workstations and manufacturing processes,
or if all the necessary employee qualifications for effective system adoption have been
determined [153].

5.2.7. Phase 7—System Integration

Once all required subsystems have been successfully established, the system integra-
tion is conducted in this phase, followed by the system test run [153]. At this stage, the
integration of the whole system is tested against the relevant use case planned in phase 3.
It means that the complete system architecture needs to be functional, and the connectivity
and communication protocols are tested to perform as expected. To achieve this, the project
team should plan and conduct a system test run, as it can help in minimising system failure
risks and provide understanding for more effective control of the system; additionally, the
test run will be able either to confirm or refute process interdependencies designed in phase
3, identify additional improvements in either the system or its implementation, and im-
prove understanding of the full-scale implementation benefits [203]. The project team needs
to ensure that the new system test run does not significantly disrupt the normal business
processes and that any system implementations are reversible to the previous state [147].
For a manufacturing company, this could mean setting up parallel production lines or using
some equipment for the system integration testing and others for routine production.

Depending on the agreed implementation goals and associated processes identified
in phase 2, many test runs could be conducted to ensure the seamless integration of
all the subsystems. This testing is aimed at bringing confidence in a new system and
ensuring integration of all the operational requirements through the realised and connected
subsystems [153].

During the test run, data should be gathered and compared with the requirements
from phase 3 to ensure that the project yielded the required results for the organization.
This phase provides an opportunity to document the operating procedures and develop a
transition implementation plan. A training plan can now be created by firstly capturing the
new work methods from the system test runs to enable knowledge transfer and, secondly,
by gathering the approaches for optimising and adjusting the newly established processes
and system [104]. The risk of the system’s ability to achieve specified tolerances and
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test sequences should be assessed, and the project team should consider if the deviations
from specifications and necessary changes have been communicated [153]. An impartial
assessment of the system test run is needed [204] to elicit problems and learnings, which
inform the plans for the following phase.

Due to the wide range of involved personnel at the system-level test run, the project
team will have an opportunity and should identify attractions (incentives, drivers) as well
as the obstacles (barriers, constraints) to the implementation, recognize associated risks,
and devise contingency plans to alleviate resistance to change in this implementation [104].

5.2.8. Phase 8—Concept of Operations

Once the required and planned processes, technologies, and capabilities represented
by the acquired subsystems have been integrated and tested to ensure a functioning system
in phase 7, the concept of operations test run is performed. The aim at this stage is to enable
a successful concept of operations, and the system performance is compared to the use
case from phase 2 [153]. Problems and learnings elicited in the previous phase are used to
firstly adjust the system and then to understand if all observed errors have been eliminated,
leading to successfully meeting operational requirements.

The organisation should assess its achieved maturity level and compare it to the
set-out goal, and the project team will use the previously defined operating requirements
to assess the response of the system to the cost, rate, quality, level of system security,
reliability, maintainability, and upgradeability [38,78,123]. Furthermore, the project team
should evaluate if the introduced technologies and overall team have enabled DFX across
the company and the ability of multidisciplinary teams from different functions to work
together and in parallel from the start of a project to get things right as quickly as possible,
and as early as possible [38].

Based on the learnings and improvements from this and previous system test runs, the
project team needs to establish maintenance plans and schedules and a preventive quality
management system [153].

As this is the last test instance before the transition into phase 9, it is particularly
important to ensure that the overall system with its subsystems as well as the intended
concept of operations is following the rules, standards, and legal requirements [153].
This phase is also characterised by the large-scale training of personnel to ensure that all
technical and personnel start-up difficulties are overcome [153]. Alongside the technological
implementation, the project team should evaluate the cost–benefit based on the real data, as
well as the firm’s current position, to ensure that a transition to BAU is still a viable option
for the organization. It could be the case that the organization is happy to continue running
a scaled model parallel to their existing business processes and intends to integrate the
‘to-be’ process gradually, over a longer period than previously [147].

5.2.9. Phase 9—Technology Transfer to Business as Usual (BAU)

In the last phase, the cyber–physical production system (CPPS) is moved to the regular
operation (BAU). The transfer to the BAU should be adjusted for any problems or learnings
that occurred during the concept of operations run and for the difference in the scale of the
rollout only for the features, subsystems, and systems that are proven to be beneficial [104].

At this stage, SWOT [177] and PESTEL/PESTLE [175,176] analysis can help in identi-
fying how the new system affects the internal strengths and weaknesses of the organization,
as well as its effect on external opportunities and threats. The project team hands over the
system to the business, making sure that the business requirements and the leadership team
vision, such as value proposition, have been met. All documentation needs to be compiled,
including product development information, and the production system that is meeting the
expectations is put into operation [153]. It is crucial that the project team, and more widely,
the business, support the uninterrupted operation of the CPPS by agreeing on plans for
control and maintenance, considering options such as virtual support for commissioning
and successfully implementing continuous-improvement process measures.
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Organisations should not be attempting to implement Industry 4.0 elements that
the business is not ready for or that cannot yield benefits due to business Industry 4.0
readiness/maturity level. This is the moment for the business leadership team, together
with the implementation project team, to revisit the medium-term and long-term business
targets identified in phase 1 and not implemented in the current project, and the Industry
4.0 goals roadmap of future developments produced in phase 3. Upon considering future
improvement opportunities, the business can decide to manage the change through a series
of smaller changes guided by a developed roadmap to generate immediate benefits and
absorb costs easier [194].

6. Conclusions

This paper focused on Industry 4.0 within the composite-manufacturing context. The
aim was to provide a useful Industry 4.0 implementation methodology to help SMEs in
this transition. SMEs represent a large number of composite companies to whom R&D
and knowledge development are seen as being costly and a distraction from commercial
activities. Establishing an effective DFM is identified as the goal to be achieved through
applying the Industry 4.0 principles. The V model of systems engineering is proposed
as the conceptual implementation framework for the process of defining, designing, and
implementing Industry 4.0 in composite-manufacturing enterprises. This framework, on
the highest level, is aimed towards helping the transition and management of this process.

There are nine identified technologies that, when joined up, go under the name of
Industry 4.0. Understanding the maturity of each company concerning Industry 4.0 is an
important step in establishing the starting point of this process. On the highest level, the
goals and objectives of individual companies need to be established, and the reason why
businesses should invest in technology must be justified. By understanding the starting
point as well as the goals of this transition, the implementation roadmap can be developed
and passed on to the operational level.

The next level to the challenge is where the technology should be applied. It could be
business-wide, or it could be on a manufacturing-process level; however, a business case is
needed to justify the selection. Wherever it is applied, experts in the area where it is applied
are needed to determine the requirements of the technology. An in-depth understanding of
composite-manufacturing processes which allows the determination of where and what
Industry 4.0 technology can work and do is required.

How the technology is applied requires a different set of capabilities. These could
include process specialists, software development, robotics, or data science. A manufactur-
ing business may not have these capabilities, so the question arises of whether to build the
capabilities in-house or outsource. A driver in this decision would be the need to move
quickly to retain or capture a competitive advantage.

Based on the investigated literature and evidence from the technology survey, a
conceptual framework is proposed. However, the framework needs further development
and validation to become a useful tool in guiding businesses along the implementation path.
For that reason, the following set of questions is identified as important to be investigated
and to support the further development of the conceptual implementation framework in
the managerial procedure:

• Identify challenges to the implementation of Industry 4.0 in composite manufacturing
for SMEs.

• Develop strategies to manage challenges and deliver on opportunities of Industry 4.0
in composite manufacturing for SMEs.

• Develop an understanding of the relationship between different pillars of Industry 4.0
for composite-manufacturing SMEs.

• Develop a methodology for determining the techno-economic viability of implement-
ing Industry 4.0 technology in composite-manufacturing companies.

• Verify the developed framework on a small-scale example.
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• The follow-up research will be aimed at targeting the above-identified questions and
further developing the proposed implementation model.
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