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Abstract: Fog technology is one of the recent improvements in cloud technology that is designed to
reduce some of its drawbacks. Fog technology architecture is often widely distributed to minimize
the time required for data processing and enable Internet of Things (IoT) innovations. The purpose
of this paper is to evaluate the main factors that might influence the adoption of fog technology.
This paper offers a combined framework that addresses fog technology adoption based on the
technology adoption perspective, which has been comprehensively researched in the information
systems discipline. The proposed integrated framework combines the technology acceptance model
(TAM) and diffusion of innovation (DOI) theory to develop a holistic perspective on the adoption
of fog technology. The factors that might affect the adoption of fog technology are analyzed from
the results of an online survey in 43 different organizations across a wide range of industries. These
factors are observed based on data collected from 216 participants, including professional IT staff and
senior business executives. This analysis was conducted by using structural equation modeling (SEM).
The research results identified nine factors with a statistically significant impact on the adoption of fog
technology, and these factors included relative advantage, compatibility, awareness, cost-effectiveness,
security, infrastructure, ease of use, usefulness, and location. The findings from this research offer
insight to organizations looking to implement fog technology to enable IoT and tap into the digital
transformation opportunities presented by this new digital economy.

Keywords: fog technology; fog computing; edge computing; adoption; diffusion of innovation (DOI)
theory; technology acceptance model (TAM); internet of things (IoT)

1. Introduction

Information technology (IT) has been a mainstay of productivity enhancement and
innovation for virtually all enterprises over the past few decades [1]. IT has also altered the
way people communicate, primarily because of the evolution of smart devices [2]. As IT
continues to be more widely utilized, its major impacts on both business and society have
led to massive digital transformation opportunities [3]. The use of IT resources continues
to grow exponentially during recent turbulent times [4], and the phenomena of digital
transformation have only been exacerbated by the COVID-19 pandemic and economic
disruptions across global industries. A major technology solution of recent IT innovations
is cloud technology, which offers an elastic architecture to provide IT services with minimal
effort [5]. An important aspect of cloud technology in relation to productivity enhancement
for an enterprise is supporting organizations to optimize their use of IT resources for
different business operations [6]. However, an analysis of a very large dataset shows
limitations related to the use of cloud technology that may result in unexpected costs, lower
availability, and longer task lengths for many business cases such as autonomous cars and
smart devices [7].
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Cloud technology faces several challenges, including limitations of network bandwidth,
latency-sensitive applications, and increased demand for real-time applications [8-11].
While cloud technology has been successful in numerous technology innovations over
the past few years, there is an opportunity to boost network connectivity [12], such as the
rollout of 5G connectivity for more responsive processing at the device (edge) layer as
computing and storage capacities of edge devices continue to improve. Cloud technology
architecture shows limitations in terms of the delay of sensitive computing services between
cloud servers and edge devices. For instance, when using cloud technology, long data pro-
cessing time may be needed due to the lack of a data center; therefore, the service delivery
can become inefficient [13,14]. In addition, vast amounts of data (also known as Big Data)
are handled and processed by cloud technology storage. Consequently, due to the large
amount of data, accessing and handling relevant information that should be analyzed is
a challenge [15,16]. The trend toward data redundancy has been attributed to the large
quantity of data that is ineffectively managed by cloud technology [17].

Fog technology has been presented as a new type of computing model to extend
the architecture and application of cloud technology [18]. Fog technology is often widely
dispersed to reduce the time required for processing data in a certain industry, which can
take advantage of local processing, as it is situated at the edge of the Internet of Things
(IoT) and artificial intelligence (Al) devices [18,19]. Due to these features, fog technology is
also termed ‘edge computing’, although many scholars and practitioners have different
interpretations of these two technologies. For simplicity and clarity, we will refer to
‘fog technology’ as a singular construct in this research that may be referred to as ‘fog
computing’, ‘edge computing’, ‘fog networking’, or ‘fogging’ in other research and practice.
The major rationale for this use of a consistent construct is to avoid concept proliferation
and to stress that the main point of differentiation of fog technology is its decentralized
architecture as compared to cloud computing. This distinction of fog computing over
cloud computing is the primary driver to investigate this research that studies distinct
adoption factors attributed to fog computing in contrast with many studies that look at
adoption factors for cloud computing. Likewise, since the amount of data is continuously
growing with the continued use of computing devices, the information produced requires
comprehensive data processing at the point of data being collected (edge devices) to
achieve strategic advantages in the industry [20]. Fog technology, as a modern computing
architecture, has the potential to provide end users with networking based on the growing
local computing resources at the device level [21].

Essentially, fog technology increases the heterogeneity of data from multiple formats
as well as the heterogeneity of the utilized devices and platforms [22]. The analysis ap-
proach of transitional data must therefore be conducted on streaming data by comparing
and processing various types of sources [5]. The consistency of the outcome must focus on
the flow of data in fog technology. The quality of the outcome is more likely to depend on
the established requirements of the industry before any technology adoption decisions are
made [23]. Researchers have found that there is minimal study on the factors that might
influence the adoption of fog technology [5,20,24]. This has led researchers to pose the
following research question: What are the key factors that should be considered by organizations
when intending to adopt fog technology? To answer this question, we propose integrating
the diffusion of innovation (DOI) [25] and the technology acceptance model (TAM) [26,27],
along with other important factors considered from the literature [23,28-46]. This conver-
gence of two well-known theories and important factors identified in the literature is aimed
at providing a clear picture to understand the critical factors that might influence decisions
about investment in fog technology within different organizational contexts.

The main purpose of this research study is to make a significant contribution toward
decision making for the adoption of fog technology. The major categories of factors, includ-
ing innovative, operational, technical, economic, and situational considerations, that are
relevant to investment strategies for fog technology adoption will be investigated. Survey
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data were collected from 216 IT staff and senior executives who work in 43 organizations
in various industries to test the proposed framework.

This research outlines the primary adoption factors for fog technology that will be
useful in understanding the trade-off between the security issues and the response time
while implementing the fog technology. The overload issue of cloud technology can be
reduced by fog technology, as it offloads many computing processes requiring minimal
computations. Nevertheless, studies on the successful adoption of fog technology remain
scarce. This study can be considered one of the first efforts to investigate the factors that
may offer insight into the adoption of fog technology. As such, this study may support
future studies in the subsequent adoption of other technologies (such as 5G and IoT) that
depend on the fog technology architecture to look at digital transformation across industries
more holistically.

This research contributes to supporting the adoption of fog technology that permits
the delivery of innovative services for digital transformation across industries. In addition,
this research contributes to the body of knowledge that advocates for considering fog
technology as a technology architecture that complements cloud architecture for adoption
by organizations rather than looking at specific edge devices or services.

The remaining parts of this research paper are organized as follows. Section 2 provides
a background on fog technology and discusses the importance of fog technology for orga-
nizations. Section 3 presents the conceptual research framework. The research framework
and hypotheses are presented in Section 4. The research methodology is explained in
Section 5. All the research results are outlined in Section 6. The research contributions and
limitations are discussed in Section 7. Section 8 concludes the paper.

2. Fog Technology
2.1. Fog Technology Background

In 2012, Cisco presented the concept of fog technology to differentiate its architecture
and scope from the predominant cloud computing architecture based on the distributed
and decentralized computing resources that are possible with emerging technologies such
as smart sensors and 5G and build strong innovation capital with the advent of IoT and
subsequently the overall digital transformation of organizations. In simpler terms, the
analogy of ‘fog’ being “visible’ (pun intended) to the earth as compared to the remote ‘cloud’
is used to explain the differences between cloud computing where computing occurs at
centralized cloud servers and fog technology where lightweight edge devices and services
perform some levels of computing, storage, and processing activities at the local level closer
to the device. Fog technology is designed to improve computing processes for resources
that constrain IoT devices, as well as for the storage of data that are transmitted by these
devices [47-49]. Fog technology has been defined as “an end-to-end horizontal architecture
that distributes computing, storage, control, and networking functions closer to users along
the cloud-to-thing continuum” [50].

Fog technology was presented to mitigate some of the issues of cloud computing
such as the shortening of response times, mobility, location awareness of IoT applications,
and the distributed nature of IoT devices [51,52]. Therefore, fog and edge computing are
considered advancements in cloud services that bridge the gap between IoT devices and
cloud servers, which can be useful in several business cases. Therefore, fog technology
can extend the value of cloud services toward end users” devices, where a fog node may
conduct control, communication, and computation activities on behalf of or complementary
to the cloud, and it may provide a storage facility close to end users, thus reducing the time
of execution on cloud servers [10,53,54].

In general, fog architecture consists of three layers connected to public authorities as
key generation centers and certificate authorities [53,55]. The first layer in this architecture
is the device layer, which is the closest layer to end users, as it includes all mobile or
static IoT devices such as smartphones, smart vehicles, and sensors [55]. The second layer,
the mainstream fog layer, acts as the middleware layer among the device and cloud
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layers, yet it is located closer to the device layer. This layer contains a distributed number
of fog nodes, such as cloudlets, that extend the cloud layer to provide services such
as real-time data analysis, temporary storage, and data transmitting summaries of IoT
devices [56]. These services reduce the processing load of IoT devices [56]. The last layer is
the cloud layer, which is involved in the permanent storage of data and high-performance
servers [53]. Many services are offered by this layer, such as remote and complex analysis
and transportation and power distribution applications [8]. This layer also provides the fog
with control policies and strategies that help to improve the quality offered by fog nodes
such as latency-sensitive services [8].

Since ‘fogging’ can be viewed as a suitable technology for applications that require
instant response and feedback, it may offer several benefits to latency-sensitive computer
applications [51]. For instance, applications such as smart transportation, smart traffic
signals, smart environments, wireless sensors and actuator networks (WSANSs), brain
machines, energy grids, disaster support applications, health systems, video streaming, and
5G mobile networks can gain several benefits from the utilization of fog technology [57].
Among these benefits are reducing latency, supporting cognition and mobility, enhancing
agility, security, and efficiency, saving bandwidth, enabling low energy consumption, and
decentralizing data analytics [23,53,58].

Despite being part of the entire cloud architecture stack, fog technology has its own
unique environment due to its distributed nature, remote operations, and resource con-
straints [51]. This environment has created additional challenges related to the security
and privacy of IoT applications. The current fog technology literature reports that the
fog layer may decrease the privacy and security of IoT applications, yet some researchers
conclude that fog can enhance IoT applications’ security and privacy in comparison to
clouds [50,59-61]. From the fog technology literature, several security and privacy threats,
such as forgery, tampering, and spam, have been identified, and varied research efforts have
been proposed to address these threats by utilizing varied authentication and encryption
techniques and procedures [62-64]. To summarize, fog and edge computing are designed
to limit the latency between cloud data centers and end devices. Since all data centers are
connected between user devices and cloud services, these networks are long, thin, and
susceptible to network failures. On the other hand, fog technology supports a three-layer
service model in fog technology, where the resource allocation is primarily performed by
the fog node, whereas in edge computing, the resource allocation is performed by the edge
node. There is a lack of a central entity controlling the fog layer; hence, it is difficult to
assert whether a given device is indeed performing compute functions in the network. On
the other hand, there are many open-ended issues in edge computing, where application
deployment strategies, edge node security, and failure recovery are some of the adoption
issues that need further research. As noted earlier, this research recognizes the technology
differences between fog computing and edge computing. However, given that this research
topic considers organizational adoption strategies on the decentralized nature of cloud
services in sharp contrast with cloud computing, we will use “fog technology” throughout
the remainder of this paper to refer to both fog and edge computing and their distinction
from cloud computing.

2.2. Why Does Fog Technology Need to Be Embraced by Organizations?

The future outlook for adopting fog technology may be bleak as businesses are com-
fortable with cloud technology and they are satisfied with its capacity for fulfilling business
applications. However, when we consider automation with machine-to-machine interac-
tions and associated Al opportunities, fog technology offers immense potential for future
adoption by organizations. At the current stage, organizations may recognize that cloud
technology still has ample processing capacity, so it is doubtful that they will explore pro-
posals to implement fog technology [65]; however, such a strategy may not be sustainable
for forward-looking digital transformation initiatives. Moreover, in certain localized and
remote areas, where cloud technology data centers are installed, they may fail to ensure
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proper service latency, energy usage, network costs, and bandwidth [66]. Therefore, the
implementation of fog technology may be necessary to mitigate these challenges.

Fog technology can be viewed as a facilitator for many differential value-adding ser-
vices due to its proximity and geographical coverage, accessibility, the bandwidth required,
and the data processing needs created by various devices [67]. However, as mentioned,
organizations from different sectors are still not taking advantage of the full benefits of the
implementation of this technology. Research on this specific technology is in its infancy, so
a thorough understanding of the organizational benefits of the adoption of fog technology
is lacking [67]. Fog technology helps to provide relevant information to several industries,
such as healthcare and manufacturing. For example, data are demanded by industries for
local processing with sufficient security policies for responsive equipment alarms [68]. Fog
systems serve a wide variety of industrial applications because of their capability of instan-
taneous responses [67]. Many previous studies have acknowledged the comprehensive
nature of fog technology at the organizational level that accomplishes fair and effective
resource utilization [69,70]. The decentralization of fog technology and its supporting ar-
chitecture is recognized as a revolutionary mechanism that reduces the total latency [69,71].
However, the fog technology framework is likely to vary in implementation, as it relies
on technical and nontechnical executions [68]. The limited bandwidth for processing and
storing end-user devices is reliant on external processing. Fog technology has improved
its potential to offer a better approach to data collection, storage, and hosting [72]. The
resources of fog technology can be expanded on demand as the computation of end-user
devices is transferred to the network [71,73].

In fog technology, vast volumes of data produced from IoT devices in distributed
environments are effectively processed. The acquired data are further processed and
analyzed by using fog nodes to meet the prerequisite for data integrity [19]. Therefore, it
is necessary to place the fog nodes close to IoT devices to address the requirements for
processing large amounts of data with minimal latency [28]. Fog technology is equipped
with highly secured criteria for large-scale IoT implementations [74]. The properties
of fog technology help maintain and upgrade fog security credentials and software to
prevent constant disturbance to organizational processes and technical components [75]. In
fog technology, security requirements are able to offer cost-effective solutions that boost
performance in systems and display high failure tolerance [64,76]. Therefore, it is expected
that fog technology will be further embraced by organizations as the value of the technology
becomes more apparent to stakeholders.

Table 1 highlights the summary and limitations of existing literature related to investi-
gating the adoption of fog technology within organizations.

Table 1. Summary of the literature.

Source Summary of the Study Limitation of the Study

This study proposec.i a model for SIS fog . Security, reliability, and volatility were disregarded by
[13] technology along with cloud computing to improve the model

big data processing. ’

This study summarizes the challenges and This paper disregarded certain areas related to the
[18] opportunities of fog technology in the context of challenges of implementing fog technology in the

big IoT data analytics using a systematic context of IoT in the industry such as security

review methodology. and reliability.

This study tried to address the factors that influence This study focused on adopting fog technology for data
[22] the adoption of fog technology in evaluating the data  analysis and disregarded other opportunities of using

analysis of data transmitted from devices. fog computing.

This study did not focus on the fog technology

23] This study reviewed, categorized, and summarized implementation and adoption challenges, such as

the research in the domain of fog technology.

security (which was discussed in general), usability,
usefulness, and complexity.
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Table 1. Cont.

Source Summary of the Study Limitation of the Study
This study proposed a unified ar'chltectural model This study has discussed security in general but limited
[24] and a new taxonomy, by comparing a large number . . . .
. discussions on safety and privacy issues.
of solutions.
This study reviewed fog privacy in the context of Thls study was limited to securlty and privacy and
[51] . . disregarded other types of adoption challenges such as
security challenges and issues. 2. .
usability, usefulness, and complexity.
This study highlights and discusses the security .Thls study b resented technical d.et%lls about .
L implementing fog technology within the blockchain
[53] challenges for fog technology within the context . e .
. environment, but it disregarded the user perspective of
of blockchain. . .
fog computing adoption.
This study reviewed, summarized, and discussed This study was limited to security and disregarded other
[58] the design issues for data security and privacy in types of adoption challenges such as usability,
fog technology. usefulness, and complexity.
This study proposed a model to enhance This study is limited to static fog resource provisioning,
[65] delay-sensitive utilization of available fog-based while in real-time, fog technology normally runs in more
computational resources. dynamic environments.
This study proposed a fog computing model that This model has disregarded the security, usability, and
[66] supports the integration of a large number of IoT reliability of the implemented fog chain using the
devices into Smart Grid. proposed model.
This survey paper reviewed existing literature on This review focused only on the security issues, while
[67] Fog computing applications to identify common there are other issues that may influence the use of fog
security issues and challenges. computing such as usability, usefulness, and complexity.
The proposed model used a simple fog computing
This paper proposed a model to help in checking architecture, while the fog computing implementations
[68] the compatibility of Fog infrastructures with in the industry are more complicated. Moreover, this
software applications. model disregarded security, usability, usefulness,
and complexity.
This study proposed a new scheme to enhance the use  The proposed scheme was limited to certain scenarios
[69] of Information-Centric Networking principles for IoT  and it ignored the security, usability, and complexity
within the fog computing paradigm. dimensions when implementing the new scheme.
This study reviewed the features of using service This stuc‘iy focused on t}.le per.f ormance characterlstl'c °
: . . when using fog computing with cloud and IoT, but it
placement in fog computing scenarios. Furthermore, S . . :
[70] o . didn’t cover perspectives such as implementation
it discussed the main challenges of the deployment of . . . o
L . challenges in terms of complexity, security, reliability,
fog computing in IoT services. o
usability, and usefulness.
This study provided an analysis of security on the This study disregarded the adoption factors that may
[71] Internet that integrates the concepts of Fog of Things  affect the acceptance of implementing the fog

(FoT) and Human in the Loop (HiTL).

technology in the industry.

3. Background on the Research Conceptual Framework

The advent and functionality of information systems (ISs) have contributed to the

acceleration of technology distribution in many countries to promote growth policies that
further bridge the digital gap between organizations of various sectors [77,78]. However,
Steinmueller [77] argues that it is not easy to understand the advantages of using technology
transition techniques because of practical obstacles. Such obstacles may include local
business constraints as well as technological adaptation to the local preferences, costs, and
expertise needed to work effectively. Limited experience and knowledge in importing ISs
often contribute to failed adoption and, hence, limit organizations to take advantage of
technologies [29]. While innovation in information and communication technologies (ICT)
put a large emphasis on socioeconomic contexts, the approach used for such innovation
acceptance has major gaps [30]. The dissemination of creativity must be enabled by systemic
commitment and encouragement for technologies to be implemented effectively.
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While the adoption of advanced technologies helps to accelerate economic prosperity
and community resilience [31], acceptance rates vary due to diverse social and cultural
restrictions that are sometimes ignored during the dissemination period. The multidi-
mensional character of the acceptance and dissemination of innovations suggests a gap in
technology adoption patterns, not only because of economic and technical considerations
but also sociocultural influences [32]. The dissemination and acceptance of technologies
need to take into account the current cultural and social contexts for adopters, which, in
turn, may affect the progress or failure of the technology adoption mechanism [79].

In many industries around the globe, companies have seen that the prevailing global
economic crises have contributed to a decline in their expenditure budgets, which has
driven many companies to pursue cost-saving initiatives in their market or business to
stay competitive [33]. Fog technology and its scalable operating model have appeared
as a viable solution for carrying out the cost-reduction steps demanded by organizations,
without compromising performance and productivity [34]. Moreover, fog technology’s
scalability and cost structures are more appealing to emerging organizations [28].

The acceptance and innovation diffusion of IT have been proposed by various theories.
Using these theories, it becomes possible to examine the implementation of technology
at the organizational and individual levels [9,80]. The theory of planned behavior (TPB)
is one of the most significant theories that has been used to assess the implementation
of technology at an individual level [81]. Through TPB, one can present the influence
on individual performance by developing the implementation of technology based on
behavioral intention, social influence, and the individual’s feelings [82]. The adoption
of individual-level technology has been clarified by the Unified Theory of Acceptance
and Use of Technology (UTAUT) [35,83]. The association between the attitudes and the
beliefs of users, as well as the aim to implement technology, has been stated by the theory
of reasoned action (TRA) [84] and the TAM [26,27,85]. At the organizational level, the
technology—organization—-environment (TOE) framework [86] and DOI theory [25] have
been used to develop technology adoption frameworks.

Theories such as the DOI [25] and TAM [26] have been utilized in different fields, and
particularly in IS disciplines for the adoption of mobile services, library and information sci-
ence research, e-learning systems, and cloud services [25,87-89], to describe user behavioral
patterns in the implementation of technologies. DOI recognizes creativity transmitted over
time and through a given social structure using communication networks. Nevertheless, it
does not accept behavioral factors influencing a person’s ability to adopt creativity, which is
why it must be triangulated with another theory that concentrates on innovative adoption.
While theories such as the TPB [81], TRA [84], and TAM are all intentional and social
psychology-based theories, TAM has actually been applied to the area of IS using the TRA.
The role of the TAM is to understand a person’s desire to use a technology, which is viewed
as beneficial and easy to use. Davis [26] defines perceived utility as the degree to which the
efficiency of an individual using specific technology will increase. Even though the use of a
system will boost performance, assessment of the commitment to use a system cannot be
understated. Therefore, perceived user-friendly adoption is as significant as the anticipated
usefulness of technology in the sense of an individual who thinks that using a specific
system will be effortless [26,90]. The adoption of fog technology came with the use of TAM;
however, this development indicates insufficiency since it does not consider the present
technology features of diffusion and acceptance. This theory was proposed a while ago,
and since then, various developments have occurred that may impact technology adoption.

The DOI will be used as the principal theoretical structure underlying the development
of the framework by researchers throughout this research stage. Due to the novelty of
fog technology, as this technology is still at the primary stages of diffusion, the DOI has
been chosen to examine the diffusion and acceptance of this type of technology, which is
considered an innovation in this research. The research framework will combine elements
from the DOI and TAM and other important factors from the literature review that impact
the adoption of any new technology, including technological considerations such as privacy
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and security [23,41,42]; economic factors such as cost [23,28,30,33,34]; cultural factors such
as socio-cultural [38,40]; contextual factors such as awareness, infrastructure, and informa-
tion intensity [45,46,91]; and organizational factors such as size, employee knowledge, and
location [29,35,36,38].

Innovation adaptation research, which primarily considers the acceptance of IT/IS, has
formed a variety of complementary and technology adoption models to study the adoption
process [88]. Consequently, the DOI [25] and TAM [26] signify the most powerful theoretical
insight that focuses on the innovation literature, which is also comprehensively applied by
different scholars to explore a variety of technological innovations [92]. A review of different
IT adoption studies illustrates that the structures of any innovations mostly belong to the
technology adoption literature [92,93]. Both the TAM and DOI are based on the assumption
that adopters evaluate innovations based on their perceived attributes, or that innovations
with attractive aspects are more likely to be accepted [25,27]. Furthermore, there are
value-oriented characteristics, such as perceived utility and relative benefit [25,27], and
features that require effort, such as perceived ease of use and complexity [25,27], that make
a significant theoretical contribution to the previous TAM with DOI studies in different
sectors [94]. As a result, the DOI and TAM, which are similar in certain components
and hence complement each other, are used to analyze IS/IT adoption. According to
researchers, the TAM uses categories that are essentially a subset of perceived innovation
features. Thus, merging these two theories can result in a more powerful model [95,96].
According to the extant research, investigations that included both of these theories yielded
good findings [96,97].

In this research, this theoretical combination will be used to examine the suitability
of fog technology by expert consumers and decision-makers depending on the perceived
value and convenience of its use. The proposed framework in this research will also
explore the mediating effects of DOI characteristics on some TAM factors. Limited studies
have emerged to understand the organizational implementation and use of emerging
innovations, including fog technology, through modeling and assembling constructions
from the TAM and DOI. Triangulation of both theories and the simulation of technological,
economic, cultural, contextual, and organizational variables provide a new viewpoint and
perspective on the understanding, distribution, adoption, and application of fog technology.

4. Research Framework and Hypotheses
4.1. Research Framework Development

Considering the theoretical conceptual framework and constructs extracted from the
DOI and TAM, it is possible for researchers to present a conceptual research framework,
as presented in Figure 1. As part of this research framework, the associations between
the independent variable and the dependent variables were assessed. The independent
variables are the combined effect of fog technology diffusion and adoption, while the
dependent variable is fog technology use and adoption intention, as shown in Figure 1.
Although the adoption and use of fog technology are the dependent variables in the
framework, they can be tested explicitly for businesses where fog technology is currently
implemented and for businesses that plan or search to adopt this technology. In the
meantime, the use of the TAM has been hypothesized and empirically verified in previous
studies [98-102]. Variables from both the DOI and TAM have been considered inadequate
for tackling the prevailing problems with technological implementation, particularly fog
technology implementation in organizations from different sectors. The research framework
also offers additional contextual, economic, organizational, cultural, and technological
factors that can affect the implementation of fog technology within organizations.
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Figure 1. The fog conceptual research framework.

The use of intentions hypothesized by the TAM, which have been empirically verified
in previous studies, serves as a predictor for the practical usage of fog technology by
organizations [26,98-100]. Competing intentions for the implementation of fog technology
would be concurrently assessed with emerging technology values and behaviors [103].
Earlier studies have reported that behavioral intention to utilize a system offers a fair
measure of the possible potential use of the system [104-106].

One fundamental tenet of the TAM is that conviction affects the acceptability and
utilization of new ISs [103,107]. The conceptual research framework suggests the use, in
disseminating and embracing fog computing, of variables resulting from the TAM as medi-
ating factors for DOI behaviors. The TAM's ease-of-use construct mediates the compatibility
and complexity characteristics of the DOI, as seen in the proposed research framework,
while the TAM's usefulness construct mediates the relative advantages of the DOI. Even
the spread of fog technology can be mediated by contextual factors such as infrastructure.
It can also be modeled in terms of a mediator of innovation parameters. Researchers have
concluded that the functionality of fog technology is mediated by infrastructural influences.

The size of an organization must take into account two considerations. The first
consideration is economic, such as expenses; larger organizations will find it easier to
pay for fog technology. The second consideration is size, which is a complex construct.
Many studies, including that of Frambach and Schillewaert [36], concluded that larger
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organizations felt more of a desire to embrace innovation to sustain them and maximize
their profitability and productivity. In the meantime, others found that, due to the versatility
and innovation of smaller organizations, they are more creative, enabling them to decide
whether to try emerging technology sooner [37,108]. These opposing roles of organizational
size and other organizational factors, including structure, strategy, and culture, affect
the implementation of new technologies [38,40]. A meta-analysis of IT-related factors in
organizations found that organizational assistance, as a variable in the adoption process,
was poor [39,109]. Even so, researchers feel that the scale of other innovations, such as cost,
may have a moderating impact. There are other different technological attributes of fog
technology, including data security and privacy, that are likely to have direct implications
in the implementation, as well as the use, of fog technology [23].

Demographic influences such as awareness and employee knowledge have been found
to affect human behavioral interest in embracing and adopting emerging technologies as
a moderating variable [23,35,110,111]. Through validating the UTAUT theory, Venkatesh,
Morris, Davis, and Davis [35] identified that by using models based on a variety of usages of
the IS model, such as the DOI and TAM, 70% of the variation in the purpose of implementing
new technology could be understood, and some variables, such as employee expertise or
experience, were influenced. While their study focused on individual acceptance and use
of the technology, in this research, we also contend that an organization’s demographic
features such as location and size would minimize the influence of innovative features,
economic variables, and technical factors on the acceptance of fog technology.

Considering an organization’s position with respect to another comparable organiza-
tion and its geographic location, fog technology providers will moderate the implementa-
tion of new techniques. Unsurprisingly, locations have a geographic effect, so management
teams with more varied knowledge and expertise are usually found in commercial cen-
ters and cities, which evaluate the potential effects of ICT adoption in contrast to rural
organizations [112]. Circumstances among companies from the same sector and located
close to each other can often affect technological acceptance, helping them to make informed
acceptance choices by observing the effect of new technology in other businesses [37]. Al-
though the location of the fog technology provider is unrelated to the services and efficiency
of fog technology, proximity can affect propagation and decision-making by future adopters
of fog technology [23,113]. The provision of resources such as exposure to skilled staff,
rapid internet accessibility, and a secure power supply can also have effects [114], which, in
turn, moderate decision-making on emerging technologies.

The proposed research framework helps to determine the direct variable effect on fog
technology within various organizations in several sectors, keeping in mind the contextual
variables, technical variables, economic variables, usability features, and innovation propa-
gation attributes. This research framework would also help to assess the TAM variables
and the contextual variables” ability to mediate technology dissemination, such as fog
technology, along with the ability of the demographics of the organization to reduce the
influence on diffusion and the assessment of the acceptance variables.

4.2. Research Hypotheses Development

The assumptions that represent the first steps forward are taken by applying the
positivist deterministic testing framework and statistical tests in a rigorous data analysis
study to verify the proposed research framework and provide a framework that offers a
solution to our research question. Hypotheses in this research address the relationships
among the independent variables of the perceived features of fog technology, the DOI, and
the TAM with the dependent variable being “intent to adopt and use fog technology”.

The disruptive features of any new technology indicate an influence on the integration
of future innovation. Innovation diffusion research does not completely present the value of
the associated benefits, which indicates the perceived advantages of innovation compared
to the current technology [115,116]. The advantages relate to innovation adoption costs,
popularity, economy, and efficiency [117]. If the user realizes that, compared to the existing



Big Data Cogn. Comput. 2022, 6, 81

11 0f 35

technology, a novel innovation would be more advantageous, then this innovation will be
adopted [117,118]. A significant number of research studies have been presented based
on the concept of compatibility. These studies focus on the role of compatibility and its
importance as an IT innovation feature [1,119-121]. The adoption of any new technology
can be significantly hindered by complexity [115,122]. When complexity is high, then
there are issues of technology utilization and information availability. Furthermore, the
cost of adoption also increases based on the time acquired to make use of the innovation
interface [123,124]. If the new technology is simple or interacts simply, then it would
be adopted easily [117,125]. The mentioned variables help indicate the organization’s
propensity for adopting new technology [126,127]. Hence, the current research presents the
following hypotheses.

H1. Fog technology adoption intent and relative advantage are positively correlated.
H2. Fog technology adoption intent and compatibility are positively correlated.
H3. Fog technology adoption intent and complexity are negatively correlated.

Fog technology information and utilization levels will be used as the primary sources
for the analysis of adoption and use. For new technology and the process of technology
adoption, the first stage is awareness [127] since it affects the intention of adoption and
perception of users [128]. When an organization decides to adopt advanced technology,
the two issues that should be considered are security and data privacy. Within the current
research, security is referred to as media, data centers, and services security. The construct
includes the organization’s data confidentiality and privacy [41,42]. The presence of online
protection flaws in fields such as e-commerce and, more notably, internet banking has
been a problem for users over the years [129,130]. As fog technology is categorized as
internet technology-based, its implementation has been hindered by the same security
issues identified in previous studies related to technological adoption. However, the main
distinguishing features of fog technology have been described as cost-effectiveness and the
sophisticated protection algorithms used in fog technology [131,132] that can influence its
adoption. Therefore, this research hypothesizes the following:

H4. Fog technology adoption intent and awareness are positively correlated.

HS5. Fog technology adoption intent and cost-effectiveness are positively correlated.
H6. Fog technology adoption intent and privacy are negatively correlated.

H?7. Fog technology adoption intent and security are negatively correlated.

A national infrastructure with an effective telecommunications network and a high-
speed network plays an ongoing and critical role in the development of the innovation
process [37]. It is usually considered in areas that rely on effective infrastructure to ensure
effective and adequate operation [43,44]. For example, poor infrastructure in companies
has compelled them to address different problems such as electricity diffusion and unstable
communication [133,134]. Thus, the availability of stable infrastructure would have a
positive impact on fog technology and its usage with the adoption of innovation in the fog
technology system.

HS8. Fog technology adoption intent and the presence of appropriate and advanced ICT infrastructure
are positively correlated.

Companies that make use of sophisticated and relevant IT technologies are more
sought after and are more capable of obtaining information in the initial stages of informa-
tion processing from both internal and external data sources [45,46,91]. These organizations
also have more compelling information with effective potential that has been used for ISs
in the organizations [135].

H9. Fog technology adoption intent and information intensity are positively correlated.
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The adoption and usage of technology in an organization have both been largely
impacted and driven by intention and changes in behavior [26]. They have also been
influenced by the use of new technology, which affects task performance [82,100,102]. The
phrase “perceived ease of use” refers to consumers’ perceptions of how simple or straight-
forward a system is to use [25]. This phrase is used in this study to refer to users’ thoughts
on how to use the fog technology system to improve their experiences and performance.
Other academics have pointed out that this phrase is defined in terms of the amount of
effort required to use a certain system [25,136]. Furthermore, ‘perceived usefulness’ is a
phrase that refers to how users view a system’s ability to improve their performance [25].
The intention to use the fog technology system was found to be influenced by perceived
usefulness [136,137]. Therefore, the adoption and usage of advanced technology in a firm
are based on a decision that must be made by IT experts in the organization [99,101]. The
behavioral intention of decision-making will influence the recommendation that is made
for its adoption in the correct manner [138]. The hypotheses corresponding to this aspect of
the research are as follows:

H10. Fog technology adoption intent and perceived ease of use are positively correlated.
H11. Fog technology adoption intent and perceived usefulness are positively correlated.

Organizations in various fields constitute a community of people with varied social
and cultural backgrounds. The differences in employees’ social and cultural backgrounds
cause the organization to have different opinions about the use and adoption of technol-
ogy [37]. The necessity to use innovative technology becomes clear, given the different
types of traditional, cultural, and social beliefs [139,140]. In culturally cohesive commu-
nities, different cultural and social aspects serve as the determining factors that impact
innovation and its use in organizations [141,142]. Thus, such factors would affect innova-
tion and decision-making that correlate to the implementation of fog technology within
the organization.

H12. Fog technology adoption intent has a negative correlation with socio-cultural.

The construct of relative advantage is used in this study to refer to the point to
which users believe that the utility of fog technology can enhance the performance of their
organization. The intention to adopt and utilize fog technology influenced by perceived
relative advantage has been reported in the previous literature [97,143]. The relationship
between relative advantage and perceived usefulness within TAM and DOI research has
received little attention from scholars, and only a few studies have looked into this and
ascertained that perceived higher relative advantages mean that organizations would also
perceive a higher level of usefulness of fog technology.

Compatibility is related to the situation in which users feel that the new innovation
is compatible with their existing project standards, previous IT projects, and the desires
of probable adopters. Moore and Benbasat [126] agreed that if the fog technology is in
accordance with users’ beliefs, requirements, and experiences, then the level of compati-
bility is considered high. This phrase is used in this study to refer to users’ perceptions of
the advantages of utilizing fog technology. Compatibility has been utilized as a measure
of users’ intention to embrace the adoption and use of IS in the previous literature [35].
Compatibility has also been demonstrated to have a significant impact on perceived ease of
use [97,144]. A number of users believe that the relationship between similar technologies
and prior experience is positively related to the ease of use of technological innovation [103].
Some prior research ascertained that compatibility has a significant effect on perceived
ease of use [145,146], indicating that the more users found fog technology to be consistent
and compatible with their values, beliefs, lifestyles, and needs, the more likely they would
see fog technology as easy to use, flexible, and useful for accomplishing organizational IT
goals quickly.

The amount of difficulty in comprehending innovations and their ease of use as
assessed by the end user is referred to as complexity. Based on this concept, this research
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refers to users’ perceptions of the degree of difficulty, which influences their performance.
According to a previous study, when end users view the fog technology system to be
difficult, they are less likely to accept and use it [147]. Furthermore, Hardgrave, Davis,
and Riemenschneider [144] found that perceived ease of use is negatively correlated with
complexity. Other empirical research, such as that by Lee [143] and Shih [148], found
that the complexity of a new system has a negative impact on the intention to adopt
and utilize it. Furthermore, Thompson [149] showed that when a system'’s perceived
technological implicitness grows, it is seen as more difficult to comprehend and utilize. As
a result, perceived implicitness is one characteristic of a system’s complexity and one of
the quantifiable components of effort expectation [35]. The ease with which the system can
be used is referred to as effort expectancy. As the level of technical implicitness rises, the
technology becomes more difficult to comprehend and utilize; as a result, this characteristic
might be factored into the perceived ease of use.

H13a. The impact of relative advantage on fog technology adoption intent is mediated by usefulness.
H13b. The influence of compatibility on fog-technology adoption intent is mediated by ease of use.
H13c. The influence of complexity on fog-technology adoption intent is mediated by ease of use.

The use of moderators is important to consider key determinants in terms of dynamic
effects, therefore enabling the improvement of quality for adopting the research models
as suggested by [36]. The means of moderator analyses can help to model and test for the
possible cause of heterogeneity [36]. Three construct relationships can be affected positively
or negatively due to the variables known as moderators [36]. This research concentrated
on fog technology adoption by organizations in different sectors; thus, it theorized new
moderators to address the hypotheses of the research study.

At an organizational level, innovation can be implemented only if the employees
of the specific organization recognize this innovation, referred to as intra-organizational
acceptance [36]. The implementation of any advanced technology within an organization
is influenced by various determination levels of the organization. Several organizational
features, such as organizational innovation, structure, location, and size, impact the deci-
sion on technology adoption [36]. Hence, the decision-making of IT experts that correlates
to the implementation of fog technology within the organization is influenced by organiza-
tional features, including size [36,37], location [112], and employees” knowledge about fog
technology [111].

H14a. The relationship between the cost-effectiveness and adoption of fog technology is moderated
by the organization’s size.

H14b. The relationship between the compatibility and adoption of fog technology is moderated by
the organization’s location.

H14c. The relationship between the compatibility and adoption of fog technology is moderated by
employees” knowledge of fog technology.

5. Research Methodology

The research philosophy developed by researchers should take ontology into account
so that a relevant method for the research is extracted [150]. Knowledge development
and assessment are carried out through a theoretically based system referred to as the
methodology [151]. The current research implements a quantitative methodology where
the data were gathered using formal surveys from a significant number of respondents.
Data collection can be directed by several techniques, such as mail, face-to-face, and online
surveys. All of these techniques are different, and no technique is superior to any other
technique. Therefore, the technique is carefully chosen according to the type and aims of
the research. The incorrect choice of survey techniques can result in unanswered research
questions [152]. This research chose to use the online survey method. Through this method,
the results can be generalized and are statistically significant [152].
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The current research employed an online survey that takes into account literature
related to the acceptance of novel technology within organizations [153-155]. The hypothe-
ses listed above will be fully explored. An online survey is a low-cost, flexible, and quick
method of data collection, which is why it was chosen for this methodology [156,157]. It
offers an adaptable method of questioning respondents where respondents can include
their dispositions, knowledge, and qualities within their answers [158]. Through the ques-
tionnaire, the measurement framework can be tested, and the conceptual framework can
be proposed. This online survey was designed to have three sections. Part 1 included
several questions about the respondent’s demographic and employer information. Part 2
investigated the participants’ organizational status in relation to the adoption and use of
fog technology. Part 3 concentrated on the specific factors that might influence the adoption
of fog technology. For each measure, a seven-point Likert scale, in which ‘7’ indicates
strong agreement and ‘1" shows strong disagreement, was employed. Through the 7-point
Likert scale, a more granular evaluation of the respondent is reflected compared to the
5-point item scale [159]. The sensitivity of the 7-point Likert scale is appropriate and re-
duces interpolations. It is also quite compact so that efficient responses will be generated.
The objective and perceived accuracy and ease of use of the 7-point Likert scale are also
advantageous [159].

In this research, all employees of the IT department and senior executives within the
participating organizations from different sectors had business email addresses. Because
of the low cost of sending e-mails and the ease of doing so with online survey tools, the
researcher can increase the survey response rate by sending email reminders. As a result of
that, an online survey was designated as the best technique for this research. To maximize
reach and accessibility, online delivery of the survey was executed [1]. An invitation email
was sent to IT managers and senior executives within the participating organizations. In
addition, we requested them to forward the invitation to all their professional employees
and encourage them to participate. The online survey link was available 24/7 for a
three-month time period between 14 May and 13 August 2020.

Information from prior research studies on the adoption of IS was used to form survey
questions. In previous studies, item reliability and validity were already established [160,161].
Four university academic staff members, specifically IS academic staff members, conducted
and validated a pre-study. They presented recommendations for structural alterations of a
small number of questions and the removal of uncertainty. Keeping in mind the alterations
presented by the academic staff, a pilot test was carried out where 47 IT staff and senior ex-
ecutives from various industries were asked to complete the survey. Thirty-nine complete
surveys, or 82.97%, were received. Research instrument item reliability as part of the
conceptual framework was evaluated with Cronbach’s alpha by using the IBM Statistical
Package for the Social Sciences (SPSS) software (IBM, Armonk, NY, USA) because the
reliability allows us to check the properties of the scales and the measurement items that
compose the scales. The reliability process calculates a number of commonly used measures
of scale reliability and offers information about the relationships among individual items in
the scale [162,163]. A Cronbach’s alpha value of 0.7 or more shows that the items’ internal
consistency is acceptable over the entire scale [164]. It is excellent to have a Cronbach’s
alpha value of 0.9 or more, 0.8 and more is good, 0.7 and more is acceptable, 0.6 is ques-
tionable, 0.5 is poor, and less than 0.5 is not acceptable, as stated by Warmbrod [165] and
George and Mallery [166].

According to the value of Cronbach’s alpha, the survey instrument related to testing
the model was reduced from 89 items to 76 items. Using Cronbach’s alpha scores, the table
below compares the internal consistency levels. After refinement, the scores ranged from
acceptable to high (0.702 to 0.936), showing that, for all measures, there was an appropriate
level of internal consistency [162,167] (see Table 2).
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Table 2. Reliability Indicators.

Cronbach’s Alpha Cronbach’s Alpha
Constructs : Items Items
First Round Second Round

Relative advantage 0.935 6 0.935 6
Compatibility 0.864 6 0.864 6
Complexity 0.592 6 0.756 4
Cost effectiveness 0.840 6 0.840 6
Security 0.697 7 0.790 6
Privacy 0.496 5 0.886 4
Awareness 0.472 6 0.853 4
Infrastructure 0.644 5 0.798 4
Information intensity 0.517 4 0.702 3
Size of organization 0.770 5 0.770 5
Employees’” knowledge 0.845 5 0.845 4
Location 0.836 6 0.836 6
Socio-cultural 0.643 6 0.867 4
Ease of use 0.779 6 0.912 4
Usefulness 0.923 5 0.923 5
Fog adoption 0.936 5 0.936 5
Total 89 76

When the survey technique was used, data collection was subject to two kinds of bias.
These are the common method and nonresponse biases. First, the nonresponse problem
was resolved by creating two groups of samples: early and late [168]. The responses from
both groups were then compared through demographics, for instance, experience and
role. According to the statistical test, the two groups had no significant difference, which
confirms that the responses were not affected by nonresponse bias. Second, the common
method was tested using Harman’s one-factor test statistical analysis [169]. According to
the test, the significance level of variance cannot be indicated by a single factor. The single-
factor highest covariance is nearly 33%. Hence, it has been confirmed that common-method
bias does not significantly threaten the study’s measurement validity [169].

The research respondents were targeted by various organizations that had been plan-
ning on using or had previously used fog technology within various sectors. Various
organizations were taken into consideration to analyze whether the infrastructure base for
effective communication is present for fog-based solution adoption and decisions toward
adoption. In Figure 2, the organization’s adoption stages of the fog-based solution are
presented. The fog-based solution was not adopted by 46.5% of the respondent organiza-
tions. Pilot testing for the adoption of fog-based solutions was carried out by 8% of the
research respondents. The adoption of fog-based solutions has been explored by 14% of the
participating organizations. Fog-based services were used by nearly 31.5% of the respon-
dent organizations. Hence, the respondent organizations were mostly experienced and
knowledgeable (53%) in the adoption of fog-based solutions in their businesses. Figure 2
shows further details regarding the adoption stages of fog-based solutions.

The target demographic for our investigation is professional employees who worked in
IT departments and the senior executives of the chosen organizations. These organizations’
top management was asked to forward the survey link to their employees via email. To
ensure that nobody completed the anonymous survey more than once, the online service
saved each participant’s unique identifier (IP address of survey response devices) as login
details for audit.

Research Demographic Data

As mentioned, the research survey was distributed electronically (online) to numerous
organizations across various industries, from which 43 organizations responded to the
survey. From these 43 participating organizations, 216 individual IT- and management-
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related employees responded. Table 3 shows descriptive data about the demographics of
the respondents.

Organizations’ Fog Adoption Stages

Not adopted  Search about it Pilot stage Adopted

Figure 2. Organizations’ fog adoption stages.

Table 3. Sample demographics (N = 216).

Demographics Frequency Percent

Roles in the Organization

Senior Management 24 11.12%
Systems development 49 22.68%
Systems administrator 14 6.48%
Analyst 66 30.55%
Programmer 37 17.12%
Operations 10 4.64%
IT support 16 7.41%
Knowledge related to Fog Technology

No knowledge 2 0.93%
Little knowledge 59 27.31%
Some knowledge 57 26.38%
Good knowledge 74 34.26%
Excellent knowledge 24 11.12%
Experience related to IT

Less than 1 year 17 7.87%
2-5 54 25.00%
6-10 119 55.09%
11-15 22 10.19%
More than 15 years 4 1.85%
Total 216 100%

The role and knowledge of fog technology and IT experience were among the main
demographic data that were collected from participants. The majority of the respondents
(as seen in Table 3) were in a system analyst role (30.55%), and thus, respondents most
commonly reported having ‘good knowledge’ of fog technology (34.26%). More than half
of the participants (55.09%) said that they had 6-10 years of IT experience, while 25% said
that they had 2-5 years of experience.

6. Research Results
6.1. Measurement Model

The current research applies a number of statistical techniques to measure the validity,
reliability, and fit of the recommended fog adoption conceptual framework. Factor analysis
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and confirmatory factor analysis (CFA) was applied to measure the validity of the scale. To
check for internal consistency, the scale validity and reliability were also tested.

6.1.1. Factor Analysis

Scale validity can be ensured using the essential factor analysis technique. Scales
and tests can be assessed and improved as well [170]. In this technique, CFA was also
included in the research. Theory assessment is the objective of CFA. Structural equation
modeling (SEM) is used because it is an arithmetical methodology [171]. Exploratory
factor analysis (EFA) and CFA are different since current theories are used to identify
prospects and suppositions regarding factor relevance and number [149]. For the current
research, Analysis of Moment Structures (AMOS) Graphics 22 (IBM-SPSS-Amos) was used
to conduct CFA. There are, broadly, three types of measurement models: Tau-equivalent,
parallel, and congeneric measurement. The current research uses congeneric measurement
since it helps to refine the measurements through fit measures. Through the technique,
separate testing was carried out for the fifteen constructs. For the one-factor congeneric
measurement model, it was possible to attain fitness. As part of the process, the number
of items was reduced from 76 to 68. For the remaining constructs, measurement model
tests were carried out [172]. During refinement, eight items were removed. Hence, the
recommended research framework is presented in the following manner: Goodness-of-Fit
(GFI) = 0.93, Adjusted Goodness-of-Fit (AGFI) = 0.86, Root Mean Square Error of Approxi-
mation (RMSEA) = 0.060, Root Mean Square Residual (RMR) = 0.050, Chi-sq/DF = 3.527
and Comparative Fit Index (CFI) = 0.95).

6.1.2. Validity and Reliability

The constructs” validity and reliability were assessed using a variety of methods
with SEM-Amos as the main instrument used in this research for data analysis. The
recommended acceptable level for Cronbach’s alpha was >0.70 [167]; the construct values
were between 0.874 and 0.996. Standardized regression weights (SRWs) were utilized to
assess convergent validity. Here, the factor loading was proposed to be 0.50 or higher [173].
The values returned ranged from 0.598 to 0.933, which indicated convergent validity. The
recommended level for the squared multiple correlation (SMC) is 0.30 or more. The SMC
shows the dependency between items present within factor determination [174]. The
returned values of the SMC test were in the range of 0.561 to 0.923. Lastly, 1.96 is the
recommended standard value for the critical ratio (CR) [175], and the values that returned
were between 12.249 and 26.927. Hence, we can conclude that the measures indicated that
the research model has high regression validity.

6.2. Structural Equation Model

The conceptual framework’s objective is to categorize the key variables that impact
the adoption of fog technology by various organizations in several industries. The impact
of fourteen factors on the adoption and application of fog technology was tested. Based
on [176], a methodology section was introduced for SEM in which the association among
latent variables is stated. Byrne [177] characterized SEM as an approach for extracting
variables that may affect the values of other latent variables directly or indirectly. A
moderate level of good fit was determined after assessing the structural model fit indices
(GFI=0.92, AGFI = 0.90, RMSEA = 0.061, RMR = 0.051, Chi-sq/DF = 4.723 and CFI = 0.91).

Tables 4-6 show the regression analysis results for the variables that were utilized in
the adoption model, along with indications of whether the findings confirm the fourteen
hypotheses. The path coefficient (3) value, standard error (SE), R square (R?), critical ratio
(t-value), and p-value were used to determine the SEM results. For a t-value greater than
1.96 and a p-value of 0.01 or 0.05, the standard decision rules are used.
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Table 4. Results of the hypothesized path relationships.

Structural Model

g =
S <
% Paths o _ © Results
& = [8a] = o 2
T kS » 3 & S
< o
=1
S
)
H1 Relative —» Intend to Adopt 0.134 0.056 2405 0508 0.003 ** Supported
advantage
H2 Compatibility —» Intend to Adopt 0.577 0.227 3.540 0.497 0.008 ** Supported
H3 Complexity —» Intend to Adopt 0.053 —0.423 —1.690 0.256 0.641 Not Supported
H4 Awareness —» Intend to Adopt 0.269 0.165 2.619 0.473 0.026 * Supported
H5 Cost —» Intend to Adopt 0.240 0.062 4252 0491 0.012* Supported
effectiveness
Heé Privacy —» Intend to Adopt —0.003 —0.097 0.093 0.107 0.974 Not Supported
H7 Security —> Intend to Adopt 0.254 0.155 4.815 0.409 0.027 * Supported
H8 Infrastructure —» Intend to Adopt 0.678 0.252 2.692 0.523 0.007 ** Supported
H9 Iﬂfn"tre?;tt‘;’“ —» Intend to Adopt ~ —0.012 0223 ~0.056  0.197 0.956 Not Supported
H10 Ease of use —» Intend to Adopt 0.585 0.284 5.963 0.502 0.011** Supported
H11 Usefulness —» Intend to Adopt 0.678 0.252 2472 0.484 0.016 ** Supported
Hi12 Socio-cultural ~ —¥» Intend to Adopt 0.294 0.365 2.007 0.476 0.103 Not Supported
* Significant at p < 0.05, ** Significant at p < 0.01.
Table 5. Hypothesis tests for the mediating effects.

Hypotheses Independent Variable = Dependent Variable Mediate Path Coefficient Results
H13a Relative advantage Intend to Adopt Usefulness 0.006 ** Supported
H13b Compeatibility Intend to Adopt Ease of use 0.012 ** Supported
H13c Complexity Intend to Adopt Ease of use 0.743 Not Supported

** Significant at p < 0.01
Table 6. Hypothesis tests for the moderating effects.

Hypotheses  Independent Variable Dependent Variable Moderator Path Coefficient Results
Hl4a Cost effectiveness Intend to Adopt Size of organization 0.830 Not Supported
H14b Compeatibility Intend to Adopt Location 0.004 ** Supported
H1l4c Compatibility Intend to Adopt Employees’” knowledge 0.165 Not Supported

** Significant at p < 0.01

Table 4 shows the regression test results. For eight of the twelve hypotheses, these
results support the idea that these constructs are strongly and favorably associated with
fog technology adoption. These eight constructs are relative advantage, compatibility,
awareness, cost effectiveness, security, infrastructure, ease of use, and usefulness. Com-
plexity, privacy, and information intensity are three of the remaining constructs that were
found to be non-significant. The socio-cultural was the only construct that was found to be
important but negatively associated with the adoption of fog technology. Figure 3 shows
the path diagram for these final relationships in detail.

6.3. Hypotheses Results Discussion

Despite the assertion that fog technology saves time and costs during recent technology
rollouts in businesses, to our knowledge, few studies have studied the factors that may
affect fog technology adoption within organizations. This research explores a variety of
factors that are more likely to affect fog technology adoption. According to the findings of
this research, the effect of these variables is discussed next.
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Figure 3. Fog technology adaption framework. * Significant at p < 0.05, ** Significant at p < 0.01.

Relative advantage: The research framework predicted a significant positive correla-
tion between the adoption of fog technology and relative advantage. The analysis generated
a standardized coefficient () of 0.134 along with a t-value of 2.405, an R? of 0.508, and a
0.003 ** p-value level. These values show a significant correlation among the mentioned
variables (see Table 4). Relative advantage represents the point at which fog technology
is more effective, cost-saving, and requires less maintenance than existing technology
solutions [25,178]. The studies conducted by Tsai, Lee, and Wu [117] state that recognizing
the importance of usage and benefits over the former motivates organizations to adopt new
technology. Therefore, the research results affirm the presence of a substantial correlation
between relative advantage and the organization’s implementation of advanced technolo-
gies. Moreover, there is an important mediation association between fog technology’s
usefulness and relative advantage. A path coefficient of 0.006 ** was generated from the
analysis, prompting the importance of usefulness as a mediator between relative advan-
tages and the adoption of fog technology (see Table 5). Based on the literature, usefulness
portrays the point at which a person believes that using a certain approach may increase
his or her work efficiency [26]. Furthermore, it has been shown to have a strong influence
on the action of use and to be a significant determinant in the intention for technology use.
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The TAM has been analyzed thoroughly in past research; consequently, advantages are now
the most significant factors in a person’s choice to use a new technology [35,179], implying
that organizations perceive more performance benefits in the use of fog technology than
other platforms. This view is also advanced by other studies [148] that reveal that relative
advantage positively affects users’ intentions to adopt ISs.

Compatibility: The research framework presented a significant positive correlation
between compatibility and fog technology adoption. The analysis generated a standardized
coefficient (3) of 0.577 along with a t-value of 3.540, an R? of 0.497, and a 0.008 ** p-value
level. These values show a significant correlation among the mentioned variables (see
Table 4). From the literature, compatibility is characterized as the point at which technology
is considered consistent with users’ current opinions, past perceptions, and desires [178,180].
Previous works state that the more consistent an innovation is with current procedures
and structures, the simpler it is to introduce and integrate the new technology into the
organization [178]. According to [181,182], compatibility was identified as a significant
determinant for innovation diffusion in the postadoption process. Consequently, the
findings of this research are consistent with those of past studies. In addition, the research
framework revealed that fog technology’s compatibility and ease of use have a substantial
mediation relationship. A path coefficient of 0.012 ** was found through statistical analysis,
indicating that the importance of ease of use is a mediator between compatibility and the
adoption of fog technology (see Table 5). Based on the literature review, some earlier studies,
such as Kristensen [145], established that compatibility has significant effects on ease of
use. The literature review indicates that when users feel that fog technology is consistent
and compatible with their values, beliefs, and needs, they will likely see fog technology as
easy to adopt, flexible, and useful for accomplishing organizations” objectives effectively.

Regarding location, the research framework revealed a positively moderated rela-
tionship between location and compatibility that supports fog technology adoption. The
statistical analysis revealed that the path coefficient is 0.004 **. The findings indicate a
significant association between the two variables (see Table 6). Research conducted by
Forman and van Zeebroeck [183] identified location as one of the key factors that need to be
investigated in the adoption process of any new technology. Moreover, choosing locations
allows for the pooling of resources, which lowers the costs of technology adoption [184].
In addition, different organizational characteristics, such as location and structure, affect
the decision to adopt technology [36]. Fog technology is a technology where location is an
important factor because organizations located in remote or rural areas might have poor
internet infrastructure that might not be compatible with fog technology. Adopting fog
technology in these areas might thus be useless and not benefit organizations.

Related to employees’ knowledge, the research framework showed a moderated nega-
tive impact of employees’ knowledge on fog technology’s compatibility and adoption. A
path coefficient of 0.165 was obtained through statistical analysis. According to the findings,
the impact of this variable on the adoption of fog technology is negatively moderated
(see Table 6). The ability of an organization’s employees to cooperate and participate in
the development and implementation of any emerging technology-based system, as well
as their previous IT experience, increases the likelihood of the organization introducing
a new technology [111]. These factors assist teams in comprehending the tasks needed
for effective adoption and improvement of their ISs [45,136]. Many studies have found a
correlation between prior IT experience and the adoption of new technology [122,185,186].
Accordingly, the findings of this study do not match those of previous studies because
adopting fog technology allows organizations to focus on their core business, while the
technology solutions partner addresses any technical problems.

Complexity: The framework revealed no substantial relationship between the complex-
ity of fog technology implementation and its usability. The analysis found a standardized
coefficient (3) of 0.240 along with a t-value of —1.690, an R? of 0.256, and a 0.641 p-value
level. These results portray a negative and insignificant relationship between the variables
(see Table 4). Complexity, according to the literature, refers to how challenging an invention
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is to comprehend and implement [180]. Hameed and Counsell [178] pointed out that
the complexities of innovation can stymie the adoption of new technological advances.
Other studies Seyal and Rahman [187] stated that complexity has a negative influence on
the acceptability of advancements in technology. However, according to other research,
in the decision-making process for technological adoption within an organization, the
complexity of technology plays a significant role [188,189]. According to the findings of
this research, the complexity of technology is not a significant factor. In particular, in terms
of relatedness to organizations across various industries, there is a negative impact on
fog technology adoption. This result supports the findings of former research that high-
lighted the adverse effect of complexity on decisions related to the adoption of technology
advancements [25,45]. However, the findings of this research do not support the claims
made by Tiwana and Bush [188]. Furthermore, the research framework showed there is no
significant mediation association between fog technology’s ease of use and complexity. A
path coefficient of 0.743 was generated through statistical analysis, indicating that less ease
of use as a mediator between complexity and the adoption of fog technology (see Table 5)
is less important. According to earlier research, when customers perceive a technology
or system as complex, they tend to have a low intention to adopt it [147]. In addition,
Hardgrave et al. [144] identified that complexity has a negative relationship with perceived
ease of use. Other studies, such as those by Shih [148], have highlighted that the intention
to adopt and use are negatively influenced by the complexity of new systems. Thus, our
current research results are consistent with these previous findings.

Awareness: The framework showed a significant positive correlation between aware-
ness and fog technology adoption. The analysis generated a standardized coefficient (3) of
0.269 along with a t-value of 2.619, an R? of 0.473, and a 0.026 * p-value level. Consequently,
the research analysis shows that the two variables have a significant relationship (see
Table 4). Awareness has been described as a key factor that positively contributes to the
implementation of emerging technologies at both the organizational (environment and
work context) and individual (training, knowledge, and skills) levels [190,191]. Research
conducted by Hargittai [192] identified the lack of awareness as a barrier to implementing
any new advanced technology. Moreover, other studies have confirmed that lack of aware-
ness decreased the ability to use new technology [193,194]. Therefore, the findings of this
research confirmed that awareness is a significant factor in the acceptance and adoption of
emerging technologies. Therefore, organizations need to provide professional training to
their staff to increase their knowledge and ability to utilize advanced technologies.

Cost-effectiveness: The research framework showed a significant positive correlation
between the cost-effectiveness and adoption of fog technology. The analysis generated a
standardized coefficient (B) of 0.071 along with a t-value of 4.252, an R? of 0.491, and a 0.012
* p-value level (<0.05). Accordingly, the research analysis indicates a significant relationship
between the mentioned variables (see Table 4). According to Thiesse et al. [195], organiza-
tions focus on anticipated financial gains when they consider advanced technologies’ accept-
ability to operational models. Research conducted by Modrak and Moskvich [196] pointed
out that fog technology implementation could significantly reduce an organization’s total
cost of ISs. Several previous researchers have addressed the degree of adaptability with ad-
vanced technologies, while cost-effectiveness has been a major topic of debate [110,132,197].
In terms of the adoption of advanced technologies, the results of this research hence concur
with the conclusions of prior research. In addition, the research framework revealed no
substantial association between an organization’s size and the expenses of implementing
fog technology. A path coefficient of 0.274 was generated through statistical analysis,
indicating that the two variables have a negative relationship (see Table 6). In previous
research, the size of the company has been the most commonly studied factor [198]. Since
the organization’s size determines several organizational characteristics, such as resources,
structure, and decision-making, it is the most critical aspect influencing the implementation
of IS within the organization [25]. According to previous research findings, such as those
by Ali et al. [182], the size of an organization and the acceptance of current technological
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advances have a positive impact and are significantly correlated. Other scholars, for ex-
ample, Goode and Stevens [199], concluded that the size of an organization has a negative
correlation with the expense of implementing fog technology. Furthermore, other studies
by Aiken et al. [200] showed that the correlation was significant. Some IS studies have
indicated that the size of an organization is a subject of concern [185,186,197,201].

Larger organizations have significantly more resources, experience, and skillsets than
smaller organizations, allowing them to take advantage of recent technological advances.
According to Jambekar and Pelc [108], smaller companies benefit from stability, and changes
can be made quickly to meet organizational goals. Hence, these companies are able to
be highly creative and make rapid changes in response to their needs. This research
framework discovered that there is no positive and significant moderated association
between an organization’s size and the cost of adopting fog technology. This finding
supports that organizations do not focus on size if they have a solid infrastructure that
allows them to develop or implement any new technology easily. In addition, organizations
can concentrate on the types of processes or activities that they perform instead of just
their size.

Privacy: The research framework showed an insignificant correlation between privacy
and fog technology adoption. The analysis showed a standardized coefficient (3) of 0.003
along with a t-value of 0.093, an R? of 0.107, and a 0.974 p-value level. These results indicate
a negative relationship between the mentioned variables (see Table 4). In the research
conducted by Wang et al. [115], privacy is recognized as a major obstacle to the adoption of
any technology. The security level of an entity depends on the confidentiality and privacy
of its records [42,132]. Consequently, the conclusions of this research confirm that privacy
is not supported as a significant factor for fog technology adoption.

Security: The research framework showed a significant positive correlation between
security and the adoption of fog technology. The analysis generated a standardized co-
efficient (f3) of 0.254 along with a t-value of —4.815, an R? of 0.409, and a 0.027 * p-value
level (see Table 4). The security issue is addressed in the context of fog technology with
the aim of delivering and retaining a higher degree of security than other technical models
such as cloud technology [67]. Security is critical to fog technology, as well as other IS
domains [42,202]. The impact of security issues on the adoption of new technologies has
been investigated by several studies, such as that by Zhu and Kraemer [186]. On a similar
note, security is supported as a significant factor for fog technology adoption, according to
the findings of this research.

Infrastructure: The research framework showed an important positive association be-
tween infrastructure and fog technology adoption. The analysis generated a standardized
coefficient () of 0.678 along with a t-value of 2.692, an R? of 0.523, and a 0.007 ** p-value
(see Table 4). From previous literature, the extent to which an organization has the ex-
pertise, funding, commitment, and governance to execute IS technologies is measured
by organizational IS infrastructure [109]. The adoption of new technology has also been
positively correlated with organizational infrastructure. To provide effective incorporation
of and reap the benefits from any IS adoption, IS technology and computer resources
are necessary [203]. Previous research outcomes have identified a positive correlation
between the current involvement of organizational infrastructure and the adoption of new
technology [109]. In this research, we claim that the presence of IS infrastructure and its
availability, together with an organization’s financial and technical tools, will impact the
implementation of new technologies. The results of this research are consistent with those
of earlier studies, and they support the research argument that infrastructure is a major
factor in fog technology adoption.

Information intensity: According to the research framework, there is no significant
association between information intensity and fog technology acceptance. A standardized
coefficient (3) of —0.012 along with a t-value of —0.056, an R2 0f 0.197, and a p-value level
of 0.956 were found through the analysis, indicating a negative relationship among the
mentioned variables (see Table 4). According to the literature, information intensity refers to
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the ability of organizations to implement and use more sophisticated technology [45,46,91];
the larger the information intensity is, the better an organization’s ability to strategically
use IS [135]. Consequently, the results of this research differ from those of previous
studies [45,46], largely because fog technology is adopted to boost an organization’s overall
efficiency rather than merely access information resources. Undoubtedly, other emerging
technologies such as Big Data, Al, and analytics tools could be more relevant to information
intensity than fog technology in this adoption context, and this remains an interesting
future research consideration.

Ease of use: The research framework revealed that fog technology’s compatibility and
ease of use have a substantial and constructive mediation relationship. A standardized
coefficient (3) of 0.585 along with a t-value of 5.963, an R? of 0.502, and a p-value level
of 0.011 ** was found through analysis, indicating a significant correlation among the
mentioned factors (see Table 4). According to the literature, ease of use refers to a person’s
perception that using a particular device or procedure is free of effort [26]. According to
the TAM, perceived ease of use has a substantial effect on the practical use of innovation,
behavioral mindset, perceived utility, and purpose [27].

Usefulness: According to the research framework, there is a significant and construc-
tive mediation association between fog technology usefulness and relative advantage. The
standardized coefficient (B) was 0.678, the t-value was 2.472, the R? was 0.484, and the
p-value level was 0.016 ** was found through analysis, indicating an important correlation
among the mentioned variables (see Table 4). According to the literature, usefulness por-
trays the degree to which a person’s belief in using a certain approach may increase his
or her work efficiency [26]. Furthermore, it has been shown to have a strong influence on
the action of use and is a significant determinant of the desire for invention use. The TAM
has been analyzed thoroughly in past research; consequently, utility is the most significant
factor in a person’s choice to use any new technology [35,179].

It has been found that human acceptance and usage of advanced technologies are
greatly impacted by behavioral intentions that are influenced by the new technology’s
ease of use and usefulness in executing tasks [82,100,102]. Specific decision-makers and IT
experts in the company will determine whether to introduce and use innovations, and their
behavioral intentions toward innovation will influence their recommendations on whether
to adopt an innovation [99,101,138]. Thus, the results of this research indicate that the ease
of use and usefulness of fog technology are both important factors that affect the decision
to adopt fog technology.

Socio-cultural: The research framework revealed that the sociocultural environment
had a substantial negative effect on fog technology adoption. The analysis indicated that
the standardized coefficient (B) was 0.294, the t-value was 2.007, the R? was 0.476, and
the p-value level was 0.103. These results indicate that this variable negatively impacts
the adoption of fog technology (see Table 4). The difference in the social and cultural
backgrounds of the employees creates differences of opinion in the organization related
to the use and adoption of technology [37]. The necessity to use innovative technology
is determined by considering the different traditional, cultural, and social beliefs held
by employees [139,140]. In culturally cohesive communities, different cultural and social
aspects, and subsequent social capital, serve as determining factors that impact innovation
and its use in organizations [141,142]. In this research, the sociocultural environment is
significantly negative because the adoption of fog technology aims to enhance the overall
performance of the organization’s system rather than to change the whole ecosystem. Con-
sequently, socio-cultural is negatively related to the changes that fog technology introduces
to the organization’s IS.

7. Research Discussions and Implications

This paper has addressed the research question directed toward finding the key factors
that should be considered by organizations when adopting fog technology. The research
findings have considerable implications for studies on fog technology adoption. However,
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this research also has some limitations. The contributions and limitations of this research
are presented in the following sections.

7.1. Research Contributions

This research makes a number of contributions to both academia and industry. Fog
technology was initially proposed as a supplement to cloud technology to overcome some
key limitations of cloud technology, such as the low latency of applications that support
IoT devices. First, as these devices are likely to be more physically dispersed, the fog
technology architecture can increase the response time of cloud technology. This research
outlines the primary adoption factors for fog technology that will be useful to understand
the trade-off of the identified technology factor of security with the longer response time
of fog technology. Cloud security factors are heavily researched, and security is often
considered an inhibiting factor for cloud adoption [182]. This research shows that fog
technology could be an effective solution for organizations’ system architecture compared
to cloud technology for security-sensitive industries, where the response time may not be a
significant issue, but the security of information exchange is critical, e.g., defense, medicine,
and government services. This research presents adoption factors that may be useful for
future research in the context of adoption in security-critical businesses.

Second, the overload issue of cloud technology can be reduced by fog technology,
which offloads many computing processes requiring minimal computations. Nevertheless,
studies on the successful adoption of fog technology remain scarce. This study provides
strong quantitative empirical data on this untested phenomenon that could be founda-
tional for the future development of new understandings and expanded theory [204]. The
research framework and measures established in this study can help companies expand
their understanding of fog adoption and provide initial tools for assessing and managing
the adoption of fog technology. Consequently, this research study can be identified as
one of the first efforts to investigate the factors that may either enable or complicate the
adoption of fog technology, as future studies on other technologies (such as 5G) have yet to
be conducted in this context. The contributions of this research are further explained with
respect to five areas of research implications, as follows.

7.1.1. Innovation Implications

Stemming from the DO, this study advocates innovation as a key factor for organiza-
tions considering adopting fog technology, as fog architecture can still be considered to be
in its initial phase of adoption. Innovation is critical to expanding businesses’ scope and
growth. Therefore, any organization considering fog technology should have robust and re-
silient processes for managing innovative practices. As discussed by Aljawarneh et al. [205],
the implementation of fog technology coupled with innovative practices has boosted orga-
nizational productivity because this combination enhances customer service, primarily due
to the ease of access to services. This finding is well-supported by our proposed model,
as the factors associated with innovation, namely, relative advantage and compatibility,
are positively supported. Likewise, there is a negative association between fog technology
and complexity, meaning that fog technology can reduce the perceived complexities of
the delivery of technology-enabled services. This study is also supported by the positive
mediating role of the innovation dimension toward the usability factors, i.e., usefulness and
ease of use. A key contribution of this research is strong empirical support for the DOI, as
it confirms the authenticity of this widely accepted theory toward technology adoption in
the organizational innovation discipline. Likewise, Tortonesi et al. [206] advocated for fog
technology as the computing paradigm that will continue to play a critical role in innovative
smart city initiatives. These researchers designed a fog-as-a-service platform to promote
innovative and flexible services that can be supported on edge devices, as well as by cloud
technology. This study contributes to supporting the flexibility of fog technology, therefore
permitting the delivery of innovative services for the industry. This study has strong
industry implications for supporting the practical adoption of fog-as-a-service platforms.
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7.1.2. Contextual Implications

Similarly, fog technology has a strong affinity with the contextual dimensions of tech-
nology adoption, as supported by our study. Thus, it is not surprising that fog technology
supports technology awareness and infrastructure in the same way as cloud technology
when it was first adopted and in its early stages [207]. Discussions on the technology
infrastructure architecture by Prokhorenko and Babar [208] also confirm the consistency
of studies across cloud and fog technology and report that they can both support resilient
distributed systems. Preden et al. [209] proposed that self-awareness will be an increasingly
important factor for efficiently distributed sensing and computing networks that enable
IoT. This premise can be supported by situational awareness of fog technology. Therefore,
the contextual dimension of awareness can be viewed from two perspectives: Organiza-
tional and technological. From the organizational perspective, awareness relates to how
people gain knowledge about fog technology. Our study supports the premise that fog
technology can arguably support stronger organizational awareness than cloud technology
because fog technology supports edge devices that are more visible and user-friendly for
operational use. Likewise, from the technological perspective, connections offered by fog
technology are scalable and supportive of self-awareness traits. Hence, the applications
of fog technology to IoT services can extend to implementing deep learning on the IoT
network akin to the experiments byAttiya and Zhang [210].

While awareness and infrastructure factors have strong support, an interesting find-
ing from our study is that fog technology does not have strong support in relation to
information intensity. This finding is significant because, from a technology standpoint,
fog technology can support more information-intensive services and applications [209],
which demonstrates a disconnect between technology capability and user perception, as
captured in this study. Fog technology, given that it is a new computing paradigm, is
largely understood as a special type of cloud technology. This classification is accurate,
but a significant difference is that, in contrast to cloud technology, fog technology allows
for greater computing processing at the edge. While this feature allows for more scalable
services, it can be seen that fog technology, especially for edge devices, is limited by be-
ing able to implement only a small number of information-intensive applications. From
a technology standpoint, this argument holds little weight because fog technology also
supports low latency; therefore, information intensity should be supported. Since our
survey captures participants’ understanding that fog technology can support information
intensity, perhaps this argument can be viewed in terms of the way information intensity
is handled by the edge devices of fog technology. We can safely assume that a particular
edge machine in fog technology is unable to support information-intensive applications
compared to a centralized cloud-technology infrastructure. However, overall, fog technol-
ogy is capable of supporting information-intensive suites of applications. In this case, a
more critical factor is the information and infrastructure architecture of fog technology. For
instance, the combination of fog, cloud, and IoT devices built with a platform-independent
framework and using services to support data integrity (such as the blockchain) can sup-
port information-intensive applications, such as a prototype application for sleep apnea
analysis [211]. This research contributes to the body of knowledge that advocates for the
consideration of fog technology as a complete architecture rather than the study of specific
edge devices or services. Research on fog technology should also adopt a holistic view of
technology adoption rather than focusing on specific aspects of fog architecture.

7.1.3. Economic Implications

It is a well-accepted idea that fog technology will continue to drive down costs, similar
to what cloud technology has previously achieved, and this prediction is a major driver
of its adoption. Our proposed research model supports this view, and fog technology
is well-received primarily because it is perceived as a special type of cloud technology,
and most recent innovations in this area bundle cloud, fog, and IoT services together, e.g.,
Prokhorenko and Babar [208]. Therefore, from an economic perspective, it is clear that fog
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technology can enable cost-effective services. However, from an economic viewpoint, it is
worth discussing the overall value of the services, not just the cost. The edge computing
and scalability of cloud-technology architecture that is supported by fog technology may
in fact increase the cost of the service, but it is possible to increase the overall value of the
service to the customer more substantially. This research contributes to the view that fog
technology can be considered a factor in the economic dimension because a wider adoption
of fog technology will continue to drive costs down. This view is consistent with most
IoT-based business case research, as suggested by Brous et al. [212] in their systematic
literature review on the advantages of adopting the IoT.

7.1.4. Technology Implications

In terms of the technology dimension, our study found that fog technology is perceived
to support information security but does not uphold information privacy. A significant
body of research on cloud technology security has emerged since information security
continues to be the most significant aspect of cloud computing [213]. A substantial number
of technology and process solutions for cloud technology security have been adopted in
recent years [181,214]. It is therefore not surprising that there have been an increasing
number of cloud technology security measures that have also benefited from the adoption
of fog technology. However, trust issues continue to be a significant barrier amid rising
cybersecurity threats in the cloud computing area [215], and this fact is reflected in the
corresponding technology architectures emerging from cloud technologies, such as fog
technology. This research supports a consolidated view of cloud technology security that
encapsulates not only technology enablers of clouds (such as fog technology) but also
adoption enablers of clouds (such as addressing privacy concerns). Future research should
consider privacy issues by not only addressing the granular needs of fog technology but
also adopting a more holistic view of the privacy architecture for cloud technology and its
wider application in the IoT [213]. This research finding is significant, as it highlights that
while users are showing increasing confidence in the security of fog technology, privacy
in fog technology is beyond the technology architecture of fog technology [215]. Privacy
should be examined in relation to a top-level architecture of cloud technology and IoT. If we
can offer assurance on privacy issues at a holistic level for IoT applications, the cloud, fog,
and edge computing technologies will be addressed together since this research extends
the knowledge that privacy cannot be confined to the technology dimension alone.

7.1.5. Organizational and Socio-Cultural Implications

Finally, our study has highlighted the challenges of fog technology in considering
sociocultural and organizational dimensions. These findings are consistent with new tech-
nology adoption challenges when innovative approaches are introduced in an organization.
Fog technology was not found to have significant dependencies on the organization’s
sociocultural setting, organization size, or employee knowledge. These results are valid
because they reflect the signature benefit of cloud technology for organizations. Regardless
of organization size or employee knowledge, cloud technology offers superior IT services.
These benefits are transferrable to fog technology because of the similarity between fog
technology and cloud technology in terms of technology adoption from an organizational
perspective. There is, however, one notable difference: Fog technology services depend on
the location of the organization. Even though fog technology reduces latency in information
processing, providing services to geographically dispersed locations with edge devices
that are physically located at manifold locations will have an impact on fog technology
services. Further research on the impact of location spread on fog technology adoption is
necessary. Likewise, a relevant implication is that while considering the latency benefits
of fog technology, the location ranges of edge devices to be connected to the fog network
should be reviewed so that services can be optimized.

Future research should be conducted to validate our findings and investigate other
potential factors that are derived from the distinctive attributes of the fog technology
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environment. Likewise, on a practical level, providers of fog technology systems need to
consider how to apply relevant factors when operating fog-enabled services. For instance, if
fog systems are not compatible, are costly, or do not meet the required security levels, then
organizations will not be inclined to adopt such a service. The same can be true for other
factors; however, as a distinct contribution of this research, we found that it is important
to understand how fog technology is perceived and implemented based on the business
needs of adoption.

7.2. Research Limitations and Future Work

It is common for empirical studies of this nature to have several limitations. As such,
this research has some limitations that should be contemplated when examining the study
findings. Since the adoption of fog technology is still in its earliest stage, it was a challenge
for the researchers to collect the sample for this study. This list may not be comprehensive
because there are other possible constructs that should be included. Future research may
consider a larger number of responses. Moreover, since fog technology extends cloud
technology, most identified constructs were based on similar studies applied in the context
of cloud technology. Fog technology has unique attributes that differ from those of the cloud,
such as its distribution and heterogeneous nature. Such features are commonly examined
in empirical studies in this area; hence, more factors and metrics can be discovered and
tested in this context. It must be noted, however, that the measures used in this study
were tested in many studies in the context of IS adoption, which makes them valid for
the purpose of this study. Moreover, a rigorous, multiphase methodology was employed
to test and validate these measures; however, in research future directions we encourage
researchers to investigate and focus on conducting a qualitative case study with technology
officials on the validity of the proposed framework and revise the framework accordingly.

From a long-term perspective, many opportunities exist for expanding our framework
beyond the adoption limitations and issues but toward studying user experience aspects
such as loyalty. Furthermore, this framework can be extended to study the adoption of fog
technology when integrating it with other technologies, for example, this framework can
be extended to cover the integration of fog computing with blockchain.

8. Conclusions

To address the heavy computing processes and time latency requirements related to
cloud technology, fog technology has been proposed as a way to meet these requirements
and overcome the limitations of cloud technology. However, fog technology adoption is
still in its initial stages. This research study has shed light on this particular technology
and has empirically investigated the factors that may enhance or hinder fog technology
adoption within the organization.

While most of the investigated factors (i.e., relative advantage, compatibility, aware-
ness, cost-effectiveness, security, infrastructure, ease of use, usefulness, and location) were
found to significantly and positively impact the decision of whether to adopt fog technol-
ogy, other factors (i.e., complexity, privacy, and information intensity) were found to have
no significant and negative impact on the decision to adopt fog technology. Other factors
(i.e., employees” knowledge and sociocultural environment) were found to have a signifi-
cant but negative impact on the decision to adopt. Thus, a key implication to explore is to
consider fog technology at a broad and holistic level where cloud, fog, and edge computing
architectures are consolidated to offer solutions in broader areas of technology adoption,
such as addressing privacy issues and considering the overall value of services provided by
fog technology to organizations. Likewise, businesses that plan to adopt fog technology are
recommended to not only leverage the benefits of fog technology derived from cloud tech-
nology but also acknowledge the unique benefits and issues that fog technology can bring,
for example, the business benefits of low latency vs. the challenges of location diversity for
edge devices. Based on these implications for research and practice, this research study
supports the call for further empirical studies on the adoption of fog technology to validate
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the findings from this research and to further investigate other cultural and organizational
contexts related to the adoption of this technology. This research study is the first step in
taking into account the unique technology adoption variables for researchers, as well as
providing useful information for fog technology practitioners.
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