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Abstract: The advancements in the Internet has enabled connecting more devices into this technology
every day. The emergence of the Internet of Things has aggregated this growth. Lack of security
in an IoT world makes these devices hot targets for cyber criminals to perform their malicious
actions. One of these actions is the Botnet attack, which is one of the main destructive threats that
has been evolving since 2003 into different forms. This attack is a serious threat to the security and
privacy of information. Its scalability, structure, strength, and strategy are also under successive
development, and that it has survived for decades. A bot is defined as a software application
that executes a number of automated tasks (simple but structurally repetitive) over the Internet.
Several bots make a botnet that infects a number of devices and communicates with their controller
called the botmaster to get their instructions. A botnet executes tasks with a rate that would be
impossible to be done by a human being. Nowadays, the activities of bots are concealed in between
the normal web flows and occupy more than half of all web traffic. The largest use of bots is in
web spidering (web crawler), in which an automated script fetches, analyzes, and files information
from web servers. They also contribute to other attacks, such as distributed denial of service (DDoS),
SPAM, identity theft, phishing, and espionage. A number of botnet detection techniques have been
proposed, such as honeynet-based and Intrusion Detection System (IDS)-based. These techniques are
not effective anymore due to the constant update of the bots and their evasion mechanisms. Recently,
botnet detection techniques based upon machine/deep learning have been proposed that are more
capable in comparison to their previously mentioned counterparts. In this work, we propose a deep
learning-based engine for botnet detection to be utilized in the IoT and the wearable devices. In this
system, the normal and botnet network traffic data are transformed into image before being given
into a deep convolutional neural network, named DenseNet with and without considering transfer
learning. The system is implemented using Python programming language and the CTU-13 Dataset
is used for evaluation in one study. According to our simulation results, using transfer learning can
improve the accuracy from 33.41% up to 99.98%. In addition, two other classifiers of Support Vector
Machine (SVM) and logistic regression have been used. They showed an accuracy of 83.15% and
78.56%, respectively. In another study, we evaluate our system by an in-house live normal dataset
and a solely botnet dataset. Similarly, the system performed very well in data classification in these
studies. To examine the capability of our system for real-time applications, we measure the system
training and testing times. According to our examination, it takes 0.004868 milliseconds to process
each packet from the network traffic data during testing.
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1. Introduction

A self-configuring and adaptive complex network that provides connection for uniquely
identifiable objects/things to the Internet through the use of interoperable communication protocols
is called the Internet of Things (IoT). These objects usually have sensing, actuating, and possibly
programmability capability. They may collect information from anywhere, anytime, and from anything
inside the network. One of the critical issues for this network is preserving the privacy and the security
of information. It is critical to protect the user information using authentication and cryptographic
mechanisms. Without doing so, the IoT devices will be vulnerable to simple intrusion attempts, such as
stealing passwords. Common attacks in the IoT era include: (1) Botnet, defining as a network of
systems combined together with the goal of remotely controlled and distributed malware. The botnet
operators are from the control center called Command and Control (C&C) Servers. They are used to
perform denial of service attacks on spam and phishing emails, exploitation of online data, and stealing
confidential information. This attack is very critical in the Internet of Things world since many IoT
devices can become a ThingBot that makes a big network of bots around us. Detection of ThingBots
is far more difficult than traditional bots since a lot of information can be sent from them at various
locations. (2) Man-In-The-Middle Attack, in which an attacker is trying to interrupt and breach
communications between two separate systems. This attack is dangerous since it intercepts the
communication between two parties and transmits wrong messages between them. As an example, a
security threat within this context can be the presence of one or more intruding passive radio-frequency
identification (RFID) tags that act as interferences. Within such a passive RFID network, security
threat with respect to the reliability of the system operation is the presence of a number of intruding
passive RFID tags that could act as interferers. Using these malicious tags, an attacker can use
them in the network as a mean to enter interference in the operation of the other non-malicious
tags, causing impossible demodulation of their signals [1]. Another threat in this category is the
existence of malicious, selfish, and non-cooperative nodes within the context of wireless networks.
They may block the transmission of packets inside the network, known as jamming of the packet
transmissions [2]. (3) Data and Identity Theft, in which attackers try to steal data and identity through
social media information, smart watches, and fitness trackers for the purpose of stealing money; (4)
Social Engineering, in which the attacker manipulates people for the sake of giving up their confidential
information. The manipulation can be done directly or through software; and (5) Denial of Service, in
which a service becomes unavailable due to overloading computing systems. In its distributed form,
a large number of these systems are targeted by a botnet, in which many devices are accessed at the
same time.

Also, other vulnerabilities of the IoT devices include: (a) Mirai botnet, which was able to infect
many IoT devices (primarily routers and cameras), execute the denial of service attack on a domain
name service provider, and disrupt many service providers, such as Twitter or other major companies.
This attack takes advantage of the kernels of the devices. It is actually one of the most prominent
examples of the denial of service attack using a piece of malware to find and infect the IoT devices;
(b) Cold in Finland, in which two buildings were undergoing a denial of service attack in which the
heating system kept restarting. (c) Brickerbot, which is a denial of service attack that simply kills
the devices. (d) Botnet Barrage, which attacked many devices in a university according to which
the devices of the campus became slow or inaccessible. Clearly, botnets are among the most serious
malwares for conducting cybercrimes, especially in the IoT world [3–5].

The main evolution of botnet detection was with the appearance of SDBot and AgoBot. Many
botnets have been introduced, namely Bashlite, Carna, as well as Mirai. Mirai emerged as a high-profile
denial of service attack. This botnet can take advantage from efficient spread across the Internet,
prevalent usage of insecure passwords, and wrong assumption of having simple behavior for the
botnet. Mirai has many variations, but all follow the same principle. These malwares cause a large
volume of infected computers (known as bots) to engage in illegal activities inside a tuple stage of:
(i) spread; (ii) command and control; and (iii) launch. Some examples can be mentioned as: distributed
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denial of service attacks; spreading spams; brute force cracking; identity theft; click frauds; carrying
distributed computing tasks for illegal purposes; adware installation; and stealing sensitive information
of users. The bots are created and controlled remotely through channels for command and control
(C&C) and by botmaster (i.e., a single attacker or a group of attackers). Different communication
protocols and network topologies can be considered for these channels. The scale and controllability
of botnets are evolving in the Internet. The difference between them and the other malwares is their
ability to perform autonomously and the possibility of equipping them with different applications,
such as communication channels for receiving commands and code updates from the central unit.
Therefore, the bot and the botmaster can communicate with each other in regards to the working
status and the status update. Within this communication, the IP address, domain name system (DNS),
and node identification number for locating the controlling unit are known.

These malwares are used for transmission of malicious information and codes, sending spams,
deceiving and generating virtual attacks, launching strong attacks, and stealing sensitive information.
The activities of botnets make most of the ongoing traffic data in the Internet. Their scope of malicious
activities can include economical organization, military stations, and house appliances (such as
compromised refrigerators, and security cameras). The type of networks used for botnets is peer-to-peer
that improves their resiliency in front of defense mechanisms. The manager of the infected computers
(or bots), called botmaster to distribute the commands. It is difficult to detect the bots within this
network topology due to their evasive nature. The operations of Mirai Botnet and the structure of a
typical botnet are shown in Figures 1 and 2. The importance of botnet communication in real traffic
data can be observed in Figure 3 (captured from [6]).

Detection of these bots can be classified into four categories using: (a) signature from data;
(b) anomaly from data; (c) DNS of data; and (d) machine/deep learning-enabled engines. In the
first category, the botnets have certain characteristics that can be used for their identification using
network traffic. The best candidate methods to detect bots are real conditions. The anomalous network
behaviors are discovered by the anomaly-based approaches. These techniques look for specific
parameters, such as delay from network and the running operations on the ports with less usage. If the
normal traffic data are mixed with the anomalous traffic data, then these techniques may be weak for
demonstrating their functionality. The DNS information of the bots can be used by the DNS-based
techniques in order to detect them. All the discussed techniques until this point are traditional in
a sense that they can only detect the well-known bots. In order to detect new (and unknown) bots,
machine learning-based systems need to be developed since they are capable of understanding and
predicting unexpected patterns from the network traffic. Using these methods, useful features are
extracted from the data and learning algorithms are utilized with the goal of recognizing bots.
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Two classical machine learning techniques are using: (a) statistical methods and (b) behavioral
techniques. These techniques perform the task of classification through extracting patterns from
empirical data using a set of selective features. These techniques may suffer from designing the best
features for classification. In order to tackle this problem, a new approach has been proposed according
to which the features are automatically learned from raw data, which is called representation learning.
A typical approach in this regard is representation learning that demonstrated acceptable performance
in many domains, including image classification and speech recognition. One of the most well-known
approaches for representation learning is convolutional neural network (CNN). We can enter the traffic
data into the CNN in numeric or image format.

Contributions: What we propose in this work is a deep learning-based engine for botnet detection
system that inputs the image representation of network traffic data into a fine-tuned pre-trained CNN
for botnet detection. Also, the system performance is compared with its counterparts as well as the
traditional machine learning-based systems. The organization of the following parts of this paper
is according to this: Section 2 presents the related works. Section 3 shows the background of the
techniques used in our methodology. Our designed deep learning-based engine for botnet detection is
described in Section 4. The results, evaluation, analysis, and limitations of the experimental evaluation
of this method are all given in Section 5. We conclude the work in Section 6.

2. Related Works

As it was discussed before, we can divide the botnet detection techniques into four categories
based on usage of: (a) data signature; (b) data anomaly; (c) DNS of data; and (d) deep/machine
learning-based engines. Most of the proposed methods so far are included in the category of traditional
botnets. The authors of [3] proposed using signature-based and behavior-based analysis according to
which a correlation engine is employed for generating the final detection results and adjusting them
using a multi-feedback engine. The network traffic has been monitored for suspicious behavior through
looking at parameters such as nicknames, servers, and ports with less commonality. Another botnet
detection method uses n-gram analysis and a scoring system [4]. Another work in this domain is
based on a detection model being used for recognizing the characteristic fact of the commands from
botmaster and his bots [5]. In [7], the dialogs are monitored based on the events and the sources of
information. Once a dialog matches what exists for a successful infection, then it is called an infection.

With respect to anomaly-based approaches, the networks and servers for command and control as
well as the infected hosts are identified in a network for local areas with the assumption of having no
knowledge of signatures as well as the C&C server addresses. Through this process, what is captured
is the spatial-temporal correlation of network traffic within the same botnet. The captured information
is inputted to statistical algorithms for botnet detection [8]. An algorithm for universal compression
was employed for a detection system, named the Lempel Ziv, and was proposed in [9] according to
which the traffic data is given a probability and the new traffic data is estimated based on a specific
likelihood. In [10], the statistical features of the requests with HTTP format from the client-side and the
responses of DNS from the server-side are gathered for detection of HTTP-based C&C traffic. In this
process, three unsupervised anomaly detection techniques are employed for isolation of suspicious
information under transmission.

Regarding DNS-based approaches, a mechanism has been proposed in [11] that performs
classification of the DNS traffic data from single hosts and a group of hosts periodically using duplicate
queries. The power spectral density is leveraged in order to recognize major frequencies in the periodic
DNS queries of botnets [12]. Using this technique, the timing information of queries are utilized
without considering the number of queries and domains. The authors of [13] utilize clustering and
classification algorithms in order to remove noise and separate domains from each other based on
similarity in the characteristic distribution of domain names. The bots from each botnet and offline
malwares of the machines with infection are identified using collaborative filtering.
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The recent and more effective approaches to detect botnets are machine learning-based that are
more beneficial for IoT botnets. In these techniques, the network traffic data are mostly analyzed at the
network-level, analyzing flows of the traffic conversations. The authors of [14] showed the features
based on flow such as small packet rate, initial packet length, packet ratio, and bot response packet
can be given to boosted decision tree, naïve Bayesian classifier, and Support Vector Machine (SVM)
algorithms for botnet detection. In [15], the authors showed 21 flow-based features categorized based
on byte, time, behavior, and packet. Then, the features with the most useful information are selected for
detection of botnet. There are three important behaviors for network, called long active communication,
connection failure, and network scanning for feature extraction. The used data in this process are
the network layer flows and the transport layer. The botmasters are identified using particle swarm
optimization and K-means algorithms. The authors of [16] proposed using deep learning in developing
a botnet detection model according to which the packets are converted into tokenized integer format
by word embedding and inputted to a bidirectional long short term memory-based recurrent neural
network (BLSTM-RNN) for learning from and detecting of botnets. The BotHunter was proposed
in [6] as one of the earliest botnet behavior detection systems that tries to correlate the generated
alarms by Snort (which is a free and open-source network intrusion detection system) to the behavior
of an individual host. The other detection system is BotMiner [17] that considers group behavior of
individual bots within the same botnet. A decision tree has been proposed by [18] in which they use
reduced error pruning algorithm for improving the performance. Usage of IP addresses as a reputed
feature is another aspect of their work that resulted in an increase in their detection accuracy. [19]
demonstrated that detection of infected IoT devices included inside a botnet is made possible with a
logistic regression-based mode. In this model, the probability of having a bot for a device is calculated.
The IoTSec has been proposed as a software defined networking approach to enhance the security
policies specifically in front of IoT bots [20]. The characteristics of network traffic data were studied
in [21] for the purpose of botnet detection and control phase under the radar through malicious email,
website, file sharing networks, and ad-hoc wireless networks. In [22], a host-based botnet detection
system has been proposed in which a flow-based detection method is utilized that considers the log
files of the machines. The authors of [23] developed a system for detection of botnet that leverages data
mining approach for analysis of the network traffic data at the gateway level. An adaptive learning
rate multi-layer feed-forward neural network has been used in [24] for botnet detection.

3. Background

In this section, the fundamental concepts and techniques that are employed in the proposing
system are discussed. These concepts and techniques include network traffic data to image conversion,
transfer learning, and the pre-trained DenseNet deep neural network are all explained.

3.1. Network Traffic Data to Image Conversion

The concept of network traffic data to image conversion has recently proposed in [25] according
to which the raw data go through a three-stage data processing before its image format come out.
The stages in this data processing can be described as: (a) Traffic split, in which a continuous raw traffic
data in the PCAP (abbreviation for packet capture) format is split to multiple discrete traffic units.
Depending on the type of data representation, the output can be either PCAP for flow-based all layers
or BIN (binary) for flow-based application layer (or the seventh layer). (b) Traffic clear, in which the
media access control (MAC) address and the IP address are randomized in data link layer and internet
protocol (IP) layer at first. This processing step is called anonymization/sanitization. This step needs
to be done in cases the traffics are from different networks. Once this step is done, then it is required to
remove duplicate or empty data. The duplicate data are due to the same content in some packets and
the empty data are due to no application layer in some packets. Without removing these, there will be
bias in training CNN. (c) Image generation, in which the outliers are removed at first. The outliers
are defined as traffic data that have significantly different size from the rest of the data. Next, the
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remaining data are adjusted to a specific length. Those data that are less than the chosen length are
padded with 0XFF (i.e., the numerical representation of white color). The result data with the same size
are transformed into images with gray-level format. In this work, for the first time the technique of
converting network traffic data to images are used for botnet detection. Figure 4 shows some samples
of normal and botnet network traffic data (from the CTU-13 dataset [26]) in the image format.
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3.2. Transfer Learning

The process of predicting an unseen data is done by the statistical models trained on an already
collected labeled or unlabeled training data. If there is sufficient labeled data for gaining knowledge,
then a good classifier can be built. Within this context, the semi-supervised classification is leveraged
to solve the problem of insufficient data with labels for building a good classifier through utilizing
unlabeled data with large set and labeled with small set. The main assumption is having the same
distribution for labeled and the unlabeled data in this domain Also, each task is learned from the
scratch in these techniques.

How about when there is noticeable insufficiency in the labeled data? Transfer learning
helps overcome this issue based on allowance of difference among different domains, tasks,
and distributions used in training and testing. This technique helps apply knowledge learned
previously (from source tasks) to tackle new challenges (target tasks) and with higher quality solutions.
The knowledge extracted from certain tasks with general information is applied to a target task with
unknown information.

3.3. The Neural Networks with Pre-Trained Weights

A neural network with pre-trained condition can be defined as a model that has been trained
on another problem as a starting point to be used for solving a similar problem. The training
happens through running images from thousands of object categories, such as keyboard, pencil,
coffee, and many animals. According to this technique, there is no need to create a model from scratch.
In fact, the pre-trained neural network is utilized to extract powerful information as well as features
from diverse images. The acquired knowledge can be applied to other tasks. The other benefit that
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comes with this approach is a faster and easier training process for other tasks since instead of training
from scratch, the network only needs to be fine-tuned for another targeted task.

As an example for certain tasks such as object recognition or cars with self-driving and –learning
capability, maybe months are needed to build the model from scratch. Using pre-trained networks, the
faster execution time comes at the expense of less accuracy. These models help learn an algorithm or
try out existing frameworks. This technique is highly desirable for applications with time limitations
and computational resources do not allow us to build a ground-up model. Therefore, a pre-trained
model may be used as a benchmark for improvement of existing models or testing the already built
model for different applications.

One option for the pre-trained model is convolutional neural network. The common layers
in a CNN are named as input layer, convolutional layers, rectified linear unit, cross channels
normalization layers, average pooling layers, max pooling layers, fully-connected layers, dropout
layers, softmax layers, and output classification layers. In training the network, the learning occurs
from the data directly and the complexity and detail of learned information is augmented from
layer to layer. Nowadays, it may not be fully practical to train a CNN from scratch especially due
to time limitation. As a result, a CNN with pre-trained condition can also be used as a feature
extraction module.

3.4. The Classification Measures

In order to evaluate our system, we measure accuracy, precision, recall, F1 score, and Kappa.
The analytical equations are given as follows:

Accuracy =
TP + TN

TP + FP + TN + FN
(1)

Precision =
TP

TP + FP
(2)

Recall =
TP

TP + FN
(3)

F1 Score =
2TP

2TP + FP + FN
(4)

Kappa =
Actual Accuracy− Random Accuracy

1− Random Accuracy
(5)

where TN is true negative (the number of data samples from normal traffic data that are correctly
classified as normal), TP is true positive (the number of data samples from the botnet traffic data that
are correctly classified as botnet), FP is false positive (the number of data samples from the normal
traffic data that are wrongly classified as botnet), and FN is false negative (the number of data samples
from the botnet traffic data that are classified as normal). These metrics will also be used in creation of
confusion matrix (also known as error matrix is used to visualize the performance of an algorithm).
Its main purpose is to observe whether the two classes are labeled or mislabeled. A descriptive form of
this matrix is shown in Table 1.

Table 1. The confusion matrix for botnet detection.

Actual Class

Botnet Normal

Predicted Class
Botnet True Positive (TP) False Positive (FP)

Normal False Negative (FN) True Negative (TN)
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3.5. Live Network Traffic Data Acquisition

In computer forensics, we have two types of data for examinations: (a) real-time/live analysis; and
(b) dead/offline/static analysis. The case of live acquisition happens when the investigation is done
on a live system. The data is acquired, processed, and investigated while the system is on. However, in
the dead analysis, the data have already been acquired and processed later on. So, when we consider
real time analysis of data, as soon as the data become available, it is processed to understand and make
conclusions. In this case, the investigation is carried out immediately and it is determined whether the
network traffic data is normal or botnet. If a malware is detected, the corresponding countermeasures
can be taken. Due to quick reaction from the system without significant delay, less infection and
damage can happen. While the offline analysis of data can determine the system status after the
problems occur. We performed capturing live network traffic data from the University of Central
Florida (UCF) campus network and a local residential place. The tool that we used for capturing
data is the Wireshark capture engine. The leveraged interface is Wi-Fi with a buffer size of 2 MB.
Also, the used name resolutions are Resolve MAC Addresses, network names, and transport names.
A new PCAP file is created every 30 min. A snapshot of the acquired network traffic data is shown in
Figure 5. The UCF network traffic data are not shown due to restrictions.
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4. Proposed System and Methodology

The detail of our system for detection of botnet traffic data is proposed in this part. As it can be
seen in Figure 6, the flow of system can be split into two main parts: (a) transformation of network
traffic data into image and (b) classification of botnet and normal network traffic data. In phase (a), the
raw traffic data are partitioned based on the flow. A network flow is defined as all the packets that
have the same five-tuple, i.e., source IP, source port, destination IP, destination port, and transport-level
protocol. According to this partitioning, a set of raw traffic data are split into a number of subsets.
In each subset, the packets are arranged in time-order. Regarding the packet layers to be involved
into our analysis, the intrinsic characteristics of the packet layers are reflected into application layer
of TCP/IP model, while other layers contain some traffic feature information, which can be used for
identification of certain network attacks. In the beginning, a continuous raw traffic is split into multiple
discrete traffic units. Next, for elimination of the negative impact of the IP and the MAC address
information in a flow, that information is removed through a randomization process, usually called
traffic sanitization.
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Figure 6. The flow of botnet detection using DenseNet, Support Vector Machine (SVM), and Logistic
Regression: (a) transformation of network traffic data into image and (b) classification of transformed
network traffic data into image using DenseNet (top) and SVM along with Logistic Regression (bottom).

According to this procedure, the MAC address and IP address are randomized in the data link
layer and IP layer, respectively. After this cleaning process, it is needed to clean files for some packets
that have no application layer and accordingly the result bin files will be empty. Also, a number of
packets generate the same files when they have the same information and content. This fact leads to
having bias during training and they need to be removed as well. After this step, the content of files
are read in ASCII-encoded binary representations before being adjusted uniformly in length. After this
step, the data is converted into image.

Having done so, the second phase is classification of the network traffic data, which are now images, for
determination of their identity. In other words, it is required to determine whether they are botnet or normal.
Three types of methods for classification have been selected, namely: (a) CNN-DenseNet (with/without
transfer learning); (b) support vector machine (SVM); and (c) logistic regression. For CNN, the images are
given directly as input. For transfer learning, the ImageNet weights are loaded and different set of layers of
CNN are frozen during training to see their impact on the detection accuracy. In order to input the images
to the SVM and the logistic regression, they are transformed into a one-dimensional vector. The flow of our
system is shown algorithmically in Algorithm 1.

Algorithm 1: The Flow of Botnet Detection

01: Input Parameters: Network Traffic Data
02: Output Parameters: Normal or Botnet Traffic Data Classification Outcome
03: Data Acquisition:
04: Data (in PCAP format)← Acquiring normal/botnet network traffic data
05: Data Preprocessing:
06: Data← All Layer Flow Generation (Data)
07: Data← Trace Sanitization (Data)
08: Data← Empty and Duplicate File Removal (Data)
09: Data← Uniform Length Adjustment (Data)
10: Image← Image Generation (Data)
11: Botnet Detection:
12: Fine-Tuned DenseNet Model. ← Fine-Tuning Pre-trained DenseNet on ImageNet Dataset (Training Images)
13: Trained SVM Model. ← SVM (Flattened Training Images)
14: Trained Logistic Regression Model. ← Logistic Regression (Flattened Training Images)
15: Made Decision from DenseNet← Fine-Tuned DenseNet Model. (Testing Images)
16: Made Decision from SVM← Trained SVM Model. (Flattened Testing Images)
17: Made Decision from Logistic Regression← Trained Logistic Regression Model. (Flattened Testing Images)
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5. Experimental Results and Evaluation

In this part, we present our experiments with the systematic approaches described above to
see their capabilities in botnet detection. The system is implemented using Python programming
language and Keras as a backend. The dataset used in our experiments is the CTU-13 dataset, which is
a dataset with given labels for botnet, normal and background traffic. We only employed the botnet
and the normal traffic data from this dataset. All the data are transformed into images according to the
discussed technique, letting us analyze the influence of transfer learning in botnet detection using the
obtained images. In this regard, no weights are given to the DenseNet in the first run (which means
no transfer learning). Afterwards, the beginning of the first, the second, the third, and the fourth
dense block are selected as the starting point for fine-tuning (or retraining) the CNN. This means
all the layers before the starting point are fixed (or frozen) and their transferred weights remain
unchanged. The ImageNet weights are given for this experiment. In all of these experiments, the
system is trained for three epochs. The evaluation results of these experiments are shown in Figure 7.
As it can be seen from the figure, the best accuracy (99.98%) is achieved when 10 number of layers are
fixed. Also, the demonstrated accuracy without transfer learning is noticeably low comparing to its
TL-based counterparts.
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Additionally, we tested our system (fine-tuned using the CTU-13 dataset) on another solely botnet
dataset, named the Information security and object technology (ISOT) Hypertext Transfer Protocol
(HTTP) Botnet Dataset (only the botnet portion) [27]. The results show that they system is strong
enough to detect botnet traffic data with accuracy of 100%. Although this result may slightly be
different in other runs of the code. In order to make our analysis more comprehensive, we captured
live traffic data from the UCF network and a local residential place. This live data can show the
performance of our system for real-world applications. The tested system achieves an accuracy of
99.35% that is promising to employ this engine in the IoT and wearable devices. In order to further
assess the capability of our proposed system, we compare our results with the reported results from
a number of recent published works in the area of botnet detection. This comparison is provided in
Table 2. As it can be seen from the shown table, the closest counterparts to our method in terms of
accuracy are [28] and clustering in [29]. However, they are less effective in the other parameters.
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Table 2. The comparison of classification results among densenet, SVM, and logistic regression.

Score Merit Accuracy
(%)

Area under
Curve (%)

Precision
(%)

Recall
(%)

F-1 Score
(%)

Kappa
(%)

CNN: DenseNet (Best Result)
(for CTU-13 Dataset) 99.98 99.99 99.98 99.98 99.98 99.96

Support Vector Machine (SVM)
(for CTU-13 Dataset) 83.15 75.80 80.73 98.07 88.56 57.72

Logistic Regression
(for CTU-13 Dataset) 78.56 81.06 92.76 73.49 82.01 56.35

CNN: DenseNet (Best Result)
(for Live Normal Network Traffic Data) 99.35 99.98 99.35 99.35 99.35 98.70

CNN: DenseNet (Best Result)
(for ISOT HTTP Botnet Dataset, Only
Botnet Traffic Data)

100 99.99 100 100 100 100

[28] 94.70 N/A N/A N/A N/A N/A
[30]: K-Nearest Neighbor (KNN)
(for T1 training set) 90.20 N/A 89.50 91.00 90.30 N/A

[30]: C4.5 (for T1 training set) 90.10 N/A 89.10 91.20 90.10 N/A
[30]: Random Forest (RF)
(for T1 training set) 90.80 N/A 90.70 91.00 90.80 N/A

[30]: Naïve Bayes
(for T1 training set) 85.90 N/A 83.10 90.20 86.50 N/A

[30]: Clustering 98.39 N/A 86.45 84.47 85.45 N/A
[30]: Neural Network (NN) 89.38 N/A 92.50 85.70 88.97 N/A
[30]: Recurrent Neural Network (RNN) 83.09 N/A 95.41 69.53 80.44 N/A

We also performed a timing analysis on the system operation during training and testing of
the pre-processed network traffic data (or the images) when the CTU-13 dataset is used. There are
403,004 number of images during training and 47,759 number of images during testing. The system
execution time is around 283.22 min during training (for three epochs) and 4.65 min during testing.
If we divide the execution time by the number of images, then the time it takes to process each image
is 0.702772 milliseconds during training for three epochs. With considering the number of epochs,
then the time is 0.234257 for one epoch. On the other side, we have the execution time of 0.0973638
milliseconds for each image during testing. Each flow has an average number of packets of 20 [31,32].
Considering this value, the time to process each packet during training and testing are 0.011713 and
0.004868 milliseconds, respectively. By taking a look at the testing time of each packet, we can say
integrating even the current system in some IoT devices is not out of expectation. Figure 8 visualizes
the training and the testing time of the botnet detection system.
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Another analysis that has been done regarding the comparison between DenseNet (in TL when
10 layers are fixed), SVM, and Logistic Regression are based on their confusion matrices. As it can
be seen from Figure 9, the highest number of true positives and true negatives are achieved when
DenseNet is used. It means the normal traffic data are correctly classified as normal and reach to
their destinations and the botnet traffic data are correctly classified as botnet and blocked from their
targeted points. The SVM shows better performance against Logistic Regression in terms of true
negative, while the logistic regression shows better performance in terms of true positives. On the
other hand, the SVM caters higher false positives, while the logistic regression brings more false
negatives. The interpretation of this action is having more unauthorized access when SVM is used and
more denial of access (service) when logistic regression is used.
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Discussion, Limitations, and Lessons Learned

The possible limitations of this system and its corresponding solutions are discussed here. When a
system is built using a deep learning engine, it may contain certain limitations, such as being data
hungry, having a power constraint, being complex, and being unable to deliver real-time response.
These requirements are mostly referenced during the training and can be overcome by incorporating
sufficient performance hardware. In other words, once the system is trained for certain number epochs
and input data, then it only needs to be tested. The testing time is much less than the training time.
In addition, there are many real world applications of deep learning such as Image Recognition,
Speech Recognition, Medical Diagnosis, Statistical Arbitrage, Learning Associations, Classification,
Extraction, and Regression [33]. The same underlying techniques used to make them suitable them for
real world applications can be used for botnet detection as well. As an example, many smart phones
nowadays are capable of face recognition [34,35] and equipped with AI learning and testing tasks.
Furthermore, there are a number of related works published: DeepX has been presented in [36,37]
which is a software accelerator for deep learning execution. Using this interface, the device resources
are lowered significantly (including memory, computation, and energy) to overcome the bottleneck of
mounting deep learning engines on mobile devices. A technique based on edge computing has been
proposed in [38] for improving the performance of deep learning applications.

What we learned from design, development, and testing of this deep learning-based botnet
detection engine is that visualization of the network traffic data provides certain informative features
about the ongoing packets in the network, which may not be easily seen by the one-dimensional
numerical format of the traffic data. Also, the traditional machine learning classifiers are easily
defeated by the neural networks. It means that the assumptions of linearity for the decision by logistic
regression and considering a hyper-plane for differentiation of the images are not as effective as the
learning layers and the decision layer(s) of neural networks. Another lesson is the importance of having
sufficient number of normal and botnet traffic data during training to build a high performance system.
Also, we realize that it is important to check the strength of our system in front of live data since it
shows how it behaves in real circumstances. The value of transferring knowledge from a different
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domain into the security context is another aspect of this work that should not be neglected. Also, it has
been realized that a deep neural network can be more effective than shallow neural networks when we
use dataset weights. Examining the definitions of the metrics, accuracy (as a measure of errors of the
system, how it biases toward categories), precision (as the fraction of retrieved network traffic data that
are related to the query), recall (as the fractional of the related network traffic data that are successfully
retrieved), F1 score (as a combination of the precision and recall based on its mean), and Kappa (as a
measure of inter-rater agreement for qualitative items), we can interpretate the following: a deep neural
network with transferred knowledge surpasses a simple neural network and traditional machine
learning engines (like SVM, logistic regression, KNN, RF, C4.5, Naïve Bayes, Clustering) in having
the least system errors and being biased correctly toward the targeted categories, and can deliver
the highest performance in correctly retrieving related network traffic data. Transferring knowledge
from a different domain can help in improving the system performance, but the most optimal layer
needs to be chosen as well. According to this lesson, a specific number of layers should be fixed before
starting the fine tuning process. At last, the speed of the botnet detection engine matters the most
when it is employed in the IoT and wearable devices. This speed can be improved by using hardware
accelerators and software algorithms.

6. Conclusions and Future Work

In this paper, we propose a deep learning-based botnet detection engine that gets raw network
traffic data as input and transforms them into images. The images are input into a deep CNN,
DenseNet for classification of normal and botnet traffic data. Also, the idea of transfer learning has
been leveraged to evaluate the effectiveness of loading weights from a previously trained model on
a different dataset. The experimental results show using transfer learning in classification of image
representation of network traffic data can lead to getting accuracy up to 99.98%, Area Under Curve
(AUC) up to 99.99%, precision up to 99.98%, recall up to 99.98%, F-1 score up to 99.98%, and kappa
up to 99.96%. Also, the obtained true positives and true negatives are 47,750 out of 47,759. Instead of
DenseNet, two other classifiers, SVM and logistic regression have been examined. They demonstrated
security vulnerabilities of unauthorized access and denial of access respectively. Overall, we believe
that this work is a contribution to the communities of IoT security. In future work, it has been planned
to extend the ideas of one-dimensional data to image conversion and transfer learning for detection of
other security vulnerabilities, namely Spyware, Phishing, and Spam in the IoT world. Also, we will
use different types of neural networks for a comparative study.
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