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Abstract: The resilience of critical infrastructure (CI) to extreme weather events (EWE) is one of the
most demanding challenges for all stakeholders in modern society. Although partial risk reduction is
feasible through the introduction and implementation of various risk mitigation measures (RMM),
decision-makers at all decision-making levels are pressured to find ways to cope with the impending
extreme weather and to have a thorough understanding of the EWE impacts on CI. This paper
discusses how the value of RMMs can be created and assessed in a stakeholder network. Qualitative
research methods, namely literature review and AHP (Analytic Hierarchy Process), were applied as
research methods. The paper examines how disaster management and value creation both converge
and differ from each other. It also presents a case study on the value of various RMM and the impacts
of extreme winter conditions on electricity distribution in Finland. Based on the case study, the most
important value criterion was the benefits of the RMM in economic, social, and environmental terms.
At a fundamental level, the value of RMM should be expressed not only in terms of money but also in
regard to safety, security, societal acceptability, CI dependability, and other typically intangible criteria.
Moreover, the results reveal that the interrelationship of value creation and disaster management
offers new insights to both approaches.

Keywords: critical infrastructure; extreme weather event; risk mitigation measure; value; value
creation; assessment; disaster management; stakeholder

1. Introduction

The resilience of critical infrastructure (CI), such as electric power supply, transportation, ICT
systems, urban water supply, and wastewater treatment to extreme weather events (EWE) is one of
the most demanding challenges for all stakeholders in modern society [1,2]. The increased frequency
and intensity of extreme weather events can cause events including flooding, drought, winter storms,
and wild fires that present a range of complex challenges to CI [3,4]. Due to the interdependencies of
CI, failures are less likely today to be isolated incidents, and thus they can often cause widespread
disruption because of cascading effects. It is evident that in a system of interconnected critical
infrastructure, the failure of one type of infrastructure can trigger a failure of another as they become
overloaded or simply unable to operate [5,6]. For example, after a certain period of lost power delivery,
communication and most ICT systems are typically paralyzed. This phenomenon can also prevent the
operation of banking services. Damaged railroads might halt fuel deliveries to power plants. All of the
service actions in such a situation are challenging. Moreover, electricity induced problems with fresh
water, as well as sewage systems, may be faced. Especially in cold regions, cooling due to electricity
blackouts can lead to the evacuation of people [7].
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Infrastructure malfunctioning and (cascaded) outages can have far-reaching consequences and
impacts, both on economy and society [8]. The cost of developing and maintaining CI is high
if they are expected to have a realistic functional, economic, and social life (50+ years) [9–11].
This highlights economic and societal relevance of the dependability and resilience of CI. Partial
risk reduction can be achieved, and the resilience of the CI increased by introducing and implementing
different risk mitigation measures (RMM). In this paper RMM encompass engineering techniques
and hazard-resistant construction, as well as improved policies and public awareness. RMM include,
for example, investments in physical assets to reduce, offset, or eliminate EWE impacts, as well as plans
and actions taken to avoid, reduce the severity of, or eliminate impacts of EWE on CI. Nevertheless,
extreme weather continues to occur, and can cause severe damage to physical infrastructure, lives,
and livelihoods [12–14]. Therefore, decision-makers, at all decision-making levels, are pressured to
find ways to cope with the impending extreme weather and to gain a thorough understanding of the
impacts and risks of these events and of the vulnerability and resilience of CI.

Infrastructure connects many parties. In most cases, the infrastructure users are not all within
the same legal entity. This means that the terms of use of the infrastructure need to be negotiated
between parties [15]. This can become very complicated. Furthermore, as CI is a very evolutionary
system, its current state is typically a result of a long series of expansions in response to the actual
needs of the users. Standards like the ISO 55000 and ISO 31000 series have been developed as a form
of guidance on the management of assets and related risks [16–19]. The performance evaluation is
part of ISO 55000; according to it, the organization shall develop processes to provide the systematic
measurement, analysis, and evaluation of its assets on a regular basis [16]. However, the split between
CI owners, operators, and users has major consequences with regards to balancing risks, costs, and
performance of the asset base. The different assessment management needs of the (interdependent)
CIs should be taken into consideration when assessing the value of various RMM.

Several scholars argue that although value creation is widely discussed in the current literature,
it is still a complex concept and needs clarification (see, for example [20–24]). One such element
that could be further discussed and researched is the differences and similarities between disaster
management and value creation. In the context of EWE damaging CI, decision-makers usually find
themselves confronted with the situation where they have to balance the uncertainties of potential
EWE impacts, investment and operating costs of RMM, the level of information, and other possible
priorities, for example [20–27]. In this respect, the value creation of RMM is crucial for decision-making
and for the development of strategies to prevent or to reduce the EWE impacts. At a fundamental
level, the RMM should be evaluated, selected, and prioritized, not only in terms of money, but also
with regard to resilience, safety, security, quality, societal acceptability, and other typically intangible
criteria [20,26,28]. However, the evaluation of these intangible and indirect impacts has rarely been
included in the value assessment up to now. This is mainly because these value elements are typically
difficult to measure in solely economic terms. In addition, the assessments are often under pressure to
demonstrate the short-term effects rather than emphasizing the RMM’s entire life cycle.

From a network perspective, every decision on RMM is associated with some key stakeholders
that are part of the decision process and have a major influence on the outcome [29–31]. This means
that the scope of value needs to go beyond the main receivers of value from each of the RMM, and
those who carry the investment and operating costs of RMM. These stakeholders, e.g., local, regional,
and state authorities, European Union (EU) institutions, public organizations, private companies,
and citizens, represent different levels of decision-making and constitutional power in society [20].
This implies the need for an improved understanding of stakeholder value of RMM that the enhanced
situational awareness during extreme weather events, efficient and effective recovering after EWE,
as well as improved resilience of CI and preparedness against future events can be achieved.
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2. Objective, Materials and Methods

2.1. Objective

This paper contributes to the value creation of risk mitigation measures. Firstly, we discuss
various RMM and value creation in the disaster management context and consider how the value of
the RMM can be created and assessed. Secondly, we briefly present the results of a case study dealing
with the issue of EWE damaging CI. The underlying research questions of this paper are:

• How do the concepts of value creation and disaster management interrelate?
• How can the benefits of risk mitigation measures for various stakeholders be realized?

The paper is based on the research carried out in the INTACT project [1], co-funded by the
European Union (EU) under the 7th Framework Programme. INTACT’s primary focus was to bring
together innovative and cutting edge knowledge and experience from across Europe in order to
develop and demonstrate methods and tools that will enable CI operators and Critical Infrastructure
Protection (CIP) policy makers to plan for infrastructure resilience, and the risks posed to CI, when
taking future climate change into account. The INTACT project aimed to realize this through providing
guidance on how to determine future risks due to climate change, and best practices on protective
measures as well as crisis response and recovery capabilities. The INTACT Wiki [32] serves as the
portal to this information.

2.2. Methodology

The research questions are tackled by applying qualitative research methods: literature review
and thematic group discussions in the expert session. The baseline case, that supported and guided our
research, concerns the impacts of extreme winter conditions on electricity distribution in Pirkanmaa
(also known as the Tampere Region) in South-West Finland. Weather extremes have become more
common during recent years, and there are practical experiences of such events. The region is a
rural area where electricity is still partly delivered by overhead lines located in forests. These areas
are exposed to long electricity outages every winter [7]. Due to the criticality of power supply,
strengthening the resilience of electricity networks to withstand, and to survive unwanted situations is
extremely important.

A literature review is usually regarded as an essential step in understanding and structuring a
research field [33]. Webster and Watson [34] defined an effective literature review as one that “creates
a firm foundation for advancing knowledge. It facilitates theory development, closes areas where
a plethora of research exists, and uncovers areas where research is needed”. Thus, following the
description, this study defines the literature review process: as sequential steps to collect, know,
comprehend, apply, analyse, synthesize, and evaluate quality literature in order to provide a firm
foundation to a topic [35]. The literature analysis was conducted to study the different aspects of
value creation, to select the RMM to be applied in different phases of the disaster management, and
to identify similarities and differences between value creation and disaster management that can
be found in the academic publications. As we wanted the literature sample to include articles that
consider value creation in the disaster management context, we defined the following keywords: value,
value creation, assessment, disaster management cycle, stakeholder, critical infrastructure, extreme
weather, model, tool, framework, and method. Keywords were combined into search strings that were
applied to databases. A search engine that covers different databases (e.g., Scopus, Springer Nature,
Emerald, IEEE, Taylor & Francis, Wiley, JSTOR) was used. The literature sample was collected in 2016
and no time limitations were set for the research. In order to find the relevant literature, the following
criteria where applied [36]:

• Include only peer reviewed scientific journal articles
• Ensure relevance by selecting articles that contain at least one keyword in their title or abstract
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• Exclude articles with very narrow aspects or context (e.g., suitable only for a single case)
• Read remaining abstracts and ensure their relevance to the subject
• Further, read remaining articles in their entirety to ensure relevance of content

The value assessment of RMM was carried out in the expert session. Expert sessions are widely
used to overcome the lack of information by exploiting and combining the different types of expertise
and knowledge on the part of the participants [37]. The participants must be carefully selected to
cover all of the relevant views and fields of expertise in the system or issue examined, and there are
a number of formal methods for eliciting expert judgment, which provide an aid to the formulation
of appropriate questions (see e.g., ISO 31010). Public and private actors who contributed to the case
study of this paper were the DSO (distribution system operator), regional rescue services, the City
of Tampere, the health care district of Pirkanmaa, the Regional Centre for Economic Development,
Transport and the Environment, the Finnish Red Cross, and the ICT Company that builds up the new
Finnish emergency call system. The assessment was performed in the premises of VTT Technical
Research Centre of Finland Ltd with 18 participants. During our research, thematic group discussions
were arranged and facilitated by the researchers in order to define and assess the RMM and to test and
validate the approach as well as to gather ideas for further development. The input data was mainly
based on the subjective estimations of experts (expert judgement analysis). An Analytical Hierarchy
Process (AHP) [38] was applied in order to make the assessment.

The AHP splits the decision process into partial problems in order to structure and simplify
it. There is a hierarchy containing multiple target levels, such that the main target is broken down
into sub-targets. At the lowest level of the hierarchy, the alternatives are included. Using the AHP,
both qualitative and quantitative criteria can be considered. In each case, the relative importance
(weightings) of the different criteria and the relative profitability of alternatives are determined with
respect to each element at the higher level by using pair comparisons. Then, a total value is calculated
for sub-targets to determine their relative importance in the whole hierarchy, and, ultimately, to assess
the overall profitability of the alternatives [39]. Another possible and widely used method for this kind
of problem is multi-attribute utility theory [40]. However, we chose AHP since it provides a flexible
and easily understandable way of analysing complicated problems. AHP allows subjective as well as
objective factors to be considered in the value creation process, and it can handle factors that may be
conflicting [41] that cannot easily be monetarized. Additionally, AHP forms a systematic framework
for group interaction and group decision-making.

3. Literature Review: Comparing Value Creation and Disaster Management Processes

Disaster management includes all activities, programmes, and measures that can be taken up
before, during, and after EWE for the purpose of reducing its impact or recovering from its losses. In a
disaster management cycle, there are several action phases as described in Figure 1.
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In each of the phases, various measures can be taken to improve the resilience of the critical
infrastructure [43–46]. In the context of natural disaster management, risk mitigation activities include
structural and non-structural measures undertaken to limit the EWE impact on CI. Preparedness
deals with the activities and measures taken in advance to ensure an effective response to the EWE
impact, including the issuance of timely and effective early warnings and the temporary evacuation
of people and property from threatened locations. Response refers to the provision of assistance or
intervention during or immediately after EWEs to meet the life preservation and basic subsistence
needs of people affected. Recovery involves decisions and actions taken after the EWE with a view to
restoring or improving the pre-crisis living conditions of the stricken community, while encouraging
and facilitating the necessary adjustments to reduce disaster risk [46].

The complex nature of value creation in the context of disaster management becomes clear when
one asks where, when, how, and by whom this value is created [47]. Economic value is one of many
possible ways to define and measure value. The term “profitability” is often used in this context and it
indicates the achievement of positive (or high) economic returns on investments. Profitability on the
basis of total cost can be defined in two ways [39]:

• Absolute profitability is achieved if the total cost of an investment (e.g., risk mitigation measure)
is lower than the total cost of rejecting it.

• Relative profitability is achieved if investing (e.g., implementing a risk mitigation measure) results
in a total cost that is lower than that of other options under consideration.

Porter and Kramer [48] argue that decision-makers continue to view value creation narrowly,
concentrating on optimizing short-term financial returns and ignoring the most important stakeholder
needs and the broader factors that are key to long-term success. Most decision-makers engage in
activities that are related to societal and environmental responsibility, but very often, the societal issues
are not at the core of the agenda. Lately, however, there has been increasing interest in societal value
capture of investments. Social impacts and their value can be conceptualized as changes to one or
more of the following aspects of society [49]:

• people’s way of life
• culture
• community
• political systems
• the environment
• people’s health and wellbeing
• personal and property rights
• people’s fears and aspirations.

All of these aspects also play an important role when defining the value of RMM and assessing
the EWE impacts on CI. Consequently, the total value of RMM should be created in such way that, in
addition to economic value, they are also aimed at creating value for society by addressing its needs
and challenges [48]. Moreover, it should be noted that typically the assumption considering most
value studies is that the created value is positive, and thus they have focused only on the benefits
and the positive value [22,23]. However, the value can be either increased or decreased. In Figure 2,
the value concept adopted in this paper is presented. It considers RMM as investments and describes
decision-making from the perspective of various stakeholders, and links together the diverging value
provided to society, private companies, organizations, citizens, and other stakeholders.

A stakeholder network generates value through complex dynamic exchanges between companies,
partners, society, citizens, and other stakeholders. Stakeholder value is created when different
actors work together to co-produce value, not only from an economic perspective but with regard
to sustainability, safety, security, and CI resilience, as well as social and environmental acceptability.
The interdependency between societal and business results provides opportunities for improving
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resilience and societal impact. It is also evident that the diverse value systems of stakeholders can lead
to different perceptions of benefits that may strengthen non-collaborative behaviours in the context of
disaster management [50,51]. Thus, the creation and assessment of a stakeholder value is important
in order to improve the resilience of CI to EWE and to support the decision-making on RMM for
planning, designing, and protecting CI, and for preparing for response and recovery. In addition to the
tangible value of infrastructure assets of electricity, water, services, etc., intangible stakeholder value
needs to be taken into account.Infrastructures 2017, 2, 14  6 of 14 
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The stakeholder value of RMM during the entire life cycle of CI can be assessed in various
ways. The primary purpose behind the assessment of the RMM is to determine the long-term
implications of decisions. An important aspect of this is to assess the optimal level for the risk
mitigation investment [20]. The assessment procedure for risk mitigation measure investments can be
more or less analytical in depth, depending on the context and the actual infrastructure and the EWE.
The level and type (qualitative, quantitative, or semi-quantitative) of detail in the assessment should be
consistent with the level of the decision (e.g., local, national, or EU) [20]. To support cost-effective and
transparent decision-making for the risk mitigation measures, different investment appraisal methods
can be applied. A considerable amount of research has been done in this area and the general features
of these methods are well known [39,52–54]. Additionally, a variety of methodological approaches
on the economic assessment of alternative RMM exists. These are based, for example, on cost-benefit
analysis (CBA), life cycle costing approaches (LCC), and MCDM (Multiple Criteria Decision Making)
methods [20,38–40].

On the previous pages, the processes of value creation and disaster management were discussed.
Now, we go one step further and aim to identify the similarities and differences between these
processes. The key features of both of the processes we discovered are presented in Table 1.

As described in Table 1, firstly there is a difference in the aims of value creation and disaster
management. Whereas, disaster management aims to prevent and avoid losses, value creation focuses
on providing novel and appropriate benefits for stakeholder groups. In other words, in disaster
management impacts are typically seen as negative, but value creation highlights the positive benefits.
Secondly, value creation and disaster management have roots in different research disciplines. The roots
of disaster management are in risk management and reliability engineering, although there is clear
link to, e.g., cost-benefit analysis. On the contrary, value creation has mainly been discussed and
developed in the fields of management science, service development, marketing, and management
accounting. Thirdly, disaster management is typically divided into four phases, namely mitigation,
preparedness, response, and recovery; as an approach disaster management applies quite specific
methods and models like hazard models, vulnerability models, and loss models, methods for capacity,
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capability, and resource management. In contrast, specific process phases are only rarely mentioned
in the context of value creation, and the methods are typically those of investment appraisal and
cost accounting, and more emphasis is put on developing framework value elements, for example.
As a result, practical solutions based on the theories of value creation hardly exist. However, even
though the differences between value creation and disaster management are salient and obvious, there
exists some similarities as well. Both approaches emphasize the viewpoint, role and co-operation of
various stakeholders. Both approaches also remind decision-makers to consider not only the direct
and tangible impacts, but also the indirect and intangible impacts.

Table 1. Features of value creation and disaster management.

Characteristics Disaster Management Value Creation

Description

The range of activities designed to maintain
control over disaster and emergency
situations and to provide a framework for
helping those who are at risk to avoid or
recover from the impact of the disaster
[55,56].

A process that provides more novel and
appropriate benefits than target users
currently possess, and that they are
willing to pay for [23].

Aim

Reducing (avoiding, if possible) the
potential EWE impacts on CI, assure
prompt and accurate assistance during the
EWE, achieving rapid and durable recovery,
business continuity, facilitating
decision-making, increasing stakeholder
wealth.

Focus on economic profitability, but lately
also on societal and environmental value,
investment decision-making (risk
mitigation measures), financial situation
and standing, company success.

Research disciplines Risk management, reliability engineering,
insurance, management, psychology.

Management accounting, finance, service
research, marketing.

Elements

Hazards, losses, tangible and intangible
impacts, resilience, vulnerability,
dependability, uncertainty, probability,
consequences, risk.

Cost, profit, value, benefit, sacrifices.

Methods and models
Hazard models, vulnerability models, loss
models, methods for capacity, capability
and resource management.

Investment appraisal, impact assessment,
value propositions, service concept
models.

Stakeholders

All stakeholder groups of the society.
Decision-makers at all decision-making
levels: local, regional and state authorities,
EU institutions, public organisations,
private companies and citizens.

All but focus typically on private
companies ability to create value and on
creating economic value to shareholders.

Critique Focusing on negative impacts.
Challenges and ethical implications
related to the valuation of intangible
impacts, e.g., economic valuation of life.

4. Creating Stakeholder Value through Risk Mitigation Measures

The case study considered the value of RMM and the impacts of extreme winter conditions on
electricity distribution in Finland, especially in the Tampere Region. For example, winter storms
in 2001, and in particular in 2010 and 2011, led to substantial damage to the electricity distribution
network. The most recent example of snow-induced mass power outages in the Tampere Region
happened in November 2015, when an unexpected amount of unusually wet snow fell on parts of
the region, disconnecting the electricity supply from tens of thousands of inhabitants [7]. In the late
evening of Thursday 19 of November 2015, a low-pressure area, and snowfall with it, moving over
the Gulf of Finland reached the mainland of Finland, and on Friday night spread into the southern
and central parts of the country. There, it remained almost still from Friday till Sunday. In the worst
areas, the snow load of 40 cm, to a maximum 44 cm, was recorded. The fallen snow was wet, but
it began to freeze on trees and electricity lines, as the air temperature was in minus degrees. Snow
fell on unfrozen ground, and it loaded on trees that could not bear the load but they sank or fell
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down to the ground and the same happened on electricity networks. The distribution system operator
(DSO) started repairs immediately. On Sunday morning, the DSO and the municipalities arranged
the local crisis management meetings to analyse the situation and find out where the most serious
blackouts were located. The aim was to ensure the electricity supply for critical operations. Rescue
services worked full time in cooperation with the DSO. In the DSO’s distribution area, snow load
caused about 900 power blackout areas. Over 5000 faults were detected and located by helicopters.
During the emergency situation, there were more than 60,000 customers without electricity in the
whole DSO’s distribution area. Generally, blackouts lasted 0.5–1.5 days, at worst, even three days.
More than 750 professionals took part in the emergency work, 650 of which were forest workers and
electricity technicians in the terrain. Six helicopters surveyed the destroyed area and four helicopters
sawed trees and knocked the snow. 10 multi-purpose forest machines cleared the trees. More than a
hundred of the electric company’s own employees took part in the work during that weekend [14,32].

The stakeholder value of RMM in this case study was assessed by applying AHP and carried out
in an expert session organized by the INTACT project. Altogether, 18 experts brought their domain
competence to the analysis. They participated in creating the value criteria for comparing the RMM
to enhance the transparency in decision-making as well as in the assessment of the RMM. The three
criteria that were selected by the expert panel were:

1. Benefits of the risk mitigation measures in economic, environmental, and social terms
The environmental dimension, the natural environment: “a cleaner environment”,
“environmental stewardship”, “environmental concerns in business operations”.
The social dimension, the relationship between business and society: “contribute to a better
society”, “integrate social concerns in their business operations”, “consider the full scope of their
impact on communities”.
The economic dimension, socio-economic or financial aspects: “contribute to economic
development”, “preserving the profitability”, “business operations” [57].

2. Impact of the risk mitigation measures on reliability, availability, and maintainability of electricity
distribution network
Reliability is the ability of a system to perform a required function under given conditions for
a given time interval. Availability is the ability of an item to be in a state to perform a required
function under given conditions at a given instant of time, or in average over a given time interval,
assuming that the required external resources are provided. Maintainability is that aspect of
maintenance that takes downtime of the systems into account [58].

3. Life-cycle cost (investment and operating costs) of the risk mitigation measures
Life-cycle cost is the total cost incurred during the life-cycle of an RMM including both investment
and operating cost [59].

Each expert was requested to compare the mutual importance of the above-mentioned value
criteria using Saaty’s [38] scale. According to the experts’ opinions the most important value criterion
was the benefits of the RMM in economic, social and environmental terms (weighted value 1.25; relative
weight 42%). The dependability of the electricity network was ranked second (weighted value 1.1;
relative weight 37%). The lowest criterion value was given to the life-cycle costs of the RMM (weighted
value 0.64; relative weight 21%). After defining the criteria values, the stakeholders were divided into
three groups and started to define alternative RMMs. The identified RMM were categorized according
to the phases of the disaster management cycle. In this case study, the identified RMM were both
investments in the electricity distribution network to reduce, offset, and eliminate adverse impacts
of extreme winter weather, as well as plans and actions taken to avoid, reduce the severity of, or to
eliminate an adverse impact on the electricity distribution network. RMM that were identified by
the experts in the case study include heavy underground cabling of power lines, increased network
automation, remote controls, and movable reserve power units. Much attention has been drawn to
co-operation between utilities and authorities, and making an up-to-date situation report open for
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all parties [14,60]. Thus, there were both “hard” measures, such as infrastructure investments and
non-structural measures, such as small-scale mitigation actions, monitoring and warning systems, and
emergency response capacities (see Table 2).

Table 2. Examples of risk mitigation measures identified in the case study to improve the resilience of
electricity distribution networks against extreme weather events (EWE) [14,20,60].

Mitigation Preparedness Response Recovery

Overhead line placement Adjacent forest management Situational awareness Distributed generation

Underground cabling Inspection of the network
condition

Cooperation and lending
arrangements Micro grids

Coating of conductors Contingency plans

Regular aerial
inspections Emergency power systems

Network structure
modifications Smart grids

Preparedness of households

Mutual planning and training

The measure specific valuation was determined based on a fixed value system with the aim of
increasing the objectivity. The scales, i.e., the values for different RMM, were modelled on a “very
high (5)”, “high (4)”, “medium (3)”, “low (2)”, and “very low (1)” scale. By multiplying the criterion
values and the RMM values, the profiles for RMM options were illustrated and the stakeholder
value of RMM determined. Table 3 presents the results of the value assessment and the ranking
“Top 8” of RMM where the RMM with the highest stakeholder value is listed in the first column.
Based on the assessment, the most important RMM were mutual planning and training, underground
cabling, ICT systems, and forming and disseminating situational awareness. The main parties that are
involved in EWE related disaster management in Finland are authorities at distinct levels, emergency
organizations, private parties, as well as non-governmental voluntary organizations [14]. To maximize
the effectiveness of the disaster management, all of these stakeholders already work together before
an EWE in order to develop plans for managing and employing resources in a variety of possible
emergency circumstances. Even though extreme winter weather is recurrent in Finland and there are
many commonly agreed courses of action, it seems that there is still a need to improve co-operation
between distribution system operators, municipalities, and rescue services [60]. For example, training
exercises, in which each partners in the network are involved were considered as one of the important
RMM. The other highly valued RMM were technical ones, underground cabling, and ICT systems.
As long as the electricity distribution network includes overhead lines, it is vulnerable to natural
phenomena and extreme weather. The most effective technological solution to improve the resilience
of the electricity distribution networks is underground cabling, as it replaces the most vulnerable and
disruption-prone part of the networks, overhead lines. Underground cables are not affected by storms,
snow loads, and lightning or other extreme weather conditions [61]. However, underground cabling
as well as novel ICT system investments are typically very expensive RMM.

Situational awareness was also considered as one of the important RMM. In short, the idea of
situational awareness is to understand what led to the event, what is happening at the moment and
what is likely to happen next. It is a tool for quick decision-making and actions based on a good
understanding of an event and reliable predictions on its evolution. Real time situational awareness
allows the management to efficiently lead the situation during a disruptive event, to estimate the
duration of the event, to prioritize repair works, to optimize the use of available resources, to assess the
work load, to place materials orders, to estimate the fault-clearing durations by geographically different
areas, and to deliver information quickly to all of the parties involved in the event. The broader the
disruptive event is, the more essential a high-quality and reliable situational awareness is.
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Table 3. Results of the assessment of the risk mitigation measures identified in the expert session.

Preparedness:
Mutual Planning

and Training

Underground
Cabling

(Weather-Proof
Network)

ICT Solutions
(Technology,

Systems)

Forming and
Disseminating

Situational
Awareness
(Method)

Up-to-Date Contingency
Plans (i.e., Critical Points
of Consumption Listed,

Increasing of
Preparedness Level etc.)

Adjacent Forest
Management, Sufficient

Vegetation Clearance
Resources (Weather-Proof

Network)

Backup Power

Economic, environmental and
social benefits of RMMs

(scale 1–5)
5 5 5 4 4 3 3

Impact of the RMMs on RAMS* of
electricity distribution network

(scale 1–5)
5 5 5 5 4 4 2

LCC (investment and operating
costs) of the RMMs

(scale 1–5)
5 4 2 3 2 4 2

Total (weighted)
(Benefits: 42%, RAMS: 37%,

Life-cycle costs: 21%)
15.0 14.4 13.1 12.5 11.4 10.7 10.7

* reliability, availability, maintainability, safety.
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When assessing the RMM, it should be taken into account that the total value of each of the
RMM is different for different parties involved. In order to optimize the value creation in the
stakeholder network, RMM and their value should be defined and assessed from different perspectives.
The positive added value to one stakeholder may result in a negative value for the other.

5. Conclusions

This paper sought to understand how the value of RMM for various stakeholders can be
created and assessed, and how the concepts of value creation and disaster management interrelate.
Our findings bring valuable insights into disaster management and value assessment, as well as into
decision-making on RMM to reduce and to mitigate the risk. In this paper, we emphasized the economic
and societal relevance of the dependability and resilience of CI in the light of the increased frequency
and intensity of extreme weather events. Due to the interdependencies of CI, failures can often cause
widespread disruption because of cascading effects and thus have far-reaching consequences on both
economy and society. This indicates that in each of the phases of the disaster management cycle,
stakeholders should jointly consider RMM.

This paper considered disaster management in the value context. The approaches to disaster
management and value creation have typically researched separately and the link between these two
approaches may be missing because disaster management focuses on losses and negative impacts, but
value creation highlights the positive benefits. However, the interrelationship of value creation and
disaster management offers new insights to both approaches. Thus, our study may help researchers
to see disaster management in a broader context. We adopted the wider value concept and value
creation perspective in the context of the assessment of RMM. We considered the RMM as investments
and described decision-making from the perspective of various stakeholders, and linked together the
diverging value provided to society, private companies, organizations, citizens, and other stakeholders.
We also studied how the value of various RMM could be expressed, not only in terms of money, but
also with regards to resilience, societal acceptability, and other typically intangible criteria.

The case study presented briefly in this paper focused on the impact of extreme winter weather
on electricity distribution networks. There are several RMM available, which can improve the
resilience of electricity distribution networks against extreme weather. The value assessment of
RMM was performed in co-operation with stakeholders who were interested in improving the
resilience of CI against extreme weather. The assessment followed mainly the AHP and comprised
structuring hierarchies for RMM, pairwise comparison, and determination of the criteria value and
synthesis to reach an overall value for each of the RMM. During the value assessment, we focused
on determining more carefully which of the RMM creates what kind of value for whom, what kinds
of resources are needed and used, and from which perspective this assessment was made. In that
way, we improved stakeholder value creation during the assessment. According to the stakeholders,
the most important value criterion was the benefits of the RMM in economic, social, and environmental
terms. The dependability of the electricity network was ranked second. The lowest value weight
was given to the life-cycle costs of the RMM. AHP also proved to be a useful tool in analysing the
value of various RMM as it treats all of the parties equally and focuses on the proper interaction of
various actors.

As a conclusion, there are many alternatives for improving the resilience of CI against EWE,
which all generate value for different stakeholders in different ways. The stakeholder value creation
and wider value perspective in the assessment of risk mitigation measures provide interesting insights
for disaster management dealing with critical infrastructure and their management in the case of
extreme weather events.
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