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Abstract: The susceptibility of global navigation satellite systems (GNSSs) to interference signifi-
cantly limits the possibility of their use. From the standpoint of possible consequences, the most
dangerous interference is the so-called spoofing. Simultaneously, in most cases of GNSS use, an
inertial navigation system (INS) or an attitude and heading reference system (AHRS) is also present
on the board of mobile objects. In this regard, the research goal is to assess the possibility of detecting
GNSS spoofing in inertial satellite navigation systems. This paper examines the method for detecting
GNSS spoofing by combining a pair of commercially available GNSS receivers and antennas with an
INS or AHRS. The method is based on a comparison of the double differences of GNSS carrier phase
measurements performed by receivers under conditions of resolved integer ambiguity and the values
of the range double differences predicted using an INS. GNSS carrier phase integer ambiguity can
be resolved using a strapdown inertial navigation system (SINS) or AHRS data. The mathematical
model of GNSS phase difference measurements and the SINS-predicted satellite range differences
model are given. The proposed algorithm calculates the moving average of the residuals between
the SINS-predicted satellite range double differences and the measured GNSS carrier phase double
differences. The primary criterion for spoofing detection is the specified threshold excess of the mov-
ing average of the double difference residuals. Experimental studies are performed using simulation
and hardware-in-the-loop simulation. The experimental results allow us to evaluate the efficiency of
the proposed approach and estimate the potential characteristics of the spoofing detection algorithm
based on it.

Keywords: global navigation satellite systems; spoofing detection; inertial navigation systems

1. Introduction

The global navigation satellite system (GNSS) is currently the primary navigation
system onboard a wide range of moving objects. Simultaneously, it is known that GNSS
is extremely susceptible to interference [1,2] arising from the propagation of a navigation
signal from satellites to the receiver. Intentional interference should be considered the most
dangerous, including from the standpoint of ensuring safety in aviation, sea, and land
transport [1-3]. Traditionally, this type of interference is attributed either to interference
leading to the suppression of navigation satellite signals (jamming) and, as a consequence,
the inability to calculate navigation parameters, or to interference, represented by signals
emitted by pseudolites that replace the signals of the GNSS space segment. The second
type of interference is called spoofing; since the navigation receiver continues to calculate
navigation parameters and the exact time, these values can be controlled by pseudolites
when generating signals [2-7]. Thus, the task of spoofing detection is crucial.

An analytical review of existing methods and the results of experimental studies of
interference detection in GNSS is given, for example, in [8-14]. A variety of approaches
are used to detect GNSS spoofing. For example, spoofing detection based on clock bias
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or drift monitoring is described in [15,16]. A fundamentally different method based on
abnormal energy in quadrature (Q) channel correlators is proposed in [17]. To detect a
spoofing attack, the method proposed in [18] analyzes single-antenna GNSS and additional
sensor (inertial measurement unit and odometer) measurements independently during a
pre-selected observation window and cross checks the solutions provided by the GNSS and
inertial navigation solution (INS)/odometer mechanization. But, as one of the most promis-
ing detection methods, a method based on determining the receiving direction of GNSS
signals is considered. It implies the creation of a GNSS interferometer. Examples of the
implementation and application of such systems are described in the papers in [8,12,19-23].
A significant disadvantage of GNSS spoofing detection methods based on analyzing the
GNSS-signal-receiving direction exclusively by satellite measurements is the possibility
that such detection is only possible if the spoofer emits radiation from one point in space.
However, it is theoretically possible to create a navigation field that replaces real GNSS
signals using several GNSS signal simulators. In this case, the spoof-emitting antennas
are installed at different points in space. In the extreme case, each GNSS simulator can be
made in a single-channel version and simulate the signal of only one satellite.

In this regard, this paper describes the results of a study of the method for detecting
GNSS spoofing by combining a pair of commercially available GNSS receivers and antennas
with an inertial navigation system (INS) or an attitude and heading reference system
(AHRS). Commercially available receivers and antennas are common GNSS equipment that
can be purchased from numerous manufacturers. This equipment is not made specifically
to detect spoofing and does not even require modification for this. One of the measurements
performed by the GNSS receiver is the carrier phase measurement. Moreover, the accuracy
of such a measurement is generally at the level of several millimeters. By measuring the
carrier phases of the signals received by the GNSS antennas mounted onboard at a distance
from each other, it is possible to calculate a difference between these measurements. On
the other hand, the satellite range difference can be calculated using information about the
attitude angles from the INS and satellite ephemeris. Thus, if the source of the navigation
signal is located at a point other than the location of the satellite calculated from the
ephemeris, the measured and calculated phase differences will be different. Numerical
control of this difference is the basis of the spoofing detection method used. Additional
complexity is created by the presence of GNSS carrier phase integer ambiguity [24], which
must be resolved in the algorithm of the complex system.

The paper is organized as follows: In Section 2, the mathematical model of the carrier
phase and interferometric measurements in multi-antenna GINSS receiver equipment, as
well as a description of the algorithm for detecting GNSS spoofing in inertial satellite navi-
gation systems, is given. The methodology for the confirmation of the spoofing detection
algorithm’s operability, including several scenarios, simulation results and hardware-in-
the-loop simulation results, is presented in Section 3. A discussion of the experimental
study results, including a comparison to the results of other recent studies, is given in
Section 4. Section 5 is devoted to the research conclusions.

2. Materials and Methods

The research goal is to analyze the possibilities of detecting GNSS spoofing in inertial
satellite navigation systems using carrier phase difference measurements performed by a
pair of commercially available GNSS receivers and antennas installed onboard a mobile
object. It is necessary to solve the following tasks in order to achieve the set goal:

e  Developing a mathematical apparatus for the implementation of the spoofing detection
algorithm;

e Developing a methodology for experimental studies of the developed algorithm’s
capabilities;

e  Conducting simulation in accordance with the developed methodology of experimen-
tal research;
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e Analyzing the results of experimental studies with an assessment of the operability
of the proposed technical solutions and the primary characteristics of the developed
algorithm.

2.1. Model of Carrier Phase Measurements in Multi-Antenna GNSS Receiving Equipment

One should form a model of carrier phase measurements in multi-antenna receiving
equipment to synthesize an algorithm for detecting spoofing in GNSS signals.

A mathematical model of the phase measurements of the satellite signal carrier j
received by the antenna « can be represented as follows [24]:

D), = ph +doh + c(dtl — dT,) + ANJ +d,, + o) + 65 + Smp, M)

ion trop

where <I>{;—the phase of the satellite signal j, measured by the antenna «; p{;—the geometric
distance from the antenna « to satellite j (m); dp,—the error caused by inaccuracy of satellite
ephemerides (m); c—the speed of light in vacuum (m/s); dt/—satellite clock error j (s);

dTy—receiver clock error « (s); A—carrier wavelength of the GNSS signal (m); Ni—integer

ambiguity of the carrier phase; d; o, —ionospheric delay (m); d]tmp—tropospheric delay (m);

dr—phase measurement error caused by receiver noise; and d,;,—range measurement error
caused by multipath [25].

The measurement model presented above assumes that the error in determining the
carrier phase range is the sum of several errors caused by various factors. The error caused
by the inaccuracy of satellite ephemerides is due to the finite accuracy of the ephemerides
being manifested. The clock errors of the receiver and satellite should be considered as a
shift of the corresponding clock from the GNSS system time. The shift of the satellite clock
is caused by the systematic drift of the atomic clocks used on satellites. The delay of radio
signals in the atmosphere causes another part of the errors. All errors mentioned above can
be considered systematic errors with a certain degree of accuracy.

The reason for the occurrence of integer ambiguity is that the receiver can measure
only a fractional part of the carrier phase, which is in the range from 0 to 27, and is not
able to measure the integer number of phase cycles that the electromagnetic wave has
passed from the navigation satellite to the receiver antenna. In fact, in most equipment
samples, the value of the phase range to the satellite issued at the first clock cycle after
signal acquisition is the sum of the measured carrier phase (in the range from 0 to 2m)
and a random number of integer cycles. At subsequent clock cycles, the receiver outputs
the value of the phase range, taking into consideration changes in the integer number
of cycles in no-cycle-slips conditions. In the case of cycle slip, the receiver measures the
actual change in the entire cycle of the phase range with an error. Therefore, to use phase
measurements, it is necessary to resolve the integer ambiguity present at the first epoch.

Signal phase measurement errors caused by receiver noise are usually in the range
from 1 to 10 mm, while errors caused by multipaths are up to several cm. Possible phase
tracking losses, which may be caused by multipath and signal shading, lead to the need to
periodically re-resolve measurement ambiguity.

Another vital factor not taken into consideration in the model mentioned above but
affecting the accuracy of the phase measurement is the stability of the phase center of the
antenna. In the model presented above, it is assumed that the antenna is a material point.
However, in real conditions, there are some deviations in the phase center of the antenna
from its geometric center caused by the imperfection (non-spherical) of the radiation pattern
(phase frequency response) of the antenna and the inaccuracy of its installation. Essentially,
the phase of signals coming from satellites at the same range but having different elevation
angles and azimuths will be different. In order to minimize the effects of the phase center
instability effect, one should use the same type of antennas when forming the antenna
block and ensure their identical orientation when installed. The distances between the
antennas should also be chosen to be as large as possible. There is also a method in which
the phase characteristics of each antenna are initially removed depending on the elevation
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angles and azimuth. In the future, this information will be used to correct measurements
depending on the elevation angles and azimuth of the navigation satellite.

In many cases, using linear combinations of satellite signal measurements instead
of direct measurements significantly improves the accuracy characteristics of relative
positioning systems. One of the most effective methods of constructing such combinations,
which makes it possible to eliminate clock errors, in both satellites and receivers, as well
as ephemeris errors and errors due to delays in the atmosphere, is the construction of
differences in the measurements of the signal of the same satellite produced by different
receivers, and differences in the measurements of the signals of two different satellites
produced by the same receiver.

Figure 1a demonstrates a graphical interpretation of the process of constructing the
phase first differences “receiver-receiver”.

Satellite j Satellite 7

Satellite j

(a) (b)

Figure 1. The phase measurement first differences are (a) the first receiver-receiver differences, (b) the
first satellite—satellite differences.

Assuming the absence of a multipath and recording the first receiver—receiver dif-
ference through the difference construction operator A, we can present its mathematical
model as follows:

— Ad)

ionaf

+ A ASD,, )

i A /
Acpaﬁ = Apaﬁ —cAdT,p + AAN, tropap

p

where ACDL ﬁ—the difference in the phase measurements of the ranges from satellite j to
antennas « and f5; Ap{;‘ ﬁ—the difference in the geometric ranges from satellite j to antennas «

and B; AdT,g—the difference in the clock errors of receivers a and ; AN, 1]x ﬁ—the difference in
the values of the integer ambiguity of the phase measurements of receivers « and j; Ad{: ona’

Adiropzxﬁ
satellite j to antennas « and 8; Ad®,—the difference in phase measurement errors caused
by the noise of receivers « and .

Undoubtedly, after subtracting measurements from the same satellite made by differ-
ent receivers, the satellite clock and ephemeris errors can be eliminated. Additionally, at
small distances between the antennas, the residual effect of tropospheric and ionospheric
refraction is extremely insignificant.

Figure 1b demonstrates a graphical interpretation of the process of constructing the
phase first differences “satellite-satellite”. The mathematical model of the first satellite-satellite
differences, written through the difference construction operator V, has the following form:

—the difference in ionospheric and tropospheric delays in signal propagation from

ADY = Ao + AT — cAdtT + AANT — AdT + Ad) + 5V, 3)

ionw tropa
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where Apj, '—difference of ephemerides errors of satellites i and j; Adt//—difference of
clock errors of satellites i and ;.

Therefore, using the first satellite—satellite differences instead of direct phase measure-
ments of the signals makes it possible to exclude the clock errors of the receivers.

Along with the method of constructing the first “receiver-receiver” differences de-
scribed above, another method is based on an interferometric model for measuring radio
signals. The interferometric model is based on the assumption of the flat nature of the
propagation of the GNSS radio wavefront, while, in reality, the nature of the propagation
of radio waves has the form of a growing sphere. Such an assumption is possible only if
the distance from the satellites to the GNSS antennas significantly exceeds the distance
between the antennas. Figure 2 illustrates a graphical interpretation of the interferometric
method for constructing the first “receiver-receiver” differences.

Satellite j Satellite i Satellite j

5= &

o ©

(a) (b)

Figure 2. Interferometric method for measuring phase differences: (a) the first differences are
“receiver-receiver”, (b) the double differences are “receiver-receiver-satellite-satellite”.

The assumption of the flat nature of the propagation of the GNSS signal makes it
possible to consider the vector directed from the base antenna to satellite j parallel to the
vector directed from the remote antenna to the same satellite j. Thus, the difference in

measurements made by the base and remote antennas will be equal to the scalar product

of the vector b, p located between the base and remote antennas and the unit vector 675

directed from the remote antenna to satellite j:
Pl — Pk = Dol ~ —busCh, ©)
The conducted studies [24] have shown that the interferometric method does not lead

to any significant errors when the base length between the antennas is less than 100 m.

A single vector CJ; directed from a remote antenna to satellite j can be represented in
an Earth-centered Earth-fixed (ECEF) coordinate system:

; ) ) T
= _ | —xp) ) —yp) (F—2p)
C] - j P s y j B s ]ﬁ ’ (5)
Op Op Op

where x/,y/, 7/, xp, Yp, zg—the projections of the radius vectors determining the position,
respectively, of satellite j and receiver  on the axis of the ECEF coordinate system [26].

In Equation (4), the base vector between the antennas is expressed in ECEF coordinates.
Nevertheless, using the direction cosines matrices between the body frame and local level
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(Af) and between the local level [26] and ECEF (Aé) coordinate systems, this vector can
also be represented in the body frame coordinate system:

], = A4 ] 0

Substituting Equations (6) and (5) into Equation (4) and then replacing the correspond-
ing term of Equation (3) with the resulting expression for the first range difference, we
obtain the equation for the phase first range difference:

i — _[&] aLaB[p j j i j
A, = — [Ch| AEAR[bog| |+ Adpl; — cAATy + AANL, — A, o + Ad),, o + 50, ?)

af B

Combining the method of constructing the first “receiver-receiver” differences with

the method of constructing the first “satellite-satellite” differences, one can transition to

the method of constructing the double differences. The mathematical model of the double
difference of phase range measurements has the following form:

VAD,; = Vip,, + VAdp; + AVAN,

ap = op — VAd! ﬁ+VAd” g+ OVAD, (8)

B iona tropa
where VA—the operator for constructing the double difference by subtracting from the
first “receiver-receiver” differences for satellite j the first “receiver-receiver” differences for
satellite i.

Therefore, when constructing the double differences, the satellite clock error is ex-

cluded from the measurements. The values of the components VAdeﬁ, VAdY and

ionafB’
VAd;]m papr TEPTESENLING the double differences in ephemeris, ionospheric, and tropospheric
errors, are negligible (at the level of microns [24]), with a small length of bases between
the antennas, and can be excluded. Simultaneously, when constructing the double differ-
ences, the error caused by receiver noise not only does not decrease but also doubles in
comparison with direct phase measurements.

Interferometric measurements of signals from two satellites make it possible to con-
struct the double differences of interferometric measurements. The mathematical model of
the double differences of interferometric phase measurements has the following form:

VAR, = — [Aé’g] AEA [Eaﬁ} o+ AVAN; + 6V AP, )

where [Afiﬁjh = {6/'5}5 — [GHE.

2.2. Algorithm for Detecting GNSS Spoofing in Inertial Satellite Navigation Systems

When synthesizing the algorithm for detecting GNSS spoofing in inertial satellite
navigation systems, it has been assumed that the inertial navigation system is a strapdown
system. The most important advantage of strapdown inertial navigation systems (SINSs)
can be considered the ability to calculate attitude angles with relatively high accuracy
(from hundredths to units of degrees). The accuracy of calculating these angles depends on
the errors of the inertial measurement unit (gyroscopes and accelerometers). By having
the values of the attitude angles at the time of the GNSS receivers performing phase
measurements, one can calculate the predicted value of these measurements according to
the SINS readings:

VAD)]

— il aALgB[7
Jpans = —|ACH| AEBE [bug] (10)
where BB—the direction cosines matrix between the body frame and local level coordinate
systems, calculated from the values of the attitude angles (heading 1, pitch 8, and roll -y)

obtained from the SINS:
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BE = | cos(y)sin(7y) — cos(y) sin(y) sin(d) — cos(y) sin(8) cos(7y) — sin(y) sin(y)  cos(d) cos(y)

cos(®) sin(y) cos(®) cos(y) sin(®9) ] -
sin(y) sin(¢) sin(9) + cos(¢) cos(y)  cos(y) sin(?) sin(y) — cos(y) sin(y)  — cos(d) sin(y) ,

In this case, the vector [AEZ} : and matrix A% can be calculated both from the SINS

readings (provided that the SINS is corrected by GNSS) and from the coordinates (latitude
and longitude) from the GNSS receiver obtained from code measurements:

AL = | cosA  —singsinA cos@sinA (12)

—sinA  —sing@cosA cos@cosA
0 cos @ sin ¢
where ¢ and A are latitude and longitude.

In the absence of GNSS spoofing, the difference between the predicted value of the
range double difference according to the SINS readings and its value measured using
the carrier phase will depend only on the errors of the SINS and the errors of the phase
measurements:

— ij ij
§=VAD,; —VAD 4 . (13)
By accumulating the difference values, it is possible to calculate an estimate of the
moving average, the expected value of which will be close to zero. The estimate of the
moving average based on the last n accumulated values of the phase differences at the time

ti is calculated as follows:
Ms(t) = (L, S(t)) /n, (14)

On the other hand, in the case when the signals of the GNSS space segment are replaced
by pseudolite signals that form a spoofing attack, the estimate of the moving average of
the difference between the predicted value of the double range difference according to the
SINS readings and the value measured using the carrier phase will differ significantly from
the zero value. If the moving average estimate exceeds a certain threshold value, one can
state the detection of spoofing.

Therefore, the criterion for the presence of spoofing can be represented as follows:

M;s () < threshold, (15)

where the threshold is the threshold value after which an alarm about the presence of
spoofing is generated.

The issue of resolving the integer ambiguity of GNSS phase measurements deserves
special attention. When using this type of measurement as part of inertial satellite naviga-
tion systems, integer ambiguity is usually successfully eliminated due to information about
the attitude angles from the SINS. Moreover, even SINSs based on low-grade gyroscopes
manufactured using microelectromechanical system (MEMS) technology, with the distance
between GNSS antennas not exceeding several meters, can be used to solve this issue.
In fact, resolving ambiguity is also carried out by constructing the difference between
Equations (10) and (9).

Figure 3 demonstrates a block diagram of the algorithm for detecting GNSS spoofing
in inertial satellite navigation systems (®,, ®g—receiver a and f ambiguous phase mea-

surement vectors, containing pseudoranges to all satellites; VA®,3—ambiguous phase
measurement double differences vector; VA®,g—unambiguous phase measurement dou-
ble differences vector; R—coordinates, calculated using code pseudoranges; VA®
SINS-predicted range double differences vector).

aBsiNs™
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Figure 3. A block diagram of an algorithm for detecting GNSS spoofing in inertial satellite navigation systems.

This section describes a mathematical apparatus for implementing an algorithm for de-
tecting GNSS spoofing in inertial satellite navigation systems by monitoring the difference
phase measurements generated by a pair of satellite receivers and antennas, according to
the readings of the INS. The proposed technical solutions require experimental verification.
The conditions and results of experimental studies are provided in the next section.

3. Results

The operability confirmation of the proposed spoofing detection algorithm was carried
out on the basis of simulation and hardware-in-the-loop (HIL) simulation.

3.1. Simulation Results

Simulation was conducted to evaluate the operability and main characteristics of the
proposed algorithm for detecting GNSS spoofing in inertial satellite navigation systems.
The research methodology assumes the simulation of the following processes:

e  Trajectory of the moving object (linear motion of the center of mass and angular motion
around the center of mass);

Calculation of navigation satellites” coordinates by ephemeris;

Generation of GNSS code and phase measurements in the presence and absence of
spoofing;

Calculations of coordinates based on GNSS code measurements;

Formation of measurements of SINS gyroscopes and accelerometers;

Calculation of navigation parameters using the SINS algorithm;

GNSS spoofing algorithm implementation in inertial satellite navigation systems.

An S-turn with parameters corresponding to the movement of a light aircraft was
chosen as the trajectory.

The capabilities of the algorithm were investigated in several scenarios, taking into
consideration the influence of the following factors:

(1) Noise of phase measurements;
(2) Distance between antennas;
(8) The accuracy of SINS.

The possibility of detecting spoofing was investigated at a time interval of 100 s using
GPS ephemerides. Figure 4 shows the configuration of the GPS constellation and the
location of the pseudolites generating spoofing signals.
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Figure 4. The configuration of the GPS constellation and the location of the pseudolites generating
spoofing signals.

Figure 5 illustrates the values of the difference between the predicted value of the
range double difference according to the SINS readings and its value measured using the
GNSS carrier phase, obtained with the noise value of phase measurements of 0.002 m, and
Figure 6 illustrates the results, obtained with the noise value of phase measurements of
0.01 m. The distance between the antennas is 1 m. The constant and noise component of
gyroscope errors is 0.01 degrees/hour. The constant and noise component of accelerometer
errors is 0.001 m/s?. The given results correspond to the G04-G22 satellites. Pseudolite 1
imitates the signal of satellite G04, and pseudolite 2 imitates the signal of satellite G22. The
frequency of GNSS measurements is 10 Hz.
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Figure 5. The difference between the predicted value of the range double difference according to
the SINS readings and its value measured using the GNSS carrier phase, obtained with the phase
measurement noise of 0.002 m.
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Figure 6. The difference between the predicted value of the range double difference according to
the SINS readings and its value measured using the GNSS carrier phase, obtained with the phase
measurement noise of 0.01 m.

Figure 7 shows the values of the difference between the predicted value of the range
double difference according to the SINS readings and its value measured using the GNSS
carrier phase, obtained at a distance between the antennas of 2 m, and Figure 8 illustrates
the results, obtained at the distance of 0.2 m. The noise of phase measurements is 0.002 m.
The constant and noise component of gyroscope errors is 0.01 degrees/hour. The constant
and noise component of accelerometer errors is 0.001 m/s?. The given results correspond
to the G04-G22 satellites. Pseudolite 1 imitates the signal of satellite G04, and pseudolite
2 imitates the signal of satellite G22. The frequency of GNSS measurements is 10 Hz.
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Figure 7. The difference between the predicted value of the range double difference according to
the SINS readings and its value measured using the GNSS carrier phase, obtained at the distance
between the antennas of 2 m.
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Figure 8. The difference between the predicted value of the range double difference according to
the SINS readings and its value measured using the GNSS carrier phase, obtained at the distance
between the antennas of 0.2 m.

Figure 9 displays the values of the difference between the predicted value of the
range double difference according to the SINS readings and its value measured using the
GNSS carrier phase, obtained with constant and noise components of gyroscope errors
of 0.001 degrees/hour and constant and noise components of accelerometer errors of
0.001 m/s? (navigation grade SINS), and Figure 10 illustrates the results with constant
and noise components of gyroscope errors of 5 degrees/hour and constant and random
components of accelerometer errors of 0.01 m/ s? (low grade SINS). The distance between
the antennas is 1 m. The noise of phase measurements is 0.002 m. The given results
correspond to the G04-G22 satellites. Pseudolite 1 imitates the signal of satellite G04, and
pseudolite 2 imitates the signal of satellite G22. The frequency of GNSS measurements is
10 Hz.

The graphs presented in this section illustrate the results of simulation performed
based on the methods and scenarios described above for conducting experimental research
on the possibilities of detecting GNSS spoofing in inertial satellite navigation systems.
These data allow us to evaluate the performance of the proposed approach in detecting
interference and evaluate the primary characteristics of the algorithm implemented on
its basis.

Thus, based on the results of simulation modeling, it can be concluded that the
difference between the moving averages remains practically at the same level (about 0.15 m
on Figures 5 and 6) for both carrier phase measurement noise of 0.002 m and noise of 0.01 m.
At the same time, the measurement noise of 0.01 m can be considered even higher than its
typical values. In this regard, even low-cost receivers can be used for spoofing detection. As
expected, the difference between the moving averages increases with increasing distances
between the antennas (0.3 m in Figure 7 with a baseline length of 2 m and 0.03 m in Figure 8
with a baseline length of 0.2 m). Therefore, to increase the probability of spoofing detection,
it can be recommended to use as large antenna baselines as possible. At the same time,
even with the baseline length at the GPS L1 wavelength level (Figure 7), it is still possible
to reasonably choose the threshold for criterion (15). Finally, it can be argued that the
probability of spoofing detection does not practically depend on the accuracy of the SINS
(the moving average remains at 0.15 m for both the low-grade and navigation-grade SINSs
in Figures 9 and 10), at least for the selected time interval. This is because only the attitude
angles from the SINS are needed to calculate the predicted values of the double differences.
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And their accuracy, even for low-grade SINSs, is sufficient to detect spoofing. However,
it should be noted that over longer time intervals, a low-grade SINS can accumulate
significant heading errors, which may affect the probability of spoofing detection.
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Figure 9. The difference between the predicted value of the range double difference according to the
SINS readings and its value measured using the GNSS carrier phase, obtained using the navigation

grade SINS.
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Figure 10. The difference between the predicted value of the range double difference according to the
SINS readings and its value measured using the GNSS carrier phase, obtained using low-grade SINS.

3.2. HIL Simulation Results

To confirm the algorithm’s operability in the case of using real GNSS measurements, a
HIL simulation was carried out.

The HIL simulation was carried out with the use of a small-sized integrated navigation
system manufactured by MAI [27] (Figure 11) based on an inertial module DMUO02 [28]
manufactured by Silicon Sensing and a satellite navigation GLONASS/GPS receiver OEMV-
1G [29] manufactured by NovAtel.
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Figure 11. MAI small-sized integrated navigation system.

The HIL simulation scheme is presented in Figure 12. A pseudolite was used to
simulate spoofing. The pseudolite signals were generated using the Navis SN-3803M GNSS
signal simulator [30] (Figure 13) with its own scenario simulation software version 4.3. The

radiation of the GNSS simulator signals was carried out using a GNSS repeater.
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Figure 13. GNSS signal simulator Navis SN-3803M.

The study was conducted under static conditions and was carried out in several
stages. In the first stage, the small-sized integrated navigation system was installed in the
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laboratory in conditions of good satellite visibility. Raw satellite and inertial measurements
were sent to a personal computer (PC) for recording. In the second stage, a pseudolite was
turned on. The GNSS simulator generated signals using a scenario exactly corresponding to
the conditions of real GNSS satellite constellation raw measurements recording in the first
stage. Raw GNSS measurements were also sent to a personal computer for recording in the
second stage. In the third stage, the records were processed on a PC. Inertial measurements
were used to implement the strapdown inertial navigation system algorithm. The spoofing
detection algorithm was launched alternately with measurements from real GNSS satellite
constellation and from a pseudosatellite.

The G29 satellite was chosen as the base satellite (Figure 14). The results of the spoofing
detection algorithm implementation are shown in Figures 15-17 To illustrate the results,
one experiment was selected from a series of numerous experiments. The duration of
recording measurements was 100 s.

N
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Figure 14. GNSS constellation.

Figure 15 shows the values of the unambiguous double differences of the GPS con-
stellation phase measurements. The double differences of the satellites G20-G29, G11-G29,
G12-G29, G05-G29, and G02-G29 were selected as the studied data. Figure 16 shows the
values of the double differences formed by the signals of the pseudolite.

The analysis of the data shown in the figures confirms the operability of the developed
algorithm based on the control of interferometric GNSS phase measurements. The values of
the double differences measured by pseudolite signals and the SINS-predicted values of the
double differences differ significantly. For a more detailed illustration, Figure 17 shows the
SINS-predicted double differences and double differences measured by pseudolite signals
for satellite pairs G20-G29, G11-G29, G12-G29, G05-G29, and G02-G29.

Table 1 summarizes the HIL simulation results in the form of the mean values of the
differences (residuals) between the pseudolite double differences and the SINS-predicted
double differences. The spoofing detection algorithm signaled the presence of spoofing for
all satellite channels (the alert threshold value was in the range of 5-10 cm).
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Figure 16. Pseudolite phase measurement double differences.

Table 1. HIL simulation results.

Sats Pseudolite DD, SINS Predicted =~ RESIDUAL,  Time to Spoofing

m DD, m m Detection, Epochs
G20-G29 —0.19 0.45 0.64 4
G12-G29 —0.38 —0.85 0.47 3
G11-G29 —0.59 —0.36 0.23 3
G05-G29 0.4 0.12 0.28 5
G02-G29 —-0.57 —0.15 0.42 3

1 DD—double difference.

Thus, based on the test HIL simulation results, it is possible to draw a conclusion
about the operability of the proposed spoofing detection concept and algorithm, as well



Inventions 2023, 8, 158 16 of 19

o o
=) - )

Phase measurements double differences, m
I
o

-0.2
0

-0.3

| |
4 1
o >

Phase measurements double differences, m
|
o
=

as to estimate the time of the spoofing alert. During the tests, the time required to detect
spoofing was in the range of 3 to 5 epochs.
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Figure 17. SINS-predicted double differences and double differences measured by pseudolite signals
for satellite pairs (a) G20-G29; (b) G11-G29; (c) G12-G29; (d) G05-G29; (e) G02-G29.

It should be noted that the HIL results are in good agreement with the simulation
results. The difference between the double differences predicted by the SINC and measured
by the signals from the pseudolite is so great that the spoofing detection occurs almost
instantly after the spoofer is turned on (3-5 s for receiver output rate of 1 Hz).

At the same time, as noted in Section 3.1, the probability of spoofing detection may
be affected by the SINS heading error, which, as is known, increases over time unlike roll
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and pitch errors. This is especially important for low-grade SINSs, which are corrected
from the GNSS compass using a second antenna and receiver in the absence of spoofing.
Such correction is not possible after spoofing is detected and the SINS starts to calculate
navigation parameters in autonomous mode. But with a long-duration spoofing attack, a
high level of heading error may not allow the end of the spoofing attack to be detected.

4. Discussion

The analysis of the simulation results allows us to conclude that the proposed approach
to detecting GNSS spoofing in inertial satellite navigation systems works. The graphs
(Figures 5-10) corresponding to all simulation scenarios distinctly show the difference
between the value of the range double difference predicted by the SINS readings and its
value measured using the GNSS carrier phase. The choice of the threshold limit for the
spoofing detection alarm is not difficult.

Simultaneously, special attention should be paid to the fact that, in comparison, for
example, with the conditions of the experiment described in [19], the developed algorithm
can successfully detect spoofing even when the spoofing signal is emitted from several
points in space (in the above results, a scenario with two pseudolites is used).

A comparison with the results of other recent studies reveals the advantages of the
proposed method of spoofing detection. So, in paper [23], to detect spoofing, it is necessary
to calculate the antenna baseline length. The baseline length is calculated using carrier phase
measurements after integer ambiguity resolution. But ambiguity resolution usually requires
an excessive number of navigation satellites. In paper [22], the simulated spoofing attacks
show that mitigation using pseudoranges is possible in these tests when the receivers
are separated by five meters or more. At 20 m, the pseudorange algorithm correctly
authenticates six out of seven pseudoranges within 30 s in the same simulator tests. Using
the carrier phase allows for mitigation with shorter distances between receivers, but requires
better time synchronization between the receivers. The proposed spoofing detection method
has no restrictions on the number of navigation satellites, nor on the time synchronization
or separations between the receivers.

Comparing the results of the study shown in Figures 5 and 6, it can be concluded
that there is no severe impact of the deterioration in the accuracy of the carrier phase
measurement on the ability of the algorithm to detect spoofing. During the experiment, the
phase measurement error varied from the current values for high-precision GNSS receivers
of 2 mm to 1 cm, which corresponds to the characteristics of low-cost consumer receivers.

The fact that the algorithm has demonstrated a theoretical ability to detect interference
even at a distance between the antennas at the level of 20 cm can be considered a crucial
result. Figure 8 evidently shows the difference between the values of the corresponding
moving averages. One should note that the given results correspond to an error in mea-
suring the phase of 0.002 m. With a significant deterioration in the phase measurement
accuracy, the choice of a threshold value may already pose an issue.

One should also note that the accuracy of the SINS inertial sensors used has a negligible
effect on the operation of the spoofing detection algorithm under the selected experimental
conditions. Figure 10 displays the results of the algorithm using a low-grade MEMS SINS
(the constant and noise components of gyroscope errors are 5 degrees/hour; the constant
and noise components of accelerometer errors are 0.01 m/s?). At the same time, it is
vital to note that the probability of spoofing detection may decrease with implementing
the detection algorithm on board a highly dynamic object or with a longer autonomous
operation of the SINS. First of all, it occurs due to the increase in the error in determining
the heading angle.

5. Conclusions

The paper suggests a possible approach to detecting GNSS spoofing in inertial satel-
lite navigation systems based on using a pair of commercially available GNSS receivers
and antennas with an INS or AHRS. The possibility of detecting the so-called diverting
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interference or spoofing emitted by several pseudolites from different points of space
is considered.

Studying the possibility of applying the proposed approach is performed by simu-
lation and HIL simulation methods. Simultaneously, all processes have been simulated,
including the movement of the GNSS satellite constellation, the movement of the object,
measurements, and the INS algorithm. HIL simulation was performed using a GNSS
simulator and small-sized integrated navigation system manufactured by MAL

The research results allow us to conclude that the proposed spoofing detection ap-
proach works. It also allows us to evaluate the primary characteristics of algorithms based
on it.

A further area of research should be conducting field tests using GNSS signal simula-
tors and samples of inertial navigation systems of different levels of accuracy.
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