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Abstract: Data breaches result in data loss, including personal, health, and financial information that
are crucial, sensitive, and private. The breach is a security incident in which personal and sensitive
data are exposed to unauthorized individuals, with the potential to incur several privacy concerns.
As an example, the French newspaper Le Figaro breached approximately 7.4 billion records that
included full names, passwords, and e-mail and physical addresses. To reduce the likelihood and
impact of such breaches, it is fundamental to strengthen the security efforts against this type of
incident and, for that, it is first necessary to identify patterns of its occurrence, primarily related to
the number of data records leaked, the affected geographical region, and its regulatory aspects. To
advance the discussion in this regard, we study a dataset comprising 428 worldwide data breaches
between 2018 and 2019, providing a visualization of the related statistics, such as the most affected
countries, the predominant economic sector targeted in different countries, and the median number
of records leaked per incident in different countries, regions, and sectors. We then discuss the data
protection regulation in effect in each country comprised in the dataset, correlating key elements of
the legislation with the statistical findings. As a result, we have identified an extensive disclosure
of medical records in India and government data in Brazil in the time range. Based on the analysis
and visualization, we find some interesting insights that researchers seldom focus on before, and it is
apparent that the real dangers of data leaks are beyond the ordinary imagination. Finally, this paper
contributes to the discussion regarding data protection laws and compliance regarding data breaches,
supporting, for example, the decision process of data storage location in the cloud.

Keywords: compliance; data breach; data protection regulation; information security; privacy

1. Introduction

In an information-rich world, data have become a valuable asset for businesses across
all industries [1]. If effectively collected, analyzed, and utilized, data can enhance decision
making, optimize operations, and propel business growth, empowering companies to
understand customer behavior, personalize marketing campaigns, and develop innovative
products and services [2]. This applies to both private entities and the public administration.

While the benefits of data are evident, they also conceive associated implications,
particularly regarding security and data subject privacy [3]. For the data subjects, unautho-
rized access to personal data, such as social security numbers, dates of birth, and addresses,
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may result in identity theft and physical safety [4]. Depending on the type of data stored,
additional concerns emerge, such as credit card information leakage promoting financial
frauds [5] and breach of medical records disclosing sensitive diagnosis [6].

Likewise, for companies and public entities, unintentional data disclosure may imply
reputational damages [7], lawsuits [8], and direct financial losses [9]. Due to these impacts,
the average cost of a data breach in organizations with high-security skills shortages is USD
5.36 million [10].

Because of these repercussions for both the data subjects and the data owner, busi-
nesses and governments must deploy security controls to safeguard sensitive information
from unauthorized access, breaches, or misuse [11]. Implementing robust cybersecurity
measures, such as encryption, access controls, and regular security audits, is essential to
protect both the company’s data and the privacy of its customers [12].

Organizations took 204 days as the mean time to identify a data compromise in
2023, representing only marginal changes from the numbers of previous years [10], which
emphasizes the need for a more efficient deployment of detection mechanisms. For that, an
improved comprehension of trends in data breaches is necessary. To advance this discussion,
we conduct a visualization approach for enhancing the understanding of data leak patterns
worldwide, which advances the planning for security control employment. This work
provides a comprehensive overview of data breaches and offers valuable insights into
preventing and mitigating these incidents. Additionally, the overview of data protection
laws associated with the observed statistics contributes to the enrichment of the discussion
regarding the regulatory landscape. This paper’s contributions can help organizations and
governments of all sizes and industries to protect their data and their customers.

A geographical-oriented discussion and statistics visualization related to data compro-
mises is also relevant as the data on the cloud may be stored abroad, and incident trends
and regulatory analysis may be suitable for protecting the data appropriately [13]. As the
foundation of this study, we use a dataset of data breaches with at least 30,000 affected
records that occurred globally between 2018 and 2019 [14].

The remainder of this work is structured as follows: Section 2 reviews the related
literature, Section 3 provides a visualization of the statistics regarding the data breaches
present in the studied dataset, Section 4 discusses some incidents specifically, Section 5
reviews the applicable data protection laws of the affected countries in the dataset, and
Section 6 presents some of the threats to the validity of the study. Section 7 concludes
the paper.

2. Literature Review

Data protection frameworks may not be adequately structured to regulate the collec-
tion and processing of user data using Internet of Things (IoT) devices. For instance, the
European General Data Protection Regulation (GDPR) may not properly protect the data
processed by this technology [15]. This raises security concerns and users’ privacy issues,
especially considering the low-security awareness of IoT consumers and the possibility of
data breaches [16].

Considering the applicability of IoT devices in the healthcare environment [17], medi-
cal records may be leaked, exposing sensitive data such as medical treatments, vaccines
taken, diagnoses, and exam results. Due to its sensitivity, several authors have studied
breaches related to these types of data and their implications in the regulatory realm [18,19].

While continuing the analysis of medical privacy violation, statistical visualization
assists in uncovering key insights and trends within these incidents. As an example, it has
been observed that healthcare organizations are mainly breached due to hacking activities,
indicating a weakness in the technological countermeasures deployed by companies in this
sector [20]. Alfawzan et al. [21] studied 23 mobile women’s health apps, and evaluated
them on their privacy and data collection policies, remarking that some of them collect the
user’s data without consent and that most of them share the data with third parties. These
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practices inflict consent requirements usually present in data protection laws, including the
General Data Protection Regulation [22].

Strupczewski [23] performed an exploratory data analysis on a data breach dataset
focused on the United States, enabling an observation of the influence of factors such
as the economy sector of the company, operating geographical region, and the cause of
the incidents on its severity. The authors have also remarked that, in the time frame of
the studied dataset, comprehended between 2005 and 2016, more than half of the data
compromises affected the healthcare sector, and negligent data exposure happens twice
more frequently than malicious ones.

In addition to incident pattern identification, threat intelligence methods also aim to
gather information on the attacker intentions, trends, and procedures, enabling the organi-
zation to better protect its informational assets [24]. However, the effective implementation
of threat intelligence faces some challenges, such as the complexity of the threat landscape,
the big data scenario, and the lack of transparency and visibility [25]. As an example of
a threat intelligence framework for data breaches, Noor et al. [26] proposed a machine
learning model that achieved a 92% detection rate, with an average detection time of 0.15 s.

Data disclosure may negatively affect the stock prices of the breached company,
and its recovery may depend on factors such as its age, size, profitability, and brand
familiarity [27]. A tendency of short sellers to exploit prior knowledge of a data breach
occurrence [28] has also been observed. To reduce the frequency and repercussions of a
data leak, countermeasures must be effectively adopted and tested [11]. Machine learning
algorithms are also applicable to prevent and deter these incidents [29].

It is also relevant to study the changes in the behavior of data subjects after a breach.
It is observed that, after an incident of this type, users of a website seeking extramarital
affairs tend to decrease the messaging frequency and delete their posted pictures, returning
to normal usage after three weeks [30]. In a specific data exposure case that affected the U.S.
Office of Personnel Management (OPM) in 2015, Twitter (now X) users expressed anxiety,
anger, and sadness when commenting about the event, indicating a situational awareness
of the incident [31]. Companies also tend to report a data breach in complicated language
and in lengthy paragraphs [32], which may compromise its readability and understanding
by the affected users.

On the data protection regulation and beach incidents, Alazab et al. [33] studied the
Australia’s Notifiable Data Breach scheme, referring to a greater responsibility given to
data subjects while data protection entities are treated with more leeway:.

Focusing on the United States, Kesari [34] concluded that the California data breach
notification 2016 law reduced identity theft crime cases, but suggested that more studies
should be conducted to confirm the findings.

Authors have also studied privacy and data protection laws within the jurisdiction
of some of the countries mentioned in this work, such as in China [35], in India [36], in
Brazil [37], in Singapore [38], in Israel [39], and in the European Union [40].

3. Dataset Visualization

The dataset studied in this paper is provided by Neto et al. [14]. For the recognition of
patterns of occurrences of data breaches, we present visualizations of the dataset according
to their geographical and economic sector incidence and to their sizes.

3.1. Data Collection Methodology and Considerations

According to Neto et al. [14], the database creation was based on publicly available
sources from government entities, security research groups, research entities, and media
reports in several languages. An incident was only included in the dataset if confirmed by
multiple sources or if a source provided evidence of its occurrence. The incidents were also
filtered to include exclusively data breaches reported between January 2018 and December
2019 that exposed at least 30,000 records. This resulted in a dataset comprising 428 incidents,
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which can be accessed through a web page'. For the visualization, we use Python and
RAWGraphs [41] to generate the charts.

For each incident, the dataset informs the year of occurrence, the affected company,
and its sector, country, geographical region, the number of records leaked, and the source
of the information. The dataset presents, in total, 37 affected countries situated in North
America, South America, the Caribbean, Europe, Asia Pacific, and Africa. The sectors of the
organizations are education, government, and military; medical and healthcare; business;
entertainment; technology; and banking, credit, and financial. The statistics of the number
of records disclosed for the complete dataset are presented in Table 1.

Table 1. Descriptive statistics of the number of records leaked in the dataset

Breach Size

count 428

mean 61,673,880
std 400,573,400
min 30,000
25% 74,375
50% 422,548
75% 6,000,000
max 7,400,000,000

The incident that exposed the most data in the dataset targeted the French newspaper,
Le Figaro, exposing 7.4 billion records. This disclosure is almost as big as one of the biggest
reported data breaches that affected Cam4 in 2020, exposing 10.8 billion records [42]. Also,
the sum of all disclosed records, 22 billion, is greater than the world population in 2019,
7.7 billion people. This may be due to breaching records of deceased people and the same
person having their data leaked multiple times [14].

3.2. Records Leaked per Country and Region

When a company adopts the cloud model, for example, an important aspect to be
considered before hiring the provider is where the data will be located [43]. This computing
model enables data to be stored across the borders of the customer country, and new
challenges emerge, especially related to security and regulation [44].

Cloud data breaches are a rising concern [45] and, therefore, the choice of the location of
the stored cloud data should consider the occurrence of this type of incident. To promote the
discussion regarding cloud and related location decisions, we present statistics regarding
geographical occurrences of data leaks. The majority of breaches occurred in the United
States, as shown in Figure 1, which displays the ten countries with the highest number of
incidents, disregarding the number of records breached.

U.S. (83.25%)
Brazil (4.97%)
India (2.09%)
Canada (2.09%)
China (1.83%)
Australia (1.57%)
UK. (1.05%)

Israel (1.05%)
Germany (1.05%)
Hong Kong (1.05%)

Figure 1. The ten most frequently breached countries.
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Despite Brazil appearing in the second position in Figure 1, it is not a significant
country when considering the size of the breaches. Figure 2 depicts the total amount
of records breached for every country in the dataset, demonstrating that, regarding this
metric, France and the United States were the most expressive countries, followed by
China and Indjia.

Figure 2. Sum of breached records per country.

The fact that France is among the countries with the highest number of records leaked
(Figure 2) while not being in the group of the ten most breached companies per incident
count (Figure 1) suggests that it had a fewer number of incidents with higher severity,
breaching a greater amount of data per incident.

This conclusion is confirmed by Figure 3, which indicates that France had the highest
median in the size of records breached per incident among all countries in the dataset.
Countries like Estonia, Switzerland, and Sweden, although breaching a relatively high
number of records, were only breached once. Oppositely, the median of the number
of records breached in the United States is lower than that of Australia, for example,
which did not present a relevant sum of breached records in Figure 2. This is due to the
fact that the U.S. reported a great number of incidents, contributing to a higher sum of
records leaked.
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Figure 3. Boxplot of breached records per country.
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For an improved view of the proportions of the sum of leaked records for each country
in its region, Figure 4 indicates that the European region had the highest number of records
leaked, mainly led by France.

Figure 4. Proportion of sum of records breached per country in regions.

Likewise, North America, the second most frequently breached region, is led by the
United States, with a few occurrences in Canada. In the Asia Pacific region, China and
India represent the countries with the most records breached, with some other countries
contributing with smaller amounts. South America and Africa mostly comprise data leaked
in Brazil and Seychelles, respectively, while the Caribbean region is represented exclusively
by the Cayman Islands.

Asia Pacific, despite being only the third in the sum of information breached, is the
region with the highest median in size of breaches, as noted in Figure 5. North America
was the region with the lowest median, mainly due to the United States statistics.

1010
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Number of records breached
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Region

Figure 5. Boxplot of breached records per region.
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3.3. Records Leaked per Sector

Different types of disclosed data impact the lives of breached subjects differently. For
example, healthcare data disclosure may impact confidential medical information [46], and
military breaches possibly uncover a country’s armed forces’ sensitive data [47].

Furthermore, the nature of the stored data also determines regulatory aspects that
the company must comply with [48]. The legal aspects of data breaches are more deeply
discussed in Section 5. As shown in Figure 6, the technology sector presents the highest
median in the number of records leaked per incident, followed by government/military.
The most voluminous breach in the dataset, however, occurred in the business sector.
Education had the lowest median. However, understanding the geographical and temporal
distributions of these leaked records may reveal trends and patterns in the occurrence of
this type of security incident. Figure 7 depicts the sum of records leaked per region for each
sector in 2018 and 2019.

The figure shows that the majority of incidents took place in 2019. As stated by [14],
this may be due to the GDPR entering into force in 2018 and companies being compliant
with breach notification requirements throughout 2019. An exception to this observation is
the healthcare sector, with the prevalence of records breached in 2018. However, the sector
with the highest volume of information leaked in 2018 was technology, surpassed by the
business sector in 2019.
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Figure 6. Boxplot of breached records per sector.

In addition, business was the economic sector with the most records breached when
considering both years, despite being the third highest median of records breached per
incident, indicating that organizations in this branch suffered more breaches that leaked
fewer records than technology and government, for example.
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Entertainment
~ Education

Banking/Credit/Financial I

Figure 7. Sum of records breached per region per year per sector.

It is relevant, however, to interpret the most targeted sector in each country, as it may
evidence technical weaknesses in different areas for different regions and emphasize the
necessity for stronger regulation and employment of more effective security controls.

In that regard, Figure 8 presents the relationship between the economic sectors in which
the breached companies operate and the countries where the incident occurred. For this
analysis, we considered exclusively the ten most frequently breached countries (Figure 1),
adding France, as it represents a significant portion of breach sizes (see Figure 4).

India .

MedicaliHealthcare ¢y

Canada e

us .\
Technology .

Israel @

Germany e
Banking'Credit/Financial .
Australia @

Education »

UK »

Entretainement «

Busmei‘/

China .

Hong Kong e

France .

Government/Military

Brazil @

Figure 8. Most explored sector in the top 10 breached countries.
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From Figure 8, it is observed, for example, that France and China were mostly breached
in the business sector, which also comprises a significant amount of incidents from the
United States. Notwithstanding, the most significant breaches in the U.S. affected the
technology sector, which may also be a consequence of the significant number of technology
companies based in the country. It is also observed that the banking, credit, and financial
sector were mostly breached in the United States, which demonstrates the significance of
the Gramm-Leach-Bliley Act. This pattern demonstrates a trend change as, from 2010 to
2017, the U.S. registered mostly healthcare breaches [49].

Additionally, healthcare incidents affected mostly Indian organizations. Churi et al. [50]
acknowledges some privacy issues related to the healthcare sector in India, namely lack
of technology and infrastructure, absence of trust in the relationship between doctor and
patient, medical data being stored in the cloud with privacy concerns, weak security
controls deployed, data shared without subject’s consent, inadequacy of security policies,
and cultural aspects. This may impact the trust and acceptance of healthcare technologies
of citizens from this country [51].

Government and military disclosed predominantly records from Brazil and the United
States. In Brazil, Ferrao et al. [52] indicated a lack of compliance to the General Data Protec-
tion Law (LGPD) and immaturity in the area, with many organizations that had not yet
established a Data Protection Officer (DPO). Specifically to the military and defense sector,
Brazil has demonstrated a lack of attention toward national security policy making [53],
which may have effects on cyber security incidents in this sector.

Government data breaches may also emerge as a consequence of geopolitical conflicts.
As examples, Shires [54] mentions four cases affecting political people and public figures in
the U.S. in hack-and-leak operations.

For a more globally comprehensive reasoning of this relationship, Figure 9 presents
the number of records breached per sector in each region. The business sector suffered
significantly voluminous breaches in Europe, North America, Asia Pacific, and South
America, and technology was also relevant in Europe and North America. In the Asia
Pacific, medical and healthcare incidents also correspond to significant portions, mainly
due to the incidents in India, as seen in Figure 8. Government and military is the second
main sector affected in South America, with a great contribution from Brazil.

10
10 B Banking/Credit/Financial

Business
B Fducation
EEE Entretainement
B Government/Military
B Medical/Healthcare
Technology

108 4

107 4

Sum of records breached

e

08¢ PR

e
A 0
oo N o

Region

Figure 9. Distribution of sum of records breached by sectors per region.

The only incident that took place in the Caribbean inflicted the Cayman National Bank,
and African countries suffered breaches in the financial and technology areas. Additionally,
entertainment breaches were reported in North America exclusively, related to the incidents
involving AMC Networks and MoviePass. Europe, despite being the region with the most
breaches records, did not publicly register any data leakage incident in the healthcare sector
and was also the region with the fewest education records disclosed among the localities
that were affected in this area.



Data 2023, 9, 27

10 of 24

The size of data breaches in the technology and business sectors are more evenly
distributed, especially in the range between 10° and 10” records breached per incident, as
seen in Figure 10. Medical data violations, differently, are more concentrated at around 105,
with few occurrences of 10° records leaked and none around 108.

Number of records breached

T T
10 Bushess Tachnelogy Medicaltleslthcare  Banking/CraditFinanciasl  GovermmantiMiitary Sducstion Ertratainament

Sector
Figure 10. Distribution of breach sizes per sector.

4. Study Cases and Possible Mitigation

For a more thorough discussion on the data protection regulation on the affected
countries, implications of data exposures, and applicable security controls used to mitigate
them, we study some cases that are present in the dataset.

In Europe, British Airways was fined USD 229 million by the UK Information Commis-
sioner’s Office (ICO), corresponding to 1.5% to 2% of the annual revenue of the company
at the time [55]. This significant financial impact, along with the privacy issues faced by
the data subjects, emphasizes the importance of complying to data protection laws and
implementing security controls.

One of such controls is an effective cryptographic mechanism. The biggest incident
reported in India affected Aadhaar and exposed one billion records in January 2018. This
breach is categorized as in the medical sector by Neto et al. [14], possibly due to its relation
to health services [56], including vaccines [57], despite Aadhaar being a biometric database
also used for demographic, financial, and welfare policy entitlement data [58]. According
to the reference linked to the incident in the dataset, Aadhaar actually suffered multiple
breaches between 2017 and 2018, which may be due to known vulnerabilities, such as
cryptographic issues observed in the system [59]. As countermeasures, besides a stronger
encryption scheme, Tyagi et al. [60] also suggest the adoption of security testing, the creation
of a Computer Emergency Response Team (CERT), and a more effective integration with
the private sector and their standards. Following the implementation of these controls, the
authors also recommend initiating open security challenges.

There were two reported incidents in Japan, both within the business sector. The
largest involved Toyota, which experienced a breach affecting over 3 million records
in 2019. This case draws attention to the expanding field of self-driving cars, which
require big data for effectiveness and penalization [61]. A lack of protection on these
data may disclose geolocation trends of the users, raising safety concerns. Previous data
leaks in the automotive industry occurred as a consequence of vulnerabilities in products
provided by third party manufacturers, which could have been prevented with supply
chain management [62].
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In Brazil, a relevant data breach refers to the incident involving the Unified Health
System (SUS - Sistema Unico de Satide), which is Brazil’s public healthcare system. Accord-
ing to the official portal of the Brazilian Ministry of Health?, the incident occurred due to
the leakage of an access credential to the system. This compromised personal data such as
the individual taxpayer registry number, name, mother’s name, gender, race, date of birth,
blood type, nationality, and date of death. The sensitiveness of this data, along with the the
attack vector on this case, reinforces the importance of a secure credential storage with the
use of strong hashing and salting algorithms [63], multi-factor authentication [64], and a
password breach alerting system [65].

Additionally, to enhance identity protection, the use of common passwords should
be avoided. The Zynga breach in 2019, in the United States, exposed 218 million records,
and revealed that the most used passwords included strings such as password, 12345,
changeme, and gwerty [66]. The enforcement of a password policy, requiring more secure
passwords, should be employed. Additionally, security awareness programs may also
improve the security on both the user’s and the employee’s end, reducing the use of weak
passwords and the likelihood of successful phishing campaigns [67].

Adversarial Tactics and Techniques Framework

For the application of more tailored security controls and for more efficiently mit-
igating breach risks, a threat intelligence program may be necessary [68]. To assist in
this task, the MITRE ATT&CK, a knowledge base of adversary tactics and techniques,
is a valid framework for threat modeling and the efficient employment of data breach
countermeasures considering the observed malicious behavior [69].

This structure organizes the security knowledge into hierarchies. It presents several
adversarial techniques categorized into 14 tactics, which are namely reconnaissance, re-
source development, initial access, execution, persistence, privilege escalation, defense
evasion, credential access, discovery, lateral movement, collection, command and control,
exfiltration, and impact. Each of these tactics comprise different techniques that may be
used by attackers to achieve their goals.

In the initial access tactic, for example, examples of techniques include phishing
(T1566), replication through removable media (T1091), and supply chain compromise
(T1195). The security analyst may use the knowledge of these common tactics and tech-
niques as guidelines for implementing security countermeasures as prevention of data
breaches and also for identifying adversarial groups, who commonly use a specific set
of techniques.

5. Data Protection Regulation

Given the sensitiveness of personal data, its collection, processing, storage, use, and
destruction must be carefully planned. For enforcing this planning, data protection laws
regulate the privacy of the data subjects [70].

5.1. Regulatory Measures for Mitigating Data Breaches

A data protection legislation aims to assist in mitigating data leaks by means that
mandate the adoption of preventive security mechanisms. It also aims to reduce the
impact caused by leaks through timely notifications to regulatory authorities, enabling
appropriate actions to be taken [71]. In this latter scenario, established laws and regulatory
frameworks assist in risk mitigation for both companies and the public sector. Regulations
are commonly rooted in principles such as prevention, accountability, and transparency,
providing measures to prevent breaches and means to identify and account the responsible
parties. Thus, principled interpretations should already aid in reducing incidents or
mitigating risks, even if a norm is not robust and lacks explicit provisions for data protection,
processing, or breach notifications.

Conversely, even legislation with numerous extensive provisions, if not appropriately
applied, will not be as effective as expected. Enforcement and the role of the regulatory
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authority, in awareness, monitoring, and sanctioning, are fundamental for norm compliance
and effectiveness. Each scenario involves a distinct interpretation and adaptation to the
types of leaks occurring, making certain tools more suitable for certain countries. However,
elements like notification and the impact report should be common guidelines across all
regulations concerning data breaches.

In some countries, specific regulations exist for specific types of data. In the United
States, for example, the Sarbanes-Oxley Act (SOX) regulates data security in publicly listed
companies [72], the Gramm-Leach-Bliley Act (GLBA) in financial organizations, [73], the
Federal Information Security Modernization Act (FISMA) in the U.S. federal government
agencies [74], the Family Educational Rights and Privacy Act (FERPA) in education or-
ganizations [75], and the Children’s Online Privacy Protection Act (COPPA) related to
children [76]. However, this work focuses on federal-level data protection laws, and we do
not discuss sectoral regulations such as the aforementioned.

As a reiteration of the importance of data protection legislation, Table 2 compares
the distribution of data breach costs in lowly and highly regulated environments. The
financial impacts of a security breach typically oscillate over time after the incident due
to costs at different stages of the response, such as identification, containment, recovery,
and repair [10]. A more evenly distributed cost, observed in highly regulated areas, will
dilute the financial damage over time, facilitating the subsistence of the organization. In
environments with low regulations, the cost is presented as a burst in the first year with a
decreasing tendency.

Table 2. Comparison of the distribution of costs associated with data breaches in low- and high-
regulation regions [10].

Years Since Breach 2023 Average Low Regulation High Regulation
1st 51% 64% 42%
2nd 31% 32% 37%
2+ 18% 4% 21%

For a company located in a highly regulated region, compliance demonstration is of
fundamental importance [36]. After a data compromise, in addition to the aforementioned
costs, a company may incur sanctions if it fails to demonstrate compliance with the pertinent
regulation. For example, 20% of breached companies paid at least USD 250,000 in fines [10].

5.2. Regulation Levels in the Breached Countries

To identify the regions that are lowly and highly regulated regarding data protection
and privacy, we briefly compare aspects of the pertinent legislation of all the countries
present within the dataset. Table 3 summarizes this comparison, in which the rows are
sorted descending by the sum of records leaked. The column ‘Regulation and enforcement’
presents the level of regulation of the country, according to [77], in which (++) represents a
heavy regulation, (+) a robust regulation, (—) moderate, and (——) limited.

A possible analysis for revealing whether legislation is effective in incident mitigation
is a comparison between the frequency and costs of data breaches before and after the
law’s enforcement, or even examining how the data protection authority acts in cases of
occurring leaks, the existence of easy notification channels, assessing the impact that these
leaks had on individuals and whether affected people were informed, and adhering to
transparency and accountability duties. However, the dataset studied in this work is too
short in time and does not provide enough information to conduct these analyses.

Therefore, our approach used to assess the effectiveness of these regulations is to
compare key elements of the data protection norms scenario established in countries of
different regulation and enforcement levels, namely heavy, robust, moderate, and limited.

The General Data Protection Regulation is in effect in Europe and considered a heavy
regulation (++). It is considered a global standard [78] due to, for example, its enhanced
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rights for individuals, stricter consent requirements, substantial penalties, and requirement
of compliance demonstration.

It sets a maximum deadline of 72 h for reporting a personal data breach to the su-
pervisory authority and to the data subject, as per Articles 33 and 34. The GDPR Recital
85 also outlines the necessity of adopting risk mitigation measures for physical, material,
or immaterial damages to individuals, such as a loss of control over their personal data,
limitation of their rights, discrimination, theft or usurpation of identity, financial losses,
unauthorized reversal of pseudonymization, reputation damage, loss of confidentiality
of personal data protected by professional secrecy, or any other significant economic or
social disadvantage to individuals. Article 4, subparagraph 12, of the GDPR defines a data
breach as a breach of security leading to accidental or unlawful destruction, loss, alteration,
unauthorized disclosure, or access to transmitted, stored, or otherwise processed personal
data. Therefore, under EU law, a leak would constitute a breach by definition.

Table 3. Summary of the data protection landscape in the breached countries [77], sorted descending
by sum of breach sizes divided by population sizes in 2019.

Defines

Regulation Data Protection Law Requires Requires e
Country Legel Law Approved geal;saonal DPA Registration DP% Breach Notification
CH ++ FADP 2020 4 FDPIC X X 4
EU ++ GDPR 2016 v EDPB X v 72h
Us ++ X - v X X X v
IL ++ PPL 1981 v PPA v v immediately
KY — DPA 2017 v Ombudsman X X 5 days
AU ++ PA & APP 1988 v OAIC X X 72h
NZ + PA 2020 v Privacy _ x v v
Commissioner
sC ++ DPA 2003 v X v X X
HK ++ PDPO 1995 v PCPD X X X
CN ++ PIPL 2021 v CAC X v v
AE - PDPL 2021 v X X v immediately
EC - PDPL 2021 v X 4 X 5 days
BR — LGPD 2018 v ANPD X v 2 working days
IN —— DPDP 2023 v X X v v
CA ++ PIPEDA 2000 v OPC X v v
RU — DPA 2006 v Roskomnadzor v v 24h
SG ++ PDPA 2012 v PDPC X v 3 calendar days
D + PDP 2022 v PDP Agency X X 72h
GB ++ UKGDPR 2018 v 1CO v v 72h
MY + PDPA 2010 v PDPC v X X
IR —— X - X X X X X
cO - Law 1581 2012 v SIC & SOF 4 X 15 business days
P + APPI 2003 v PPC X X v
CL — PDPL 1999 v X X X X
PH — DPA 2012 v NPC v v 72h
TR - LPPD 2016 v KVKK 4 X 72h

The Japanese Law has been selected as an example of robust regulation (+). The Act
on the Protection of Personal Information (APPI) was initially enacted in 2003 but was
amended in 2017. In 2020, a bill was passed to further amend the APPI, which came into
effect in 2022, integrating the public and private sectors, previously separate [77]. The
established authority is the Personal Information Protection Commission (PPC). Under the
amended APPI, commercial operators must report data breach incidents to the Personal
Information Protection Commission and affected data subjects if the breach incident data
could harm individuals’ rights and interests. The PPC established a concrete threshold
for communication obligations, where the business operator needs to report it to the PPC
and notify the affected individuals. The defining elements of a breach are: (i) sensitive
personal information leaked or likely to have leaked; (ii) personal information causing
financial harm due to unauthorized use leaked or likely to have leaked; (iii) data leak
due to malicious intent occurred or likely to have occurred; and (iv) a data leak incident
involving over 1000 data subjects occurred or likely to have occurred. Additionally, the
PPC’s guidelines suggest that business operators conduct necessary investigations, take
preventive measures, and disclose the nature of the breach and the corrective actions taken
if appropriate and necessary.
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The Brazilian General Data Protection Law (LGPD), considered a moderate regulation
(=), deals with responsibility in Articles 31 and 32 and also with damages and reparation
in Articles 42 to 45. The law addresses the reparation by the controller or processor that,
due to the processing of personal data, causes patrimonial, moral, individual, or collective
damages in violation of the legislation. Thus, non-compliance with good practices, security,
and prevention as envisaged by the law would necessitate damage reparation in the event
of a data leak. Article 48 specifically addresses the notification by the controller of security
incidents to the national authority (ANPD), which may entail risks or relevant harm to data
subjects. The provision outlines the minimum requirements: (i) description of the nature of
the affected personal data; (ii) information about the involved data subjects; (iii) indication
of technical and security measures used to protect the data, observing trade and industrial
secrets; (iv) risks related to the incident; (v) reasons for delay if the communication was
not immediate; and (vi) measures taken or to be taken to reverse or mitigate the damage
effects. There is no legal deadline for incident notifications to the ANPD. However, the
authority published guidelines in 2021 stating that communication should be made within
two business days from the date of becoming aware of the incident. The institutional
website contains instructions for this notification®, with updated guidelines on violations.
In the case of significant risk or harm to data subjects, individuals may also need to
be notified. The notification can be sent by the Data Protection Officer (DPO) or the
legal representative, along with the corresponding documentation or authorization. An
additional recommendation, not legally required, is the implementation of contractual
clauses establishing notification obligations between controllers and processors to expedite
assessment and minimize risks to data subjects. Although it is not necessary to provide a
list of affected data subjects, the ANPD may request the data controller to present a copy of
the notification to the data subjects about the breach. This notification to the data subject
should be made individually, whenever possible, and can be carried out by any means,
such as e-mail, letter, or electronic message.

The Indian Law Personal Data Protection Bill in 2019 (PDP), still undergoing updates
in 2022 and considered as a limited regulation (-), was enacted after the Indian Supreme
Court in 2017 recognized privacy as a fundamental right, enshrined in Article 21 of the
Constitution [77]. There is still no established data protection authority, which might
compromise the law’s applicability in data breach construction and mitigation.

As observed, both European and Japanese regulations encompass data protection
measures concerning prevention, audit, and notification. They also ensure compliance and
oversight of legal requirements through national data protection authorities. In contrast,
Brazil, despite modeling its national law after the GDPR and anticipating similar provisions,
remains in a relatively immature regulatory landscape. This is exemplified by the previous
attachment of the national data protection authority to the Presidency of the Republic,
which led to increased subordination and limited autonomy in law enforcement [79]. Only
in 2022 did the ANPD gain more autonomy by attaching to the Brazilian Ministry of Justice
and Public Security, albeit without subordination. Conversely, India’s data protection law
was enacted in 2023 and is yet to be fully implemented [80]. Moreover, the absence of a
data protection authority underscores its significant immaturity. Consequently, despite the
existence of laws and security requirements, the lack of effective enforcement, monitoring,
and penalization mechanisms impedes the effective enforcement of data protection. These
maturity issues are among the possible causes for the classification of Brazil’s and India’s
data protection regulations at lower levels when compared to Europe’s and Japan’s, for
example. The United States, despite also not having an enacted federal-level data protection
law nor a data protection authority, is considered a country of heavy regulation; this may
be due to the enactment of the sector-specific laws mentioned in Section 5 and the passing
of state-level data protection laws [81], which demonstrate a greater maturity of the data
protection regulation in the United States.

These differences in regulation levels in different regions may also arise from cultural
differences. As an example, it has been observed that people from North America are more
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willing to give up privacy than those from Europe, who are also more concerned about
data breaches and transparency on how the data are used [82].

A comparison of the maturity levels between the geographical regions, expressed
by the regulation and enforcement levels, is then presented in Figure 11. It is observed
that all countries in Europe, North America, and Africa apply heavy regulations, while all
countries in South America and the Caribbean are moderately regulated. Asia Pacific is the
most diverse region, as it also comprehends a greater number of countries in the dataset.
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H heavy
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Number of countries
w

Region

Figure 11. Classification level of regulation and enforcement for countries per region [77].

It is also noted that the Asia Pacific, the only region to have a country with limited
regulation in the dataset, is also the region with a greater median of records breached per
incident, according to Figure 5, with a close value to the median in Europe, a strongly
regulated region. The North America, which is also strongly regulated, presents the lowest
median value. When analyzing the median values in countries, from Figure 3, it is observed
that the top countries are heavily regulated. From this, it may be inferred that regulation
levels and breach sizes are not strongly correlated. In fact, the amount of data leaked is
more strongly related to the amount of data stored by the organization. The nature of the
stored data may also influence the breach size, as organizations may apply more efforts
to secure more sensitive data, which could be more severely penalized by data protection
laws. As an example, medical-related data presented the second lowest median values, as
seen in Figure 6.

Following an analysis of Table 3, which is sorted by the sum of breach sizes divided
by the populations sizes in 2019, it is observed that countries with greater regulation and
enforcement levels are more concentrated in the superior lines, which suggests that these
countries breach a greater number of records per inhabitant than those of lower levels. This
may be due to several factors. One of them is that developed countries, like the United
States and those in Europe, are more likely to offer more data-related services, such as cloud
storage, even for non-residents, which increases the chances of breaches. It may also be a
direct consequence of a more significant enforcement of breach notification. Nonetheless, it
still evidences the need for more effective security controls to mitigate these occurrences.

5.3. Comparison of Regulatory Aspects

Data protection laws are regulations designed to safeguard the privacy and security of
individuals’ data. Whereas these laws differ in some aspects for different countries, general
principles and legal basis include consent, purpose limitation, integrity, confidentiality,
accountability, and transparency in data handling [83].
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Although the majority of the countries within the scope of this study have enacted
a data protection law, the United States and Iran, at the time of this writing, do not [77].
These countries do, however, have a pending bill or law initiative [84]. It is noteworthy
that while Iran is classified as having limited regulation and enforcement regarding data
protection and privacy, the United States is categorized as a heavily regulated country,
possibly due to the reasons stated in Section 5.2.

Moreover, some Member States of the European Union had a national data protection
law in effect before the General Data Protection Regulation, some of which still coexist with
the GDPR. Examples include France’s Loi Informatique et Libertés [85] and Germany’s
Bundesdatenschutzgesetz [86]. These Member States, however, abide by GDPR, and,
for simplicity, we have grouped them by region in Table 3. The GDPR has influenced
data protection regulations in regions other than Europe as a consequence of the Brussels
effect [87]. A timeline of the years in which the data protection laws were enacted is
presented in Figure 12. The years of enactment of the laws in the countries present in
Table 3 are following [77], while for the countries that constitute the European Union, the
dates are consonant with the Council of Europe®.

= .
= = = == &R

1978 1979 1980 1981 1982 1983 1984 1985 1986 1987 1988 1989 1990 1991 1992 1993 1994 1995 1996 1

Figure 12. Timeline of enactment of data protection laws.

5.3.1. Personal Data Definition

A clear definition of personal and sensitive data is necessary to ensure that organi-
zations apply the appropriate legal safeguards to the relevant data and that individuals
comprehend what data are protected, enhancing enforcement and transparency [88]. As
an example, the GDPR defines personal data as any information relating to an identified
or identifiable natural person, such as name, date of birth, email address, and billing
address [77]. Brazil’s LGPD does not classify anonymized data as personal information
unless it can be reversed by applying reasonable efforts [77].

Sensitive data may also be defined. Japan’s APPI, for example, defines them as any
information that might cause the person to be discriminated against, such as race, medical
history, and criminal record [77]. As seen in Table 3, Iran is the only country that does not
define personal or sensitive information.

5.3.2. Data Protection Authority and Data Protection Officers

A Data Protection Authority (DPA) is a public entity responsible for supervising and
enforcing data protection regulations and may also provide guidelines and raise awareness
for data protection [89]. In Europe, the European Data Protection Board (EDPB), at the EU
level, standardizes the data protection at each Member State, which also institutes federal
DPAs, such as Italian Garante [90].

Some laws may require that any data controller intending to process personnel notify
the public competent authority. In Table 3, this information is presented in the column
‘requires registration’. Russia, for example, requires that the registration mentions, for
instance, the full name and address of the data controller, the purpose of the processing, the
categories of data being processed, protection measures being deployed, and the occurrence
of the cross-border transfer of personal data [77].

The distribution of countries that have a DPA and require data controller registration
among the regions is shown in Figure 13. Countries that appear as ‘no” in the DPA require-
ment but ‘yes’ as registration have a legal prediction for establishing a Data Protection
Authority and require registration but have not yet constituted it.
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Figure 13. Distribution of countries that have a DPA and require registration.

On the organization’s end, it may be required that companies indicate a point of
contact for matters related to data protection. This role is identified as the Data Protection
Officer, and some of its assignments include compliance monitoring and employer advise-
ment [91]. In Canada, this position is by default occupied by the highest authority within
the organization, and its responsibilities also include responding to and reporting security
breaches [77]. The distribution of countries that require a DPO in companies is presented
in Figure 14.
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no 26.92%
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Figure 14. Distribution of countries that require a DPO.

5.3.3. Data Breaches Notification

The definition of a data breach may vary according to the laws. As an example, New
Zealand defines it as any unauthorized or accidental access to, or disclosure, alteration,
loss, or destruction of, personal information, or any action that prevents the agency from
accessing the information on either a temporary or permanent basis [77].

The Indonesian law requires that any breach must be notified in written form within
72 h of becoming aware of the incident, and the notification must be directed to both the
national authority and the affected users, including information such as the description
of the breached data, when and how the incident occurred, and the efforts undertaken to
mitigate it [77].

In Table 3, the column ‘breach notification” specifies the notification requirements
for each country. In it, the v value indicates a law that requires notification but does
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not specify a time limit. Figure 15 shows the distribution of countries that require data
breach notification and, among those who do, whether they specify a time limit or not.
It is also noteworthy that countries like Chile and Seychelles, although being among the
three countries with the fewest records breached, do not require notification and, therefore,
might be under-reporting incidents [92].
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Figure 15. Distribution of countries that require breach notification and specify a time limit.

5.3.4. Other Aspects

Data protection is a complex matter, and we do not intend to present an exhaustive
comparison of regulation in these countries but rather discuss some key elements of them.
Hereof, the transfer requirements determine the legal aspects that an organization must
comply with when on-shoring and offshoring data. Especially when transferring data
abroad, additional obligations must be fulfilled. In this scenario, Israeli law mandates that
the laws of the destination country provide a level of data protection no less stringent than
that afforded by Israeli law [77]. If that is not the case, at least one of the other criteria must
be met, such as the data subject’s consent, whether the transfer is vital to public safety,
or others [77].

For enforcement, the public competent entity may apply sanctions to non-compliant
organizations, such as stopping data collection, destruction of personal data collected, and
financial penalties in Singapore [77]. The Turkish Criminal Code also punishes a person
who illegally collects, transfers, publishes, or deletes data with imprisonment [77].

Data protection laws may also apply to electronic marketing. One example of such an
application is Malaysia’s PDPA, which states that any data subject may require their data
to cease or not to begin processing for direct marketing purposes [77].

6. Threats to Validity

The conclusions of this study face threats regarding their validity, which may be
classified into four types [93].

External validity. The dataset may have been generated focusing on incidents that
happened in specific regions, such as countries with greater economies or that may be more
representative in the media. Less publicized breaches that meet the dataset criteria could
have been omitted. Although the dataset incorporates sources from several languages [14],
the language barrier also poses a potential external threat to validity. This limitation might
result in less comprehensive coverage of less frequently spoken languages, leading to
potential under-representation of breaches in those linguistic scenarios.

Internal validity. The remarked patterns might be specifically related to the limited
time range encompassed by the dataset and not represent the general scenario of data
breaches in the studied countries. Changes in data protection laws may also change patterns
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of these incidents over time. Additionally, the casual relationship between regulation level
in a country and the frequency and impact of a data leak within its jurisdiction is not
always clear, as other factors, such as population size, may also influence the metrics on
these incidents.

Construct validity. Countries have different definitions for personal data and what
constitutes a data breach. This threatens the consistency of the incidents between regions.
Moreover, a data protection regulation is rich in details and nuances that were not deeply
explored, potentially affecting the comparability between the discussed regulatory aspects
and the related data violations.

Conclusion validity. The dataset may suffer from under-reporting, especially in
countries where data breach notification was not legally required between 2018 and 2019.

Despite these threats, this study provides valuable insights and promotes the discus-
sion regarding compliance and data protection in the affected countries during the dataset
time range.

7. Conclusions and Future Work

This research aimed to visualize worldwide data breaches, especially related to their
geographical and economic sector occurrences. For that, we used a dataset comprising
this type of incident that happened between 2018 and 2019 that leaked 30,000 records or
more [14]. In addition to that, we provided a regulatory discussion in the scope of the
affected countries.

This study explores the correlation between data protection enforcement levels and
data breach occurrences and impacts, and also compares key elements between differ-
ent levels of regulations, potentially guiding policy enhancements for improving global
data protection. Furthermore, these findings can offer valuable insights for organizations
adopting data storage solutions, such as cloud computing models, by aiding in informed
decisions about where to store sensitive data, considering the nature of the data, the location
of the storage, and its data protection regulation level and history of data confidentiality issues.

This investigation identified several strong relationships between countries and eco-
nomic sectors affected by data breaches, such as India, and the medical or healthcare sector;
and Brazil, and the government or military sector. We also observed that leaks affecting
education records affected North America exclusively in this time frame. A correlation with
the regulatory aspects in these countries and regions may promote the recognition of root
causes for data violations and mitigation strategies. It is relevant to mention, however, that
these findings heavily rely on the dataset used. Despite the seemingly robust methodology
in data collection, the potential threats to its validity must be considered. These limitations
might hinder the representation of reality.

Given that these patterns are subject to change over time, we propose future research
to extend this study to encompass a broader time frame to validate the aforementioned
discoveries. Future work may also enrich the dataset used, including a field that informs
the cause of the data breach, which would enable a more in-depth discussion regarding
mitigation techniques and the identification of patterns of adversarial procedures per geo-
graphical region. This enriched dataset could subsequently be fed into machine learning
algorithms to uncover deeper correlations and predict future occurrences of data leaks.
Future research may also focus on the countermeasures, providing more extensive discus-
sion about security controls that may mitigate risks associated to data exposures. On the
regulatory aspects, future work may also compare the impact of the enactment of data
protection laws on security incidents by analyzing the occurrence of incidents before and
after they started effects.

Overall, the research provides a valuable contribution to the understanding of data
breaches and their implications for organizations and policymakers. The identified patterns
and correlations can inform data security practices and regulatory frameworks, while the
proposed future research can further advance our knowledge of this critical issue.
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Abbreviations

The following abbreviations are used in this manuscript:

ANPD National Data Protection Authority

APP Australian Privacy Principles

APPI Act on the Protection of Personal Information

CAC Cyberspace Administration of China

DPA Data Privacy Act / Data Protection Authority

DPDP Digital Personal Data Protection

DPO Data Protection Office

EDPB European Data Protection Board

FADP Federal Act on Data Protection

FDPIC Federal Data Protection and Information Commissioner
1ICO Information Commissioner’s Office

IoT Internet of Things

GDPR General Data Protection Regulation

KVKK Kisisel Verileri Koruma Kurumu (Personal Data Protection Authority)
LGPD General Data Protection Law

LPPD Law on Protection of Personal Data

NPC National Privacy Commission

OAIC Office of the Australian Information Commissioner
OorC Office of the Privacy Commissioner

PA Privacy Act

PCPD Privacy Commissioner for Personal Data

PDP Personal Data Protection

PDPA Personal Data Protection Act

PDPC Personal Data Protection Commission

PDPL Personal Data Protection Law

PDPO Personal Data Privacy Ordinance

PIPEDA Personal Information Protection and Electronic Documents Act
PIPL Personal Information Protection Law

PPA Privacy Protection Authority
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PPC Personal Information Protection Commission
PPL Protection of Privacy Law

SIC Superintendence of Industry and Commerce
SOF Superintendence of Finance

UKGDPR  United Kingdom General Data Protection Regulation

Notes

www.databreachdb.com/ accessed on 26 January 2024
www.gov.br/saude/pt-br/acesso-a-informacao/lgpd/registro-de-incidentes-com-dados-pessoais accessed on 26 January 2024

www.gov.br/anpd/pt-br/canais_atendimento/agente-de-tratamento/comunicado-de-incidente-de-seguranca-cis accessed on
26 January 2024

4 www.coe.int/en/web/data-protection/ accessed on 26 January 2024
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