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Abstract: Cybersecurity social networking is a new scientific and engineering discipline that was in-
terdisciplinary in its early days, but is now transdisciplinary. The issues of reviewing and analyzing of
principal tasks related to information collection, monitoring of social networks, assessment methods,
and preventing and combating cybersecurity threats are, therefore, essential and pending. There is a
need to design certain methods, models, and program complexes aimed at estimating risks related to
the cyberspace of social networks and the support of their activities. This study considers a risk to be
the combination of consequences of a given event (or incident) with a probable occurrence (likelihood
of occurrence) involved, while risk assessment is a general issue of identification, estimation, and
evaluation of risk. The findings of the study made it possible to elucidate that the technique of
cognitive modeling for risk assessment is part of a comprehensive cybersecurity approach included in
the requirements of basic IT standards, including IT security risk management. The study presents a
comprehensive approach in the field of cybersecurity in social networks that allows for consideration
of all the elements that constitute cybersecurity as a complex, interconnected system. The ultimate
goal of this approach to cybersecurity is the organization of an uninterrupted scheme of protection
against any impacts related to physical, hardware, software, network, and human objects or resources
of the critical infrastructure of social networks, as well as the integration of various levels and means
of protection.

Keywords: fractal characteristics; self-similarity; social network security; network anomaly detection;
social network traffic; critical social network infrastructure; risk assessment

1. Introduction

In the context of the high dynamics in the implementation of digital technologies
and the formation of new digital segments, an intensive transformation of technological,
managerial, and business approaches in the information space is being carried out. Social
networks are dynamic platforms and applications that rely heavily on data. Social networks
are rapidly developing, providing information for collection, which obviously raises interest
in social network analysis, and gives way to new approaches that are gaining traction in
areas such as searching for experts, recruiting professional teams, providing social advising,
marketing, communications, and advertising.

Social network analysis currently aids in the study of a number of economic and
organizational phenomena and processes, including combating money laundering, identity
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theft, online fraud, cyber-attacks, the investigation of illegal transactions with securities and
investments, preventing riots, and others. Social networks contain opportunities for influ-
encing the formation of public opinion, making political, economic, and military decisions,
influencing the information resources of the enemy, and disseminating specially prepared
or deceptive information. Social networks are even widely used for their informational and
psychological impacts.

Social network workflows are subject to cyberthreats associated with the introduction
of new solutions and the use of new business models, which may be accompanied by
the absence or insufficiency of information for prompt decision making on ensuring the
cybersecurity of critical social network infrastructure. This makes a review and analysis
especially essential and pending for the basic tasks of collecting information, monitoring,
and analyzing methods of social networks used to detect, prevent, and combat threats to
ensure cybersecurity. There is a need to design certain methods, models, and program
complexes aimed at analyzing cyber context awareness and supporting the activities of
objects and assets in the critical social network infrastructure.

Cybersecurity belongs to an area of active research and development in the information
technology community, thanks to the efforts of all of the ICT ecosystem components (see
Figure 1).

Internet protection Compu.t £ Data protection
protection
Protection of telecommunications Protection channel data
infrastructure transmission
Identity protection Pl‘().tectIOI.‘l of Appllcaflon
basic services Protection

Figure 1. ICT ecosystems of cybersecurity components.

Infrastructure is recognized as critical when its failure or destruction significantly
impacts security, the economy, social welfare, and health [1]. Failures or interruptions of
critical infrastructure in social networks may inflict damage to society and the economy, or
lead to a cascade of accidents that lead to failures in multiple infrastructures with potentially
devastating impacts [2]. Critical infrastructures are designed to operate for a long time
(several decades), and their operation is ensured through maintenance, updating, and the
integration of new technologies.

Cyber-physical systems (CPSs) integrate the cybernetic principle, computer hardware,
and software technologies, as well as qualitatively integrate new actuators built into their
environments. CPSs are capable of perceiving and responding to their alterations; they
are configured to self-learn and adapt. One of the main CPS requirements, in addition
to functional efficiency, is the safety of the interaction of its components, considering the
complex impact on the objects managed. Ensuring the safety of CPSs is associated with
two key properties:

(1) Safety, aimed at ensuring the protection of the system from random failures;
(2) Security, aimed at protecting the system from intentional attacks.

2. Materials and Methods

The key trend in solving safety problems is theories based on the concept of risk [3],
which normally include determining the current states of the system elements, the deter-
minants of the occurrence and development of incidents, emergencies, and catastrophic
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situations, as well as qualitative and quantitative descriptions of scenarios and conse-
quences when reaching the limit states that result in accidents and catastrophes.

In accordance with the international standard [4], cybersecurity rests on application
security, information security, network security, internet security, and the protection of key
information systems of critical infrastructure; at the same time, it is not identical to any of
the abovementioned standards. It covers the baseline security practices for stakeholders in
cyberspace. This international standard provides the following:

An overview of cybersecurity;

An explanation of the relationship between cybersecurity and other types of security;
A definition of stakeholders and a description of their roles in cybersecurity;
Guidance for addressing common cybersecurity issues;

A framework to enable stakeholders to collaborate in resolving cybersecurity issues [4,5].

G L

Many areas of cybersecurity have common themes and issues that require a compre-
hensive approach. In the vast majority of cases, the most successful attacks by hackers
or intruders are directed at servers and end-user computers connected to the Internet,
according to an analytical expert’s report. Figure 2 reflects the position of cybersecurity
relative to other areas of security [6].

Information
security

Cybersecurity
Sec'urlt'y Netivork Taternet Protection of key u?f.ormatlon
application security Security systems of critical
network security infrastructure facilities

Regulatory documents, security policies, security measures, methods, concepts

Figure 2. Positioning of cybersecurity [6].

Destructive impacts on critical social network infrastructure and espionage are the
main goals of cybercriminals. Attacks often use tools such as malware, Trojans, botnets,
phishing, distributed denial of service (DDoS) attacks, and man-in-the-middle attacks [7].
Figure 3 highlights some of the major cybersecurity problem areas for cyber physical sys-
tems, and shows where some of these problems can be addressed with technical solutions.

The cybersecurity risk assessment process is an important prerequisite for conducting
science-based and efficient risk assessments. Critical resources and their potential vulner-
abilities can be identified based on a description of the social network architecture. The
process for assessing cybersecurity risks is illustrated in Figure 4.

Similarly, a significance-based rating of resources and their vulnerabilities is carried
out, as well as an analysis of existing security measures. Approaches to ensuring the
cybersecurity of social networks have a common structure, and include four principal
stages:

1.  Identification of critical resources and their vulnerabilities.

2. Determination of threats, the implementation of which violates the functioning of
critical resources.

3.  Risk estimation and determination of damage from the implementation of threats.

4. Selection and application of risk reduction measures and acceptance of residual
risks [8,9].
The cybersecurity risk assessment process includes the preparation of risk assessment,

asset identification, threat identification, vulnerability identification, damage identification,
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risk calculation, and other stages. It can be divided into a few steps when working with the

specifications [8,9].
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Figure 3. Cybersecurity issues and technological solutions: 2FA—two-factor authentication; SAML—

security assertion markup language; PKI—public key infrastructure; DKM—domain keys identified

mail; SPF—sender policy framework; BGP—border gateway protocol; SCADA—supervisory control
and data acquisition; DoS—denial of service attacks; OAuth—open authentication; MACSec—media

access control security.

PREPARATION OF RISK ASSESSMENT
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Figure 4. The process of the information security risk assessment [8,9].

3. Results and Discussion

EVALUATION
PROCESS
DOCUMENT

Currently, one of the most complex and urgent problems is assessing the cybersecurity
risks of social network critical infrastructure objects as part of managing cybersecurity. The
difficulty lies in the lack of generally recognized approaches and methodologies for risk

assessment.
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Cognitive modeling can address interdisciplinary cybersecurity challenges that re-
quire cutting-edge approaches in the humanities and computational sciences, such as the
following:

1.  Adversarial arguments and behavioral game theory for predicting the subjective
utilities of attackers and the decision probability distribution;

2. The human factor of cyber tools for solving the problems of integrating human sys-
tems, assessing the cognitive states of the defender, and the possibility of automation;

3. Dynamic simulation involving attacker, defender, and user models for profound
inquiry into cyber epidemiology and cyber hygiene;

4.  Evaluation of the effectiveness of training and learning scenarios for solving cyberse-
curity problems, enhancing cybersecurity skills, and making effective decisions.

The building of models can initially happen at the group level based on the average
trends of each subject’s subgroup, supported by available statistics such as skill levels,
demographics, and cultural factors.

More accurate and reliable predictions are achieved through cognitive models that are
fine-tuned for each individual attacker, defender, or user profile, and that are updated over
time using techniques such as model routing and dynamic parameter fitting. Cognitive
flexibility is commonly understood as a three-component structure, namely the following:

(a) Cognitive flexibility means the ability to exercise cognitive control and change mind-
sets, as well as overcome automatic or dominant reactions.

(b) Cognitive exposure stands for receptivity to new ideas, experiences, and perspectives.

(c) Focused attention is the ability to note the relevant drivers and ignore the distractions.

The cognitive component involves the analyst’s ability to perform a cognitive analysis
of the data presented, to identify the technical implications, and to draw the conclusions
required for making informed decisions and obtaining the best result. Qualitative, quanti-
tative, or hybrid approaches are applied for risk analysis and the determination of damage
from the implementation of threats [10,11].

Qualitative assessments use linguistic or scoring scales, quantitative approaches em-
ploy probabilistic models and scoring scales, and hybrid approaches combine the above
two and are considered to be the most complete [12,13]. Generally, risk is calculated as a
product of threat, vulnerability, and consequences, which are together called the general
risk model:

R={T, V, C}, 1)

where T is threats, V is vulnerabilities, and C is damage.

Cybersecurity defines the presented approach to risk assessment as a three-factor
approach. When using a three-factor approach, the level of cybersecurity risk is determined
by the possibility of exploiting a vulnerability V, the possibility of implementing a threat T
using a given vulnerability V, and the damage C from the implementation of a threat [12,13].

Risk factors (meaning, threat, vulnerability, and damage) are analyzed using heuristic
approaches, resulting in a variety of data. Simultaneously, security is to be maintained at all
stages of the system life cycle, including creation, implementation, operation, modification,
and decommissioning, taking into account the object protection class. The choice of security
measures is carried out primarily for risks with a high probability of occurrence and
significant damage [14-16].

Furthermore, the risk assessment procedure consumes time and labor. Implementing
intellectual policy concepts for security incident response and risk management in social
networks requires consideration of the following potential factors associated with modern
technologies:

1.  The more complex the social network is, the higher the number of vulnerabilities to
potential attacks and unintentional mistakes.

2. Social networks interconnected with other networks, which can also occupy multiple
“smart” network domains, increase the likelihood of cascading failures.
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3. A large number of interconnections between software components increase the vul-
nerability of the program code, which expedites the introduction of malicious code
and vulnerabilities into the program code by attackers.

4.  The larger the number of social network nodes, the greater the number of access
points to the system there are for intruders [17].

Approaches to system risk assessment are helpful in analyzing systems that lack
the data to accurately predict future system performance. To achieve this, the system
undergoes decomposition into subsystems and components that possess more information.
The overall probabilities and risk depend on the architecture of the system, and are related
to probabilities at the levels of the subsystems and components.

Risk quantification, often referred to as probability estimation, is related to system
analysis methods. Risk quantification assessment adjusts the current state of the art,
including uncertainties about phenomena, processes, activities, and systems under analysis.
Its purpose is to identify possible hazards and threats, as well as analyze their causes and
consequences. The risk assessment includes three stages (see Figure 5).

3. EVAL UATIOIN

2. ANNALYXYSIS

1. IDENTIFICATION

Figure 5. The risk assessment.

Risk analysis is accompanied by the identification of significant threats and vulnera-
bilities, as well as an assessment of their likelihood. In this study, risk analysis is carried
out in the framework of analyzing cyberthreats and modeling scenarios of extreme situ-
ations in social networks. Risk is considered to be a combination of the consequences of
some event (incident) and the possibility of occurrence associated with it (probability of
occurrence), and risk assessment is considered to be the overall process of identification,
analysis, and assessment of risk. Cybersecurity risks are considered, on the one hand, to
be risks to the cybersphere, and, on the other hand, a type of cybersecurity risk associated
with a disruption in the functioning of the technological infrastructure of a social network,
inflicting adverse effects.

IT risk analysis constitutes the core process of managing the cybersecurity of social
network critical infrastructure objects. In the scope of security, risk measures the likelihood
and severity of a condition in which a given threat exploits specific weaknesses, causing
the loss or damage of technological infrastructure and, consequently, indirect or direct
losses for participants in these social networks [18]. Risk analysis of the technological
infrastructure of a social network includes three principal stages:

1.  Identification of dangers/threats/possibilities (sources).
2. Cause-and-effect analysis, including vulnerability analysis.
3. Description of risk using probabilities and expected values [19,20].

The fractal approach facilitates the representation of any technology as a set of infor-
mation objects (layers) and their mappings. The technology in this case is designed in terms
of the description of information objects and the means to map from each layer to the next.
These methods provide tools to support specific information technologies, including social
networking technology [21]. In a fractal approach, typical social networking technology
segregation allocates three levels (see Figure 6).
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Figure 6. Social networking technology segregation levels.

The fractal approach to data and knowledge mapping facilitates the segregation of
data and knowledge space D, and sets up the images from every layer to each [21]. Here, the
information resources (data and knowledge) in the framework of studying the cybersecurity
of critical social network infrastructure objects are displayed as follows:

D={M,E V, T, R} ©)

where M is for approaches suggested, E is for critical social network infrastructure objects,
V is for the security vulnerability of social network assets, T stands for cyberthreats, and R
is for the risk model.

The incorporation of a methodological approach required a breakdown of knowledge
on critical social network infrastructure objects by means of ontological engineering (refer
to Figure 7) and a fractal approach.
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Figure 7. Ontologies for assessing risks of cybersecurity violation of social network infrastructure.

A methodological approach to analyzing the cybersecurity of social network critical
infrastructure objects includes the following:

1. A fractal stratifiable model of knowledge breakdown;

2. A system of cybersecurity ontologies (see Figure 8);

3. A probability model of scenarios of extreme situations caused by the implementation
of cyberthreats built using Bayesian belief networks;

4. A numerical approach for determining the cybersecurity risk level;

5. Cybersecurity risk analysis methodology.
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Figure 8. Ontology of the main components of the fractal approach.

The proposed methodological approach guides the determination of critical assets of
the social network infrastructure, revealing vulnerabilities and corresponding cyberthreats,
establishing relationships between the threats to cyber and information security, and
identifying and assessing the risks of the consequences of a cybersecurity breach, taking
into account the possibility of an extreme situation caused by the implementation of
cyberthreats.

3.1. Methodology for Assessing the Risks of Cybersecurity Breaches of the Critical Infrastructure of
a Social Network

The methods for assessing the risks of infrastructure cybersecurity violations are
aimed at risk assembly, with its consequent qualitative and quantitative assessment. It
also includes the rating of the objects considered by specified criteria, whether it is the
value of the object wise integral risk indicator or individual types of risks associated
with technological accidents and their consequences, the lack of options in resources
for participants (users), or something else [22]. The critical infrastructure of the social
networking is an essential big data resource for the cyber security of economic welfare and
national security. There are four stages within the methodology for assessing the risks of
cybersecurity breaches of the critical infrastructure of a social network [23,24].

Stage 1. Risk description. Risk is considered the product of probability and damage.
Each concerned scenario describes the states of the “consequence-type” object and their
probabilities, as well as the states that cause such a consequence. For each state of the
“consequence-type” object, the possible damage is expertly determined, i.e., risks are
described in accordance with the formula R = {T,V, W, C, D}, and can be represented in
Table 1.

This study’s refinement determines whether the risks should be described both for
each scenario outcome and for the scenario as a whole. A description of the risks of all
significant scenarios should be performed in accordance with the classification of risks.

Stage 2. Risk assessment. The development of the scale of consequences shall be based
on the level of their impact on cybersecurity. It includes two stages:

1.  Qualitative;
2. Quantitative.

The formation of a probability scale rests on statistical data on the social network itself
and similar external incidents. Qualitative risk assessment is carried out using the risk
matrix presented in Table 2, where the risk assessment criteria are the probability of risk
occurrence and the level of damage.
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Table 1. Risk description.

Scale Levels Threats Damage Vulnerabilities
Very low The event almost Iq51gn1f1cagt loss of majcerlal and. resourees, Vulnerability that can
which are quickly replenished, or insignificant
(from 0 to 0.2) never occurs. . . be neglected.
impact on reputation.
Low . A more stgh 1f1ca.nt loss of tanglble' assets, a Minor vulnerability that is
(from 0.2 to 0.4) The occurrence is rare. more significant impact on reputation, or an easy to fix
' ' infringement of interests. Y '
Average Th.e event is qulte. Sufficient loss of tangible assets or resources, or .
possible under certain . : : Moderate vulnerability.
(from 0.4 to 0.6) circumstances sufficient damage to reputation and interests.
There is a serious
Hich Most likely, the event Significant damage to reputation and interests,  vulnerability, the elimination
(from 0 % t0 0.8) will occur when an which may pose a threat to the continuation of which is possible, but
' ' attack is organized. of activities. associated with
significant costs.
Very tall The event is most likely Devastating consequences and the inability to A crltlce.ﬂ vulnerak.nhty that
(from 0.8 to 1) to occur when an attack eurf the social network. calls into question the

is staged.

possibility of its elimination.

Table 2. Risk matrix.

Probability of Risk Occurrence Level of Damage

Medium

Medium

Medium

The quantitative measurement of the risk level employs the Bayesian probability of
the ensuing consequences, and the assessment of possible damage in monetary terms. The
quantitative assessment is expressed in the calculation of the likely damage according to
the formula R; = P (¢;) x D;, where the probability P is a function of Y.

Clustering criteria are recommended for the quantitative risk assessment of extreme
scenarios in social networks because of cyberthreats. The highest divergence risks and the
highest probability require further risk treatment first.

Stage 3. Rating of Critical Information Infrastructure Objects. Available vulnerabilities
in the risk assessment allow the determination of the list of critical social media assets to
further justify the security financial costs. Subject to any information about the cybersecurity
of a group of interdependent objects (users) located in a certain territory, it is possible to
rate them in alignment with the risks of violating cybersecurity:

K={C, R, F}, (©)]

where K is for the criterion of significance, C is for the risk assessment criterion, R is for the
integrated risk index, and F is for the set of objects of critical infrastructure in the social
networks.

The proposed approaches provide a gradual description of how the list of critical
assets of social networks could be examined to identify vulnerabilities and cyberthreats, as
well as ways of forming a scenario for a hypothetical emergency situation at the facility,
and identifying risks for their further processing. A list of critical assets and the most likely
threats and vulnerabilities that can lead to significant damage is provided for reference.
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This stage depends on the level of study refinement, and will result in a rated list of
objects to be protected, meaning the assets or objects of critical infrastructure in a social
network. For further support of the methodological approach, it is proposed to develop an
intelligent system based on the principles of building intelligent systems.

Stage 4. Determination of the level of cybersecurity of the critical infrastructure of
social networks. Risk management covers both measures to prevent the occurrence of
hazards and threats, as well as measures to reduce their potential consequences. The ratio
of the number of considered scenarios to the number of possible scenarios in the model is
calculated using the following formula:

Y

where L is the level of cybersecurity of the critical infrastructure of social networks, Y is the
calculated number of scenarios, and 2"~ is the total number of scenarios. Accordingly, n is
determined in the indicated order:

n=|V|+[T|+|W|, ®)

3.2. Features of the Social Network Cybersecurity Risk Assessment

Cybersecurity risk (R) is a complex value that is defined as a function (or functional)
of a number of factors, such as cybersecurity threats (X;), potential damage (Xj), and
social network vulnerabilities (X3). The main challenges of the analysis are associated with
assessing cybersecurity risk and its factors (threats, potential damage, and vulnerabilities).

This results from the following problems:

Incomplete information about risk components and their ambiguous properties;
The complexity of creating a social network model and assessing its vulnerability;
The duration of the evaluation process and the rapid loss of relevance of its results;
The complexity of aggregating data from various sources, including statistical infor-
mation and expert assessments;

5. There a need to involve several specialists in risk analysis to improve the adequacy of
the assessments.

L

Therefore, the task is to choose from a set {Y} of methods for assessing the risk of
cybersecurity a method y* that would provide the maximum probability of an adequate
assessment, taking into account adaptability to qualitative data on the set {X} of risk factors:

y' €Y < max {p1(X, p2(y))} (6)

where X {X1,X5,X3]} is a set of risk factors, p; is the probability of an adequate risk assess-
ment, and p; is an indicator of the adaptability of the method of qualitative data.
However, the solution to this problem is associated with a number of problems:

- Evaluating indicator p;, for which you need to know X.

- Forming X, taking into account those risk factors that may appear in the real conditions
of the system’s functioning.

—  Ensuring a sufficient value for the indicator pj.

—  Reviewing and analyzing the set to evaluate the effectiveness of the methods.

Thus, the specified requirements require a risk assessment methodology that takes
into account these limitations and complexities.
The scale for measuring the level of information risk is as follows:

- Negligible (0): The risk can be neglected.

- Very low (0.10): If the information is regarded as having a very low risk, it is necessary
to determine whether there is a need for corrective actions or whether it is possible to
accept this risk.
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- Low (0.25): The level of risk allows you to work, but there are prerequisites for
disrupting normal work.

—  Below average (0.375): It is necessary to develop and apply a corrective action plan
within an acceptable period of time.

—  Moderate (0.5): The level of risk does not allow stable operation. There is an urgent
need for corrective actions that change the mode of operation in the direction of risk
reduction.

—  Above average (0.625): The system can continue to function, but the corrective action
plan must be applied as soon as possible.

—  High (0.75): The level of risk is such that business processes are in an unstable state.

—  Very high (0.875): It is necessary to immediately take measures to reduce the risk.

—  Critical (1): The level of risk is very high and unacceptable for the organization, which
requires the termination of the operation of the system and the adoption of radical
measures to reduce the risk.

The problem of fuzzy modeling was solved through a fuzzy inference system. The
graphical interface of the editor after defining the input and output variables, as well as
setting the parameters of the fuzzy inference system, are shown in Figure 9.

THREAT (5 MFs)

Mamdani
Type 2

Vulnerability (5 MFs) RISK _2022 (9 MFs)

DAMAGE (5 MFs)
Figure 9. Graphical interface of the FIS editor (MATLAB).

3.3. Cybersecurity Risk Assessment for Critical Social Network Infrastructure

Cybersecurity risk is the probability of an undesirable outcome from an incident,
event, or occurrence, defined by its probability and the damage caused. This risk is one
component of organizational risk, which can include many types of risks, e.g., program
management risk and security risk. Risk assessment is proposed to be based on fuzzy set
theory. The linguistic variables below are referred to as entry-level risk factors, taking into
account their adaptability to qualitative data on the set of risk factors:

—  X1: vulnerabilities at the security level of the software products used.

- X2: vulnerabilities in the protection level of the engineering and technical means used.

—  X3: impact on the level of protection of the social network’s information and commu-
nication infrastructure.

The output linguistic variables are:

—  Ylis the probability of a threat to the confidentiality of information.
—  Y2is the probability of a threat to accessibility.

—  Y3is the probability of a threat to integrity.

- Ririsk.

For the created fuzzy model, the following parameters are selected:
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Three input variables (threat, damage, and vulnerability) and one output variable
(risk).

Type of fuzzy inference system: Mamdani (Sugeno).

The and method (method of logical conjunction); the prod method (method of alge-
braic product).

Or method (method of logical disjunction): probor (algebraic sum method).
Implication (conclusion output method): min (minimum value method).
Aggregation (method of aggregation); max (method of maximum value);
Defuzzification (method of defuzzification): WTAVER (weighted average method).

Three input variables (threat, damage, and vulnerability), five fuzzy classes (very low,

low, medium, high, and very high), and a trapezoidal membership function were selected
(see Figure 10).

Membership Function Editor: Exp_1
File Edit View

FIS variables

I | OO

X1_HSPL ¥1_Con
%2 _OLLP Y2_Avi
X3_EPL Y3_Int

O

RISK

Membership function plots
T T T

ML

L M H WVH

0.1 0.2 0.3 )4 .5 .7 1
input variable "X1_HSPL"

Current Variable

Mame X1_HSFL

Type input

Range

o1

Display Range
o1

Current Membership Function (click on MF to select)

Name
VL

Type gauss2mf =

Params
[0.08492 -0.025 0.08492 0.025]

Selected variable "X1_HSPL"

|

Figure 10. Graphical interface of the FIS editor (MATLAB) after defining input and output variables.

For the output variable (risk), nine fuzzy classes (negligible low, very low, low, below

average, moderate, above average, high, very high, critical) are selected, which in a fuzzy
Mamdani-type (or Sugeno-type) system takes the abovementioned fixed values on the
segment [0, 1], so there is no membership function for the output variable. For each
linguistic variable, term sets {VL, L, M, H, and VH} are defined where the following apply:

VL is on a very low level with an accessory function value range of {0; 0.1}.

L: low level with accessory function value range of {0.11; 0.25}.

M: medium level with a range of values for the accessory functions: {0.26; 0.5}.
H: high level with a range of values of the membership functions: {0.51; 0.75}.
VH: critically high level with a range of membership function values {0.76; 1}.

A hierarchical fuzzy system is constructed to assess the cybersecurity risk of the social

network infrastructure (see Figure 11). The proposed risk assessment algorithm is based
on Mamdami fuzzy logic inference systems (F1, F2, F3, and F4) and uses Fuzzy Logic
Toolbox™ application, which provides MATLAB® functions, apps, and a Simulink® block,
which is an extension package containing tools for analyzing, designing, and simulating
fuzzy logic systems.
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Figure 11. Hierarchical fuzzy system for cybersecurity risk assessment of critical social network

infrastructure.

The fuzzy logic inference mechanism of the developed system uses the Mamdani

algorithm, which has received the greatest practical application in fuzzy modeling tasks,
and consists of the application of the mini-max composition of fuzzy sets. The fuzzy
inference rule processing process in this case consists of four steps:

1.

2.

Phasification, which consists of determining the degree of truth, i.e., the value of the
membership function for the prerequisites (left-hand sides) of each rule.

Fuzzy inference consists of applying to the conclusions (right-hand sides) of the
rules the calculated truth-value for the premises of each rule. Mamdani’s algorithm
uses a minimum (min) operation that “cuts off ” the membership function of a rule’s
conclusion by the height corresponding to the calculated truth-value of the rule’s
premises.

A composition that combines, using the maximum (max) operation, all fuzzy subsets
defined for each inference variable and forms one fuzzy subset for each inference
variable.

Defuzzification implementing scalarization of the composition result, i.e., the transi-
tion from a fuzzy subset to scalar values.

Three-dimensional surfaces of output variable dependence on input variables, ob-

tained using the Surface Viewer GUI module, are shown in Figures 12 and 13.

[NaN 0.88 NaN]

101

X3_EPL 0 T X1HsRL
X npu): X1_HSPL - Y (inpu: X3_EPL - | Z(ouput: RISK "
X Mesh Points: ¥ Mesh Points:
Rel. Input Plot points:

Ready

Figure 12. Probability of threat initiation y1 = f(X1, X3) as a function of adversary capability levels

and intentions.
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Rule Viewer: Exp_1
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Figure 13. Risk assessment: R = f(x3, y1) y as a function of exposure levels and the overall probability
of threat realization.

In this case, the training data are a numerical matrix of dimensions m x (n + 1) in
which the number of rows m corresponds to the sample size, the first n columns correspond
to the values of the input variables of the model, and the last column corresponds to the
value of the output variable.

For definiteness, it is necessary to assume that, because of a preliminary survey, some
estimates of the likelihood of a threat realizing itself, the magnitude of potential damage,
and the degree of vulnerability have been obtained.

The fuzzy risk analysis model should contain 125 fuzzy inference rules for all possible
combinations of fuzzy classes of input variables. Some of the rules are shown in Figure 14.
Therefore, the fuzzy inference system contains three input variables with five terms, 125
fuzzy production rules, and one output variable with nine terms. To create an artificial
neural network, you must first create a training data file (a plain text file with the *.dat
extension).

Fuzzy Inference System (FIS) Plot Membership Function (MF) Editor Rule Editor

System: RISK_ 2022

| Add All Possible Rules | | Clear All Rules |
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If THREAT is VERY LOW and Vulnerability is LOW and DAMAGE is VERY LOW then RISK _2022 is negligible

If THREAT is LOW and Vulnerability is LOW and DAMAGE is VERY LOW then RISK _2022 is negligible

If THREAT is AVERAGE and Vulnerability is LOW and DAMAGE is VERY LOW then RISK _2022 is negligible

If THREAT is VERY LOW and Vulnerability is AVERAGE and DAMAGE is VERY LOW then RISK _2022 is negligible
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If THREAT is VERY LOW and Vulnerability is VERY LOW and DAMAGE is LOW then RISK _2022 is negligible

If THREAT is LOW and Vulnerability is VERY LOW and DAMAGE is LOW then RISK _2022 is negligible

If THREAT is AVERAGE and Vulnerability is VERY LOW and DAMAGE is LOW then RISK _2022 is negligible

If THREAT is VERY LOW and Vulnerability is LOW and DAMAGE is LOW then RISK _2022 is negligible

If THREAT is LOW and Vulnerability is LOW and DAMAGE is LOW then RISK _2022 is negligible

If THREAT is AVERAGE and Vulnerability is LOW and DAMAGE is LOW then RISK _2022 is negligible

If THREAT is VERY LOW and Vulnerability is AVERAGE and DAMAGE is LOW then RISK _2022 is negligible

If THREAT is LOW and Vulnerability is AVERAGE and DAMAGE is LOW then RISK _2022 is negligible

If THREAT is AVERAGE and Vulnerability is AVERAGE and DAMAGE is LOW then RISK _2022 is negligible

Figure 14. The rule viewer’s graphical interface after the fuzzy inference procedure.
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The fuzzy inference system surface viewer allows you to view the surface of a fuzzy
inference system and visualize plots of output variables versus individual input variables.
An example of the appearance of the inference surface from the threat and damage variables
is shown in Figure 15.

Fuzzy Inference System (FIS) Plot | Membership Function (MF) Editor | Rule Editor Rule Inference | Control Surface )

System: RISK_ 2022

Axes: X [THREAT v] Y [DAMAGE v] z [RiSK 2022 v

Mesh Points: X 15[2 v | 15[

Reference Inputs: | [NaN 0.5 NaN] \

0.4

0.3

.2
& - THREAT

Figure 15. Visualization of the fuzzy inference surface of the model under consideration for the input
variables “THREAT” and “DAMAGE".

The constructed ANS has flexible settings, is convenient and easy to use, and accurately
and clearly displays the dependence of the level of information risk on the values of
cybersecurity threats, potential damage, and social network vulnerabilities. The fuzzy
inference procedure performed by the MATLAB system in the developed fuzzy model
results in the value of the output variable being equal to 0.3, which corresponds to the
standard configurations. The resulting surface allows you to analyze the dependence of
the values of the output variable on individual input variables. Combinations of input
variables are set in accordance with their placement on the axes of the coordinate system
(refer to Figure 16).

Input values | [0.50.50.5]

THREAT = 0.5 Vulnerability = 0.5 DAMAGE = 0.5 RISK _2022 = 0.107
q AND
(min)

AND
(min)

AND
(min)

RN
]
| | m

AND
(min)
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Figure 16. Testing the built and trained artificial neural networks (ANN).
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Modern solutions for automating a technological business process at critical social net-
work infrastructure facilities are becoming more complex and use advanced technologies,
which lead to an increase in the risks of security breaches up to the occurrence of extreme
situations.

The processes of identifying, quantifying, analyzing, and assessing risks, as well as
their processing, should be integral to the overall management decision-making process.
Known vulnerabilities are to be identified by scanning and expert methods for checking
the security of program code in the process of certification tests, as well as case studies on
the security requirements of critical social network infrastructure objects.

Automated vulnerability search tools are also used to identify technical vulnerabilities.
Moreover, generating a list of vulnerabilities applies the available results of security analysis
and penetration testing.

Analyses of protection measures for each vulnerability provide quick elimination of
vulnerabilities, minimizing or completely eliminating them safely for the business processes
of social networks. To calculate the final risk rating (R), the methodology uses a matrix
calculation method that aggregates all qualitatively assessed factors into one quantitative
value. The risk rating (R), expressed as a number from 0 to 1, and the corresponding risk
level, are determined according to Table 3.

Table 3. System for determining the appropriate rating (R) risk level.

Risk Rating Low Medium High Critical

This makes it possible to take into account not only the diversity of expert opinions,
but also the difference in weights, which increases the objectivity of the assessment. Thus,
the social network cybersecurity risk assessment model contributes to the solution of key
tasks for ensuring cybersecurity:

1.  The assessment result is a range of risk rating values, which makes it possible to
compare the assessment results and rank them according to their level of importance.

2. Itis possible to assess the dynamics of the risk level when a slight change in certain

risk factors occurs.

The methodology is applicable to any scale of assessment.

The algorithm and evaluation criteria are clear enough for all users.

5. The process of evaluation by experts does not require large time commitments, and is
simple and convenient to use.

-

4. Conclusions

Social networks are dynamic platforms and applications that rely heavily on data.
This study considered some methodological issues that arise when an inquiry is conducted
within the framework of assumptions about cyber risk assessment developed for practical
application in a MATLAB environment. The algorithm for assessing cyber risks based on
the application of the developed methodology consists of the following stages:

(1) The application areas include cybersecurity risk analysis, assessment, and manage-
ment.

(2) According to the results of the computational experiment, the optimal methods for
generating a set of training data for an artificial neural network and the method of its
training are established.

(38) The requirements for the social network security risk assessment model used to form
a set of training data for an artificial neural network are determined.

(4) The developed artificial neural networks can be used in real social networks to protect
confidential information and build improved algorithms for their functioning.

Despite the small number of indicators selected, the fuzzy logic-based risk assessment
showed a high degree of correlation with the results obtained from the standard regression
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analysis. The presented prototype of fuzzy logic-based risk assessment allows not only
for solutions to the assigned problems, but also significantly expands the capabilities of
modeling methods, and adequately uses qualitative and quantitative estimates of input
parameters obtained from experts. This once again proves that fuzzy multiple models are
very easy to build and provide reliable results, even in conditions of high uncertainty.

The methodology has broad capabilities that allow it to be adapted to various profiles
of application systems and integrated into one’s own development of risk management
systems. Thus, the presented fuzzy multiple models fully satisfy the criteria for the
adequacy of cyber risk assessment, and can be used to solve practical problems.

In the future, the practical significance of the risk assessment of the fuzzy multiple
models will be determined by the implementation of the following:

1.  Anintelligent software package capable of implementing the developed numerical
method and probabilistic model.

2. Anintelligent software package for planning the technological business processes of
social network objects in the context of digital transformation.

3. Development and implementation of new models and algorithms for automated
control tasks.

4.  Improvements in the software and hardware complexities of automated control sys-
tems.

Thus, in later studies, the unit of analysis could be extended to include cognitive
modeling of the method for assessment of the risk, regardless of the category, to study
the repercussions that social networks can have on the web traffic of cybersecurities. The
proposed microcontroller-based model will be implemented with hardware and software
in the future to assess the cybersecurity risks of critical social network infrastructure in real
time.
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