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Abstract: This paper proposes a reliable network interdiction model with multiple unit costs,
which maximizes the minimum arrival cost of the invader to the sink by setting obstacles on some
arcs with limited resources in the given network. In other words, given a graph with a source and
a sink, several arcs will be selected with limited resources such that each path contains as many
weights as possible. This model needs to be transferred into a bilevel program because its constraints
can hardly be listed explicitly even for a graph with a moderate size, because the number of paths
between any two given points increases exponentially according to the size of the graph. This bilevel
model is equivalent to an integer model with a low degree number of constraints by converting the
inner programming to a shortest path problem. We first prove that this problem is non-deterministic
polynomial-time (NP)-hard. Secondly, we reduce the number of constraints to the first power from
the exponential degree by using the dual technique. Lastly, the national railway network is used to
show the feasibility of our method.

Keywords: Dbilevel program; dual program; shortest path problems; NP-completeness;
knapsack problem

1. Introduction

The network interdiction problem has been a classical problem in combinatorial optimization since
the 1960s [1,2]. Recently, due to several malevolent intentional attacks such as terrorist attacks in Paris,
the issue has acquired more attention. It can be seen as a special case of a static Stackelberg game [3,4].
Commonly, two players are involved in this problem: the interdictor and the invader. This problem
concerns how the interdictor prevents the invader from getting through some arcs with sensors.
The interdictor’s aim is to minimize the maximum flow of potential threats produced by invaders.
Steinrauf et al. [5] and Ajay et al. [6] considered how to set sensors on some arcs to restrain the flow of
drugs between big cities. However, an efficient optimal algorithm is not the emphasis of this study
because this problem is proved to be non-deterministic polynomial-time (NP)-complete [7]. Practically,
heuristic algorithms are often used for solving NP-complete problems rather than approximation
algorithms. CPLEX (IBM ILOG CPLEX Optimization Studio, Ibm Corporation, Armonk, New York,
USA), popular optimization software which we have been using, is usually used to solve mixed integer
programs and can also help us figure out the interdiction problem. The probability of sensor failure,
however, was hardly considered in earlier studies. Then, some more stochastic interdiction models
were proposed after statistics become popular. Cormican et al. [8] presented a stochastic interdiction
model and designed an approximation algorithm. Berry et al. [9] applied the interdiction model
to a municipal water system. In that paper, the invader was toxic water which can be detected by
water monitors. The interdiction problems used in many applications include military operations,
such as critical infrastructure and key resources (CIKR) [10], homeland security [11], and border
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control [12,13]. The stochastic interdiction model is applied to thwart nuclear smuggling from the
perspective of homeland security [14]; radiation sensors were installed to minimize the probability of
evasion. With the application of CIKR, Scaparra et al. [15] proposed a bilevel program based on the
network flow interdiction problem and provided an implicit enumeration (IE) algorithm. Essentially,
most interdiction models are equivalent to bilevel mixed integer programs [15,16], whereas there
cannot be a substantive breakthrough for these problems unless P = NP. The key point of the model
is the inner program,; this bilevel program can be transferred to a mixed integer program using dual
techniques if the inner-level program is a linear one. Some other interdiction models have also been
studied recently, such as the shortest path problem [17], matching problems [18], Program Evaluation
and Review Technique (PERT) networks [19], and median problems [20].

Even with these studies, the interdiction models are not practical, especially for those situations
including the invader’s multiple strikes. It is necessary to propose reliable models because the invader’s
damage could be devastating. The idea of reliability is the basis of our previous work [21], and in this
paper, we extend the model from the perspective of complexity, theory and practice. We extend the
previous model [21] with multiple unit costs for both the interdictor and the invader. This model is
transferred into a bilevel program because its constraints can hardly be listed explicitly, even for a
graph with a moderate size. Besides proving the computational complexity of this problem, a practical
case is given to illustrate the feasibility of our method.

This paper has two main contributions. Practically, the proposed model combined with the idea
of reliability is more appropriate than the classic interdiction network models for applications in many
fields, such as CIKR, border control and so on. Theoretically, this paper gives an approach to present a
very complex integer program using the dual technique, even though it is still intrinsically difficult to
solve this model from the perspective of computational complexity and we know it is impossible to
solve this efficiently unless P = NP.

The remainder of this paper is organized as follows. Section 2 proposes an intuitive program
as well as an equivalent bilevel program formulation. Section 3 proves that the proposed model is
a NP-hard problem. The solution of this model is presented in Section 4. Section 5 illustrates the
operability of our methods using the example of the national railway network. Finally, this study
concludes the paper in Section 6.

2. Models

Let G = (N, D,c,d, g,R) denote a directed network with node set N and arc set D C N x N.
Two special nodes are identified: the source node s and the sink node t. Each arc (i,j) € D has an
interdiction cost ¢;;, an invader cost d;; with a sensor on this arc and an invader cost g;; without a sensor
on this arc, and R is the limit on total interdiction cost. Our aim is to maximize the minimum cost
of the invader spent from the source node s to the sink node t by setting some sensors in arcs within
limited resources, i.e., to maximize the minimum cost within all paths from the source to the sink.

Figure 1 shows a simple example of this model by setting c;; = d;; = 1 and g;; = 0 for all arcs;
the interdictor’s strategy is choosing some arcs to make the costs of the invader getting to t from s as
high as possible.
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Figure 1. An example of a reliable network interdiction model. The red lines indicate the paths chosen
by the interdictor.



Math. Comput. Appl. 2016, 21, 50 30f9

We can formulate PATH for this problem:

max RI
( )Z c,'jxij S R
i,j eD *
PcP 1)
PATH Y diixii+gi(1—x;;) >Rl .
(i iyep ii%ij + ij ( if) (i,j) € D
Xjj € {0,1}

where P* denotes all paths from s to ¢, RI represents the cost of the invader getting to t from s and
decision variables are x;j:x;; = 1 if the interdictor sets up sensors on (i,7), otherwise xjj = 0.

It is generally impossible to present all the constraints in this model even though the network
is a moderate size; thus, we show the following equivalent model. Let dl-]-* =djjxij + gl-j(l - xl-]-) for
each arc (i,j) and G*(N, D, ¢,d*, R) have a similar meaning as G = (N, D, c,d, g, R) in PATH. Then
we have the following equivalent bilevel program:

max RI
Y Gijxjj <R
(ij)eD @)
SPg+(x) > RI
xi]- S {0,1} (i,j) €D
where SPg:(x) is the shortest path from the source to the sink in the directed network
G*(N,D,s,t,c,d*,R) with a given x, and Xij has the same meaning within the model PATH. It is

easy to confirm that the model P is equivalent to the model PATH and we will list this conclusion
without proof.

Proposition 1. Let x be a feasible solution of PATH and P. Then x is an optimal solution of PATH if and only
if it is also an optimal solution of P.

We need to present SP;- (x) formally as follows:

min Z dij*tij

(i,j)eD
At = € (3)
SP
tij € {0,1} (Z,]) eD

where A is the incident matrix of G*(N, D,d*), and ¢g = (1,-1,0,0,... ,O)T is the n-dimensional
vector. The first constraint is on the vertex s, the second one is on the vertex t and the other is on the
other vertexes among the first n constraints in this model. Further, t;; = 1 denotes the arc (i, j) chosen
by the invader, which is on the shortest path, and otherwise tij = 0.

We will discuss the existence of an efficient algorithm for PATH first before solving this model.

3. Computational Complexity

A decision form of P is needed before discussing the computational complexity.
PATH (decision). For any given network G(N, D, s, t,c,d, g, R) and RI, does there exist an x* such

that Y cjx;" <Rand Y [djjx;" + (1 —x;*)] > RI for each path from s to #?
(i,j)eD (i,j)eP
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Knapsack problem (decision): Given a set of items I with each item i € I having a positive integer
profit u; and a positive integer weight w; and two positive integers U and W, there exists a subset
I" CIsuchthat) jcpqw; < Wand Y e u; > U.

Theorem 1. PATH (decision) is NP-complete.

Proof of Theorem 1. Consider a knapsack problem as defined above, which is well-known to be
NP-complete [22]. Now we create a directed network G(N, D) with |I| + 1 vertexes named as
§ =00, V1,02, V| = t. For each item i € I in the knapsack problem, create an arc i € D directed
from v;_; to v; with the cost of the interdictor ¢; = w; and the cost of the invader d; = u; and g; = 0.
Furthermore, define R = W and RI = U. This completes the construction.

Suppose there exists a subset I* C I such that ) ;o w; < Wand )« u; > U. Let x;* =1 for
i € I* and x;* = 0 for the other arcs. Then it follows that

Z Ci]'xl']‘* = ZC,’X,‘* = Z w; < W =R (4)

(ij)eD icl icl*

and

Y dixij+gij(1—x;j) ==Y dix;* = ) u; >U=RI (5)
(ij)ep iel el

Conversely, suppose there exists an x* subject to Y [djx;* +gij(1 —x;*)] > RI and
(i,j)eP
Y. ¢ijx;i" < R. Recap the construction of the arc set D, let I correspond to the arcs which x;* =1,
(ij)eD
and then it follows:

Zie]*wi = Zielcixi* = Z(i,j)eDCijxij* <R=W (6)
and
Yoierui =) dix; =} [dyxi" +gi(1—x;")] = RI=U @)
icl (i,j)eP

Together with the fact that PATH is clearly in NP, this implies that PATH is NP-complete. [

From Theorem 1, PATH is a NP-hard problem without a polynomial time algorithm unless
P = NP, in other words, we need to turn to focus on the non-polynomial algorithm.

4. Model Solution

For the following linear programming relaxation of SP (RSP), we have:

min Y di]'*tij
(i,j)eD

At = €0 (8)
RSP
tij >0 (Z,]) eD

Theorem 2. opt(SP) = opt(RSP) for any given feasible solution x;j of P.

Proof of Theorem 2. We only need to prove opt(SP) < opt(RSP).
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Firstly, we extend the constraint t;; = {0, 1} for each arc (7,j) € D in SP to the constraint t;; € N.

That is
min Y d,']‘*ti]'

(ij)eD
_ )
spp ] At=@
tij eN (i,j)eD

SP can be seen as a minimum cost flow problem where the flow value is 1 and the capacity of each arc
is 1, whereas SP1 can be also seen as a minimum cost flow problem where the flow value is 1 but the
capacity of each arc can be arbitrarily large. Both have the same optimal value because d;;* > 0 for
each arc (i,j) € D, i.e., opt(SP) = opt(SP1).

opt(RSP) = opt(SP1) is true because the coefficient matrix of SP1 is a unimodular matrix. [J

The dual form of RSP (DRSP) is as follows:

max Ys
yi—yj <dij'xi; i,j € N;(i,j) €D (10)

DRSP
=0

Combined with the constraints of the upper-level program, we have the following program which
has the same optimal value as P.

max Ys
( )X; ci]'xij S R
i,j)eD
. .. e 1
MIP vi—y <dj‘x; Y/ €N;(ij)eD (1)
ye=0 ..
xij € {0,1} (i,j)eD

The Mixed Integer Program (MIP) in Equation (11) can be solved by software (e.g., CPLEX); thus,
we transfer P with the exponential number of constraints to MIP with the polynomial number of
constraints. In fact, we have this conclusion.

Theorem 3. For any given graph G(N, D) having the same parameter as P:
cons(MIP) = O(|D]) (12)

where cons(MIP) denotes the number of constraints in MIP, while the number of constraints in PATH is
exponential to |D|.

5. Numerical Results

5.1. Data Sources and Pre-Processing

We downloaded the train lines data [23], which includes 3849 trains across China. Then we
obtained the longitudes and latitudes of 616 major cities in China and plotted these cities according to
their latitude and longitude in Figure 2.
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Figure 2. The scatter plot of the 616 major cities in China.

We got rid of some small cities in the data from the above website and obtained the railway
information between the major cities, and plotted the railway map in Figure 3, combining it with
Figure 2.
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Figure 3. The railway map between major cities.

5.2. Software and Parameter Setting

We used CPLEX to solve this model. The CPLEX program we used was an academic version 12.4
and was only able to solve limited sizes of models, so we simplified the number of nodes in the model
which had no effect on presenting the conclusion from our experimental results. For example, when we
set Urumgi as a source and Beijing as a sink, several southern and northeast cities will be deleted and
the left network was shown in Figure 4.

Besides, we set ¢;; = d;; = 4 (these numbers are scalar, and the following are the same) and g;; = 1
for cities near Beijing, and ¢;; = d;; = 3 and g;; = 1 for cities far away from Beijing, and R = 30.
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Figure 4. The railway map without several southern and northeast cities; two red nodes denote Urumgqi
and Beijing, respectively.
5.3. Solutions
An optimal value is 11 with respect to the above example and x;; is indicated in the red lines in

Figure 5.

Latitude

34 L L L L L
75 80 85 90 95 100 105 110 115 120 125
Longitude

Figure 5. Arcs choosing strategy (x;;) with the source node Urumgqi and the sink node Beijing.

An intuitive thought may be choosing the minimum cut gradually. Two objective values are
compared in Figure 6 and Table 1 with respect to the resource constraint R. It proves that the greedy
algorithm [24], which chooses the arcs of the least cost greedily unless exceeding the resource constraint

R, is not a good one.

Table 1. Comparing the objective value of the proposed model with the greedy algorithm.

Algorithm Objective Value
RS 10 20 30 40 50 60 70 80 90 100
Greedy Algorithm 3 4 6 6 7 7 7 7 8 8
MIP 5 7 11 12 14 15 15 16 17 17

Notes: RS denotes the resource constraint in this problem and MIP is the Mixed Integer Program in Equation (11);

the numbers in this table are scalar.
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Figure 6. Comparing the objective value of the proposed model (red) with the greedy algorithm
(green).

6. Conclusions

We simplified the model PATH in Equation (1) using the linear programming theory. This paper
proposes a method to deal with bilevel integer programs theoretically and this model can be also
directly used in the fields of border control, land defense and water resource monitoring.
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