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Abstract: Despite the many benefits of blockchain technology in higher education, this technology
is not widely adopted by Higher Education Institutions (HEIs). Therefore, instead of providing
additional motives for adopting blockchain technology, this research tries to understand what factors
discourage HEIs from merging blockchain with their procedures. The methodology used for this
research is based upon qualitative research using 14 interviews with administrative and academic staff
from the European Union (EU) and Canada. Our findings based on our empirical data revealed 15 key
challenges to blockchain adoption by HEIs that are classified based on the technology, organization,
and environment (TOE) framework. Theoretically, this study contributes to the body of knowledge
relating to blockchain technology adoption. Practically, this research is expected to aid HEISs to assess
the applicability of blockchain technology and pave the way for the widespread adoption of this
technology in the educational field.

Keywords: blockchain; distributed ledgers; blockchain challenges; blockchain in education;
decentralized education; Higher Education Institutions (HEIs)

1. Introduction

Blockchain is a distributed, immutable database made up of a list of “blocks” that
retain data relating to transaction dates, timestamps, volumes, and/or participants [1].
When a user initiates a transaction via a peer-to-peer network, users are identified using a
cryptographic identification technique. The transaction is subsequently transmitted to the
storage pool of the blockchain network and waits for verification. When a required number
of approved nodes (miners) have verified the transactions, the new block will be generated.
This is described as reaching a consensus. Each node updates its blockchain ledger copy as
soon as a new “block” is generated after consensus. This consensus phase is achieved using
a consensus algorithm, and this method is known as mining [2,3]. However, the popular
consensus techniques include proof of work (PoW) and proof of stake (PoS) [2,3].

Blockchains come in different types based on their design and structure. The data
included in blockchain blocks and the actions carried out by the numerous participants
on the blockchain can be regulated according to how the blockchain is configured and
how it is anticipated to achieve the intended business objective [4]. Public, private, and
permissioned blockchains are the three most popular types. They are commonly used in a
variety of cryptocurrency networks, and private and public organizations [4].

Numerous appealing characteristics of blockchain technology exist [5], including
decentralization, transparency, traceability, and immutability. Decentralization relates to
the fact that updating, storing, or recording data on the blockchain does not require a
central node. As an alternative, information can be recorded, maintained, and updated
in a distributed manner [5]. Therefore, to establish trust among remote nodes, mathemat-
ical techniques are employed rather than using centralized organizations. In addition,
blockchain is immutable because it is a distributed ledger that is preserved by multiple
nodes. Therefore, network-based hacking can only be successful if 51% of ledgers are
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altered [5]. Furthermore, blockchain is transparent since every node on the network can
see the data being recorded, even when it is being updated [6]. Additionally, blockchain
is traceable due to the chronological order of all transactions and the use of a hash algo-
rithm to link a block to two neighboring blocks. Thus, each transaction can be tracked by
inspecting the block metadata [3].

In the next section, more detail about the benefits, applications, and challenges
are introduced.

2. Benefits and Obstacles of Blockchain Applications in the Higher Education Sector

The benefits of blockchain technology in the education sector range from data man-
agement to data verification without sacrificing accuracy [7]. The data are transparently
accessible and verifiable around-the-clock [7]. Blockchain technology is typically utilized
for the issuing and verification of academic credentials including degrees, transcripts,
competencies, achievements, and professional ability that can be validated by employers
worldwide [8]. The certification procedure is streamlined by blockchain technology, and
thus the employer requires less time to verify the academic results [7]. It aids the education
sector by offering a secure platform for exchanging student data, fostering trust, cutting
costs, and increasing transparency [7].

Refs. [8,9] outlined several advantages of blockchain technology for education, includ-
ing high security, improved access control, trust, affordability, identity verification, effective
data management, interactivity, and system interoperability, as well as improvements to
student assessments, career decisions, accountability, and transparency.

Some HEIs have also used blockchain technology to help in the management of aca-
demic degrees and summative evaluation of learning results [10]. The full transcripts,
including learning outcomes and content, academic accomplishments, university degrees,
experience gained, competitions, and personal interests, can be securely and properly
recorded and retrieved using blockchain technology [11]. In addition, blockchain tech-
nology could optimize and simplify student activities related to the verification of issued
credentials, including degrees, transcripts, student skills and experience, performance, and
professional skills. This is because blockchain-based services improve and simplify man-
agement tasks when a verification process is required. [10]. Additionally, blockchain-based
systems allow students to retain ownership and control over their acquired credentials,
eliminating the need for an intermediary to validate them [12]. Moreover, blockchain
could support the management and operational tasks of HEIs for payment management
(for example, receipts of students’ fees), management of international collaborations (for
example, automatic validation of awarded points), accreditation activities (for example,
a certificate given by the government detailing that the HEI is permitted to perform a
specific task) [12]. Furthermore, by removing time-consuming and costly processes, the
process of internationalizing of HEIs through student exchange or collaborative programs
can be made much easier [9]. Therefore, blockchain enables HEIs to reduce administrative
expenses and bureaucratic processes. [10]. Another application of blockchain is using it as
an academic publication platform and the “gamification of learning based on blockchain”,
which would simplify handling granted certificates [12]. Additional potential uses of
the blockchain include receiving student loans, research and grant funding, facilitating
diploma verification, and creating a virtual Lifelong Learning Passport [12]. Blockchain
record-keeping represents another initiative for HEIs. It has numerous use cases, such
as permanent certificate protection, validating the accreditation, automatic recognition of
credits, and intellectual property management [12]. Furthermore, blockchain technology
assists in decreasing degree fraud, for instance by using a digital signature mechanism [13],
or by using the time-stamping attribute of blockchain to prevent illegal activities from
diploma issuers. In addition, the integrity and immutability attributes of blockchain help
in recording diploma data and tracking any updating in records [14].

Despite all these benefits and possibilities to use blockchain by HEIs, there remain
several general and specific difficulties [15,16] that make the acceptance rate of this tech-
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nology rather slow. For instance, according to Park [17] blockchain is still considered an
immature technology since it is yet in its early stages of development. Thus, it still has
different barriers concerning security, privacy, scalability, and interoperability. In addition,
the systems implemented in HEIs contain enormous volumes of student-related data, there-
fore, there are a growing number of blocks and transactions on the blockchain, which takes
a longer time, given that each transaction needs peer-to-peer verification. Furthermore,
the consensus protocol for validation of the new blocks consumes a significant amount of
power [18,19]. Another significant issue is the lack of interoperability among the various
blockchain networks. This is due to the absence of general standards that would enable
multiple networks to cooperate. Moreover, there is a concern about difficulties in the
integration of HEIs legacy systems with blockchain technology [15,20-22].

Additionally, although blockchain is known for its security and the efforts to make
the platform secure and reliable, security is still a demanding issue, and certain blockchain
security and weaknesses must be considered [23]. However, there exist other barriers stated
in the literature in terms of privacy, shortage of skilled professionals, legal and economic
issues, stakeholder awareness, and others [7,15,16,24-26].

However, the barriers to the adoption of blockchain that HEIs may encounter have
not yet been fully investigated, a gap that this paper attempts to fill. The need for such
research is justified by the fact that quite a few HEIs have implemented blockchain-based
solutions and these solutions often were unsuccessful in gaining acceptance among both
the HEIs” academic and administrative staff [17]. Therefore, a study to understand the
key obstacles and challenges to adopting blockchain by HEIs could pave the way for the
widespread adoption of this technology in the higher education field. Even though there
are a handful of studies on blockchain technologies in the higher education field, they have
either focused on expectations, possibilities, and applications of this new technology, for
example in [26-32], or they are literature reviews that are not original research such as
in [29]. Although the literature has discussed some of the obstacles to the application of
blockchain in higher education, it is still fragmented. Other researchers proposed solutions
for some issues related to the adoption of blockchain in the education sector [24,25,30,32-34].
However, this type of research focused only on a specific issue.

Ref. [17] investigated the adoption of blockchain in academia between 2017 and 2020.
The study was constructed upon a review of blockchain projects, related literature, and
qualitative study: interviews, focus groups with academics, university administrators,
librarians, startup founders, and IT specialists from the United States of America (USA),
the European Union (EU), Russia, and Belarus. The following issues are identified as the
main difficulties and impediments to blockchain acceptance in academia: usability and
security concerns, legal issues, conflicts of values, and a critique of the political aspects of
blockchain governance. However, this study ignored some important obstacles such as
privacy and sustainability. In addition, there is a lack of a clear classification of different
types of challenges. Ref. [20] conducted qualitative research to investigate the key benefits
and challenges of applying blockchain in education via interviews with 9 HEIs in the
USA. Some of the key barriers identified include data protection laws such as the General
Data Protection Regulation (GDPR) [35] which poses obstacles for application developers
and scalability challenges that arise due to slow speed blockchain transactions and the
scaling trilemma. In addition, the issues of market acceptance and innovation highlight
blockchain-in-education as an immature technology that authority bodies within HEIs
frequently ignore or perceive cautiously. However, this study employed a small sample
size and did not focus on other challenges.

Refs. [15,36] present systematic reviews of research exploring blockchain-based educa-
tional applications. Thus, these reviews focused on the educational applications that have
been built with blockchain technology, and on the advantages that blockchain technology
could bring to education. However, ref. [15] discussed briefly and generally issues of
adopting blockchain technology in education, for example, the security issue in ref. [15]
was discussed in just one line. In addition, several challenges were neither discussed nor
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reported such as lack of standardization, sustainability, legal issues, lack of skills, and
more. Therefore, it did not provide a complete review of all the blockchain challenges in
education. Furthermore, the reported challenges were not classified or organized using
any type of classification framework. Ref. [16] is another literature review that presented a
systematic overview of blockchain projects and solutions in higher education. In addition,
the challenges of implementing a specific blockchain-based platform named EduCTX were
reported. However, the reported challenges were related to implementing a specific educa-
tional solution for managing certificates, and it is, therefore, not a complete review of all
the technical, organizational, and environmental challenges of the adoption of blockchain
in the education sector.

Most articles on the blockchain are constructed as either a proposed solution [24,25,30,32,33]
or a systematic literature review [15,34]. There is a lack of research papers using qualita-
tive methodology [36] and exploring the concerns underlying the adoption of blockchain.
Therefore, this paper aims to fill the gap: it aims to identify and categorize the techni-
cal, organizational, and environmental concerns and barriers to blockchain adoption as
observed by academic and administrative staff working in HEIs in the EU and Canada.
In addition, the research will help academics, policymakers, and managers interested
in gaining knowledge about this promising technology to assess the applicability of the
blockchain in the higher education field. Furthermore, this research uses the technolog-
ical, organizational, and environmental TOE framework [37] to classify the challenges.
TOE explains factors that influence the adoption of technology [37]. The TOE framework
has been widely utilized to analyze the challenges and obstacles of technology adoption.
Tornatzky and Fleischer [37] claim that the TOE presents challenges and opportunities
for technological innovation. In their book, the technological perspective represents the
technological barriers faced by the organization adopting a technology, such as security,
and scalability. The organizational perspective includes organizational drawbacks such as
lack of adequate skills. Environmental contexts examine the challenges of the environment
in which the organization provides essential services such as laws and regulations.

The qualitative research method is used in this study to answer the research question:
“What are the obstacles and challenges to the adoption of blockchain technology in higher
education institutions?”. Semi-structured interviews were used to collect data from individ-
uals (N = 14) working in higher education institutions in the EU and Canada. In addition,
the data collected were analyzed using a thematic analysis approach.

The rest of the paper is organized as follows. The Methods section describes the
methodology used. The Results section focuses on analyzing and presenting the findings
obtained from the participants. The findings are followed by the discussion and future
research section. Finally, Section 5 discusses limitations and challenges.

3. Methods

The purpose of this study is to identify and categorize the concerns and barriers to
blockchain adoption as observed by academic and administrative staff working in HEIs
in the EU and Canada. The guiding research question of this study was: “What are the
obstacles and challenges to the adoption of blockchain technology in higher education insti-
tutions?”. This paper draws on results from a qualitative study including semi-structured
in-depth interviews with individuals (N = 14) from five countries. The methodology,
participants, ethics, data collection, and data analysis procedures will be described in
this section.

3.1. Research Approach

The qualitative research method with semi-structured interviews is used in this study
firstly to find patterns in the participants’ thoughts and attitudes [38]. Secondly, this ap-
proach is suitable when seeking insights from participants that are involved with blockchain
technology. Lastly, understanding people’s actions in complex social situations [39], pro-
vides detailed and in-depth information on the topic of study. Moreover, as stated by
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Bryman [38], qualitative research is an inductive approach to the relationship between
theory and study, incorporating an analysis of the social world where social traits are the
result of interactions between individuals. Therefore, the qualitative method was used
to study and understand the perspectives and perceptions of challenges in blockchain
technology from academic and administrative staff and to obtain detailed information.
Following Kaplan and Maxwell [40,41], the study will take an inductive approach, with
empirical data collected through semi-structured interviews that will serve as the basis for
the study’s analysis.

3.2. Participants

We used a purposeful sampling process [42] to reach a balanced sample and to delve
into the perspectives of the academic staff (professor/associate professor, researcher, and
Ph.D. student), on one hand, and the administrative staff (IT division manager, developer,
and decision-maker), on the other. Eligibility criteria for participation required that po-
tential participants: (1) be in charge of blockchain technology or involved in blockchain
projects or research; (2) be willing and able to participate in a 45-90 min individual virtual
interview. The participants were identified on the professional networking site LinkedIn by
online searching for experts working on blockchain projects in HEIs. Although no specific
demographics were considered at the time of participant selection, we followed contact
suggestions that added more respondents from the same country as Sweden to the study.
After deciding which participants to contact, 105 invitations briefly outlining the study’s
scope were sent via LinkedIn, which resulted in 14 participants who agreed to grant us an
interview, with the majority based in Europe (see Table 1) and one in Canada.

Table 1. Key summary details for each of the 14 interviewees.

Participant No. Job Title Years of Experience Country
P1 Professor in Informatics 13 Sweden
P2 Associate professor in Software/IT 7 Canada
P3 Ph.D. student in Blockchain Systems 3 Norway
P4 Professor/European research project coordinator 12 Spain
P5 Associate professor/Co-creator European Blockchain project 10 France
P6 Professor in Computer Engineering 7 Spain
P7 professor in Construction Management/Blockchain researcher 6 Sweden
P8 Associate professor in Blockchain courses 8 Sweden
P9 Professor in Informatics and Information Systems 11 Sweden

P10 University IT manager 4 Sweden
P11 University IT developer 5 Sweden
P12 Computer Science department manager 2 Sweden
P13 University top manager 3 Sweden
P14 University administration employee 3 Sweden

3.3. Data Collection

In this study, semi-structured interviews were used to collect data. The semi-structured
interviews help to provide a deeper understanding of the challenges associated with
the use of blockchain and to provide insight into the thought processes of the research
participants [38]. These insights are necessary to obtain a full picture of the challenges in
adopting blockchain in HEIs. Following Yin [43], interviews are guided conversations in
which the “why” of the case to be studied is analyzed. These are “open-ended in nature”
but keep the interviewee in focus if they stray off-topic. In a semi-structured interview,
a wide form is used for the different profiles interviewed, but in which the interviewee
depending on their experience and knowledge about the blockchain and the institution,
can answer some questions from the full question list.

The 14 interviews with the respondents who agreed to participate in this research
were conducted between January and June 2022. All interviews were conducted in English
and lasted between 45 and 90 min, as the respondents were only available to a limited
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extent. Interviews were conducted online due to differences in geographic location. Online
communication tools such as Zoom and Microsoft Teams were used to conduct the inter-
view. To ensure the quality and accuracy of the data, the interviews were recorded using
an internal recording feature from online communication tools. Subsequently, the audio
file was saved and transcribed with the guidance of the transcription application Otter.ai
for those conducted in English via Zoom, and those conducted via Microsoft Teams were
automatically transcribed by the transcriptions native feature.

The interview started with a very broad question: “Tell me about your experience in
blockchain technology.”; examples of specific questions from the interview protocol include
“How does your institution apply blockchain and in which field?”, “Which processes
need to be changed to adopt a blockchain solution?”, and “What kind of problems may
data immutability cause in your organization?”, see Appendix A. Given the responses of
the participants, extra probing questions, and follow-ups were utilized to collect further
information and data concerning the challenges that the participants perceived as most
relevant. All participants received the questions in the same order.

3.4. Ethical Considerations

Ethical considerations were taken when conducting this qualitative study. According
to Bryman [38], the ethical principles that can harm participants are lack of informed
consent, invasion of privacy, and deception. Therefore, before the start of the study, the
participants obtained full consent according to the ethical considerations of the research,
and they agreed to participate in the study on their initiative. In addition, the participants’
privacy and the confidentiality of the data generated during the procedure were ensured.
Furthermore, to maintain the quality and integrity of the research, the interviewer remained
neutral throughout the process and avoided being predisposed to the results. Additionally,
the interviewer had no prior ties to any of the interviewees. Finally, as stated by Bryman [38],
the participants take part in the study voluntarily, with confidentiality and anonymity, and
they are informed about the consent form, which includes information about the study’s
goal, how the data gathered will be used, and their rights will be respected before, during
and after the interview.

3.5. Data Analysis

In this study, the collected data were analyzed using a thematic analysis approach
according to Creswell’s six steps [40]: Organizing/preparing data, first reflection, data
coding, identity themes and descriptions, the connection of themes, descriptions, and
final interpretations. The raw data obtained during the interviews were organized and
transcribed. The transcribed data were read many times to ensure that the generated text
was understood, and the recordings were heard. This ensures that the generated script
is correct. The interview tapes were also viewed again to ensure the accuracy of Otter.ai
and Microsoft team auto-transcription data. Nvivo 12 was selected for use as a qualitative
analysis tool. Subsequently, to acquire a visual understanding of the data, a word frequency
query was employed. After that, the transcribed data were encoded, broken down into
pieces of similarity, and categorized. Finally, the categories of data identified were examined
for any unnecessary information.

According to Bryman [38], the authors focused on frequently reported subjects that
recur in multiple interviews, as well as similarities and contrasts between interviews, to
discover themes. Table A1 shows how the themes have been identified and coded. Respon-
dents” answers were analyzed, and keywords were searched to identify commonalities
between the different answers, and then the theme name was used as a general categoriza-
tion to meet the different respondents” answers. The keywords are highlighted to facilitate
the identification process.



Informatics 2022, 9, 64

7 of 23

4. Results

According to data analysis, 15 themes appeared as the main barriers and challenges to
the adoption of blockchain in HEIs. These themes were then categorized based on the TOE
framework, see Table 2. The participants are all named from participant (P1) to participant
(P14) to fulfill the ethical consideration and maintain their anonymity. The details of each
theme are presented comprehensively in the following subsections.

Table 2. Identified barriers for blockchain adoption in HEIs (n = 15).

TOE Context

Technological Barriers Organizational Barriers Environmental Barriers

Themes

Immaturity

Poor usability

Lack of scalability

Limited mter.opefablhty Lack of adequate skills Legal issues and l.ack of

and standardization - . . regulatory compliance
Financial barriers

Integration complexity : Lack of management - The market and

Security . ecosystem readiness
. commitment and support R
Privacy Sustainability concerns
Immutability and lack of
flexibility

Data unavailability

4.1. Technological Barriers

The first context in the TOE framework refers to the technological barriers. This
theme consisted of five sub-themes: (1) immaturity; (2) poor usability; (3) security issues;
(4) privacy; (5) lack of scalability; (6) limited interoperability; (7) integration complexity;
(8) immutability and lack of flexibility; and (9) unavailability.

4.1.1. Immaturity

The participants’” concerns about blockchain adoption in higher education are diverse
and based on their level of experience in the technical aspects of blockchain. However,
they stated in general that there is a lack of blockchain knowledge necessary for adopting
a blockchain-based solution in their institution. One of the participants did not consider
immaturity a challenge. Three participants provided relevant information about immaturity.
For instance, A participant (P1) stated that:

“We need the staff to understand this technology, they need to adopt this for their needs,
change the infrastructure or the platform, there are different types of blockchain, how
they can decide which type is the best to adopt, which information can be stored on the
blockchain and which type.”

In addition, the participants believed that the university needs to identify where
to apply this technology, which is linked to the knowledge about technology and its
requirements by university staff. In this regard, one of the participants (P3) said:

“The adoption of blockchain is subject to the need to use blockchains and the limitations
of this technology. So, it is good in some respects and it is not so good in other aspects,
probably they haven't identified a use case and the requirements blockchain can meet.”

Furthermore, the participants believed that the majority of employees are not inter-
ested in adopting blockchain; they have heard about it without really knowing what it is.
In this regard, a participant (P7) stated that:
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“If there’s not a critical mass of a team or many people are interested or working with
blockchain, the things can’t come to fruition easily. I mean, most people have heard what
blockchain is now. But it is not known what it is, and I think most people still think
of Bitcoin. But blockchain technology could be used at the university’s administrative
level.”

The previous idea is shared with participant (P5), but they offered a broader vision
of this issue, relating it with the dynamicity of the technology, which makes it even more
difficult. A participant (P5) noted that:

“Maturity is a problem with Blockchain technology. Because this technology changes a
lot, it is a dynamic topic.”

However, the participant (P4) did not consider immaturity as a challenge:

“There are already some blockchain-based solutions that are mature and that can be
applied. So, I don’t think it is immaturity the reason that they are not widely adopted.”

To sum up, immaturity is considered a challenging issue among the majority of
interviewees for different reasons ranging from lack of knowledge, absence of a concrete
use case, low interest, and dynamism of the technology.

4.1.2. Poor Usability

Another challenge extracted from the participants’ explanations of the barriers to
adopting blockchain in HEIs was the poor usability of blockchain-based applications and
solutions. Poor usability was considered by participants as a challenge for different reasons.
For instance, participants believed that blockchain solutions were difficult to use and need
to be adapted to different users such as administrators, lecturers, and students. In this
regard, a participant (P1) stated that:

“Administrative and scientific staff, end-users, professionals and students need to use
easily blockchain-based solutions. They must therefore have usable interfaces and useful
tools to use and configure these solutions.”

One participant even considered the low usability as one of the obstacles to the
acceptance of blockchain from different users. A participant (P3) explained:

“Everyone in the organization must have the ability to use blockchain applications easily.
I think that somehow usability is one of the most important challenges in the adoption of
blockchain in HE.”

More specifically, due to blockchain dynamics, algorithms or techniques used in
blockchain-based solutions can become obsolete over time and no longer usable, which
presents a challenge. A participant (P5) noted that:

“Algorithms can be useless, not good, or they cannot be used sufficiently in 10 years.
This means that they will not be usable.”

4.1.3. Lack of Scalability

An important problem stated by most of the participants was scalability. Based on
the participants” explanations, educational systems have collected large amounts of data
on many students which increases the number of blocks and transactions. Therefore,
transactions in the blockchain require more time because each transaction needs peer-to-
peer verification. Thus, a key challenge of blockchain, especially for public blockchains, is
the network’s technical scalability. In this regard, two participants emphasized the effect of
using the public blockchain type on scalability, for instance, a participant (P1) said:

“In the public blockchain, each node in the blockchain network should verify the block,
which means low transaction speed and high enerqy consumption. And then the
blockchain in general scales up. it is very important to think about the scalability
of the system in this setting.”
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Another participant (P6) noted that:

“The high number of transactions causes problems in our university due to the heavy
network load, especially in the examination period.”

Five participants believed that a lack of scalability is not a problem for private
blockchain networks, since network nodes are intended to manage transactions within a
trusted system. In this regard, a participant (P6) stated that:

“Slow transactions are associated with public blockchains because it supports a lot of
nodes, if we use a small private blockchain, then transaction time should not be a problem,
but the universities are not ready today to develop a private blockchain in terms of experts,
software and hardware.”

Additionally, the participants believed that the scalability concerning the speed of
blockchain transactions is not a problem for certain blockchain applications. Confirming
this point, one of the participants (P2) stated that:

“Slow blockchain transactions for issuing credentialing may be a minor issue but han-
dling educational tokens or attempting to pay university fees may present a much more
significant issue.”

Another participant (P3) also confirmed this point and stated that:

“Slow transactions could be a problem for real-time applications or public-facing applica-
tions where an end-user expects to read the data instantly.”

Further, three participants believed that the scalability problem can be avoided by
applying proper settings and technologies. In this regard, a participant (P9) said:

“Many new blockchain systems provide high throughput and fast confirmation latency
and low energy consumption. If the use cases are properly analyzed, the correct system
can be determined with the right combination of properties and trade-off achieved.”

4.1.4. Limited Interoperability and Standardization

According to the participants, the lack of interoperability between various blockchain
networks is an important obstacle to implementing blockchain solutions in HEIs. The
participants believed that there is no single dominating ledger technology in the first
place but rather a multiplicity of platforms and technologies. Therefore, there is no clear
standardization for blockchain. In this regard, a participant (P12) explained:

“The absence of common standards is because the majority of projects employ a variety
of blockchain platforms and solutions, each with its own set of protocols, programming
languages, consensus mechanisms, and data security measures.”

Additionally, the participants referred to other aspects of the interoperability issue.
For instance, a participant (P12) stated that:

“The issue of interoperability arises at different levels, such as the interoperability between
blockchains and data, business processes, systems with different consensus algorithms
and different platforms.”

However, one of the participants believed that despite the interoperability problem,
several solutions allow interoperability between diverse blockchain networks. In this
regard, a participant (P10) stated that:

“Ark is a solution that offers universal interoperability. Cosmos is another alternative
that uses the Inter blockchain communication (IBC) protocol to enable blockchain to
operate outside the silos and to transmit files.”

4.1.5. Integration Complexity

Two participants considered the integration of blockchain solutions with legacy sys-
tems as a challenge for their educational higher institutions. In this regard, a participant
(P11) stated that this challenge could arise when:
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“The HEIs decide to use blockchain system, so they must entirely restructure their older
system or develop a method to effectively integrate the two systems.”

In addition, a participant (P13) emphasized that integration complexity could occur
when there is a need to:

“Restructure or align the business processes and create interfaces to facilitate data commu-
nication and sharing among blockchain and related legacy systems, such as the Enterprise
Resource Planning system (ERP).”

According to the participants, the integration problem is worsened by the lack of
qualified developers required to integrate different systems. HEIs frequently lack access to
the required skilled team to share in the integration process. A participant (P5) suggested a
solution to this issue:

“The lack of experts is the reason why integration is a challenge in HEIs, but this issue
can be mitigated by depending on a third party.”

4.1.6. Security Issues

Although blockchain is recognized for its security, participants considered security as
a challenging issue. In this context, a participant (P1) mentioned several types of security
attacks and errors on the blockchain that could influence educational applications:

“Keeping educational material on blockchain may cause a risk since errors in the applica-
tion, platform, or data input can occur. In addition, users often do not sufficiently protect
their private keys. Furthermore, data leakages that possibly will cause a security risk can
happen as a result of many upgrades.”

In addition, based on the participants” opinions, a lack of knowledge about using
blockchain was the main cause of certain types of attacks. In this regard, a participant (P8)
reported other types of attack:

“I think that the social engineering attack may occur due to the lack of user knowledge
on blockchain.”

Additionally, the 51% rule regarding attacks was reported by the participant (P7):

“Hackers can alter portions of a blockchain and roll back transactions if they succeeded to
attack 51% of nodes, this may cause a delay in initiating a new transaction, which causes
a crash in the network.”

The risk of data loss is another security issue revealed by the participant (P1):

“If a student loses his/her private key information necessary to establish ownership, he/she
will lose all his/her information on the blockchain, and he/she can’t get this information
again, he/she may lose his/her academic credentials.”

On the other hand, participants considered blockchain a secure technology, and the
security issues may arise from the surrounding circumstances of blockchain. In this regard,
a participant (P9) stated:

“I don’t think it is a problem or a challenge, because we can have cyber-attacks and other
security issues in any system. It depends on how the system is built and secured.”

In addition, they considered the attacks that often occur on the centralized and legacy
systems integrated with the blockchain solutions. The participant (P3) said:

“In the media, you hear about attacks on the blockchain system. In some cases, these
attacks can’t break the blockchain or the peer-to-peer system itself, but this attack affects,
for example, the centralized platforms that are often used to exchange money.”

Further, participants claimed that the security issues can be avoided if the HEI im-
plements a proper type of blockchain with appropriate settings. Concerning this point,
a participant (P3) stated:
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“We know several security issues in the blockchain. But I think private blockchains, d the
Hyperledger Fabric or other security solutions are less vulnerable to security threats.”

4.1.7. Privacy

A majority of the participants (eight participants) believed that preserving privacy
while ensuring security on the blockchain presents a challenge in several educational usage
scenarios that handle sensitive data. In this regard, a participant (P1) stated:

“When we adopt a blockchain, we must think a lot about protecting the student’s pri-
vate data. Students’ data will no longer be regarded as private if it is preserved in a
public ledger.”

The participants considered public blockchains inappropriate for storing personal
data, and a private blockchain or consortium could be suitable. Confirming this point, one
of the participants (P2) stated that:

“I think we can preserve privacy by choosing the right blockchain solution. For example,
the public type is not suitable to store data. Although the data is encrypted, there are
various tools to decrypt it.”

Additionally, the participants placed emphasis on the regulations and laws in different
countries for securing personal information that should be considered by the HEIs intending
to adopt blockchain. For example, the European General Data Protection Regulation
(GDPR) [35] is an important regulation in the EU. According to the participant (P3):

“GDPR does not allow the storing of private data in an immutable storage system, such
as a blockchain, additionally, the data must be anonymized.”

Therefore, these issues must be solved before blockchain can be applied to register
students’ personal information.

In addition, the participants mentioned blockchain’s immutability feature as a privacy
problem. In this regard, a participant (P5) explained:

“In blockchain, it is not allowed to change or remove data, even for legitimate reasons,
which is in opposition to the freedom to be forgotten under the GDPR.”

However, some participants did not consider privacy as an issue. This is due to various
privacy-preserving solutions to address the privacy concerns in the blockchain. In this
regard, a participant (P11) stated that:

“Privacy-preserving techniques such as zero-knowledge proofs (ZKP) are becoming
increasingly popular for blockchains so this should not be an issue any longer.”

4.1.8. Immutability and Lack of Flexibility

The participants (seven participants) explained the immutability feature of blockchain
as one of the obstacles against the adoption of this technology by HEIs. In this regard,
a participant (P1) stated that:

“Because a block in a blockchain is copied in several nodes, it cannot simply be modified.
No one can alter a student’s credentials once they are stored on a blockchain.”

Another participant (P4) considered immutability a double-edged sword:

“Immutability is a key feature for building more trust between all individuals involved
in the chain, but it would eliminate the ability for students’ records to be altered for
valid purposes.”

Additionally, the participants believed that the immutability of blockchain can be
problematic, as it conflicts with GDPR. A participant (P7) explained that:

“Immutability prohibits removing educational data for legal reasons. Although data can
be modified by authorized authority, the original data will still be kept in the blockchain
forever, which disputes with the GDPR’s right to be forgotten.”
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Confirming this point, a participant (P6) said:

“If I've signed a contract with the university and I would like to resign or request a
salary increase, the old contract will be stored in blockchain, even if it is no longer valid.
Moreover, we should create a new block in the chain.”

However, the participants (five participants) believed that immaturity is not a problem
itself since it is only related to specific applications. In this regard, a participant (P4)
stated that:

“It depends on the application you are using. I don’t think it is a problem. For example,
in issuing certificates.”

However, the revocation of certificates is one of the major obstacles. Although this is
an uncommon operation, it can be required in special circumstances. On the other hand,
the participants considered immutability as a useful feature to reduce fraud and plagiarism.
In this regard, the participant (P7) stated that:

“Blockchain immutability could help detect plagiarism in the student’s assignments
stored in blockchain.”

4.1.9. Data Unavailability

Another obstacle reported by the participants is the unavailability of data. In this
regard, a participant (P14) stated that:

“Holding data in the hands of the students themselves could cause this data unavailable
and can influence the educational applications that depend on this data.”

In addition, the participants explained the problem of data ownership rights in
blockchain since the data are distributed and stored on the distributed ledger. A par-
ticipant (P12) explained that:

“Currently, data handling is the responsibility of the educational institution’s adminis-
tration division. But the blockchain minimizes the duties of the management department
because all data are stored there. Then, additional issues emerge: Whose owns the data?
Who has the right to utilize it?”

The participants believed that other technical factors could affect the availability
of data such as limited block size and transaction throughput. Confirming this point,
a participant (P9) stated:

“The availability of data in the blockchain depends on several technological factors, includ-
ing the specific block size, the network’s communication speed, the proof-of-work protocol.”

4.2. Organizational Challenges

The second context in the TOE framework refers to the organizational barriers. This
theme consisted of three sub-themes: (1) lack of adequate skills; (2) financial barriers; and
(3) lack of management commitment and support.

4.2.1. Lack of Adequate Skills

A majority of the participants believed that the lack of qualified blockchain resources,
engineers, and developers is one of the key obstacles to adopting blockchain in HEIs. In this
regard, a participant (P1) stated that:

“Blockchain is a new technology, so one of the reasons to hinder adoption of this technology
is the shortage of qualified staff who can work on this type of technology.”

Similarly, the participant (P3) said that:
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“There is a lack of expertise and competencies required to handle student data in a
blockchain network. So, this could be one of the causes of the lack of trust in this technology.
In Sweden, there are developers of smart contracts. For example, we work on our project
with an expert on Hyperledger. But they’re not enough for all blockchain projects.”

The participants believed that the type of blockchain platform or solution could affect
the number of available specialists and professionals. A participant (P6) stated that:

“The type of blockchain technology utilized has an impact on the number of specialists and
professionals that are available. For instance, Ethereum has a large developer community.”

Additionally, the participants emphasized the importance of raising awareness and ed-
ucating academic staff about the advantages, applications, and maintenance of blockchain
solutions. Concerning this point, the participant (P7) stated:

“The crucial step for the effective application of blockchain technologies could be to
prepare the academic and administrative staff on how technology can be managed
and maintained.”

Another participant (P5) stressed this point and said:

“I am also co-creator of a big blockchain educational project with 20 partners. We have
developed reports on the lack of required skills to implement this project since there is a
shortage of administration staff and experts.”

4.2.2. Financial Barriers

An important problem stated by the participants was the cost associated with the
adoption of blockchain in HEIs. They agreed that the transaction costs must not be passed
over when blockchain technology is applied. The participants presented this obstacle
from different angles such as the cost of infrastructure, computational energy, adding new
features, and handling of the data.

The participants reported the cost associated with consensus protocols that consume a
surge of power and resources such as storage, bandwidth, and computing. In this regard,
a participant (P3) stated that:

“Because the blockchain blocks must be copied on each node of the blockchain network, most
blockchains, especially public blockchain, need extremely high storage capacity and energy
consumption costs because the computing resources required to achieve cryptography.”

Another participant (P9) mentioned the cost of energy and gas consumption associated
with the use of the Ethereum platform:

“We use a lot of electricity. The Ethereum network gas charge is extremely expensive.
whatever you do, you must pay for the gas.”

Additionally, the participants reported the cost associated with employing developers
and skilled engineers to develop a blockchain-based application. Confirming this point,
a participant (P4) stated that:

“It is a difficult and expensive task to find qualified developers, they expected to have dif-

ferent skills such as building blockchain platforms, including Ethereum and Hyperledger,
experience in blockchain programming languages, and experience in building mobile or
web applications.”

The participants believed that the cost of adopting blockchain is reliant on the type of
blockchain, the application, complexity, and the blockchain platform used. In this context,
a participant (P5) explained that:

“The entire cost of transacting on the Ethereum blockchain platform is expensive, Stellar
platform is a blockchain intended to reduce the transaction costs.”

In addition, the type of blockchain affects the cost. The participant (P11) stated that:
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“Developing a distributed application on a public blockchain like Ethereum, will be
significantly less expensive than building it on a private platform.”

Furthermore, the participants mentioned other types of costs such as those mentioned
by participant (P7):

“When building a blockchain application from scratch, the price will rise, including
those for infrastructure upgrades, smart contracts, transaction fees, cryptography, and
consensus algorithms.”

On the other hand, one of the participants (P5) believed that blockchain can reduce
the cost by for example automating some administrative tasks:

“When universities start their projects, they need years and costs to finish their project but
then they will get a benefit, and decentralization can also help reduce costs of administration.”

Another participant (P8) believed that all other types of projects and technologies are
associated with a cost:

“Normally, all projects cost money and the IT department in the universities has a budget.”

4.2.3. Lack of Management Commitment and Support

The participants reported that the lack of awareness and commitment of senior man-
agement may hinder an HEI's willingness to implement blockchain technology. In this
regard, a participant (P8) stated that:

“Without the support of my institution’s top management, it will be very difficult to man-
age and allocate resources and budget that could help to implement the
project successfully.”

In addition, the participants emphasized that the lack of managers’ enthusiasm about
blockchain technology can hinder the blockchain’s adoption by educational institutions.
Confirming this point, a participant (P13) said:

“Our project staff felt encouraged as the university showed high-level support for imple-
menting the project.”

Additionally, the participants believed that clear policies, rules, and guidance from
top management can simplify the adoption of blockchain. In this regard, a participant (P9)
stated that:

“In my institution, The transition to the blockchain was difficult for personnel because
clear standards and rules are absent.”

4.3. Environmental Challenges

The third context in the TOE framework refers to the environmental barriers. This
theme consisted of three sub-themes: (1) Legal issues and lack of regulatory compliance;
(2) the market and ecosystem readiness; and (3) sustainability concerns.

4.3.1. Legal Issues and Lack of Regulatory Compliance

An important problem stated by a majority of the participants was the legal issues
and/or lack of regulatory compliance. For example, the GDPR right to be forgotten
is incompatible with the blockchain’s immutability. In this regard, a participant (P7)
stated that:

“Blockchain’s immutability prohibits removing educational data for legal reasons. Al-
though data can be modified by authorized authority, the original data will still be kept in
the blockchain forever, which disputes with the GDPR's right to be forgotten.”

The participants believed that the basic conflict that occurs when evaluating blockchain
compliance with GDPR is the protection of personal data. In this regard, a participant (P1)
explained this issue:
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“It is difficult for us to determine whether the data stored on the blockchain is sensitive.
If the data are personal data, the GDPR must be respected, another issue is whether the
data can be correctly anonymized to conform to GDPR.”

To comply with regulations, the participants refer to the need to adapt internal pro-
cesses and enforce new laws and policies in the HEL Concerning this point, a participant
(P1) said:

“We need to re-engineer some processes such as the process for verifying records or
issuing certificates. I can say that we need to adapt internal laws or procedures to the
new application.”

The participants mentioned that the lack of standardization presents another related
legal issue that must be solved to facilitate the adoption of blockchain by HEIs in the EU.
In this regard, a participant stated that:

“I think the big problem is the requlation. it is even a European problem. We do not have
a unique registration system in Europe, some standards are used such as Alternative
Trading Systems ATS or other standards. but they try currently to develop a standard for
the decentralized identity.”

The participants believed that many regulation-based issues related to blockchain need
to be solved such as intellectual property, and copyright. The participant (P10) stated that:

“I think today’s laws and requlations work well for organizations. But If you look at
saving certificates, you may encounter problems with the non-fungible token (NFT), and
there are large question marks related to intellectual property and copyright.”

Another participant (10) considered government interference and laws as a challenge
in blockchain adoption:

“Another problem is government intervention, as countries increasingly recognize that
blockchain applications in the financial sector will lose government control over the
economy and financial institutions.”

4.3.2. The Market and Ecosystem Readiness

Two participants reported the market and ecosystem readiness as a barrier to the
adoption of blockchain in HEIs. The participants believed that external stakeholders such
as governments, other universities, and industries are underinformed on the benefits and
the application of the blockchain. In this regard, a participant (P1) stated:

“The stakeholders have a lack of knowledge in this area because it is a new technology. So,
they need to raise the awareness about the benefits of this technology.”

The participants emphasize the significance of educating external stakeholders on
the benefits of blockchain for financial and social development. Confirming this point,
a participant (P11) stated that:

“There is a gap regarding how and where a blockchain can be applied, as well as its
outcomes and advantages, which requires significant training for other stakeholders
involved in the blockchain projects.”

In addition, the participants stressed the crucial role of government collaboration
with universities and other stakeholders to facilitate blockchain adoption in HEIs. The
participant (P1) said:

“The government in Sweden could be an important partner in helping blockchain adoption
and increase trust on this technology, for example, by collaboration with universities,
and industries.”

4.3.3. Sustainability Concern

The participants considered sustainability as one of the obstacles against the adoption
of this technology by HEIs. Here, the participants mentioned the sustainability of education
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and environmental sustainability. Regarding education sustainability, a participant (P12)
stated that:

“The lack of blockchain technology’s alignment with a clear philosophy of educational sus-
tainability is the primary cause of the low level of real implementations of this technology
in education.”

Additionally, the participants mentioned high blockchain power consumption as a
challenge that impacts environmental sustainability in terms of climate change and a higher
carbon footprint. In this regard, a participant (P14) stated that:

“The Proof-of-work (PoW) protocol consumes a considerable amount of power. So, I think
this causes a risk of climate change and a greater carbon footprint.”

On the other hand, the participant (P4) claims that blockchain can reduce bureaucracy
in terms of time and cost:

“Bureaucracy steals significant time and consideration away from the necessary activities
in higher education. In Sweden, almost half of the budget is devoted to administrative
tasks in several HEIs.”

5. Discussion and Future Directions

The purpose of this study was to explore the concerns about the adoption of blockchain
in HEIs from the perspectives of academic and administrative staff. A total of 15 barriers
were identified by the 14 participants. These barriers were divided into three contexts
based on the TOE framework: technological, organizational, and environmental. The tech-
nological challenges are as follows: (1) immaturity; (2) poor usability; (3) security issues;
(4) privacy; (5) lack of scalability; (6) limited interoperability; (7) integration complexity;
(8) immutability and lack of flexibility; and (9) unavailability. In the organizational context,
there is (10) a lack of adequate skills; (11) financial barriers; and (12) a lack of manage-
ment commitment and support. Additionally, in the environmental context, there are
(13) legal issues and lack of regulatory compliance; (14) market and ecosystem readiness;
and (15) sustainability concerns, see Figure 1.

Sustainability concern  IEEEGEG—G_—— 9%
The market and ecosystem readiness il 10%

Legal issues and lack of regulatory compliance | 4%
Lack of management commitment and support . 7%
Financial barriers GG 36%
Lack of adequate skills  IEE————— 5 5%
Data unavailability I 36%
Immutability and lack of Flexibility I 50%
Privacy | 57 %
Security issues  INEEGEG—_—N 15%
Complexity of integration E—— 8 14%
Limited interoperability and standardization |EG—_—_ 15%
Lack scalability — nE— 14%
Poor usability  INEG————— 1%
immaturity I 9%

0% 10% 20% 30% 40% 50% 60% 70%

Number of participants

The challenges

Figure 1. The challenges reported by the study’s participants.

The findings of the current study showed that technological challenges received
more attention from participants than the other two contexts, where nine technological
challenges, three organizational challenges, and three environmental challenges were
reported by participants, see Figure 2. This is due to the technological innovation and
immaturity of the blockchain, and the growing desire to find solutions to various technical
issues to make it a secure, stable and sustainable technology [1].
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Figure 2. The number of challenges identified in each context of the TOE framework.

The current findings of this study support previous studies and reviews that also
found an increased number of studies focused on technological barriers [1]. However, this
indicates a gap regarding the organizational and environmental concerns that affect the
implementation of this technology in the higher education sector. For example, the lack
of commitment by senior management impedes the adoption of blockchain since senior
management’s lack of involvement and awareness could limit an institution’s enthusiasm
to embrace blockchain technology [18,20,44]. In addition, this will negatively influence
different blockchain project management activities such as resource management [34].
Therefore, more research is needed on organizational and environmental barriers.

Additionally, there is no consensus among the study’s participants regarding some of
the barriers and challenges that are identified in Section 3. This may be explained based
on the participant’s experiences in certain contexts and project settings, see Table 1. The
findings of the current study showed that several challenges especially the technological
challenges are raised according to the application, project complexity, blockchain network
type, blockchain platform, and technical solutions used. In this regard, several barriers can
be overcome by applying appropriate settings and using proper solutions and techniques.
For example, a lack of scalability is not a problem for private blockchain networks [45].
However, several previous studies described a specific context and settings in which the
challenges were identified such as in [12,46] while others identified challenges in a more
general context and settings such as in [1,16,26,47-50].

Similar to the findings reported by [48,49], the participants in the current study con-
sidered privacy as one of the most challenging issues. This difficulty in preserving privacy
reported by the participants might be due to the complex interconnection between privacy
issues and other issues such as lack of adequate skills and legal issues. For instance, to
preserve privacy it is necessary to ensure the blockchain solutions adhere to strict data pro-
tection laws such as GDPR that require adequate skills in HEIs to determine what kind of
information should be stored on-chain, which can be accessed by the public, and what data
we must store off-chain ensuring their confidentiality. In this regard, the most challenging
issues reported by the participants were privacy, legality, and lack of adequate skills, see
Figure 1. However, although the negative impacts of legality and lack of adequate skills
issues, and their strong relationship with other concerns, very few studies have handled
these issues [1]. Therefore, further research is recommended on these two barriers.

Furthermore, immaturity was reported as an important challenge for blockchain
adoption in higher education. The blockchain, according to Zheng et al. [21], is still
considered an immature technology as it is still in the early stages of development. Thus,
several technical concerns appear as a consequence of immaturity [51,52]. Confirming
this point, the findings of the current study showed that blockchain still suffers from
certain immaturity problems in different aspects such as poor usability of blockchain-based
applications and solutions. Similar to our findings, Gabrielli et al. [4] also reported that the



Informatics 2022, 9, 64

18 of 23

importance of the usability aspect was stressed by participants in group interviews, where
the majority of participants showed interest and trust in using the blockchain solution
if the user experience was good. However, the participants in their study were only
moderately satisfied with the prototype’s usability and suggested additional enhancements
to the user experience. Kosmarski [12] also reported low satisfaction of participants with
the complexity and poor user experience of the studied blockchain-based applications.
Therefore, blockchain’s usability should be enhanced through new user-friendly interfaces
that fulfill the needs of users. Meanwhile, students, academics, and administrative staff
should receive training on how to use it.

Interoperability and complexity in integration were also found to be significant chal-
lenges. This confirms the role of interoperability in technology adoption found by previous
research. Astill et al. [53] claimed that in the absence of common standards, various
blockchain platforms cannot effectively collaborate and interact well with each other with-
out middleware software to facilitate this process. Similarly, Chen et al. [3] emphasized
difficulties that could occur when processes need to be reformed and/or aligned, and other
interfaces must be designed to enable data transmission and sharing between blockchain
processes and connected legacy systems, such as the enterprise resource planning system.
In addition, the complexity increases as HEIs often lack access to the expected blockchain
expertise to take part in the integration process. To sum up, the findings revealed that the
easier the HEIs can integrate blockchain technology within their legacy infrastructure, the
higher their willingness will be to do so.

According to the apparent findings in this study, the participants reported several
security attacks on the blockchain. Like the findings of the current study, Cernian et al. [54],
Xu [55], and Guo et al. [56] claimed that despite the privacy and security offered by
blockchain technology, malicious attacks and data leakage present a risk, making it chal-
lenging to trust this technology. In addition, the blockchain’s lack of standardization
compromises its security as there is no decision-making central authority [25]. Similarly,
Juricic et al. [57] reviewed several security attacks on the blockchain, such as the Eclipse
attack and the 51% rule regarding attacks. Therefore, HEIs must be aware of how data can
be accessed and used securely.

Further, the sustainability of education presents one of the challenges reported by the
participants. According to Park [17], the primary explanation for the low level of real appli-
cations of blockchain technology is its lack of alignment with a philosophy of educational
sustainability. This means that blockchain technology would have brought many more
advantages if there were a conspicuous philosophy of sustainable and distributed develop-
ment of education, where the main goal is beyond the bounds of bureaucratic efficiency,
scientific evidence, and the “learning is earning” type of financial incentives and social
control [17]. Results from this study also revealed environmental sustainability concerns in
terms of climate change and a higher carbon footprint due to the high blockchain electricity
consumption. These results share a similar sentiment with the findings of Park [17] in his
study. However, other aspects of blockchain sustainability such as social and economic
areas can be studied in the future.

Similar to the findings reported by refs. [14,28], the participants in the current study
considered the adoption of blockchain technology an expensive project, and it is important
to consider different associated costs including the cost of infrastructure, handling data, time
of slow transactions, adding new features, and the cost of power. Similar to the findings of
the current study, Delgado-von-Eitzen et al. [16] reported the cost associated with consensus
protocols that consume a surge of power and resources such as storage, bandwidth, and
computing. In addition, findings from this study stated the costs associated with employing
a developer and skilled engineers to develop a blockchain-based application. This is in line
with the findings of a study by Grech et al. [22] that also reported the cost of educating and
training HEI staff [12]. Similar to the findings reported by refs. [14,28], the participants in
the current study emphasized that the cost of adopting blockchain is reliant on the type of
blockchain, the application, complexity, and the blockchain platform used.
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The market and ecosystem readiness were the only factors that were found to have
an insignificant effect on blockchain adoption. This might be due to the challenges in
establishing a collaboration with external stakeholders such as governments, other univer-
sities, and industries or challenges in participating in blockchain consortia [58]. Therefore,
Steiu [20] highlights the importance of training and raising awareness of academic gover-
nance authorities on the benefits, deployment, and management of blockchain solutions as
an essential step in boosting market adoption in higher education globally.

The challenges of adopting blockchain can be divided into general barriers that are
common in all sectors or specific to the field of study. For example, scalability, immutability,
interoperability, and lack of standardization challenges are common in all fields such as in
education [26,43], the supply chain field [59,60], and health care [61,62]. On the other hand,
each field has its own specific obstacles based on the requirements of the application of
blockchain in this field. For example, connectivity and availability are challenging issues in
the automotive sector [2]. In addition, the importance of each challenge depends on the field
of application, for example, interoperability and integration are critical issues in the supply
chain field. However, identifying the barriers and obstacles to implementing blockchain
depends on understanding the context and settings of the intended blockchain application.

6. Challenges and Limitations

There are some limitations that the present study faced. One of the limitations is the
small sample size. In addition, the nature of a qualitative study is that it does not seek to be
generalizable; therefore, the results cannot be assumed to apply to all HEIs across various
contexts [63]. In addition, we only employed one research method for data collection. This
indicates that no other complementary approach was used to verify the results. Having a
mixed method to triangulate the qualitative results with quantitative ones may have given
us a high degree of internal validity. Employing various approaches in data collection
could assist the researchers in confirming the reliability and validity of the collected data.
In addition, this research provided the participants’ perceptions and experiences about the
challenges in implementing the blockchain in HEIs in the EU and Canada. In such studies,
assessing the impartiality and neutrality of the participants’ responses is challenging, and
the presented descriptions may be insufficient. Therefore, further surveys are suggested
regarding the attitudes of academic and administrative staff toward blockchain by HEIs
while designing and implementing the blockchain technology applications.

7. Conclusions

Although blockchain technology can yield several benefits, its application in the
higher education sector remains in the early stages due to different challenges. This
study presents an attempt to deeply explore, identify, and categorize the perceptions of
academic and administrative staff toward the barriers in applying blockchain in HEIs.
According to the findings in the current research, several barriers have led to the low
adoption rate of blockchain in HEIs. The findings indicated 15 challenges based on the TOE
framework classified into the following three perspectives: technological, organizational,
and environmental. The technological challenges are as follows: (1) immaturity; (2) poor
usability; (3) security issues; (4) privacy; (5) lack of scalability; (6) limited interoperability;
(7) integration complexity; (8) immutability and lack of flexibility; and (9) unavailability. In
the organizational context, there is (10) a lack of adequate skills; (11) financial barriers; and
(12) a lack of management commitment and support. Additionally, in the environmental
context, there are (13) legal issues and lack of regulatory compliance; (14) market and
ecosystem readiness; and (15) sustainability concerns.

This study showed that technological challenges received more attention from the
participants than the other two contexts. This reflects a gap in terms of organizational and
environmental challenges that will bear a negative impact and increase resistance to the
acceptance of this technology in the higher education sector. Therefore, further research is
required from an organizational and environmental perspective.
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Appendix A

Table Al. Sample of coding.
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Respondent 3 some. es iiall from the has blockchain like Bitcoin yeah, I'm a bit more on the
P GDI;R pers eZtive For consumes a lot of energy. So the  technical side. I can only imagine
instance i}tj carf)be a .roblem problem is if you get to the the challenges from a legal
to have sé)me thin solr)newhere sizes like that the cost, perspective, to be honest, if I
that you cann%) t erase.” it’s huge.” must be compliant.”
“T think it's just still no “I mean you have the Spanish
maturity of the technology. I “It depends because the issue delefjelsszri??c;vio Ziuagi‘l]i?c gllzm
don’t think so because there is here is that with permission & and ever thi)I]l So fust
already a major technology in fewer networks, so the ublishin t};em io’n an ]online
the field that canbe used. So  technology is complex so then P g .
Respondent 4 bably it’ bout 1l have t t repository like a blockchain
probably 1t's more abou youwi® have to pay to network is not a problem at all
complexity and adoption. So, participate in that and you need Probably the userg would acce t
if it’s not widely adopted, you some engineering cost if even if that (}:r that that that this is P
havﬁ?:sl)tizlgle:; (;fr zrjtlcal you are using permissionless. published there, but I don’t see
y ' any legal constraints.”
“I serious things to talk about. It's
u . . not just, you know, a private
T}éig;::ﬁaal:tleliti;i re];cl(l)tr ds “The cost for that I know. I person doing whatever they want
mavbe it matters not 'for the think that’s the problem. The with their own money, so to
Respondent 7 gr}; des, but maybe for the most crucial problem is to find  speak, but they won't evolve this

evolution of the assignments.
So if some assignments
are submitted.”

dedicated people to work in
that in Sweden there are specific
smart contract developers.”

we do have to have specific legal
frameworks specifically for
blockchain. So the GDPR
framework in the European
Union is not enough.”




Informatics 2022, 9, 64 21 of 23

References

1. Mohammad, A.; Vargas, S. Challenges of Using Blockchain in the Education Sector: A Literature Review. Appl. Sci. 2022, 12, 6380.
[CrossRef]

2. Mohammad, A.; Vargas, S.; Cermak, P. Using Blockchain for Data Collection in the Automotive Industry Sector: A Literature
Review. |. Cybersecur. Priv. 2022, 2, 257-275. [CrossRef]

3. Chen, G.; Xu, B.; Lu, M,; Chen, N.S. Exploring blockchain technology and its potential applications for education. Smart Learn.
Environ. 2018, 5, 1. [CrossRef]

4. Gabrielli, S.; Rizzi, S.; Mayora, O.; More, S.; Pérez Baun, ].C.; Vandevelde, W. Multidimensional study on users’ evaluation of the
KRAKEN personal data sharing platform. Appl. Sci. 2022, 12, 3270. [CrossRef]

5. Kulkarni, M.; Patil, K. Block chain technology adoption using toe framework. Int. J. Sci. Technol. Res. 2020, 9, 1109-1117.

6. Ma, Y,; Fang, Y. Current status, issues, and challenges of blockchain applications in education. Int. J. Emerg. Technol. Learn. 2020,
15,20-31. [CrossRef]

7. Bhaskar, P; Tiwari, C.K.; Joshi, A. Blockchain in education management: Present and future applications. Interact. Technol. Smart
Educ. 2020, 18, 1-17. [CrossRef]

8.  Alammary, A.; Alhazmi, S.; Almasri, M.; Gillani, S. Blockchain-Based Applications in Education: A Systematic Review. Appl. Sci.
2019, 9, 2400. [CrossRef]

9.  Malviya, H. How Blockchain will Defend IOT. 2016. Available online: https://ssrn.com/abstract=2883711 (accessed on
1 July 2022). [CrossRef]

10. Chauhan, B.K,; Patel, D.B. A Systematic Review of Blockchain Technology to Find Current Scalability Issues and Solutions.
In Proceedings of the Second Doctoral Symposium on Computational Intelligence, Lucknow, India, 5 March 2022; Springer:
Singapore, 2022; pp. 15-29.

11.  Kosmarski, A. Blockchain adoption in academia: Promises and challenges. J. Open Innov. Technol. Mark. Complex. 2020, 6, 117.
[CrossRef]

12. Huang, H.; Peng, X.; Zhan, J.; Zhang, S.; Lin, Y.; Zheng, Z.; Guo, S. BrokerChain: A Cross-Shard Blockchain Protocol for
Account/Balance-based State Sharding. In Proceedings of the IEEE Conference on Computer Communications, Online, London,
UK, 2-5 May 2022; pp. 1968-1977.

13. Bucea-Manea-Tonis, R.; Martins, O.M.D.; Bucea-Manea-Tonis, R.; Gheorghita, C.; Kuleto, V.; Ili¢, M.P.; Simion, V.E. Blockchain
Technology Enhances Sustainable Higher Education. Sustainability 2021, 13, 12347. [CrossRef]

14. Schuetz, S.; Venkatesh, V. Blockchain, adoption, and financial inclusion in India: Research opportunities. Int. |. Inf. Manag. 2019,
52,101936. [CrossRef]

15. Kamisali¢, A.; Turkanovié, M.; Mrdovi¢, S.; Heri¢ko, M. A Preliminary Review of Blockchain-Based Solutions in Higher Education.
In International Workshop on Learning Technology for Education in Cloud; Springer: Cham, Switzerland, 2019; pp. 114-124.

16. Delgado-von-Eitzen, C.; Anido-Rifén, L.; Fernandez-Iglesias, M.]J. Blockchain Applications in Education: A Systematic Literature
Review. Appl. Sci. 2021, 11, 11811. [CrossRef]

17.  Park, J. Promises and challenges of Blockchain in education. Smart Learn. Environ. 2021, 8, 33. [CrossRef]

18. Raimundo, R.; Rosdrio, A. Blockchain system in the higher education. Eur. |. Investig. Health Psychol. Educ. 2021, 11, 276-293.
[CrossRef]

19. Saberi, S.; Kouhizadeh, M.; Sarkis, J.; Shen, L. Blockchain technology and its relationships to sustainable supply chain management.
Int. J. Prod. Res. 2019, 57, 2117-2135. [CrossRef]

20. Steiu, M.-F. Blockchain in education: Opportunities, applications, and challenges. First Monday 2020, 25, 9. [CrossRef]

21. Zheng, Z; Xie, S.; Dai, H.; Chen, X.; Wang, H. An overview of blockchain technology: Architecture, consensus, and future trends.
In Proceedings of the 2017 IEEE International Congress on Big Data (BigData Congress), Boston, MA, USA, 11-14 December 2017;
pp- 557-564.

22.  Upadhyay, N. Demystifying blockchain: A critical analysis of challenges, applications and opportunities. Int. J. Inf. Manag. 2020,
54,102120. [CrossRef]

23.  Ayub Khan, A,; Laghari, A.A.; Shaikh, A.A.; Bourouis, S.; Mamlouk, A.M.; Alshazly, H. Educational Blockchain: A Secure Degree
Attestation and Verification Traceability Architecture for Higher Education Commission. Appl. Sci. 2021, 11, 10917. [CrossRef]

24. Gréther, W,; Kolvenbach, S.; Ruland, R.; Schiitte, J.; Torres, C.; Wendland, F. Blockchain for education: Lifelong learning passport.
In Proceedings of the 1st ERCIM Blockchain Workshop 2018: European Society for Socially Embedded Technologies (EUSSET),
Amsterdam, The Netherlands, 8-9 May 2018; p. 16.

25. Ubaka-Okoye, M.; Azeta, A.A.; Oni, A.A.; Okagbue, H.I.; Nicholas-Omoregbe, O.S. Securing educational data using agent-based
blockchain technology. Int. J. Sci. Technol. Res. 2020, 9, 2936-2938.

26. Awaji, B.; Solaiman, E.; Albshri, A. Blockchain-based applications in higher education: A systematic mapping study. In
Proceedings of the 5th International Conference on Information and Education Innovations, London, UK, 26-28 July 2020;
pp- 96-104.

27. Arndt, T.; Guercio, A. Blockchain-based transcripts for mobile higher-education. Int. J. Inf. Educ. Technol. 2020, 10, 84-89.
[CrossRef]

28. Grech, A.; Camilleri, A.F. Blockchain in Education; Publications Office of the European Union: Luxembourg, 2017.

29. Risius, M.; Spohrer, K. A blockchain research framework. Bus. Inf. Syst. Eng. 2017, 59, 385—409. [CrossRef]


http://doi.org/10.3390/app12136380
http://doi.org/10.3390/jcp2020014
http://doi.org/10.1186/s40561-017-0050-x
http://doi.org/10.3390/app12073270
http://doi.org/10.3991/ijet.v15i12.13797
http://doi.org/10.1108/ITSE-07-2020-0102
http://doi.org/10.3390/app9122400
https://ssrn.com/abstract=2883711
http://doi.org/10.2139/ssrn.2883711
http://doi.org/10.3390/joitmc6040117
http://doi.org/10.3390/su132212347
http://doi.org/10.1016/j.ijinfomgt.2019.04.009
http://doi.org/10.3390/app112411811
http://doi.org/10.1186/s40561-021-00179-2
http://doi.org/10.3390/ejihpe11010021
http://doi.org/10.1080/00207543.2018.1533261
http://doi.org/10.5210/fm.v25i9.10654
http://doi.org/10.1016/j.ijinfomgt.2020.102120
http://doi.org/10.3390/app112210917
http://doi.org/10.18178/ijiet.2020.10.2.1344
http://doi.org/10.1007/s12599-017-0506-0

Informatics 2022, 9, 64 22 of 23

30.

31.

32.

33.

34.

35.

36.

37.

38.

39.

40.
41.

42.
43.
44.

45.

46.

47.

48.

49.

50.

51.

52.

53.
54.
55.

56.
57.

58.

59.

Sharples, M.; Domingue, J. The blockchain and kudos: A distributed system for educational record, reputation and reward. In
European Conference on Technology Enhanced Learning; Springer: Cham, Switzerland, 2016; pp. 490-496.

Hidrogo, I.; Zambrano, D.; Hernandez-de-Menendez, M.; Morales-Menendez, R. Mostla for engineering education: Part 1 initial
results. Int. |. Interact. Des. Manuf. 2020, 14, 1429-1441. [CrossRef]

Palma, L.M.; Vigil, M.A.; Pereira, FL.; Martina, J.E. Blockchain and smart contracts for higher education registry in Brazil.
Int. J. Netw. Manag. 2019, 29, e2061. [CrossRef]

Lutfiani, N.; Aini, Q.; Rahardja, U.; Wijayanti, L.; Nabila, E.A.; Ali, M.I. Transformation of blockchain and opportunities for
education 4.0. Int. J. Educ. Learn. 2021, 3, 222-231. [CrossRef]

Van Eecke, P.; Haie, A.G. Blockchain and the GDPR: The EU Blockchain Observatory Report. Eur. Data Prot. Law Rev. 2018, 4,
531-534. [CrossRef]

Eriksson, P.; Kovalainen, A. Qualitative Methods in Business Research, Introducing Qualitative Methods; SAGE Publications Ltd.:
London, UK, 2008.

Clohessy, T.; Acton, T.; Rogers, N. Blockchain adoption: Technological, organisational and environmental considerations. In
Business Transformation through Blockchain; Palgrave Macmillan: Cham, UK, 2019; pp. 47-76.

Bryman, A. Social Research Methods; Oxford University Press: Oxford, UK, 2016.

Myers, M.D.; Avison, D. (Eds.) Qualitative Research in Information Systems: A Reader; Sage: London, UK, 2002.

Kaplan, B.; Maxwell, ].A. Qualitative research methods for evaluating computer information systems. In Evaluating the Organiza-
tional Impact of Healthcare Information Systems; Springer: New York, NY, USA, 2005; pp. 30-55.

Creswell, ] W.; Miller, D.L. Determining validity in qualitative inquiry. Theory Pract. 2000, 39, 124-130. [CrossRef]

Etikan, I.; Musa, S.A.; Alkassim, R.S. Comparison of convenience sampling and purposive sampling. Am. J. Theor. Appl. Stat.
2016, 5, 1. [CrossRef]

Yin, R.K. Case Study Research: Design and Methods; Sage: London, UK, 2009; Volume 5.

Haugsbakken, H.; Langseth, I. The blockchain challenge for higher education institutions. Eur. J. Educ. 2019, 2, 41-46. [CrossRef]
Vermeulen, J. Bitcoin and Ethereum vs. Visa and PayPal-Transactions per Second. Available online: https://mybroadband.co.za/
news/banking/206742-bitcoin-and-ethereum-vs-visa-and-paypal-transactions-per-second.html (accessed on 6 May 2022).
Hillman, V.; Ganesh, V. Kratos: A secure, authenticated and publicly verifiable system for educational data using the blockchain.
In Proceedings of the 2019 IEEE International Conference on Big Data (Big Data), Los Angeles, CA, USA, 9-12 December 2019;
pp- 5754-5762.

Omi, A.; Arnisha, A.; Ashraf, U.; Manowarul, I. Cloud forensics: Challenges and blockchain based solutions. Int. |. Wirel. Microw.
Technol. 2020, 10, 1-12.

Casino, F,; Dasaklis, T.K.; Patsakis, C. A systematic literature review of blockchain-based applications: Current status, classification
and open issues. Telemat. Inform. 2019, 36, 55-81. [CrossRef]

Yli-Huumo, J.; Ko, D.; Choi, S.; Park, S.; Smolander, K. Where is current research on blockchain technology?—A systematic review.
PLoS ONE 2016, 11, e0163477. [CrossRef]

Shah, P; Forester, D.; Berberich, M.; Raspé, C. Blockchain Technology: Data Privacy Issues and Potential Mitigation Strategies.
Practical Law. 2019. Available online: https://www.davispolk.com/files/blockchain_technology_data_privacy_issues_and_
potential_mitigation_strategies_w-021-8235.pdf (accessed on 28 April 2022).

Bernabe, ].B.; Canovas, J.L.; Hernandez-Ramos, J.L.; Moreno, R.T.; Skarmeta, A. Privacy-preserving solutions for blockchain:
Review and challenges. IEEE Access 2019, 7, 164908-164940. [CrossRef]

Santos, J.; Duffy, K.H. A Decentralized Approach to Blockcerts Certificate Revocation. Available online: https://github.com/
WebOfTrustInfo/rwot5-boston/tree/master/final-documents (accessed on 5 June 2022).

Finck, M. Blockchain and the General Data Protection Regulation—Can Distributed Ledgers Be Squared with European Data
Protection Law? Panel for the Future of Science and Technology. European Parliamentary Research Service. 2019. Available
online: https://www.europarl.europa.eu/RegData/etudes/STUD/2019/634445/EPRS_STU(2019)634445_EN.pdf (accessed
on 28 April 2022).

Astill, J.; Dara, R.A.; Campbell, M.; Farber, ] M.; Fraser, E.D.G.; Sharif, S.; Yada, R.Y. Transparency in food supply chains: A review
of enabling technology solutions. Trends Food Sci. Technol. 2019, 91, 240-247. [CrossRef]

Cernian, A.; Tiganoaia, B.; Sacala, I.; Pavel, A.; Iftemi, A. PatientDataChain: A Blockchain-Based approach to integrate personal
health records. Sensors 2020, 20, 6538. [CrossRef] [PubMed]

Xu, J.J. Are blockchains immune to all malicious attacks? Financ. Innov. 2016, 2, 25. [CrossRef]

Guo, H.; Yu, X. A Survey on Blockchain Technology and its security. Blockchain Res. Appl. 2022, 3, 100067. [CrossRef]

Juricic, V.; Radosevi¢, M.; Fuzul, E. Creating student’s profile using blockchain technology. In Proceedings of the 2019 42nd
International Convention on Information and Communication Technology, Electronics and Microelectronics (MIPRO), Opatija,
Croatia, 20-24 May 2019; pp. 521-525.

Pawczuk, L.; Holdowsky, ].; Massey, R.; Hansen, B. Deloitte’s 2020 Global Blockchain Survey from Promise to Reality. Deloitte
Insights. 2020. Available online: https://www2.deloitte.com/content/dam /insights/us/articles /6608_2020-global-blockchain-
survey/DI_CIR%202020%20global%20blockchain%?20survey.pdf (accessed on 28 April 2022).

Dutta, P.; Choi, TM.; Somani, S.; Butala, R. Blockchain technology in supply chain operations: Applications, challenges and
research opportunities. Transp. Res. Part E 2020, 142, 102067. [CrossRef] [PubMed]


http://doi.org/10.1007/s12008-020-00730-4
http://doi.org/10.1002/nem.2061
http://doi.org/10.31763/ijele.v3i3.283
http://doi.org/10.21552/edpl/2018/4/18
http://doi.org/10.1207/s15430421tip3903_2
http://doi.org/10.11648/j.ajtas.20160501.11
http://doi.org/10.26417/ejed.v2i3.p41-46
https://mybroadband.co.za/news/banking/206742-bitcoin-and-ethereum-vs-visa-and-paypal-transactions-per-second.html
https://mybroadband.co.za/news/banking/206742-bitcoin-and-ethereum-vs-visa-and-paypal-transactions-per-second.html
http://doi.org/10.1016/j.tele.2018.11.006
http://doi.org/10.1371/journal.pone.0163477
https://www.davispolk.com/files/blockchain_technology_data_privacy_issues_and_potential_mitigation_strategies_w-021-8235.pdf
https://www.davispolk.com/files/blockchain_technology_data_privacy_issues_and_potential_mitigation_strategies_w-021-8235.pdf
http://doi.org/10.1109/ACCESS.2019.2950872
https://github.com/WebOfTrustInfo/rwot5-boston/tree/master/final-documents
https://github.com/WebOfTrustInfo/rwot5-boston/tree/master/final-documents
https://www.europarl.europa.eu/RegData/etudes/STUD/2019/634445/EPRS_STU(2019)634445_EN.pdf
http://doi.org/10.1016/j.tifs.2019.07.024
http://doi.org/10.3390/s20226538
http://www.ncbi.nlm.nih.gov/pubmed/33207620
http://doi.org/10.1186/s40854-016-0046-5
http://doi.org/10.1016/j.bcra.2022.100067
https://www2.deloitte.com/content/dam/insights/us/articles/6608_2020-global-blockchain-survey/DI_CIR%202020%20global%20blockchain%20survey.pdf
https://www2.deloitte.com/content/dam/insights/us/articles/6608_2020-global-blockchain-survey/DI_CIR%202020%20global%20blockchain%20survey.pdf
http://doi.org/10.1016/j.tre.2020.102067
http://www.ncbi.nlm.nih.gov/pubmed/33013183

Informatics 2022, 9, 64 23 of 23

60. Jabbar, S.; Lloyd, H.; Hammoudeh, M.; Adebisi, B.; Raza, U. Blockchain-enabled supply chain: Analysis, challenges, and future
directions. Multimed. Syst. 2021, 27, 787-806. [CrossRef]

61. Siyal, A.A.; Junejo, A.Z.; Zawish, M.; Ahmed, K,; Khalil, A.; Soursou, G. Applications of blockchain technology in medicine and
healthcare: Challenges and future perspectives. Cryptography 2019, 3, 3. [CrossRef]

62. McGhin, T,; Choo, KK.R;; Liu, C.Z.; He, D. Blockchain in healthcare applications: Research challenges and opportunities. J. Netw.
Comput. Appl. 2019, 135, 62-75. [CrossRef]

63. Smith, J.A,; Larkin, M.H.; Flowers, P. Interpretative Phenomenological Analysis: Theory, Method and Research; Sage: London, UK, 2009.


http://doi.org/10.1007/s00530-020-00687-0
http://doi.org/10.3390/cryptography3010003
http://doi.org/10.1016/j.jnca.2019.02.027

	Introduction 
	Benefits and Obstacles of Blockchain Applications in the Higher Education Sector 
	Methods 
	Research Approach 
	Participants 
	Data Collection 
	Ethical Considerations 
	Data Analysis 

	Results 
	Technological Barriers 
	Immaturity 
	Poor Usability 
	Lack of Scalability 
	Limited Interoperability and Standardization 
	Integration Complexity 
	Security Issues 
	Privacy 
	Immutability and Lack of Flexibility 
	Data Unavailability 

	Organizational Challenges 
	Lack of Adequate Skills 
	Financial Barriers 
	Lack of Management Commitment and Support 

	Environmental Challenges 
	Legal Issues and Lack of Regulatory Compliance 
	The Market and Ecosystem Readiness 
	Sustainability Concern 


	Discussion and Future Directions 
	Challenges and Limitations 
	Conclusions 
	Appendix A
	References

