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Abstract: The aim of this paper is to deepen the application of value at risk in the cyber domain, with
particular attention to its potential role in security investment valuation. Cyber risk is a fundamental
component of the overall risk faced by any organization. In order to plan the size of security
investments and to estimate the consequent risk reduction, managers strongly need to quantify it.
Accordingly, they can decide about the possibility of sharing residual risk with a third party, such
as an insurance company. Recently, cyber risk management techniques are including some risk
quantile-based measures that are widely employed in the financial domain. They refer to value at
risk that, in the cyber context, takes the name of cyber value at risk (Cy-VaR). In this paper, the main
features and challenging issues of Cy-VaR are examined. The possible use of this risk measure in
supporting investment decisions in cyber context is discussed, and new risk-based security metrics
are proposed. Some simple examples are given to show their potential.

Keywords: cyber risk management; value at risk; cyber value at risk; security investments

1. Introduction

Companies worldwide face several challenges in managing the impact of increasing
interconnectivity on their business. Indeed, cyber risk is a fundamental component of the
overall risk addressed by the organizations, and its significance is expected to increase.
According to Allianz Global Corporate & Specialty (2021) (AGCS) “cyber crime now costs
the global economy over $1trn—more than one per cent of global GDP—up 50% from
two years ago. Meanwhile, the threat of business interruption, whether from ransomware
attacks, technical failure or via the supply chain, more severe consequences from data
breaches and risks emerging from the acceleration of digitalization post-Covid-19 loom
large”. In this report by AGCS, cyber risk trends are analyzed, highlighting some key
points: cyber claims are growing in number and complexity, external attack causes more
expensive losses, and internal accidents occur more frequently. AGCS points out that
both the consequences from more robust regulation and the potential of litigation if things
should go wrong, are increasing too. Pandemic outbreak, business interruption, and cyber
risk are strongly interlinked and Joachim Miiller, CEO of AGCS, tells us: “the coronavirus
pandemic is a reminder that risk management and business continuity management need
to further evolve in order to help businesses prepare for, and survive, extreme events” ...
“we also have to ready ourselves for more frequent extreme scenarios”.

Extreme scenarios refer to the worst events that can hit a business. In the cyber
risk domain, they can have a very high financial impact, and this is the reason why the
scientific community is giving more and more attention to this issue. Risk officers are
strongly concerned about the possibility of an extremely bad result, and quantile-based
risk measures, such as value at risk (VaR), employed in the assessment of the amount of
money needed to front such events. VaR was formally introduced by JP Morgan in 1995; it
is the risk measure which tells us, at a given confidence level, the foreseen worst-case loss
over a specific period of time. The potential utility of this risk measure in cyber domain
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has been recently discovered. Based on the principles of VaR, and in the interest of help-
ing organizations facing cyber security issues, the World Economic Forum’s Partnering
for Cyber Resilience initiative (WEF 2012) introduced a model to measure and quantify
the impact of cyber threats on business and the exposure to them. This model, which is
known as cyber value-at-risk (Cy-VaR), offers a starting point to quantify risk, and tries
to bring more discipline into that area, even if it needs further improvements and testing
in the field (Buith and Spataru 2015). The factor analysis of information risk (FAIR) is
a Cy-VaR method chosen as the “international standard information risk management
model” by the Open Group, which is a consortium consisting of more than 500 member
organizations comprising HP, IBM, Oracle (Jones and Tivman 2018). FAIR is defined as
“a standard Value-at-Risk model for information and operational risk that helps informa-
tion risk, cybersecurity and business executives measure, manage and communicate on
information risk in a language that business understands, dollars and cents” (FAIR Insitute).
A Cy-VaR harm propagation model is discussed by University of Oxford and AXIS (2020),
introducing threat into the model by virtue of harm trees. They establish some intuitive
conditions concerning the harm propagation factors which impact on Cy-VaR: increase
in volume of threat and potential attack vectors, in threat likelihood, in value and in-
terdependence of assets, increases Cy-VaR. On the other hand, increase in risk control
effectiveness decreases it. They suggest to use these conditions to test the successful imple-
mentation of the mathematical model for Cy-VaR. A very interesting contribution is given
in Radanliev et al. (2020b), which surveys deep learning algorithms, IoT cyber security,
and risk model. The aim is to build a dynamic and self-adapting system to predict cyber
risk. Their approach is supported with artificial intelligence and machine learning, and
real-time intelligence in edge computing. In this contribution, it is stressed that the AI/ML
are fundamental to move beyond the drawbacks of Cy-VaR models that mainly apply
Bayesian and frequentist methods.

The aim of this paper is to deepen the role of Cy-VaR in quantifying cyber risk. The
main contribution is to highlight further possible employment of this quantile-based risk
measure in the cyber security domain. In particular, the potential use of this risk measure in
supporting investment decisions is discussed, and new risk metrics are proposed which are
based on Cy-VaR. Our idea moves from the consideration that an effective risk management
process must consider the extreme cases in which a cyber incident is severe enough to
cause massive losses. Therefore, tools and metrics supporting investment decisions should
not only rely on traditional expected value, but should focus on the unexpected losses too,
taking into account unwanted tail events. In cyber security literature, great work has been
done to adapt the fundamentals and metrics of investment theory to security investment
(Bohme and Nowey 2008; Bohme 2010; SooHoo 2002; Su 2006). Most popular is the notion
of return on security investment(ROSI), drawing from the classical return on investments
(ROI). Another metric employed in investment theory to evaluate investments is the net
present value (NPV), and, in information technology framework, a more sophisticated
NPV calculation is proposed (Locher 2005).

In line with the practice of the existing literature to employ metrics from banking
and financial area in cyber domain, our paper contributes by proposing a risk-adjusted
version of the aforementioned main security metrics. Moreover, we consider the potential
of the risk-adjusted performance measures (RAPMs), which are commonly used by banks
and insurance companies. Risk-adjusted return measures arise from a very common need
in the financial world: having to make a choice between multiple products, selecting
those that seem most attractive to a potential investor in terms of both return and risk;
RAPM measures operate according to this logic (Matten 2000). In particular, we refer to
the risk-adjusted return on capital (RAROC), which is a modified return on investment
figure that takes risk into account by means of VaR. We propose to adapt this risk measure
to security investment valuation, by including Cy-VaR in its formulation. Some simple
examples are given to show the potential of the proposed metrics.
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The paper is organized as follows: Section 2 deals with the concept of cyber risk
management, Section 3 concerns the definition of Cy-VaR and its main features. Section 4
deals with the critical issues in Cy-VaR estimation and Section 5 proposes investment
security metrics based on Cy-VaR estimation. Section 6 concludes.

2. Cyber Risk Management

Risk management enables a system to cope with the effects of uncertainty on business
activity. According to the international standards (ISO 2018), the goal of risk management is
creating and protecting value. To this aim, it enhances the performance of the organization,
encouraging innovation, and supporting the attainment of the objectives set (Luburic 2019).
In order to make risk management process effective and efficient, some fundamental
principles must be taken into account. Risk management tasks must be proportional to
the level of risk that an organization copes with, in line with the other activities in the
organization, and they have to be comprehensive and embedded within the organization.
Finally, they must be proactive and reactive to upcoming and mutating risks.

Among the risks faced in business activity, operational risks are those stemming from
external occurrences or bad and unfruitful internal systems, people, and processes. Cyber
risks belong to the category of operational risks, even if they show peculiar characteristics.
In this regard, it is well known that the environment of cyber risks is constantly evolving,
because of new technologies and the rapid development of computer information systems.
Attack techniques change continuously and can be performed in a easy and cheap fashion.
In the Allianz Risk Barometer 2020 (Allianz Global Corporate & Specialty 2020), more
than 2700 risk management experts from 102 countries and territories tell us that cyber
incidents are considered the most important business risk. Cyber risks keep evolving
and businesses tackle an increasing number of new challenges, which include bigger and
more expensive data breaches, a rise in business email compromise (spoofing) incidents
ransomware, as well as the possibility of litigation after an event. As a consequence, many
companies are aware that cyber risk is a key component of enterprise risk management
(ERM), and their main goal is to strengthen cyber resilience; that is, the "ability of systems
and organizations to withstand cyber events, measured by the combination of mean time
to failure and mean time to recovery” (WEF 2012).

Security risk management involves identifying, assessing, and treating risks connected
to integrity, availability and confidentiality of an organization’s assets, being fully aware
that a residual risk must be accepted. Indeed, the adoption of the best cyber security
procedures and the setup of different countermeasures do not ensure avoiding cyber
incidents, regardless of their remarkable cost (Martinelli et al. 2018). Accepting residual
risk is part of being cyber-secure together with trying to manage it with the purpose of
being resilient.

According to Stonebumer et al. (2002), once risks have been identified and assessed,
the right minimization strategy has to be chosen. The alternatives to minimize risk include
risk mitigation, transferring, avoidance, and acceptance. Mitigating risk relates to efforts
which aim at reducing it (i.e., reduce the likelihood of a risky event to happen, its impact
or both). Risk transfer means burden-sharing of prospective losses with another party:
insurance is a possible option to transfer risk. Risk avoidance involves the decision to
avoid a risky event (e.g.withdraw from a risky part of business), and risk acceptance is a
way to accept risk as a cost of doing business.This decision makes sense when the cost of
investment or insuring against it should exceed the total losses over time.

As is well known, risk is the possibility of suffering harm or loss (Alberts and Dorofee
2001). It is connected to the possibility of an incident, depending on future threats and
vulnerabilities. Cyber threats may provoke undesired results, coming from a harm to a
system or organization. They can be external or internal, and may be caused by individuals
or organizations. Cyber vulnerabilities are existing flaws or weaknesses, which can be
exploited and result in an incident. Losses are the consequences of incidents and are called
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“impact”. They may be tangible (e.g., financial penalties or loss of revenue) or intangible
(loss of reputation), according to the hit assets.

Thus, risk can be defined as a mix of a threat, a vulnerability and an impact. Managers
need to make informed decisions about their business risk tolerance and, as a consequence,
they have to plan cyber security investments and other mitigation or transfer strategies.
They need to estimate the likelihood of experiencing a damaging incident. Moreover, they
have to measure the effectiveness of risk mitigation actions, estimating any risk reduction
resulting from some investment expenditure.

3. The Role of Cyber Value at Risk

Consistently with the aforementioned issues, in recent years, VaR has started to be
implemented in a cyber security context, and many efforts have been made to adapt this
risk measure to the methods specially developed to assess cyber risk. These new models,
referred to as Cy-VaR, offer “top management with a single risk number and a statistical
probability to understand the overall cyber security risk of an enterprise” (Beckstrom 2014).
Cy-VaR has two main objectives: to “help risk and [information security] professionals
articulate cyber risk in financial terms” and to “enable business executives to make cost-
effective decisions and achieve a balance between protecting the organization and running
the business” (Freund and Jones 2014).

Cy-VaR is based on the concept of VaR that is a risk measure proposed by JP Morgan
in 1995 as the "predicted worst-case loss at a specific confidence level". VaR is considered a
main risk measure. It is very popular because it is intuitive and its numerical values are
easier to interpret, compared to other risk measures. Moreover, it is stated by regulators in
the Basel II and Basel III accords (Gilli et al. 2019).

The VaR “at a fixed confidence level a € [0, 1], is defined as the smallest number ! such
that the probability that the loss L exceeds ! is not greater than (1 — a)” (McNeil et al. 2015):

VaRy(L) = inf[l € RIP(L > 1) < 1— a]. )

VaR, (L) is the a-quantile g, of the distribution function of the losses L. In financial and
actuarial context, traditional values for &« are « = 0.95, « = 0.99 and « = 0.995.

Several organizations are used to estimate VaR as a component of their corporate
risk assessment, while few organizations employ VaR for cyber risks, so far. In the past,
those risks were managed simply by avoiding attacks or promptly retrieving. Nevertheless,
technical reviews of security controls cannot help to quantify the economic impact of cyber
attacks. Managers need to quantify cyber risks, to plan the size of security investments and
estimate the consequent risk reduction. Moreover, they need to decide about the possibility
of sharing residual risk with a third party, such as an insurance company. The rationale of
value at risk models applied to cyber domain helps to address those issues.

Indeed, Cy-VaR allows one to explore the consequences of additional threats and
compare how different security control configurations can help to limit residual risk as
threat increases.

The loss distribution approach is the best-known approach to operational risk mea-
surement and regulatory capital calculation (Locher 2005). In the actuarial field, it is a very
popular statistical approach, and it relies on the concept that losses can occur randomly in
frequency and severity in accordance with characteristic distributions. In particular, the fre-
quency and the severity of losses are each independently assumed to follow a statistical
distribution, with parameters estimated directly from the data. Let us consider the total
amount L of all losses arising in a given time period; that is, the aggregate losses. Hence
(Carfora and Orlando 2019),

N=0,12,.. )

h
I
=
S
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where X;(J =1, ..., N) are the single loss amounts. L = 0 when N = 0. Both the number N
of individual events; that is, the frequency of the attacks, in the considered time period and
the related individual loss amounts Xj, ..., Xy which represent the severity of damage
for each attack, are random variables. In order to obtain the compound distribution of L,
the frequency and the severity of these losses are modeled separately.

The random sum L in (2) has distribution function (Panjer 2006):

Fr(x) = ) pnF{"(x) ®)
n=0

The common distribution of the two random variables X; and p, = Pr(N = n) is
Fx(x). F"(x) represents the n-fold convolution of the cdf of X.

A closed form for such a distribution is not always achievable. As a consequence, it is
necessary to rest on simulation techniques to estimate its quantiles, the corresponding VaR
measure and the unexpected loss, given by the losses in between the expected loss and the
value at risk.

Looking at literature on cyber security, with regard to frequency, it is generally mod-
eled by either a Poisson or a negative binomial distribution (Eling and Loperfido 2017).
(Bentley et al. 2020) suggest that a suitable way to model the effect of mitigation on the
frequency of attacks, is to resort to a Poisson process.

As severity is concerned, log-normal and skew-normal models are frequently being
used in the actuarial literature. Models from extreme value theory (ETV) are popular
too, because the data from operational risk are severely tailed. The peaks-over-threshold
method (POT) is the most common EVT approach, because it is more efficient compared to
other methods (Strupczewski 2019). This approach allows the modelling of losses above a
threshold (e.g., the 90% quantile) by a generalized Pareto distribution (GPD), and losses
below the threshold with another common loss distribution. Applications of these models
in the cyber risk domain are proposed by Eling and Loperfido (2017). It is pointed out
that different kinds of cyber incidents often show a different statistical nature, requiring
separate modeling (Carfora et al. 2019).

Another issue concerns the dependability structure of losses, requiring a model able
to deal with various, but dependent, classes of damages (Bentley et al. 2020). In order to
model dependency structure, copulas are commonly used (Bentley et al. 2020; Eling and
Jung 2018). Recent actuarial studies focus on modelling the dependence between the claim
frequency and the average severity (Alemany et al. 2021).

4. Critical Issues in Cyber Value at Risk Estimation

In order to obtain a reliable estimate of Cy-VaR, an account must be taken of vulnera-
bility, assets, and the profile of potential attackers (see Figure 1). According to the European
Union Agency for Cyber Security (ENISA), a vulnerability relates to the occurrence of a
flaw, design, or implementation error that can induce an unexpected event affecting the
security of the information system. The undesirable event can be certain or uncertain, and
it can be due to a single or a series of occurrences. Users can be a significant source of
vulnerabilities; indeed, whether intentionally or not, many employees are often the weak
link of a successful cyberattack (e.g., accidental publication of confidential information,
non-custody of laptop computers containing highly sensitive information). Moreover,
the vulnerability assessment of an organization depends on its previous ability to front
successful attacks and on the maturity level of its security system (Buith and Spataru 2015).
The shortage of standard maturity settings across industries reduces cyber value-at-risk
performance. Indeed, the consequence could be a subjective rather than objective quantifi-
cation of threat exposure. Rabii et al. (2020) research proposes several experience reports
and some case studies on information security maturity ranking, offering a comprehensive
review and summary of this rising field.

Another basic element of Cy-VaR models is the identification of tangible and intangible
assets under threat. In particular, intangible assets (i.e., human-capital, reputation, knowl-
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edge, expertise, etc.), which contribute up to 80% of an organisation’s value, are now recog-
nised as essential to the rendering of companies and nations (Dambra and Frumento 2019).
After identification, assets must be evaluated, and this task, with regard to intangible
assets, can be quite difficult. The final step is asset classification into discrete categories
that facilitate the definition of the overall security risk (Bonjac and Jerman-Blazic 2008).
We observe that estimating the economic and financial consequences of a cyber incident is
hard because of the distinctive nature of information assets.

Existing
Vulnerabilities

Maturity Level
of Defending
Systems

Vulnerability

Number of
Successful
Breaches

Tangible Assets
Intangnble

Aseets

Type of
Attackers
Profile of
Attacker Type of Attacks
Tactics and
Motivations

Figure 1. Cyber Value at Risk Components. Source: World Economic Forum, “Partnering for Cyber
Resilience: Towards the Quantification of Cyber Threats”.

The third element is the profile of the potential attackers, that is, the type of at-
tackers, their motivations, and the kind of attack they are prone to perpetrate. With
regard to the type of attackers, we can distinguish four types: cyber criminals, hacktivists,
state-sponsored attackers, and insider threats. A more detailed classification is given in
Bruijne et al. (2017). Cyber criminals commit cyber crime aiming at generating profits by
stealing confidential company information or personal data. Nowadays, they represent the
most leading and most proactive kind of attacker. Hacktivists are individuals or groups
of hackers who act on religious belief or social and political ideology. State-sponsored
attackers have particular goals which comply with the main interests of their home country.
Finally, insider threats come from both full-time and temporary workers, but also from cus-
tomers and contractors. The threats can be motivated by malicious, accidental or negligent
behavior. In its 2019 report, the World Economic Forum (WEF) listed the most common
cyber attacks. that can be faced by an individual or an organization. Among the others, we
find the brute-force attack by which the criminals use the trial and error approach to guess
the passwords successfully, the credential stuffing used to stolen credentials to access to a
user’s account. One of the most prevalent kind of cyber attacks is phishing, which consists
of sending emails from a trust-seeming source to gain personal information. Finally, we
mention malware, which is a malicious software downloaded in a system without any
visible signs.
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The fundamental goal of handling cyber attacks efficiently, strongly depends on the
probability estimation of a successful attack. Indeed, the rate of occurrence is really hard to
assess, because attackers are adaptable and the changes in their strategies are unpredictable.
Al-Mohannadi et al. (2016) offer an analysis of various kinds of available attack modelling
techniques to learn about the weakness of the network, and the attitude and objectives of
the adversary.

Regarding the estimation of the probability of a successful attack, it is not an easy task,
either. The reason is that there is a lack of historical data on the frequency and severity of
attacks. One reason could be found in information sharing barriers, due to the fact that
companies do not want to disclose cyber incidents that they have been exposed to, since
this could cause huge secondary damage. Reporting requirements have been introduced
since 2002 in many US states. The situation is moving in Europe too, due to GDPR (General
Data Protection Regulation), introduced in May 2018. The GDPR involves stricter rules,
such as the requirement to notify the regulator and data owner of a data breach. High
penalties are introduced for companies who do not comply: they could be fined as much
as 4% of global incomes (Carfora et al. 2019).

In estimating Cy-VaR, we cannot ignore that the security level of one system may
depend on the security of others. As a consequence, an attacker could potentially exploit a
system through a channel that the organization shares with a partner with a much weaker
security level.

Moreover, in order to estimate risk exposure using Cy-VaR, it is essential to take into
account the dependencies among the three components (vulnerability, assets, and attacker
profile). For example, the vulnerability of a system mainly depends on the relevance of its
assets to eventual attackers and the common behaviour in the attacker community. Thus,
the risk of undergoing a cyber attack is closely linked to the company’s assets and the
attacker profile.

An interesting approach is offered in Radanliev et al. (2020a), where prospective and
concrete evidence in the use of artificial intelligence (AI) in cyber risk analytics is deepened,
and new cyber risk architectures are proposed. The aim is to improve resilience and cyber
risk understanding. The research concerns the identification of Al role in connected devices
(e.g., Internet of Things devices).

An other approach to face the lack of reliable data, concerns the expert judgment
methods. A recent contribution is given in Krisper et al. (2020), which shows a case of
using the judgment of experts to evaluate the risk of a cyber-security incident.

5. Cyber Value at Risk in the Valuation of Information Security Investments

A hard task for companies is to determine how much resources to invest in the various
business projects. The difficulty is particularly great if the projects in question, instead of
generating an immediate economic return, have, as their main objective, the prevention
of future losses. Investments in cyber security have just this feature. Every euro invested
to make your business networks and devices safer does not translate into an immediate
gain for companies, and without suitable security investment metrics, it is difficult for
management to make any investment decisions. Of course, a significant reduction in cyber
risk can be an ambitious goal, which faces spending and budget limits. Consequently,
it is necessary to identify an “optimal” level of risk exposure below which the cost of
investment would exceed the benefits of risk reduction. The traditional trade-off between
risk and return typical of financial investments, gives way to a trade-off between risk and
lower costs. As is well known, risk exposure can be defined as the product of expected
likelihood vs. expected severity of an unpleasant event. The aim of investing in IT security
is either to lower the probability of incidents or to reduce the potential loss coming from
the undesirable event, or both. Gordon and Loeb (2002) show that those parameters
are critical factors in budgeting for information security. So, the important thing is to
assess the impact of a certain security measure on those parameters. Many contributions
in literature propose to adapt the metrics of investment theory to security investment
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valuation (Bohme and Nowey 2008; Bohme 2010; SooHoo 2002; Su 2006). Most popular
is the notion of return on security investment (ROSI), drawing from the classical return
on investments (ROI). ROl is a performance measure that assesses the effectiveness of an
investment or compares the result of different investments. It measures the income or loss
that comes from investing a certain amount of money. ROl is a percentage or ratio, and it is
calculated by dividing the benefit (return) of an investment by its cost. As an adaptation of
ROI to security investment valuation, ROSI is defined as follows (Enisa 2012):

ROSI = AL-l 4)

Iy

where AL is the loss reduction deriving from the investment with initial cost Iy and
represents the benefit due to the investment. Indeed, Equation (2) can be rewritten in terms
of expected aggregate loss E[L] as follows:

AE[L] — I

ROSI = T

®)
with AE[L] = E[L;] — mE[L]. Loss reduction AE[L] is measured in terms of the expected
aggregate loss E[L] over a certain period, as L is defined in Equation (1). mEJ[L] is the
mitigated loss expectancy, as a result of the investment in security. An investment is
considered profitable if the risk mitigation effect is greater than the expected costs. In many
contributions on cyber security, expected loss is often referred to as annual loss expectancy
(ALE), which is given by the product of the single loss expectancy (SLE) multiplied by the
annual rate of occurrence (ARO). Referring to a single unwanted event, SLE is the expected
loss due to a risk occurrence. ARO is a measure of the probability that a risk occurs, being
equivalent to the number of occurrences of that type of event in the reference period. An
efficient investment lowers the ALE and the loss reduction is quantified by the difference
of the ALE without investment versus the mitigated ALE.

In line with the tendency to borrow investment valuation metrics from the finan-
cial world, a more sophisticated net present value (NPV) calculation is proposed by
Locher (2005). As is well known, NPV is given by the present value of the difference
of the future inflows versus outflows, where the discounting rate is the opportunity cost of
capital. This discounting rate is exogenous, being a measure obtained from the environ-
ment of the investment. The modified NPV is:

T .
AE[Lt] + AC; * iRoE +
NPV, = —] L
0 0*; A+

(6)

where [ is the initial investment, AE[L;| measures the reduction of the annual expected
loss as benefit of the investment, and AC; incorporates the reduction of capital charge as a
positive effect of investing in security, with igog ; being the targeted return on equity set by
the organization. The discounting rate i is the risk-free rate. This approach is suitable for
multi-period investments and takes into account time preference.

Limitations and challenges of these metrics are deepened by the existing literature
(Bohme and Nowey 2008; Enisa 2012). It can be hard to determine the costs of IT security.
The reason lies in the necessity to estimate both direct costs (e.g., installation, maintenance,
training) and indirect costs (e.g., through changes in employee motivation or changed
workflows). Another critical issue is the estimation of mitigation effects of investments
in security. Bentley et al. (2020) propose an interesting model for mitigation that targets
frequency and severity separately.

As discussed in the previous sections, an effective cyber risk management process
must consider that some extreme cases may cause huge losses. Observations that initially
seem to be outliers could not actually be incoherent with the rest of the data if they
belong to a long-tailed distribution. Therefore, tools and metrics supporting investment
decisions, should rely on the unexpected losses too, taking into account unwanted tail
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events. This approach could help taking suitable investment decisions based on personal
risk preferences instead of choosing solutions that look only at the expected loss reduction.
With this in mind, this contribution aims to reflect that Cy-VaR could provide additional
information in the security investment decision process.

To this aim, we propose a risk-adjusted ROSI (RaROSI), which takes into account
worst cases. The idea is to consider the difference between the expected loss without
mitigation effect of the investment E[L] and the worst case loss, at a given confidence level
«, mitigated by the investment:

AU[L] — I

RaROSI, = I
0

@)
where AU[L] = E[L] — mCyVaR(«) with mCyVaR(«), being the mitigated value of the
expected worst case loss at the given confidence level a. This parameter reflects the
degree of risk aversion of the decision maker; as the confidence level increases, the Cy-
VaR increases too. RaROSI can complement and enrich the information given by ROSI,
including a measure of cyber risk expressed by Cy-VaR.

As the NPV (Equation (6)) formula is concerned, we can observe that in the financial
context, VaR is also referred to as capital at risk (CaR); that is, the amount of capital set
to face any unexpected losses. In this perspective, we think that the reduction of capital
charge AC; in (6) could be measured in terms of Cy-VaR.

Other risk metrics of financial and banking domain could be used in the cyber area.
In particular, we refer to risk-adjusted performance measures (RAPMs). RAPMs is a risk-
return ratio and can be estimated ex ante by considering expected earnings and current
risk value. It can also be verified ex post, as a quotient between the profit actually achieved
and the VaR actually recorded over a certain period.

Among these risk measures, we find the risk-adjusted return on capital (RAROC)
which was first applied in the early 1990s at the Bank of America (Zaik et al. 1996). RAROC
is a modified ROI figure, that takes elements of risk into account. It allows one to adjust
the ROI numerator and denominator based on risk (Resti and Sironi 2012):

E(u) +i*VaR(«)

RAROC = VaR(a)

®)

with E[u] indicating the expected profit. At the numerator of (8), we have the sum of
the expected profit and the profit derived from the investment at the risk-free rate of the
allocated capital (VaR) in case of unexpected losses.

Applying this risk measure to cyber security investments, we could write:

E[L] — Ip+i* CyVaR(«)

A
CyRAROC = o VaRTa)

)

with E(u) = AE[L] — Iy, as defined in ROSI formula. Therefore, the expected profit is
measured in terms of the expected loss reduction AE[L] net of the investment cost Ij.

In what follows, we propose two very simple examples to show the potential of the
aforementioned risk metrics.

Example 1. The company Hassisto s.r.l. has been hit by increasing security breaches in recent
years, and decided to invest money in a security solution. Based on past successful cyber attacks, an
expected annual loss in data, fine and productivity of 200,000 $ are estimated. Moreover, 350,000 $
is the estimated maximum expected loss, with a confidence level of 5%. The cost of the security
solution is 74,000 $ per year. The expected mitigation effect of the investment is an annual loss
reduction to its 90%.

Example 2. AlfaOmega s.p.a. is considering investing in a security solution. The expected annual
loss of data and productivity is 400,0008. The estimated worst case loss at a 5% confidence level is
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about 950,000 $. The cost of the security solution is of 60,000 § per year, and it is expected to block
50% of the attacks

Table 1 shows the results. Basing on Equations (5), (7) and (9), ROSI, RaROSI and
CyRAROC are computed. We can observe that the estimated ROSI for Hassisto s.r.l. is
143%. The investment that, in this example, is of 74,000 $ per year, would save Hassisto s.r.1.
an estimated 106,000 $ per year, given by the difference between the expected loss reduction
AE[L] and the investment cost Iy. As a consequence, the saving produced by the investment
would give a 143% payback on the security investment. Nevertheless, considering the
worst case loss with a 5% confidence level, RaROSI is 122.9%, lower than ROSI. Indeed, in
this case, the company saves an estimated 91,000 $, given by the difference AU[L] — Iy, the
denominator of Equation (7). This lower value is due to the fact that the mitigation effect of
the investment is computed as a percentage of CyVAR, being AU[L] = E[L] — mCyVaR(«).
CyRAROC is 45.28%, setting i = 15% in Equation (9).

The second example, relative to AlfaOmega s.p.a., shows an estimated ROSI of 233%
that is very high. In this case, the investment of 60,000 $ per year, would save AlfaOmega
s.p.a. an estimated 140,000 $ per year. Therefore, the estimated risk-adjusted ROSI is
negative (—225%) and tells us that, with a 5% confidence level, AlfaOmega could lose
125,000 $ in one year suffering a very high negative payback of —225%. The CyRAROC is
29.7%, very low compared to the one obtained by Hassisto s.r.1.

Even if, in the two examples, ROSI gives very good results, RaROSI is lower in both
cases. Indeed, it takes into account the risk that a tail event occurs. Actually, its value
strongly depends on the chosen confidence level «, reflecting the risk aversion degree of
the decision maker.

In the second example, we observe that, even if ROSI is very high with respect to
Example 1, its risk-adjusted value (RaROSI) is deeply negative, with CyVaR being very
high compared to expected loss E[L]. More information is given by CyYRAROC, which can
help the decision maker to compare different investments. Based on the given examples,
the investment by Hassisto s.r.l. is better than the one by AlfaOmega s.p.a. both with
regard to RaROSI and CyRAROC, even showing a very high ROSI percentage. These
results show that Cy-VaR offers additional information supporting investment decisions.
Indeed, the risk metrics including worst case losses, should be taken into account in an
effective investment choice.

Table 1. Security investment metric results for Hassisto s.r.l. and AlfaOmega s.p.a. i =0.15.
Hassisto s.r.l. AlfaOmega s.p.a.
Investment cost —74,000 —60,000
AE[L] 180,000 200,000
AUIL] 165,000 —75,000
ROSI 143% 233%
RaROSI 122.9% —225%
CyRAROC 45.28% 29.7%

6. Concluding Remarks

Cy-VaR assesses the unexpected loss at a specified confidence level over a given
period of time. It helps to address important issues like the quantification of losses due
to cyber incidents over a given period of time, and how much an organization could
reduce its risk by investing more in security. Although going deep into these issues is
neither easy nor certain, Cy-VaR can be an effective tool for the risk estimation process and
discussion. Traditional cyber security emphasizes the type of attacker and the methods
used in the attacks. Instead, Cy-VaR considers the three primary components of cyber risk:
its vulnerability, its assets, and the profile of the potential attackers. A suitable Cy-VaR
model should address threat type executing the attack scenario, the type of attacks, and the
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vulnerability of the system taking into account its maturity level. Reaching these objectives
is still challenging.

Precise estimates of Cy-VaR require exact information about every computer vulner-
ability at every level within an organization; reliable assessment of assets and business
activities; and the expertise to foresee the behaviours of clients, hackers and employees.
Bearing in mind that the flawless information does not exist, appropriate risk assessment
and estimation are all the more important and Cy-VaR offers a reasonable approach and a
goal to move towards.

In this paper, we follow the approach of adapting tools and metrics from investment
theory to cyber security framework, featuring several contributions in the literature. In
particular, basing on the Cy-VaR main feature, we highlight its role in giving support to
security investment decisions, observing that it can improve the commonly used investment
risk metrics. Our research is still preliminary and offers simple examples to show the basic
idea, but it could provide insights for cyber risk management. In future research, it could
be interesting to assess the proposed metrics modelling aggregated loss distribution, by
taking into the dependence between actual cyber losses. Furthermore, empirical results
would improve future investigations.
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