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Abstract: Purpose: Bring to light the risks of smart cities and the perspectives of their management.
It has been discovered that smart cities are created and developed under the impact of not only
technological factors but also social factors. The connection between smart cities and quality of life is
systemic (direct and reverse)—the quality of life also specifies the creation and development of smart
cities. The impact of the COVID-19 pandemic on the development of smart cities is almost null (smart
cities do not depend on the implementation of SDG 3). This paper’s originality lies in the description
of a new angle of studying smart cities—from the position of risks, and in the determination of the
current level of these risks and the dynamics of their change during systematisation and description
of the wide international experience of creation and development of smart cities. This paper’s
uniqueness lies in the development of a new approach to managing the creation and development
of smart cities, which is based on corporate social responsibility, thus specifying and ensuring the
involvement and important role of the subjects of entrepreneurship in this process. It is proved that
the contribution of smart cities to the implementation of the SDGs is much wider and goes beyond
the limits of SDG 9—it also extends to SDG 1 and SDGs 11-13.

Keywords: risks; smart cities; corporate social responsibility; sustainable development; SDGs;
risk management

JEL Classification: D81; O14; O18; Q01; R51; M14

1. Introduction

A smart city is a progressive model of the technocratic urban environment, a cyber-
physical system at the city level. The transition from traditional cities to smart cities is a
strategic initiative of the modern economic systems, which is joined by the growing number
of cities around the world. For a national government, the creation of smart cities means
support of the national strategy of the digital economy’s development and the transition to
Industry 4.0, as well as overcoming spatial disproportions (socio-economic inequality) and
well-balanced development of territories within a country.

The creation of smart cities provides for their public authorities’ better transparency
of economic operations and better control, as well as increased control of the city’s econ-
omy. The advantages include the overcoming of the shadow economy and prevention of
violations of law, as well as the increase in the general level of predictability and safety
of the city environment as a socio-economic system. The creation of smart cities leads to
a significant increase in the competitiveness of territories—their attractiveness for doing
business, placement of investments, living (residents do not leave the city and demographic
problems are solved), and work (inflow of skilled personnel—labour migrants).
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The key mission of smart cities consists in providing advantages for their residents,
which ensure the increase in quality of life. There’s a whole complex of advantages, from
the simplified procedure of taxation and more targeted and effective fight against poverty
to expanded opportunities of employment and guaranteed protection of labour rights
in the online (more flexible and well-balanced) labour market in smart cities. As for the
contribution of smart cities to the increase in quality of life, it is necessary to note their high
environmental friendliness.

However, despite their described comprehensive advantages, the process of transition
to smart cities is slow, and their number in the world is relatively small. These are mainly
large cities (capitals) of the leading digital economies of the world. This phenomenon is
not explained by the smart cities concept, according to which their creation is specified by
technological factors. That is, according to this concept, if there is the sufficiently developed
telecommunication infrastructure and the national programme of digital modernisation
of the economy, smart cities should be created everywhere—but this does not take place.
Therefore, there are other factors of the creation and development of smart cities (apart
from technological) which are not taken into account in the existing concept.

In addition to the described uncertainty of the reasons (factors) for the creation of
smart cities, the problem is that the international experience of the creation of the first
smart cities shows the contradiction of their consequences. Not all urban communities are
interested in the creation of a smart urban environment, and many of them oppose the
government initiatives of smart city creation. The most general formulation of the drawback
of smart cities is down to violation (erasure) of the limits of privacy and unprotectedness of
personal data.

Living under the constant control of “machine vision”, which is a usual thing in a
smart city, is a serious challenge for culture, social institutes, and human psychology. This
challenge requires serious social adaptation and it is unknown whether everyone would
pass it and whether there are objective limits of social adoption and support for smart cities.
Thus, together with advantages, there are risks of smart cities, without the consideration of
which the smart cities concept is not complete and correct.

This leads to the following research question: What are the risks of smart cities and
perspectives of risk management? To answer this question, using the existing works
(Chiang 2021; Radziejowska and Sobotka 2021; Shimizu et al. 2021), which note that the
creation of smart cities requires a certain social readiness and social support, this paper
suggests the following hypothesis: quality of life is not just a function of smart cities but
also the condition of their creation and development. That is, smart cities, in their turn, are
a function of the quality of life—social factors, which determine the risks of the creation
and development of smart cities.

The purpose of this paper was to specify the risks of smart cities and the perspectives
of risk management. This paper’s originality lies in the description of a new angle of study-
ing smart cities—from the positions of risks, and in the determination of the current level
of these risks and the dynamics of their change during systematisation and description of
the wide international experience of creation and development of smart cities. This paper’s
uniqueness lies in the development of a new approach to managing the creation and devel-
opment of smart cities, which is based on corporate social responsibility, thus specifying
and ensuring the involvement and important role of the subjects of entrepreneurship in
this process.

2. Literature Review

The smart city is a new model of the organisation of the urban economy, which corre-
sponds to the digital technological mode and which emerged and is actively implemented
around the world under the impact of the Fourth Industrial Revolution (Deja et al. 2021;
Garcia-Retuerta et al. 2022; Verma 2022). That is why smart cities are subject to technological
risks, which include the risks of cyber security, risks of failures in the functioning of the
telecommunication infrastructure (e.g., failures in the work of the Internet, the Internet of
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Things), risks of anthropogenic disasters, etc. (Chen et al. 2022; Dolla et al. 2022; Galego
and Pascoal 2022; Holla et al. 2016; Khan et al. 2022; Sarwesh and Mathew 2022).

Taking into account the above technological risks, the authors Ristvej et al. (2020)
and Zywiolek and Schiavone (2021) recommend creating a smart city within the “Safety
and Security First” concept. However, a smart city is a specific cyber-physical system,
which is very different from the most widespread cyber—physical systems: smart com-
panies, the transition to which implies the total automatisation and autonomy of digi-
tal devices (their ability to work without human participation) (Inac and Oztemel 2022;
Visan and Ionita 2022).

Though the creation of smart cities (as well as smart companies) envisages the increase
in the level of economic processes’ automatisation, humans are not replaced with machines,
but remain in the smart city (Leite 2022; van der Wouden 2022). Due to this, the smart city
is a complex socio-economic cyber—physical system (Ahmad et al. 2022; Duygan et al. 2022;
Rajawat et al. 2022). When studying it, it is necessary to pay special attention to the social
urban environment (Bokhari and Myeong 2022; Singh and Dwivedi 2022).

The “human factor” in the economy is the risk factor, so the smart city should be
studied from the positions of risk (Cavada 2022; Miah et al. 2022; Zhang 2022). This paper
uses the current concept of smart cities, which is demonstrated in Figure 1.

Current concept of smart cities
State regulation

telecommunication
infrastructure,
technological contribution to
factors increase in quality
A
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factors — risks

Figure 1. Causal connections of the creation and development of smart cities in their current concept.
Source: authors.

As shown in Figure 1, the key provisions of the current concept of smart cities are
as follows:

Smart cities are a result of technological progress and they are created and developed under the
impact of technological factors (Anwar et al. 2021; Huang et al. 2021; Shahrour and Xie 2021);
The approach to managing the creation and development of smart cities is based on state
regulation, aimed at the development of telecommunication infrastructure and regulatory
support of smart cities (Peoples et al. 2021; Ptak 2021);

Smart cities improve the social urban environment, contributing to the increase in quality of
life of urban dwellers (Keawsomnuk 2021; Rodr&#xED;guez Bol&#xED;var 2021).

According to the current concept, smart cities are the manifestation, and the factors that
specify them are concentrated within SDG 9 “Industry, innovation and infrastructure” (Bibri
2021; Ibrahim et al. 2021; Jackson 2021; Mach et al. 2021; Sharma et al. 2021; Trzeciak 2021).
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According to the current concept, under the impact of the COVID-19 pandemic, the
additional factor of creation and development of smart cities is healthcare, the high level
of which provides opportunities for financing of smart cities (Czech and Puszer 2021;
Zhang et al. 2021). However, a low level of healthcare and the ensuing serious problems
(such as pandemics) slow down the development of smart cities and hinder the creation of
new smart cities, causing the movement of resources from telecommunication infrastructure
to healthcare and distracting state regulators from the regulatory support of smart cities
(Inshakova et al. 2021; Ngo et al. 2021).

The practical experience contradicts the described current concept of smart cities,
demonstrating their fragmentary character (incompleteness), insufficient precision, and
insufficient correctness. In Russia, a smart city has been created only in Moscow (economic
capital) and St. Petersburg (cultural capital). The decree of the Ministry of Construction,
Housing and Utilities of the Russian Federation (2021) dated 25 December 2020, No. 866/pr
“On adoption of the Concept for the project of digitisation of the city economy ‘Smart city’”
envisages the creation of smart cities all over the country.

According to the materials of the Institute for Statistical Studies and Economics of
Knowledge of the National Research University “Higher School of Economics”, the Ministry
of Digital Development, Communications and Mass Media and Federal State Statistics
Service (Rosstat) (2021), the number of broadband Internet users per 100 people of the
population in the Yamalo-Nenets Autonomous Okrug (130.4), Krasnodar Krai (119.5), the
Republic of Tatarstan (108.6), Nizhny Novgorod Oblast (118.1), and some other regions
and cities is similar to Moscow (127.4) and St. Petersburg (128.0). Therefore, the impact of
technological factors in the above regions and cities is favourable, but smart cities are not
created in them, which is clearly caused by other factors, which are ignored by the current
concept of smart cities.

This is confirmed by the international experience. Thus, the United Arab Emirates
is ranked 4th in the ranking of the World Economic Forum (2021) by the indicator “Legal
framework’s adaptability to digital business models” (72.5 points in 2019), while the ranking
of IMD (2021) contains only two cities of this country, which are not the ranking leaders:
Abu Dhabi (28th) and Dubai (29th).

Similarly, Malaysia is ranked 5th in the ranking of the World Economic Forum (2021)
by the indicator “Legal framework’s adaptability to digital business models” (72.5 points
in 2019), while the ranking of IMD (2021) contains only one city of this country, which
is below the middle part of the ranking (closer to the end): Kuala Lumpur (74th). The
examples of the UAE and Malaysia confirm Russia’s experience and show that the presence
of developed telecommunication infrastructure and regulatory support do not guarantee
the creation and development of smart cities.

This is a sign of a gap in the literature—concerning the uncertainty of risks of creation
and development of smart cities, as well as imperfection of the applied approach to the
management of this process. Another gap exists because the current approach, which is
based on state regulation, does not cover the risks of the creation and development of smart
cities, the management of which requires a new approach.

The evidential base of the impact of the COVID-19 pandemic on the creation and
development of smart cities is not formed, which is another gap in the literature. This
paper fills these gaps through the study of the social factors” influence on the creation and
development of smart cities, reconsideration of this influence from the positions of risk,
determination of the specifics of risks of the creation and development of smart cities before
(in 2019) and after (2020-2021) the start of the COVID-19 pandemic, and the search for the
perspectives of risk management.

This literature review is followed by the Materials and Methods—with the research
model and description of methods that are used to achieve the set research tasks. Then, the
results of the achievement of each of the set research tasks are provided:
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—  Identification of the risks of the creation and development of smart cities through
determining the social factors” impact on them (results of the achievement of the first
task are provided);

—  Determination of the current level of risk of smart cities (results of the achievement of
the second task are provided);

—  Study of the change of the risks of smart cities in the dynamics of recent years (2019-
2021) (results of the achievement of the third task are provided);

—  Determination of the perspectives and development of recommendations for manag-
ing the discovered risks of the creation and development of smart cities (results of the
achievement of the fourth task are provided).

Then, the Discussion section contains a detailed consideration of the research results
and the evaluation of conclusions from the position of the existing literature. The Conclu-
sion, providing the key implications, limitations, and further research directions sums up
the research.

3. Materials and Methods

The logical structure and tasks of this research are as follows. The first task is to
identify the risk of the creation and development of smart cities (SmC) through specifying
the influence of the social factors (sf) on them. Mathematical tools are used for this; the
research model has the following form:

SmC = F(sf) )

To specify the model, a method of regression analysis is used. The reasons for its use
are as follows:

—  Regression analysis allows one to find not only the general connection between the
indicators but also the isolated contribution of each separate factor to the development
of smart cities, thus identifying risks (positively influencing factors);

—  Regression analysis allows specification of the research model (1) in each time period
in isolation and determination of specific risks. This is especially useful under the
conditions of the COVID-19 pandemic and crisis during the comparison of the pre-
pandemic data of 2019 and the pandemic data of 2020-2021.

The indicator of the level of smart cities” development is their position in the cor-
responding ranking of IMD (2021): Smart City Rank (SmC). The social factors are the
indicator of the quality of life from the materials of Numbeo (2021):

—  Purchasing Power Index (sf;);

—  Safety Index (sfy);

—  Health Care Index (sf3);

—  Cost of Living Index (sf4);

—  Property Price to Income Ratio (sfs);
—  Traffic Commute Time Index (sfg);

—  Pollution Index (sf7);

—  Climate Index (sfg).

Since the lower the values of sfy, sfy, sfs, sfg, sf7, the better, for them to be considered
the risks of smart cities their connection (regression coefficients) with the resulting variable
must be negative. For the values of other factor variables (sfy, sf3, sfg), the rule “the higher
the better” applies; for them to be considered the risks of smart cities, their connection
(regression coefficients) with the resulting variable must be positive. The reports of IMD
(2021) are compared to 2019. That is why to study the dynamics of change of the selected
indicators the statistics for 2019-2021 are used. In each period, the data on 84 smart cities are
gathered. The research model (1) is compiled based on a continuous sample (for 2019-2021)
of 252 observations (Table S1).
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The second task is determining the current level of risk of smart cities. For this,
their risk profile is compiled according to the methodology, which implies the following
sequence of actions. In the first step, the indicator’s values in the considered period are
found. In this paper, this is the arithmetic mean of the indicators that characterise the risks
of smart cities in 2021. In the second step, the qualitative treatment of the indicator’s value
is performed. For the indicators of quality of life, which characterise the risks of smart
cities, the following scale is proposed (Table 1). It is compiled given the greatest possible
(200 points) and factually achieved by the leaders of the ranking of Numbeo (2021) values
of these indicators.

Table 1. The scale for the qualitative treatment of the value of the indicators of quality of life, which
characterise the risks of smart cities.

Range of Values of the Indicator, which Corresponds to

Type of Indicator the Assessment, Score
Low Value Moderate Value High Value
The lower the indicator’s value,
the better (—) above 75 50-75 below 50
The higher the indicator’s value, below 50 50.75 above 75

the better (+)

Source: authors.

In the third step, the significance of the risk is specified. For this, the sum (in absolute
value) of all the regression coefficients, which reflect the specified risks, is calculated. Then,
the percentage ratio of each regression coefficient in isolation to this sum is calculated. If the
percentage ratio is less than 0.20, the significance of the risk is low. If the percentage ratio
is in the range from 0.20 to 0.50, the significance of the risk is medium. If the percentage
ratio exceeds 0.50, the significance of the risk is high. In the last—fifth—step, the level of
risk is found given the qualitative treatment of the values of the indicators of risks and the
significance of risks. To specify the level of risk of smart cities on a scale from one to five,
the following matrix is offered (Table 2).

Table 2. Matrix for specifying the level of risk of smart cities on a scale from one to five.

Value of the Indicator That Characterises the Risk

Significance of Risk

High Value Moderate Value Low Value
Low (below 0.20) low risk (0) acceptable risk (1) moderate risk (2)
Medium (0.20-0.50) acceptable risk (1) high risk (3) very high risk (4)
High (above 0.50) moderate risk (2) very high risk (4) critical risk (5)

Source: authors.

According to Table 2, this paper uses a scale from one to five for the level of risk: the
lower the value, the better.

The third task is studying the change of the risks of smart cities in the dynamics of
recent years (2019-2021). For this, the arithmetic means of all indicators of quality of life are
calculated, and their regressive connection with the Smart City Rank in isolation in each
period is specified. The specifics of each period are determined. Additionally, the dynamics
of the change of the risks of creation and development of smart cities in 2019-2021 are
found with the help of the method of horizontal analysis (calculation of the indicators’
growth). Special attention is paid to the factor of healthcare (Healthcare Index)—its role
and significance as a risk of creating and developing smart cities before (in 2019) and after
the start of the pandemic (in 2020-2021) are specified.

The fourth task is describing the perspectives and developing recommendations for
managing the risks of the creation and development of smart cities.



Risks 2022, 10, 34

7 of 15

4. Results

To achieve the first task of this research, based on the research model (1), the method
of regression analysis is used to find the impact of social factors on smart cities. Thus, the
model of linear regression with multiple regressors (2) is used:

SmC =105.07 + 0.07 x Sf; — 0.21 x Sf, — 0.43 x Sfy3 — 0.72 x Sfy — 0.33 x Sfs + 0.07 x Sfg + 0.25 x Sf; + 0.24 x Sfg 2)

The lookup values of regression coefficients are found with factor variables sfy, sfs, sfg.
According to the created model (2), the risks of creating and developing smart cities are
as follows:

—  Risk of increase in cost of living;
- Risk of increase in property price to income ratio;
-  Risk of unfavourable change of the climate.

Thus, an increase in the cost of living by 1 point leads to a decrease in Smart City
Rank by 0.72 positions. An increase in property price to income ratio by 1 point leads to a
decrease in Smart City Rank by 0.33 positions. Aggravation of climate by 1 point leads to a
decrease in Smart City Rank by 0.24 positions. The model is correct at the significance level
of 0.01 (significance F = 2.34 x 10~2%). The coefficient of multivariable correlation produced
a rather high value, equalling 0.6589. Therefore, the creation and development of smart
cities were 65.89% explained by the impact of social factors.

To achieve the second task of this research, based on Tables 1 and 2, a risk profile of
smart cities in 2021 is compiled (Table 3).

Table 3. The risk profile of smart cities in 2021.

Risks of Creation and Development of Smart Cities

Element of the Risk Profile Risk of Increase in Cost Risk of Increase in Property Risk of Unfavourable
of Living Price to Income Ratio Change of Climate
Indicator of quality of life Cost of Living Index Property Price to Income Ratio Climate Index
Type of indicator * - - +
Arith“;igie‘qig S“ 2021, 63.95 14.34 80.09
Treatment of value moderate high high
Significance of risk 0.56 (high) 0.26 (medium) 0.19 (low)
Level of risk very high risk (4) acceptable risk (1) low risk (0)

% 41 .,

—the lower the indicator’s value, the better; “+”—the higher the indicator’s value, the better. Source:
calculated and compiled by the authors.

According to the risk profile in Table 3, the risk of an increase in the cost of living is
very high in 2021 (assessed at 4 points from the scale from 1 to 5). The arithmetic mean of
the Cost of Living Index in 2021 is 63.95 points (moderate value, according to Table 1: in
the range from 50 to 75 points). The regression coefficient for this indicator in model (2)
equals 0.72. The sum of all three regression coefficients for the selected indicators equals
1.29 (0.72 + 0.33 + 0.24). This is why the significance of the risk of increase in cost of living
equals 0.72/1.29 = 0.56 (high: above 0.50). According to Table 2, a very high risk (4) occurs
at the crossing point of the moderate value and high significance of the risk.

The risk of an increase in property price to income ratio is acceptable in 2021 (1 point
according to the scale from 1 to 5). The arithmetic mean of the Property Price to Income
Ratio in 2021 equals 14.34 points (high value, according to Table 1: below 50 points). The
regression coefficient for this indicator in model (2) equals 0.33. The sum of all three
regression coefficients for the selected indicators equals 1.29 (0.72 + 0.33 + 0.24). Thus, the
significance of the risk of increase in cost of living equals 0.33/1.29 = 0.26 (medium: in the



Risks 2022, 10, 34

8 of 15

90.00
80.00
70.00
60.00
50.00
40.00
30.00
20.00
10.00

0.00

80.50

S 0.22

range from 0.20 to 0.50). According to Table 2, acceptable risk (1) occurs at the crossing
point of the high value and medium significance of the risk.

The risk of unfavourable change of the climate is low in 2021 (0 points according
to the scale from 1 to 5). The arithmetic mean of the Climate Index in 2021 equals 80.09
points (high value, according to Table 1: above 75 points)). The regression coefficient at
this indicator in model (2) equals 0.24. The sum of all three regression coefficients at the
selected indicators equals 1.29 (0.72 + 0.33 + 0.24). That is why the significance of the risk
of increase in cost of living equals 0.24/1.29 = 0.19 (low: below 0.20). According to Table 2,
low risk (0) is at the crossing point of the high value and low significance of the risk.

To achieve the third task of this research, the change in risks of smart cities in the
dynamics of recent years (2019-2021) is specified. For this, the arithmetic means of all indi-
cators of quality of life (value) are calculated, and their regressive connection (significance)
with the Smart City Rank is specified (according to the research model (1)) in isolation for
each period. The results for each period are shown in Figures 2—4.

2019

0.21 0.19 g0.09 040

67.86 0.20

778 . 62.82 -, 0.00
N ‘ -0.08-0.20
N .- By %% -0.26 39.77 -0.40
-0.60

14.16 -0.80

N -0.95 . -1.00

-1.20

Purchasing Safety Index Health Care Costof = Property Traffic Pollution  Climate

Power Index

Index Living Priceto ~ Commute Index Index
Index Income Time Index
Ratio
mmm Values, points 1-200 Significance

Figure 2. Arithmetic means of the indicators of quality of life and their regressive connection with
smart cities in 2019. Source: calculated and built by the authors.

According to Figure 2, in 2019 (before the COVID-19 pandemic), there existed only
two risks of creation and development of smart cities:

—  Risk of increase in cost of living: the value of the Cost of Living Index in 2019 was
62.82 points (moderate, according to Table 1). The sum of regression coefficients:
0.95 + 0.26 = 1.21. Significance of the risk: 0.95/1.21 = 0.79 (high, according to Table 2).
Level of risk: very high (4), according to Table 2;

—  Risk of increase in property price to income ratio: the value of the Property Price
to Income Ratio in 2019 was 14.16 points (high, according to Table 1). The sum of
regression coefficients: 0.95 + 0.26 = 1.21. Significance of the risk: 0.26/1.21 = 0.21
(medium, according to Table 2). Level of risk: acceptable (1), according to Table 2.
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Figure 3. Arithmetic means of the indicators of quality of life and their regressive connection with

smart cities in 2020. Source: calculated and built by the authors.

Based on Figure 3, in 2020 (amid the COVID-19 pandemic), there existed four risks of

the creation and development of smart cities:

Risk of safety: the value of the Safety Index in 2020 was 57.50 points (moderate, ac-
cording to Table 1). The sum of regression coefficients: 0.18 + 0.60 + 0.87 + 0.37 = 2.02.
Significance of the risk: 0.18/2.02 = 0.09 (low, according to Table 2). Level of risk:
acceptable (1), according to Table 2;

Risk of increase in cost of living: the value of the Cost of Living Index in 2020 was
62.12 points (moderate, according to Table 1). The sum of regression coefficients: 0.18
+0.60 + 0.87 + 0.37 = 2.02. Significance of the risk: 0.60/2.02=0.30 (medium, according
to Table 2). Level of risk: high (3), according to Table 2;

Risk of increase in property price to income ratio: the value of the Property Price
to Income Ratio in 2020 was 14.38 points (high, according to Table 1). The sum
of regression coefficients: 0.18 + 0.60 + 0.87 + 0.37 = 2.02. Significance of the risk:
0.87/2.02=0.43 (medium, according to Table 2). Level of risk: acceptable (1), according
to Table 2;

Risk of unfavourable change of climate: the value of the Climate Index in 2020
was 80.09 points (high, according to Table 1). The sum of regression coefficients:
0.18 + 0.60 + 0.87 + 0.37 = 2.02. Significance of the risk: 0.37/2.02 = 0.18 (medium,
according to Table 2). Level of risk: acceptable (1), according to Table 2.
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Figure 4. Arithmetic means of the indicators of quality of life and their regressive connection with
smart cities in 2021. Source: calculated and built by the authors.

According to Figure 4, in 2021 (amid the COVID-19 pandemic), there existed three
risks of the creation and development of smart cities:

—  Risk of increase in commute: the value of the Traffic Commute Time Index in 2021
was 63.95 points (moderate, according to Table 1). The sum of regression coefficients:
0.69 + 0.10 + 0.47 = 1.26. Significance of the risk: 0.69/1.26 = 0.55 (high, according to
Table 2). Level of risk: very high (4), according to Table 2;

—  Risk of increase in cost of living: the value of the Cost of Living Index in 2021 was
63.95 points (moderate, according to Table 1). The sum of regression coefficients:
0.69 + 0.10 + 0.47 = 1.26. Significance of the risk: 0.10/1.26 = 0.08 (low, according to
Table 2). Level of risk: acceptable (1), according to Table 2;

- Risk of unfavourable change of climate: the value of the Climate Index in 2021 was
80.09 points (high, according to Table 1). The sum of regression coefficients: 0.69 + 0.10
+ 0.47 = 1.26. Significance of the risk: 0.47/1.26 = 0.37 (medium, according to Table 2).
Level of risk: acceptable (1), according to Table 2.

Using model (2), the dynamics of change of the risks of creation and development of
smart cities in 2019-2021 are specified (Table 4).

According to Table 4, the risk of increase in cost of living reduced in 2020 (compared
to 2019) but grew in 2021 (compared to 2020). The risk of increase in property price to
income ratio increased in 2020, but then reduced in 2021. The risk of unfavourable change
of climate remained stable during the whole period, from 2019 to 2021.

To achieve the fourth task of this research, the perspectives are specified and recommen-
dations are developed for managing the described risks of the creation and development of
smart cities—they are based on corporate social responsibility. For managing the risk of an
increase in the cost of living, it is recommended to refuse the increase in commodity prices
by local companies. Unlike the measure of state regulation, which supposes the establish-
ment of price limits, corporate social responsibility allows preservation of the effectiveness
and natural character of the market mechanism, being more universal (applicable to all
markets and market segments).
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Table 4. Dynamics of change of the risks of creation and development of smart cities in 2019-2021.

Risks of Creation and Development of Smart Cities

Characteristics of the Risk Risk of Increase in Risk Of Incr?ase In Risk of Unfavourable
. . Property Price To .
Cost of Living . Change of Climate
Income Ratio
Indicator of quality of life Cost of Living Index Property PI'IC? to Climate Index
Income Ratio
Type of indicator - - +
. . in 2019 62.82 14.16 80.09
Arithmetic mean,
in 2021 63.95 14.34 80.09
in 2020 compared
t0 2019 —0.97 1.55 0.00

Growth, %
in 2021 compared

t0 2020 2.80 —0.28 0.00
Treatment of growth m 202t(()) CZ(())rlngpared Reduction of risk Growth of risk Risk did not change
from the positions
fri :
of risk mn 202;) Z%I;)p ared Growth of risk Reduction of risk Risk did not change

“_n

—the lower the indicator’s value, the better; “+”—the higher the indicator’s value, the better. Source:
calculated and compiled by the authors.

To manage the risk of an increase in property price to income ratio, it is recommended
to provide employees with corporate real estate or easy accommodation rental plans. Unlike
the measure of state regulation, which supposes the establishment of price limits, corporate
social responsibility allows preservation of the effectiveness and natural character of the
mechanism of competition in the real estate market and is more targeted—oriented towards
residents of the city.

To manage the risk of unfavourable change of climate, it is recommended to implement
the corporate programmes of the fight against climate change based on green investments.
Unlike the measure of state regulation, which supposes environmental standardisation and
norming, corporate social responsibility allows preservation of the flexibility of companies
and is more effective, because it is aimed not at the formal observation of requirements but
the specific result.

5. Discussion

This paper contributes to the literature by specifying the provisions of the concept
of smart cities (Table 5). The method of regression analysis is used to create a model of
multiple linear regression, which specifies the research model and quantitatively describes
the social factors” impact on the creation and development of smart cities. The model
allowed for precise identification of the risks of the creation and development of smart
cities. A risk profile of smart cities in 2021 is compiled. It showed strong differences in the
current level of various risks of smart cities and demonstrated the moderate general level
of risk.

The change of the risks of smart cities in the dynamics of recent years is studied
with the help of the calculated arithmetic means of the indicators of quality of life and
their regression connections with smart cities in 2019-2021. The obtained results demon-
strated relative stability of the risks of smart cities. Based on the systematisation of risks
and their dynamics in recent years, the perspectives are determined and recommenda-
tions for managing the discovered risks of the creation and development of smart cities
are developed.
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Table 5. Comparative analysis of the existing provisions and specified (in this paper) provisions of

the smart cities concept.

Criterion of Comparison

Existing Provisions

Specified Provisions

Factors of creation and
development of smart cities

only technological
(telecommunication
infrastructure) factors

also social factors: cost of
living, property price to
income ratio, favourability of
climate

Consequences of creation and
development of smart cities

only advantages

also the following risks: risk
of increase in cost of living;
risk of increase in property
price to income ratio; risk of
unfavourable change of
climate.

The connection between smart
cities and quality of life

only direct connection: smart
cities raise the quality of life

systemic (direct and reverse)
connection—the quality of life
also defines the creation and
development of smart cities

Approach to managing the
creation and development of
smart cities

ignores risks and is based on
state regulation

suggests risk management
and is based on corporate
social responsibility

Impact of the COVID-19
pandemic on the development
of smart cities

clear and negative
(smart cities depend on the
implementation of SDG 3)

almost zero
(smart cities do not depend on
the achievement of SDG 3)

Contribution of smart cities to
the implementation of the
SDGs

only SDG 9

also SDG 1, SDG 11, SDG 12
and SDG 13

Source: authors.

According to Table 5, due to the above obtained results, this paper specifies all key

provisions of the existing concept of smart cities:

Unlike (Anwar et al. 2021; Huang et al. 2021; Shahrour and Xie 2021), the obtained
results demonstrate that smart cities are created and developed according to the
impact of not only technological factors but also social factors: cost of living, property
price to income ratio, and favourability of climate;

Unlike (Peoples et al. 2021; Ptak 2021), this paper proposes a new approach to man-
aging the creation and development of smart cities, which offers risk management
and is based on corporate social responsibility—it overcomes the limitations of the
existing approach (which is based on state regulation);

Unlike (Keawsomnuk 2021; Rodré&#xED;guez Bol&#xED;var 2021), this paper showed
that smart cities not only create advantages (improve the social urban environment)
but also cause risks: risk of increase in cost of living; risk of increase in property price
to income ratio; risk of unfavourable change of climate. The connection between smart
cities and quality of life is not just direct (smart cities raise the quality of life) but
also systemic (direct and reverse)—the quality of life also defines the creation and
development of smart cities.

Unlike in previous works (Czech and Puszer 2021; Inshakova et al. 2021; Ngo et al.

2021; Zhang et al. 2021), it was discovered that the impact of the COVID-19 pandemic on the
development of smart cities is almost zero (smart cities do not depend on the achievement
of SDG 3). Unlike in previous studies (Bibri 2021; Ibrahim et al. 2021; Jackson 2021; Mach
et al. 2021; Sharma et al. 2021; Trzeciak 2021), it was proved that the contribution of smart
cities to the implementation of the SDGs is wider and goes beyond the limits of SDG 9
“Industry, innovation and infrastructure”—it also extends to SDG 1 (No poverty), SDG 11
(Sustainable cities and communities), SDG 12 (Responsible production and consumption),
and SDG 13 (Climate action).
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6. Conclusions

As a result of the performed study, it is possible to make the following conclusions.
This paper answered the set research question and proved the proposed hypothesis. Three
social risks of creation and development of smart cities were discovered: risk of increase in
cost of living (high, assessed at 4 points in 2021); risk of increase in property price to income
ratio (acceptable, assessed at 1 point in 2021); risk of unfavourable change of climate (low,
assessed at 0 points in 2021).

This paper established the absence of the influence of the healthcare factor on smart
cities before the COVID-19 pandemic (in 2019) and during the pandemic (in 2020-2021).
Before the pandemic (2019), the risk of an increase in the cost of living was assessed as
very high (4). In 2020, it dropped down to high (3); and in 2021, it became acceptable (1).
Therefore, amid the COVID-19 pandemic, the risk of the creation and development of smart
cities was reduced.

The perspectives of managing the risks of smart cities are connected to the support
of the SDGs by local businesses. The proposed recommendations are based on corpo-
rate social responsibility in support of SDG 1, SDG 11, SDG 12, and SDG 13. Risks and
risk management are of a financial nature: inflation, fight against poverty, and green
investments.

The theoretical value of the results is as follows: specification of the factors of creation
and development of smart cities, description of the risks of this process, and reconsideration
of its essence from the positions of sustainable development. The practical value of the
results is as follows: the new approach to managing the creation and development of smart
cities is more flexible and effective—it allows the involvement of local companies in the
management process through their corporate social responsibility. The new approach is
not a replacement but an addition, which fills the gaps of the existing approach (which is
based on state regulation).

Nevertheless, the obtained results are limited by the fact that they showed the vari-
ability of the spectre (list) of the risks of smart cities. Thus, two risks existed in 2019: the
risk of increase in cost of living and risk of increase in property price to income ratio. In
2020, there existed four risks: risk of safety, risk of increase in cost of living, risk of increase
in property price to income ratio, and risk of unfavourable change of climate. In 2021, there
were three risks: risk of increase in commute time, risk of increase in cost of living, and risk
of unfavourable change of climate.

The analysed international experience of 2019-2021 allows the expectation of a further
change of the spectre of the risks of smart cities, which requires further research. The
authors’ recommendations on risk management need certain corrections in the course of
the change of the spectre of risks in each future period. Future studies should be devoted
to finding the spectre of smart cities’ risks in future periods and, according to change in
this spectre, to the correction of recommendations on smart cities risk management.
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/ /www.mdpi.com/article/10.3390/risks10020034/s1.

Author Contributions: Conceptualization, I.A.M.; Investigation, S.5.Y.; Methodology, S.S.Y.; Writing—
original draft, .A.M. and S.S.Y.; Writing—review & editing, I.A.M. All authors have read and agreed
to the published version of the manuscript.

Funding: The reported study was funded by RFBR according to the research project No. 20-010-00072
“Formation of creative centers for spatial development as a mechanism for improving the quality of
life of the population of rural areas”.

Institutional Review Board Statement: Not applicable.
Informed Consent Statement: Not applicable.

Acknowledgments: The reported study was funded by RFBR according to the research project No.
20-010-00072 “Formation of creative centers for spatial development as a mechanism for improving
the quality of life of the population of rural areas”.


https://www.mdpi.com/article/10.3390/risks10020034/s1
https://www.mdpi.com/article/10.3390/risks10020034/s1

Risks 2022, 10, 34 14 0of 15

Conflicts of Interest: The authors declare no conflict of interest.

References

Ahmad, Kashif, Majdi Maabreh, Mohammed Ghaly, Khalil Khan, Junaid Qadir, and Ala Al-Fugaha. 2022. Developing future human-
centered smart cities: Critical analysis of smart city security, Data management, and Ethical challenges. Computer Science Review
43: 100452. [CrossRef]

Anwar, Noreen, Gang Xiong, Wanze Lu, Peijun Ye, Hongxia Zhao, and Qinglai Wei. 2021. Cyber-physical-social systems for smart
cities: An overview. Paper Presented at the 2021 IEEE 1st International Conference on Digital Twins and Parallel Intelligence,
DTPI 2021, Beijing, China, July 15-August 15; pp. 348-53. [CrossRef]

Bibri, Simon Elias. 2021. Data-driven smart eco-cities and sustainable integrated districts: A best-evidence synthesis approach to an
extensive literature review. European Journal of Futures Research 9: 16. [CrossRef]

Bokhari, Syed Asad, and Seunghwan Myeong. 2022. Use of Artificial Intelligence in Smart Cities for Smart Decision-Making: A Social
Innovation Perspective. Sustainability 14: 620. [CrossRef]

Cavada, Marianna. 2022. Evaluate Space after COVID-19: Smart City Strategies for Gamification. International Journal of Human-
Computer Interaction. [CrossRef]

Chen, Zhong, Chandru Sivaparthipan, and Bala Anand Muthu. 2022. IoT based smart and intelligent smart city energy optimization.
Sustainable Energy Technologies and Assessments 49: 101724. [CrossRef]

Chiang, Thomas. 2021. Geopolitical risk, economic policy uncertainty and asset returns in Chinese financial markets. China Finance
Review International 11: 474-501. [CrossRef]

Czech, Maria, and Blandyna Puszer. 2021. Impact of the COVID-19 pandemic on the consumer credit market in v4 countries. Risks
9: 229. [CrossRef]

Deja, Agnieszka, Tygran Dzhuguryan, Lyudmila Dzhuguryan, Oleg Konradi, and Robert Ulewicz. 2021. Smart sustainable city
manufacturing and logistics: A framework for city logistics node 4.0 operations. Energies 14: 8380. [CrossRef]

Dolla, Tharun, Reena Bisht, and Boeing Laishram. 2022. Smart Cities in the Development of Sustainable Infrastructure—Systematic
Literature Review of Two Decades Research. Lecture Notes in Civil Engineering 172: 55-64. [CrossRef]

Duygan, Mert, Manuel Fischer, Rea Pérli, and Karin Ingold. 2022. Where do Smart Cities grow? The spatial and socio-economic
configurations of smart city development. Sustainable Cities and Society 77: 103578. [CrossRef]

Galego, Nuno Miguel Carvalho, and Rui Miguesl Pascoal. 2022. Cybersecurity in Smart Cities: Technology and Data Security in
Intelligent Transport Systems. Smart Innovation, Systems and Technologies 256: 17-33. [CrossRef]

Garcia-Retuerta, David, Roberto Casado-Vara, and Javier Prieto. 2022. Enhanced Cybersecurity in Smart Cities: Integration Methods of
OPC UA and Suricata. Lecture Notes in Networks and Systems 253: 61-67. [CrossRef]

Holla, Katarina, Jozef Ristvej, Valeria Moricova, and Ladislav Novak. 2016. Results of Survey Among SEVESO Establishments in the
Slovak Republic. Journal of Chemical Health Safety 23: 9-17. [CrossRef]

Huang, Kaihui, Weijie Luo, Weiwei Zhang, and Jinhai Li. 2021. Characteristics and problems of smart city development in China.
Smart Cities 4: 1403-19. [CrossRef]

Ibrahim, Marwa, Amer Elwany, and Lamiaa K. Elansary. 2021. Sustainable technical design and economic—environmental analysis of
SMART solar street lighting system in Giza City, Egypt. International Journal of Energy and Environmental Engineering 12: 739-50.
[CrossRef]

IMD. 2021. Smart City Index 2021: City Performance Overview. Available online: https://www.imd.org/smart-city-observatory/
home/ (accessed on 26 December 2021).

Inac, Hakan, and Ercan Oztemel. 2022. An assessment framework for the transformation of mobility 4.0 in smart cities. Systems 10: 1.
[CrossRef]

Inshakova, Agnessa, Anastasia Sozinova, and Tatiana Litvinova. 2021. Corporate fight against the COVID-19 risks based on
technologies of industry 4.0 as a new direction of social responsibility. Risks 9: 212. [CrossRef]

Institute for Statistical Studies and Economics of Knowledge of the National Research University “Higher School of Economics”, the
Ministry of Digital Development, Communications and Mass Media and Federal State Statistics Service (Rosstat). 2021. Available
online: https:/ /issek.hse.ru/news/484525255.html (accessed on 26 December 2021).

Jackson, Susan. 2021. Risking sustainability: Political risk culture as inhibiting ecology-centered sustainability. Risks 9: 186. [CrossRef]

Keawsomnuk, Phathombut. 2021. A structural equation model of factors relating to smart cities that affect the management of the
world heritage site as well as the quality of life of tourists and villagers in Ayutthaya, Thailand. Humanities, Arts and Social Sciences
Studies 21: 35-42. [CrossRef]

Khan, Asif, Sheraz Aslam, Khursheed Aurangzeb, Musaed Alhussein, and Nadeem Javaid. 2022. Multiscale modeling in smart cities:
A survey on applications, current trends, and challenges. Sustainable Cities and Society 78: 103517. [CrossRef]

Leite, Emilene. 2022. Innovation networks for social impact: An empirical study on multi-actor collaboration in projects for smart cities.
Journal of Business Research 139: 325-37. [CrossRef]

Mach, Lukasz, Karina Bedrunka, Anna Kuczuk, and Marzena Szewczuk-Stepieni. 2021. Effect of structural funds on housing market
sustainability development—correlation, regression and wavelet coherence analysis. Risks 9: 182. [CrossRef]

Miah, Shah Jahan, Huy Quan Vu, and Damminda Alahakoon. 2022. A social media analytics perspective for human-oriented smart
city planning and management. Journal of the Association for Information Science and Technology 73: 119-35. [CrossRef]


http://doi.org/10.1016/j.cosrev.2021.100452
http://doi.org/10.1109/DTPI52967.2021.9540102
http://doi.org/10.1186/s40309-021-00181-4
http://doi.org/10.3390/su14020620
http://doi.org/10.1080/10447318.2021.2012383
http://doi.org/10.1016/j.seta.2021.101724
http://doi.org/10.1108/CFRI-08-2020-0115
http://doi.org/10.3390/risks9120229
http://doi.org/10.3390/en14248380
http://doi.org/10.1007/978-981-16-4396-5_6
http://doi.org/10.1016/j.scs.2021.103578
http://doi.org/10.1007/978-981-16-5063-5_2
http://doi.org/10.1007/978-3-030-78901-5_6
http://doi.org/10.1016/j.jchas.2015.03.003
http://doi.org/10.3390/smartcities4040074
http://doi.org/10.1007/s40095-021-00403-2
https://www.imd.org/smart-city-observatory/home/
https://www.imd.org/smart-city-observatory/home/
http://doi.org/10.3390/systems10010001
http://doi.org/10.3390/risks9120212
https://issek.hse.ru/news/484525255.html
http://doi.org/10.3390/risks9110186
http://doi.org/10.14456/hasss.2021.4
http://doi.org/10.1016/j.scs.2021.103517
http://doi.org/10.1016/j.jbusres.2021.09.072
http://doi.org/10.3390/risks9100182
http://doi.org/10.1002/asi.24550

Risks 2022, 10, 34 150f 15

Ministry of Construction, Housing and Utilities of the Russian Federation. 2021. Decree of the Ministry of Construction, Housing
and Utilities of the Russian Federation Dated 25 December 2020, No. 866/pr “On Adoption of the Concept for the Project
of Digitisation of the City Economy ‘Smart City’”. Available online: https://minstroyrf.gov.ru/docs/81884/ (accessed on 26
December 2021).

Ngo, Quang-Thanh, Hoa Anh Tran, and Hai Thi hanh Tran. 2021. The impact of green finance and COVID-19 on economic development:
Capital formation and educational expenditure of ASEAN economies. China Finance Review International. [CrossRef]

Numbeo. 2021. Quality of Life Index by City 2021 Mid-Year. Available online: https://www.numbeo.com/quality-of-life /rankings.
jsp?title=2021-mid (accessed on 26 December 2021).

Peoples, Cathryn, Parag Kulkarni, Kashif Rabbani, Adrian Moore, Mohammad Zoualfaghari, and Israr Ullah. 2021. A smart city
economy supported by service level agreements: A conceptual study into the waste management domain. Smart Cities 4: 952-70.
[CrossRef]

Ptak, Aleksandra. 2021. Smart city management in the context of electricity consumption savings. Energies 14: 6170. [CrossRef]

Radziejowska, Aleksandra, and Barftocz Sobotka. 2021. Analysis of the social aspect of smart cities development for the example of
smart sustainable buildings. Energies 14: 4330. [CrossRef]

Rajawat, Anand Singh, Pradeep Bedi, Said Goyal, Rabindra Nath Shaw, and Ankush Ghosh. 2022. Reliability Analysis in Cyber-
Physical System Using Deep Learning for Smart Cities Industrial IoT Network Node. Studies in Computational Intelligence 1002:
157-69. [CrossRef]

Ristvej, Jozef, Maro$ Lacinak, and Roman Ondrejka. 2020. On Smart City and Safe City Concepts. Mobile Networks and Applications 25:
836—45. [CrossRef]

Rodr&#xED;guez Bol&#xED;var, Maniel Pedro. 2021. Analyzing the Influence of the Smart Dimensions on the Citizens’ Quality of Life
in the European Smart Cities’ Context. Public Administration and Information Technology 37: 239-56. [CrossRef]

Sarwesh, Peter, and Aneesh Mathew. 2022. Cross layer design with weighted sum approach for extending device sustainability in
smart cities. Sustainable Cities and Society 77: 103478. [CrossRef]

Shahrour, Isam, and Xiongyao Xie. 2021. Role of internet of things (IoT) and crowdsourcing in smart city projects. Smart Cities 4:
1276-92. [CrossRef]

Sharma, Ashutosh, Elizaveta Podoplelova, Gleb Shapovalov, Alexey Tselykh, and Alexander Tselykh. 2021. Sustainable smart cities:
Convergence of artificial intelligence and blockchain. Sustainability 13: 13076. [CrossRef]

Shimizu, Yuho, Shin Osaki, Takaaki Hashimoto, and Kaori Karasawa. 2021. The social acceptance of collecting and utilizing personal
information in smart cities. Sustainability 13: 9146. [CrossRef]

Singh, Arindam, and Rajendra Kumar Dwivedi. 2022. A Survey on Learning-Based Gait Recognition for Human Authentication in
Smart Cities. Lecture Notes in Networks and Systems 334: 431-38. [CrossRef]

Trzeciak, Mateusz. 2021. Sustainable risk management in it enterprises. Risks 9: 135. [CrossRef]

van der Wouden, Frank. 2022. Are Chinese cities getting smarter in terms of knowledge and technology they produce? World
Development 150: 105729. [CrossRef]

Verma, Rupali. 2022. Smart City Healthcare Cyber Physical System: Characteristics, Technologies and Challenges. Wireless Personal
Communications 122: 1413-33. [CrossRef]

Visan, Maria, and Angela Ionitd. 2022. Myths and Facts About Smart City Development. Smart Innovation, Systems and Technologies 253:
257-69. [CrossRef]

World Economic Forum. 2021. The Global Competitiveness Report 2019. Available online: http:/ /reports.weforum.org/global-
competitiveness-report-2019/competitiveness-rankings / #series=EOSQ509 (accessed on 26 December 2021).

Zhang, Xiao Li. 2022. Spark for Data Mining of Massive Historical and Cultural Resources and Humanistic Smart City Construction.
Lecture Notes on Data Engineering and Communications Technologies 102: 249-54. [CrossRef]

Zhang, Yixing, Xiaomeng Lu, Haitao Yin, and Rui Zhao. 2021. Pandemic, risk-adaptation and household saving: Evidence from China.
China Finance Review International. [CrossRef]

Zywiotek, Justyna, and Francesco Schiavone. 2021. Perception of the quality of smart city solutions as a sense of residents’ safety.
Energies 14: 5511. [CrossRef]


https://minstroyrf.gov.ru/docs/81884/
http://doi.org/10.1108/CFRI-05-2021-0087
https://www.numbeo.com/quality-of-life/rankings.jsp?title=2021-mid
https://www.numbeo.com/quality-of-life/rankings.jsp?title=2021-mid
http://doi.org/10.3390/smartcities4030049
http://doi.org/10.3390/en14196170
http://doi.org/10.3390/en14144330
http://doi.org/10.1007/978-981-16-7498-3_10
http://doi.org/10.1007/s11036-020-01524-4
http://doi.org/10.1007/978-3-030-61033-3_11
http://doi.org/10.1016/j.scs.2021.103478
http://doi.org/10.3390/smartcities4040068
http://doi.org/10.3390/su132313076
http://doi.org/10.3390/su13169146
http://doi.org/10.1007/978-981-16-6369-7_39
http://doi.org/10.3390/risks9070135
http://doi.org/10.1016/j.worlddev.2021.105729
http://doi.org/10.1007/s11277-021-08955-6
http://doi.org/10.1007/978-981-16-5036-9_26
http://reports.weforum.org/global-competitiveness-report-2019/competitiveness-rankings/#series=EOSQ509
http://reports.weforum.org/global-competitiveness-report-2019/competitiveness-rankings/#series=EOSQ509
http://doi.org/10.1007/978-981-16-7466-2_27
http://doi.org/10.1108/CFRI-04-2021-0077
http://doi.org/10.3390/en14175511

	Introduction 
	Literature Review 
	Materials and Methods 
	Results 
	Discussion 
	Conclusions 
	References

