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Abstract: Consensus protocols stand behind the success of blockchain technology. This is because par-
ties that distrust each other can make secure transactions without the oversight of a central authority.
The first consensus protocol emerged with Bitcoin. Since then, many others have appeared. Some of
them have been implemented by official blockchain platforms, whereas others, for the time being, re-
main as proposals. A blockchain consensus is a trade-off. The new solutions promise to overcome the
known drawbacks of blockchain, but they may also bring new vulnerabilities. Moreover, blockchain
performance metrics are not clearly defined, as some metrics, such as delay and throughput, which
are key factors for the efficiency of standard networks, are purposely constrained by most mainstream
blockchain platforms. The main body of this paper consolidates knowledge of blockchains, focusing
on the seminal consensus protocols in large-scale market capitalization platforms, and how consensus
is achieved for large-scale, decentralized, blockchain architectures. The benefits, limitations, and
tradeoffs, as well as the subsequent trend in current consensus development, and its limitations as a
general paradigm, are highlighted. The paper also sheds light on overlooked potential performance
metrics, and it proposes some novel solutions to some of the identified problems.
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1. Introduction

Blockchain is the underlying technology for most of the potential applications which
have been gaining traction in recent times [1-3]. The blockchain network is a decentralized,
distributed ledger technology wherein all nodes must agree on the validity of the ledger
they are sharing. This is to ensure that any data included are perfectly valid; hence, after
being committed to the blockchain, the data are impossible to delete, deny, or tamper
with [4]. Blockchain is a transformation of the Byzantine Generals (BG) Problem, where at
least two-thirds of the network should be willing to maintain the integrity of the network
so that the impact of malicious parties can be nullified [5]. In order to agree on the new
data (blocks to be added to the chain), and to ensure trust in the system, the nodes must
rely upon a consensus protocol. These algorithms comprise the backbone of a blockchain;
therefore, to a large extent, these algorithms determine the performance of such a system,
and moreover, what the system can achieve. To date, increasing attention has been paid to
a range of consensus protocols, and different cryptocurrencies have implemented different
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protocols. Consensus algorithms in blockchains have been subjected to numerous research
studies and they are still open to new ones. Despite the fact that the proposed algorithms
endeavor to strengthen some of the existing algorithmic weaknesses, they will nevertheless
be subject to new constraints. Some consensus protocols are intensely robust, whereas
others may cause centralization and trust issues, despite the fact that blockchains were
created to avoid such problems [6].

In this paper, by studying blockchain consensus, we have attempted to produce a
comprehensive and systematic categorization and analysis. Indeed, we aimed to define the
main trend in blockchain consensus development, and we sought to identify its weaknesses.
To this end, we intended to gather these algorithms and their related features, which, in
some cases, are presented separately in the literature. The blockchain consensus protocols
that are presented in this paper were not given equal attention, as we chose to prioritize
the most established ones. First, the paper begins by giving an overview of blockchain,
tracing its origins in the Bitcoin digital cash system, and explaining its different features;
these include blockchain technology and architecture, services and applications, and how
consensus regarding truth is reached in an environment that is often considered untrust-
worthy. This is achieved by ensuring the theoretical foundations and prerequisites are
understandable. Thus, the structure of the article can be outlined as follows. The second
section gives an overview of the technology, noting its fundamental concepts and primary
applications. The third section presents a wide range of consensus algorithms that are used
by typical blockchain platforms, including those which are used in both permissionless
and permissioned blockchains, as the paradigms and trends followed are different in each
one [7]. It also aims to provide an understanding of their strengths and weaknesses, as well
as an understanding of the tradeoffs that emerge between different consensus approaches.
Section 4 discusses blockchain consensus performance. Moreover, it puts forward the idea
that fairness is an important performance feature in blockchain that tends to be overlooked.
In the fifth section, the current common trend in consensus development is identified,
along with some critics of the trend. Section 6 presents novel proposed solutions and new
strategies for proof of work constraints, namely, the 51% attack, the miner transaction
boycott, high energy consumption, and the Sybil attacks. Section 7 provides insight into
quantum computing, which presents itself as an imminent threat that could cause problems
for blockchain technology in its current form. Finally, Section 8 summarizes the concepts
and analyses presented in this paper.

2. Overview of Blockchain Technology and Its Applications

As its name indicates, a blockchain is simply a chain of blocks containing information;
these blocks are linked together in a chain-like structure, using cryptography. The term
DLT (distributed ledger technology) is also used to refer to a blockchain. There have been
rapid developments within blockchain technology, and recently, it has been subject to a
great deal of scrutiny. This section will begin by attempting to provide a concise overview
of this technology, and the widely known and noteworthy applications of blockchain will
also be described.

2.1. Blockchain Concept as the Technology behind Decentralized Cryptocurrency

Blockchain first appeared as a technology that enabled the first decentralized cryp-
tocurrency [8], where no bank or entrusted central authority was needed to confirm or
deny transactions. Since then, it has expanded to other decentralized applications, leading
to a paradigm shift in web application architecture and several revolutions in the industry.
Blockchain is a peer-to-peer network that has no point of failure [9,10]. It combines technolo-
gies that have been established for decades in an innovative, ingenious way. It combines
hashing technology (such as SHA256 in Bitcoin or Keccak256 in Ethereum), consensus
algorithms, and digital signatures [4]. After the financial crisis of 2008, cryptocurrency
emerged, and such currencies are based upon blockchain technology. This enables each
issued transaction to be propagated to all nodes in the network and confirmed by the
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consensus algorithm [8,11]. Transactions comprise a data structure with several fields,
namely, the addresses of the issuer and the recipient of the transaction, the amount to be
transferred in coins, and the issuer’s digital signature; this ensures that the transaction
was issued by its claimer [12]. When a peer connects to the blockchain (node), joins the
network, and creates an account, it must generate a unique key pair using a well-known
mathematical model, namely, elliptic curve cryptography [13]. This involves a public key
that is publicly known and essential for signature verification, and a private key that is
used to sign the transaction. It is the responsibility of each node to keep its private key
secret so that transactions are not signed on its behalf [14]. The security of this system is
based on the fact that each transaction can only be signed by the owner of the private key,
and the signature can only be verified with the corresponding public key [8]. Moreover, the
blockchain is tamper-proof, meaning that data or transactions can never be deleted, denied,
or altered once they are stored in the blockchain ledger. It is imperative that all peers on
the network have an identical copy of the most recent blockchain ledger. In this sense, the
blockchain contains the history of all issued transactions, making it possible for all peers
in the network to keep track of all account balances. The blockchain as a tamper-proof
structure relies on two concepts [4]:

e  The first concept: blocks are linked together through their hashes. To find a valid
hash, miners need to solve a difficult mathematical puzzle, which requires hashing
power. Commonly, the hash algorithm SHA256 [15] is used, though other secure hash
algorithms can also be used. Other hash algorithms that can be used include Scrypt,
which is used by Litecoin [16], and SHA256d, which is used by Peercoin [17]. In other
words, any hash algorithm can be used as long as it complies with the following main
principles: (i) different inputs may never lead to the same hash; (ii) when given a
computed hash value, there is no mathematical way to derive the input that leads to a
particular hash value, therefore, each new block hash is computed using the hash of
the previous block, and thus, chain tampering can only be detected if all hashes are
changed accordingly.

o  The second concept: the tamper-proof property of the blockchain is based on the
“longest chain wins” rule. This means that if someone is busy manipulating the ledger
and changing the hashes accordingly, a new block must have been added during an
interim period.

In addition, miners are rewarded for adding new valid blocks. The first node to add a
new valid block gains a financial reward in the form of coins; this has caused adding new
blocks to become a competitive activity amongst miners. Moreover, although a dishonest
node might be tempted to tamper with the current ledger, other nodes would have already
added new valid blocks, thus enabling a new longest chain to be created.

Blocks in the blockchain contain two sections: a header section containing the block
hash, the timestamp, and the hash of the previous block, and another section containing
the transactions collected by the block’s miner. In the case of Bitcoin, the header section
contains the nonce used to compute the hash, an additional field called the Merkle Root,
and the transactions are arranged in a Merkle tree structure. The Merkle tree is a type of
tree wherein the lower base elements are called leaves and the top element is called the
Merkle root. Each leaf node is a hash of a particular transaction within the block, and
each non-leaf node is a hash of its two children, as shown in Figure 1. Merkle trees are
used for simplified payment verification. If the transactions are not organized in a Merkle
tree structure, to verify that a particular transaction is in a particular block, a user would
have to download all the transactions in the block, output the corresponding hash, and
compare it with the block hash. Thus, for a block with N transactions, the user would
have to download N transactions. On the other hand, if the transactions are organized in a
Merkle tree structure, to check a single transaction, the user would only need the hashes
that route his transaction to the Merkle tree. Moreover, for a block with N transactions, the
user would only need to download Log(N) elements.



Mathematics 2022, 10, 2754

4 of 35

Hascoeron
Hagco Heron
Has Heo Her Hon
Ha Hg Hc Ho He He He Hu
Ha He He Ho He He He Hu

Figure 1. Bitcoin transactions organized in a Merkle tree structure.

The honesty of a miner is judged by the validity of the transactions in the proposed
block. The validity of new block transactions is checked against the available transaction
history in the public ledger; however, the public ledger must be reliable and tamper-proof.
In the blockchain, tampering with the ledger would require a corresponding change to the
block hashes. If a node is busy tampering with the ledger and a new block has been added
in the meantime, the ledger it tampered with is no longer valid because it is no longer the
longest chain. In addition, miners have to prove that proposing the new block was costly
for them; therefore, they cannot afford to propose a block with invalid transactions that can

be easily detected as they would have wasted resources for nothing.

2.2. Blockchain beyond Cryptocurrency

Blockchain technology has evolved tremendously since Satoshi Nakamoto first intro-
duced the idea of Bitcoin as a decentralized cryptocurrency [8]. Bitcoin has reached a key
milestone today, and many businesses now accept Bitcoin payments. Given that Bitcoin
has proven its worth for a decade, and due to its enormous popularity, a number of other
cryptocurrencies have since emerged, including Litecoin, Namecoin, Peercoin, and Doge-
coin [18]. Today, the blockchain concept has surpassed its original purpose. Blockchain
has evolved from being the technology behind cryptocurrencies to being the technology

behind decentralization [9].

2.2.1. Blockchain for Decentralized Applications and Software

Blockchain has been implemented to enable the functioning of many decentralized
applications and software [9]. On regular server—client web apps, all pages and software
reside on a server or on the cloud infrastructure. They are then delivered to the client who
is requesting them. If a client wants to share some data with another node, data are first
uploaded to the server, and then it is delivered to the appropriate addressee on behalf of
the sender. Combating this form of centralization is achievable through decentralization
with blockchain, wherein information such as software, data, or web pages are shared on

the blockchain so that each node possesses a copy of the ledger [19].

Decentralized blockchain apps may be considered as better alternatives to traditional

web apps in the following ways:

e Itenables a censorship-free network, as depicted in Figure 2; this is because any data
that are shared to the blockchain are unchangeable and unerasable. Indeed, for any
content to be dismissed, new blocks need to be added to the block that precedes the
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one containing the undesirable content until that block is ingratiated into a smaller
branch that can be bypassed [20].

e  Itis ‘hack-proof’ in that a copy of the blockchain ledger is held by all nodes; therefore,
a hacker must break into half of the nodes in the network to crack the system [21].

Block having controversial content.

content; so, it remains.

@.

More users want to keep the controversial

@
: g
5
HE

More users want to censor the controversial
content. So, the block is no more on the longest chain.

Blocks mined by users who want to discard the
controversial content.

Blocks mined by users wishing to keep the
controversial content.

Figure 2. The censor-proof property of blockchain-based apps and software.

2.2.2. Blockchain in the Industrial World

The current popularity of blockchain technology is peaking. It has inspired the broader
use of blockchains in different applications in the industrial world [22], not as a mere startup
technology, but rather, as an established technology that can be implemented and trusted
by pioneer and giant industrial firms alike. One of the potential applications of this nascent
technology is industrial supply chain management [23].

Blockchain is now evolving towards compatibility with permissioned platforms for
industrial companies and organizations [24]. In contrast to an open blockchain, where nodes
are pseudo-anonymized and the network is open, a permissioned blockchain is a closed
environment wherein parties belonging to the same industry or organization can interact in
a decentralized, distributed manner—rather than a traditional, centralized manner—using
a central database server. Using a permissioned blockchain has the following incentive;
it enables parties to avoid relying upon a centralized architecture wherein data integrity
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depends on certain administrators having total access to the database, and thus, having full
control of the system and the ability to tamper with it. In contrast, using a decentralized
architecture ensures that each node or party within the organization holds a copy of a
tamper-proof ledger and the ledger’s validity; moreover, correctness is agreed upon and a
consensus is reached between all involved parties. In addition, a decentralized architecture
is immune to hackers as they would have to gain access to more than half of the nodes in
the network to be able to corrupt the data [25]. Conversely, in a traditional, centralized
network architecture, there is a single target which comprises the central database. This
enables origin information for goods and furniture to be made available, and it improves
logistical transparency and supply chain quality. Indeed, with regard to the supply chain
management scenario, blockchain is supposed to trace the origin of each type of component
or raw material that is used in the manufacturing process of the product [23]; therefore,
any inoperative component or material can be traced back to its origin, and thus, it is
impossible for the responsible party to deny culpability, ensuring that any products with
defective components can be removed from the market. Moreover, why use blockchain
in supply chain management over traditional logs in a central database? In actuality, a
supply chain may involve different industrial parties from different countries (i.e., each
entity would have its own database and its own exclusive access to the chain); therefore,
in the unfortunate event where a faulty component is found to exist, it is unlikely that
the responsible party would want to share data that might reveal their culpability in the
matter. The entities involved would have the option to agree to rent a common database
hosted in the cloud, but all parties must have access to it, and they must be able to tamper
with the data at will. In addition, all parties must be able to contribute to the cost of
the cloud services. In fact, such an incident has already happened; in 2012, Walmart
hypermarkets received contaminated pork and mango, resulting in the poisoning of several
customers. Walmart tried to recall the contaminated products, but they were unable to
trace the respective provenances of the products; therefore, Walmart had to remove all pork
and mango stocks from their stores to prevent further sales. This caused significant losses,
and they bore full responsibility for the ill-health of the affected customers [26]. Walmart
subsequently decided to use IBM's blockchain solution, which is based on Hyperledger
Fabric, in order to keep track of all their purchased products [27]; this is to ensure that
defective components and raw materials are traceable.

Beyond supply-chain management, blockchain technology has been implemented in
any process that involves different parties working separately; however, the outcomes of
their tasks have been interdependent and they required synchronization [27]. Moreover,
whenever any team or individual completes any task, it is logged in the blockchain; thus,
as a result of certain key characteristics of blockchain technology, the history and related
information of all the achieved tasks can be saved forever, and shared between the involved
parties in a transparent, decentralized way, therefore making the synchronization of tasks
easier to achieve. In sum, when a problem occurs, blockchain technology allows the root of
the problem to be traced with ease, including the person who may have been responsible
for the difficulties caused; this is significant as some professional faults can have severe
consequences [28].

2.3. Smart Contracts

It would be unfair to mention blockchain technology without discussing smart con-
tracts. Smart contracts are computer codes that specify the terms of agreement between two
or more parties, and they must be confirmed by network members [29]. These computer
programs (protocols), which are published on the blockchain, are used to enable credible
transactions that can be conducted without a third party. These transactions are trackable
and irreversible [30]. In 1994, smart contracts were first proposed by Nick Szabo, who
first coined the term, and later, this became a generic term associated with Bitcoin. Indeed,
Bitcoin allows a script to be added to any transaction to set or fulfil a condition [31]. Bitcoin
transactions must have a specific format called Unspent Transaction Output (UTXO), and



Mathematics 2022, 10, 2754

7 of 35

they must contain an input and an output [8]. Figure 3 illustrates Bitcoin transactions in an
UTXO format. For example, if Alice issues a transaction in which she sends three Bitcoins
to Ali, the input for this transaction is three Bitcoins, and as an output, the transaction
notes that these three coins are for Ali. If Ali wants to use these Bitcoins and send them to
someone else, the input of the transaction must reference Alice’s transaction output so as to
trace the coins to their point of origin. In the same manner, Alice’s transaction to Ali must
have its input point reference the transaction output as the origin point from which she
received those coins. This ripples back until a coin base transaction is detected; this kind
of transaction offers the mining reward to the deserving miner node, and it has no input.
This input-output format makes it possible to verify any set condition or specification as a
script, thus affecting the circumstances concerning the transfer of the coins. For example,
if Alice has set a condition for her transaction, stating that the coins she is transferring
can only be spent two months after the transaction issuing date, as Ali would have to
reference Alice’s transaction output in the input of his transaction, anyone can thus check
the predefined conditions, and accordingly approve or deny that transaction. Given that
the coins cannot be issued until two months after the transaction date, anyone can check
whether Ali is allowed to spend the coins, and therefore, whether they should accept the
transaction or not.

é (

Tx1: Alice sends 2 BTC to Alli.
Input: refers to the origin from

Tx2: Ali sends 2 BTC 1o Bob.
Input: Alice output of Tx1

where Alice got the coins Output: Amount and recipient's
Output: Amount and recipient’s address.,
address.

J J

_______ ] .Ali
Output l'b—'--
.
1rc |1 ™
1
Output 'rJJ Input 2

2 BTC

2BTC

Output

I BTC

I
I
Input I
I
I
I
I

Figure 3. Transaction input and output formats in Bitcoin.
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This idea was subsequently extended from simple script forms to more advanced algo-
rithmic codes and computer protocols that were specifically designed to set more complex
conditions in the form of contract codes. These codes govern the automated flow of data
distributed through the network nodes, using a permanently locked set of rules, without
requiring third-party authentication. Blockchain smart contracts were first introduced by
Ethereum and then integrated into other mainstream blockchain platforms [32].

3. Blockchain Consensus Protocols

First, consensus is about using protocols that mainly dictate how the nodes in the
network agree with each other, with regard to the ledger that they hold, and the order in
which the transactions are listed on the newly mined block. This can be quite a difficult
task without the use of consensus algorithms, as they are meant to serve two prominent
requirements: safety (a new, validated block that is committed to the blockchain is not
changeable anymore) and liveness [33]. This means that an honest user will ultimately
be approved if he tries to submit a block that has been proven (in a verifiable manner) to
be valid; thus, a good decentralized blockchain relies on a good consensus algorithm to
moderate it by enabling the nodes to achieve an agreement, and to maintain the updated
blockchain [34]. Furthermore, this section aims to provide a comprehensive overview on
how consensus is reached in blockchains by rigorously detailing the consensuses used in
blockchain platforms that have the most market capital.

3.1. Consensus in Permissionless Blockchains

Permissionless blockchains such as Bitcoin [8], Ethereum [35], and Monero-based sys-
tems do not require pre-established entities to achieve a decentralized consensus [36]. Al-
though Ethereum can be used to enable decentralized applications on a private blockchain
network [37], public nodes can join the blockchain without needing permission. Moreover,
consensus aims to ensure the validity of transactions and data that are committed to the
blockchain in an environment where users do not know or trust each other [38]. The nature
of consensus in such an environment is mostly proof-based [39], with nodes competing
to earn the privilege of appending a new block to the current chain. In a proof-based
consensus, it is compulsory for any node that proposes a new block to include proof that
is able to be verified by the other nodes; this is to ensure that they would be penalized if
the block contains invalid data or transactions. Moreover, since the costs for proposing the
new block are significant, the node that is proposing the block could experience a severe
loss if the proposed block is not accepted by most of the other nodes in the network [40].

3.1.1. Proof-Based Consensus Protocols

In this subsection, we briefly sketch out the basics of proof-based consensus algo-
rithms. In addition to the original Proof of Work (PoW), proposed by Nakamoto [8], many
other variants have evolved, which we discuss here to determine the advantages and
disadvantages of incorporating them into the system.

Proof of Work (PoW)

e PoW is a mathematical puzzle which the network nodes have to solve in order to be
able to add a new block to the ledger. The process is called mining and the nodes
involved are miners. The puzzle consists of finding a hash for the block to mine,
and the hash has a specific number of zeros at its rightmost point. The number of
zeros defines a property known as the mining difficulty. Moreover, the block’s hash
is computed by concatenating all the block fields, thus forming a long string that
is hashed using the SHA256 algorithm. Hashing the same string with the SHA256
algorithm always produces the same result. For this reason, PoW uses a field called
nonce to prove the effort exerted by a node; this is to ensure its right to append its
block to the chain. The miner’s role is to try different values of the nonce until it
comes up with a value that meets the difficulty conditions. This means that mining
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the block is costly in terms of resources and time. Indeed, mining a block for Bitcoin
costs between 531 USD to a stunning 26,170 USD [41]. Whenever a miner solves
the puzzle by guessing the secret value (the nonce field), it adds the block to the
chain and sends it to the network. The time when the block was found is called the
Timestamp. Its chain is only accepted as the real new ledger if it is the longest one.
In other words, whenever a node in the blockchain network receives a new chain,
it first checks its validity by verifying that all the hashes are valid, and that each
block’s hash is computed by using the hash of the previous block. The validity of
the transactions in the last block must also be verified, and finally, its length must
be greater than the one it currently holds. When these conditions are met, the node
will accept the chain as the new valid ledger. The first node which solves the puzzle
and adds the new block to the chain will broadcast the longest new valid chain, and
they would receive a reward for mining, thus making the process of mining a difficult,
competitive process and a lucrative investment at the same time [8]. After appending
the new block to the blockchain, the cycle restarts; therefore, the size of the blockchain
can be increased indefinitely. PoW makes it more financially advantageous for the
miners to show honest behavior by keeping the system in good order rather than
trying to tamper with the ledger or include invalid transactions [42]. The most famous
cryptocurrencies that use the PoW consensus algorithm are Bitcoin and Ethereum [43].
The PoW algorithm has always required proof as it is the oldest existing algorithm
in blockchain technology. It also allowed Bitcoin to prevail as the most secure and
reliable cryptocurrency. Indeed, since 2009, Bitcoin has been ranked as number one in
terms of market capitalization [44]. The PoW algorithm makes blockchain technology
tamper-proof, strong, and secure, and it avoids double spending; however, it has
limited throughput capabilities. Indeed, as a result of the algorithm, it is estimated
that the blockchain can only facilitate 27 transactions/s. This is due to the fact that
limitations are placed upon the authorized size of the blocks and the time taken to
mine the blocks [45]. In addition, there are significant costs associated with blockchain
mining. The mining process consumes a great deal of energy due to the large quantities
of energy that are required to supply the extremely powerful hardware that mines the
blockchain [46]. Figure 4 reveals that annually, Bitcoin uses more electricity than the
whole of Argentina. If Bitcoin was a country, it would be in the top 30 energy users
worldwide [47].

As mining a block is linked to the miner’s hardware hashing power, this may lead
to the monopolization of mining by nodes with enormous hashing power. In fact,
the more processing power a miner has, the more likely they are to hold a monopoly
over the network. If a user possesses 51 percent of the hashing power, this would
ruin the blockchain because nobody would be able to compete with them; this means
that the ledger’s integrity would be completely at their mercy. They would be able to
double spend at will, forking on the block which precedes it, and they would be able
to accept or boycott the transaction in accordance with their desires. In other words,
blockchain integrity would be destroyed if it were to undergo such an attack [48].
Figure 5 demonstrates how fraudulent parties may win the mining race if they have
sufficient hashing power. Forking is an important concept in blockchain technology
that must be clarified. A fork takes place if blocks are mined by two miners at the
same time. If such an instance occurs, the miners will have to choose to a fork to mine
their new blocks on; then, the longest chain prevails.
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However, forks may be intentional, and users may agree not to mine a specific block,

instead, they may choose to mine the previous block. If they succeed mining enough blocks
and they win the mining race, all of the blocks after the fork would be undone [49]. Forks
are illustrated in Figure 5.

Moreover, there are several other problems that may be caused by Proof of Work if the

hashing power is not evenly split between miners. They are as follows:

Sybil attack: this attack consists of faulty or malicious entities that may present as
multiple identities in order to gain control of the system. Since the nodes in the PoW-
based network are identified using only their public key, it is possible for a user to
generate as many public keys as they wish, thus enabling them to potentially create
an infinite number of accounts [43].

Selfish mining: if a party (miner or miner-pool) is sure that they can mine newly
created blocks at least two times faster than any other node in the network, they may
be partaking in what is called selfish mining. Selfish mining occurs when strong nodes
can withhold blocks, which they create, and selectively postpone their broadcast. As a
result, a fork is deliberately generated in a chain that would have otherwise been the
longest chain, and consequently, this might force the honest network to discard some
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of its blocks [44,45]. Thus, selfish mining is one such downside of the “longest chain
wins” principle, as illustrated in Figure 6.

- - - -

a. Initial state of the Blockchain

il - - - - ()

b. A new valid block is added by a miner

-

¢. A selfish miner bypasses the new valid
Block by forking 2 new valid blocks on top of it.

Figure 6. Selfish mining.

Proof of Stake (PoS) and Its Variants

The Proof of Stake consensus requires nodes to apply to be validators by locking a
certain number of coins to a specific smart contract account. Then, a single validator is
selected using pseudorandom selection, or it is based on the age of the set coins, otherwise,
the validator is deselected. This is illustrated in Figure 7. Most PoS-based blockchain
platforms use Verifiable Random Functions (VRF) to select the validator from a group of
eligible candidates.

Figure 7. Process of validating a new block when using the PoS consensus.
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Ethereum looked to Proof of Stake as a solution to solve the aforementioned problems
with PoW. In contrast to PoW, the Proof of Stake algorithm [50] favors miners who have the
most hashing power, and thus, it avoids the issue that causes a network to be monopolized
by those who have the most powerful hardware. Consequently, it means that the mining
process is far less energy-consuming during the transaction validation and consensus
processes; therefore, the mechanisms associated with PoS are much greener than PoW. With
PoS, new, specific vocabulary is used. For example, adding a block to the chain is called
validating a block, and the nodes that are involved in the block are called validators.

a. Proof of Stake

A form of PoS algorithm can be seen on the Nxtcoin platform [51]. Sunny King and
Scott Nadal first published their research on PoS in 2012. [52]. In comparison to other
algorithms, block validation is completed by a set of validators who have staked a sufficient
amount of cryptocurrency in the network. The greater the amount of cryptocurrency
that a validator has staked, the greater their chances of validating a new block; however,
the validator who has staked the most cryptocurrency is not automatically chosen to
validate a new block. If this were the case, mining a block would be monopolized by those
validators, and as a result, the blockchain would neither be decentralized nor reliable since
the consensus would be solely decided by a fixed number of users who have the greatest
amount of cryptocurrency staked in the network; however, in actuality, an element of
randomness is added to the process of choosing the next block validator [53].

There are many variants of the PoS algorithm [50]. In general, there is a certain
threshold of coins that each user must stake in the network in order to become a candidate
validator. Staking one’s coins in the network is undertaken by a defined type of transaction
that transfers the coins to a defined account wherein the stakes are locked. Once the owners
have validated the block they mined in the network, they can take back the amount that
they staked; however, they can no longer participate in the validation process.

b. Chain-based PoS

In essence, a chain-based-PoS algorithm assigns the right to create new blocks to
stakeholders in a pseudo-random manner [54]. For instance, the chain-based-PoS algorithm
might have to contend with each validator proposing a new valid block; the block would
then be chosen using a verification algorithm which considers the size of the generated
hash and the amount that has been staked by the validator. Since hash computation is
unpredictable, it adds an element of randomness to the validator selection process. This
is used in NXT cryptocurrency [55]. A variant of this approach is the coin age approach,
which combines how long the stakes have been held for, as well as their amount. This is
the PoS system used by Peercoin [55].

c.  Casper PoS

Casper Vlad Zamfir is often referred to as the “Front of Casper”, the new PoS algorithm
proposed for Ethereum [56]. Previously, Ethereum has officially stated that it plans to
imminently move from a PoW algorithm to a Casper PoS algorithm [57]; however, only one
hard fork has been released that implements PoS, called GHOST, which, thus far, has been
subject to three fraudulent attacks [58]. These three attacks have been on Proof of Stake
Ethereum and full consensus conversion has not yet taken place. Currently, there is talk
of merging the two algorithms, rather than fully migrating to the Casper PoS algorithm;
this has been announced for the second quarter of 2022. Moreover, what makes Casper
different from other PoS protocols?

The central motivation behind Casper is to address the “nothing at stake” problem in
the PoS consensus algorithm. Moreover, Casper uses an accountability function protocol
that penalizes any malicious behavior or attempted fraud [52,59]. With PoW, mining a new
block on both chains forces the node to split his hashing power by two; this, risks losing
the mining race, and thus wasting energy and hashing power for nothing. In contrast, with
PoS and Pol algorithms, each time an eligible validator faces a fork, a new block can simply
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be added to both chains; consequently, the network ends up with two chains of the same
length in which coins can be double spent [60].

What is proposed with the Casper algorithm, is that to even qualify as a validator, one
needs to lock a significant proportion of one’s fund to use as a stake; even then, one can
only receive a reward that is proportional to the staked bet. If a validator acts maliciously,
in a “nothing at stake manner”, they will immediately be punished, and they will find that
their invested stake is slashed and removed. This is depicted in Figure 8.

Vote on neither Vote on A Vote on B Vote on both
EV=0 EV=10.9 EV = 0.1 EV=0.1+09=1

Mg%;pm pog%pm pogfgpm p:ogi‘ j ;p—m

Figure 8. Process of validating a new block using Casper PoS.

d. Delegated PoS (DPoS)

Delegated Proof of Stake is another variant of PoS [61], wherein stake holders vote
for a delegate to be responsible for adding the new block, instead of voting for or adding
it themselves. The stakeholders possess a number of votes that is proportional to the
amount they staked in the network. Compared with PoS, DPoS can significantly reduce
latency, which is very attractive in IoT networks; however, it may cause the system to
become centralized.

e.  Proof of Importance (Pol)

With Proof of Importance algorithms, which are used by NEM [62], each account is
assigned an importance score that represents its acquired importance to NEM. The nodes
which have the highest importance score, have more opportunities to reap a block. In
the case of NEM, the importance score is computed depending on the amount of vested
money, which is equivalent to the amount of money that has been staked. NEM requires a
balance of at least 10,000 vested XEM (XEM is the cryptocurrency enabled by NEM) to be
able to harvest, which is supposed to limit the number of accounts that are expected to fall
victim to Sybil attacks. In addition, such attacks are unlikely in Pol, thus causing transfers
to decay over time, as only 10% of this amount can actually be vested by the network in
24 h. Accordingly, it would require ten days to vest 10,000 XEM, whereas several weeks
are needed to ensure that inflows are fully vested into an account. Despite implementing
these countermeasures against Sybil attacks, Pol still suffers from the “nothing at a stake”
problem [63]. In PoW, mining a new block on both chains forces the node to split their
hashing power by two, in spite of the risk of losing the mining race, and in addition
to wasting energy and hashing power for nothing. Conversely, any time a validator is
confronted with a fork, they can simply add their new block to both chains. Consequently,
the network will end up with two chains of the same length, wherein coins may be double
spent [60]. Figure 9 illustrates the importance score in Pol algorithms. Table 1 provides the
major advantages and disadvantages of Proof of Stake-based algorithms, whereas Table 2
shows the top ten cryptocurrencies of 2022 in terms of market capital, in addition to the
corresponding consensus protocols used for those cryptocurrencies.
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Figure 9. Increasing Importance Score in NEM Pol algorithms which contribute to the network.

Table 1. Proof of Stake-based algorithms.

Strengths

Limitations

- A much greener way to add new blocks.

- Risk of centralization reduced as anyone who staked a
sufficient amount of cryptocurrency in the network is able
to become a potential block validator.

- Faster to add a block with a PoS algorithm compared with -
a PoW algorithm. -

- More scalable in terms of the number of transactions
processed per second.

- More resistant to Sybil attacks.

The “nothing at a stake” problem.
Not suitable for non-financial decentralized applications.

Table 2. Top ten cryptocurrencies according to market capital and the corresponding consensus

protocols used, 2022.
Cryptocurrency Market Capital EUR Consensus Protocol Used
Bitcoin 564,381,542,293 EUR PoW
Ethereum 111,207,696,199 EUR PoS
Tether 18,623,408,862 EUR PoW and PoS
XRP 11,046,513,838 EUR Ripple
Litecoin 8,983,001,102 EUR PoW
Cardano 8,316,233,583 EUR PoS
Polkadot 7,232,689,163 EUR PoW
Bitcoin Cash 6,769,504,611 EUR PoW
Stellar 6,263,250,767 EUR Stellar
Tezos 1,619,850,592 EUR PoS
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The Mining Power Consumption/Nothing at a Stake Trade-Off

As previously mentioned, the PoW algorithm comes with the huge burden of mining
power consumption. PoS has been proposed as a greener consensus protocol; however,
reducing mining power consumption comes with another compromise. In actuality, forks
in blockchains are supposed to be as short as possible, because multiple valid chains of
the same length would lead to nodes with different balances, and thus, double spending
would be possible. Unintended forks have not been documented; however, the length of
unintended forks can be deduced from the number of orphaned blocks in the blockchain.
The longer a fork is, the more likely it is for blocks to be orphaned, as a single branch would
ultimately prevail. Table 3 and the graph in Figure 10 show the number of orphaned blocks
versus the mining power consumption in different blockchain-based cryptocurrencies. As
illustrated in Table 3, the average power consumption for block mining is a function of:

o  The wattage of the mining device used, (P).
e  The number of devices used to mine a block, (ND).
e The average block mining time, (T4,).
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Figure 10. Percentage of orphaned blocks per day versus power consumed during block mining in
blockchain-based cryptocurrencies, colors are used to demonstrate that blockchain located in high
percentage of orphaned block zone intersects with the low mining power consumption zone and
vice versa.

Furthermore, assuming that all networks are using an Antminer mining device,

14 Th/s, of 1320 watts [64], the number of devices used to mine a block in the desired time
is given in (1) as:

ND = HR(Th/s))/(14 (Th/s) (1)

where HR is the network hash rate, and 14 Th/s is the hashing power of a single mining
device, used.

Moreover, the power consumption for block mining (W,) is computed for each
blockchain network according to the expression in (2):

W.(KWh) = P(KW) x Tao(h) x ND @)
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Documentation regarding the network hashing rate was not available for the Stratis,
Navcoin, and Spectrecoin cryptocurrencies. References [65-67] were thus used to obtain
the corresponding current mining difficulties (D). Moreover, we were then able to deduce
the network hashing rate according to (3) [68]:

HR = D x 2% x Tyy(s) (3)

Table 3. Hashing rate, mining time, and orphan block rate for different blockchain platforms.

Average Mining Power

. Hashing Rate Daily Average of . Daily Average One Block’s Consumption per Block
Blcockctham-Based (Jan Zg()ZO, Orplz;ned Bigocks 13&‘ ll}é‘;’erige[g;] Perc}éntage gf Average Mining (Apntmir}:er
Typtocurrency T Hash/s) [69] tned blocks Orphaned Blocks Time (s) [69] 14 T hash/s)
[70]
Bitcoin 146 M [71] 0.1 158 0.06 584 2,233,104.76
Ethereum 348 [70] 717 6371 10 13 0.12
DigiByte 84K [72] 6 5770 0.08 15 33
Litecoin 280 [73] 149 0.2 0.03 578 1.09
Dash 5K [74] 1 549 0.18 157 72.06
Syscoin 21 M [75] 2 1372 0.14 62 34100
Zchah 0.06 [76] 3 286 1 302 0.5 x 1073
Blackcoin 211[77] 50 1296 3.85 66 36.3 x 1073
Stratis 41[65] 70 1264 5.24 68 7.12 x 1073
Navcoin 78, 67 [66] 80 2828 2.75 30 61.81 x 1073
Spectre-coin 80 [67] 60 1361 4.22 63 0.132

Figure 10 reveals that cryptocurrencies with low mining power consumption have a
high percentage of orphaned blocks and vice versa.

Hybrid PoS and PoW Algorithms

As previously noted, PoS and PoW algorithms are compromised. On the one hand,
the PoW algorithm makes it difficult to mine a block. This improves the reliability and
robustness of the chain; however, its inherent flaws concerning power wastage and high
computational power requirements could potentially risk monopolization, and it means
that the system is not ecofriendly. On the other hand, the PoS algorithm is much greener in
terms of energy consumption, and it has the potential to prevent monopolies forming in
the network; however, being able to easily add blocks may generate the “nothing at stake”
problem, which may lead to coins being double spent. Consequently, it may be argued
that using a mixture of PoW and PoS algorithms could produce an optimized solution
for reaching a consensus in blockchains. In such a scenario, the number of coins that the
node has staked in the network, or its importance score, would determine the difficulty of
the PoW puzzle that needs to be solved; the higher one’s importance score, the easier the
puzzle. This concept was introduced for the first time in a paper by King and Nadal [52];
however, even though it seems promising, the idea did not receive much interest, and few
blockchain platforms have adopted it.

Other Proof-Based Consensus Algorithms

In addition to PoW and PoS algorithms, there are other other kinds of proof-based
consensus algorithms. Several of these are detailed below.

a. Proof of Burn

Instead of staking coins that may be taken back by stakeholders (in cases where the
validated block is correct, and the miners do not wish to be part of the validation process
anymore), validators are required to burn coins by sending them to a blocked account; this
means that they are forever irretrievable. The more coins burned by a node, the higher their
chances of mining a new block [78]. The Proof of Burn (PoB) is used in the cryptocurrency
called Slimcoin.

b.  Proof of Elapsed Time
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With the Proof of Elapsed Time (PoET) algorithm [79], nodes have to identify them-
selves before joining the network. Blocks are not accepted if they have been mined prior to
the minimum defined threshold time.

PoET has a low power consumption, but it exhibits high latency, making it particularly
noteworthy for users with limited resources, but not time constrained IoT applications [80].

c.  Proof of Capacity/Space

Similarly, to PoW, Proof of Capacity /Space algorithms need miners to solve a puzzle;
however, instead of hashing power, it relies on the hard disk capacity of the miners. Thus,
it consumes significantly less energy, but creating new blocks requires high latency. This
method is not especially appropriate for devices with limited storage capacities [81].

Table 4 compares different proof-based consensus algorithms according to a set of
essential blockchain property.

Table 4. Comparison between blockchain consensus protocols for the compilation of a set of essential
blockchain properties.

Consensus

Tolerated Development

Protocol Blockchain  Eco Friendly Malicious Power Data Model Language Execution Examples
Bitcoin,
. . o Transaction-based, Golang, C++, Solidity, . Litecoin,
PoW Public No Computing power, 25% Account-based Serpent, LLL Native, EVM ZCash,
Ethereum
PoS Public No Stake, 50% Account-based Michael son Native Peercoin, T.EZOS’
Tendermint
Public, Transaction-based,
Pol Private Yes Unknown Account-based Java NEM XEM
PoA Public Partial Online stake, 50% Account-based Solidity, Java, Python EVM, Dockers Parity
. . o Transaction-based, Golang, C++, Solidity, . . .
PoB Public No Computing power, 25% Account-based Serpent, LLL Native, EVM Slimcoin
PoET Public Yes Unknown Key-Value Python Native Sawtooth Lake
PoC Public No Unknown Key-Value, Unknown Unknown File Share
DPoS Public Partial Validators, <51% Transaction-based, No scripting Native Bitshares

Account-based

An objective way to assess which of the different PoS consensus variants is the best, is
to observe which PoS variant has the highest market capital. This is because the number
of users that a blockchain platform attracts is reflective of the robustness and security
of the consensus protocol it uses. Cardano has the highest market capital [82] among
the blockchain platforms that use PoS algorithms. Cardano uses VRF to select the block
validator among eligible stake holders.

3.2. Consensus in Permissioned Blockchains

In permissioned blockchains, all the nodes in the network theoretically know each
other, though the number of nodes that interact is limited; thus, the consensus algorithms
used for such platforms are much laxer, and they entail fewer burdens compared with the
algorithms used for permissionless blockchains [68].

3.2.1. Voting-Based Consensus Protocols

Unlike the proof-based consensus algorithm, wherein nodes can leave and rejoin the
network at will, with voting-based consensus protocols, the nodes within the verifying
network should be identified and made adjustable. Voting-based consensus protocols are
also used in some blockchain open networks using the Federated Byzantine Agreement
(FBA); this is used for Ripple and Stellar cryptocurrencies [83]. Voting-based consensus
protocols can be categorized into two types: (i) Crash fault tolerance-based consensus
protocols and (ii) Byzantine fault tolerance-based consensus protocols.

Crash or Network Fault-Tolerant Consensus

Crash and network fault-tolerant consensus protocols enable consensus to be reached
in a distributed, decentralized network, but they do not support Byzantine fault-tolerance
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protocols. This means that nodes can reach a common consensus by using this kind of algo-
rithm in such networks, despite the fact that some other nodes or network connections are
technically faulty; however, consensus cannot be achieved when nodes behave maliciously.

a. Paxos

As a consensus protocol that is used in distributed systems [84], Paxos is an analogy
for the type of parliamentary voting that took place on the ancient Greek island of Paxos,
where there were three main agents: there were proposers of new laws, acceptors who
voted for the laws, and finally learners, who were in charge of writing and recording the
new laws. Each time a node wants to add a new block in the blockchain, so that all nodes
update their ledgers, the chosen validators play the role of the acceptors, and they vote
to either accept or reject the new block. If most acceptors vote to accept the block, all the
other nodes (learners) update their ledgers and add the proposed block. Fault tolerance is
achieved because several acceptors vote for the proposal; therefore, even if one is faulty,
consensus can still be reached unless more than N/2 — 1 acceptors in the network are
faulty (N is the total number of acceptors in the network). However, Paxos does not tolerate
Byzantine faults, and it can only operate if all nodes mutually trust one another. In the case
of smart contract execution, this is implemented in the form of a state machine, and it only
needs one node machine to be executed. Then, if accepted, the state machine is replicated
in all the nodes, and thus, they can add the new contract execution state to their ledgers.

b. Raft

This algorithm has been proposed as an alternative to Paxos [84]. The name ‘Raft’
refers to the structure that was used to escape Paxos. Raft offers solutions to potential
issues in Paxos. These can be summarized as follows:

If more than one node suggests a proposal simultaneously, a single proposal must
be agreed (voted) upon by the acceptors, and the others must be denied; however, they
may be proposed again in upcoming voting rounds. When considering a Raft cluster, it
is notable that verifying nodes can be one of three different types of server; therefore, at
any given time, each server is either a leader, follower, or candidate. At the beginning of
each term, all nodes in the network start as followers. In order to propose a new log for
replication in the network, a node will seek to become a candidate so that they may become
a leader, prompting them to ask for votes; each node can only vote once per term. Moreover,
a candidate wins an election if they receive the most votes from the servers in the cluster;
this must take place in one term. Then, the leader’s proposal is replicated by all nodes in
the network. Additionally, whenever a node is elected as leader, a framework of time for
their term duration is set out. In cases where a term elapses with no leader, the node is
considered to be faulty; therefore, a new term begins when a new leader is elected. Raft's
performance is almost similar to that of other consensus algorithms, such as Paxos. The
most important performance indicator concerns the minimal number of messages Raft uses
when an established leader is replicating new log entries. Moreover, it is open to possible
further improvements [85].

Byzantine Fault-Tolerant Consensus

There are more elaborate consensus protocols used when reaching this second type
of voting-based consensus; namely, the Byzantine fault-tolerant protocols, which allows
consensus to be accomplished on the distributed network, even though some nodes behave
maliciously or are technically faulty [86].

a. Practical Byzantine Fault Tolerance (PBFT)

PBFT was proposed by Castro and Liskov [87]. It is the most commonly used set of
consensus protocols in permissioned blockchains [88]. It has been implemented by the
Tendermint blockchain, IBM's open chain, Iris DB, and Hyperledger.

Reaching consensus with PBFT involves three types of agents (client nodes, comman-
ders, and lieutenants), and there are three phases. Firstly, in the pre-prepare phase, the
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client sends a request, proposing a new block to the commander (which is a defined node
that has been designated as commander in the network), so it can be verified by lieutenant
nodes (and assigned nodes). If this request is valid, a prepare notification is then sent to
the commander, who is supposed to receive f prepare notifications out of the 2 x f + 1
possibilities in the network. Finally, during the commit phase, the request is validated as a
new log that can be added to the ledger. In the example illustrated in Figure 11, Sami is the
commander and there are three lieutenant nodes. Accordingly, the network can tolerate
only one faulty or malicious node; in the example given, this is Nadir. The commander
receives the client request and sends a pre-prepare request to the lieutenants to check its
validity. He then receives two out of three prepare notifications, and he considers the last
node to be faulty or malicious. Since two thirds of the lieutenants are honest nodes, and as
they agreed on the validity of the client request, the log is then validated and propagated
in the network, and can therefore be added to the ledger.
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Figure 11. Reaching a PBFT consensus with three lieutenant nodes.

b.  Stellar consensus protocol (SCP)

A Stellar consensus algorithm is the permissionless blockchain version of the Practical
Byzantine Fault Tolerant consensus (PBFT). It is a more decentralized alternative to PBFT
as it is open to the public. It uses what is known as the FBA.

PBFT was intended to be a consensus for permissioned blockchains, where a set of
validators is predefined in the network, usually by the company or organization that uses
the blockchain platform. With Stellar, validators are not predefined, but rather, they are
selected in a more decentralized fashion.

This algorithm owes its strength to quorum slices, which consist of a list of trusted
validators that are proposed by each node in the network.

Once all nodes in the network are within a quorum slice, validators become the nodes
inside the most overlapping slices; in other words, validators are voted out by an entire
group of network nodes to avoid being predefined by a central authority [83], as shown
in Figure 12.
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Figure 12. Validators voting in the Stellar consensus protocol.

4. Blockchain Consensus Performance Metrics

Blockchain technology limits human error and provides more cost- and time-effective
management by removing intermediaries. It is important to note that the performance
metrics in blockchains are different from those in traditional networks. This is because
the main concern in blockchain networks revolves around the reliability of the shared
ledger. Throughput is a key performance indicator in conventional networks, although, in
blockchain networks, many consensus algorithms purposely limit the throughput of the
blocks committed to the blockchain. The main performance metrics, which all blockchain
consensuses aim to achieve, are the maintenance of the integrity of the network and the
annihilation of malicious attacks, such as double spending and tampering with the ledger.
Moreover, the cost at which this integrity is attained is also a targeted performance endpoint.
Nevertheless, researchers still aim to achieve it, striving to accrue the fewest possible bur-
dens without compromising the decentralized aspect of the blockchain. Another important
feature to be considered, regarding performance, concerns mining fairness in the network.
Blockchain is a technology for decentralization; however, as more new blocks are mined
and monopolized by a certain number of nodes, platforms become less decentralized. In
this instance, the worst-case scenario might be the 51% attack that could ruin the integrity
of the blockchain.

To capture the fairness of the network [89], a mining fairness index (FI) has been
created to demonstrate the extent to which all nodes take part in the mining process.
Intuitively, we expect that in a completely fair network of n nodes, each node must mine
(100/1)% of the total blocks. Given that user number i has allocated a portion of resources,
referred to as x;, fairness can be computed using the Jains Fairness Index formula in (4),
which is applicable to any resource sharing or allocation problem [90].

n 2 n
FI(x1, x2, ..., Xp) = [Zizl xl} /Y x? 4)

The Fairness Index lies between 0 and 1. Consequently, the more (FI) tends toward
zero, the fairer the mining process in the network, whereas FI =1 corresponds to a totally
fair system where all contenders have been allocated resources equally. In the case of
mining, the contenders are miners competing to add new blocks. Moreover, each miner is
allocated resources based on the percentage of the block that is mined by the contender
in question.

Motivated by this important metric, we can now look at concrete examples of Bitcoin
and Ethereum blockchains, and assess mining fairness accordingly.

As Bitcoin and Ethereum nodes are pseudo-anonymized, it is thus difficult to assess
the percentage of blocks mined by a single node, as a single node may be using several
different public addresses; however, due to the enormous hashing power required to mine
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a block, it is doubtful that a single private individual possesses such hashing power. For
that reason, there exist what are known as mining pools. These comprise of a set of miners
that combine and join their hashing power to mine new blocks. The mining reward is then
divided proportionally, in accordance with each node’s contribution to the overall hashing
power. With regard to Bitcoin and Ethereum, most mining pools are identifiable by their
mining contribution; thus, it is possible to compute mining fairness with respect to mining
pools and their mining contribution, as shown in Table 5 [91].
In accordance with the fairness expression stated in Equation (5), the mining Fairness
Index of Bitcoin, BTC_FI is
BTC_FI =0.36 ®)

This indicates that Bitcoin is unfair to 64% of its miners. Table 6 also illustrates
Ethereum mining pool contributions (from 1 February to 4 February 2022) [92].

Table 5. Bitcoin Mining Pool Contributions (from 1 February to 4 February 2022).

Bitcoin Mining Pool Contributions

Mining Pool (1 February 2022-4 February 2022)
Unknown 37.39%
F2Pool 13.77%
Poolin 12.16%
Antpool 9.66%
Huobi.Pool 8.58%
ViaBTC 6.08%
SluchPool 5.37%
BTC.TOP 2.33%
EMCD pool 1.07%
Novablock 1.07%
OKExPool 0.89%
WAYIL.CN 0.89%
BTC.com 0.54%
SBI Crypto 0.18%

Table 6. Ethereum Mining Pool contributions (from 1 February to 4 February 2022).

Ethereum Mining Pool Contributions

Mining Pool (1 February 2022-4 February 2022)
Ethermine 27%
F2pool 18%
SparkPool 16%
Nanopool 12%
MiningPoolHub 10%
Others 17%

For simplicity’s sake, in Table 6, we grouped “others” together in a single mining pool.
In this instance, the Fairness coefficient Ether_FI for Ethereum would be:

Ether_FI = 0.90 (6)

This indicates that Ethereum unfair to 10% of its miners. In the same vein, the mining
coefficient can be computed for all other blockchain platforms.

5. Drawbacks of the Current Trend in Consensus Algorithm Development

In reality, blockchain technology is considered to be a fast-paced topic, and numerous
consensus protocols have been proposed in recent times. New consensus protocols regularly
emerge, as do the improvements, thus ensuring that the challenges and applicability of
blockchain consensus protocols are continual. With regard to realistic consensuses, these are
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definitely not ideal (flawless). Indeed, they are always subjected to trade-offs concerning
the efficiency of the performance, security, and scalability of the blockchain. Prioritizing a
specific feature over another is made with regard to the specific purpose that it is serving.
More precisely, when a new consensus algorithm is proposed, it favors miners or validators
with specific attributes; either it gravitates toward the activity, the amount of staked money,
or the hardware capacity in the network. Whenever a new consensus occasionally emerges,
it only changes its favorite mining attributes. When considering such a situation, it is
notable that those attributes do not differ from the circumstances which enable miners
with the same attributes to always reap the most rewards. As a trend, this would leave the
blockchain open to risks such as the 51% attack, where limited parties can monopolize the
system. This has become a possible scenario with the existence of mining pools. Figure 11
shows that this has occurred; some mining pools have reached an alarming hashing rate,
where, for a short, limited period of time, some have been able to monopolize nearly
51% of the network’s hashing power. Moreover, the nodes which have the most favored
attributes, and are thus eligible to add a new block, can abuse this power; this is because
it is continually possible for them to add new blocks to the ledger, and therefore, they
are also able to include their desired transactions. They can boycott less powerful users’
transactions and never commit them to the ledger. In such a scenario, the least favored
nodes would see themselves powerless, and they would be obliged to leave the network;
however, a new approach, if attempted, may lead to better performance. The main changes
would require varying the attributes of the favored miners. This would be ascertained
in accordance with the circumstances of the less powerful nodes, or such nodes would
be favored, but only if they can prove that they have been a victim of abuse (e.g., falling
victim to boycotts). In actuality, negligence when committing valid transactions is a concrete
concern in most blockchain platforms. In the case of Bitcoin, where the maximum block size
is 1 megabyte, given the daily average number of transactions per block and the average
transaction size per day, one can therefore deduce the average number of transactions in a
1-megabyte block.

From Table 7 [93,94], it is evident that even though there are still pending transactions
left over, in the Mempool, blocks are not filled to their full authorized potential. This is
because if a transaction is left over for too long, without being confirmed, it is pushed
away from the Mempool by the new transactions coming in. In forum discussions for
Bitcoin cryptocurrency users [95,96], some users vent their frustration regarding some of
their transactions as they have been pending for days, awaiting confirmation. In terms of
confronting this problem, however, the only solution that is usually proposed is to raise the
transaction fees when attracting miners.

Table 7. In the Mempool, blocks are not filled to their full authorized potential despite still having
pending transactions left over.

Date 24 April 2022  5May 2022 30 May 2022 6 June 2022

Average transaction size (Bytes) 308 479 713 396
Average number of transactions

1709 1973 1248 1235
per block
Number of transactions if the
block size was 1MB 3246 2087 1402 2525
Size of Pending transactions in 30 30 20 05

the Mempool (Kilobytes)

To sum up, the more often that random miners become eligible to mine a block, the
less likely it is for a given party to monopolize the mining process. Similarly, if less favored
nodes are subject to abuse or bullying by powerful nodes, the consensus protocols should
enable them to confront it, thus giving them proof of abuse.

Figure 13 illustrates the market share of each mining pool. It uses various circle sizes
to represent periods of time, and a color scale is used to show the dominance of mining
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power in the Bitcoin network. No dominance (0% mining power) is depicted in light yellow,
whereas complete dominance (>50% ) is illustrated in dark red [97].
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Figure 13. Evolution of market shares and domination for the top 25 mining pools.

6. Proposed Solutions
6.1. Random Selection of Miners, Our Proposed Solution, Preventing 51% Attacks

When blockchain technology first emerged, the 51% attack was only a potential threat
that was technically possible but not realistic [98]; however, 51% attacks are real and
many blockchain cryptocurrencies that mainly use PoW consensus algorithms are affected.
In January 2019, Ethereum Classic fell victim to a 51% attack that resulted in double
spending [99]. During July to August 2020, Ethereum Classic again fell victim to multiple
51% attacks. Bitcoin SV was also a victim of a 51% attack. The 51% attack was detected by
an independent cryptocurrency data aggregator who denounced it in a tweet [100].

All the above mentioned 51% attacks were overcome after forking was noticed in the
tampered blocks; however, the fact that such attacks keep occurring shows how vulnerable
such platforms are, and that a more permanent preventive solution is needed.

A fully randomized selection of miners would completely eradicate the 51% threat,
making the blockchains immune to such attacks; however, this would require an unpre-
dictable random number generated by an impartial entity such as a smart contract. In such
a circumstance, miners could apply to mine the next block by invoking a smart contract.
Candidates can be stored in an array structure in the smart contract, then, the candidate
with the index that corresponds to the randomly generated number would be selected as
the next block miner; however, such an approach poses several challenges:

e  First, interested miner candidates must call for a special smart contract function
in order to apply; however, calls for smart contract functions are considered to be
transactions, and in accordance with the specific function call, the state of the smart
contract cannot be updated in the public ledger until this last call is also confirmed in
the ledger. Hence, miner applications must first be mined to be considered.

e  Second, it is not especially easy to generate a completely random number with a smart
contract. In fact, there are only three ways to generate pseudo-random numbers with
a smart contract, and none of them are completely random. The first way is to use the
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current block hash, block hash size, or recent mining difficulty, all of which are affected
by the throughput of the block, over which the miners have some control. In fact, it is
the miners who calculate the block hash, which can lead to possible collusions among
miners who wish to regulate the throughput of the block; therefore, this method is
risky, as it means that it is possible to predict the generated random number. The
second option is to assign an off-chain oracle to generate the random number that
would be used in the smart contract; however, this approach is fully centralized, and
it contradicts the spirit of decentralization inherent in the blockchain. It also opens
loopholes for corrupt centralized entities, which becomes even more important if
financial stakes are tied to the generation of the random number. The last approach,
and the most popular one, is to use an oracle-based VRFE. The argument in favor of
such a method, stipulates that the oracle cannot know when the random number
is requested; therefore, it uses the timestamp of the request as the seed for the VRE,
which allows it to generate the random number that is sent to the smart contract, along
with verifiable proof that it was randomly generated using the VRE. The VRF consist
of three different functions. They are as presented in Equation (7) [101]:

Generate(x) = (PXe, 5Key)
F(x,Skv) =y @)
PROOF (y, PX%)

The VRF must satisfy the three (3) conditions mentioned in our previous work,

namely [101]:

Uniqueness: 3 (x1, y1), (x2, y2) : PROOF (y;, PX¥1) = PROOF (y,, PX%v?)
Pseudo-randomness: Assuming a set of n inputs S;ypu = {x1, ..., xn}, and the
corresponding set of outputs Soutput = {y1, ..., yn}, itis not possible to extrapolate a
mathematical relation that allows one to infer the outputs from the respective inputs.
Provability: the first function takes a seed input x, to generate a public/secret key
pair (PX%, SK¢). The second function generates a random output from the seed input
and SKe¢¥. The third function serves as a proof of randomness for F (x, GKey ) ; it allows
the verification of the randomness of the output y based on PX?. Although VRF
is an established method for random number generation in smart contract applica-
tions [102,103], it still uses a seed generated by the smart contract, which is not fully
random and can be subject to manipulation.

Moreover, our proposal is that a smart contract should be used to generate random

numbers. In the proposed system:

The smart contract must have a feature that allows miners to apply for mining.

The allowed number of admitted candidates must be defined in the smart contract.
An array must be available to store mining candidates.

A function that allows mining candidates to send an encrypted seed number must
be available.

A function that allows mining candidates to reveal their seed number must be available.
There must be an internal function to verify that the mining candidates’ encrypted
seed numbers match the disclosed seed number.

There must be a function to calculate a random number based on the candidates’
committed seeds.

The Genesis block, together with the smart contract, represents the first two blocks

of the chain. The next block is mined using a PoW algorithm or another conventional
consensus algorithm; however, the mined block must contain transactions that are part
of the miner application, in accordance with the permitted applications, as defined above.
In other words: if the defined number of applications is 50, there must be 50 transactions
that correspond with 50 different mining applications. After the mining applications
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are committed to the ledger and stored in the dedicated array data structure, the next
block to be mined must contain the corresponding transactions of all the encrypted seed
numbers of the mining applicants. Then, the next block must contain the request for all
mining candidates to disclose their encrypted seed number. The Disclose Seed Number
function is locked (cannot be invoked) until all the candidates” encrypted messages have
been committed to the general ledger. When the smart contract function requesting the
disclosure of the candidates’ encrypted seed numbers is called by all miner candidates,
the smart contract first checks whether each candidate has disclosed a seed number that
matches the previously sent encrypted message. Those who have sent non-matching
numbers are disqualified. This process is shown in the flowchart in Figure 14.

Block n: Commit Miner Candidates’ I
Applications

Smart contract

[sajsa |G —

d miner applications,
mined in block n,
queued as ordered by
the block miner

I CandidatesArray.push(Td.sender)

Block n+1: Commit Miner Candidates’
Encrypted Seed Numbers

Smart contract

=& - | fa —

d transactions of
candidates sending
encrypted seed number, |

mined in block n+1, queued
as ordered by the block

Block n+2:Commit Candidates’ | Seed =0 I

Transactions Revealing Their Seed
Number i=0

Mapping_1(Td.sender) = |
Td.message

Smart contract
® |m= —

d transactions of
candidates revealing their
seed number, mined in
block n+2, queued as
ordered by the block miner

Mapping_2(Td)=
Td.Message

Mapping_2(Td)=
Hash(Mapping_
1(7d))

CandidatesArray.Remove(Td)

Execute the next °
transaction in the

queue Yes

| Seed += Td.message |

I Generate_Random_Number(Seed) |

Figure 14. Process of selecting a random miner, wherein one new block is added to a sequence of

four blocks.
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Moreover, in theory, if all the candidate miners have different permissions, they are
counterparties who would never collude. Each miner encrypts a random number of their
choosing, and they transmit it to the smart contract. Ultimately, candidates’ numbers are
committed to the blockchain’s public ledger; only they can reveal their number. If this is
the case, it generates a random number by adding the seed of the candidates. This scheme
ensures completely decentralized and unpredictable random number generation, thus
allowing miners to select one of four blocks completely at random. The random number
can be generated by hashing the seed, as shown in expression (8)

Random_Number = Hash(Seed) %CandidatesArray.length() 8)

The selected miner is the candidate with the index “Randomin,pe;” in the candidates’
array. As is evident, a miner can be randomly selected to mine one of four blocks. The
process of randomly selecting a miner is composed of a sequence where three blocks must
be mined using conventional consensus protocols with additional conditions (as explained
earlier), then, only the fourth block can be mined by the randomly selected candidate.

In a random selection sequence, three types of blocks can be distinguished:

The block containing the applications of the mining candidates BA.

The block containing the encrypted seed number transactions of the mining candidates BE.
The block containing the disclosed seed number transactions of the miner candidates BR.
The block generated by a randomly selected miner BW.

Aside from the first two blocks (i.e., the Genesis block and the Smart Contract De-
ployment block), for a random selection sequence i to account for each of the previously
defined blocks, the block number in the blockchain would be N; for the given sequence, as
presented in Equation (9):

N; (BA)=((i—1)*4)+1;
N; (BE) = ((i—1)%4) +2;
i>1 )
N;j (BR) = ((i—1)«4)+3;
N; (BW)=((i—1)*4)+4

As is evident, Vi > 1 (N; (BA) — 1) is always a multiple of four and two, whereas
(N; (BR) — 1) is always a multiple of two and never of four. (N; (BE) — 1) and (N; (BW) — 1)
are odd numbers; thus, the conditions for a block can be defined in accordance with the
newly proposed block number in a verifiable manner, as shown in the flowchart in Figure 15.

(Blockchain
Size-1) % 4=0
Yes

Blockchain
Size %4 =0
Yes

No Blockchain
Size %2=0
Yes

Conditions to accept a new
block

Conditions to accept a new
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-Randomly selected miner
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-Proof of Work (Solving the
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candidates encrypted seed
number transactions.

Figure 15. How peers can check if a newly added block is valid based on the block numbers’

properties.
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6.2. Proof of Abuse, Our Proposed Solution against Transaction Boycotting

The blockchain is purposely designed so that not everyone is eligible to add a new
block. Indeed, miners must prove that they have invested a valuable asset in order to
be able to add a new block, which may be futile if the block is not validated; however,
it must provide options to casual users who join the network only to receive and send
transactions, and if they are proven to be victims of abuse, as explained earlier. A practical
aspect of the abuse that such users may suffer, is that their transactions are neglected and
not transferred to new blocks. This can be frustrating, especially if it is an urgent transaction
that needs to be issued or received. It has been suggested that miners should be entitled to
a reduced difficulty level if they see their transactions being neglected and if the block they
are proposing contains older transactions; however, transaction timestamps are not reliable
until they are in the public ledger, and therefore, it is difficult to know how old transactions
in a newly proposed block are. Nevertheless, a UTXO-based blockchain provides reliable
knowledge of newly issued, uncommitted transactions; this is because their input must
be a committed transaction in the public ledger. Indeed, UTXO blockchains have a coin
age [104], which is only relevant for UTXO-based blockchains. It refers to the age of
transaction inputs, wherein age is measured in blocks. Nevertheless, it is important that
such a system is not exploited by powerful nodes that intentionally age their transactions
to enjoy a lower difficulty. One solution to this issue might involve setting a minimum time
threshold for new blocks to be accepted by miners who bargain the difficulty, thus ensuring
that powerful nodes are not tempted.

6.3. Proposed Solution against Selfish Mining

Despite the problem of high-power consumption in the PoW consensus, PoW algo-
rithms would be infallible in terms of security if the problem of selfish mining was solved.
Honest users are most affected by fraudulent behavior, and therefore, we believe that
they are the ones who need to take proactive and responsible action against it. One way
to do this, is for every honest user, for whom the longevity of their chosen blockchain
platform matters, to keep an off-chain record of their last block hash and the size of their
last blockchain transaction. As a result, they will be able to keep track of blocks with
mismatched hashes. When an honest node receives an updated blockchain ledger, they can
check if the last recorded hash matches the hash of the block number that corresponds with
the last recorded blockchain size. If the hashes match, the node can update their records
with the most recent block hash and blockchain size. On the other hand, if the hashes
do not match, it means that selfish mining has taken place. To detect selfish mining, the
honest node must find the last valid block before mining. To do this, it loops through the
blockchain blocks until it finds the block that was used to calculate the last recorded hash.
How an off-chain record can help detect selfish mining and recover the last block before it
happens is illustrated in Algorithm 1 and Figure 16, respectively.

Algorithm 1. Detect_Selfish_Mining

1: Variables

2: Uint S /*The Honest User Last Recorded Blockchain Size*/
3: Bytes32 H /*The Honest User Last Recorded Valid Block Hash*/
4: Bytes32[] Blockchain /*An array storing the block hashes of
the new blockchain, indexed by the respective block number */
5: End Variables

6: Procedure: DetectSelfishMining(S, H) Returns Bool: SM

7: If (Blockchain[S]'= H) Then

8: Returns SM = True /*Selfish mining occurred*/

9: Else

10: Returns SM = False /*Selfish mining occurred*/

11: End If

12: End Procedure
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Figure 16. Last block hash and off-chain record scheme against selfish mining.

If honest nodes can detect the last valid block before selfish mining takes place, they
can perform a hard fork on that block and migrate off the main chain. Indeed, this is
possible, and mainstream blockchain platforms have seen several hard forks where users
have migrated from the main blockchain to a forked branch. Table 8 shows some of
Bitcoin’s hard fork history. Bitcoin hard forks occur primarily when a group of users agree
on protocol upgrades that remove or relax rules on the main chain.
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Table 8. Bitcoin’s hard fork history [105].
e . Block on the Main Chain
Bitcoin Fork Date of the Fork wherein the Fork Occurred
Bitcoin Cash 1 August 2017 Forked at block 478,558
Bitcoin SV 15 November 2018 Forked at block 556,766
eCash 15 November 2020 Forked at block 661,648
Bitcoin Gold 24 October 2017 Forked at block 491,407

6.4. Proposed Solution against SYBIL Attacks

A Sybil attack refers to a single user operating with multiple active identities (or Sybil
identities) that are considered to be distinct entities in a peer-to-peer network. This type
of attack allows a single user (or group of users), who has become the most influential
in the network, to undermine the reliability of the system without being detected. In a
blockchain network, if each user is identified only by a single and unique address, users
who monopolize the network could be easily detected, as the number of blocks mined by
each user could be accurately verified by all peer nodes. In this regard, several solutions
have already been proposed [106,107]; however, we believe that Proof of Burn is the most
secure and efficient solution [108].

In essence, PoB requires sending a certain amount of cryptocurrency to an address on
the blockchain, which cannot spend the currency, in order to mine a block. Unlike PoS, the
PoB deposit is non-refundable. We propose that burning is not only required to mine a
block, but rather, it should be considered as a registration fee for all nodes. Transactions
would therefore have to include a PoB in order to be validated. As a result, transactions
would need to be authenticated by the sender’s digital signature, along with the PoB. If
priced appropriately, token burning may ensure that it is too expensive for a Sybil attacker
to duplicate identities; this would continue for as long as the tokens are burned with each
new identity. Such a system is also relevant to the proposed system of random mining, as it
reduces the likelihood that mining applicants are different peer users.

6.5. Proof of HashRate PoH, Our Proposed Solution to PoW's Excessive Energy Consumption

We believe that PoW is the consensus algorithm used by the highest market capital
blockchain platforms for a reason, namely, that it is the most robust consensus algorithm
to date. We believe that PoW'’s drawbacks, such as the high energy consumption, can be
addressed without changing its core concept, which requires miners to be the first to solve
a mathematical puzzle in order to mine a new block. An example of work along these
lines can be found in [109], wherein the authors propose energy-efficient hashing hardware.
Although much work has focused on developing energy-efficient hardware, we believe
that this is not sufficient to curb miner energy consumption, as there is no mechanism to
control the hardware used by miners in a blockchain network. If the hashing performance
of miners can be verified on a consortium basis, the network could comprise a defined,
fixed mining difficulty that regulates the time taken for mining blocks at a fixed and known
hashing rate. Even if the miners had the same hashing performance, the mining would
still involve an element of randomness, since the transactions selected by the miners and
their order would affect the nonce that produces a valid digest that satisfies the difficulty
constraints. Two blocks mined by different miners cannot be identical because each block
contains a reward transaction sent to that particular miner. A fixed hashing rate imposed
on the network would result in fixed energy consumption during mining, and thus, such
a solution could solve the hashing races that are prevalent with PoW algorithm use, in
addition to solving the resultant increase in energy consumption.

As previously explained, miners try different nonce values to find a valid hash. The
nonce is a 32-bit integer value. How a valid hash is found by miners is shown in Figure 17.
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Figure 17. Mining Process: trying different nonce values until a valid hash is found.

As shown in Figure 17, the nonce N that produces a valid hash represents the exact
number of hashes that were performed in order to find the valid hash; thus, the time T
required to mine a block with a defined hash power H can be accurately derived by the
simple relationship shown in (10).

T=H/N. (10)

When a new block is mined, the nonce is used to generate the lock hash, and the block
mining time is known to all peers in the network; therefore, the hash rate used to mine the
new block can be easily verified. The newly proposed block should only be accepted if it
was hashed in accordance with the allowed hash rate.

7. Future Eminent Threat to Current Blockchain Technology

In order to outline future trends, we believe that it would be undoubtedly useful to also
shed light upon another challenge threatening blockchain technology and its applications.
In fact, this challenge is relevant to all technologies using current cryptographic algorithms.
Indeed, it is true that quantum computing is promising in terms of future technological
developments. In fact, the anticipated advent of quantum computing would make current
blockchain platforms vulnerable, meaning that they would require the implementation
of new quantum-resistant cryptography [110,111]. Current blockchain technology uses
cryptographic algorithms for key pair generation, such as RSA and elliptic curve cryp-
tography. Key pair generation is essential for blockchain security, since key pairs are
used for transaction signatures and their verification. This has worked, and continues
to work, due to the fact that cryptographic functions are one-way; in other words, com-
puters are currently incapable of isolating a private key from its respective public key.
However, quantum computers are able to crack current cryptographic functions. In fact,
Shor’s algorithm for quantum computing can be used to crack RSA cryptographic key
pairs [112]. Quantum computers remain at the embryonic stage of research; however,
quantum computing technology is expected to be operational for the next decade [113].
Moreover, researchers are working on developing new quantum-resistant cryptographic
algorithms, as current algorithms would lose relevance in the era of quantum computer
dominance. This new cryptography, which is invulnerable to quantum computing, is
called post-quantum cryptography (PQC). In the context of blockchains, PQC requires the
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development of a new cryptographic signature, which needs to be immune to quantum
computers. PQC is intended to be secure against quantum computer threats, in addition to
being implementable on a conventional computer. Many proposals have been submitted
to the National Institute of Standards and Technology NIST; however, only three post-
quantum cryptographic digital signature algorithms have passed the three-phase selection
process to become finalists. One algorithm will be selected as the new standard [114]. The
remaining finalists are CRYSTALS -Dilithium [115], Falcon [116], and Rainbow [117].

8. Summary

In this article, we provided a critical overview of blockchain-based consensus al-
gorithms. First, we presented the background of blockchain technology and its related
applications. We provided an overview of blockchain technology, and we explained how it
enables decentralized architecture to function in a peer-to-peer network, wherein nodes
can interact in a reliable manner without having to trust each other or a central authority.
Moreover, it is the architecture of the platform that ensures the integrity of the network
and the data exchanged between nodes. A literature review was conducted on how decen-
tralized cryptocurrencies are enabled or achieved, and applications and areas where this
technology is most relevant and appropriate were also assessed. The focus of this work
was consensus protocols which have significant market capital in blockchain technologies;
thus, we presented and compared a variety of consensus algorithms, their advantages,
and disadvantages.

As is evident from the findings of this paper, consensus, as an aspect of blockchain
technology, is ripe for exploration, as no consensus protocol is perfect. We found that
most consensus protocols in permissionless blockchain networks are proof-based, with
the 51% attack being the biggest threat. After discussing and comparing many blockchain
consensus algorithms, we discussed the performance metrics of the protocols, focusing
mainly on the fairness of the protocols in relation to smaller clients (i.e., clients with fewer
resources that want to participate in the network). Here, we presented a new strategy for
measuring the fairness of these protocols using the Jains Fairness Index.

We also discussed the development trend of the consensus protocols and their draw-
backs, in order to provide an outlook on existing works. We also proposed solutions to
some of the identified problems.

Finally, we provided insight into how quantum computing might threaten current
blockchain technology, which we may consider as more of an anticipated threat.
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