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Abstract: Integrated circuit susceptibility to radiation-induced faults remains a major reliability
concern. The continuous downscaling of device feature size and the reduction in supply voltage in
CMOS technology tend to worsen the problem. Thus, the evaluation of Soft Error Rate (SER) in the
presence of multiple transient faults is necessary, since it remains an open research field. In this work,
a Monte-Carlo simulation-based methodology is presented taking into consideration the masking
mechanisms and placement information. The proposed SER estimation tool exploits the results of
a Single Event Transient (SET) pulse characterization process with HSPICE to obtain an accurate
assessment of circuit vulnerability to radiation. A new metric, called Glitch Latching Probability, which
represents the impact of the masking effects on a SET, is introduced to identify gate sensitivity and,
finally, experimental results on a set of ISCAS’ 89 benchmarks are presented.

Keywords: characterization; masking effects; fan-out variation; temperature variation; voltage
variation; multiple transient faults; sensitive gates; soft error rate; susceptibility

1. Introduction

Reliability has always been one of the major concerns for the VLSI industry, especially in recent
years, as there were various challenges with the continuous shrinking of the integration technology [1].
Radiation-induced hazards occupy a central place in the range of reliability issues of Integrated
Circuits (ICs). The most prevalent causes of such hazards are the alpha particles emitted from
radioactive impurities in the package material of the ICs [2], and high-energy particles, mostly neutrons,
from terrestrial cosmic rays [3] that may strike the silicon material of a chip. When such an incident
occurs on a transistor, several electron-hole pairs are created which in turn, may be collected by the
depletion region. This disturbance may momentarily cause a change of gate output logic state, which
is well-known as a Single Event Transient (SET). The nature of this kind of errors is non-destructive
but can affect the proper circuit operation and lead to system malfunction. However, such errors may
have serious consequences in critical systems. These errors are called soft errors and Soft Error Rate
(SER) indicates the grade of a circuit susceptibility to radiation-induced faults.

A drawback that follows the downscaling of the device feature size of ICs is that it renders
them more vulnerable to radiation threats [4–6]. Thus, the need for identifying the impact of such
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errors on the circuit operation has become imperative and the contribution of simulation tools to the
development of error-resistance chips tends to be significant.

In this work, we present a detailed overview of SER analysis for combinational logic, which
focuses on the modeling and handling of multiple transients originated from a single particle strike.
Based on Monte-Carlo simulations and considering ICs layout information [7], an accurate SER
estimation is obtained. In addition, a series of spice experiments, with HSPICE [8], are conducted
to characterize SET pulses for different design parameters, i.e., supply voltage, fan-outs, etc. Also,
a new metric for the quantification of gate sensitivity is introduced, which is based on the impact that
the three masking effects have on SET propagation up to the sequential components. Estimation of
sensitivity is helpful for evaluating the variations of the circuit elements, as was done for example in
the design of filters [9]. Extensive simulation results are presented for a variety of ISCAS’ 89 benchmark
circuits. Some preliminary results of this paper were presented in [10].

The rest of the paper is organized as follows. Section 2 summarizes the related work on SER
analysis; Section 3 introduces the basics of the SETs as well as the characterization of their pulse width;
Section 4 presents the proposed methodology for SER estimation, whereas Section 5 describes the
new metric for gate sensitivity identification; Section 6 presents the experimental results on the used
benchmarks and, finally, Section 7 concludes this work.

2. Related Work

Over recent decades, extensive research was done on SER analysis, estimation, and mitigation
of the ICs in order to deal with the challenges of the technology node downscaling. In this section,
we present a variety of work related to the wide field of radiation-induced soft errors. A significant
part of the bibliography involves SET pulse measurements through neutron beam testing setups
that generate particles from a wide energy spectrum. The actual measurements in [11–13] provide
useful results regarding the direct impact of radiation on ICs of various technology nodes and under
different conditions. Although the real-time experiments comprise an important step to comprehend
the behavior of modern chips into an environment of radiation fluxes, simulations are necessary to
succeed scalability and obtain accurate results in a reasonable time. In [14–16], the authors characterize
the SET pulse generation and propagation under different design parameters through SPICE and
TCAD simulations.

With regard to SER estimation, extensive research has been conducted so far. Some of the methods
are reviewed here as well as the state-of-the-art approaches. Most of the work implements the three
natural masking mechanisms that mitigate SER, i.e., logical, electrical, and timing masking [17–19].
The works in [20,21] are based on probabilistic models and statistical methods for SER estimation.
However, modern chips tend to be more vulnerable to high-energy particle strikes due to the
technology downscaling and, thus, the reduction in the distance among the cells has increased the
occurence of multiple transient faults (MTFs) caused by a single particle strike [22–26]. Therefore,
recently, research in the particular field focuses on the SER evaluation in the presence of single event
multiple transients (SEMTs). In [23], heavy-ion experiments are conducted to characterize the SEMTs.
In [26,27], the authors introduce the identification of the cell sensitive regions for SER estimation.
Some approaches consider that SEMTs occur at the output of physically adjacent gates, which are
identified by examining the netlist [28,29]. Nevertheless, if only logic-level netlists are used for the
determination of circuits’ error sites, neglecting the layout-level adjacency of the cells, may result in
inaccurate estimation. Finally, other approaches provide a more realistic and reliable SER estimation
analysis, by taking into consideration the circuit layout [26,27,30–33].

3. SET Modeling and Characterization

In this section, we present the model used for the generation of a transient fault (TF) through
current pulse injection. We apply this model on spice simulations, thus, identifying the sensitive
regions of a cell. Furthermore, spice simulations are performed for a range of different fan-outs,
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supply voltages and temperatures for each gate in order to characterize the transient pulse, so as to be
integrated into the SER estimation tool. Finally, the SER verification framework is presented.

3.1. Current Pulse Model

When a high-energy neutron hits a sensitive region of a gate several electron-hole pairs are
deposited in p-n junction forming a current pulse at its internal node. Thus, the generated pulse may
exceed the threshold level, i.e., the half of supply voltage, and settles to logic 1 or 0 if the resultant
collected charge exceeds the critical charge (Qcrit) of the particular gate, which is the minimum charge
required for a particle strike to provoke a TF. However, the continuous technology shrinking induces
decreased Qcrit values, which means that even particles of smaller energies can cause a malfunction in
circuit operation.

Particle strikes are represented by independent current sources connected to NMOS or PMOS
transistors of the affected gate and their result is reflected in the output pulse. A widely used model
for the radiation-induced current is the double-exponential current pulse which is expressed by
Equation [34,35]:

Iparticle(t) =
Qcoll

τα − τβ
(e−t/τα − e−t/τβ) (1)

where Qcoll denotes the collected charge, τα is the time moment the electron-hole pairs are deposited
in the p-n junction, and τβ is the time moment the particle hits the silicon. These time values are the
rise and fall time constants respectively of the current pulse. Furthermore, Qcoll depends mainly on
the energy of the particle strike, its angle and the characteristics of the device, whereas Qcrit is solely
related to the device characteristics and can be estimated, through spice simulations, from the integral
of Iparticle with respect to time, as Equation (2) shows:

Qcrit =
∫ t

0
Iparticle(t)dt (2)

3.2. Transistor Pulse Injection

SETs are mainly caused by high-energy neutrons striking on a transistor’s depletion region.
The result is a current pulse that appears at the gate output as a voltage drop. Thus, spice simulations
should be performed to model the pulse generation and characterize gate sensitivity. In particular,
current pulses are inserted both to NMOS and PMOS transistors for all gate input combinations in
order to observe the output pulse. Something that should be underlined is that particle strikes are
simulated differently depending on the transistor type they occur. In particular, a fault occurred on a
NMOS is simulated with a current pulse injected into the drain and extracted from the body of the
transistor, whereas on a PMOS the current pulse enters the body and exits from the drain (Figure 1).

(a) (b)
Figure 1. Modeling of the particle strike on an inverter via the current pulse when (a) it occurs on
NMOS transistor and (b) on PMOS transistor.



Technologies 2020, 8, 5 4 of 15

The critical charge required to change the logic state of a gate was significantly decreased
due to the technology downscaling. Therefore, electron-hole pairs generated by a particle, which
hits a sensitive transistor, can change the gate logic state. However, the emergence of a transient
pulse at the gate’s output depends on whether a high-energy particle affects a sensitive region.
The aforementioned spice simulation analysis, for all input combinations, shows that sensitive regions
are the off transistors [26,27,33].

3.3. SET Pulse Characterization

The voltage at the gate output affected by a particle strike depends, primarily, on the energy of the
particle and the collected charge, which is determined by the parameters of the injected current pulse.
However, the size of the transistor, the output capacitance, the supply voltage as well as temperature,
are critical factors for the SET pulse width. Several spice simulations characterized the generated SET
pulse under different cases.

First, it was examined the influence of the number of fan-out and, thus, the capacitive load on
SET pulse width. Figure 2 shows the pulse widths at the output of a NOT gate for increasing fan-out
with identical gates while a current pulse is injected on NMOS and PMOS transistor.
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Figure 2. Pulse widths for various fan-out when NMOS and PMOS is affected.

We notice that for less fan-out even though the capacitance increases, the pulse width of the
output voltage increases. This is explained from the fact that the injection node needs more time to
recharge. On the other hand, the generated pulses tend to have smaller width when fan-out exceeds
a threshold. From Figure 2 we can see that this happens for fan-out 6 when NMOS is affected and
fan-out 4 when PMOS is affected, since the injected charge is not great enough to change the output
voltage to the opposite power trail. Also, the pulse width from a particle strike that flips the output
from logic 1 to logic 0 is greater compared to the opposite case. The transconductance coefficient is
always greater for NMOS than PMOS, but in the particular implementation the width of the PMOS
was not much larger than NMOS (so that the gates were not symmetrical) and, thus, the NMOS current
is greater than PMOS current, which justifies the shorter width of the pulse.

Furthermore, the influence of operating voltage and temperature on the SET pulse width was
investigated through several simulations. Figure 3 demonstrates the pulse widths of three gates (NOT,
NAND2, and NOR2) taking into account different values of the aforementioned factors. In particular,
decreasing the operating voltage, which contributes to the reduction of circuit power consumption,
results in increased SET pulse widths for the examined logic gates. Furthermore, the elevating
temperatures (25 ◦C, 50 ◦C and 100 ◦C) show a similar impact on gate sensitivity, which means that
under these circumstances, ICs become more susceptible to radiation-induced faults.
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Figure 3. Pulse widths for different supply voltages and temperatures of (a) NOT, (b) NAND2 and (c)
NOR2 gates.

3.4. Propagation and Verification Framework

SET characterization is crucial, since glitches with substantial widths may contribute significantly
to SER. However, except for that, the analysis of their propagation is equally decisive in order to obtain
an accurate SER estimation. Once a transient glitch is generated by a particle hit, it propagates through
the following gates and may reach a memory element, if its width is sufficient enough. As mentioned,
SET propagation is determined by the strength of the particle and, as a result, by the glitch amplitude
and width, and the gates that belong to the corresponding propagation cone, since each one of them
has different nodal capacitance affected by parasitic delay and fan-out [36].

For SER verification a script is used, parsing the ISCAS’ 89 spice netlists, to insert current pulses
on random transistor nodes and at random time moments within the clock period. Subsequently,
the propagation of the generated pulses is examined, whereas an adequate number of simulations
are made so as to obtain an accurate result. For all the primary input combinations of the circuit we
observe which of the pulses are latched by at least one flip-flop (FF). For this purpose setup and hold
time values of the FF are used so as to determine the time interval that glitches can be latched in a clock
period. In particular, if a transient fault arrives at a FF within this interval (determined by setup and
hold time with respect to the rising edge of the clock pulse), as Figure 4a shows, it is latched, resulting
in invalid output (until the next clock edge recovers the right signal), otherwise it is not latched and
the FF output remains stable (Figure 4b).
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Figure 4. Transient pulse when (a) it is latched and (b) it is not latched.
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4. Proposed Methodology for SER Estimation

In this section, we present the main aspects of the SER estimation framework, which is based
on Monte-Carlo simulations, as this technique provides more accurate results compared to other
probabilistic methods (despite being more time-consuming). Emphasis is placed upon the modeling of
the three masking phenomena that affect the probability of a TF to become a soft error, and SEMTs.

4.1. Masking Mechanisms

A primary part of a SER estimation in combinational logic is the integration of the three
mechanisms that prevent SETs from propagating through the circuits and, subsequently, resulting
in soft errors [20]. Logical masking is the first factor, which occurs when the glitch propagation is
prevented due to an on-path gate, whose output value is controlled by one or more input values.
For instance, if an AND gate’s input has a logic value 0 its output will always be logic 0 regardless of
the other input values. Thus, every glitch that arrives on any other input will, eventually, be masked.
The second, i.e., electrical masking, prevents a TF from reaching the memory elements and, thus,
becoming a soft error. The generated pulses are electrically masked due to the electrical properties of
the cells they propagate through, since they are attenuated after each pass. For the propagation of the
pulse a simple linear function, which depends on the gate delay, is used. A slow gate has a greater
contribution to electrical masking than a fast. The last factor, which contributes to the elimination of
such disturbances is timing masking, and is associated with the memory elements and their latching
window, which is the time interval, determined by the setup and hold time, such that the input signal
should be stable to be reliably latched. Therefore, a TF that reaches a FF outside of the latching window
becomes masked.

4.2. Reconvergent Transient Faults

A significant factor, which affects the fault propagation, is the examination of reconvergent pulses.
This tool takes into account TFs following multiple paths that may reconverge at a subsequent gate.
Thus, when two or more pulses of the same TF reconverge at a cell having the same direction (Figure 5a),
the output pulse is approximately equal (due to the different rise and fall times) to the overlapping
period. On the other hand, as for the overlapping pulses with opposite direction, the resulting pulse
at the gate output depends on its type and controlling value. Presenting the simulation of such a
case for NOR2 gate, its controlling value is logic 1 and the output pulse equals to the period between
the moment that the first pulse falls below half voltage and the moment that the second one rises
above half voltage. For the non-overlapping case, as spice simulation shows, both pulses emerge at the
output. However, in order to model this case in the proposed framework, for the sake of simplicity,
only the greater pulse is taken into consideration.
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Figure 5. Output pulses for (a) same direction, (b) different direction and (c) non-overlapping input
reconvergent pulses.

4.3. Multiple Transient Faults Behavior

MTFs occur when a particle hit affects a circuit area producing glitches on adjacent cells [32].
Therefore, the gates’ output may be changed owing to a corresponding number of sensitive transistors
that may be influenced by the hit. The surface affected by a particle hit is depicted by an oval shape,
according to the average affected area, which depends on the particle energy [27].

The DEF (Design Exchange Format) files are parsed - for the corresponding ISCAS’ 89 benchmark
circuits - which describe the position and placement orientation of each logic cell on the circuit layout.
For the identification of the sensitive zones on the circuit layout the GDSII (Graphic Data System) file
of each cell was used [30]. These files contain ICs layout information, hence a parser is incorporated
into the proposed tool for the extraction of the precise location of the transistor diffusions, and as a
result the sensitive regions on the die area. This is a crucial process, since affected cells from a particle
strike are considered those whose inactive transistors are located within the oval area [26,30,31].

4.4. Algorithm for SER Εstimation

In order to identify circuit vulnerability to TFs, a topological analysis is presented, based on the
division of the circuit layout to several smaller equal parts, called henceforth grids [30]. The number of
grids may differ depending on the intended level of granularity. However, there is an upper bound on
this number depending on circuit size, since for very small grids the extracted data may be misleading
regarding SER. Algorithm 1 summarizes the proposed framework for SER estimation.

Firstly, the DEF and GDSII files of the benchmark under simulation are parsed (lines 1–3)
to identify the precise gate positions and their NMOS and PMOS diffusions and register the
circuit connectivity. The implemented tool is based on a simple gate-level simulator, and uses
the straightforward delay estimation technique of logical effort to determine gate delay, using the
FIND_DELAY function.
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Algorithm 1: SER Estimation
1 CREATE_CIRCUIT(def file)
2 /* Identify diffusions coordinates of each gate */
3 PARSE_GDSII(gdsii file)
4 FIND_DELAY(circuit) /* Get delay of each gate */
5 function LOGICAL_MASKING(circuit)
6 Divide circuit into grids
7 for each grid in de f do
8 /* Identify gates affected by particle hit */
9 function ERRORS_GEN(grid)

10 /* Find which diffusions of each gate are affected */
11 SENSITIVE_REGION(error, gate, radius)
12 return errors
13 end
14 for 100,000 simulations do
15 for each node in def do
16 for i = 0 to errors do
17 compute error_state[i]
18 /* Examine if error affects OFF or ON transistors */
19 end
20 function ELECTRICAL_MASKING(node)
21 compute error_width[node]
22 end
23 function TIMING_MASKING(node)
24 compute error_time[node]
25 end
26 end
27 end
28 TOTAL_LATCHING_PROB()
29 end
30 end
31 OVERALL_SER()
32 EXPERIMENTAL_RESULTS()

Next, the circuit is divided into grids (line 6) and for each one, the injection of particle strikes,
with different energy at random grid points, generates multiple glitches, via the ERROR_GEN function
(lines 9–13). Something that should be highlighted is that the number of grids depends on the size of
each circuit. Thus, as circuit complexity increases, more grids are required in order to obtain reliable
and comparable results among the different benchmarks. A key point is the treatment of the MTFs
propagation, which takes into account all three masking effects and reconvergent pulses. In particular,
each pulse originated from a single particle strike, which appears at the output of affected cells,
propagates throughout the circuit along with its own logical, electrical and timing masking information.
Furthermore, prior to modeling the masking mechanisms, affected transistors are extracted. This is
necessary for the identification of the sensitive regions, which takes into consideration gate input
values (line 11). Three tables—one per masking effect—for each circuit node are used, in order to
examine each error separately and determine those that will be captured by the memory elements.
Their size changes dynamically and depends on the number of MTFs generated from a particle strike.
In particular, error_state (line 17) is used for logical, whereas error_width (line 21) and error_time
(line 24) are used for the electrical and timing masking mechanisms respectively.

To estimate the total latching probability per simulation, the masking effects information
is employed, checking if (i) the FF input is affected by particle strike glitches, i.e., if they are
not logically masked, (ii) the glitch pulse width is wide enough to actually affect the FF input,
and (iii) the pulse arrives within the latching window. All these three checks are performed by
the TOTAL_LATCHING_PROB function (line 28). Lastly, in OVERALL_SER function (line 31), the final
probability, which represents the circuit SER, is computed considering the latching probabilities
per simulation.

SER is usually expressed in Failures In Time (FIT), which is equivalent to the number of failures
per one billion hours. This metric is widely used in semiconductor industry due to its efficacy in ICs



Technologies 2020, 8, 5 9 of 15

susceptibility evaluation. As soon as the probabilistic SER is estimated from Algorithm 1, we are able
to obtain SER in terms of FIT as:

SERFIT = F × A × SERprob (3)

where F is the neutron flux, A is the area of the circuit under test, which is exposed to the flux,
and SERprob is the probability of SER as computed already.

It is worth mentioning that for large-scale benchmarks the number of 100,000 iterations,
for the different primary input vectors, is applied to obtain accurate results. At the end of the
simulation, various results and statistics are extracted to evaluate the vulnerability of the circuit to
radiation-induced errors (line 32).

5. Gate Sensitivity

This section presents a methodology to identify the sensitivity of the gates to radiation-induced
faults. The motivation behind this analysis is that the knowledge of which gates are more sensitive
to soft errors is necessary in the effort to reduce their effects on ICs. However, reducing the SER of a
circuit through various hardening approaches comes with additional cost in terms of area, delay and
power consumption. In order to confine this overhead it is common to harden the most vulnerable
areas of the circuit instead of its entirety. The sensitivity of a logic gate corresponds to its relative
contribution to the overall circuit SER and is obtained through several targeted simulations.

Intuitively, in combinational logic, a gate is considered sensitive, when the probability of a
generated SET during its propagation from the gate output to a memory element is not negligible.
In such a case, the presence of the three masking effects that are able to mitigate a SET is vague.
Therefore, the metric of the gate sensitivity is inversely proportional to the masking capability of all
the three effects jointly. The Glitch Latching Probability (GLP) of each gate of a circuit is defined as the
probability that a transient glitch at the gate output will propagate and, eventually, be latched by at
least one memory element. A simplified variation of the aforementioned SER estimation methodology
is followed to characterize the gate sensitivity. In particular, particle strikes of different width that
correspond to the three examined temperatures are injected on each gate. Also, each one of the strikes
is applied on different time moments during the clock period. Subsequently, a sufficient number
of simulations are performed using different primary input vectors. Performing these simulations
under different parameters, we ensure that masking effects are sufficiently simulated. During the
simulation, the generated pulse is subjected to the three masking effects as it propagates through the
circuit. The probability that all these faults are captured, by at least one sequential element, is obtained,
assigning a sensitivity value to each gate, which is computed as follows,

GLP =
1
n

n

∑
i=1

latched_glitch(i) (4)

where n is the total number of simulations and it equals the product n = l × e × t where l is the number
of the different primary input vectors for the simulation of logical masking, e is the number of the
different width pulses that are used, t is the number of the different constant times that errors occur
within the clock period and latched_glitch equals one when a fault is latched by at least one memory
element; otherwise is zero.

The large number of simulations, due to the different parameters used, as well as the complexity
of the large-scale benchmarks, renders this process time-consuming, yet it provides a quite accurate
assessment of the relative sensitivity among the gates of a given design. A basic difference with the
main SER estimation methodology is that we neglect SEMTs, as the process for sensitivity identification
targets each gate separately. If SEMT analysis was considered, the sensitivity results would involve
the gate adjacency, which is not the case. On the contrary, for the selective hardening of the most
susceptible gates only the sensitivity of the gate itself should be taken into account.
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Figure 6 demonstrates the gate sensitivity of some circuits for different supply voltages regarding
the GLP values of the gates. In particular, two GLP thresholds are set to distribute the gates in
three sensitivity levels. For supply voltage at 0.7 V more than half of the gates, for the most of the
designs, exceed the threshold of 0.2, i.e., GLP > 0.2, which means that a particle occurred on any
of these is more likely to result in a soft error. On the other hand, when supply voltage is at 0.9 V
and, thus, the generated pulse width is smaller most of the gates do not exceed the lowest threshold,
i.e., GLP ≥ 0.1. However, for the s27 design the distribution is similar (all the gates have GLP > 0.1)
and this is explained from the fact that almost all the gates are close to FFs (due to its size) and the
probability that a glitch, regardless of its width, becomes masked is great. In conclusion, the advantage
that offers this method is that the gate sensitivity values may be exploited in order to harden the most
vulnerable of them to succeed SER reduction.
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Figure 6. Distribution of gate sensitivity for 6 benchmarks with supply voltage (a) 0.9V and (b) 0.7V.

6. Experimental Results

The proposed tool is implemented in C and all the experiments are performed on a Linux
workstation with an Intel Core i7-3770 processor @3.4GHz and 8GB of main memory and are conducted
on a set of ISCAS’ 89 benchmark circuits, synthesized with respect to 45nm Nangate Open Cell
Library [37].

Figure 7 shows the susceptibility of the s1423 benchmark presenting the SER estimation for each
grid. Some areas seem to be more vulnerable than others, making it possible for the designers to
reconsider and improve the placement process in order to mitigate SER.

Figure 7. Grids SER for s1423 benchmark.

Figure 8 presents in what degree the masking effects impact on SER for some grids of the s15850
circuit. In particular, logical and electrical masking have a greater effect on SER mitigation than timing.
Moreover, grid 60 is expected to be less vulnerable compared to grid 42, since almost all errors are
completely masked. SER estimation depends on the affected transistors type as well. When a particle
strikes an inactive NMOS transistor the generated pulse is greater, as explained in Section 3. Thus,
the results presented in Figure 9, in combination with those of Figure 8 give a more detailed view of
the grids susceptibility.
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Figure 8. Particular grids of s15850 and the percentage of the injected errors that become logically,
electrically and timingly masked.

In particular, Figure 9 presents in how many of the 100 simulations, i.e., particle strikes, the number
of affected PMOS exceed the corresponding number of NMOS transistors and vice versa. Furthermore,
it shows the number of simulations that particle hits have no impact on the circuit as well as the SER
of each grid. The SER of grid 31 is greater than grid’s 25 even though the corresponding percentages of
the errors that are not masked are nearly equal. This is explained since the affected NMOS transistors
for the former grid are greater than the latter.
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Figure 9. Number of affected transistors for 100 simulations for some grids of s15850 with the
corresponding SER values.

The modeling of SET pulse width is a key factor as it is a function of operating temperature [15].
Increasing the temperature, pulse widths become more intense leading, as a result, to a greater SER.
Figure 10 shows the estimated SER at three different temperatures. Increasing the temperature for the
same technology of 45-nm, the generated pulses become larger, as characterization process shows,
and this explains the fact that at the temperature of 100 ◦C SER is greater in comparison with the other
two cases.
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Figure 10. SER of a set of benchmarks for three different temperatures.

Table 1 reports SER estimation for ISCAS’ 89 benchmarks along with the execution time. SER is
expressed as probability and FIT as well.
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Table 1. SER evaluation results obtained from the proposed tool for ISCAS’ 89 benchmarks. The number
of nodes, primary inputs, gates and D-type FFs indicate the benchmarks’ complexity, SETs denotes the
consideration of single transient faults, SEMTs denotes the consideration of multiple transient faults,
Fail. Rate is the SER probability, FIT is the SER in terms of FIT, whereas Ex. Time denotes the average
execution time of the analyses.

Benchmark Nodes Inputs Gates FFs

SER

Ex. TimeSETs SEMTs

Fail. Rate FIT Fail. Rate FIT

s27 17 4 13 3 0.221830 4.95 × 10−6 0.278987 6.22 × 10−6 < 1 s
s298 169 3 166 14 0.105548 4.28 × 10−6 0.119706 4.86 × 10−6 < 1 s
s344 240 9 231 15 0.151876 7.65 × 10−6 0.165033 8.32 × 10−6 < 1 s
s349 224 9 215 15 0.147416 7.43 × 10−6 0.151563 7.63 × 10−6 < 1 s
s382 196 3 193 21 0.147883 8.84 × 10−6 0.219213 1.31 × 10−5 < 1 s
s400 203 3 200 21 0.152426 9.21 × 10−6 0.197017 1.19 × 10−5 < 1 s
s420 252 19 233 16 0.118641 7.41 × 10−6 0.155258 9.70 × 10−6 < 1 s
s526 280 3 277 21 0.158764 1.15 × 10−5 0.221793 1.61 × 10−5 1 s
s641 517 35 482 19 0.052395 4.85 × 10−6 0.068785 6.36 × 10−6 2 s
s713 539 35 504 19 0.046882 4.45 × 10−6 0.060003 5.70 × 10−6 2 s
s820 443 18 425 5 0.017064 1.52 × 10−6 0.024629 2.19 × 10−6 2 s
s953 496 16 480 29 0.200970 2.23 × 10−5 0.154886 1.71 × 10−5 7 s
s1196 762 14 748 18 0.036776 5.02 × 10−6 0.047549 6.48 × 10−6 4 s
s1238 768 14 754 18 0.036994 5.12 × 10−6 0.051779 7.17 × 10−6 4 s
s1423 1008 17 991 74 0.025936 6.60 × 10−5 0.034567 8.08 × 10−5 10 s
s1488 1211 8 1203 6 0.009252 1.68 × 10−6 0.018931 3.44 × 10−6 4 s
s5378 3053 35 3018 179 0.104812 7.20 × 10−5 0.128300 8.82 × 10−5 1.7 m
s9234 7002 19 6983 228 0.043296 5.45 × 10−5 0.052699 6.55 × 10−5 6.3 m
s13207 9608 31 9577 669 0.051429 1.10 × 10−4 0.059780 1.26 × 10−4 7.4 m
s15850 12,115 14 12,101 597 0.031277 7.32 × 10−5 0.040679 9.53 × 10−5 12.2 m
s35932 21,278 35 21,243 1728 0.050904 2.70 × 10−4 0.066115 3.51 × 10−4 58 m
s38417 24,874 28 23,815 1636 0.038741 1.08 × 10−2 0.051637 1.44 × 10−2 10 h
s38584 21,407 38 20,679 1426 0.030439 8.12 × 10−3 0.042658 1.12 × 10−2 7 h

For FIT calculation, the flux of 20.329 neutrons/cm2 − h is considered, which is the neutron flux
at sea level at New York City [3], whereas temperature remains stable at 25 ◦C and supply voltage at
0.7 V for all the experiments. SER results for two types of simulations are presented. The first considers
explicitly the occurence of SETs, while in contrast, the second allows for the occurence of SEMTs. We
notice that when SEMTs are considered, the SER increases for all the benchmarks. As regards the
failure rate, it decreases as benchmark complexity increases, since for smaller circuits SETs are more
probable to be latched by memory elements. On the other hand, the SER in terms of FIT is estimated
taking into consideration the circuit area; hence its value is elevated, especially for the large-scale
benchmarks. Finally, the verification with HSPICE, which gives a maximum deviation of 10%, is made
for small-scale benchmarks since it is extremely time-consuming as complexity increases.

7. Conclusions

In this paper, we presented a tool for SER estimation regarding multiple transient faults, whose
propagation is examined separately. The use of placement information and the results of the
characterization process with HSPICE, which gave an overview of the pulse width for different
conditions, were taken into account in the proposed framework, in order to achieve an accurate SER
estimation. Furthermore, the GLP metric quantifies the gate sensitivity to radiation by determining
the probability of a generated glitch to lead to a soft error. Therefore, the outcome of our experiments,
regarding both SER and gate sensitivity for voltage, temperature and output capacitance variations,
can be exploited in industry, in an effort to further improve error-resistance of modern ICs.
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The following abbreviations are used in this manuscript:

CMOS Complementary Metal–Oxide–Semiconductor
SER Soft Error Rate
VLSI Very Large-Scale Integration
IC Integrated Circuit
SET Single Event Transient
SEMT Single Event Multiple Transient
TF Transient Fault
MTF Multiple Transient Fault
FF Flip-Flop
DEF Design Exchange Format
GDSII Graphic Database System
GLP Glitch Latching Probability
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